
Verification of Multi-agent Systems
via Bounded Model Checking?

Xiangyu Luo1, Kaile Su2,4? ? ?, Abdul Sattar2, and Mark Reynolds3

1 Department of Computer Science, Guilin University of Electronic Technology, Guilin, China
shiangyuluo@gmail.com

2 Institute for Integrated and Intelligent Systems, Griffith University, Brisbane, Australia
{k.su, a.sattar }@griffith.edu.au

3 School of CSSE, The University of Western Australia, Perth, Australia
mark@csse.uwa.edu.au

4 Department of Computer Science, Sun Yat-sen University, Guangzhou, 510275, China

Abstract. We present a bounded model checking (BMC) approach to the veri-
fication of temporal epistemic properties of multi-agent systems. We extend the
temporal logicCTL∗ by incorporating epistemic modalities and obtain a tem-
poral epistemic logic that we callCTL∗K. CTL∗K logic is interpreted under
the semantics of synchronous interpreted systems. ThoughCTL∗K is of great
expressive power in both temporal and epistemic dimensions, we show that BMC
method is still applicable for the universal fragment ofCTL∗K. We present in
some detail a BMC algorithm and prove its correctness. In our approach, agents’
knowledge interpreted in synchronous semantics can be skillfully attained by the
state position function, which avoids extending the encoding of the states and the
transition relations of the plain temporal epistemic model for time domain.

Key words: bounded model checking, multi-agent systems, temporal epistemic
logic, bounded semantics

1 Introduction

Model checking is a technique for automatic formal verification of finite state systems.
There are many practical applications of the technique for hardware and software ver-
ification. Recently, verification of multi-agent systems (MAS) has become an active
field of research. Verification of MAS has mainly focused on extending the existing
model checking techniques usually used for verification of reactive systems. In the
multi-agent paradigm, particular emphasis is given to the formal representation of the
mental attitudes of agents, such as agents’ knowledge, beliefs, desires, intentions and
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so on. However, the formal specifications used in the traditional model checking are
most commonly expressed as formulas of temporal logics [?] such asCTL andLTL.
So, the research of MAS verification has focused on the extension of traditional model
checking techniques to incorporate epistemic modalities for describing information and
motivation attitudes of agents [?].

The application of model checking within the context of the logic of knowledge was
first proposed by Halpern and Vardi [?] in 1991. In [?,?], van der Hoek and Wooldridge
analyzed the application of SPIN and MOCHA respectively to model checking ofLTL
andATL extended by epistemic modalities. In 2004 Meyden and Su took a promising
step towards model checking of anonymity properties in formulas involving knowledge
[?], and then based on the semantics of interpreted systems with local propositions, Su
developed an approach to the BDD-based symbolic model checking forCKLn [?].

Unfortunately, the main bottleneck of BDD-based symbolic model checking is the
state explosion problem. One of complementary techniques to BDD-based model check-
ing is Bounded Model Checking(BMC). The basic idea of BMC is to explore a part of
the model sufficient to check a particular formula and translate the existential model
checking problem (the problem that decides whether there is a path in a system satisfy-
ing a given formula) over the part of the model into a test of propositional satisfiability.

BMC for LTL was first introduced by Biereet al. [?]. Then, Penczeket al. de-
veloped a BMC method forACTL (the universal fragment ofCTL) [?]. In addition,
Penczek and Lomuscio presented a BMC method forACTLK in [?], which incor-
porates epistemic modalities toACTL logic. Further, in [?], Woźna proposed a BMC
method forACTL∗, the universal fragment ofCTL∗, which subsumes bothACTL
andLTL. Naturally, it is meaningful to develop a BMC method for those languages
that incorporate epistemic modalities intoACTL∗.

In computer science, many protocols are designed so that their actions take place
in rounds or steps (where no agent starts roundm + 1 before all agents finish round
m), and agents know what round it is now at all times. Therefore, we restrict MAS to a
synchronousone, in which agents have access to a shared clock and run in synchrony.

This paper is the extension version of our previous work [?]. The aim of this paper is
to develop a BMC method for an expressive branching time logic of knowledge that we
call ACTL∗K, which incorporates epistemic modalities intoACTL∗. We adopt the
synchronousinterpreted systems semantics [?]. Moreover, in order to avoid extending
the encoding of the states and the transition relations of theplain temporal epistemic
model for the time domain of synchronous interpreted systems, we introduce astate
position functionto attain agents’ knowledge.

The significance ofACTL∗K is that the temporal expressive power ofACTL∗K
is greater than that ofACTLK extended fromACTL. For example, we permit the
subformula of an epistemic formula (its main operator is an epistemic one) to be a
stateor path formula, whileACTLK only subsumesstateformulas. It is convenient
to useACTL∗K to specify and verify dynamic knowledge of agents in the dynamic
environment of a MAS.

The rest of this paper is organized as follows. Section 2 introduces synchronous
semantics of multi-agent interpreted systems. Section 3 defines the syntax and the
synchronous semantics ofCTL∗K, and Section 4 defines the bounded semantics of



ECTL∗K. In Section 5, the equivalence between the synchronous semantics and the
bounded one is to be proven. Section 6 describes the BMC method forECTL∗K.
Finally, we conclude this paper in Section 7.

2 Synchronous Temporal Epistemic Model

We begin with a short discussion about a set of agentsA = {1, . . . , n} and their envi-
ronmente. LetLe be a set of possible states for the environment andLi a set of possible
local states for each agenti ∈ A. We takeG = Le × L1 × . . . × Ln to be the set of
global states and define functionli:G −→ Li, which returns the local state of agenti
from a global states ∈ G. A run overG is a function from the time domain (natural
numbers) toG, it can be identified with a sequence of global states inG. A point is
a pair(r,m) consisting of a runr and timem. The global state at the point(r,m) is
defined asr(m) = (se, s1, . . . , sn), wherese ∈ Le andsi ∈ Li for all i ∈ A. Sor(0)
is the initial state. Further we definere(m) = se andri(m) = si for all i ∈ A. Thus,
ri(m) is agenti’s local state at the point(r,m). We define asystemR overG as a set
of runs overG. (r,m) is a point in systemR if r ∈ R. An interpreted systemI is a
structure(R,V), whereR is a system overG andV assigns truth values to the primitive
propositions at the global states inG.

We introduce the indistinguishability relation∼i for each agenti ∈ A as follows.
Let s ands′ be two global states inG, s ∼i s′ denotes thats ands′ are indistinguishable
to agenti, i.e.,i has the same local state in boths ands′. If r(n) = s andr′(n′) = s′,
we use(r, n) ∼i (r′, n′) to denotes ∼i s′. Let i ∈ A andΓ ⊆ A, we introduce four
epistemic modalitiesK i(knows),DΓ (distributed knowledge),EΓ (everyone knows) and
CΓ (common knowledge) to our logicCTL∗K. Their epistemic relations are defined
as∼i, ∼ D

Γ =
⋂

i∈Γ ∼i, ∼ E
Γ =

⋃
i∈Γ ∼i and∼ C

Γ , respectively, where∼ C
Γ is the

transitive closure of∼ E
Γ [?]. By modifying the epistemic accessibility relation in Def.

2.1 in [?] to a synchronous one, we get the following definition:

Definition 1. Given an interpreted systemI = (R,V) and a set of agentsA = {1, . . . ,

n}, we associate withI a Synchronous Temporal Epistemic ModelM = (S, s0, T,
T∼1

, . . . ,
T∼n,V), where (1)S is a finite set of global states ofI; (2) s0 is the initial state

of I; (3) T ⊆ S × S is a total binary (successor) relation onS such thatr(m)Tr(m +
1) for eachr ∈ R and natural numberm ≥ 0; (4)

T∼i is a synchronousepistemic
accessibility relation on the points ofI for agenti ∈ A. Let(r,m) and(r′,m′) be two
points ofI, then(r,m) T∼i (r′,m′) iff ri(m) = r′i(m

′) andm = m′; (5) V:S×PV −→
{true, false} is a truth assignment function for a set of propositional variablesPV
such thatV(s)(p) ∈ {true, false} for all s ∈ S andp ∈ PV.

Thus, given a synchronous temporal epistemic modelM , each run ofM can be
obtained by infinitely unfoldingT of M from the initial states0. In addition, leti ∈ A

andΓ ⊆ A, the epistemic relations used byK i, DΓ , EΓ andCΓ are defined as
T∼i,

T∼ D
Γ =

⋂
i∈Γ

T∼i,
T∼ E

Γ =
⋃

i∈Γ
T∼i, and

T∼ C
Γ , respectively, where

T∼ C
Γ is the transitive

closure of
T∼ E

Γ . It is easy to prove that for any points(r, n) and(r′, n′) of a synchronous
system,(r, n) T∼ Y

Γ (r′, n′) iff (r, n) ∼ Y
Γ (r′, n′) andn = n′, whereY ∈ {D, E, C}.

Hereafter, we use ”model” to denotesynchronous temporal epistemic model.



3 CTL∗K Logic and its Subsets

Here we extend the temporal logicCTL∗ [?] by incorporating epistemic modalities,
which includeK i, DΓ , EΓ andCΓ , wherei ∈ A andΓ ⊆ A. In order to solve the
existential model checking problem, we add four dual epistemic modalities related to
the modalities mentioned above. IfY ∈ {K i, DΓ , EΓ , CΓ } andϕ is a formula, thenY
is the dual modalities ofY andY ϕ ≡ ¬Y ¬ϕ. We call the resulting logicCTL∗K.
Assume the familiarity with the syntax ofCTL∗, we refer to [?] for more details. The
only thing aboutCTL∗K mentioned here is that ifα is apath formula, then epistemic
formulaYα is astateformula. Note that any state formula is also a path formula.

We define theECTL∗K logic as the restriction ofCTL∗K such that the negation
can be applied only to propositions and the operators are restricted toE (in some path),
K i, DΓ , EΓ andCΓ . TheACTL∗K logic is also the restriction ofCTL∗K such that
its language is defined as{¬ϕ|ϕ ∈ ECTL∗K}, in which the path quantifierA (in all
paths) is defined asAϕ ≡ ¬E¬ϕ.

Definition 2 (Synchronous Semantics ofCTL∗K). LetM be a model,(r, n) a point
of M and α, β be CTL∗K formulas.(M, r, n) |= α denotes thatα is true at point
(r, n). M is omitted if it is implicitly understood. The relation|= is defined as follows:
(r, n) |= p iff V(r(n))(p) = true, (r, n) |= ¬p iff (r, n) 6|= p,
(r, n) |= α ∧ β | α ∨ β iff (r, n) |= α and (or) (r, n) |= β, (r, n) |= Xα iff (r, n + 1) |= α,
(r, n) |= Fα iff ∃n′≥n(r, n′) |= α, (r, n) |= Gα iff ∀n′≥n(r, n′) |= α,
(r, n) |= αUβ iff ∃n′≥n

(
(r, n′) |= β and∀n≤i<n′(r, i) |= α

)
,

(r, n) |= Eα iff there is a runr′ and timen′ with r(n) = r′(n′) such that(r′, n′) |= α,

(r, n) |= Yα iff there is a runr′ and timen′ with (r, n)
Y∼ (r′, n′) and n = n′ such that

(r′, n′) |= α, where(Y,
Y∼) ∈

{
(Ki,∼i), (DΓ ,∼ D

Γ ), (EΓ ,∼ E
Γ ), (CΓ ,∼ C

Γ )
}

.

As for modalityK i, here we capture the intuition that agenti knows formulaϕ at
point (r, n) of M exactly if at all points with the same timen thati considers possible
at (r, n), ϕ is true. For the modalityK i, conversely,(M, r, n) |= K iϕ if and only if ϕ is
true at some point with the same timen thati considers possible at(r, n). So with such
a synchronous semantics, only one point with timen should be considered in a run.

Definition 3 (Validity). A CTL∗K formula ϕ is valid in M (denotedM |= ϕ) iff
(M, r, 0) |= ϕ for all run r in M , i.e.,ϕ is true in the initial state ofM .

4 Bounded Semantics ofECTL∗K

In this section we combine the bounded semantics forECTL∗ [?] with epistemic
modalities so that the BMC problem forECTL∗K can be translated into a proposi-
tional satisfiability problem.

LetM be a model andk a positive natural number. Ak-pathis a path of lengthk, i.e.
k-pathis a finite sequenceπk = {s0, . . . , sk} of states such that(si, si+1) ∈ T for all
0 ≤ i < k, and statesi of πk can be denoted byπk(i). A finite k-pathcan also represent
an infinite path if there is aback loopfrom the last state to a certain previous state of
thek-path. So, ak-pathπk is a (k,l)-loop if (πk(k), πk(l)) ∈ T for some0 ≤ l ≤ k.



Given a modelM , in order to translate the existential model checking into bounded
model checking and the SAT problem, we only consider a part of the modelM , i.e., the
compact model consists of all thek-pathsof M and is defined as follows.

Definition 4 (k-model). Let M = (S, s0, T,
T∼1, . . . ,

T∼n,V) be a model andk a pos-
itive natural number. Ak-model ofM is a tupleMk = (S, s0, Pk,

T∼1, . . . ,
T∼n),V,

wheres0 is the initial state ofM andPk is the set of all thek-paths ofM .

Since the bounded semantics for temporal operators depends on whether the considered
k-pathπk of thek-modelMk is a loop or not, we define a functionloop(πk) = {l|0 ≤
l ≤ k and(πk(k), πk(l)) ∈ T} so as to distinguish whetherπk is a loop.

A k-pathπk in Mk can be viewed as a part of arun r in M . So, we can project
a partialr onto ak-pathπk. Let r(n) = πk(m) for somen ≥ 0 and0 ≤ m ≤ k,
by Def. ??, we can calculate the positioni ∈ {0, . . . , k} of the state ofπk such that
πk(i) = r(c) for sometimec ≥ n, i.e., stateπk(i) of Mk represents stater(c) of M .

Definition 5 (State Position Function).Let M be a model andMk a k-model ofM .
Assume thatr is a run in M and the correspondingπk is a k-path ofMk such that
r(n) = πk(m) for somen ≥ 0 andm ≤ k, then, for timec ≥ n andl ≤ k, function

pos(n, m, k, l, c) :=

{
m + c− n, if c ≤ n + k −m;
l + (c− n− l + m)%(k − l + 1), else ifl ∈ loop(πk).

returns the position of the state ofπk such thatπk(pos(n,m, k, l, c)) = r(c), where% is
modular arithmetic. Further defineState Position FunctionfI(k, l, c) := pos(0, 0, k, l, c)
for epistemic operators.

Thus, a part of aninfinite run ofM may be represented by a(k, l)-loop ofMk by means
of the state position function. Next, we extend Def. 4.3 in [?] to Def. ??, the bounded
semantics ofECTL∗K, by incorporating the time domain and epistemic operators.

Definition 6 (Bounded Semantics ofECTL∗K). Let Mk be a k-model andα, β
ECTL∗K formulas. Given a natural numberl ∈ {0, . . . , k}, if α is a stateformula,
then[Mk, πk, l, m, c] |= α denotes thatα is true at the stateπk(m) of Mk and timec.
If α is apathformula, then[Mk, πk, l, m, c] |= α denotes thatα is true along the suffix
of thek-pathπk of Mk, which starts at the positionm and timec. Mk is omitted if it is
implicitly understood. The relation|= is defined inductively as follows:
[πk, l, m, c] |= p iff V(πk(m))(p) = true. [πk, l, m, c] |= ¬p iff V(πk(m))(p) = false.
[πk, l, m, c] |= α ∧ β | α ∨ β iff [πk, l, m, c] |= α and (or)[πk, l, m, c] |= β.
[πk, l, m, c] |= Eα iff ∃π′k ∈ Pk

(
π′k(0) = πk(m) and∃0≤l′≤k [π′k, l′, 0, c] |= α

)
.

[πk, l, m, c] |= Xα iff{
if m ≥ k thenfalse else[πk, l, m + 1, c + 1] |= α, if l 6∈ loop(πk);
if m ≥ k then[πk, l, l, c + 1] |= α else[πk, l, m + 1, c + 1] |= α, otherwise.

[πk, l, m, c] |= Fα iff

{∃m≤i≤k [πk, l, i, c + i−m] |= α, if l 6∈ loop(πk);
∃m≤i≤k [πk, l, i, c + i−m] |= α or
∃l≤i<m [πk, l, i, c + k −m + 1 + i− l] |= α, otherwise.

[πk, l, m, c] |= Gα iff





false, if l 6∈ loop(πk);
∀m≤i≤k [πk, l, i, c + i−m] |= α, if l ∈ loop(πk) andl ≥ m;
∀l≤i<m [πk, l, i, c + k −m + 1 + i− l] |= α and
∀m≤i≤k [πk, l, i, c + i−m] |= α, if l ∈ loop(πk) andl < m.



[πk, l, m, c] |= αUβ iff



∃m≤i≤k

(
[πk, l, i, c + i−m] |= β and∀m≤j<i [πk, l, j, c + j −m] |= α

)
, if l 6∈ loop(πk);

∃m≤i≤k

(
[πk, l, i, c + i−m] |= β and∀m≤j<i [πk, l, j, c + j −m] |= α

)
or

∃l≤i<m

(
[πk, l, i, c + k −m + 1 + i− l] |= βand∀m≤j≤k [πk, l, j, c + j −m] |= α and

∀l≤j<i [πk, l, j, c + k −m + 1 + j − l] |= α
)
, otherwise.

[πk, l, m, c] |= Yα iff ∃π′k ∈ Pk such thatπ′k(0) = s0 and, ifc ≤ k, thenπk(m)
Y∼ π′k(c) and

∃0≤l′≤k [π′k, l′, c, c] |= α; else∃0≤l′≤k

(
l′ ∈ loop(π′k) andπk(m)

Y∼ π′k(fI(k, l′, c)) and

[π′k, l′, fI(k, l′, c), c] |= α
)
, where(Y,

Y∼) ∈
{
(Ki,∼i), (DΓ ,∼ D

Γ ), (EΓ ,∼ E
Γ )

}
.

[πk, l, m, c] |= CΓ α ⇔ [πk, l, m, c] |= ∨
k
i=1(EΓ )iα.

From the above bounded semantics, we can see that when checking a temporal
formula at the stateπk(m) and timec, the time domainc′ corresponding to thei-th state
of πk can be calculated as follows:c′ := c + i −m if i ≥ m, or else ifl ∈ loop(πk),
thenc′ := c + k − m + 1 + i − l, wherei is the position of the current state under
consideration inπk. It assures that the timec′ always increases.

As for the knowledge modalityK i, we consider whether or not there is ak-path
π′k from the initial state (the first stateπk(0) of πk is equal to the initial state ofM )
that results in a states′ that agenti consider possible inπk(m) and the current time in
s′ is equal toc. Note that the position ofs′ should be calculated by the state position
functionfI(k, l, c) only if the timec > k.

Definition 7 (Validity for Bounded Semantics).An ECTL∗K formulaϕ is valid in
a k-modelMk (denotedM |=k ϕ) iff [Mk, πk, l, 0, 0] |= ϕ for some0 ≤ l ≤ k, where
πk(0) is the initial state ofMk.

5 Correctness of the Bounded Semantics

In this section we will prove that theECTL∗K model checking problem (M |= ϕ)
can be reduced to theECTL∗K BMC problem (M |=k ϕ). Some proofs similar to [?]
or [?] are omitted for the limited space. Note that the bounded semantics ofECTL∗K
differs from those of other papers because we add time to it. Firstly, we define the length
of a formulaϕ (denoted by|ϕ|) as the number of operators (exclude¬) in ϕ. Then, by
Lemma??, ?? and??, we can determine the maximum boundk (called Diameter of
M ) that anECTL∗K formula should be checked with to guarantee that the property
holds.

Lemma 1. LetM be a model andα anLTL formula, the following implication holds:
if M |= Eα, then there existsk ≤ |M | · |α| · 2|α| with M |=k Eα, where|M | is the sum
of the number of reachable states and transitions ofM (Lemma 4.3 of [?]).

Lemma 2. Let M be a model,α an LTL formula andY ∈ {
E, Ki, DΓ

}
, then, if

(M, r, 0) |= Yα then there existsk ≤ |M | · |α| · 2|α| with [Mk, πk, l, 0, 0] |= Yα for
some0 ≤ l ≤ k, wherer(0) andπk(0) are equal to the initial state ofM .

Proof. (1) Let Y = E. The case can be easily proven by Lemma?? when time do-
main is added to it. (2) LetY = K i and(r, 0) be an initial point ofM . By Def. ??,



(M, r, 0) |= K iα iff there is a runr′ and timec′ with (r, 0) ∼i (r′, c′) andc′ = 0 such
that (M, r′, c′) |= α. Sincer′(0) is also the initial state ofM , it can be viewed as an
existential model checking problem [?] for theLTL formulaα in M . So the case holds
by Lemma??. (3) LetY = DΓ . Straightforward by definition from the caseY = K i.

ut
Lemma 3. LetM be a model,ϕ be anECTL∗K formula and(r, c) be a point ofM .
If (M, r, c) |= ϕ, then there existsk ≤ |M | · |ϕ| · 2|ϕ| and ak-path πk of Mk with
r(c) = πk(m) such that[Mk, πk, l, m, c] |= ϕ for some0 ≤ l ≤ k.

Proof. By induction on the length ofϕ. The lemma follows directly whenϕ is a propo-
sitional variable or its negation. Assume that the hypothesis holds for all the proper
subformulas ofϕ. The lemma is easily proven whenϕ = α ∨ β|α ∧ β. Consider case
1) and 2):

1) Assume thatα is anLTL formula. Letϕ = EΓ α. SinceEΓ α =
∨

i∈A K iα,
by induction the lemma follows from the case ofY = K i in Lemma?? for somei ∈ A
and the case for the boolean connectives. Letϕ = CΓ α. Because(M, r, c) |= CΓ α
iff (M, r, c) |= ∨

i≤|S|(EΓ )iα, where|S| is the number of reachable states inM , the
lemma holds by induction on the former cases. Because the state under consideration
may be the subsequent one of the initial state, the existential model checking problem
here is not harder than that of Lemma??, so Lemma?? can be applied in the former
cases.

2) Assume thatα is not a ”pure” LTL formula, we extend the state labelling tech-
nique of [?] to epistemic operators. Letϕ = Yα andY, Yi, Z ∈ {

E, K i, DΓ , EΓ , CΓ

}
for i = 1, . . . , n. Let Y1α1, . . . , Ynαn be the list of all maximal subformulas ofα (i.e.,
eachYiαi is a state subformula ofYα, but not a subformula of any subformulaZβ of
Yα, whereZβ is different fromYα andYiαi for i = 1, . . . , n).

Next, we introduce for eachYiαi a fresh atomic propositionpi, where1 ≤ i ≤ n,
and augment the labelling ofeachstates of Mk with pi iff Yiαi holds at states, then
we replace each subformulaYiαi by pi and obtains a new formulaα′, which is a ”pure”
LTL formula. Furthermore, by the definition of synchronous semantics, we have that
verifying (M, r, c) |= EΓ α′ |CΓ α′ can also be viewed as an existential model checking
problem for theLTL formulaα′ in M . The proof is similar to that in the case ofY = K i

in Lemma??. Hence, by Lemma??and the cases above, we have that(M, r, c) |= Yα
implies[Mk, πk, l,m, c] |= Yα. ut

The conditionr(c) = πk(m) in Lemma??expresses that the stateπk(m) of Mk is
the same as the stater(c) of M .

Theorem 1. LetM be a model andϕ anECTL∗K formula. ThenM |= ϕ iff M |=k ϕ
for somek ≤ |M | · |ϕ| · 2|ϕ|.
Proof. (⇒) Follows directly from Lemma??with m = c = 0.
(⇐) By induction on the length ofϕ, the following implication holds:[Mk, πk, l, 0, 0] |=
ϕ implies(M, r, 0) |= ϕ, wherer(0) andπk(0) are equal to the initial state ofM . ut

Theorem??shows that the satisfiability of anECTL∗K formulaϕ in the bounded
semantics is equivalent to the unbounded one with the diameter|M | · |ϕ| · 2|ϕ|.



6 Bounded Model Checking forECTL∗K

In this section we present a BMC method forECTL∗K in synchronous interpreted
systems. It is an extension of the method presented in [?].

The main idea of the BMC method is that the validity of anECTL∗K formulaϕ
can be determined by checking the satisfiability of a propositional formula[M, ϕ]k :=
[Mϕ,s0 ]k ∧ [ϕ]Mk

, where[ϕ]Mk
is a number of constraints that must be satisfied onMk

for ϕ to be satisfied, and[Mϕ,s0 ]k represents the (partial)k-modelMk under consid-
eration (thesubmodelof Mk), which consists of a part of validk-paths inMk. Def. ??
determines the number of thosek-paths that is sufficient for checking formulaϕ, such
that the validity ofϕ in Mk is equivalent to the validity ofϕ in the part ofMk. The
boundfk(ϕ) can be obtained by structural induction on the translation ofϕ in Def. ??.

Definition 8. Define a functionfk from the set of formulas to natural number:
fk(p) = fk(¬p) = 0, wherep ∈ PV, fk(α ∨ β) = max(fk(α), fk(β)),
fk(α ∧ β) = fk(α) + fk(β), fk(Xα) = fk(Fα) = fk(α),
fk(Gα) = (k + 1) · fk(α), fk(αUβ) = k · fk(α) + fk(β),

fk(CΓ α) = fk(α) + k, fk(Yα) = fk(α) + 1, whereY ∈
{

E, Ki, DΓ , EΓ

}
.

Once[M, ϕ]k is constructed, the validity of formulaϕ overMk can be determined
by checking the satisfiability of[M, ϕ]k via a SAT solver. We give the BMC algorithm
for ACTL∗K as follows: Letϕ be anACTL∗K formula. Then, start withk := 1,
test the satisfiability of[M,¬ϕ]k via a SAT solver, and increasek by one either until
[M,¬ϕ]k becomes satisfiable ork reaches|M | · |¬ϕ| · 2|¬ϕ|. If [M,¬ϕ]k is satisfiable
with somek, then returns ”M 6|= ϕ”, returns ”M |= ϕ” otherwise.

We now give details of the translations for the propositional formulas[Mϕ,s0 ]k and
[ϕ]Mk

. Because the synchronous model is identical with the model in [?] except that
the synchronous epistemic accessibility relation, the technical details of translation are
similar to that of [?], from which we only introduce some propositional formulas. Let
w, v be two global state variables,s ands′ two states encoded byw andv respectively.
Is(w) encodes states of the model by global state variablew; T (w, v) encodes(s, s′) ∈
T ; p(w) representsp ∈ V(s); H(w, v) represents the fact thatw, v represent the same
state;Hi(w, v) represents that thei-local state ins and s′ is the same;Lk,j(l) :=
T (wk,j , wl,j) represents that thej-th k-path is a(k, l)-loop. See [?] for more details.

The propositional formula[Mϕ,s0 ]k represents the transitions in thek-modelMk,
its definition is given as below.

Definition 9 (Unfolding of Transition Relation). Let Mk = (S, s0, Pk,
T∼1, . . . ,

T∼n

,V) be ak-model ofM , s ∈ S, andϕ anECTL∗K formula. Define formula
[Mϕ,s]k := Is(w0,0) ∧

∧
1≤j≤fk(ϕ)

∧
0≤i≤k−1

T (wi,j , wi+1,j),

wherew0,0 andwi,j are global state variables fori = 0, . . . , k andj = 1, . . . , fk(ϕ).
wi,j also represents theith state of thejth symbolick-path.

According to the bounded semantics ofECTL∗K, we make the following defini-
tion for translating anECTL∗K formulaϕ into a propositional formula.

Definition 10. Given ak-modelMk and ECTL∗K formulasα,β and let Lk,i :=∨
k
l′=0Lk,i(l′), x ∈ {k, (k, l)}, we use[α][m,n,c]

k to denote the translation ofα at state



wm,n and timec into a propositional formula based on the bounded semantics of a non-

loopk-path, whereas the translation of[α][m,n,c]
k,l depends on the bounded semantics of

a (k, l)-loop. The translation ofϕ is defined inductively as follows:
[p]

[m,n,c]
x := p(wm,n), [¬p]

[m,n,c]
x := ¬p(wm,n), [α ∧ β]

[m,n,c]
x := [α]

[m,n,c]
x ∧ [β]

[m,n,c]
x ,

[Xα]
[m,n,c]
k := if m < k then[α]

[m+1,n,c+1]
k elsefalse,[α ∨ β]

[m,n,c]
x := [α]

[m,n,c]
x ∨ [β]

[m,n,c]
x ,

[Xα]
[m,n,c]
k,l := if m < k then[α]

[m+1,n,c+1]
k,l else[α]

[l,n,c+1]
k,l ,[Fα]

[m,n,c]
k :=

∨
k
i=m[α]

[i,n,c+i−m]
k ,

[Fα]
[m,n,c]
k,l :=

∨
k
i=m[α]

[i,n,c+i−m]
k,l ∨∨

m−1
i=l [α]

[i,n,c+k−m+1+i−l]
k,l , [Gα]

[m,n,c]
k := false,

[Gα]
[m,n,c]
k,l := if l ≥ m then

∧
k
i=m[α]

[i,n,c+i−m]
k,l

else
∧

k
i=m[α]

[i,n,c+i−m]
k,l ∧∧

m−1
i=l [α]

[i,n,c+k−m+1+i−l]
k,l ,

[αUβ]
[m,n,c]
k :=

∨
k
i=m([β]

[i,n,c+i−m]
k ∧∧

i−1
j=m[α]

[j,n,c+j−m]
k ),

[αUβ]
[m,n,c]
k,l :=

∨
k
i=m([β]

[i,n,c+i−m]
k,l ∧∧

i−1
j=m[α]

[j,n,c+j−m]
k,l )

∨∨
m−1
i=l ([β]

[i,n,c+k−m+1+i−l]
k,l ∧∧

k
j=m[α]

[j,n,c+j−m]
k,l ∧∧

i−1
j=l [α]

[j,n,c+k−m+1+j−l]
k,l ),

[Eα]
[m,n,c]
x :=

∨ fk(ϕ)
i=1 (H(wm,n, w0,i)∧((¬Lk,i ∧ [α]

[0,i,c]
k ) ∨∨

k
l′=0(Lk,i(l

′) ∧ [α]
[0,i,c]

k,l′ ))),

[Y α]
[m,n,c]
x :=




if c ≤ k then
∨ fk(ϕ)

i=1 (Is0(w0,i) ∧ Z(Ha(wm,n, wc,i))

∧((¬Lk,i ∧ [α]
[c,i,c]
k ) ∨∨

k
l′=0(Lk,i(l

′) ∧ [α]
[c,i,c]

k,l′ )))

else
∨ fk(ϕ)

i=1 (Is0(w0,i) ∧
∨

k
l′=0(Lk,i(l

′) ∧ Z(Ha(wm,n, wfI (k,l′,c),i)) ∧ [α]
[fI (k,l′,c),i,c]
k,l′ )),

where(Y, Z) ∈
{
(Ka, ε), (DΓ ,

∧
a∈Γ

), (EΓ ,
∨

a∈Γ
)
}

andε denotes thatZ is empty.

[CΓ α]
[m,n,c]
x := [

∨
1≤i≤k

(EΓ )i α]
[m,n,c]
x .

Lemma 4. Let Mk be ak-model,ϕ be anECTL∗K formula,m, l ≤ k and c ≥ 0.
Then,[Mk, πk, l,m, c] |= ϕ iff there is a submodelM ′

k of Mk with |P ′k| ≤ fk(ϕ) such
that [M ′

k, πk, l,m, c] |= ϕ.

Lemma 5. LetMk be ak-model ofM , ϕ anECTL∗K formula, andl ≤ k. For each
point (r, c) of M , if there is a submodelM ′

k of Mk with |P ′k| ≤ fk(ϕ), whereP ′k is
the set of all thek-paths ofM ′

k, and there is ak-path πk ∈ P ′k with πk(m) = r(c)
(m ≤ k), thenM ′

k, [(πk, l),m, c] |= ϕ if and only if the following conditions holds:
1. [Mϕ,πk(m)]k ∧ [ϕ]

[0,0,c]
k is satisfiable, if ϕ is a stateformula;

2. [Mϕ,πk(m)]k ∧ [ϕ]
[m,0,c]
k is satisfiable, if ϕ is a pathformula andπk is not a(k, l)-loop;

3. [Mϕ,πk(m)]k ∧ [ϕ]
[m,0,c]
k,l is satisfiable, if ϕ is a pathformula andπk is a (k, l)-loop.

Lemma?? and?? can be proven by structural induction on the length ofϕ. These
proofs are omitted here for the limited space. Then, from the two Lemmas we immedi-
ately have Theorem??, which guarantee the correctness of the translation.

Theorem 2. LetM be a model,ϕ be anECTL∗K formula, andk be a bound. Then,
M |=k ϕ iff [Mϕ,s0 ]k ∧ [ϕ]Mk

is satisfiable, where[ϕ]Mk
= [ϕ][0,0,0]

k .

7 Conclusions

Formal verification methods in multi-agent systems have traditionally been associated
with specifications. In this paper we present the BMC method for branching time logic
of knowledgeACTL∗K in synchronous multi-agent systems. We define synchronous



interpreted system semantics via revising epistemic accessibility relations of interpreted
system semantics of [?] to synchronous ones. On the other hand, in order to obtain more
expressive power in temporal dimension, we adoptACTL∗ [?] as the underlying tem-
poral logic and incorporate epistemic modalities to it. So, the resulting logicACTL∗K
is different fromACTLK.

After construction of the model of a MAS, we can use the proposed BMC algo-
rithm for ACTL∗K to check (1) agents’ knowledge about the dynamic world, (2)
agents’ knowledge about other agents’ knowledge, (3) the temporal evolution of the
above knowledge, and (4) any combination of (1), (2), and (3). For example, consider a
typical synchronous multi-agent system, the well-known Muddy Children Puzzle with
n children [?], theACTL∗K formulaAGCΓ (

∧n
i=1(mi ⇒ FKi mi)) says that in any

situation, all children have the common knowledge that the child whose forehead is
muddy will eventually know his/her forehead has mud, wheremi = true represents
that childi’s forehead is muddy. Note that the subformula

∧n
i=1(mi ⇒ FKi mi) is a

pathsubformula. Obviously, theACTL∗K formula cannot be expressed inACTLK
[?]. In addition, if anACTL∗K(ECTL∗K) specification isfalse(true), then we can
get a counterexample (witness) ofminimal length. This feature helps the users to ana-
lyze a MAS for faults more easily.

We are also keen to explore how to develop a security protocol verifier using our
BMC method, which can automatically construct the synchronous temporal epistemic
model of security protocols and check various security properties such as privacy, anony-
mity and nonrepudiation. In addition, in order to overcome the intrinsic limitation of
BMC techniques, we will extend our BMC method toUnbounded Model Checking
(UMC) [?] for the full CTL∗K language.
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