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Abstract
Information technology (IT) systems are becoming increasingly indispensable for
organizations in their daily operations. Organizations therefore invest considerable
capital in IT assets to support the IT needs of employees and other stakeholders. As the
contemporary global business environment becomes increasingly reliant on IT, the need
for IT to be governed effectively and efficiently grows. Boards of Directors (Boards)
play a critical role in the governance of organizations, yet despite the continued call for
improved IT governance (ITG), there has been little research into how Boards actually
govern IT. Current research appears to indicate that Boards struggle to understand the
state of IT within their companies and/or they lack appropriate IT competences in
examining IT issues.
This study developed a model of IT competences that Boards should have, to achieve an
appropriate standard of ITG. The model is developed from a review of IT competence
frameworks in three domains, namely IT organizations/associations, professional
accounting associations and academic research. A review of current critical IT issues is
also undertaken from the extant literature and the model is adjusted to incorporate these
specific issues.
Five research questions (RQ1-5) were developed. In relation to RQ1 as regards to
identifying the Board IT competences necessary for effective ITG a pilot test was
carried out in Ireland and appeared to support the veracity of the model. The Irish
respondents considered the 33 issues and by extension the corresponding competences,
as important and furthermore did not identify any omitted issues/competences in the
final open ended question at the end of the survey instrument. This provides support for
the proposition that most if not all IT competences needed by Boards to effectively
practice ITG were adequately identified and summarised in the proposed model of IT
competences for Boards.
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RQ2 inquired about the feasibility of developing a Board IT competences framework
with indexes for the different areas of competence. To answer this question, the first
task was to come up with a structured list of important items and a scale with which to
measure them. The model appears to have achieved this since the respondents agreed all
items were important and there was consensus among the respondents as to the items
assessed. Finally, no items were identified which had been omitted from the lists.
Overall, therefore RQ2 is supported. Both groups of respondents (pilot study and actual
study) considered the 33 issues as important, did not identify any omitted IT issues and
were able to use the matrices to assess both the importance of and the performance of
Boards as regards to competence in the ITG arena.
RQ3 inquired about the Board IT competences of large companies in Malaysia. The
model is tested, using Malaysia as a case study to evaluate the level of Board IT
competence, seek support for and further refine the model. Malaysia was chosen in light
of the increased attention drawn to corporate governance in the 9th Malaysia Plan
(9MP). This stage of the study involved asking two parties, Boards and IT Management
of companies, to independently evaluate the importance of each issue and the level of
competence possessed by the Board to deal with these issues. They evaluated the
competence of Boards to oversee ITG issues using a 5-point Likert scale with a base
score of 1 representing lacking significant competence and a score of 5 at the other end
of the spectrum representing very competent. The results were subsequently analysed to
provide answers to the five research questions developed and find evidence as to the
level of IT competence Boards in Malaysia currently hold and also whether there is a
gap between what Boards and IT Management consider to be appropriate IT
competences within a company.
When the mean scores for all 33 competences as evaluated independently by IT
Management and Boards were computed individually and subsequently aggregated,
they ranged from a low of 3.54 which is mid-way between neutral and competent on the
5-point Likert scale used in the survey instrument (refer Appendix A) to a high of 3.91
which is tending towards competent on the same scale. Thus this study can reasonably
surmise that the IT competences of Boards of large companies in Malaysia encompass
all the 33 issues demarcated over the four main domains viz. Strategic Planning,
Internal Controls, Business Risk and Privacy and Legal.
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RQ4 inquired if there was consensus between Boards and IT Management regarding the
importance of ITG issues. The absolute differences between mean scores of importance
for each of the 33 issues as evaluated independently by Boards and IT Management
were compared. These ranged from a minimum difference of -0.413 to a maximum
difference of 0.228. To confirm whether these absolute differences in the mean scores
are statistically significant independent samples t-tests were carried out in SPSS. It was
observed that in respect of seven issues, the absolute differences in mean scores were
statistically significant and in all seven instances, IT Management considered the issue
more important than Boards. Hence for RQ4 regarding the existence of consensus
between Boards and IT Management, there appears to be a lack of consensus on these
issues. Out of the thirty-three issues surveyed, seven issues were found to be
significantly different at the 95% confidence interval whereas for the remaining twentysix issues the differences if any were found not to be statistically significant. From this
the study can infer that whereas by and large there is some consensus between Boards
and IT Management regarding the importance of ITG related issues in Malaysia, for
seven specific issues however, IT Management considers them more important than the
Boards do. The latter in turn represents some 20% of specifically identified IT issues.
Finally, RQ5 examined if there is evidence of a knowledge gap in respect of ITG issues
in Malaysia. There does appear to be some evidence of a knowledge gap as to the level
of competence Boards currently possess, as opposed to the level they should possess, in
relation to ITG issues in Malaysian companies. Firstly, a direct comparison of
competence assessments by IT Management and Boards revealed significant differences
in 10% of cases. In each of the 3 instances noted, IT Management considered the
competence level significantly lower than Boards did. Secondly, IT Management
considered Boards’ level of competence, significantly lower for 30 of 33 items
reviewed. Finally, Boards themselves ranked their competence levels as lower than
importance levels for 15 of the 33 issues surveyed. Accordingly, there is some evidence
to suggest that a knowledge gap exists, amongst Boards of Malaysian companies.
The findings of this study contribute significantly to the extant research base on Board
IT competences. Firstly, a model has been developed with which to evaluate these
competences. The model can also be used to compare IT Management and Boards
attitudes towards the importance of IT issues and Boards’ competence to deal with
them. From a Malaysian perspective the study highlights some evidence of a
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competences gap and identifies areas in need of further improvement. The model can
now also be extended to evaluate the state of ITG in other international domains.
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CHAPTER 1
INTRODUCTION

1.1

Introduction

Information technology (IT) systems are becoming increasingly indispensable for
organizations in their daily operations (Van Grembergen, De Haes and Guldentops,
2004; Bart and Turel, 2009; Parent and Reich, 2009; De Haes and Van Grembergen,
2009). As a result, organizations invest considerable capital into IT assets to support the
IT needs of their employees and other stakeholders resulting in spending on corporate
information assets accounting for more than 50% of capital outlay (Nolan and
McFarlan, 2005, p.96). Gartner (2016) forecasts worldwide spending on IT assets to
total $3.49 trillion in 2016 slightly down from the 2015 figure of $3.5 trillion. With
more and more business being transacted online via the Internet, IT dependent business
transactions and capital expenditure on IT software, hardware and infrastructure is
expected to continue to grow rapidly. Maintenance costs are also expected to continue
to rise due to increased costs associated with power, storage, and staffing. In short, the
contemporary global business environment is increasingly reliant on IT, which in turn
needs to be governed effectively and efficiently.
Psaros (2009) notes that most business organizations are governed by a Board of
Directors (Board), which is seen as the ultimate decision making body of the
organization and is considered to be responsible for the major investment decisions,
corporate governance and the strategic direction of the organization. Boards play a
critical role in the governance of an organization and enhance the overall health and
wealth of the entity (Borth and Bradley, 2008).
Corporate governance is described by Gay and Simnett (2010, p.97) as a system by
which companies are directed and managed and covers the conduct of the directors, and
the relationship between the Board, management and shareholders. Information
technology governance (ITG) is a subset of overall corporate governance focusing on IT
systems, their performance and risk management. The rising interest in ITG is partly
due to compliance initiatives, for instance the Sarbanes-Oxley Act (2002) [SOX] in the
USA (US Congress, 2002) and Basel II in Europe. Basel II refers to the banking
regulations governing risk management issued by the international banking regulator
1

Bank for International Settlements based in Basel, Switzerland. ITG is also considered
critical because of the need for greater accountability for decision-making around the
use of IT, in the best interest of all stakeholders.
IT capability is directly related to the long-term consequences of decisions made by top
management. Traditionally, board-level executives deferred key IT decisions to the
company's IT professionals. However, the best interests of all stakeholders cannot be
ensured unless deliberate action involves all stakeholders. ITG systematically involves
board members, executive management, and staff. It establishes the framework used by
the organization to establish transparent accountability of individual decisions, and
ensures the traceability of decisions to assigned responsibilities. Despite the continued
call for improved ITG there has been little research on how boards govern IT. Van
Grembergen, De Haes and Guldentops (2004) and De Haes and Van Grembergen
(2009) call for a specific focus on what boards do around ITG as they consider that
overall corporate governance cannot be effectively discharged unless IT is governed
properly. This call is also supported by Musson and Jordan (2005), Borth and Bradley
(2008) and Bhattacharya and Chang (2008) who call for further research on the link
between corporate governance and ITG.
ITG differs from IT management and IT controls. The problem with ITG is that often it
is considered only to deal with good management practices and IT control frameworks.
International Standard for Corporate Governance ISO/IEC 38500(2008) has helped
clarify ITG by describing it as the management system used by directors. In other
words, ITG is about the stewardship of IT resources on behalf of the stakeholders, who
expect a return from their investment. The directors responsible for this stewardship
look to management to implement the necessary systems and IT controls. Whilst
managing risk and ensuring compliance are essential components of good governance,
it is more important to be focused on delivering value and measuring performance.
According to Wagner (2011) less than a quarter of all enterprises have adopted any
major ITG standard despite the potential benefits to performance and profitability.
While different companies have different reasons, the failure to adopt such standards is
often a reflection of the belief that ITG standards are too expensive to implement, that
they don’t reflect reality, or that it is unnecessary if they have already reached
compliance with SOX and/or other equivalent legislative requirements and standards.
Wagner (2011) goes on to conclude however, that the potential benefits that can be
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achieved by following the best practices should outweigh these perceived issues. It
follows therefore that additional research in the area of ITG should prove beneficial to
all stakeholders.
1.2 Motivation for Study
This provides the motivation for the current study into the adequacy of ITG. IT
competence of boards is critical in achieving effective ITG. However, there has been
limited research in this important area. This research develops a Board IT Competences
framework and tests the model using Malaysia as a case study. A review of the extant
literature found current IT competences evaluation models exist for professionals like
teachers, accountants, auditors, etc., but few models specifically tailored for boards.
Academic research regarding Board IT competences in Malaysia is almost non-existent.
This novel research will contribute to the ITG literature and literature in other areas; see
Section 1.6, particularly in the area of Board IT competences. The findings from the
Malaysian case study will allow revision to the model, so it can then be tested in other
jurisdictions. It will also highlight areas where improvements are recommended in
Malaysia. Overall therefore, the aims are to firstly evaluate the most important IT issues
currently facing Boards and assess the ITG competences needed by Boards. Second, to
incorporate these into a measurement instrument with which they can be evaluated.
Finally then using the jurisdiction of Malaysia as a case study, this study can evaluate
the importance/competence levels in that particular environment.
1.3 Board Competence in ITG
Van Grembergen and De Haes (2010) note that ITG is one of those concepts that
suddenly emerged and became an important issue in the IT area. Furthermore they
claim that it is not clear when exactly the concept originated, as it is understood now. In
1998 the IT Governance Institute (ITGI) was founded to promote the ITG concept. In
academic and professional literature, papers and articles mentioning ITG in the title
began to emerge in the late 1990s. Meanwhile others like Weill and Ross (2004) see
ITG as a derivative of corporate governance, which deals primarily with the connection
between strategic objectives and IT management of organizations. ITG highlights the
importance of IT-related matters in contemporary organizations. Van Grembergen and
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De Haes (2010) state that strategic IT decisions should be owned by the corporate
board, rather than by the chief information officer (CIO) or other IT managers.
According to Van Grembergen and De Haes (2010) the primary goals for ITG are to:
i.

Ensure investment in IT generates business value, and

ii.

Mitigate the risks associated with IT.

This can be done by implementing an organizational structure with well-defined roles
for the responsibility of information, business processes, applications, infrastructure,
etc. Anecdotal evidence seems to suggest that in many instances losses arise from poor
or weak ITG practices. Directors need IT competence hence the importance of
developing a theoretical model for Board ITG.
Accountability is the key concern of ITG. After the widely reported collapses of Enron
and WorldCom in the early 2000s and the associated problems within Arthur Andersen,
the duties and responsibilities of auditors and the boards of directors for public and
privately held corporations were increasingly questioned. As a response to this, and in
an attempt to prevent similar problems from recurring, in the United States SOX was
passed by Congress in 2002 to, amongst other things, highlight the importance of
business control and auditing. As a result of SOX, top management must individually
certify the accuracy of financial information. In addition, penalties for fraudulent
financial activity are much more severe. Also, SOX increased the oversight role of
Boards and the independence of the outside auditors who review the accuracy of
corporate financial statements. Although not directly related to ITG, Sarbanes-Oxley
and Basel-II (mentioned in Section 1.1) legislation in Europe, have influenced the
development of ITG since the early 2000s.
Following corporate collapses in Australia like HIH, working groups such as the HIH
Royal Commission (2003) were established to inter alia develop standards for corporate
governance. A series of Australian Standards for Corporate Governance were published
from 2003 onwards, including Good Governance Principles (AS8000), Fraud and
Corruption Control (AS8001), Organisational Codes of Conduct (AS8002), Corporate
Social Responsibility (AS8003), Whistle Blower Protection Programs (AS8004), and
AS8015 Corporate Governance of ICT. The latter was published in January 2005 and
fast-tracked for international adoption as ISO/IEC 38500 in May 2008.
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1.4 ITG Definitions and Issues
ITG can be defined either broadly or more narrowly. For instance, Weill and Ross
(2004, p.2) provide the following succinct definition:
ITG focuses on “specifying the decision rights and accountability framework
to encourage desirable behavior in the use of IT”.
On the other hand Van Grembergen and De Haes (2009, p.3) provide an expanded
description. They focus on enterprise governance of IT and define ITG as:
“an integral part of corporate governance and addresses the definition and
implementation of processes, structures and relational mechanisms in the
organization that enable both business and IT people to execute their
responsibilities in support of business/IT alignment and the creation of
business value from IT enabled investments.”
ITG is defined by the Australian Standard for Corporate Governance of ICT (AS80152005, p.6) and the International Standard for Corporate Governance of IT (ISO/IEC
38500, p.3) as:
“the system by which the current and future use of IT is directed and
controlled. It involves evaluating and directing the plans for the use of IT to
support the organisation and monitoring this use to achieve plans. It includes
the strategy and policies for using IT within an organisation.”
ITGI(2003, p.10) expands this definition to include and identify foundational
mechanisms so that ITG is seen as:
“an integral part of enterprise governance and consists of the leadership and
organizational structures and processes that ensure the organization’s IT
sustains and extends the organization’s strategies and objectives.”
Audit committees understand that the future of their enterprises increasingly depends on
how well their Boards and IT Management exploit and control the power of IT. A study
conducted by KPMG in 2008, found that nearly two-thirds of audit committees rate IT
as one of the key non-financial risks over which they have oversight. The same study
finds that IT is the fifth ranked overall challenge confronting audit committees, putting
it ahead of regulatory and fraud concerns. To complicate matters further, many
respondents to the survey believe that the information they receive about their IT risks
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is of a lower quality than the information received about their other risk and oversight
responsibilities.
Additionally, KPMG (2010a) identified several significant developments which can
potentially impinge on the work of audit committees including: the emergence of Web
2.0 technologies, cloud computing and the roll out of the National Broadband Network
(NBN).
KPMG (2010a) notes how audit committees are becoming much more aware of their
responsibilities to enhance ITG, by establishing and overseeing appropriate governance
structures and processes for their organizations’ IT functions. In this context governance
includes the respective roles of the Board, audit committee and the chief information
officer (CIO) or equivalent. Governance is also concerned with optimizing IT costs and
performance. In relation to the role of the Board and audit committee in this regards,
there is no one size fits all approach to ITG. The nature of an organization’s business,
its circumstances and its culture would all influence the approach to ITG.
KPMG (2010a) argues that it is a moot point how much specialized IT knowledge a
board and/or its audit committee members should possess. Since boards and audit
committees are expected to possess accounting and legal skills, then there is a strong
case for them possessing IT skills as well. Other respondents to the same KPMG survey
were of the view that just as Boards rely on tax experts, legal experts, safety experts,
insurance experts, so too they should be entitled to rely on IT experts. Many of the same
respondents felt however that there is room for more Board education on IT
developments. Generally, however the respondents felt that audit committees had a
relatively narrow remit when it comes to IT and that the emphasis ought to be on
internal controls and satisfying appropriate privacy and security standards, data
recovery and business continuity capabilities. Another issue examined by the above
study concerns the quality of the IT reporting provided to audit committees. Since many
IT staff are not strong on documentation or in translating computer jargon into English,
some respondents feel that there is a threat of the audit committee being overly
dependent on some individuals within the IT function/department to adequately perform
their oversight role. There is a danger that this over reliance on one or more individuals
might be detrimental to the organization as a whole especially if this trust is abused for
personal gain.
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As part of efforts towards developing potent IT sourcing strategies, large organizations
in Malaysia such as Telekom Malaysia (TM), the national telecommunications operator,
and the big banks are adopting cloud computing. However, if this is to become more
than just another passing IT fad, users will need to approach it in a realistic and
disciplined manner. Key considerations include questions like who owns the data,
where the data is stored, as well as the security measures put in place.
Organizations should also be aware that when they outsource important IT functions to
third parties, those third parties might be part of the cloud, i.e. such organizations that
can be indirectly exposed to the cloud. KPMG(2010a) observes that the respondents to
the Australian KPMG survey were concerned about their companies’ ability to extract
themselves from a cloud computing arrangement, should the need arise. Meanwhile
other respondents appreciated that whilst the cloud offered companies greater
flexibility, it also exposed the same companies to more risk, both financial and
reputational.
In the context of required IT knowledge level of Boards, the international standard
ISO38500:2008 Corporate governance of information technology, fast track adopted in
May 2008 from the earlier Australian Standard for Corporate Governance of
Information and Communication Technology (AS8015-2005), published in January
2005 although not a universal panacea for ITG problems is a useful starting point for
concerned Boards and their audit committees. This is because the standard was
developed for an international audience, and as such the principles therein are broad
based rather than prescriptive, keeping in mind differences in standards of ITG between
countries. Such differences were identified in a five country study carried out by
Mohamad and Toomey (2015).
The importance of ITG has undoubtedly escalated over the last decade. As pointed out
earlier by Van Grembergen and De Haes (2010), research on ITG began in the late
1990s. They observed however that there has been a paucity of academic research,
focused on Boards and ITG. Meanwhile they also noted that extant research is very
descriptive and focused mainly on explaining broadly what Boards do. Prior research
reported has focused mainly on interviews and surveys with Board chairs and chief
information officers. While these studies provide insight into board operations, they
have not assisted the development of holistic ITG theories or frameworks. Instead, they
illustrate the lack of focus by Boards on IT in their overall board work. Van
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Grembergen and De Haes (2010) observed that Boards appear to be struggling to
understand the state of IT within their companies and/or they do not have sufficient
information to govern IT effectively with many Board members displaying a lack of IT
skills and interest in discussing IT at Board meetings. They further found that most
Boards tend to delegate their IT responsibilities to the audit committee and/or IT
Management. This evidence is corroborated by normative research and guidelines,
discussed in more detail in later chapters.
The purpose of ITG is to devise appropriate strategies and then direct IT endeavours to
ensure that performance meets those goals. Essentially, these objectives are: the
realization of promised benefits as a result of IT’s alignment with that of the
organization; the exploitation of opportunities and maximization of benefits from IT
enabling the organization; the responsible use of IT resources; and the appropriate
management of IT-related risks (Chalaris et al., 2005; ITGI, 2003). Senior management
needs to be better assured that the organization’s targeted IT deliverables are met.
Hence, the significance of ITG lies in focusing on the process by which an
organization’s IT is directed and controlled. Furthermore, with effective governance, the
return on IT investment will be high and thus business investment in IT can be
optimized to extend business strategies and goals. These claims are supported by studies
from Weill and Ross (2004) and the IT Governance Global Status Reports (ITGI,
2006c; ITGI, 2008).
In order for IT to be governed there must be recognition of the need for governance and
a shift in the accountability for IT-related decisions to the top of the organization. A
review of literature on ITG reflects a commonality in that ITG is considered a top
management concern (Johnson, 2005; Luftman et al., 2004; Read, 2004; Hardy, 2002).
It is important that senior management has a working knowledge of the concepts and
issues related to ITG. Effective governance of IT is essential as IT significantly impacts
an organization’s business. This can be seen when IT delivers value to the organization
by keeping IT initiatives aligned with the organization strategy and when risks are
mitigated by establishing accountability and monitoring of IT performance (Read, 2004;
ITGI, 2003).
Past literature on ITG has focused on the five domains of ITG, namely IT strategic
alignment, IT resource management, risk management, performance measurement, and
IT value delivery. These five domains have gained global recognition as accepted
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relevant domains of ITG as they are business-driven and align closely with the issues on
which the board and executive management focus (Johnson, 2005). In addition, they
represent five management-related issues associated with ITG responsibilities (ITGI,
2003).
While corporate governance is now receiving due attention in the Asian region, ITG
does not appear to be given much emphasis, even though business processes today
increasingly mandate IT. Ho (2005) observed that awareness and practices of ITG do
not seem to be widespread in the Asian region generally. Focusing on Malaysia, in line
with the call for good corporate governance in the 9th Malaysia Plan (9MP) produced
by the Economic Planning Unit (EPU) of the Prime Minister’s Department,
transparency, accountability and disclosure are some of the issues that have been
debated and publicised (EPU, 2006). The High Level Finance Committee on Corporate
Governance established the Malaysian Institute of Corporate Governance (MICG) in
March 1998 with a mandate to raise awareness about the practice of good corporate
governance in Malaysia (Ho, 2005). In the case of the latter, corporate reforms were
introduced to enhance the quality of corporate management practices, while addressing
the weaknesses of corporate governance practices, which became apparent during the
Asian Financial Crisis in 1997 (Zainal Abidin and Ahmad, 2007).
However, there is little mention of ITG even though these codes or developments assist
organizations in the adoption of corporate governance. A significant finding from the IT
Governance Global Status Report 2004 (ITGI, 2004) indicated that ITG implementation
in the Asia-Pacific region was the lowest compared to the rest of the world. Countries
participating in this survey were Japan, Hong Kong, Indonesia, Australia and Singapore
for the Asia-Pacific region, while the rest of the world was represented by the Americas
and Europe. The awareness and practices of ITG among businesses do not seem to be
widespread in the Asian region although there is some media coverage and an increase
in the number of conferences and workshops focusing on ITG (Ho, 2005).
There are few studies on ITG in Malaysia (Noor Azizi Ismail, 2008; Suhaimi Ismail et
al., 2007) and an apparent lack of studies on ITG from the Malaysian perspective. In
light of the attention drawn to corporate governance in the 9MP, an insight into ITG
from the Malaysian perspective is deemed appropriate. Moreover, findings from a
corporate governance study on a sample of Malaysian companies have revealed a
positive relationship between good corporate governance practices and company
9

performance (Ponnu, 2008). The likelihood of increased investor confidence with the
accompanying improved company performance resulting from good corporate
governance practices is reassuring. Similarly, enhanced IT performance through good
ITG practices will contribute significantly to the realisation of IT investment with
improved operational costs, better client relationships, and business process efficiency
gains (ITGI, 2003).
1.5 Importance of the Research
There are several reasons for performing the current study. Firstly, as noted previously,
there is real potential for major losses and other damages as a result of ineffective ITG.
Secondly, Tomasic (2011) when making reference to a legal case, Australian Securities
and Investments Commission v Healey [2011] (henceforth referred to as Centro), has
indirectly highlighted the importance of ITG, by talking about the desired competences
level expected of Boards. Likewise, Clayton Utz (2011) in its commentary following
the conclusion of the case concluded that the judgment arising from the Centro case
raised some key findings and implications for the Boards of listed entities regarding
three main issues:
i.

Accounting expertise of directors
It is clear the Court believes a certain level of financial literacy is an essential
qualification for directors. In the long term, this is likely to be a significant issue
for directors. Where does one draw the line between "basic accounting
conventions" (which directors are expected to understand) and the more arcane
aspects of the accounting standards? As accounting functions are increasingly
computerized, the implication as to required IT knowledge can be drawn.

ii.

Reliance
The Court said that the importance of the annual accounts and the fact that the
Corporations Act 2001 places specific responsibilities upon directors in relation to
the accounts means that directors cannot delegate those responsibilities.

iii.

Information overload
The Court said that a board could control the information it receives. If there was
an information overload, it could have been prevented. If there was a huge amount
of information, then more time may need to be taken to read and understand it.
The complexity and volume of information cannot be an excuse for failing to
properly read and understand the financial statements. It may be an excuse for less
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significant documents, but not for something as important as the annual financial
statements. The directors were in possession of the information. The information
was provided to the directors by management for a reason. Hence, this decision
highlights the need for boards to carefully manage this process and focus on the
manner in which information is provided to the board. Boards need to ensure that
they receive meaningful information and not merely data.
Clayton Utz (2011) concludes that, it is unlikely that the trend of the last quarter century
in which the minimum standards expected of Boards have continued to evolve is
suddenly going to stop. In the meantime, the Centro case commentary by Clayton Utz
(2011) about the responsibility of Boards to look critically at financial statements and to
understand basic accounting standards must be taken seriously.
While the Centro case is not legally binding in Malaysia, the latter’s company law is
largely modelled on British company law and other similar common law jurisdictions
like Canada, Australia or India. Where local precedents are not available the Malaysian
courts have in the past reverted to similar judgments in other common law jurisdictions
like Britain, Australia and India for their decisions, which mean a similar ruling is
entirely possible in Malaysia. This judgment is relevant for the study as the theoretical
Board IT competences model is to be further refined, developed and supported by using
Malaysia as a case study and as mentioned earlier the widespread use of computerized
accounting and cloud computing has raised the bar for Boards in ITG.
Thirdly, the increased reliance on outsourcing these days by major corporations
worldwide is a potential minefield. This could be exacerbated by the decision in the
Centro case above. If Boards cannot delegate their responsibilities to sign off on the
accounts, then surely they cannot delegate their responsibility to ensure appropriate ITG
either. Similarly, neither can information overload be proffered as a valid defence
against Board error, based on the decision in Centro. The decision has implications both
for the full Board as the preparers of the accounts as well as the audit committee who
act as reviewers.
Meanwhile, Archer (2012) noted that the final judgment of Centro handed down in June
2011 effectively meant that Boards could no longer evade responsibility. Given the
amount of outsourcing that takes place these days even in critical areas like the
accounting, finance and treasury functions there is every possibility of external/third
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party vendors of IT products and services taking advantage of an unsuspecting Board
that is not competent in ITG. Granted the Centro judgment is not binding in other
jurisdictions, however the courts in Malaysia have a tendency to be guided by similar
judgments in other common law countries where no local precedents are available.
Boyd (2013) refers to the monumental failure of corporate governance in the software
implementation by IBM at Queensland Health, suggesting that Board level oversight of
IT in Australia leaves a lot to be desired. Boyd (2013) concludes that too few companies
have non-executive directors with IT experience, and that too many companies break
the rules of good ITG. Hence, developing a model of IT competences for Boards and
testing the model using a case study to seek support and refinement would appear to be
justified.
Given that so many functions (not just accounting and finance) are handled by
sophisticated software applications and packages these days, any lack of IT
competences on the part of directors individually or collectively as a Board could pose
serious problems.
Fourthly, additional research into Board competences in this area is important and
beneficial in Malaysia, given the paucity of prior academic research. Hence the use of
the country as a case study to seek refinement and support for the theoretical Board IT
competences model.
1.6 Theoretical Foundation.
The theoretical justification and framework which underpins this thesis emanates from a
variety of disciplines. To attempt to locate this study exclusively within an ITG
framework is problematic because, as Turel and Bart (2014, p.225) note, there is no
single widely accepted ITG framework. Their study noted that whereas several
associations and standardization bodies have attempted to develop ITG frameworks, no
definitive version has emerged as yet. Even as regards theory specific to information
systems environments, Gregor (2006) notes five distinct branches. These are: Theory
for analysing, Theory for explaining, Theory for predicting, Theory for explaining and
predicting (EP theory), and Theory for design and action.

The author herself

acknowledges a lack of focus upon such theories because in the IT domain most studies
are more focussed upon practical explanation of how knowledge is acquired
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(epistemology, p.611) rather than the overall holistic concepts. A subsequent study by
Gregor and Klein (2014) noted deficiencies in previous IT theory studies. These
included research model deficiencies, causality confusion issues and poor basic
methodology.
Another branch of theory impacted by this study is the Resource-Based View (RBV)
framework. The supporters of this view argue that organisations should look inside their
organisation to find sources of competitive advantage, instead of looking to competitive
environments for it. The use of IT within an organisation is an example of such a
competitive source. Seminal works that emerged in the 1980s and 1990s, supporting
this framework include Wernerfelt’s (1984) The Resource-Based View of the Firm,
Prahalad and Hamel’s (1990) The Core Competence of the Corporation, and Barney’s
(1991) Firm resources and sustained competitive advantages.
RBV as a basis for the competitive advantage of a firm lies primarily in the successful
application of a bundle of valuable tangible or intangible resources at the firm’s disposal
(Mwailu and Mercer, 1983, p.142; Wernerfelt, 1984, p.172; Rumelt, 1984, p.557-558;
Penrose, 1959). To transform a short-run competitive advantage into a sustained
competitive advantage requires that these resources are heterogeneous in nature and not
perfectly mobile (Peteraf, 1993, p.180). Elements of a successful ITG environment are a
good example of such a resource.
Dynamic capabilities theory is another branch of theoretical framework within which
the current study could reside. In organizational theory, dynamic capability is the
capability of an organization to purposefully adapt an organization’s resource base. The
concept is defined by Teece et al. (1997) as "the firm’s ability to integrate, build, and
reconfigure internal and external competences to address rapidly changing
environments." The term is often used in the plural form, dynamic capabilities,
emphasizing that the ability to react adequately and in a timely manner to external
changes requires a combination of multiple capabilities.
While the notion that capabilities influence strategy dates back to the work of Andrews
(1971), attempts to formalize a “capabilities based” approach to strategy only began to
take shape in the past twenty years. In particular, the publication of Teece and Pisano
(1994) and Teece, Pisano, and Shuen (1997) works on “dynamic capabilities” triggered
a flood of debate and discussion on the topic. Despite such a concerted intellectual
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effort, progress toward a strategic theory of capabilities or even a coherent framework
has been disappointing. For instance, in a comprehensive review of the literature on the
topic, Peteraf et al. (2013) put it starkly: “From the intensity of this research effort and
evident interest in the topic, one might surmise that there exists a common
understanding of dynamic capabilities. This is far from the case. The construct remains
open to a variety of conceptualizations and interpretations concerning even its most
basic aspects, including how dynamic capabilities are defined.” The attempt to parse the
dynamic capabilities concept at ever finer levels of detail has led to multiple competing
definitions (for a comparison, see Dosi et al. 2008). Even the most ardent supporters of
a dynamic capabilities approach to strategy would have to admit that the framework has
made little progress theoretically, and has certainly gained even less traction among
practitioners. Other early antecedents include Hayes (1985), Winter (1987), and
Prahalad and Hamel (1990). According to a recent review by Peteraf et al. (2013), since
2006 alone, articles on “dynamic capabilities” have appeared in management journals at
a rate of more than 100 per year.
The basic assumption of the dynamic capabilities framework is that core competencies
should be used to modify short-term competitive positions that can be used to build
longer-term competitive advantage. The academic literature on dynamic capabilities
grew out of (1) the resource-based view of the firm and (2) the concept of "routines" in
evolutionary theories of organization (Nelson & Winter, 1982). It thus provides a bridge
between the economics-based strategy literature and evolutionary approaches to
organisations.
The main difference between the resource-based view of the firm and dynamic
capabilities view is the fact that the latter focuses more on the issue of competitive
survival rather than achievement of sustainable competitive advantage.
Finally, basic decision making theory from the psychology literature underpins this
study, as it attempts to evaluate the strength of ITG elements and the competence of the
appropriate organisational members to deal with these elements. This body of literature
includes branches such as:
(i)
(ii)

Judgment and decision research (for example, Oskamp (1965) Einhorn
(1974)).
Cognitive science research (for example, Anderson (1990) Mayer (1983))
and
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(iii)

Cognitive continuum theory (for example, Hammond (1973) Shanteau
(1992)).

These psychological theories are all relevant to Boards and IT Management in
commerce. This is because in any business situation, the decision maker needs to
acquire sufficient knowledge in order to be able to frame a question, evaluate the extant
information, form an opinion and then execute a plan. As Shanteau (1992) noted when
forming a further branch of such theory, a ‘Theory of Expert Competence’:
Having an adequate grasp of domain knowledge is obviously a prerequisite for
being an expert (p.252).
The current study therefore stretches across more than one research genre,
encompassing as it does, decision making frameworks, resource based view and
dynamic capabilities framework as discussed above, corporate governance frameworks
covered in section 2.2, IT governance frameworks discussed at section 2.5 and IT
competency issues, as discussed at section 2.6. The results add to the extant literature in
all areas, as summarised at section 7.2.
1.7 Research Questions
A review of the above issues highlighted by both the Centro and Queensland Health
debacles indicates that the role of Boards is very onerous indeed. This problem is
further exacerbated by the fact that the use of IT has become intrinsic to most business
operations besides being vital to the well-being of business corporations. For Boards
therefore implicit in their brief is a reasonably thorough understanding of the
functioning of IT within the organization. However, research (discussed in chapter 2)
shows many Board members are still not comfortable with the level of IT competency
that they or their colleagues possess. This issue has become even more pressing in light
of the judgment in the 2011 case Centro where the Court said that the importance of the
annual accounts and the fact that the Corporations Act places specific responsibilities
upon Boards in relation to the accounts means that Boards cannot delegate those
responsibilities. Further the court went on to add that the complexity and volume of
information cannot be used as an excuse for failing to properly read and understand the
financial statements adding that it may be excusable for less significant documents, but
not for the financial statements. Whereas all IT issues may not impact directly upon the
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financial statements, many do, so Boards therefore need to be at a suitable level of
competence for these ITG related issues.
This research project examines the following RQs:
1. What IT competences are needed by Boards to effectively practice ITG?
2. Can a framework for assessing Board IT competences be developed with indexes
for different areas of competence?
3. What are the IT competences of Boards of large companies in Malaysia?
4. Is there consensus in Malaysia between Boards and IT Management as to the
importance of ITG related issues?
5. Is there evidence of a knowledge gap as to the level of competence Boards possess,
as opposed to the level they should possess, in relation to ITG issues in Malaysian
companies?
The Audit Committee Institute Malaysia, sponsored by KPMG in Malaysia, has a
dedicated website to help Boards keep abreast with issues related to governance, risk
management, internal and external auditing, accounting and financial reporting (KPMG,
2010b). There does not seem to be any explicit discussion in the website about issues
arising from the lack of IT competence or otherwise of Board members in Malaysia.
This study will attempt to evaluate the competence of Board members in Malaysia in
relation to ITG issues, based on the six core principles identified in the international
quality control standard ISO38500:2008 ( since at the present time there is no
Malaysian equivalent) and compare to those criteria to answer the earlier research
questions.
1.8 Research Methodology
This project develops a theoretical Board IT competences model and uses a Malaysian
case study to seek support for and refine this model. Initially a literature review is
conducted to ascertain the main issues confronting ITG in the current business
environment and the competences Boards need to meet these challenges. In this regards
there are a number of supporting frameworks that provided useful guidelines as to the
implementation of ITG. By using these existing frameworks, a model is developed of
the IT competences that Boards ought to have, in order to cope with the challenges
identified. Some of the proposed ITG competence frameworks identified as the
potential basis for the study are:
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i.

AS8015-2005 Australian Standard for Corporate Governance of Information
and Communication Technology.

ii.

ISO/IEC 38500:2008 Corporate governance of information technology.

iii.

CobiT 5 Framework for IT Governance, Risk, Security and Auditing

iv.

Accounting Profession competences taken from the IT knowledge and skills
level requirements of the major professional accountancy bodies.

The extant academic literature is also reviewed. By referring to methodologies used in
prior studies such as Greenstein and McKee (2004) the proposed survey instrument was
further refined.
This project develops a model of IT competences for Boards (Table 4.1). The model is
then tested using a pilot then case study of Malaysian companies. The model is
incorporated into a survey instrument (Table 4.2) for testing. The survey instrument is
prepared in two parts and the first section asked respondents to evaluate, in terms of
significance, a list of the major IT issues facing them today. The second section then
lists the competences required by Boards to deal with these issues and respondents were
asked to rank the level of competence they considered the Board possessed, to deal with
each issue. The respondents consist of two groups, Boards and IT Management of all
Malaysian public listed companies. The list of companies is extracted from the official
Malaysian Stock Exchange listing.
The RQs were analysed using each stage of the research i.e. both the pilot study and the
Malaysian case study. The results were then analysed to evaluate and respond to the five
RQs posed earlier. This was achieved by assessing whether there were any differences
in the rankings, between the Board and IT Management, in relation to (i) the importance
of each particular issue and (ii) the perceived level of Board competence to deal with
each issue. By doing so gaps may be identified in perceptions between these two groups
of respondents, towards current issues and competences relating to ITG. In the process,
the level of knowledge of ITG held by Boards of Malaysian companies was evaluated.
The success or otherwise of the model as a tool to evaluate IT competences of Boards
was also evaluated, based on the survey results.
This research approach has certain limitations, which need to be noted. As with any
study of this kind, results and analysis are dependent upon the responses received from
the participants. Whether the responses they provide are an accurate reflection of their
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true thoughts on the matter, or have been adjusted (to provide responses which would
appear more appropriate) is a matter the research cannot determine. Furthermore, even
though all publicly listed companies were invited to respond, those who responded
could potentially not be reflective of the true population. It is conceivable that only
those who view their company’s situation as acceptable were prepared to respond,
whereas those who considered their company’s situation to be un-acceptable may have
declined to do so. Hence the possibility of non-response bias needs to be noted.
Furthermore, this is a single case study and as much as it provides support and
refinement for the theoretical model, more case studies would have to be carried out in
order to get more support for the model. On balance however, it is anticipated that the
proposed benefits of the research approach far outweigh these limitations, but they still
need to be acknowledged.
1.9 Contribution of the Research
As a result of the paucity of research on boards and ITG in Malaysia, this study focuses
specifically on how competent Boards are in ITG. Thus, the research in this thesis will
reduce the gap in the ITG literature by providing greater insight into this important
aspect of Board work. The research will also add to extant literature concerning the gap
between ITG research and corporate governance research, an area, which has been
neglected (Musson and Jordan, 2005; Borth and Bradley, 2008). Academic research
regarding ITG awareness and practices in Malaysia is very limited, since most of the
past research studies are international-based. Therefore, an examination of ITG is
timely, as the findings will provide an insight into the state of ITG among Malaysian
businesses from the perspective of Boards and IT Management. The paucity of research
on board competences to govern IT highlights a key gap in the literature. This research
aims to reduce this gap by addressing the overriding research questions, “is it possible
to develop a model of IT competences for Boards” and “do Boards possess the
competences necessary to adequately govern IT?” This case study, of Malaysian
responses to ITG issues, will also be used to provide support for and refinement of the
proposed model. Further case studies will provide additional opportunities for
refinement of this model. Furthermore the research contributes to the psychology
literature area, particularly in the area of expert competence as mentioned at section 1.6.
The need for domain knowledge to assist in competent decision making, and a
comparison of the evaluations of those competence levels by differing groups, IT
Management and Boards are also provided.
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1.10 Summary and Structure of the Thesis
In this chapter the overriding theme of the project is established, which is to develop a
framework for Board IT competences and to evaluate whether these are being attained.
These findings will contribute towards the ongoing debate on the topic “How can
Boards’ best govern IT?” (Van Grembergen et al., 2004) This research problem was
identified as a clear gap in the limited research currently available on Boards and ITG,
and particularly in the Malaysian setting. Furthermore it supports the call by Van
Grembergen, De Haes and Guldentops (2004) for more research on Boards and ITG and
research which links corporate governance and ITG (Borth and Bradley, 2008; Musson
and Jordan, 2005; Bhattacharya and Chang, 2008).
A quantitative approach is used to assess the research questions and to identify clear
contributions that will assist future Boards to enhance the corporate governance of IT.
This thesis aims to make some key contributions. First this research aims to address a
gap in the literature by establishing a representation of how Malaysian Boards govern
IT within their organizations. Second, the research provides the application of corporate
governance theory to ITG and in doing so provides insights into the links between
corporate governance and ITG research. Third, the research may assist Boards to better
understand the governance of IT and allow them to consider the impact of IT structure
on Board ITG processes. Fourth, the major contribution is to develop a competence
model for Boards, in ITG, based on the proposed Board IT competences framework.
The Malaysian case study is also used to ascertain how far Malaysian Boards have
come to achieving those competences. Fifth, the attitudes of IT Management and
Boards to the importance of IT issues is compared. Sixth, the competence levels of
Boards to address IT issues is evaluated using responses from Boards and IT
Management separately and potential competence gaps are identified.
The remainder of this thesis is structured as follows:

(i) Chapter 2 is an overview of the relevant literature on Boards, Corporate Governance,
ITG and the components of the ITG model.
(ii) Chapter 3 reviews some of the current IT competences evaluation models found in
the literature.
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(iii) Chapter 4 discusses the development of the proposed Board IT competences model.
(iv) Chapter 5 details the research methodology employed in the study.
(v) Chapter 6 presents the data analysis and results from the study.
(vi) Chapter 7 is the conclusion and summary chapter.
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CHAPTER 2
REVIEW OF LITERATURE

2.1

Introduction

The purpose of Chapter 2 is to review the relevant ITG literature. This review begins by
first examining some of the ITG definition issues in section 2.2 followed by section 2.3
which reviews the various ITG standards. Then section 2.4 examines in greater detail
the five key domains of ITG identified by ITGI by reviewing some of the prior research
conducted on each the five domains. These are: strategic alignment of business and IT
systems, delivery of value from IT systems, risk management of IT systems,
management of IT resources and measurement of the performance of IT systems (ITGI,
2003). Section 2.5 discusses some possible future directions in ITG research while
section 2.6 reviews some prior IT competences research. The chapter concludes with a
summary in section 2.7.
Organizations are becoming more dependent on IT resources (ITGI, 2006c) thus
resulting in their increasing need to better manage/govern these significant IT
investments (ITGI, 2007). There is an increasing call worldwide for Boards and
governing bodies to take responsibility for the governance of IT assets (ITGI, 2003;
Trites, 2004) in much the same way as they govern an organization’s financial and
reporting processes. ITG has become more prominent worldwide in the past few years.
For example, organizations in the United States must now monitor ITG as part of their
compliance with the provisions of the Sarbanes-Oxley Act (US Congress, 2002).
2.2

Corporate Governance and ITG Definition Issues

ITG is recognized as an integral part of corporate governance. Traditional corporate
governance literature is extensive and has many theoretical frameworks. For instance a
central issue of corporate governance is how to align the goals of the firm’s managers
with those of its owners; agency theory is the most commonly discussed approach. The
other approach is that of the stewardship theory. The literature provides evidence and
logic for expecting a difference in the outcomes of firms managed by stewards as
opposed to firms managed by agents (Sundaramurthy and Lewis, 2003). Since managers
derive utility from consuming their wages and other perquisites, they have an incentive
to grow the firm because growth increases the utility of managers (Jensen, 1986).
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Consequently, the agency framework recommends that the owners of the firm design a
reward and control system that provides managerial incentives to act in ways that
increases the utility of both the managers and the owners. If managers under an agency
framework are thought of as mercenaries, then managers under the alternative
framework of stewardship can be regarded as good shepherds. Agents/managers are
more individualistically motivated; stewards/managers are collectivistically motivated
(Sundaramurthy and Lewis, 2003, p.398)
Boards have been recognised as the key player in corporate governance by regulators
and governance committees around the world (Cadbury Committee, 1992; US
Congress, 2002; ASX, 2003). As a sub-committee of the Board, the audit committee, in
particular plays an important role in enhancing the quality of financial reporting
(McMullen and Raghunandan, 1996; Davidson et al., 2005). Executive management
also plays a vital role in corporate governance by ensuring that the appropriate systems
of internal control and risk management are in place (COSO, 1992; Adamec et al.,
2005). External audit is also regarded as an important cornerstone of corporate
governance, particularly with respect to the prevention and detection of fraud and errors
in financial statements (Adamec et al., 2005; Davidson et al., 2005) besides playing a
valuable monitoring role in improving the credibility of financial reporting (Schelluch et
al., 2004).
ITG “consists of the leadership and organizational structures and processes that ensure
that the organization’s IT sustains and extends the organization’s strategies and
objectives” (ITGI, 2003, p.10). ITGI further defines ITG as “the management process,
which ensures delivery of the expected benefits of IT in a controlled way to enhance the
long-term success of the enterprise,” (ITGI, 2000, p.27).
Broadbent (2003, p.1) considers that “ITG is about who is entitled to make major
decisions, who has input and who is accountable for implementing those decisions. It is
not synonymous with IT management. ITG is about decision rights, whereas IT
management is about making and implementing specific IT decisions”. Weill (2004,
p.2) defines ITG as “specifying the framework for decision rights and accountabilities
to encourage desirable behaviour in the use of IT”. These definitions indicate that ITG
is intended to ensure that the organization and its board of directors or governing body
are conscious of managing its IT investment responsibly, efficiently, and effectively.
ITG can be defined either broadly or more narrowly. For instance, Weill and Ross
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(2004) focus on “specifying the decision rights and accountability framework to
encourage desirable behaviour in the use of IT”. On the other hand, Van Grembergen
and De Haes (2009) focus on enterprise governance of IT and define this as “an integral
part of corporate governance and addresses the definition and implementation of
processes, structures and relational mechanisms in the organization that enable both
business and IT people to execute their responsibilities in support of business/IT
alignment and the creation of business value from IT enabled investments”.
Meanwhile, ITG is defined by the international standard for corporate governance of IT
(ISO/IEC 38500:2008) “as the system by which the current and future use of IT is
directed and controlled. It involves evaluating and directing the plans for the use of IT
to support the organisation and monitoring this use to achieve plans. It includes the
strategy and policies for using IT within an organisation” (International Organisation
for Standardization, 2008, p.3). In contrast, ITGI (2003, p.10) expands this definition to
include and identify foundational mechanisms so that ITG is seen as “an integral part of
enterprise governance and consists of the leadership and organizational structures and
processes that ensure the organization’s IT sustains and extends the organization’s
strategies and objectives”.
Thus, an organization’s system of governance for IT would include processes, roles and
tools to enable the organization to plan, control and monitor its use of IT. There has
been no consensus on the definitions of ITG in industry and academia (Webb et al.
2006). A number of definitions refer to the role of the board and top management, while
other definitions focus primarily on the role of management, and technology managers.
This lack of shared understanding and clarity is evidence of confusion in both the
literature and the workplace. The confusion is compounded when service and product
companies use the words ‘governance’ and ‘management’ interchangeably (Mohamad
and Toomey, 2015). In reality, much of what is referred to as governance is in fact a
management responsibility, which may be overseen by the governing body as part of an
overall system of governance (Toomey, 2006a). Zhao et al. (2008, p.62) note that the
director of a large Australian government agency made the following remarks in
relation to ITG:
Effective IT governance is a key to the effective delivery of IT to our
organization. The purpose of IT governance is to ensure that all IT
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endeavours are effectively managed and that IT’s performance meets the
following objectives:


IT is aligned with the business



IT enables the business to maximise benefits



IT resources are used responsibly



IT risks are managed appropriately

The international standard ISO 38500:2008 for corporate governance of IT adopted in
May 2008 from the earlier Australian Standard for Corporate Governance of
Information and Communication Technology AS8015-2005, although not a universal
solution for all problems related to ITG remains a useful reference when dealing with
issues of ITG capability in organizations. (Mohamad and Toomey, 2015).
Drawing a parallel with how Boards govern an organization’s financial, human and
other resources provides a useful way of reconciling these diverse views on ITG.
Governance responsibilities exercised by the Board depend on management systems
that provide the Board with information such as proposals and performance reports on
which the Board makes decisions. The system for governance necessarily includes the
management systems, because without these, effective governance is impossible
(Toomey, 2012). The propensity of some to classify IT management systems as
governance perhaps reflects a lack of broader understanding of overall governance
structures. On the other hand, recognition that management systems are an essential
enabler of effective governance provides a powerful rationale for the view that
governance effectiveness is substantially dependent on the management systems, and
provides some justification for attempts to improve governance through improvement of
the management systems. However, working on management systems without
understanding the full context of governance as a system is likely to deliver sub-optimal
results (Mohamad and Toomey, 2015).
2.3

ITG Standards

The release of a voluntary ITG standard AS8015-2005 “Australian Standard for
Corporate Governance of Information and Communication Technology” [Standards
Australia (2005)] has emphasised the importance of ITG for Australian organizations.
AS 8015-2005 was subsequently adopted as ISO/IEC 38500 “Corporate governance of
information technology” in May 2008. ISO/IEC 38500 provides “a framework for
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effective governance of IT to assist those at the highest level of organizations to
understand and fulfil their legal, regulatory, and ethical obligations in respect of their
organizations’ use of IT”. ISO/IEC 38500 is applicable to organizations of all sizes,
including public and private companies, government entities, and not-for-profit
organizations. This standard provides guiding principles for directors of organizations
on the effective, efficient, and acceptable use of IT within their organizations.
Further, there are a number of international standards, which are relevant to ITG. The
International Organization for Standardization (ISO) and International Electrotechnical
Commission (IEC) released ISO/IEC 27001 and 27002 on information security in 2005
(ISO/IEC, 2005a; ISO/IEC 2005b). These standards aim to provide clear guidelines of
best practice on information security management across 12 key sections and replace
prior standards on this issue. Standard ISO/IEC 12207 on the software life cycle
processes, which was amended in December 2004, is also relevant to ITG of
organizations. This standard establishes processes and activities applicable to the
acquisition and configuration of software services (ISO/IEC, 2004a). The international
standard on Software Process Improvement and Capability Determination (SPICE)
ISO/IEC 15504 assists organizations to assess their overall capabilities for delivering
software (ISO/IEC, 2004b).
There are several frameworks designed to provide guidance on the implementation and
management of ITG. The Information Technology Infrastructure Library (ITIL) is a
framework, which aims to assist in the delivery of high quality IT services through the
dissemination of best practice approaches. The framework incorporates extensive
management procedures that should support organizations in achieving quality and
value from IT operations. ITIL is an integrated set of process-oriented best practices for
managing IT services (United Kingdom Office of Government Commerce and IT
Service Management Forum, 2005). Another tool which employs ITIL best practices
and extends the ITIL framework into enhanced processes and additional value added
functionality is the IT Service Management Framework (ITSM). This framework
enables better assessment, planning, and implementation of ITIL processes (ITSM,
2007).
The Capability Maturity Model Integration (CMMI) process improvement approach has
also been used to assess the effectiveness of organizational ITG processes (Software
Engineering Institute, 2007). CobiT (Control Objectives for Information and Related
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Technology Framework) is regarded as the world’s leading ITG and control framework.
CobiT provides a reference model of 34 IT processes typically found in an organization.
Each process is defined together with process inputs and outputs, key process activities,
process objectives, performance measures and an elementary maturity model. Though
originally created by the Information Systems Audit and Control Association (ISACA),
CobiT is now the responsibility of ITGI. CobiT presents good ITG practices which
represent the consensus of experts and aims to assist organizations to implement a
detailed program of ITG structures including ITG control objectives, management
guidelines, and maturity models (ITGI, 2007).
These frameworks, standards and guidelines form an important part of the performance
measurement focus area of ITG. In addition, they also provide resources, which assist
organizations to implement aspects of the other four focus areas.
2.4

Domains of ITG

ITGI (2003) identifies five key domains or focus areas of ITG, namely:
i.

Strategic Alignment of Business and IT

ii.

Delivery of Value from IT Systems

iii.

Risk Management of IT Systems

iv.

Management of IT Resources

v.

Measurement of the Performance of IT Systems.

The following sub-sections will now consider each of these in turn.
2.4.1

Strategic Alignment of Business and IT

Strategic alignment of business and IT assesses “whether an enterprise’s investment in
IT is in harmony with its strategic objectives (intent, current strategy, and enterprise
goals) and thus building the capabilities necessary to deliver business value” (ITGI,
2003, p.22). Strategic alignment between business and IT processes is also often
referred to as Business-IT Alignment and aims to ensure that IT assets are being used
efficiently to assist the entire organization. Strategic alignment has become an important
issue for organizations with considerable IT assets as synergism of IT resources with the
goals and objectives of the organization has been linked to improved performance
(Bergeron, Raymond and Rivard, 2004).

26

Whereas organizations sense that ITG is very important to the enterprise, they are
uncertain about how IT should be strategically aligned with corporate objectives (ITGI
2009). Although most IT-related activities still rely heavily on IT professionals, non-IT
CEOs may just now be coming to the realization of the criticality of IT alignment. This
realization has long been the case in the IT profession, on the part of both academics
and practitioners. Wu, Straub and Liang(2015) note that although the desirable outcome
of effective ITG

is to achieve congruence between IT strategies and corporate

objectives, few research papers have theoretically and empirically examined the effect
of ITG mechanisms on strategic alignment.
Buckby, Best and Stewart (2009) carried out a detailed review of the research literature
on the issue of strategic alignment of business and IT looking at amongst other things
details of the methods used, organizations/subjects studied, issues examined and results
obtained in forty-one studies. Research on strategic alignment of business and IT has
involved the development of a large number of models and frameworks. All the models
developed and identified in the strategic alignment focus area have the potential to assist
organizations to better structure their business and IT processes and to improve ITG.
Wu, Straub and Liang (2015) observe that previous research has proposed different
contingency factors affecting ITG. Yet, in spite of this valuable work, the authors state
that it is still unclear through what mechanisms ITG affects organizational performance.
They make a detailed argument for the mediation of strategic alignment in this process
noting that although strategic alignment remains a top priority for business and IT
Management, theory-based empirical research on the relative importance of the factors
affecting strategic alignment is still lagging. By consolidating strategic alignment and
ITG models, their research proposes a nomological model showing how organizational
value is created through ITG mechanisms.
Tiwana and Kim (2015) sought to study why some firms are more adept at using IT in
their pursuit of strategic opportunities. They cite studies showing that as IT grows into
firms’ largest capital expense, they increasingly demand and expect IT to be both
strategically responsive and economical. They believe that the recipe to exploiting IT
for strategic agility lies in how the firms ‘IT is governed (ITG) to secure a competitive
advantage. They found that the ITG literature predominantly explains firms’ ITG
choices, but not their strategic consequences.
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Research focusing on the strategic alignment of business and IT processes has been
proactive in the development of models and frameworks to assist the understanding of
the relationships between business and IT within an organization. There have been
many models developed, but there has been a paucity of research, which has tested
existing models to determine their appropriateness in describing and measuring strategic
alignment within organizations. Testing of existing models could also assist with
development of future research in this area.
2.4.2

Delivery of Value from IT Systems

Delivery of value from IT systems has been defined as “the on-time and within-budget
delivery of appropriate quality, which achieves the benefits that were promised” (ITGI,
2003, p.24). This critical component of ITG processes aims to confirm that IT resources
deliver maximum business value. This issue has become important, as organizations
have invested in large IT systems over the last decade. Boards and other stakeholders
are seeking to determine that value has been delivered from these significant
investments as part of their governance processes.
Buckby, Best and Stewart (2009) identified twenty-two research studies on delivering
value from IT systems with research on IT value delivery not being as prolific as the
research on strategic alignment of business and IT processes. However model and
framework development have been important aspects of research work in both these
domains. Dedrick, Gurbaxani and Kraemer (2003) studied the relationship between IT
investment and economic performance. They found that at both firm and country level,
greater investment in IT is associated with greater productivity growth. Weill (2004)
noted that top performers design ITG to support their performance goals and govern IT
as they would for any other key enterprise asset. The Val IT framework (ITGI, 2006a)
has provided considerable advice to organizations on the key principles and processes,
which will assist in achieving value from IT resources. This framework has been
developed from best practice and ITG specialist knowledge worldwide and has been
examined by Thorp (2006) who identified the importance of value management of IT
systems to organizations and developed key principles associated with management of
value of IT systems.
Turel and Bart (2014, p.223) note that the business value of IT has been studied over the
last two decades to amongst other things, help companies understand the merits of
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investing in IT. According to Turel and Bart (2014) this line of research has specifically
examined how IT resources and capabilities, including IT artefacts, policies, managerial
capabilities, and human capital, influence firm performance. They found a critical mass
of studies indicating that technology does create value which in turn depends on many
factors, including IT management and planning capabilities and processes. The latter
include the ability to effectively manage IT resources, identify fruitful projects, lead the
IT function, and coordinate IT needs and solutions with stakeholders. Turel and Bart
(2014) examined the antecedents and organizational performance consequences of often
overlooked IT management processes looking in particular at Boards and their ITG
related actions. Nolan and McFarlan (2005) claimed that while board level ITG may be
an important practice that can drive organizational performance, little is known about it.
Turel and Bart (2014) seek to partially fill this gap and find out whether performance
gains caused by ITG exercised by Boards are sustainable. They go on to state that given
the presumed influence of board-level ITG on organizational performance, it is also
desirable to understand some of its antecedents and the way they potentially interact
with ITG practices. Turel and Bart(2014) observe that the level of ITG by the Board
depends, in part, on the organization’s need for (1) fast and reliable IT, and (2)
innovative and competitive IT. Turel and Bart(2014) describe ITG as an oversight
practice executed by both Boards and IT Management to ensure effective utilization of
IT such that: (1) IT is aligned with the enterprise, (2) IT allows the organization to
exploit opportunities, (3) IT resources are used responsibly, and (4) IT risks are
managed appropriately. Similar views regarding the scope of ITG have been expressed
in multiple studies (ITGI, 2003; O’Donnell, 2004; Read, 2004; Trites, 2004).
Research on the delivery of value from IT systems has had a similar focus to strategic
alignment research with a number of models and frameworks developed. As with
strategic alignment research there has been little focus on the testing of these models.
Development of practical methods for organizations to improve their understanding of
value delivery and their ability to measure it effectively would make an important
contribution to research in this area.
2.4.3

Risk Management of IT Systems

Risk management of IT systems has become a critical element, as almost all
organizations are now dependent on IT resources to conduct their day-to-day
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operations. Risk management of IT systems has been defined as “the extent to which IT
assets are protected and the level of assurance required” (ITGI, 2003, p.27). Business
organizations have traditionally focused on financial risk, but have recently become
more concerned with operational and systematic risk due to pressure from regulators
and other governance bodies. Technology risk and information security issues form a
prominent part of operational and systematic risk considerations (ITGI, 2001).
Buckby, Best and Stewart (2009) identified twenty-eight studies focusing on research
associated with risk management of IT systems. Research in this focus area has helped
develop an understanding of IT risk issues within organizations. The key focus in this
area of ITG research has been the development of conceptual models on the factors
associated with IT risk, risk management and risk assessment. The research concerned
with identifying risks has focused primarily on outsourcing, IT projects and security
risks. Gewald and Helbig (2006) developed a governance model for mitigating
outsourcing risks and Benvenuto and Brand (2005) identified the drivers of outsourcing
and developed a generic risk assessment model. Bahli and Rivard (2005) were
instrumental in developing measures of risk factors associated with outsourcing IT
operations. A number of studies have focused on security risks. These studies identified
that properly governed information security is important to organizations and that
security is linked to business continuity. Levine (2004) concludes that risk management
spending is increasing as Boards realize that understanding and mitigating IT risks is an
important part of enterprise risk management processes. IT risk management research is
still developing and to date only a few key issues have been addressed. The models in
this area are still evolving, as are the risk assessment processes. IT risk is often seen as
forming part of enterprise risk management and is evaluated by models such as the
COSO framework. Risk management of IT systems research has focused on three main
areas, namely:
i.

Identification of IT risks. The identification of risks research has provided an
important understanding of outsourcing, IT projects and security risks.

ii.

Risk management models and frameworks. The development of an integrated
model of risk management by Young in 2002 has made an important
contribution to this focus area. Development of models/frameworks extending
this work would broaden the knowledge of IT risk management processes.
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iii.

Risk assessment processes. Studies such as Levine (2004) that identify practical
methods that organizations could use to improve their IT risk management
processes and better assess IT risks have also proved beneficial.

Globally accepted enterprise risk management processes could play an important role in
future research by assisting with the definition of IT risk in enterprise risk management
processes.
2.4.4

Management of IT Resources

IT resource management is concerned with the management of IT resources and the
organization of IT infrastructures within an enterprise. Management of IT resources has
been defined as “the optimal investment, use and allocation of IT resources (people,
applications, technology, facilities, and data) in servicing the needs of the enterprise”
(ITGI, 2003, p.28). This key dimension of ITG processes focuses on Board level
monitoring of IT resources and expenditures with the aim of ensuring the suitability of
IT assets to meet the day-to-day operational needs of the enterprise.
Management of IT resources research has been extensive over the last 20 years.
Buckby, Best and Stewart (2009) identified thirty-one studies in this focus area looking
at IT architecture/structure models, IT steering committees, IT project management and
ITG models. Peterson (2001) found that no matter how the structure of IT divisions was
organized, one of the most important issues for effective ITG was good coordination of
IT resources. Schwarz and Hirschheim (2003) argue that organizations need to manage
IT resources optimally in order to achieve good ITG. Weill and Ross (2004) and Weill
(2004) extended the knowledge on ITG resource management and how top performing
organizations manage their ITG structures and processes. Kohli and Devaraj (2004)
study makes a significant contribution to the understanding of value delivery from IT
investments. Powell and Yager (2004) found that culture, structure, internal economy,
methods and tools, and metrics and rewards were important ITG mechanisms. De Haes
and Van Grembergen (2006) found that organizations were applying a mix of IT
resource structures, practices and mechanisms to build an ITG framework. The research
in this area has assisted academics and practitioners to better understand how
organizations are structuring their IT processes and thus gives clearer insight into how
they should be governing their IT investments.
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Management of IT resources has been an extensive area of ITG research. Much of the
research has focused on the best type of IT resource structure for an organisation. Other
key outcomes of the research in this focus area have been the development of broader
models of ITG (De Haes and Van Grembergen, 2006; Peterson, 2004). Further research
on the issue of IT structural models would assist in giving organizations more practical
knowledge of which structure to choose and why. The continued development of
broader holistic models of ITG will also make a key contribution to future research on
this issue.
2.4.5

Measurement of the Performance of IT Systems

IT performance measurement is concerned with “tracking project delivery and
monitoring IT services” (ITGI, 2003, p.29) and determining whether IT systems have
achieved the goals set for them by the Board and IT Management. Performance
measures should be linked to and measure results of strategies focused on strategic
alignment, value delivery, risk management and IT resource management. Performance
measurement allows assessment of achievements against plans and appropriate
corrective action.
Buckby, Best and Stewart (2009) identified twenty-one studies looking at the
measurement of the performance of IT systems. The research in this focus area has
examined measurement methods of ITG including the development of the IT balanced
scorecard (ITBSC) and maturity model assessments for strategic alignment processes.
The ITBSC, which can be used to measure the performance of IT systems, was adapted
from the balanced scorecard (BSC) model of Kaplan and Norton (1992). Van
Grembergen and Van Bruggen (1997) were one of the first to explore how the balanced
scorecard could be adapted to measure the IT department’s contribution to the business.
The work by these researchers has made an important contribution to the understanding
of ITG measurement and has presented many issues for consideration by practitioners.
This research focus area is also concerned with the development of measurement
models such as CobiT. This comprehensive model aims to provide good practice
guidelines and measurement techniques for control over information, IT and related
risks.
Problems associated with the implementation of the CobiT framework have been
studied by Tyler (2000) and Weiderkehr (2000). The use of the CobiT maturity model
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to assess the level of ITG processes being used in a corporation has also received
attention (Guldentops, 2003; Guldentops, Van Grembergen and De Haes, 2002;
Pederiva, 2003). A further area of research has focused on the acceptance of CobiT as a
management tool for use with ITG (Guldentops, 2002; Legrenzi, 2003).
Research on the measurement of the performance of IT systems has predominantly
focused on measurement processes including maturity models and IT balanced
scorecard methods. This focus area has also encompassed ITG measurement models
such as CobiT. Future research in this area should focus on improving measurement
techniques. Performance measurement processes must support and assess all areas of
ITG for a holistic model of ITG to be successfully developed. Practical methods that
organizations could use to better measure all ITG focus areas would make an important
contribution to ITG research. Some of the models and assessment techniques to date,
including maturity models, the ITBSC, the ITIL framework and others, provide
methods that could be further developed to assist practitioners to achieve better
measurements of ITG and its effectiveness. Having reviewed the five separate domains
of ITG in the sections above, the following section summarises possible future projects
across the whole research area.
2.5

Possible Future Directions in ITG Research

Past literature on ITG has focused on the domains of IT strategic alignment, IT resource
management, risk management, performance measurement, and IT value delivery.
These five domains have gained global recognition as accepted relevant domains of ITG
as they are business-driven and align closely with the issues on which the board and
executive management focus (Johnson, 2005). In addition, they represent five
management-related issues associated with ITG responsibilities (ITGI, 2003).
The research in these five focus areas has been performed in relative isolation and
whilst this prior research contributes to the overall understanding of the key components
of ITG, it has failed to adopt a holistic perspective or approach. As mentioned at section
1.6, Gregor (2006) noted the lack of focus of ITG frameworks in general. According
to Buckby, Best and Stewart (2009) a number of researchers have attempted to develop
holistic ITG models but there is still much room for improvement in trying to fuse the
separate ITG domains seamlessly into one process.
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For ITG to become an accepted part of organizational governance processes in the same
way that corporate governance has been accepted, ITG research needs to develop
models which encompass all focus areas of ITG. The models would also need to
incorporate measurement methods, which could be based on prior research in
performance measurement. The current study hopes to assist this process.
2.6

IT Competences Research

Despite the fact that all the evidence from prior research has established that IT
competence of boards is critical for achieving effective ITG, there has been little
research in this important area. A review of the extant literature found current IT
competence evaluation models exist for professionals like teachers, accountants,
auditors, Human Resource Development (HRD) practitioners, etc., but few specifically
tailored for Boards. Ashurst et al. (2012) examined the role of IT competences in ebusiness generally; Sanders (2001) looked at IT competences for HRD professionals,
whilst Ardakan et al. (2011) developed a model for assessing the IT competences of
managers. Similarly Bahador (2012) carried out a study to identify which IT skills and
competences are appropriate for accountants in Malaysia. A study undertaken by Yusoff
and Armstrong (2012) identified the competences that Malaysian directors ought to
possess with a qualitative approach involving the use of a two-stage Delphi technique.
Based on personal interviews with 41 directors, eight specific competences were
identified as essential for boards of Malaysian companies. The competences, ranked in
descending order of importance were: financial, corporate planning, business
forecasting, legal, risk management, marketing, human resource and international
business exposure respectively. Interestingly, the Malaysian directors interviewed for
the study made no mention of ITG competences. Meanwhile Greenstein and McKee
(2004) developed an IT competence framework for professional accountants and
auditors whilst Nolan (2005) and Trites (2004) developed separately checklists of what
they perceived board responsibilities for ITG entailed. These will be elaborated upon in
Chapter 4 Sections 4.2 and 4.3.
Van Grembergen and De Haes (2010) observed that boards appear to be struggling to
understand the state of IT within their companies and/or they do not have sufficient
information to govern IT effectively with many board members displaying a lack of IT
skills and disinterest in discussing IT at board meetings. They further found that most
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boards tend to delegate their IT responsibilities to the audit committee and/or
management. This evidence is corroborated by normative research and guidelines.
Studies by Nolan and McFarlan (2005) and Appleby (2008) suggest that Boards can
oversee and steer an organization’s ITG efforts. Turel and Bart (2014) conjecture that
ITG by Boards is a special and important IT management capability worthy of separate
treatment and investigation. Bart and Turel (2010) found that while technical expertise
is a potentially important Board characteristic, the ability of Boards to engage in ITG
has not received much attention in the corporate governance literature. They suggest
that ITG may be an additional Board attribute to consider and together with other Board
actions, present a more complete picture of the influence of the Board on firm
performance.
The paucity of research on board competences to govern IT highlights a key gap in the
literature. This research aims to reduce the gap by addressing the overriding research
questions, “is it possible to develop a model of IT competences for boards of directors”
and “do boards possess the competences necessary to adequately govern IT?”
2.7

Summary of Literature Review

This chapter focused on a review of the relevant ITG literature associated with the
critical components of ITG frameworks. The research that exists on boards and ITG is
primarily normative. While it provides advice on what boards should be doing and
considering in regards to ITG, it provides little insight into what boards are actually
doing in governing IT. Research on the components of the ITG model, while increasing
the understanding of each component, also provides little guidance on how boards
should implement these issues in board ITG. Furthermore, specific research into IT
competences of boards of directors as noted earlier in section 2.6 is very sparse. This
study will therefore add to the extant literature on ITG and more particularly board IT
competences.
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CHAPTER 3
CURRENT IT COMPETENCES EVALUATION MODELS

3.1

Introduction

With the background and literature review of ITG developed in Chapter 2, this chapter
presents an overview of some of the current IT competences evaluation models
available in the literature. The chapter is structured as follows. Section 3.2 discusses the
definition of competence generically before going on to define competence as regards
corporate governance of IT more specifically. Section 3.3 reviews IT competences
developed by various IT associations. Section 3.4 provides an overview of IT
competences evaluation models proposed by professional accountancy bodies in
Australia, Canada, South Africa, UK and US. Meanwhile section 3.5 looks at some
international guidance promulgated via IFAC’s IAES statements. Section 3.6 looks at
some of the IT competences evaluation models found in the academic literature.
Section 3.7 considers similarities amongst models from the three groups identified
earlier in sections 3.3 to 3.6 as regards critical IT competences and comes up with an
integrated list of IT skills before finally concluding with an overall summary in section
3.8.
Information technology can be seen as one of the key drivers in the ever changing
business environment, as it is integrated into almost all aspects of business life today.
All the literature investigating the skills and abilities that directors will need in future,
emphasises the importance of understanding and being competent with the use of
information technology. Whether they function as finance directors within specific
organizations or act as independent evaluators of an organization’s financial
information and internal control systems, as is the case with audit committees, they will
have to interact with and be knowledgeable about information technology in order to
enable them to perform their jobs competently.
The purpose of this chapter is to identify the information technology (IT) skills that are
critical for directors in order to be competent in the current and future working
environment. A literature review of research conducted by various IT associations,
professional accountancy bodies, academics and other stakeholders was carried out in
order to develop a framework for the IT competences future boards of directors will
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need and to study the impact the rapidly changing business environment has on their IT
training needs.
3.2

Definition of IT Competence

“Competence” can be described as the “ability to perform a work role to a defined
standard with reference to real working environments” (IFAC Education Committee
2003b. Although this definition of competence was developed with professional
accountants in mind, it is suggested here that it is equally applicable to all business
professionals including boards of directors. AS8015-2005: Corporate Governance of
Information Communication Technology positions the governance of Information and
Communication Technology, within organizations as corporate governance function and
defines the latter as follows:
Corporate Governance of Information and Communication Technology (ICT)
is the system by which the current and future use of ICT is directed and
controlled. It involves evaluating and directing the plans for the use of ICT to
support the organization and monitoring this use to achieve plans. It includes
the strategy and policies for using ICT within an organization. (p.12.)
By combining these two definitions this study therefore describes “IT competence” as
the ability to direct and control the planning and performance of all of an entity’s IT
related functions to a satisfactory standard, in a real working environment.
The following sections will review IT competences evaluation models derived from IT
Associations, Professional Accountancy Bodies as well as the academic literature to
derive an integrated list of IT skills and competences which will form the basis for the
proposed Board IT competences framework. In order to do this, let us therefore firstly
consider competences models developed by the various IT associations.
3.3
3.3.1

Competences Required by IT Associations
AS8015:2005 Corporate Governance of ICT

AS8015-2005 which relates to the corporate governance of information and
communication technology was published by Standards Australia in January 2005. A
popular enthusiasm for new technology had made the objective evaluation of IT related
projects difficult. Toomey (2006b) citing audit reports into government projects,
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academic studies and ongoing media coverage of some information and communication
technology debacles involving amongst others National Australia Bank, Australian
Pharmaceutical Industries, Australian Bureau of Statistics and Australian Customs
Service found that control over IT was not always satisfactory. While significant
financial and organisational investments were made, many IT projects ended in failure
and returned very little to the enterprise. The use of IT has become intrinsic to business
operations and vital to the well-being of most organizations. Increasingly, customers
and suppliers expect to do business over the Internet. As new business practices
continue to be driven by developments in IT, the threats and opportunities it offers to
organizations need to be monitored and managed effectively. The work leading up to
the publication of AS8015 - 2005 commenced in 2002. The dot.com bubble had burst in
2000 and household names such as HIH, Ansett, One.Tel, Enron and WorldCom had
failed. Toomey (2006b) notes that in all these cases, the lack of Board ITG competences
were prevalent to some degree.
The AS8015 framework provides a model, vocabulary and six Principles for Good
Governance of ICT as follows:
1. Establish Clearly Understood Responsibilities for ICT
2. Plan ICT to best support the organisation
3. Acquire ICT validly
4. Ensure that ICT performs well, whenever required
5. Ensure ICT conforms with formal rules
6. Ensure ICT respects human factors
The standard AS8015 provides a framework for directors, those to whom they turn to
for advice, or those to whom they delegate responsibilities for managing the security,
finances, IT strategy and operations of the organisation. The latter include senior
managers, technical specialists, vendors and service providers. AS8015 was submitted
for fast-track ISO adoption and published, largely unchanged, as ISO/IEC 38500:2008
Corporate governance of information technology in May 2008.
3.3.2

ISO/IEC 38500 The ITG Standard

As mentioned above, ISO/IEC 38500 is the international standard for the corporate
governance of information and communication technology. There are, broadly
speaking, two types of standards i.e. a specification or a code of practice. The former
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describes exactly how something must be done (ISO9001 Quality Certification is an
example of this) whereas the latter is a set of guidelines that describe best practice and
provide advice on how something might be done (ITIL is an example of this).
A specification sets out clear requirements against which an audit can be carried out and
third-party certification schemes such as the ISO/IEC 27001 certification scheme, for
instance are able to exist because an accredited certification body can carry out an audit
against the requirements of the standard to establish whether or not the requirements are
being met.
A Code of Practice, on the other hand, does not provide a framework against which an
audit can be carried out, because it is not a specification. Organizations that use the
standard can deploy any bit (or bits) of it they think appropriate, and in a way they
consider appropriate. ISO/IEC 38500 is a code of practice that has been jointly
published by ISO (International Organisation for Standardisation) and IEC
(International Electrotechnical Commission) who, between them, form the system for
worldwide standardisation.
ISO/IEC 38500 is a ‘high level, principles based advisory standard which provides
broad guidance on the role of the governing body, and it encourages organizations to
use appropriate standards to underpin their governance of IT.’ [ISO/IEC 38500(2008)].
ISO/IEC 38500 does not, in other words, replace those standards and frameworks (such
as CobiT™, ISO 27001, etc.) that an organisation may already have deployed for the
better governance of its information technology (IT). What it does do is provide a
coherent framework for ensuring that the board is appropriately involved in the
effective governance of IT.
ISO/IEC 38500 is divided into three chapters: Chapter 1 for Scope, Application and
Objectives, Chapter 2 explains Framework for Good Corporate Governance of IT, and
Chapter 3 is Guidance for the Corporate Governance of IT. The standard makes it clear
that governance is distinct from management. It identifies the role of an organisation’s
governing body, and aligns that with the governing body’s role as described in the
OECD Principles of Corporate Governance (OECD, 1999) as revised in 2004, and in
the Cadbury Report on Corporate Governance of 1992(Cadbury, 1992). It also directly
addresses the governing body of an organisation, although it does recognise that, in
smaller organizations, the members of the governing body may also have roles in
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management. In this way, the standard makes itself applicable to organizations of all
sizes, regardless of purpose, design or ownership structure.
ISO/IEC 38500[ISO/IEC 38500(2008)] identifies two principal benefits that
organizations can derive from following its guidance:
i.

Conformance – directors who exercise proper ITG are more likely to address
specific IT-related risks and compliance requirements (and the standard provides a
series of examples of these) in a way that enables them to demonstrate that their
obligations have been met.

ii.

Performance - directors are not simply responsible for complying with
legislation; they also have to take risks and deliver a financial return for their
shareholders. In the public and not-for-profit sectors, they have to manage the
costs of the organisation efficiently in order to deliver against the expectations of
their various stakeholders. Directors who apply the guidance of the standard are
more likely to succeed at this than those who do not. (pp.13-14.)

ISO/IEC 38500 contains a number of definitions of terms used within the standard. The
most important of these definitions focuses on the corporate governance of IT. It defines
ITG as “the system by which the current and future use of IT is directed and controlled;
Corporate Governance of IT involves evaluating and directing the use of IT to support
the organisation and monitoring this use to achieve plans”.( p.7.)
The second chapter of ISO/IEC 38500 contains the core of the standard’s concept of
ITG. It identifies six principles of good ITG, and three main tasks for which directors
are responsible. The six principles that are intended to guide decision making for
effective ITG are: responsibility, strategy, acquisition, performance, conformance and
human behaviour. Let us now examine each principle in detail.
The principle of responsibility recognises that those responsible for IT within
organizations must have the authority to perform the actions for which they are
responsible. The notion of ‘accountability’ is contained in this principle.
Strategy recognises that an organization’s business strategy should take into account
current and future IT capabilities. The IT strategy should reflect the requirements of the
business strategy. This notion is often described as business–IT alignment.
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Acquisition argues that IT investment decision making should be clear and transparent,
with an appropriate balance between cost and opportunity. It also argues for a clear
understanding of risk with both a long and a short-term view.
IT should be ‘fit for purpose’, and performance is the fourth principle. IT service
management is one way of expressing this principle in action.
IT underpins financial accounting and houses, supports and manipulates data on which
the organization’s survival depends. The principle of conformance requires the
organisation to ensure that IT complies with all regulatory and contractual requirements.
IT, of course, is part of an organization that depends primarily on its humans. The sixth
principle, human behaviour, requires IT policies, practices and decisions to respect
human behaviour (defined as “the understanding of interactions among humans and
other elements of a system with the intent to ensure well-being and systems
performance” in ISO38500).
ISO/IEC 38500 states Boards have three main tasks with regards to ITG. These are:
firstly, to evaluate the current and future use of IT; second, to direct plans and policies
to ensure IT use meets business requirements; and third, to monitor and thereby ensure
that IT conforms to polices and performs as planned. The standard proposes a model for
ITG, which is set out in Figure 3.1. This model was the first published in AS 8015:2005
and clearly contextualises the Board’s role in respect of ITG.
Figure 3.1: IT Corporate Governance
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The standard states that Boards should evaluate the current and future use of IT
(including strategies, implementation plans, supply arrangements and so on, whether
this is internal, external or some combination of both). Boards should take account of
pressures acting on the business, including technological change, economic and other
trends, and politics. Evaluations should be regular, and be informed by and consider
current and future business needs and objectives.
The Board must assign responsibility for implementation of IT plans and policies. The
board, therefore, must hold management to account for delivery of those plans. Plans set
the direction for IT investment, operation and projects, while policies are directional
and should help establish sound behaviour.
This action encompasses the requirement for good, transparent and timely information
from IT Management to the Board about the progress of IT operations and projects, thus
putting the Board in a position to ensure that IT projects move smoothly into the
operational phase with minimal disruption. The timely implementation of just this one
ITG mechanism could have a significant effect on improving rates of IT project success.
Finally as regards the monitoring role, Boards who want timely information that will
enable them to act must first institute monitoring systems that will tell them what is
going on. These steps or actions will hopefully alert them to promptly identify any
failures to comply with regulations, statutes or contracts. In most organizations this role
is often played by the internal audit function.
3.3.3

The COBIT 5 Framework

Another model from an IT association relevant to assessing the competences
requirements for Boards is the Control Objectives for Information and Related
Technology (COBIT 5) model. COBIT 5 is a set of best practices for IT management
developed by the Information Systems Audit and Control Association (ISACA) and
ITGI in 2012. ISACA develops and maintains the internationally recognized COBIT
framework, helping IT professionals and enterprise leaders fulfil their ITG
responsibilities while delivering value to the business. Although COBIT 5 was
developed jointly by ISACA and ITGI, overseeing its implementation is the
responsibility of ITGI. The latest ISACA’s globally accepted framework COBIT 5 is
aimed to provide an end-to-end business view of the governance of enterprise IT that
reflects the central role of IT in creating value for enterprises. COBIT 5 helps
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enterprises bring order to complex standards and frameworks, extract value from
information chaos, address all stakeholders’ needs, maximize value of corporate
information and protect and drive enterprise value. COBIT 5 is a comprehensive
framework that helps enterprises to create optimal value from IT. Each process is
defined together with process inputs and outputs, key process activities, process
objectives, performance measures and an elementary maturity model. The COBIT 5
framework supports ITG by defining and aligning business goals with IT goals and IT
processes.
For many enterprises, information and the technology that supports it represent their
most valuable, but often least understood, asset. Successful enterprises recognise the
benefits of IT and use it to drive their stakeholders’ value. These enterprises also
understand and manage the associated risks, such as increasing regulatory compliance
and critical dependence of many business processes on IT. The need for assurance about
the value of IT, the management of IT-related risks and increased requirements for
control over information are now understood as key elements of enterprise governance.
Value, risk and control constitute the core of ITG. This reinforces the fact that ITG is
the responsibility of executives and the Board, and consists of the leadership,
organisational structures and processes that ensure that the enterprise’s IT sustains and
extends the organisation’s strategies and objectives. Furthermore, ITG integrates and
institutionalises good practices to ensure that the enterprise’s IT supports the business
objectives. ITG enables the enterprise to take full advantage of its information, thereby
maximising benefits, capitalising on opportunities and gaining competitive advantage.
These outcomes require a framework for control over IT that fits with and supports the
Committee of Sponsoring Organizations of the Treadway Commission’s (COSO’s)
Internal Control—Integrated Framework[COSO(2004)], the widely accepted control
framework for enterprise governance and risk management, and similar compliant
frameworks.
Organizations should satisfy the quality, fiduciary and security requirements for their
information, as for all assets. IT Management should also optimise the use of available
IT resources, including applications, information, infrastructure and people. To
discharge these responsibilities, as well as to achieve its objectives, IT Management
should understand the status of its enterprise architecture for IT and decide what
governance and control it should provide.
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COBIT 5 is a comprehensive framework that helps enterprises to create optimal value
from IT by maintaining a balance between realising benefits and optimising risk levels
and resource use. COBIT 5 enables information and related technology to be governed
and managed in a holistic manner for the whole enterprise, taking in the full end-to-end
business and functional areas of responsibility, considering the IT-related interests of
internal and external stakeholders. The COBIT 5 principles and enablers are generic and
useful for enterprises of all sizes, whether commercial, not-for-profit or in the public
sector. These practices will help optimise IT-enabled investments, ensure service
delivery and provide a measure against which to judge when things do go wrong. For IT
to be successful in delivering against business requirements, IT Management should put
an internal control system or framework in place. The COBIT 5 principles contribute to
these needs by:
i.

Meeting Stakeholder Needs

ii.

Covering the Enterprise End-to-end

iii.

Applying a Single Integrated Framework

iv.

Enabling a Holistic Approach

v.

Separating Governance From Management

Delivering enterprise stakeholder value requires good governance and management of
information and technology (IT) assets. Enterprise boards, executives and management
have to embrace IT like any other significant part of the business. External legal,
regulatory and contractual compliance requirements related to enterprise use of
information and technology are increasing, threatening value if breached. COBIT 5
provides a comprehensive framework that assists enterprises to achieve their goals and
deliver value through effective governance and management of enterprise IT.
Stakeholder needs have to be transformed into an enterprises’ actionable strategy. The
COBIT 5 goals cascade translates stakeholder needs into specific, actionable and
customised goals within the context of the enterprise, IT-related goals and enabler
goals.

COBIT 5 has identified 17 ITG goals including:
1. Alignment of IT and business strategy
2. IT compliance and support for business compliance with external laws & regulations
3. Commitment of executive management for making IT related decisions
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4. Managed IT related business risks
5. Realised benefits from IT-enabled investments and services portfolio
6. Transparency of IT costs, benefits and risk
7. Delivery of IT services in line with business requirements
8. Adequate use of applications, information and technology structure
9. IT agility
10. Security of information, processing infrastructure and applications
11. Optimisation of IT assets, resources and capabilities
12. Enablement and support of business processes by integrating applications and
technology
13. Delivery of programme on time, on budget, and meeting requirements and quality
standards
14. Availability of reliable and useful information for decision making
15. IT compliance with internal policies
16. Competent and motivated business and IT personnel
17. Knowledge, expertise and initiatives for business innovation

Enterprises cannot deliver effectively against business and governance requirements
without adopting and implementing a governance and control framework for IT similar
to COBIT 5. Furthermore, governance and control frameworks are becoming a part of
IT management good practice and are an enabler for establishing ITG and complying
with continually increasing regulatory requirements.
The above review of IT frameworks from IT associations offers some indicators as to
the IT competences expected of those entrusted with ITG. Let us now consider some
competences models from the professional accounting associations’ pronouncements.
3.4

Competences Required by Accountancy Bodies

To investigate the IT competences needs of future Boards, this study also reviewed the
existing work done by various professional accountancy bodies through their different
committees. These committees are tasked with conducting extensive research and
analysis of IT competences for professional accountants. The findings of these
committees have been included in the competence requirements set by the various
professional accountancy bodies. IFAC the global umbrella body for all professional
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accountants has also performed extensive research on the future of professional
accountants, resulting in the formulation of International Education Standards (IES).
The requirements of a number of prominent professional accountancy bodies were
compared in respect of the capabilities required (focusing on knowledge requirements
and skills) for entering the profession. The bodies surveyed include the ICAA in
Australia, CICA in Canada, ICAEW in UK, AICPA in the USA, SAICA in South
Africa, CIMA in the UK, IMA in the USA as well as the global body IFAC. Members
of IFAC are required to comply with IFAC standards. The comparison is summarised in
Table 3.1, which follows.
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Table 3.1: Knowledge and Skills required by Professional Accountancy Bodies

Knowledge

ICAA

CICA

CA Foundation
(Business
knowledge, ethics,
IT,
communication)

Organisational
effectiveness,
control and risk
management
Information
and IT

Financial
Reporting and
Assurance

Finance
Assurance

ICAEW
Business
environment
(including IT)
Business lifecycle

Accounting
Financial
Reporting
Audit and
Assurance

AICPA
Regulations
(ethics, law)
Financial analysis
Human
Resources
Information
Technology

Financial
accounting &
reporting
Internal Auditing;
Environmental
Control

Strategic Business Performance
Management
measurement

Cost
Management
Budgeting,
Business Finance
Forecasting and
Business
business
Management
Planning
Treasury
Management

Taxation

Taxation

Taxation

Taxation
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SAICA

CIMA

IMA

Supportive
subjects
Information
technology

Business
Applications
Business Strategy
(Organisation
Organisational
management,
management &
communication,
information systems
ethics, IT &
behaviour)

External
Financial
Reporting
Auditing
Taxation

Business Analysis
Management
Financial Accounting Accounting&
and tax principles
Reporting (budgets,
Financial analysis
cost, information
Risk and control
management,
strategy
performance
management &
financial reporting

Managerial
Accounting &
Financial
Management

Financial Strategy
Decision
Management
Integrated
Management
Performance
Evaluation

Strategic
Management
(Planning,
marketing, finance,
decision- making)

IFAC
Organisational
and business
knowledge
IT knowledge
and
competences

Accounting,
finance and
related
knowledge
Auditing;
Environmental
Control

Innovative
problem-solving

Problem-solving

Forward-thinking
Change
Management

Management
skills
Adaptability to
Change

Technologyliteracy

IT skills

Business
Awareness
Technical
knowledge
Professional
Judgement

Leadership skills
Strategic &
critical thinking
skills
Technological
Adeptness

Skills
Collaborative team
work
Communication
Capable
Communication
communication of
shared
understandings

Communication
skills
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Communication skills
Consultative approach
Communication (team building/
skills
teamwork, leadership)
Intellectual skills Manage information,
Interpersonal
apply technology
skills
Formulation of
business strategies
Information
Risk management
skills
Professional
Commercial acumen
values
Financial management
skills Management
accounting skills

Communication
skills
Team work
Analytical skills
Understanding of
Accounting
Understanding of
How a business
Functions

Personal skills
Interpersonal and
communication
skills
Intellectual skills
Technical and
functional Skills
(including IT
proficiency)
Organisational
and business
management
skills

All the specific requirements mentioned with regard to IT knowledge and skills are
highlighted in bold in Table 3.1. These highlighted areas reflect the basic required
understanding of IT and accounting information. Most of the professional bodies have,
however, integrated the application of technology and accounting information into most
of the other subjects that future accountants study for example, Business Management,
Auditing, Risk Management, and Business Applications. This move reflects the fact that
the nature of IT is having an effect on almost all of the activities performed by business
professionals including Boards.
It is clear from Table 3.1 that the knowledge and skills required by the various
professional bodies correlate to a large degree. The deviations that occur relate to
accounting bodies that cater for niche areas of the accounting profession (for example,
CIMA and IMA focus on management accountancy). In the skills part of the table, it is
clear that all the professional bodies require accountants to be technologically adept. It
is suggested here that the study of IT and information in the context of all the
knowledge subjects will also enhance the other listed skills such as their communication
skills, problem-solving skills as well as heighten the overall business awareness of all
business professionals, including Boards.
The broad objective of IFAC is to develop and enhance a co-ordinated worldwide
accountancy profession with harmonised standards. The Education Committee of IFAC
was formed to develop pronouncements on both the pre-qualification (entry level)
education and training programmes of accountants and on continuing professional
education for members of the accounting profession. In June 2002, IFAC published an
exposure draft containing the proposed International Education Standard for
Professional Accountants (IFAC Education Committee 2002). In 2003 the Education
Committee of IFAC followed this with the International Education Standards for
professional accountants that establishes the essential elements that education and
development programmes are expected to contain for potential international
recognition, acceptance and application (IFAC 2003a, p.28).
Due to the broad diversity of cultures, languages, educational, legal and social systems
in the countries of member bodies and the variety of functions performed by
accountants, the International Education Standards provide enough scope for each
individual member body to determine the detailed requirements of their programmes.
The mission of the Education Committee is to “serve the public interest by the world49

wide advancement of education and development for professional accountants leading
to harmonised standards” (IFAC 2003a, p.4). The primary knowledge part of the
professional accounting programme (IFAC 2003a, p.42) makes explicit reference to IT
knowledge and competences inter alia.
3.5

IT Competences from IFAC’s Statements

The proposed IT competences framework for directors is further adapted from
requirements set by the International Education Standard (IES 2) for professional
accountants. According to IES 2 the information technology component of accounting
curricula should include the following subject areas and skills
i.

General knowledge of IT;

ii.

IT control knowledge;

iii.

IT control competences;

iv.

IT user competences; and

v.

One, or a mixture of, the competences of the roles of manager, evaluator or
designer of information systems (IFAC 2003a, p.33)

Guidance in information technology knowledge and competences for professional
accountants is set out in IEG 11. As part of their pre-qualification education, every
professional accountant is expected to act as manager, designer or evaluator of
information systems or to take on a combination of these roles as identified in IEG 11
(IFAC 2003b, p.49). Similarly during the course of their duties as members of a board,
directors will be called upon at various times to wear the hats of manager, designer or
evaluator of IT functions within their organisation.
One of the main interactions of accountants with information technology is as users. In
this regard their needs are broadly similar to other business professionals such as boards
of directors and it was therefore felt appropriate to adapt the proposed Boards’ IT
competences framework from IEG 11, after making sufficient allowances for any
differences in the nature and scope of work between professional accountants and
Boards.
Boards should have the necessary IT skills and competences to be able to use
information systems and technology efficiently to perform their various tasks. IEG 11
refers explicitly to the IT knowledge and skills required by professional accountants, but
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in order to determine the specific IT skills/competences required by Boards, IEG 11 was
adapted to identify all the references to information technology skills and competences.
Table 3.2, which follows contains a list of all the IT skills and competences referred to
in IEG 11, together with a guide to the source from where the skill emanated.
Table 3.2: Information Technology Competences as Required by IEG 11

1

2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19

Information Technology Item
Computer-assisted audit techniques (to evaluate
information system processing operations and controls
and to analyse and evaluate monitoring processes and
activities)
Operating systems
Word processing (in a relevant accounting/business
context)
Spreadsheet software (in a relevant accounting /
business context)
Database software (in a relevant accounting/business
context)
Internet tools (Email, Web browser, FTP) (in a
relevant accounting / business context)
Professional research tools (in a relevant accounting /
business context)
Business presentation software (in a relevant
accounting / business context)
Anti-virus software and other security software (in a
relevant accounting / business context)
Utility software and other relevant software (in a
relevant accounting / business context)
Accounting packages
E-business systems (ERP, CRM and business
automation systems)
Networks (LAN)
Electronic commerce (B2C, B2B, encryption tools,
digital signatures / certificates, key management)
Back-up and recovery
Outsourced services (Internet Service Providers,
Application service providers)
EDI and e-commerce activities
Access controls (logical and electronic)
Communication

20 Document design specification
21 Testing of system
22 Planning of system evaluation
Source: Adapted from IFAC Education Committee (2003b)
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Skill Level
IT control & evaluator
role skills

User role skills
User role skills
User role skills
User role skills
User role skills
User role skills
User role skills
User role skills
User role skills
User role skills
User role skills
User role skills
User role skills
User, Manager role
Manager role skills
Manager role skills
Manager role skills
Manager, Designer &
evaluator role skills
Designer role skills
Designer,
Manager
role skills
Evaluator role skills

These IT competences require directors to be able to apply their skills in relevant
business contexts, not only as users of IT, but also as managers, evaluators, designers
and controllers of the IT function. A cursory examination of the IT competences
adapted from IEG 11 and listed in Table 3.2 earlier appears to indicate that many of
these competences are applicable for Boards as well albeit with some slight
modifications.
Let us now finally consider the extant academic literature, to see if the studies therein
support the competences identified earlier in the IT associations and accounting
professional bodies’ publications. This review can also be used to provide guidance as
to any additional competences Boards may need.
3.6

Competences Identified in Academic Research

Theuri and Gunn [IFAC(1998), pp.101-117) examined the way in which information
systems courses have been designed and structured in American universities and then
related these practices to the systems skills expectations of the employers of accounting
graduates. It can be reasonably inferred that the latter are mainly Boards. Their study
found that Boards have important preferences regarding the information systems
curriculum for accounting graduates. They concluded there is a clear need to re-evaluate
the information systems content of undergraduate accounting information systems
courses due to the rapid development of information technology.
Hostrom and Hunton [IFAC (1998), p.352] argue that the assurance services provided
by the auditing profession are changing, especially with regard to organizations that are
conducting business in more complex IT environments. Upon close examination of the
possible risks involved, the fundamental issue is that of control over information and
related technology. They see the integration of information technology in curricula as a
challenge to accounting educators, as the influence of information technology is
increasingly permeating international practice. Hostrom and Hunton (1998) argue that
accounting educators and their students must either develop high levels of information
technology competence or risk becoming functionally obsolete. Although Hostrom and
Hunton (1998) made their observation specifically in the context of accountants, it is
suggested here that their comments in relation to IT competence or potential risk of
functional obsolescence are equally applicable to other business professionals such as
Boards.
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Coenenberg, Haller and Marten (1999) investigated the current state of accounting
education for qualified auditors in Germany and identified challenges faced by that
country due to changes in the accounting and auditing environment resulting from the
increased use of IT in business applications inter alia. They found that accounting
education in Germany lagged behind international guidelines in terms of the breadth
and depth of competence that accountants should possess. Amongst the areas they
identified as underrepresented in the professional curriculum was IT. On the basis of
their study, Coenenberg et al. (1999, pp.387-388) identified IT as becoming more
important, due to the challenges that the accounting profession will have to meet in the
future. Similar to the comments made in the Hostrom and Hunton (1998) study referred
to earlier, it is reasonably inferred that other business professionals such as Boards will
also be subjected to challenges arising from any lack of competence with IT, due to the
rapidly changing business landscape.
Boyse (2004) argues that current accounting education continues to be constrained
within narrowly defined, but misconceived, disciplinary boundaries focusing on the
techniques and “skills” of accounting practice. In his article, Boyse presents a case for
broadening the accounting education curriculum to make accounting education relevant
in its socio-historical context and relevant to the lived experience of students. Again this
study can extend this same observation by Boyse (2004) to any perceived lack of
competence with IT by other business professionals including Boards, arguing that there
is a clear and imminent threat of the latter becoming redundant as a result of the fast
changing business environment brought about by the latest developments in IT.
The underlying tenet of the evolution of future business environments described in the
surveys, research and reports discussed thus far, suggests a number of structural
changes that will make some aspects of business easier and cheaper. Howieson (2003)
expects these forces to redefine the relationship between clients and professional
experts, because more powerful technology will empower clients to play a bigger role in
managing their own affairs. As a result, although many of the sorts of services that
accountants have traditionally provided, such as bookkeeping and auditing, will still be
required, more businesses will be able to perform many procedural tasks themselves or
in fact outsource them to third parties. This will pose additional problems for Boards in
light of recent cases like Centro (2011) where it was held that the directors are
ultimately responsible for signing off on the accounts irrespective of whether a
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particular aspect of the accounting function was outsourced or conducted entirely inhouse.
Greenstein and McKee (2004) conducted a literature review that resulted in the
identification of 36 critical information technology skills. They then surveyed 1000
accounting information systems and auditing academics and 1000 audit practitioners in
the USA to determine their self-reported IT knowledge levels and perceptions about the
best places to learn IT skills. After conducting factor analysis, they found a relatively
low level of knowledge of e-commerce and advanced technologies and audit automation
constructs amongst both educators and practitioners, but found a relatively high level of
knowledge of office automation and accounting firm office automation constructs. They
also identified a potential “learning gap” between educators and practitioners that can
possibly occur in five of the 36 critical IT skills that they examined. The five IT skills
found to have a gap were: e-commerce, advanced technologies, office automation, audit
automation databases and accounting firm office automation. Although the comments
by Greenstein and McKee (2004) regarding the “learning gap” were specifically
directed at accounting/auditing professionals and academics it is hereby suggested that
this gap arising from a lack of IT competences is equally applicable to other business
professionals including Boards.
The various research findings discussed in this chapter suggest that advancements in
communications and e-commerce mean that all businesses could potentially face a
global marketplace. This presents more business opportunities for organizations, but it
also increases the competition that any particular organization must face. Technological
improvements in data management will mean that the average businessperson will
become more sophisticated and educated and thus more self-reliant than he/she is at
present. As Albrecht and Sack (2001, p.6) noted, “the forces of change have eliminated
the old business models that assumed information is expensive as today anyone, armed
with the right software, can become an ‘accountant’ and produce financial information”.
The problem for Boards then becomes what to do with all the information and how to
avoid information overload. This concern is both pertinent and timely in light of the
judgment in the recent Centro (2011) case where the proffering up of information
overload in mitigation, was no longer permitted for Boards.

54

3.6.1

Critical IT Skills – Findings by Researchers in Management Accounting

In 1998 the Financial and Management Accounting Committee (FMAC) of IFAC
published a ninety-four page document called Into the Twenty-first century with
Information Management [IFAC(1998)] aiming to provide a range of viewpoints on this
important topic. Amongst the contributors to this publication were academics from
France, the UK and the USA.
Delmond and Lebas [IFAC(1998), pp.19-32] argued that management accountants have
historically been constrained in their main role of supporting decision making by the
lack of appropriate IT tools. However, recent developments in IT have increased the
quantity of financial and non-financial data that can be accessed, as well as the scope
and speed of data analysis and transmission. These expanded capabilities significantly
enhance the role of management accountants. Management accountants, with computer
and IT specialists, should lead dialogue aimed at linking the designs of systems with
their desired managerial applications. Grenier and Lebas [IFAC (1998), pp.33-46] have
emphasised the transition of management accountants from the management of
information to the management of knowledge. The combined effects of emerging IT
technologies and managerial demands drive this evolution. As a result, Grenier and
Lebas[IFAC(1998), pp.33-46] see management accountants of the 21st century as
heavily involved in designing, building and controlling information management tools
and systems.
Bentley[IFAC(1998), pp.79-88] relies on two cases in retail and insurance to illustrate
the effects on management accountants of rapid and significant changes in (a) the
nature of information; (b) the use of information; and (c) the way people relate to
information. Dialogue with other people and systems will replace most printed
information. “Raw” information will evolve into frequently updated “patterns” whose
implications will be inferred by systems responding in dialogues. Widespread on-line
accessibility to information will promote “open management”. Routine decisions will be
taken over by systems, freeing managers to focus more on strategic planning, less on
current operations. Beyond being informed, knowing what to do with the information
will matter most. Hoffman [IFAC (1998), pp.89-94] has discussed data warehouse
creation opportunities suitable for small and medium-sized enterprises. Data
warehouses can deliver essential and urgent decision support data to managers much
more rapidly and effectively than traditional systems. The best kinds of data warehouses
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are often generic applications customised by users. Creation of data warehouses
typically relies on technology already present in many small businesses, and can be
implemented internally through simple and inexpensive small-scale prototypes. Stepby-step implementation and reliance on demonstration models are recommended. Data
warehouses are powerful tools in competitive and dynamic environments where easier
access to critical data is essential for success. Since existing accounting systems already
contain the ingredients of such data, management accountants are well suited to be
major players in data warehouse creation and use.
It is evident from these articles that most researchers see management accounting as
undergoing fundamental changes, mainly because of the effect of technology on what
accountants do and how they do it. Many of them fear that a failure of accountants to
respond to the changing environment and their not being competent in using technology
is likely to diminish the influence of the accounting profession on, and erode the value
of, its contributions to the management and control of business enterprises. Most
authors therefore urge management accountants to prepare themselves to assume key
roles in the design, engineering and use of IT to manage information and knowledge
effectively. Although most of the issues discussed earlier impinge directly upon the role
of management accountants it is suggested here that many of those same concerns are
equally relevant and applicable to other business professionals including Boards who
fail to update and keep up with the latest innovations and trends in IT.
In 2015 these current trends and innovations that Boards ought to keep up with would
include Enterprise Resource Planning (ERP) competences. Enterprise resource planning
(ERP) is a category of business-management software, typically a suite of integrated
applications, that an organization can use to collect, store, manage and interpret data
from many business activities. ERP facilitates information flow between all business
functions, and manages connections to outside stakeholders.
3.7

Integrated List of IT Skills

Having separately identified potential critical IT skills needed by directors from the IT
literature, professional accounting domain and prior academic studies, let us now
consider similarities among the three groups.
The critical IT skills identified by Greenstein and McKee (2004), IEG 11 (IFAC 2003b)
and the other research that has been discussed earlier, have been adapted in Table 3.3 to
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form a comprehensive list of critical IT skills required by boards of directors. The list of
critical IT skills is divided into various categories that depict the specific skills that are
required by a director to perform his /her role, namely the director as a user of
technology in performing daily business and office tasks and the director interacting
with new and changing technology as a manager or user of this technology.
Table 3.3 lists the various IT skills (identified as elements) together with an explanation
of what the director should be able to do on acquiring that skill (capability). The
source(s) indicating from where the skills were identified is (are) shown in the last
column.
Table 3.3: Comprehensive List of Critical IT Skills
CRITICAL IT SKILLS
The director as a user of IT: Business Automation Skills
Element
Operating
Systems
Word processing

Spreadsheets

Presentation
Software

Internet tools

Research tools

Capability
Apply operating systems and utility
software in a business/accounting
context
Apply word processing software in
a relevant accounting/ business
context

Source
IFAC (2003a)
Theuri and Gunn (1998)

IFAC (2003a)
Greenstein and McKee
(2004)
Theuri and Gunn (1998)
Apply spreadsheet software in a
IFAC (2003a)
relevant accounting/business
Greenstein and McKee
context
(2004)
Theuri and Gunn (1998)
Apply presentation software in a
IFAC (2003a)
relevant accounting/ business
Greenstein and McKee
context
(2004)
Theuri and Gunn (1998)
Apply Internet tools in a relevant IFAC (2003a)
accounting/ business context
Greenstein and McKee
(2004)
Theuri and Gunn (1998)
Apply professional research tools in IFAC (2003a)
a relevant accounting/business Greenstein and McKee
context
(2004)

Image processing Apply image processing software in Greenstein
software
a relevant accounting/business (2004)
context

and

The director as a user of IT: Office Management Skills
Element

Capability
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Source

McKee

Database search Ability to search and retrieve data IFAC (2003a)
and retrieval
from a database
Greenstein and
(2004)
Knowledge work Ability to work with knowledge IFAC (2003a)
systems (for
work systems to aid directors in Greenstein and
example,
the creation, integration and (2004)
groupware;
communication of knowledge
workflow
systems; expert
systems)

McKee

McKee

The director as a manager, designer and evaluator of IT
Element
Capability
Source
Electronic
data Ability
to
perform
EDI IFAC (2003a)
interchange
(traditional
and
web-based) Greenstein and
transactions
(2004)

McKee

Digital
communications

Ability to understand digital IFAC (2003a)
communications (including
Greenstein and
wireless communications)
(2004)

McKee

Network
configurations

Ability to understand various IFAC (2003a)
network configurations (internal Greenstein and
& external)
(2004)

McKee

Internet service Ability to understand the issues IFAC (2003a)
providers
around the management of Greenstein and
internet service providers
(2004)

McKee

Anti-virus
software

Ability to understand the use of
anti-virus software to protect
computer systems from infection
Encryption
Ability to understand the use of
software
encryption software to change
data, using some type of
encoding/decoding algorithm
Firewall software/ Ability to understand the use of
hardware
security technology to enforce an
access control policy between
networks
User
Ability to understand the use of
authentication
software and devices to identify
system users

IFAC (2003a)

Intrusion
detection and
monitoring
Back-up and
recovery

Greenstein
(2004)

Agent

Ability to understand the use of
security technology to identify
unauthorised requests for services
Ability to understand the use of
technology for back-up and
recovery procedures to ensure
continuity of IT services
Ability to understand the use of
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IFAC (2003a)
Greenstein and
(2004)
Greenstein
(2004)

McKee

and

McKee

IFAC (2003a)
Greenstein and
(2004)

McKee

and

McKee

and

McKee

IFAC (2003a)

Greenstein

technologies

programmed modules that are (2004)
given certain levels of authority
and autonomy to act on behalf of
a supervisor
Data warehousing Ability to understand the use of IFAC (1998)
and data mining
data warehousing and extracting
trends and patterns using data
mining techniques

3.8

Summary

This review of the current IT competences evaluation models was conducted to
investigate the skills and abilities that Boards will need in future and clearly emphasises
the importance of understanding and being competent in the use of IT. IT is seen as one
of the key drivers in the ever-changing business landscape, because it is integrated into
almost all aspects of business. The proposed framework of Board IT competences
developed in the next chapter is prescriptive and recognises that future advancements in
IT will not wait on Boards. The proposed competences are generic in nature as they
were identified without reference to any specific environment in which the Boards
could apply them.

The current study therefore extends the extant literature in ITG as follows. Whereas
previous studies listed certain IT and/or ITG competences, this is the first attempt at
creating an actual framework with which to evaluate these competences. The developed
model is also unique in that it is designed so that it can be incorporated into an actual
measurement instrument with which researchers can attempt to measure Board IT
competences in any jurisdiction. Measurement of these competences would appear
necessary because whether IT agents in an organisation function as executives, such as
IT managers/directors or act as non-executive agents (evaluators of the financial
information and internal control systems, as is the case with audit committees) they will
have to interact with and be knowledgeable about IT to enable them to perform their
jobs competently. Board ITG is a topical issue hence the need for a new framework to
be developed and tested.
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CHAPTER 4
DEVELOPMENT OF CURRENT MODEL

4.1

Introduction

In chapter 3, this study reviewed some of the extant research regarding IT competences
frameworks noting that most of the prior research has been done in the context of
professional accountants. This study also examined some competences models from IT
associations, professional accounting bodies, educational institutions and academic
researchers. In respect of the accounting models, this study examined the IT
competences for professional accountants contained within the Chartered Accountants
training programs in Australia, Canada, UK and South Africa as well as the CPA
program in the US. In relation to the educational models, this study looked at the IT
competences as prescribed in International Accounting Education Standards (IAES)
issued by IFAC. This study also reviewed IT competences as set out by IT associations,
AS8015 the ITG standard developed by Standards Australia in 2005 as well as its
international counterpart ISO/IEC 38500. A further IT association model reviewed was
the IT governance model CobiT. A recurrent theme underlying all of above literature
can be encapsulated by the following quotation taken from the international standard
ISO/IEC 38500 (2008 p.8) “accountability for the effective, efficient and acceptable use
and delivery of IT by an organisation remains with the directors and cannot be
delegated.” This highlights the importance of the area and justifies the major focus of
this chapter, the development of an IT competences model for Boards.
The significance of an appropriate ITG environment for all entities is further
highlighted in the following studies.

Strategic alignment is seen as vital towards

ensuring a shared understanding of business/IT objectives leading to better performance
in ITG (Bowen, Cheung and Rohde, 2007). Towards this goal, organizations need to
develop a unified vision of their business and IT (Bieberstein et al. 2005) and create
relevant formal policies and directives (Vayghan et al. 2007). As ITG involves change
management (Pan, Pan and Devadoss, 2008), planning needs to take account of existing
organizational cultures and contexts (Xue, Liang and Boulton, 2008). It also requires a
priori evaluation of IT investment that includes balanced representation of business and
IT people (Bowen et al., 2007), often through an IT steering committee (Vayghan et al.,

60

2007; Weill and Ross, 2005). In large organizations these practices facilitate success
and enhance IT investment (Walker et al. 2003).
Effective investment in IT usually results in the former becoming ubiquitous in the
underlying business processes, potentially creating business value and improved
performance. Earlier studies have shown that large organizations tend to focus on
longer-term goals and budget accountability by using both IT and off-the-shelf software
to facilitate business operations (Brailsford, 1995; Rangone, 1999; Sexton and Van
Auken, 1982). Wilkin (2012) found that there are differences between the core elements
of ITG in larger organizations and those in small and medium enterprises (SMEs). De
Haes and Van Grembergen (2004) formulated an ITG framework that captures the
structures, processes and relational mechanisms apparent in the context of large
organizations.
The purposes of this chapter are therefore twofold. Firstly some of the ITG issues that
are implicit or explicit in the current literature are identified by drawing up a framework
of IT issues impinging on the work of Boards. Secondly by considering those same
issues, the direction in which Board responsibilities for ITG seems to be going is
assessed. A proposed model of IT competences for Boards is then developed.
The remainder of the chapter is structured as follows. Section 4.2 discusses the role of
Boards in ITG; Section 4.3 looks at strategies for Board level ITG; Section 4.4 lists
some current critical IT issues impacting Boards; Section 4.5 considers some key
competences for Boards, by ITG domain, and drafts a proposed model of required IT
competences for Boards. Section 4.6 then summarises the overall discussion.
4.2

Role of Boards in ITG

Trites (2004) notes that the increased emphasis on corporate governance has raised the
level of interest in, and concern about, Boards’ responsibilities. It has become much
more critical for Boards and others to know more precisely what their responsibilities
are and how they might be discharged. Trites (2004) observes how this was apparent in
the area of internal controls much earlier, where Boards have long held certain
responsibilities, but where those responsibilities are now being redefined through such
means as the Sarbanes–Oxley Act and regulatory actions related to corporate
governance issues. Trites (2004) states that IT plays a serious role in any modern
business system, and therefore, IT considerations play an important part in the controls
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that are necessary to preserve and protect corporate assets from misappropriation, loss
and misuse.
However, surveys conducted by KPMG (2008) and the Canadian Institute of Chartered
Accountants (CICA) as reported in Trites (2004) amongst others found that many, if not
most, Boards do not have a strong understanding of the control issues raised by IT and
do not even know what questions they should ask, to place themselves in a position to
address their responsibilities. Recognizing this problem, Trites (2004) observes that the
Information Technology Advisory Committee (ITAC) of CICA developed some
guidance for Boards, audit and IT steering committees to assist in the discharge of their
responsibilities for ITG. Audit committees are comprised of independent directors with
particular responsibilities in the internal control area and they usually discharge these
responsibilities by interviewing both the internal and external auditors as well as key
members of IT Management. Meanwhile the IT steering committee members also need
to know what pertinent questions to pose during these interviews about ITG, hence the
guidance by CICA. According to Trites (2004) Board responsibility for ITG can be
broken down broadly into 4 main areas: strategic planning, internal control, business
risk, privacy and legal issues. These are now considered below.
4.2.1

Strategic Planning Responsibilities

Nolan et al. (2005) note that strategic planning for the use of IT in companies’ falls
within the ambit of Board responsibilities and in practice will depend on how extensive
the use of IT is within their respective organizations. It also depends on how important
IT is towards the achievement of their strategic objectives. This is for Boards
themselves to decide upon, and they must be competent enough to make the right
judgments in this regard. They can do this by making enquiries to find out if the right
emphasis is being placed on IT in the strategic planning process. Nolan et al. (2005)
state that in order to be able to do this properly they must have good general/overall
knowledge of the business they are engaged in at present. Meanwhile Trites (2004)
notes that other pertinent issues to consider would be the extent to which the company
is involved in e-business, and if significantly engaged whether adequate security
measures have been put in place and if there is adequate protection from hackers.
Trites (2004) states that Boards would need to be cognizant of the currently available
technologies in IT and to enquire if there are new technologies currently being
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considered by the company. They further need to identify whether or not there are
processes in place for the company to keep up with current technological trends. Trites
(2004) does not expect Boards to become experts in technology or current IT trends.
However he notes that they must determine whether the company has put in place
processes to monitor such trends and to consider new technological developments as
part of their strategic initiatives.
Trites (2004) notes that in order to be able to understand answers to questions in the
area of ITG, directors themselves would need to possess sufficient knowledge to be able
to assess the answers to the questions that they receive from others. As Boards have to
interview senior executives in charge of IT and solicit reports, they need to have enough
IT knowledge to be able to make judgments based on the input received from these
executives. The author argues that for many directors this could prove to be a steep
learning curve, even if corroborating evidence could be sought from the auditors and
other non-IT executives.
Thus while the primary focus of Boards would be to establish that IT Management has
put in place procedures to keep track of the latest IT trends, it is equally important that
there must be some transfer of knowledge to Boards regarding these trends in IT, in
order for them to fulfil their evaluative responsibilities. Trites (2004) opines that it
would be reasonable to expect that Boards are sufficiently competent in making sure
that this knowledge transfer as it were, actually takes place.
Another important part of the Board’s strategic planning process for IT referred to by
Nolan et al. (2005) concerns the area of resources, as reflected by the availability of
personnel in-house as well as any outsourcing arrangements. The latter has become a
popular approach with many organizations electing to have various business processes
performed outside the entity, in many cases off-shore. Sometimes organizations
outsource large chunks of their processing capability, while at other times they will
outsource just to obtain storage capacity or system recoverability capacity. Trites (2004)
is emphatic that outsourcing does not absolve IT Management or Boards of their
responsibility. If anything, it adds to the complexity of their responsibilities because
they have delegated certain tasks to others but must still remain accountable. This
means that IT Management must ensure the outsourcers have good internal control
systems as well as the capability to safeguard their assets including any data. Trites
(2004) and Nolan et al. (2005) both concur that Boards are ultimately responsible to
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ensure that IT Management has taken the necessary steps to monitor those outsourcing
arrangements they have entered into.
According to Trites (2004) another issue which Boards ought to be mindful of, is the
inverse relationship of any outsourcing activity with the responsibility of IT
Management to maintain adequate personnel resources in-house, who can continue to
effectively execute the programs required in the company. If the organization is heavily
into outsourcing, there is the danger that the necessary personnel are not available inhouse and worse still are not being trained for the future. The author suggests that the
latter is an issue that should not be overlooked when evaluating the relationship between
the maintenance of adequately trained personnel in-house versus outsourcing. However,
the author is quick to reiterate that this does not mean that outsourcing is necessarily
bad, just that Boards need to be mindful of any potential down side risks arising from
the failure to maintain a sustainable level of IT expertise in-house.
Generally, IT personnel tend to be highly educated and skilled. However, they still need
continuous training to keep up with current technologies and practices. A company
needs to have in place systems that meet these needs and Trites (2004) observes that it
is the responsibility of IT Management to put them in place and of Boards to ensure that
IT Management has done so. Generally, the directors should interview the senior
executives in a company to enquire about these matters although they can also ask
internal and external auditors and others about these issues.
In relation to ITG specifically the Trites (2004) says that it is the responsibility of
Boards to consider the following questions:
i.

Has the board considered the creation of an IT subcommittee or assigned a
Board member specific responsibility for the organization's investment in, and
use of, IT? Who on the management team has responsibility for IT corporate
governance?

ii.

Is this person in a sufficiently senior management position?

iii.

What is IT Management doing to ensure that the employees are aware of, and
are in compliance with, the company's information and security policies? (p.91)

Additionally the Board should set up an IT Strategy Committee consisting of Boards, IT
Management, Internal Auditor and users of IT services which will conduct strategic
planning, alignment, direction and control of business activities as well as an IT
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Steering Committee to undertake the implementation of strategies, approve budgets and
plan for IT resources consisting of staff members at the executive level.
4.2.2

Internal Control Responsibilities

Trites (2004) states there are two main issues Boards need to be aware of and to monitor
in relation to internal control. Firstly whether there is a structure in place that adequately
governs the use of IT within the organization and secondly how the IT Management
extends/disseminates this structure to the rest of the organization.

According to Trites (2004) these questions recognize the organizational approach to IT
security and controls and thus reflect the degree of commitment of the organization to
establishing a control culture. The questions further suggest that if there are high-level
personnel perhaps at the Vice-President level in charge of IT, then there is a greater
likelihood that IT issues will be addressed more seriously by top management and
Boards. Trites (2004) is of the view that Boards should rightfully be concerned about
the organizational aspects of ITG as they have a long established history of having some
responsibility for internal controls. In recent times, Boards have typically delegated this
function to the audit committee. Hence it is Trites’s opinion that their responsibilities
now extend well beyond a narrow definition of controls, into probing aspects such as
the investment of the organization's resources in the IT function and its overall
management of the function. Both Trites (2004) and Nolan et al. (2005) state that it is
imperative for the Board to consider assigning a subcommittee to handle these
responsibilities or, at the very minimum, assign a specific director to monitor this area
and then report back to the whole Board.
4.2.3

Business Risk Responsibilities

Some business risk must be borne and it is the responsibility of management to decide
how much. In this context risk exposure is defined by Trites (2004, p.95) “as the
residual risk that the enterprise is willing to accept in order to meet its objectives’’.
Trites (2004) rightly observes that the ultimate responsibility for risk acceptance rests
with IT Management and Boards, who should, as a minimum, explicitly establish and
communicate the organization’s tolerance for risk.
The question as to how much risk is acceptable is one that is fundamental to the overall
management and success of the organization as well as being fundamental to many of
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the activities carried out by Boards. Risk tolerance is an area that helps to set the tone
and establish the culture of the organization and, at the same time reflects the tone and
culture being set by senior management. The risk assessment process must be
continuous, integrated with the decision making in the organization and linked with a
cost–benefit analysis of security measures. According to the author this is one of the
most difficult areas for which Boards have ultimate responsibility and they can do this
by focusing on the process and by asking some of the following questions. Has IT
Management established a reasonable process? Is the process working? Do the auditors
think it is working? Is it good enough? Trites (2004) recommends that questions like
this pervade the thinking of Boards throughout their work as the nature of the risks
being faced is changing, not only with the type of intrusion being used by hackers and
the like, but also with the extent to which the business itself is dependent on IT.
Nolan et al. (2005) observe that amongst the most serious and expensive types of IT
fraud include denial of service attacks, as well as the risks posed by the theft of
proprietary information. The authors note that these are growing risks given the
increasing involvement of many companies in e-business as well as their increased
reliance on technology. Nolan et al. (2005) opine that the latter development suggests
that Boards need to approach IT investment, management and security as a fundamental
driver for business success and not as a service function that may or may not have an
impact on the ability of the organization to achieve its objectives.
4.2.4

Privacy and Legal Responsibilities

Nolan et al. (2005) note that Boards also need to concern themselves with legal issues
pertaining to the use of hardware and software, including such issues as software
licensing. They observe that these issues are also guided by the ‘tone at the top’, besides
being impacted by numerous other factors that Boards must monitor and explore. The
authors also refer to another somewhat related area of risk namely that of privacy,
which also pervades other aspects of the business. The authors quote as an example of
privacy risk the loss of hard disks containing confidential information about clients
which goes missing for a time during routine hardware upgrades and causes a
considerable scare until it is fortunately found.
The authors highlight the fact that one of the issues arising from the type of scare
referred to earlier would be the in-house control arrangements put in place over
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hardware security. Another issue relates to the security controls put in place by the
organization to which the hard disk was entrusted under an outsourcing arrangement.
According to Trites (2004) this illustrates the interconnectedness of the various issues in
relation to ITG and points to one of the fundamental characteristics of Boards’
responsibilities in a post-Enron and WorldCom world. Clearly, each of the issues raised
relates to a set of responsibilities that must be satisfied, and the answers to the questions
in one area need to be considered in the context of the possible or likely impact on other
areas. In short, they point to an overall approach to risk exposure, IT management and
IT investment that, in total, should amount to a well-controlled situation. Trites (2004)
concludes that it is therefore the role of Boards, to ask the probing questions and come
to a sufficient level of comfort that the situation is well controlled and that the major
players, such as the IT management and the auditors, are in control.
The two studies referred to above highlight that individual questions are important, but
suggest that perhaps, the most important aspect of all is the overall view of the
organization that the answers to those questions attempt to portray. It is clear therefore
that the responsibilities of the directors with regard to ITG are continually evolving and
becoming more complicated. Trites (2004) suggests that this is a dramatic shift which in
turn calls for new thinking by the board and new approaches to evaluating this key
aspect of an organization’s management.
4.3

Strategies for Board Level ITG

Nolan et al. (2005) defines the Board’s involvement with ITG according to two
strategic imperatives. These are firstly how much the company relies on IT for its
operational reliability and secondly how much the company relies on IT for its
competitive edge. If the company employs IT more for operational reliability, or what
the authors term a defensive mode, then Nolan et al. (2005) suggest that ITG may be a
routine matter best handled by their existing audit committee, doing double duty as the
ITG team and delving deeply into the quality of the company’s IT systems. If on the
other hand IT is employed because it provides a competitive edge, or what the authors
term as an offensive mode, then IT becomes a vital asset that requires more intense
Board level scrutiny and oversight with the assistance of an independent ITG
committee, rather than just having an IT expert serve on the audit committee. The
independent ITG committee’s role is to keep Boards appraised of what other companies
especially competitors are doing as regards technology.
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Nolan et al. (2005) identified a number of issues concerning board responsibility for
ITG. The board should ensure:
i.

Technology systems are totally protected against potential operational disasters
like computer disruptions, power interruptions, hacking and so on and that
costs remain under control.

ii.

Business continuity is assured in IT operations, by ensuring that disaster
recovery and security procedures are in place.

iii.

Strategic IT plans proceed on schedule and on budget especially when
competitive advantage is at stake.

iv.

Aggressive pursuit of process and service opportunities to benefit from cost
reductions, and competitive advantages.

v.

Inventory of IT assets, by finding out what kinds of hardware, software and
information the company owns so as to assure that it’s getting adequate returns
from its IT investments.

vi.

The company has the right IT infrastructure and applications in place to
develop intellectual assets such as customer feedback about products and
services.

vii.

There is the proactive conduct of regular reviews of their security and
reliability measures, so that any interruption of service doesn’t send the
company into a shutdown situation.

viii.

There are proper procedures and backups in place, and to ensure that they are
continually tested to make sure that they actually work.

ix.

Appropriate project management systems are in place and that key decision
points along the way are elevated to the appropriate level, so that management
can decide whether the project is still worth doing.

x.

Adequate service level agreements (SLAs) are in place with vendors or clients
particularly when outsourcing IT activities.

xi.

Appropriate decision making to enquire as to whether it is more economical to
maintain legacy hardware, software, and applications or to replace them.

xii.

Awareness exists of legal problems around the intellectual property issues
relating to IT, in order to avoid the expensive distraction of an intellectual
property dispute involving IT.

xiii.

Awareness exists of technology-based competitive threats that could
disadvantage the company vis-à-vis the competition, by monitoring firms in
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other industries that have a reputation for making effective use of leading-edge
technology applications.
All these issues need to be considered by Boards and if the organization is operating in
an offensive mode (IT is used more for competitive advantage than just operational
functionality) then it may be prudent to appoint an ITG committee. Nolan et al. (2005)
then offer advice as to what such a body should entail.
4.3.1

Building the ITG Committee

A company that decides it needs board-level IT oversight via an ITG committee must
do three things. Firstly, the directors must select the appropriate members, including the
chairman. Second they must determine the group’s relationship to the audit committee,
and third they should prepare a charter. Further, the authors recommend that the ITG
group be made up of independent directors with the chair being someone who has
overseen the use of IT to gain strategic advantage in another organization. In addition,
at least one person on the committee should be an IT expert who should operate as a
peer at the senior management and board level. Nolan et al. (2005) state that generally
speaking, the IT expert serves much the same function as the CPA on an audit
committee.
The authors recommend that the relationship of the ITG committee to the audit
committee be very close, because IT issues can affect economic and regulatory matters
such as compliance with Sarbanes-Oxley. They suggest that it’s good to have one audit
committee member serve on the ITG committee with the charter of the IT committee
explicitly describing its relationship with the audit committee. Nolan et al. (2005) state
that regardless of the company’s position top-level commitment is critical if the board is
to engage in ITG.
4.4

Current Critical IT Issues Impacting Directors

The Information Technology Advisory Committee (ITAC) of the Canadian Institute of
Chartered Accountants (CICA) developed some guidance for company directors, audit
and IT steering committees, to assist in the discharge of their responsibilities for ITG.
ITAC developed a check list of twenty questions around what they perceived to be the
five critical domains surrounding ITG namely strategic issues, internal control issues,
risk issues, privacy issues and legal issues. The list is repeated below.
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4.4.1

Strategic Issues

Strategy and planning
Q1. Does IT Management have a strategic information systems plan in place that is
monitored and updated as required? Does this plan form the basis for the annual
plans, annual and long-term budgets and the prioritization of information
technology projects?
Technology trends
Q2. Have appropriate procedures been established to ensure that the organization is
aware of technology trends, periodically assessing them and taking them into
consideration when determining how it can better position itself?
Performance
Q3. Have key performance indicators and drivers of the IT department been
determined? Are they monitored from time to time and are they benchmarked
against industry standards?
Q4. How is the organization managing its relationships with third-party service
providers?
Personnel
Q5. Does IT Management have appropriate procedures to address information
technology employee turnover, training and project assignment?
Q6. How has IT Management ensured that it has identified the required technology
expertise and how is top talent attracted and retained?
4.4.2

Internal Control Issues

Governance
Q7. Has the board considered the creation of an IT subcommittee or assigned a board
member specific responsibility for the organization’s investment in, and use of,
IT?
Q8. Who on the IT Management team has responsibility for IT corporate governance?
Is this person in a sufficiently senior management position?
Q9. What is IT Management doing to ensure that employees are aware of, and are in
compliance with, the company’s information and security policies?
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4.4.3

Risk Issues

Q10. Does IT Management have a plan to periodically conduct risk assessments
covering the organization’s use of IT, including internal systems and processes,
outsourced services and the use of third-party communications and other services?
If it does, are the results of the assessments acted on where appropriate or
required?
Q11. How does IT Management ensure data integrity, including relevance,
completeness, accuracy and timeliness, and its appropriate use within the
organization?
Q12. What arrangements does the organization have for the regular review and audit of
its systems to ensure risks are sufficiently mitigated and controls are in place to
support the major processes of the business?
E-business
Q13. If the organization uses e-business to buy or sell products or services, has there
been a specific review of the risks and controls over the e-business activities?
Q14. Are the organization’s e-business activities appropriately protected from external
attack by hackers or others that, if successful, would result in loss of customer
satisfaction or public embarrassment?
Availability
Q15. Has the organization adopted formal availability policies? Has it implemented
effective controls to provide reasonable assurance that systems and data are
available in conformity with availability policies?
Q16. Does the organization understand the impact of an interruption in service and are
there plans in place to deal with potential interruptions? Has a business continuity
plan been adopted? If it has been adopted, is it tested regularly and are the results
used to improve the plan?
4.4.4

Privacy Issues

Q17. Has the organization assigned someone the responsibility for privacy policy,
privacy legislation and compliance therewith?
Q18. Has the organization identified the various legislative and regulatory requirements
for protecting personal information and developed a policy and procedures for
monitoring compliance with them?
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4.4.5

Legal Issues

Q19. Has IT Management considered and addressed legal implications that pertain to
the use of software, hardware, service agreements and copyright laws?
Q20. Have policies covering licences, agreements and copyright been formulated and
disseminated to all personnel?
This list of 20 questions provides a useful potential framework for IT competences for
Boards, as, having noted the risks, it would appear imperative Boards design the
appropriate procedures to mitigate these IT risks.
4.5

Key Competences for Boards

Based upon the previous two sections, which looked at strategies for developing
appropriate ITG mechanisms and then reviewed some current critical issues impacting
ITG, this study is now well placed to summarise the competences needed by Boards.
These will be summarised utilising the four main areas of Board responsibility (four
areas of ITG domain) as identified earlier by Trites (2004).
4.5.1

Strategic Planning Competences

In relation to strategic issues firstly the Boards need to ensure that the company is
placing the right emphasis on IT during the actual strategic planning process.
Furthermore Boards need to ascertain the extent to which the company is involved in ebusiness and whether adequate security measures have been put in place. The latter
would include an assessment as to whether all the risks and controls pertaining to ebusiness including adequate protection from hackers have been properly evaluated by
the management. The Board would also have to appraise whether any new or state of
the art technologies are currently being considered by the company, failing which the
Board would have to enquire whether or not there are processes in place in-house for
the company to keep abreast with current technological trends.
4.5.2

Internal Control Competences

In regards to internal control it is the Board’s responsibility to set up an IT
subcommittee or at a minimum assign a Board member specific responsibility for the
organization’s investment in, and use of, IT. The Board also needs to clearly identify or
pinpoint which of the individual(s) on the IT Management team has direct responsibility
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for the corporate governance of IT and to ensure that he/she is in a sufficiently senior
management position. The Board also has to ‘shadow check’ IT Management to ensure
that the employees are aware of, and are in compliance with, the company’s information
and security policies.
4.5.3

Business Risk Competences

In this respect the Board has to ensure that IT Management has established a reasonable
process to identify all likely business risks and that the risk management process is in
fact working. The Board also has to review the internal auditor’s assessment of the risk
management process and to evaluate whether the risk management process is good
enough to counter threats from hacking, like denial of service or theft of proprietary
information. The Board has to “shadow check” to ensure that IT Management have a
plan to periodically conduct risk assessments covering the organization’s use of
information technology, including internal systems and processes, outsourced services
including the use of third-party communications and other services. The Board also
needs to take follow up actions to ensure that IT Management acts upon the results of
the assessments when necessary and appropriate.
4.5.4

Privacy and Legal Competences

As regards privacy and legal competences the Board has to ensure that IT Management
has assigned an individual(s) the responsibility for overseeing privacy policy, privacy
legislation and the compliance therewith. In addition it is also the responsibility of the
Board to ensure that IT Management has identified the various legislative and
regulatory requirements for protecting personal information and has developed both a
policy as well as procedures for monitoring compliance with them. Other areas within
the board’s purview include reviewing whether IT Management has considered and
addressed the legal implications pertaining to the use of software, hardware, service
agreements and copyright laws and that the policies covering licences, agreements and
copyright have been formulated and disseminated to all concerned parties.
Table 4.1 lays out the proposed model of IT Competences for Boards in point format. It
lists down 42 specific competences, extracted separately from reviews of the IT
associations, professional accounting bodies and academic researchers, under each of
the 4 main domain areas noted earlier. Columns two to four of Table 4.1 provide the
rationale for including each item and as is evident from the table; justification for the
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inclusion emerges from all three professional sectors surveyed i.e. IT, accounting and
academic. Table 4.2 then presents the competences in the form of a draft survey
instrument. In the first column of Table 4.2, the issue requiring the competence is listed
and respondents are asked to evaluate the importance of each issue by ranking it over a
five-point scale from not important to very important. Then, in the second column the
same issue is relisted but this time the respondents are requested to evaluate how
competent the Board is to deal with the issue, by ranking it over a five-point scale from
not competent to very competent.
Having reviewed the extant literature on challenges facing Boards and IT Management
with regards to ITG from all 3 bodies of work namely IT Associations, Accountancy
profession and the academic literature, a proposed model of IT competences for Boards
was developed (Table 4.1). The model was then incorporated into a draft survey
instrument (Table 4.2) for testing. The draft survey instrument was then subjected to
testing in sandpit mode and a full pilot study before being finalised for the actual case
study.
4.6

Summary

The purposes of this section are twofold. Firstly, some of the ITG issues that are
implicit or explicit in the current literature were identified by drawing up a framework
of IT issues impacting the work of Boards. Furthermore, by considering the same
issues, the direction in which Board responsibilities for ITG appears to be going were
assessed. Second, based upon the above summary and then a review of some current
critical practical problems in the IT arena, a model of IT competences for Boards was
then developed.
In their earlier study Nolan and McFarlan (2005) explored the role of Boards in ITG and
how most "fall into the default mode of applying a set of tacit or explicit rules cobbled
together from the best practices of other firms." They argued that Boards need their own
framework to develop ITG policies. In this regards they made some broad
recommendations about the composition of Board ITG committees suggesting the close
relationship of the ITG committee to the Audit committee, because ITG issues can
affect economic and regulatory matters including compliance with Sarbanes-Oxley.
They go further by stating that it's ideal to have one audit committee member serve on
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the ITG oversight committee. Meanwhile Trites (2004) looked at overall Board
responsibility for ITG and came out with a suggested list of competences in this regards.
The present study goes further than the studies referred to earlier by developing an
actual model to test whether or not these are the appropriate competences and then the
level of competence currently attained. Prior studies were conducted using students and
accounting/audit practitioners whereas this study tests the model on real IT practitioners
namely Boards and IT Management of listed companies. It also tests the model in two
real separate international jurisdictions. Board ITG is a topical issue hence the need for
a new framework to be developed and tested.
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Table 4.1: Proposed Model of IT Competences for Boards
Issues
Area 1: Strategic Planning Issues
1. Importance of the role of IT in the company
2. The strategic value of IT to the company
3. Options for the effective, efficient and acceptable use
of IT
4. Alignment of IT activities with the company’s
objectives
5. Mechanisms for information security risk
6. Technology-based competitive threats
7. Innovative use of IT to undertake new businesses and
improve processes
8. Communication technologies for schedule or
impromptu meetings
9. Secure IT tools to provide updates on relevant matters
10. Data analytics to support board decision-making
11. Investment in hardware, software and applications
12. Stakeholder concerns and needs appropriately
considered and identified
13. IT staff turnover, training and project assignment
14. Required technology procedures and expertise to
attract and retain top talents
15. Effective corporate communication systems
16. Resources like training, consultants, internal staff and
knowledge to enable staff to leverage new technologies

IT Associations

Professional Accounting
Associations/Firms

ISO/IEC 38500
COBIT/AS 8015
ISO/IEC 38500
ITGI/AS 8015
ISO/IEC 38500
COBIT/AS 8015

Deloitte/KPMG/AICPA

ISO/IEC 38500
COBIT/AS 8015
ISO/IEC 38500
COBIT/AS 8015
ISO/IEC 38500
COBIT/AS 8015
ISO/IEC 38500
COBIT/AS 8015
ISO/IEC 38500
COBIT
ISO/IEC 38500
COBIT
ISO/IEC 38500
AS 8015
ISO/IEC 38500
COBIT
ISO/IEC 38500
COBIT/AS 8015
ISO/IEC 38500
COBIT
ISO/IEC 38500
COBIT
ISO/IEC 38500
COBIT
ISO/IEC 38500
COBIT

Deloitte/KPMG/AICPA
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Deloitte/KPMG/AICPA
Deloitte/KPMG/AICPA

Deloitte/KPMG
IEG 11
Deloitte/KPMG
IEG 11
Deloitte/KPMG/AICPA
IEG 11
Deloitte
IEG 11
Deloitte
IEG 11
Deloitte
IEG 11
AICPA
Deloitte/KPMG
Deloitte
IEG 11
Deloitte
IEG 11
Deloitte
IEG 11
Deloitte

Academic Literature
De Haes et al. (2004)
Trite (2004) Nolan et al. (2005)
De Haes et al. (2004)
Trite (2004) Nolan et al. (2005)
De Haes et al. (2004)
Trite (2004) Nolan et al. (2005)
De Haes et al. (2004)
Trite (2004) Nolan et al. (2005)
Greenstein and McKee (2004)
Trite (2004) Nolan et al. (2005)
Greenstein and McKee (2004)
Trite (2004) Nolan et al. (2005)
Greenstein and McKee (2004)
Trite (2004) Nolan et al. (2005)
Trite (2004) Nolan et al. (2005)
Greenstein and McKee (2004)
Trite (2004) Nolan et al. (2005)
Trite (2004) Nolan et al. (2005)
Trite (2004) Nolan et al. (2005)
De Haes et al. (2004)
Trite (2004) Nolan et al. (2005)
Trite (2004) Nolan et al. (2005)
Greenstein and McKee (2004)
Trite (2004) Nolan et al. (2005)
Weill and Ross (2004)
Trite (2004) Nolan et al. (2005)
Trite (2004) Nolan et al. (2005)

Area 2: Internal Control Issues
1. Overall oversight of IT related risks
2. Appropriate oversight of IT strategic risk
3. Appropriate governance mechanisms be it at board or
at committee level
4. IT background and experience of both the present
board as well as any future entrants to the board
5. Standards for security and document retention
6. Secure platforms for board meetings
7. Company-wide anti-fraud platforms
8. Value for money propositions from IT investments
9. Having the right IT infrastructure and applications in
place
10. IT acquisitions provide the required necessary
capabilities
11. Shared understanding of the intent behind any IT
acquisition between the company and vendors
Area 3: Business Risk Issues
1. Efficacy of IT monitoring and measurement systems
2. Developments in IT and business processes that will
support future business needs
3. Plans and policies are carried out and implemented
according to assigned responsibilities
4. Business continuity risk
5. Regular reviews of security and reliability measures
6. Appropriate project management systems

ISO/IEC 38500
COBIT/AS 8015
ISO/IEC 38500
COBIT/AS 8015
ISO/IEC 38500
COBIT/AS 8015
ISO/IEC 38500
AS 8015
ISO/IEC 38500
AS 8015
ISO/IEC 38500
AS 8015
ISO/IEC 38500
AS 8015
ISO/IEC 38500
COBIT/AS 8015
ISO/IEC 38500
COBIT/AS 8015
ISO/IEC 38500
COBIT/AS 8015
ISO/IEC 38500
COBIT/AS 8015

Deloitte/AICPA

ISO/IEC 38500
AS 8015
ISO/IEC 38500
AS 8015
ISO/IEC 38500
AS 8015
ISO/IEC 38500
AS 8015
ISO/IEC 38500
AS 8015
ISO/IEC 38500
AS 8015

Deloitte/KPMG/AICPA
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Deloitte

De Haes et al. (2004)
Trite (2004) Nolan et al. (2005)
De Haes et al. (2004)
Trite (2004) Nolan et al. (2005)
De Haes et al. (2004)
Trite (2004) Nolan et al. (2005)
Trite (2004) Nolan et al. (2005)

IEG 11

Trite (2004) Nolan et al. (2005)

Deloitte
IEG 11
Deloitte
IEG 11
Deloitte/KPMG/AICPA

Trite (2004) Nolan et al. (2005)

Deloitte/KPMG
Deloitte

Deloitte/KPMG/AICPA
AICPA
AICPA/IEG 11

IEG 11

Deloitte/KPMG/AICPA
IEG 11
Deloitte/KPMG/AICPA
IEG 11
AICPA

Trite (2004) Nolan et al. (2005)
De Haes et al. (2004)
Trite (2004) Nolan et al. (2005)
De Haes et al. (2004)
Trite (2004) Nolan et al. (2005)
De Haes et al. (2004)
Trite (2004) Nolan et al. (2005)
De Haes et al. (2004)
Trite (2004) Nolan et al. (2005)
Greenstein and McKee (2004)
Trite (2004) Nolan et al. (2005)
Greenstein and McKee (2004)
Trite (2004) Nolan et al. (2005)
Weill and Ross (2004)
Trite (2004) Nolan et al. (2005)
Greenstein and McKee (2004)
Trite (2004) Nolan et al. (2005)
Greenstein and McKee (2004)
Trite (2004) Nolan et al. (2005)
Trite (2004) Nolan et al. (2005)

7. Social media platforms to track and assess consumer
sentiment
8. Managing the relationship with third party IT service
providers
Area 4: Privacy and Legal Issues
1. Legislative and regulatory requirements for protecting
personal information as well as policy and procedures
for compliance
2. Compliance with all relevant legislation pertaining to the
use of software, hardware, service agreements and
copyright laws
3. Integrating and managing IT operations subject to
regulations like Sarbanes-Oxley, HIPAA, Basel, etc.
4. Compliance with professional standards, frameworks
and methodologies affecting ITG
5. How the company’s ethical norms or culture of
compliance in IT influences the overall effectiveness of
ITG
6. Formal availability policies with effective controls to
provide reasonable assurance about systems and data
7. Decommissioning or disposing off IT assets in
accordance with environmental legislation and
regulations

Deloitte/KPMG/AICPA

ISO/IEC 38500
COBIT/AS 8015

Deloitte/KPMG/AICPA
IEG 11

Greenstein and McKee (2004)
Trite (2004) Nolan et al. (2005)

Deloitte/KPMG/AICPA

Trite (2004) Nolan et al. (2005)

ISO/IEC 38500
COBIT/AS 8015

Trite (2004) Nolan et al. (2005)

ISO/IEC 38500
COBIT/AS 8015
ISO/IEC 38500
COBIT/AS 8015
ISO/IEC 38500
AS 8015

Trite (2004) Nolan et al. (2005)

ISO/IEC 38500
AS 8015
ISO/IEC 38500
AS 8015

Greenstein and McKee (2004)
Trite (2004) Nolan et al. (2005)
Trite (2004) Nolan et al. (2005)
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Greenstein and McKee (2004)
Trite (2004) Nolan et al. (2005)
Trevino et al (1999)
Trite (2004) Nolan et al. (2005)

Table 4.2: Draft Survey Instrument Derived from Proposed Model of IT Competences for Boards
Area 1: Strategic Planning Issues
Issues
Rank each of the following IT issues in terms of their importance to
your company
Not important ------------------------------------------- Very important
1. Importance of the role of IT in the company
2. The strategic value of IT to the company
3. Options for the effective, efficient and acceptable use of IT
4. Alignment of IT activities with the company’s objectives
5. Mechanisms for information security risk
6. Technology-based competitive threats
7. Innovative use of IT to undertake new businesses and improve
processes
8. Communication technologies for scheduled or impromptu meetings
9.
10.
11.
12.
13.
14.
15.
16.

Competences
What level of competence does your board currently have to deal with
the following issues
Not competent -------------------------------------------- Very competent
1. Importance of the role of IT in the company
2. The strategic value of IT to the company
3. Options for the effective, efficient and acceptable use of IT
4. Alignment of IT activities with the company’s objectives
5. Mechanisms for information security risk
6. Technology-based competitive threats
7. Innovative use of IT to undertake new businesses and improve
Processes
8. Communication technologies for scheduled or impromptu
Meetings
Secure IT tools to provide updates on relevant matters
9. Secure IT tools to provide updates on relevant matters
Data analytics to support board decision making
10. Data analytics to support board decision making
Investment in hardware, software and applications
11. Investment in hardware, software and applications
Stakeholder concerns and needs appropriately considered and
12. Stakeholder concerns and needs appropriately considered and
identified
identified
IT staff turnover, training and project assignment
13. IT staff turnover, training and project assignment
Required technology procedures and expertise to attract and retain
14. Required technology procedures and expertise to attract and retain
top talents
top talents
Effective corporate communication systems
15. Effective corporate communication systems
Resources like training, consultants, internal staff and knowledge to
16. Resources like training, consultants, internal staff and knowledge to
enable staff to leverage new technologies
enable staff to leverage new technologies
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Area 2: Internal Control Issues
Issues
Rank each of the following IT issues in terms of their importance to
your company
Not important ------------------------------------------- Very important
1. Overall oversight of IT related risks
2. Appropriate oversight of IT strategic risk
3. Appropriate governance mechanisms be it at board or at committee
level
4. IT background and experience of both the present board as well as
any future entrants to the board
5. Standards for security and document retention
6. Secure platforms for board meetings
7. Company-wide anti-fraud platforms
8. Value for money propositions from IT investments
9. Having the right IT infrastructure and applications in place
10. IT acquisitions provide the required necessary capabilities
11. Shared understanding of the intent behind any IT acquisition
between the company and vendors

Competences
What level of competence does your board currently have to deal with
the following issues
Not competent -------------------------------------------- Very competent
1. Overall oversight of IT related risks
2. Appropriate oversight of IT strategic risk
3. Appropriate governance mechanisms be it at board or at committee
level
4. IT background and experience of both the present board as well as
any future entrants to the board
5. Standards for security and document retention
6. Secure platforms for board meetings
7. Company-wide anti-fraud platforms
8. Value for money propositions from IT investments
9. Having the right IT infrastructure and applications in place
10. IT acquisitions provide the required necessary capabilities
11. Shared understanding of the intent behind any IT acquisition
between the company and vendors

Area 3: Business Risk Issues
Issues
Rank each of the following IT issues in terms of their importance to
your company
Not important ------------------------------------------- Very important
1. Efficacy of IT monitoring and measurement systems
2. Developments in IT and business processes that will support future
business needs
3. Plans and policies are carried out and implemented according to
assigned responsibilities
4. Business continuity risk
5. Regular reviews of security and reliability measures
6. Appropriate project management systems
7. Social media platforms to track and assess consumer sentiment
8. Managing the relationship with third party IT service providers

Competences
What level of competence does your board currently have to deal with
the following issues:
Not competent -------------------------------------------- Very competent
1. Efficacy of IT monitoring and measurement systems
2. Developments in IT and business processes that will support future
business needs
3. Plans and policies are carried out and implemented according to
assigned responsibilities
4. Business continuity risk
5. Regular reviews of security and reliability measures
6. Appropriate project management systems
7. Social media platforms to track and assess consumer sentiment
8. Managing the relationship with third party IT service providers
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Area 4: Privacy and Legal Issues
Issues
Rank each of the following IT issues in terms of their importance to
your company
Not important --------------------------------------------Very important
1. Legislative and regulatory requirements for protecting personal
information as well as policy and procedures for compliance
2. Compliance with all relevant legislation pertaining to the use of
software, hardware, service agreements and copyright laws
3. Integrating and managing IT operations subject to regulations like
Sarbanes-Oxley, HIPAA, Basel, etc.
4. Compliance with professional standards, frameworks and
methodologies affecting ITG
5. How the company’s ethical norms or culture of compliance in IT
influences the overall effectiveness of ITG
6. Formal availability policies with effective controls to provide
reasonable assurance about systems and data
7. Decommissioning or disposing off IT assets in accordance with
environmental legislation and regulations

Competences
What level of competence does your board currently have to deal with
these issues
Not competent --------------------------------------------Very competent
1. Legislative and regulatory requirements for protecting personal
information as well as policy and procedures for compliance
2. Compliance with all relevant legislation pertaining to the use of
software, hardware, service agreements and copyright laws
3. Integrating and managing IT operations subject to regulations like
Sarbanes-Oxley, HIPAA, Basel, etc.
4. Compliance with professional standards, frameworks and
methodologies affecting ITG
5. How the company’s ethical norms or culture of compliance in IT
influences the overall effectiveness of ITG
6. Formal availability policies with effective controls to provide
reasonable assurance about systems and data
7. Decommissioning or disposing off IT assets in accordance with
environmental legislation and regulations
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CHAPTER 5
RESEARCH METHODOLOGY

5.1

Introduction

In Chapter 1 the research questions were proposed and in Chapter 4 the proposed Board IT
competences framework was developed. This Chapter presents the research design and
methodology that is used to answer the research questions and is in turn divided into twelve
sub sections. Section 5.2 commences with a discussion of the positivist research philosophy
which underpins this study. Section 5.3 provides an overview of the research design used and
its justification for this research. Section 5.4 discusses the testing of the survey instrument in
sandpit mode while Section 5.5 details the full pilot test carried out. Section 5.6 discusses the
research design for the chosen jurisdiction while section 5.7 outlines the research design for
participants. Section 5.8 elaborates on the final survey instrument design while section 5.9
discusses the steps taken to validate the survey instrument. Section 5.10 talks about ethical
issues and clearances required for this research. The data analysis and statistical techniques
used are presented in section 5.11 and finally, this chapter is summarised in section 5.12.
5.2

Research Philosophy

This study adopts a positivist research philosophy. This philosophy is based on the
fundamental belief that there is an underlying and measurable reality that governs business
behaviour. Essentially, the world is viewed as a single reality and a set of universal laws
waiting to be discovered.
Positivist researchers prefer to work with an observable social reality and the end product of
positivist research can be law-like generalisations similar to those produced from the physical
and natural scientists (Saunders, Lewis, and Thornhill, 2003). The researcher is detached
from the data being collected and “focuses on description, explanation and uncovering facts”
(Ticehurst and Veal, 1999, p.20). Conclusions and test results are based on empirical
evidence which is capable of replication (Cavana, Delahaye and Sekaran, 2001). Rigorous
processes and steps are involved in gathering and analysing data to ensure reliability and
replicability of the results. Replicability is considered the hallmark of good positivist
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research. “Another researcher should be able to conduct the research in the same way and
come up with comparable results” (Cavana et al., 2001, p.8).
Positivist researchers generally use quantitative methods to objectively test relationships that
they believe exist. Quantitative methods are widely used in corporate governance research.
Since this study is concerned with a sub-set of corporate governance research namely ITG
and Board competence in ITG, their analysis requires an objective testing process. The study
focuses on the significance of these relationships, rather than on the quality, nature or depth
of the relationships.
5.3

Research Design – chosen methodology

Research designs are developed to allow the researcher to answer the research questions as
validly, objectively, accurately and economically as possible (Trotman, 1996).
This study is concerned with the attitudes of IT Management and Boards to IT matters and
the competences of Boards to deal with these matters. Five research questions were
developed to test attitudes towards four groups of IT environment issues, subsequently
subdivided into factors. These were identified from the academic and professional literature.
The

four

issues

are:

strategic

planning

issues/competences,

internal

control

issues/competences, business risk issues/competences and privacy-legal issues/competences,
in an IT setting. An important part of any study is operationalizing the research questions.
The two main challenges in doing this are specifying the model, and operationalizing each
construct within the study (Cavana et al., 2001). In specifying the model it is important to
ensure that all relevant variables are included, and irrelevant variables are excluded.
Specifically therefore, answering the research questions in this study requires testing for any
differences in the attitudes between two groups of respondents: (1) Boards (2) IT
Management.
Initially a literature review was conducted to ascertain the main issues confronting ITG in the
current business environment and the competences Boards need to meet these challenges. In
this regard there are a number of supporting frameworks that provided useful guidelines as to
the implementation of ITG. By using these existing frameworks, a listing was developed of
the competences that Boards ought to have, in order to cope with the challenges identified.
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Some of the proposed ITG competence frameworks identified as the potential basis for the
study, and explained in detail in chapter 3 are:


AS8015-2005 Australian Standard for Corporate Governance of Information and
Communication Technology.



ISO/IEC 38500:2008 Corporate Governance of Information Technology, (very
closely based on AS8015-2005)



COBIT (Control Objectives for Information and related technology)



Accounting Profession competences, taken from the IT knowledge and skills level
requirements of the major professional accountancy bodies.

The extant academic literature was also reviewed. By referring to methodologies used in
prior studies such as Greenstein and McKee (2004) the proposed survey instrument was
further refined.
Having reviewed the extant literature on challenges facing Boards and IT Management with
regards to ITG, a proposed model of IT competences for Boards was developed (Table 4.1).
The model was then incorporated into a draft survey instrument (Table 4.2) for testing. The
draft survey instrument was then subject to testing in sandpit mode and a full pilot study
before being finalised for the actual case study.
5.4

Sandpit Testing

Sandpit testing of the survey instrument was undertaken, prior to live implementation. The
purpose of the sandpit tests was to ensure that:
1. Task instructions were clearly understood.
2. Instruments were clear and unambiguous.
3. Responses were as expected.
4. Instruments could be completed efficiently and as quickly as possible, with minimal
duplication.
5. Any useful ideas and suggestions provided could be obtained and incorporated into
the design.
The sandpit testing was undertaken with care so as not to exhaust persons who may be
eligible participants for the actual survey. Given the anticipated difficulty in obtaining the
real sample of participants, it was considered important not to use them up in conducting any
pre-testing, even though this is a less than ideal test condition (Cavana et al., 2001).
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The initial phase of testing was carried out to ensure an operating prototype was available for
the survey and tested prior to conversion to the online delivery platform. As modifications
within the online platform are more difficult to undertake, most basic and problematic issues
(primarily relating to format and content) were identified and corrected at this stage. A full
paper-based prototype was tested on four knowledgeable volunteers. These were, two ITG
professionals, one internal auditor and one partner in charge of IT audits at a Big Four firm in
Australia. The prototype was essentially the same design as the draft survey instrument.
Following this phase of testing, some refinements were made to the survey instrument. The
changes included some additional designations for Boards as well as increases in the bands
for turnover within Part 1 of the survey instrument, the demographic profiles of respondents,
as well as the rephrasing of three strategic planning issues/competences in Parts 2/3 of the
survey instrument for clarification purposes.
After this phase of testing was completed, the online survey instrument was commissioned
and unit tested in the Griffith University eResearch Services test (sandpit) environment prior
to a full working version being established in the production environment. The pilot test was
conducted using the electronic version of the survey instrument on LimeSurvey, which was
activated in sandpit mode to enable the respondents to complete the questionnaire and give
feedback as well. It was launched on the 25th October 2013 and sent to 20 previously
identified and contacted respondents who agreed to participate as pilots via the social media
channel LinkedIn. The breakdown of the volunteers surveyed by individual country was as
follows:
Table 5.1: Breakdown of Pilots in Sandpit Testing by Individual Country
Country

No

1.

Malaysia

6

2.

Indonesia

1

3.

New Zealand

1

4.

Ireland

1

5.

South Africa

1

6.

Australia

10

Total

20

All the volunteers were fully knowledgeable in the area, being either ITG practitioners (in
firms or accountancy practices) or academics. The volunteers completed and submitted the
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questionnaire and six of them chose to give feedback on the veracity and appropriateness of
the questions and also made some suggestions to improve the questionnaire. They were as
follows:
1. ITG practitioner in Australia
2. ITG practitioner in New Zealand
3. ITG practitioner in South Africa
4. IT academic in Ireland
5. Academic in Malaysia
6. Academic in Malaysia
Some of the suggestions made in respect of changes to the draft survey instrument were as
follows:
Part 1 - Demographic profile
Question 2: Director/CIO There should be options for other designations here like Chairman,
Managing Director and CEO.
Question 4: Increase the bands for turnover as the existing range of figures were too low for
entities listed on Bursa Malaysia
Part 2/3 – Importance of IT Issues/Board IT Competences
Strategic Planning issues – suggestions were made to incorporate some additional issues
as follows:
Putting in mechanisms for monitoring information security risk
Ability to critically evaluate IT investment recommendations
Alignment of business strategic plan and IT strategic plan
General comments
The pilot testers suggested the inclusion of a final open ended question before submission, so
that the respondents could add further comments/suggestions if they so wished. They also
suggested the addition of a no answer option amongst the list of choices available. The pilots
also remarked on the importance of paying attention to the expected completion time of the
survey as it informs participants of how much time they need to commit in order to complete
the questionnaire, and therefore minimise the chances of drop-outs.
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Following this phase of testing in the sandpit environment, some changes were made to the
final design of the survey instrument to make the responses more efficient in order to reduce
survey completion times. However, overall the pilot testers were satisfied that the survey
instrument was capturing the data required to answer the research questions identified in the
study. Other suggestions included a rewording of the questions in some instances, together
with the deletion of some redundant questions in other instances, so as to make a clear
distinction between the organizational (operational) and board oversight (governance) roles
in Part 3 of the survey instrument (Appendix A) regarding board IT competences.
Having evaluated and assessed all feedback, the final version of the survey instrument was
derived. This is listed in full at Appendix A. A comparison with the draft survey instrument,
listed at the end of chapter 4, Table 4.2, shows that the 4 categories of IT issues remained the
same, but the number of individual factors/components was reduced from 42 to 33. Also the
demographic questions were tidied up and the open ended question added. It was considered
the model was now ready for a full pilot test.
5.5

Full Pilot Study

To further verify the validity of the competences model, it was subsequently tested in a small
jurisdiction, but one with a developed economy and a stock exchange with corporate
governance requirements. For this purpose therefore the Republic of Ireland was chosen, as it
is a jurisdiction with a small manageable population, given that the Irish Stock Exchange
(ISE) has 72 listed companies only. All companies listed are subject to strict Companies Act
requirements, stock exchange listing requirements (ISE, 2013a) and corporate governance
principles (ISE, 2013b). The Irish economy is also defined as a developed economy by the
World Economy Rankings report issued by World Bank (2015).
The specific individual respondents surveyed were therefore the IT Management of all Irish
public listed companies. The list of companies was extracted from the official Irish Stock
Exchange listing. A mail-out was organised to all 72 companies. Four were returned as
incorrectly addressed leaving 68 targeted companies. Seven responses were received. This
yielded a response rate of 10% which is deemed typical when surveying extremely “time
poor” individuals such as the IT Management of public listed companies. Woodside (2010
p.2) notes that the reported response rates for such studies typically range from 8 to 30
percent. A survey by O’Leary et al. (2013) of company directors of Australia’s top 200
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companies yielded a response rate of 12% whilst a survey of Malaysian company directors by
Salleh et al. (2013) also yielded a response rate of 12%. The response was therefore
considered acceptable.
To further verify that the competences identified in the model were in fact relevant and
appropriate to Boards and to test its usability, it was decided to pilot test the model using IT
Management of listed companies. For this purpose therefore the Republic of Ireland was
chosen, as it is a jurisdiction with a developed economy, a stock exchange with corporate

governance requirements and a small manageable population, given that the Irish Stock
Exchange (ISE) has 72 listed companies only. So all this stage of the study was doing, is pilot

testing, not gathering actual evidence, hence its relevance and validity.
The full results of the pilot study are summarised briefly here. Table 5.2 which follows
summarises the raw data.
Table 5.2: Pilot Study of IT Management of Companies in the Republic of Ireland
Raw Data scores (Imp = importance, Comp = competence)
Strategic Planning Issues
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15

The strategic value of IT to the company
The company’s awareness of options for effective, efficient and acceptable use of IT
Alignment between all IT activities and the company’s objectives
Mechanisms are in place for monitoring information security risk
Awareness of technology-based competitive threats
Innovative use of IT to undertake new businesses and improve processes
Making use of the latest technologies for both scheduled and impromptu meetings
Making use of secure IT tools for all internal communication purposes
Making use of data analytics to support decision making throughout the organisation
Ability to critically evaluate IT investment recommendations
Considering all stakeholder concerns and needs when making IT investment decisions
Ensuring appropriate human resource policies are in place
Ensuring ample resources are available to enable staff to leverage new technologies
Ensuring appropriate contractual agreements are in place with IT vendors/ suppliers
Awareness of influence of company culture on overall effectiveness of IT governance

1
2
3
4
5
6
7
8
9

Ensuring appropriate oversight of all IT related strategic and operational risks
Instituting appropriate IT governance mechanisms be it at board or at committee level
Ensuring standards for security and document retention are in place
Setting up IT fraud prevention/detection platforms throughout the organisation
Setting up mechanisms to ensure company gets value for money from IT investments
Ensuring that IT monitoring and measurement systems deliver expected results
Ensuring that plans and policies are implemented and effective
Conducting regular reviews of IT security and reliability measures
Ensuring appropriate IT project management systems are used

Imp
4.285
3.857
3.857
4.285
3.571
3.714
3.571
4.000
4.285
3.857
4.000
3.571
3.571
4.428
3.857

Comp
4.428
4.000
3.714
4.285
3.857
4.142
4.142
4.000
4.142
3.714
4.000
3.857
3.857
4.142
4.142

4.285
3.714
4.285
4.000
4.000
3.857
3.714
4.428
3.571

4.142
3.714
4.142
3.857
3.857
4.000
4.000
4.285
3.857

4.000

3.714

Internal Control Issues

Business Risk Issues
1 Being cognisant of developments in IT trends and emerging technologies for future
business needs
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2 Ensuring that issues related to IT business continuity risk are identified and acted upon
3 Ensuring appropriate use of social media platforms to track/assess consumer sentiment
4 Ensuring relationships with third party IT service providers are sustainable

4.000
3.857
3.714

4.000
3.714
3.857

4.285

4.285

4.285

4.000

4.142

3.857

4.000

3.857

3.857

4.142

Privacy and Legal Issues
1 Ensuring that all local legislative and regulatory requirements for protecting personal
information as well as policy and procedures for compliance are adhered to
2 Ensuring compliance with all relevant local legislation pertaining to the use of software,
hardware, service agreements and copyright laws
3 Ensuring compliance with any relevant overseas regulations such as Sarbanes-Oxley,
HIPAA, Basel, etc.
4 Ensuring compliance with all professional standards, frameworks and methodologies
affecting IT governance
5 Ensuring that the decommissioning or disposal of IT assets is done in accordance with
environmental legislation and regulations

Respondents considered the 33 issues as important, did not identify any omitted IT issues and
were able to use the matrices to assess the performance of their Boards as regards
competence in the ITG area. IT Management of the evaluated companies considered overall
that their Boards were competent in dealing with current IT issues. No significant
weaknesses, or even significant gaps as to the evaluation of the importance of an item and the
Board competence to deal with it, were noted. It appears IT Management of Irish companies
consider their Boards have expertise on ITG. This would be expected in a developed
economy with a sophisticated Stock Exchange system, which Ireland currently has.
The results of the full pilot study support the concept of feasibly designing a model with
which to test ITG competences in a chosen jurisdiction. Referring back to chapter 1,
Malaysia is the chosen jurisdiction for this study due to the government’s attempts to
promote good corporate governance in that country, as outlined previously.
5.6

Research Design – chosen jurisdiction

The research design chosen for this study is a single case study method. Yin (2009, p.18)
defines the case study research method as an empirical inquiry that investigates a
contemporary phenomenon (e.g., a “case”), set within its real-world context-especially when
the boundaries between phenomenon and context are not clearly evident; and in which
multiple sources of evidence are used. Yin (2009) argues that the relative size of the sample
does not transform a multiple case into a macroscopic study. Yin (2009) states that once the
study establishes the parameters and applies it to the goal of the research even a single case
could be acceptable provided it met the established objective. This ensures the transformation
from the local to the global for explanation. Research using case study is particularly suited
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to studying how individuals make decisions and is expected to become more popular in
future governance research (Yin, 2009).
Following on from the above, an in-depth single-country-based case study research approach
appeared to be most suitable for the current research. Yin (2009) states that a case study is the
most appropriate tool to study such a complex phenomenon since it contributes to knowledge
about individual, organisational, social, political, economic and other related phenomena.
According to Hancock and Algozzine (2006), case study research identifies a topic that deals
with an in-depth analysis within a natural context, using multiple sources of information.
Woodside (2010, p.1) in adopting a more holistic perspective defined a case study as follows
“an inquiry that focuses on describing, understanding, predicting, and/or controlling the
individual i.e. process, animal, person, household, organization, group, industry, culture, or
nationality”. In Woodside’s opinion therefore, the defining feature of case study research lies
in the supreme importance placed by the researcher on acquiring data resulting in describing,
understanding, predicting, and/or controlling the individual case. Miles and Huberman (1994,
p.25) raise two specific questions, which are important to consider for a case study research:
firstly ‘what is my case?’ and secondly ‘where does my case leave off?’ In order to find
answers to these questions, Miles and Huberman (1994) suggest that a researcher might
identify a case as a phenomenon that occurs in a bounded context, where the case is the unit
of analysis.

This research has firstly identified the feasibility of developing a framework for assessing IT
competences of Boards of companies. It now tests it on the IT Management and Boards of
companies listed on the Malaysian Stock Exchange (Bursa Malaysia). Hence in this context
the jurisdiction of Malaysia is the single case study to evaluate the feasibility of the model
and the competences of the Boards. Every country in the world with a reasonably
sophisticated corporate governance environment will have listed companies on their stock
exchange. These companies will hopefully be run by competent management and executive
directors and be overseen by competent non-executive directors. All aspects of company
organisation, for example IT, will be included. The model developed in this study is
hopefully applicable to all jurisdictions and this is anticipated to be an area of future research.
However, at this point in time it is unknown whether the model is appropriate, or if the results
obtained in this jurisdiction are applicable/similar, to any other. Therefore, in the true sense
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of research design the single jurisdiction of Malaysia is a case study used to test the model
and the results of the evaluation processes.

Furthermore, according to Yin (2012, p.5) case studies are pertinent when the researcher
addresses either a descriptive question or an explanatory question. Thus by emphasizing the
study of a phenomenon within its real-world context, the case study method favours the
collection of data in natural settings as for example through responses to questionnaires in a
survey.
This study is not testing a hypothesis but rather attempts to develop a theoretical proposition
or framework. By using one case study, namely the attitudes of Malaysian IT Management
and Boards, it attempts to gain support, feedback and refinement for the proposed Boards’ IT
competences framework as suggested by Yin (2012). It is not the intention of this study to
form conclusions for general applicability, although it is hoped the methods here will be
replicated in other jurisdictions to see if comparable results are achieved.
Surveys provide a valuable means to capture the knowledge and experience of a responding
cohort that is large in size and dispersed over a wide geographical area. Online surveys are
increasingly used for this purpose, offering both significant benefits and challenges to
researchers. This highly efficient and attractive method of delivery has the potential to
achieve high response rates and maintain a confidential environment for participant
management. The electronic process provides efficiencies and cost-effectiveness in
delivering survey data into a database like SPSS for subsequent analysis and in supporting
related issues of obtaining ethics approval and data archiving. This study used LimeSurvey a
trustworthy open source survey application hosted by the Griffith University Research
Survey Centre on a secure server to gather information about Board IT competences in
Malaysia.
5.7

Research design – participants

Data for this study was gathered using research instruments (surveys) which were completed
by human participants namely IT Management and Boards. As this is a Malaysian study, the
surveys were conducted using participants domiciled in Malaysia.
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Obtaining feedback from the targeted respondents namely IT Management and Boards in
Malaysia was a major challenge in this research and this was recognised as a project risk
given that both groups of respondents are extremely ‘time poor’ individuals. An online
research tool was used to solicit participation in the survey from both groups of respondents.
For the IT Management group, participants were required to be either CIOs or CTOs whilst
for Boards they were required to be any one of the following namely, Chairman, Chief
Executive Officer or Director as at this level of seniority it can be reasonably expected that
they will have some interaction or involvement with company Boards (or committees).
An online survey tool was used as it enabled the respondents to undertake the survey in the
comfort of their homes or offices from anywhere in Malaysia at any time. That is, this
method made it relatively easy for them to participate in the survey. It was reasonably
considered that all Boards and IT Management are now computer literate and either has their
own personal computers, mobile computing devices, iPads or else has access to computing
facilities. Online surveys can also overcome difficulties and problems associated with the
manual mail-out of questionnaires. It would also have been exceedingly difficult to bring
such senior people together to undertake the survey in a controlled (laboratory setting).
Participation in this survey was actively promoted through direct contact with companies
listed in Bursa Malaysia using contact details and email addresses obtained from their
individual websites with a request that the link to the survey instrument using the LimeSurvey
platform be forwarded to the relevant identified parties namely IT Management as well as the
Board member with oversight for ITG. To enhance participation rates this effort was
followed up by telephone calls as well as on-site visits to their premises in some instances.
The survey instrument was also sent to organizations such as the Malaysian Association of
Company Directors, Malaysian Institute of Corporate Governance, Malaysian Minority
Shareholders Watchdog Group, Federation of Public Listed Companies Malaysia and the
National ICT Association of Malaysia-CIO Chapter with a covering letter requesting that the
link to the survey instrument be sent onwards to the respondents identified in the survey
instrument. 119 participants responded to the survey in this manner. An additional 23
respondents (9 from IT Management and 14 Board members) opted to fill out an identical
‘paper’ version of the survey instrument after being sent the electronic link initially and then
being followed up by telephone. This additional 23 increased the response rate. The ‘paper’
completed responses were checked on the spot and collected within a short time frame. Any
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questions from the participants were promptly responded to and addressed, therefore keeping
the participants more enthused (Cavana et al., 2001) besides minimising the chances of
obtaining incomplete responses.
Even though there was no reason to assume there would be any difference between responses
based upon completion method, it was still decided to test for differences. Subsequent t-tests
carried out to confirm no significant differences existed between online and manual
respondents revealed 12 of the 66 evaluated factors had significant differences, but were
divided almost equally between online and manual responses. For seven factors, the online
respondents had higher means than the manual responses but for five factors, the manual
respondents had higher means. It was therefore considered reasonable to assume overall there
was no significant difference between the respondents based upon method of completion and
so all responses are considered as useable.
The paper-based research instrument was adapted for electronic delivery to the LimeSurvey
platform supported by eResearch Services, Griffith University. LimeSurvey has strong online
monitoring features to enable the researcher to enquire of the data being collected at any
point of time. Therefore, the response frequency and numbers can be monitored from time to
time. Completed responses (and incomplete responses) were progressively reviewed from
time to time. The responses were closed off at 142 responses, 119 electronic and 23 ‘paper’
as explained above. On review, it was revealed this comprised 120 complete responses and
22 incomplete responses. The 120 complete responses were used to analyse the results. At the
time of the study there were 811 companies listed on the Main Market of Bursa Malaysia,
however only 800 companies had their complete website addresses listed on the home page
of Bursa Malaysia. The 120 complete responses used to analyse the results represents 15% of
the total population surveyed and is therefore considered to be an acceptable response rate.
As mentioned previously Salleh et al. (2013) obtained a response rate of 12% from a similar
population. Woodside’s study (2010) provides further justification for considering the
response rate as acceptable.
5.8

Final Survey Instrument Design

This section describes the design of the final survey instrument. Effective design of the
survey instrument is fundamental to ensuring the relevance and quality of the data collection
for this study. The survey instrument is prepared in four parts.
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These are:
1) An introduction and instructions page
2) Demographic questions that relate to the participant (referred to in the survey
instrument as Part 1, see Appendix A, Part 1). Demographic information is captured
as it can assist in analysing the data.
3) A two-part survey response sheet with the first section asking respondents to evaluate,
in terms of significance, a list of the major IT issues facing their company today. The
second section then lists the competences required by Boards to deal with these issues
and respondents were asked to rank the level of competence they considered the
Board possesses, to deal with each issue (referred to in the survey instrument as Parts
2 & 3, see Appendix A, parts 2 and 3).
4) A final open-ended question for comments regarding issues not raised in the two-part
survey response sheet.
Each respondent received all four parts. The instruction page, the demographic responses
page, the survey response pages, and the final open-ended responses page were exactly the
same for each participant.
Two separate surveys were undertaken. As the two separate surveys used essentially the same
instrument tailored differently for the importance of ITG issues and competence of Boards
this enabled a comparison of the results to be performed. The survey instrument was
calibrated and validated to ensure that it properly answered the research questions. Their
judgements were captured using a 5-point Likert scale and provided the core data (dependent
variable scores) for this research. The data was collected both electronically as well as with
an identical paper-based instrument to capture the responses.
The data was then analysed using the SPSS statistical package to evaluate and respond to the
five research questions posed earlier. This was achieved by assessing whether there were any
differences in the rankings, between the Board and IT Management, in relation to (i) the
importance of each particular issue and (ii) the perceived level of Board competence to deal
with each issue. By doing so gaps were identified in perceptions between these two groups of
respondents, towards current issues and competences relating to ITG. In the process, the level
of knowledge of corporate governance of IT presently held by Boards of Malaysian
companies was evaluated. The success or otherwise of the model as a tool to evaluate IT
competences of Boards was also evaluated, based on the survey results.
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Descriptive and inferential statistical analysis are undertaken to answer the research
questions. The inferential analysis compares the mean scores and the variability of scores for
each research question across the two groups of respondents, to determine if any significant
differences exist between the group responses. The statistical technique that measures the
significance and the percentage of variance accounted for by main effects and interaction is
an ANOVA model (Trotman, 1996; Zikmund, 2003).
A limitation of using an online survey tool like LimeSurvey to gather the data for this
research is that the setting is not controlled by the researcher (other than validation type
checks programmed into the online instrument) and that the participant is unable to be
verified. This is acknowledged in section 7.4 regarding the limitations and assumptions made
in this study.
5.9

Survey Instrument Validation

Generally, concerns about survey instrument validity are intimately connected with issues
about sound research methodology (McFarlan, 1984). The latter should be carried out
whenever possible, in a systematic and programmatic manner (Hunter, et al., 1983; Jenkins,
1983, 1985; Mackenzie and House, 1979), using, where appropriate (McFarlan, 1986) the
requisite statistical and scientific methods (King, 1985). Paying greater attention to this issue
brings more rigour to the endeavour (Hunter, et al., 1983) permitting confirmatory, follow-up
research to utilise a tested survey instrument besides supporting triangulation of results (Cook
and Campbell, 1979). Validated survey instruments help us to measure the same research
constructs in the same way, granting improved measurement of independent and dependent
variables (Ives and Olson, 1984). Attention to instrumentation issues also brings greater
clarity to the formulation and interpretation of research questions. In the process of validating
an instrument, the researcher is engaged in a reality check, by finding out in relatively short
order how well conceptualisation of problems and solutions matches with the actual
experience of practitioners. This constant comparison of theory and practice in the process of
validating survey instruments results in more “theoretically meaningful” variables and
variable relationships (Bagozzi, 1980). Finally, lack of validated measures in confirmatory
research raises the spectre that no single finding in the study can be relied upon. In many
cases this uncertainty will prove to be unfounded but, in the absence of measurement
validation, these concerns linger (Straub, 1989).
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The key point is that confirmatory research requires rigorous survey instrument validation
besides quantitative analysis to establish greater confidence in its findings (Straub, 1989).
Social science researchers attempt to understand real world phenomena through expressed
relationships between research constructs (Blalock, 1969). The latter are not in themselves
directly observable, but are latent in the phenomenon under investigation (Bagozzi, 1979)
and behaviourally relevant measures can be operationalized to represent or serve as
surrogates for these constructs (Campbell, 1960). Moreover, selection of an initial set of
items for a draft survey instrument from the theoretical and even non-theoretical literature
simplifies instrument development. When fully validated instruments are available,
replication of a study in heterogeneous settings is likewise facilitated (Cook and Campbell,
1979).
Measurement of research constructs is neither simple nor straightforward. Instrumentation
that the researcher devises to translate the construct (as perceived by respondents) into data,
for instance, may be significantly affected by choice of method itself (as in interviews versus
paper-and-pencil instruments) and components of the chosen method (as in item selection
and item phrasing (Ives, et al., 1983). Bias towards outcomes the researcher is expecting can
subtly or overtly infuse the instrument. Inaccuracies in measurement can also be reflected in
the instrument when items are ambiguously phrased; length of the instrument taxes
respondents’ concentration or motivation for answering carefully is not induced (Ives, et al.,
1983). The validity of the research therefore, is only bought with assumptions about the
“goodness” of the technique of measurement (Cook and Campbell, 1979; Coombs, 1964).
In a perfectly valid survey instrument, data measurements completely and accurately reflect
the unobservable research construct. Given real world limitations however, some inaccurate
measurements inevitably obtrude on the translation process (Straub, 1989). The primary
question for researchers is the extent to which these translation difficulties affect findings; in
short, there is a need to have a sense of how good the instruments really are. Fortunately
instrumentation techniques are available that allow researchers to alternately construct and
validate a draft instrument that will ultimately result in an acceptable research instrument
(Straub, 1989).
In the research process, instrument validation should precede other core empirical validities.
Researchers first need to demonstrate that developed instruments are measuring what they are
supposed to be measuring (Cook and Campbell, 1979). Most univariate and multivariate
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statistical tests, including those commonly used to test internal validity and statistical
conclusion validity, are based on the assumption that error terms between observations are
uncorrelated. If respondents answer in some way that is more a function of the instrument
than the true score, this assumption is violated. Since the applicable statistical tests are
generally not robust to violations of this assumption, parameter estimates are likely to be
unstable, resulting in findings having little credibility, if at all (Lindman, 1974).
Chapter six subsequently outlines the rigorous reliability tests performed and post results
analysis, which supports the survey instrument’s validity.
5.9.1

Content Validity

Similarly, content validity must be supported. This investigates whether the instrument
parameters are drawn from all possible measures of the properties under investigation since
an instrument can be deemed invalid on grounds of the content of the measurement items. An
instrument valid in content is one that has drawn representative questions from a universal
pool (Cronbach, 1971; Kerlinger, 1964). With representative content, the instrument will be
more expressive of the true mean than one that has drawn idiosyncratic questions from the set
of all possible items. Bias generated by an unrepresentative instrument will carry over into
uncertainty of results. A content-valid instrument is difficult to create and perhaps even more
difficult to verify because the universe of possible content is virtually infinite. So in order to
establish the content validity of the survey instrument used in the study, this research took on
board the recommendation of Cronbach (1971) by utilising a review process whereby experts
in the field familiar with the content universe evaluate versions of the instrument again and
again until a form of consensus is reached.
As elaborated previously in Section 5.4 detailing the sandpit testing, initially a full paperbased prototype was tested by two ITG professionals, one internal auditor and one partner in
charge of IT audits at a Big Four accounting firm in Australia. The prototype was essentially
the same design as the survey instrument. Following this phase of testing, some refinements
were made to the survey instrument. After this phase of testing was completed, the online
survey instrument was commissioned and unit tested in the Griffith University e-Research
Services test (sandpit) environment prior to a full working version being established in the
production environment. In total 20 pilots from Australia, New Zealand, Malaysia, Indonesia,
South Africa and Ireland responded to this initial survey conducted in sandpit mode.
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The full pilot test, outlined at section 5.5 above followed. The combination of the sandpit
testing and the full pilot study established content validity.
5.9.2

Construct Validity

The next critical aspect of instrument validation is construct validity. It is in essence an
operational issue and asks whether the measures chosen are true constructs describing the
event, or merely artifacts of the methodology itself (Campbell and Fiske, 1959; Cronbach,
1971). If constructs are valid in this sense, one can expect relatively high correlations
between measures of the same construct using different methods and low correlations
between measures of constructs that are expected to differ (Campbell and Fiske, 1959). The
construct validity of an instrument can be assessed by techniques such as confirmatory or
principal components factor analysis (Long, 1983; Nunnally, 1967). Hence in the study, to
establish construct validity, factor analysis was carried out using SPSS. Results are outlined
in the next chapter.
5.9.3

Reliability

The final important aspect of instrument validation is reliability. The latter is essentially an
evaluation of measurement accuracy for example, the extent to which the respondent can
answer the same or approximately the same questions the same way each time (Cronbach,
1951). High correlations between alternative measures or large Cronbach alphas are usually
signs that the measures are reliable. The reliability was evaluated by assessing Cronbach’s
alpha coefficient. Hence the study applied a Cronbach Alpha score of 0.60 or above as an
acceptable cut-off for indicating the reliability and internal consistency of the data. Results
are outlined in the next chapter.
5.10 Ethical Issues
Research involving the participation of humans, such as questionnaires or work with
identified personal information not on the public record requires an official ethical clearance.
Ethical approval to undertake this research was obtained from the Griffith University Human
Research Ethics Committee (HREC) prior to commencement of the data collection. An
expedited ethical clearance AFE/18/13/HREC was granted (refer Appendix B).
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5.11 Data Analysis and Statistical Techniques
Once all data was collected, various statistical analyses are conducted using SPSS (Statistical
Package for the Social Sciences). The three main statistical methods used to analyse the data
in this study are discussed below. These are: descriptive statistics (section 5.11.1); cross
tabulation and correlation tests (5.11.2) and T-tests (section 5.11.3). All results are presented
and analysed in the next chapter.
5.11.1 Descriptive Statistics
Descriptive statistics are used to summarise the data (participant’s demographic details) in a
form where they can be easily understood and interpreted (Zikmund, 2003). Common ways
of summarising data, which are available in SPSS, include: calculating means, frequency
distributions, and percentage distributions.
5.11.2 Cross Tabulations and Correlation Tests
The purpose of cross tabulation is to allow the inspection of differences among groups and to
make comparisons. Cross tabulation refers to organising data by groups, categories or classes.
A joint frequency distribution of observations on two or more sets of variables can also be
undertaken (Zikmund, 2003). The crosstab statistics measure the association between two
selected variables. Cross tabulation will enable a comparison of variables to be made based
upon demographic factors: such as gender and work experience.
Correlation tests using Pearson’s method are performed to measure the degree of association
among the variables. The results from a correlation analysis are reported as (r, p), where r is
the correlation coefficient ranging from -1 to 1 (which measures the degree of association),
and p (or p value) represents the significance of the test. A p value of less than 0.05 is
generally considered significant in this study.
5.11.3 T-Tests
T-tests are undertaken to compare the mean scores of independent samples to determine
whether they are significantly different, based on a desired confidence level.
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5.12 Summary
In this Chapter the research design and methodology adopted was explained, specified and
justified. An effective research design is crucial to answer the research questions developed
in Chapter 1. This research adopts a case study method to develop a theoretical proposition
or framework. Design issues relevant to the task of identifying critical ITG issues and Board
competences were discussed which culminated in the development of the survey instrument.
This was followed by a lengthy discussion about the importance of instrument validation as
well as the steps followed to undertake the same. Pilot testing considerations and ethical
issues for the survey were then discussed. Finally, data collection strategies using both the
on-line survey tool LimeSurvey and the identical paper-based survey for IT Management and
Boards were discussed along with techniques used to undertake the analysis of the data.
The actual data collection, analysis and discussion of the results are provided in the following
Chapter.
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CHAPTER 6
DATA ANALYSIS AND RESULTS

6.1

Introduction

This chapter presents the data analysis and results. Referring to the previous chapter, 120
useable, fully completed versions of the survey instrument were collected from Boards and
IT Management in Malaysia. These were then entered into SPSS for analysis. The analysis
consisted primarily of t-tests, reliability tests and ANOVAs.
Initially the raw data is disclosed in summary form. The demographic details of the
individual respondents and their companies are summarised. Then analyses of the evaluations
of respondents to the various IT issues raised, is performed. This analysis, including within
group and between group comparisons, is used to answer the research questions posed in
Chapter 1.This analysis is then followed by a description of various reliability tests which
were used to support the validity of the collected data.
6.2

Raw Data

The next two tables summarise the demographic details of the individual respondents.
Table 6.1: Demographic Details of Respondents by Job Designation
Job Designation

IT Management

Boards

Combined

(n=57)

(n=63)

(%)

Chief Information Officer

41

34.2

Chief Technology Officer

16

13.3

Chairman

5

4.2

Managing Director

16

13.3

Director

42

35.0

63

100.0

Total

57
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Table 6.2: Demographic Details of Respondents by Experience
Experience

IT Management

%

Boards

%

Total

%

0-5 years

7

12.3

13

20.6

20

16.7

6-10 years

17

29.8

11

17.5

28

23.3

11-20 years

19

33.3

27

42.9

46

38.3

21-30 years

14

24.6

8

12.7

22

18.3

30+ years

-

-

4

6.3

4

3.3

Total

57

100.0

63

100.0

120

100.0

The next table summarises the demographic details of the respondents’ companies.
Table 6.3: Demographic Details by Companies

Sector
Manufacturing
Finance
Service
Retail
Media
Plantation
Tourism
Mining
Utilities
Education
Healthcare
Property
Banking
IT Services
Telecommunications
R&D
Investment
Others
Total
Turnover (Ringgit)
0-10 million
11-20 million
21-30 million
31-50 million
50+ million
Total

Completed by
IT Management

%

8
5
6
6
3
2
1
1
2
3
2
2
2
1
1
1
1
10
57

14.0
8.8
10.5
10.5
5.3
3.5
1.8
1.8
3.5
5.3
3.5
3.5
3.5
1.8
1.8
1.8
1.8
17.3
100.0

6
5
4
2
40
57

10.5
8.8
7.0
3.5
70.2
100.0

Completed
by Boards

102

%

Total

%

9
4
15
1
2
4
1
1
2
6
2
4
1
2
1
2
1
5
63

14.3
6.3
23.8
1.6
3.2
6.3
1.6
1.6
3.2
9.5
3.2
6.3
1.6
3.2
1.6
3.2
1.6
7.9
100.0

17
9
21
7
5
6
2
2
4
9
4
6
3
3
2
3
2
15
120

14.2
7.5
17.5
5.8
4.2
5.0
1.7
1.7
3.3
7.5
3.3
5.0
2.5
2.5
1.7
2.5
1.7
12.5
100.0

17
10
4
2
30
63

27.0
15.9
6.3
3.2
47.6
100.0

23
15
8
4
70
120

19.2
12.5
6.7
3.3
58.3
100.0

6.3

Data Analysis

The stated objectives of this thesis were outlined as 5 research questions in the motivation
section, discussed in chapter 1. Overall the aims are to firstly evaluate the most important IT
issues currently facing Boards and assess the ITG competences needed by Boards. Second, to
incorporate these into a measurement instrument with which they can be evaluated. Finally
then using the jurisdiction of Malaysia as a case study, this study can evaluate the
importance/competence levels in that particular environment. Bearing these aims in mind, the
results are now analysed to evaluate and respond to the five research questions posed below.
RQ 1: What IT competences are needed by Boards to effectively practice ITG?
This research question was addressed initially by developing an IT Competence model
consisting of 42 items, (subsequently reduced to 33 items after the sandpit testing at chapter
5.4) in 4 categories, summarised at Table 4.1 Framework of IT Competences for Boards. The
IT competences needed by Boards are broadly sub-divided into four main categories:
Strategic Planning, Internal Controls, Business Risk as well as Privacy and Legal. These
broad categories were in turn expanded to identify 15 areas in respect of Strategic Planning
competences, 9 areas in regards to Internal Control competences, 4 areas of Business Risk
competences, 5 areas of Privacy and Legal competences making a total of 33 competences
identified as per Appendix A, parts 2 and 3.
The specific areas of Strategic Planning competences identified include: being aware of both
the strategic value and options for the efficient and acceptable use of IT as well as alignment
between IT and the company’s goals besides ensuring mechanisms are in place for
monitoring information security risk, being aware of competitive threats as well as the
innovative use of IT to undertake new businesses and improve processes. The second sub-set
of strategic competences include: the ability to use technology tools for meetings, internal
communication purposes as well as support decision making throughout the organisation.
The next sub-set of strategic competences include: the ability to critically evaluate IT
investment recommendations whilst considering all stakeholder concerns and needs. The
competences also encompass the provision of appropriate human resources and
infrastructures to enable staff to leverage new technologies besides ensuring appropriate
contractual agreements are in place with vendors and suppliers. Finally an awareness of the
influence of company culture on the overall effectiveness of ITG is also deemed essential.
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Meanwhile for Internal Control competences the specific aspects identified as important for
Boards include: having oversight of all IT related risks, ensuring appropriate ITG
mechanisms are in place, having adequate standards for both security and document retention
as well as setting up IT fraud prevention and detection platforms throughout the organisation.
The next sub-set of Internal Control competences include: mechanisms to ensure that the
company gets value for money from IT investments, IT monitoring and measurement systems
deliver expected results and that plans and policies are implemented effectively. Additional
competences include: conducting regular reviews of IT security and reliability measures
besides ensuring that appropriate IT project management systems are used.
Further, in respect of Business Risk competences, the areas identified as relevant for Boards
include: being cognisant of developments and trends in IT emerging technologies besides
ensuring that issues related to IT business continuity risk are identified and actioned. Boards
also need to ensure the appropriate use of social media platforms in order to keep abreast of
consumer sentiment besides ensuring that relationships with third party IT service providers
are sustainable.
Finally in respect of Privacy and Legal competences the areas identified as pertinent for
Boards include: the protection of personal information in accordance with all local legislative
and regulatory requirements as well as ensuring compliance with all relevant local legislation
relating to the use of software, hardware, service agreements and copyright laws. Boards also
need to ensure compliance with any relevant overseas regulations such as Sarbanes-Oxley,
HIPAA, Basel, etc. besides ensuring compliance with all professional standards, frameworks
and methodologies affecting ITG. Finally it is also incumbent on Boards to ensure that any
decommissioning or disposal of IT assets is done in accordance with environmental
legislation and regulations.
Using all the 33 competences identified earlier a model was developed in such a way as to be
understandable to Boards, all members of which may not be at the same level of computer
expertise. Boards are responsible for overall corporate governance hence the model was
framed in terms of critical general corporate governance principles. On the basis of Trites
(2004) study referred to in the literature review the four critical sections highlighted above
were therefore identified.
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The model was then incorporated into a survey instrument for testing, so that RQ1 could be
definitively answered with some supporting evidence. The survey instrument was
subsequently validated in sandpit mode before being pilot tested in Ireland, a small
jurisdiction with a developed economy and a stock exchange with adequate corporate
governance requirements. The Irish respondents considered the 33 issues and by extension
the corresponding competences as important and furthermore did not identify any omitted
issues/competences. This supports the proposition that most if not all IT competences needed
by Boards to effectively practice ITG were adequately identified and summarised in the IT
Competences model. These findings were then strengthened by testing the model using
Malaysia as a case study to further develop, refine and support the model.
RQ2: Can a framework for assessing Board IT competences be developed with indexes
for different areas of competence?
RQ2 was firstly answered by performing the pilot test on all companies in the Irish Stock
Exchange, as explained in Section 5.5. IT Management of Irish companies appeared to
consider the survey instrument a satisfactory tool with which to evaluate such issues. They
also failed to note any other issue, which they considered should be evaluated in such a
model.
The instrument was then tested in the larger Malaysian environment. The rankings of IT
Management in relation to the importance of all the 33 issues surveyed were firstly analysed.
Table 6.4 Column 3 presents the mean score for each individual survey instrument question,
for the four critical sections as evaluated independently by IT Management.
Table 6.4: Raw Data Scores (Imp=importance, Comp=competence) for IT Management
(n=57)
Strategic Planning Issues

Imp

Comp

1

The strategic value of IT to the company

4.807

4.088

2

The company’s awareness of options for effective, efficient and acceptable use of
IT

4.526

3.877

3

Alignment between all IT activities and the company’s objectives

4.667

3.930

4

Mechanisms are in place for monitoring information security risk

4.526

3.825

5

Awareness of technology-based competitive threats

4.035

3.614

6

Innovative use of IT to undertake new businesses and improve processes

4.193

3.702

105

7

Making use of the latest technologies for both scheduled and impromptu meetings

3.737

3.421

8

Making use of secure IT tools for all internal communication purposes

4.228

3.579

9

Making use of data analytics to support decision making throughout the
organisation

4.175

3.474

10 Ability to critically evaluate IT investment recommendations

4.474

3.877

11 Considering all stakeholder concerns and needs when making IT investment
decisions

4.140

3.754

12 Ensuring appropriate human resource policies are in place

4.123

3.719

13 Ensuring ample resources are available to enable staff to leverage new
technologies

4.035

3.737

14 Ensuring appropriate contractual agreements are in place with IT vendors/
suppliers

4.228

3.509

15 Awareness of influence of company culture on overall effectiveness of IT
governance

3.947

3.526

Internal Control Issues
1

Ensuring appropriate oversight of all IT related strategic and operational risks

4.526

3.860

2

Instituting appropriate IT governance mechanisms be it at board or at committee
level

4.368

3.807

3

Ensuring standards for security and document retention are in place

4.421

3.842

4

Setting up IT fraud prevention/detection platforms throughout the organisation

4.246

3.597

5

Setting up mechanisms to ensure company gets value for money from IT
investments

4.561

4.035

6

Ensuring that IT monitoring and measurement systems deliver expected results

4.456

3.825

7

Ensuring that plans and policies are implemented and effective

4.439

3.842

8

Conducting regular reviews of IT security and reliability measures

4.421

3.579

9

Ensuring appropriate IT project management systems are used

4.018

3.421

Business Risk Issues
1

Being cognisant of developments in IT trends and emerging technologies for future
business needs

4.439

3.597

2

Ensuring that issues related to IT business continuity risk are identified and acted
upon

4.526

3.912

3

Ensuring appropriate use of social media platforms to track/assess consumer
sentiment

3.772

3.211

4

Ensuring relationships with third party IT service providers are sustainable

4.035

3.544

Ensuring that all local legislative and regulatory requirements for protecting
personal information as well as policy and procedures for compliance are adhered
to

4.667

3.860

2

Ensuring compliance with all relevant local legislation pertaining to the use of
software, hardware, service agreements and copyright laws

4.632

3.807

3

Ensuring compliance with any relevant overseas regulations such as Sarbanes-

4.000

3.263

Privacy and Legal Issues
1
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Oxley, HIPAA, Basel, etc.
4

Ensuring compliance with all professional
methodologies affecting IT governance

standards,

frameworks

and

5

Ensuring that the decommissioning or disposal of IT assets is done in accordance
with environmental legislation and regulations

4.053

3.456

4.211

3.298

After this, the mean scores for each of the four critical sections identified earlier are then
computed and ranked in order of importance before an overall mean score is computed in
aggregate for the importance of all the 33 issues surveyed as presented in Table 6.5 columns
2 and 3.
On a scale of 1-5 the lowest mean score was given to item 7, strategic planning. This was
3.737 (approximately half way between neutral and important).The highest mean score was
given to item 1, strategic planning. This was 4.807. All 33 issues were ranked as important
with an overall average rank of 4.29 (Table 6.5, row 6, column 2) which is more than 4.00,
making each item “very important” on average. Critically, space was left in an open ended
question at the end of the survey instrument for respondents to add any other issues they
considered critical to ITG which were not already in the 33 listed competences (refer
Appendix A). None were listed.
Table 6.5 summarises the means on a group basis for each batch of issues. Group means, as
regards the importance of the groups of issues ranged from a low of 4.19 to a high of 4.38.
This again tends to suggest the respondents considered all items important and considered the
group classification a reasonable methodology with which to evaluate overall IT importance.
There is no reason to assume the model would not work in a jurisdiction with ‘low’
assessments of importance/competence. However, this offers an opportunity of future
research in that this could be tested in future studies in other countries.
Table 6.5: Group Mean Scores and Ranking of Issues and Competences by IT
Management (n=57)
Issues

Rank

Competences

Rank

Strategic Planning

4.26

3

3.71

2

Internal Controls

4.38

1

3.76

1

Business Risk

4.19

4

3.57

3
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Privacy and Legal

4.31

Overall

4.29

2

3.54

4

3.65

RQ2 is therefore deemed to be answered in the affirmative, up to this point. It appears
feasible to develop a model with which to evaluate how important or otherwise, Boards
consider managing salient IT issues to be. The pilot study in section 5.5 and the responses
here at Table 6.5 both yielded reviewable and analysable responses. This appears to be the
first model in the current literature to analyse these issues.
The first task is to come up with a structured list of important items, and a scale with which
to measure them. The current model appears to have achieved this. The respondents agreed
all items were important and there was consensus among the respondents as to the items
assessed. Finally, no items were identified which had been omitted from the lists.
Competences were then assessed by reviewing IT Managements’ answers to Part Three of the
survey instrument namely their assessment of the Board’s competence to deal with the IT
issues identified. Table 6.4 Column 4 lists the mean score for each individual competence, for
the four critical sections as evaluated independently by IT Management. After this the mean
scores for each of the four critical sections identified earlier are computed and ranked in order
of importance before an overall mean score is computed in aggregate for all the 33
competences surveyed as presented in Table 6.5 Columns 4 and 5. On a scale of 1-5 the
lowest mean score obtained for any competence was given to item 3, business risk. This was
3.211 (above neutral) whereas the highest mean score for any competence was given to item
1, strategic planning, which was 4.088 (above important).
The overall average score is 3.65 (Table 6.5, row 6, column 4). The group mean assessments
of competence are summarised in Table 6.5 Column 4 and range from a low of 3.54 to a high
of 3.76. This suggests that IT Management were able to use the model to evaluate how
competent their Boards were in relation to ITG issues.
Table 6.6: Raw Data Scores (Imp = importance, Comp = competence) for Boards (n=63)
Strategic Planning Issues

Imp

Comp

1

The strategic value of IT to the company

4.508

4.159

2

The company’s awareness of options for effective, efficient and

4.286

3.905
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acceptable use of IT
3

Alignment between all IT activities and the company’s objectives

4.349

3.889

4

Mechanisms are in place for monitoring information security risk

4.159

3.762

5

Awareness of technology-based competitive threats

4.095

3.825

6

Innovative use of IT to undertake new businesses and improve processes

4.365

3.651

7

Making use of the latest technologies for both scheduled and impromptu
meetings

3.857

3.397

8

Making use of secure IT tools for all internal communication purposes

4.127

3.698

9

Making use of data analytics to support decision making throughout the
organisation

3.984

3.476

10

Ability to critically evaluate IT investment recommendations

4.270

4.048

11

Considering all stakeholder concerns and needs when making IT
investment decisions

4.254

3.857

12

Ensuring appropriate human resource policies are in place

4.206

3.873

13

Ensuring ample resources are available to enable staff to leverage new
technologies

4.127

3.762

14

Ensuring appropriate contractual agreements are in place with IT vendors/
suppliers

4.333

3.778

15

Awareness of influence of company culture on overall effectiveness of IT
governance

4.175

3.857

Ensuring appropriate oversight of all IT related strategic and operational
risks

4.318

3.952

2

Instituting appropriate IT governance mechanisms be it at board or at
committee level

4.333

3.921

3

Ensuring standards for security and document retention are in place

4.429

3.810

4

Setting up IT fraud prevention/detection platforms throughout the
organisation

3.889

3.587

Setting up mechanisms to ensure company gets value for money from IT
investments

4.286

4.191

Ensuring that IT monitoring and measurement systems deliver expected
results

4.318

4.016

Internal Control Issues
1

5

6

Internal Control Issues
7

Ensuring that plans and policies are implemented and effective

4.444

4.222

8

Conducting regular reviews of IT security and reliability measures

4.222

3.667

9

Ensuring appropriate IT project management systems are used

4.032

3.778

Business Risk Issues
1

Being cognisant of developments in IT trends and emerging technologies
4.079
for future business needs

3.810

2

Ensuring that issues related to IT business continuity risk are identified
4.365
and acted upon

3.730
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3

Ensuring appropriate use of social media platforms to track/assess
3.714
consumer sentiment

3.365

4

Ensuring relationships with third party IT service providers are
4.016
sustainable

3.714

Privacy and Legal Issues
1

Ensuring that all local legislative and regulatory requirements for
protecting personal information as well as policy and procedures for
compliance are adhered to

4.349

3.952

2

Ensuring compliance with all relevant local legislation pertaining to the
use of software, hardware, service agreements and copyright laws

4.397

3.889

3

Ensuring compliance with any relevant overseas regulations such as
Sarbanes-Oxley, HIPAA, Basel, etc.

3.587

3.270

4

Ensuring compliance with all professional standards, frameworks and
methodologies affecting IT governance

4.048

3.524

5

Ensuring that the decommissioning or disposal of IT assets is done in
accordance with environmental legislation and regulations

4.016

3.508

Additional support for a positive evaluation of RQ2 was then obtained by reviewing the
second group of respondents’ (Boards) answers to Part Two of the survey instrument. Table
6.6 columns 3&4 present the mean score for each individual survey instrument question, for
the four critical sections as evaluated independently by Boards. After this the mean scores for
each of the four critical sections identified earlier are then computed and ranked in order of
importance before an overall mean score is computed in aggregate for the importance and
competence of all the 33 issues surveyed as presented in Table 6.7 columns 2 and 3. On a
scale of 1-5 the lowest score was given to item 3, privacy and legal. This was 3.587
(approximately half way between neutral and important). Meanwhile the highest score was
given to item 1, strategic planning. This was 4.508 (approximately half way between
important and very important). All 33 issues surveyed were ranked as important with the
overall average score at 4.15 (Table 6.7, row 6, column 2) which is more than 4.00, making
each item “important” on average. As with the previous group of respondents (IT
Management) no other issues deemed to be critical for ITG not already identified earlier in
Part Two of the survey instrument was listed in the final open ended question.
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Table 6.7: Group Mean Scores and Ranking of Issues and Competences by Boards
(n=63)
Issues

Rank

Competences

Rank

Strategic Planning

4.21

2

3.80

2

Internal Controls

4.25

1

3.91

1

Business Risk

4.04

4

3.66

3

Privacy and Legal

4.08

3

3.63

4

Overall

4.15

3.75

Further support for the veracity of the model is derived from a review of both Tables 6.5 and
6.7 rankings of the groups of issues and competences. The IT Management group ranked
Internal Control issues as the most important, then Privacy and Legal issues followed by
Strategic Planning and Business Risk issues in that order. On the other hand Internal Control
issues were ranked most important followed by Strategic Planning Issues, Privacy and Legal
issues and finally Business Risk issues by Boards. When competences to deal with these
issues were then evaluated, a slightly different ranking order emerged. Internal Control
competences were ranked first followed by Strategic Planning, Business Risk then Privacy
and Legal competences in that order by IT Management. On the other hand Boards listed
Internal Control competences first, followed by Strategic Planning, Business Risk then
Privacy and Legal competences in that order. This suggests that both groups of respondents
recognised the relative importance of issues and competences and ranked them accordingly
albeit in a slightly different pecking order. This supports the proposition that a framework for
assessing Board IT competences can be developed with indexes for the different areas of
competence. Additional support for the indexes is subsequently presented in the factorial
analysis section, section 6.5.
Overall therefore RQ2 can be evaluated in the affirmative i.e. that is possible to develop a
Board IT competences framework with indexes for the different areas of competence. Both
groups of respondents considered the 33 issues as important, did not identify any omitted IT
issues and were able to use the matrices to assess both the importance of and the performance
of Boards as regards competence in the ITG arena.
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RQ 3: What are the IT competences of Boards of large companies in Malaysia?
The earlier discussion in RQ1 appears to highlight that the correct IT issues were indeed
identified in the literature review and further strengthened by the findings of the pilot study
conducted in Ireland. The IT competences needed by Boards identified from the literature can
be broadly sub-divided into four main categories viz. Strategic Planning, Internal Controls,
Business Risk as well as Privacy and Legal. These broad categories were in turn expanded to
identify 15 areas in respect of Strategic Planning competences, 9 areas in regards to Internal
Control competences, 4 areas of Business Risk competences, 5 areas of Privacy and Legal
competences making a total of 33 competences identified.
The third part of the Survey Instrument employed in this study asked both groups of
respondents i.e. IT Management and Boards to evaluate the competence of Boards to oversee
ITG issues using a 5 point Likert scale with a base score of 1 representing lacking significant
competence and a score of 5 at the other end of the spectrum representing very competent.
Table 6.4 Column 4 which lists the mean scores for all 33 competences as evaluated by IT
Management shows that the mean scores ranged from a low of 3.263 to high of 4.088. When
the mean scores for IT Management are subsequently computed in aggregate for each of the
four main categories they ranged from a low of 3.54 to a high of 3.76 as depicted in Table 6.5
Column 4. Likewise when Boards were asked to self-evaluate their competence over the 33
issues surveyed the mean scores ranged from a low of 3.270 to a high of 4.222 as depicted in
Table 6.6 Column 4. When the mean scores for Boards are subsequently computed in
aggregate for each of the four main categories they ranged from a low of 3.63 to a high of
3.91 as depicted in Table 6.7 Column 4.
On the basis of these aggregate mean scores which ranged from a low of 3.54 (mid-way
between neutral and competent on the 5 point Likert scale used) to a high of 3.91 (tending
towards competent on the same scale) this study can reasonably surmise that the IT
competences of Boards of large companies in Malaysia encompass all the 33 issues
subdivided over the four main categories viz. Strategic Planning, Internal Controls, Business
Risk as well as Privacy and Legal.
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RQ 4: Is there consensus in Malaysia between Boards and IT Management as to the
importance of ITG related issues.
Table 6.8 lists the mean scores for the importance of all 33 ITG issues as evaluated
independently by Boards in column 2 and IT Management in column 3. For IT Management
the mean scores for the importance of issues range from a minimum of 3.737 to a maximum
of 4.807 with an overall average of 4.29 (Table 6.5, row 6, column 2). Meanwhile for Boards
the mean scores for the importance of issues range from a minimum of 3.587 to a maximum
of 4.508 with an overall average of 4.15 (Table 6.7, row 6, column 2).
Table 6.8: Means and Comparisons of Importance Levels between Boards and IT
Management
Issues
Strategic Planning Issue 1
Strategic Planning Issue 2
Strategic Planning Issue 3
Strategic Planning Issue 4
Strategic Planning Issue 5
Strategic Planning Issue 6
Strategic Planning Issue 7
Strategic Planning Issue 8
Strategic Planning Issue 9
Strategic Planning Issue 10
Strategic Planning Issue 11
Strategic Planning Issue 12
Strategic Planning Issue 13
Strategic Planning Issue 14
Strategic Planning Issue 15
Internal Control Issue 1
Internal Control Issue 2
Internal Control Issue 3
Internal Control Issue 4
Internal Control Issue 5
Internal Control Issue 6
Internal Control Issue 7
Internal Control Issue 8
Internal Control Issue 9
Business Risk Issue 1
Business Risk Issue 2
Business Risk Issue 3

Mean (B) n=63
4.508
4.286
4.349
4.159
4.095
4.365
3.857
4.127
3.984
4.270
4.254
4.206
4.127
4.333
4.175
4.318
4.333
4.429
3.889
4.286
4.318
4.444
4.222
4.032
4.079
4.365
3.714

Mean (M) n=57
4.807
4.526
4.667
4.526
4.035
4.193
3.737
4.228
4.175
4.474
4.140
4.123
4.035
4.228
3.947
4.526
4.368
4.421
4.246
4.561
4.456
4.439
4.421
4.018
4.439
4.526
3.772
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M(B)-M(M)
-0.299
-0.240
-0.318
-0.367
0.060
0.172
0.120
-0.101
-0.191
-0.204
0.114
0.083
0.092
0.105
0.228
-0.208
-0.035
0.008
-0.357
-0.275
-0.138
0.005
-0.199
0.014
-0.360
-0.161
-0.058

Sig.(2-tailed)
**0.034
0.079
**0.031
**0.013
0.712
0.271
0.444
0.501
0.265
0.206
0.485
0.524
0.518
0.463
0.094
0.173
0.787
0.953
**0.028
0.071
0.326
0.967
0.157
0.929
**0.011
0.270
0.717

Business Risk Issue 4
Privacy Legal Issue 1
Privacy Legal Issue 2
Privacy Legal Issue 3
Privacy Legal Issue 4
Privacy Legal Issue 5

4.016
4.349
4.397
3.587
4.048
4.016

4.035
4.667
4.632
4.000
4.053
4.211

-0.019
-0.318
-0.235
-0.413
-0.005
-0.195

0.888
**0.027
0.118
**0.024
0.974
0.241

Notes: This table presents the mean and the significance level of all issues for Boards and IT
Management. **=5% and no asterisk = no significance.
Table 6.8 column 4 lists the absolute difference between mean scores for each of the 33
issues as evaluated independently by Boards and IT Management. These range from a
minimum difference of -0.413 to a maximum difference of 0.228. To confirm whether these
absolute differences in the mean scores are statistically significant the independent samples ttest also known as the two sample t-test is carried out in SPSS. By carrying out this test, this
study is essentially trying to confirm that these absolute differences in the mean values are
statistically significant and are not just the result of a difference in the particular sample
which might not be representative of the true population. Table 6.8 column 5 lists the p
scores indicating the statistical significance of the differences in mean scores at a confidence
interval percentage of 95%.
Upon further scrutinising these differences in mean scores between Boards and IT
Management it was observed that the difference in mean scores for twenty six issues is not
statistically significant. However, for seven issues the differences in mean scores are
statistically significant and in all seven instances, IT Management consider the issue more
important than Boards.
Therefore, RQ4 cannot be answered in the affirmative definitively. Out of the thirty-three
issues surveyed, seven issues were found to be significantly different at the 95% confidence
interval whereas the remaining twenty-six issues the differences if any were found not to be
statistically significant. Thus this study can infer that whereas by and large there is some
consensus between Boards and IT Management as to the importance of ITG related issues in
Malaysia, for seven specific issues however, IT management considers them more important
than Boards. This represents some 20% of specifically identified IT issues. This suggests
evidence of a gap between IT Management and Boards as to their evaluation of the
importance of certain ITG issues. This will be discussed in more detail in the final chapter.
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RQ 5: Is there evidence of a knowledge gap as to the level of competence Boards
possess, as opposed to the level they should possess, in relation to ITG issues in
Malaysian companies?
Table 6.9 column 2 lists the mean scores for the Boards’ competence in respect of their
oversight responsibilities for all the thirty-three ITG issues as self-evaluated by them.
Meanwhile column 3 lists the mean scores for the Boards’ competence in respect of their
oversight responsibilities for those same ITG issues as evaluated independently by the IT
Management group. For the IT Management group, the mean scores for the Boards’
competence in regards to oversight of ITG issues range from a minimum score of 3.211 to a
maximum score of 4.088 with an overall average of 3.65 (Table 6.5, row 6, column 4).
Meanwhile when Boards’ self-evaluate their own competences the mean scores for their
oversight of ITG issues range from a minimum score of 3.270 to a maximum score of 4.222
with an overall average of 3.75 (Table 6.7, row 6, column 4).
Table 6.9: Means and Comparisons of Competence Levels between Boards and IT
Management
Mean (B)
n=63

Mean (M)
n=57

M (B) - M (M)

Sig. (2-tailed)

Strategic Competence 1

4.159

4.088

0.071

0.702

Strategic Competence 2

3.905

3.877

0.028

0.871

Strategic Competence 3

3.889

3.930

-0.041

0.806

Strategic Competence 4

3.762

3.825

-0.063

0.728

Strategic Competence 5

3.825

3.614

0.211

0.199

Strategic Competence 6

3.651

3.702

-0.051

0.772

Strategic Competence 7

3.397

3.421

-0.024

0.882

Strategic Competence 8

3.698

3.579

0.119

0.432

Strategic Competence 9

3.476

3.474

0.002

0.989

Strategic Competence 10

4.048

3.877

0.171

0.385

Strategic Competence 11

3.857

3.754

0.103

0.569

Strategic Competence 12

3.873

3.719

0.154

0.279

Strategic Competence 13

3.762

3.737

0.025

0.848

Strategic Competence 14

3.778

3.509

0.269

0.122

Strategic Competence 15

3.857

3.526

0.331

**0.047

Internal Control Competence 1

3.952

3.860

0.092

0.642

Internal Control Competence 2

3.921

3.807

0.114

0.571

Competences
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Internal Control Competence 3

3.810

3.842

-0.032

0.840

Internal Control Competence 4

3.587

3.597

-0.010

0.962

Internal Control Competence 5

4.191

4.035

0.156

0.384

Internal Control Competence 6

4.016

3.544

0.472

0.279

Internal Control Competence 7

4.222

3.842

0.380

**0.012

Internal Control Competence 8

3.667

3.579

0.088

0.623

Internal Control Competence 9

3.778

3.421

0.357

**0.048

Business Risk Competence 1

3.810

3.597

0.213

0.224

Business Risk Competence 2

3.730

3.912

-0.182

0.412

Business Risk Competence 3

3.365

3.211

0.154

0.379

Business Risk Competence 4

3.714

3.544

0.170

0.320

Privacy Legal Competence 1

3.952

3.860

0.092

0.600

Privacy Legal Competence 2

3.889

3.807

0.082

0.642

Privacy Legal Competence 3

3.270

3.263

0.007

0.974

Privacy Legal Competence 4

3.524

3.456

0.068

0.712

Privacy Legal Competence 5

3.508

3.298

0.210

0.237

Notes: This table presents the mean and the significance level of all competences for Boards
and IT Management. **=5% and no asterisk = no significance.
Table 6.9 column 4 lists the absolute difference between mean scores for each of the 33
competences as evaluated independently by Boards and IT Management. These range from a
minimum difference of -0.182 to a maximum difference of 0.472. To confirm whether these
absolute differences in the mean scores are statistically significant the independent samples ttest also known as the two sample t-test is carried out in SPSS. By carrying out this test, this
study is essentially trying to confirm that these absolute differences in the mean values are
statistically significant and are not just the result of a difference in the particular sample
which might not be representative of the true population. Table 6.9 column 5 lists the p
scores indicating the statistical significance of the differences in mean scores at a confidence
interval percentage of 95%.
For thirty competences out of the thirty-three surveyed, no significant differences were noted.
However, in three cases significant differences exist at the 95% confidence interval. Again it
is interesting to note that in all three cases the mean scores assigned by IT Management were
significantly lower than those assigned by Boards. Therefore, for 10% of the IT issues raised
IT Management appear to consider Boards as significantly less competent than Boards
themselves consider they are. Some evidence therefore exists to support the proposition
regarding a knowledge gap as to the level of competence Boards possess, as opposed to the
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level they should possess, in relation to ITG issues in Malaysian companies. Before rushing
to a definitive conclusion on the proposition regarding the existence of a knowledge gap,
further investigation appears warranted.
Table 6.4 lists the mean scores for both importance of the 33 ITG issues and competence of
Boards’ in respect of their oversight responsibilities for those same issues, as evaluated by IT
Management. For importance of issues the scores range from a minimum of 3.737 to a
maximum of 4.807 with an overall average of 4.29 (Table 6.5, row 6, column 2). Meanwhile
for the competence of Boards the scores range from a minimum of 3.211 to a maximum of
4.088 with an overall average of 3.65 (Table 6.5, row 6, column 4). A review of Table 6.4
indicates that almost uniformly across all 33 issues and competences surveyed, IT
Management evaluated the Boards competence lower than they evaluated the importance of
the corresponding issue. All 33 items followed this trend without a single item moving in a
different direction. This trend is reflected in the positive direction for the difference between
mean scores as indicated in Table 6.11 column 3.
Table 6.6 lists the means for both importance of the 33 ITG issues and competence of Boards
in respect of their oversight responsibilities for those same issues as self-evaluated. For
importance of issues the scores range from a minimum of 3.587 to a maximum of 4.508 with
an overall average of 4.15 (Table 6.7, row 6, column 2). Meanwhile for the competence of
Boards the scores range from a minimum of 3.270 to a maximum of 4.222 with an overall
average of 3.75 (Table 6.7, row 6, column 4). A review of Table 6.6 indicates that almost
uniformly across all 33 issues and competences surveyed, Boards evaluated their own
competence lower than they evaluated the importance of the corresponding issue. Again all
33 items followed this trend without a single item moving in a different direction. This trend
is reflected in the positive direction for the difference between mean scores as indicated in
Table 6.12 column 3.
Table 6.10: Mean Scores of Importance and Competences by IT Management and
Boards
Importance

Competence

IT Management Boards
4.29

4.15

IT Management Boards
3.65
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3.75

When both sets of mean scores are averaged and tabulated as in Table 6.10 it is clear that
overall IT Management consider the issues more important than Boards and they consider the
Board less competent than Boards do.

Table 6.11: Paired Samples Test for IT Management (n=57)
Paired Differences (Issues-Competences)

Mean

t

p

1

Strategic Issue 1-Strategic Competence 1

0.719

5.268

0.000

2

Strategic Issue 2-Strategic Competence 2

0.649

5.350

0.000

3

Strategic Issue 3-Strategic Competence 3

0.737

5.417

0.000

4

Strategic Issue 4-Strategic Competence 4

0.702

5.209

0.000

5

Strategic Issue 5-Strategic Competence 5

0.421

3.591

0.001

6

Strategic Issue 6-Strategic Competence 6

0.491

3.915

0.000

7

Strategic Issue 7-Strategic Competence 7

0.316

2.336

0.023

8

Strategic Issue 8-Strategic Competence 8

0.649

5.874

0.000

9

Strategic Issue 9-Strategic Competence 9

0.702

5.850

0.000

10

Strategic Issue 10-Strategic Competence 10

0.597

4.779

0.000

11

Strategic Issue 11-Strategic Competence 11

0.386

2.694

0.009

12

Strategic Issue 12-Strategic Competence 12

0.404

4.330

0.000

13

Strategic Issue 13-Strategic Competence 13

0.298

2.811

0.007

14

Strategic Issue 14-Strategic Competence 14

0.719

5.455

0.000

15

Strategic Issue 15-Strategic Competence 15

0.421

3.675

0.001

16

Internal Control Issue 1-Internal Control Competence 1

0.667

4.836

0.000

17

Internal Control Issue 2-Internal Control Competence 2

0.561

4.237

0.000

18

Internal Control Issue 3-Internal Control Competence 3

0.579

4.226

0.000

19

Internal Control Issue 4-Internal Control Competence 4

0.649

4.696

0.000

20

Internal Control Issue 5-Internal Control Competence 5

0.526

3.711

0.000

21

Internal Control Issue 6-Internal Control Competence 6

0.632

5.084

0.000

22

Internal Control Issue 7-Internal Control Competence 7

0.597

5.218

0.000

23

Internal Control Issue 8-Internal Control Competence 8

0.842

6.625

0.000

24

Internal Control Issue 9-Internal Control Competence 9

0.597

4.290

0.000

25

Business Risk Issue 1-Business Risk Competence 1

0.842

6.500

0.000

26

Business Risk Issue 2-Business Risk Competence 2

0.614

3.891

0.000

27

Business Risk Issue 3-Business Risk Competence 3

0.561

4.484

0.000

28

Business Risk Issue 4-Business Risk Competence 4

0.491

3.915

0.000

29

Privacy Legal Issue 1-Privacy Legal Competence 1

0.807

6.155

0.000

30

Privacy Legal Issue 2-Privacy Legal Competence 2

0.825

6.850

0.000
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31

Privacy Legal Issue 3-Privacy Legal Competence 3

0.737

5.826

0.000

32

Privacy Legal Issue 4-Privacy Legal Competence 4

0.597

4.879

0.000

33

Privacy Legal Issue 5-Privacy Legal Competence 5

0.912

7.900

0.000

Table 6.11 column 3 lists the absolute difference between mean scores for each of the 33
issues and their corresponding competences as evaluated by IT Management. These range
from a minimum of 0.298 to a maximum of 0.912. To confirm whether these absolute
differences in the mean scores are statistically significant the Paired Samples Test is carried
out in SPSS. The latter test is used to compare two sets of scores that come from the same
group of respondents. By doing this, this study is essentially conducting a parametric test on
the differences between the two types of responses namely the importance of issues versus
the competence of Boards to oversee the same as evaluated by IT Management. When
performing a large number of statistical tests, some will have p values less than 0.05 purely
by chance, The Bonferroni correction is one way of overcoming this problem and after
making this correction the critical value for significance is now 0.002. Table 6.11 column 5
which lists the p scores indicating the statistical significance of these differences in the mean
scores confirms that they are all significant with the exception of three pairs i.e. 7, 11 and 13.
This means that when IT Management are asked to rank the importance of issues versus the
competence of Boards to oversee those same issues they have ranked the latter significantly
below the former in thirty out of the thirty-three instances.
Table 6.12: Paired Samples Test for Boards (n=63)
Mean

t

p

1

Strategic Issue 1-Strategic Competence 1

0.349

2.961

0.004

2

Strategic Issue 2-Strategic Competence 2

0.381

3.215

0.002

3

Strategic Issue 3-Strategic Competence 3

0.460

3.447

0.001

4

Strategic Issue 4-Strategic Competence 4

0.397

3.540

0.001

5

Strategic Issue 5-Strategic Competence 5

0.270

2.286

0.026

6

Strategic Issue 6-Strategic Competence 6

0.714

5.303

0.000

7

Strategic Issue 7-Strategic Competence 7

0.460

4.258

0.000

8

Strategic Issue 8-Strategic Competence 8

0.429

3.262

0.002

9

Strategic Issue 9-Strategic Competence 9

0.508

3.389

0.001

10

Strategic Issue 10-Strategic Competence 10

0.222

1.698

0.094

11

Strategic Issue 11-Strategic Competence 11

0.397

2.789

0.007
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12

Strategic Issue 12-Strategic Competence 12

0.333

2.784

0.007

13

Strategic Issue 13-Strategic Competence 13

0.365

3.416

0.001

14

Strategic Issue 14-Strategic Competence 14

0.555

3.893

0.000

15

Strategic Issue 15-Strategic Competence 15

0.317

2.223

0.030

16

Internal Control Issue 1-Internal Control Competence 1

0.365

3.088

0.003

17

Internal Control Issue 2-Internal Control Competence 2

0.413

3.350

0.001

18

Internal Control Issue 3-Internal Control Competence 3

0.619

6.965

0.000

19

Internal Control Issue 4-Internal Control Competence 4

0.302

2.066

0.043

20

Internal Control Issue 5-Internal Control Competence 5

0.095

0.799

0.427

21

Internal Control Issue 6-Internal Control Competence 6

0.302

2.448

0.017

22

Internal Control Issue 7-Internal Control Competence 7

0.222

2.172

0.034

23

Internal Control Issue 8-Internal Control Competence 8

0.555

4.105

0.000

24

Internal Control Issue 9-Internal Control Competence 9

0.254

1.821

0.073

25

Business Risk Issue 1-Business Risk Competence 1

0.270

2.170

0.034

26

Business Risk Issue 2-Business Risk Competence 2

0.635

4.657

0.000

27

Business Risk Issue 3-Business Risk Competence 3

0.349

3.140

0.003

28

Business Risk Issue 4-Business Risk Competence 4

0.302

2.535

0.014

29

Privacy Legal Issue 1-Privacy Legal Competence 1

0.397

3.470

0.001

30

Privacy Legal Issue 2-Privacy Legal Competence 2

0.508

3.976

0.000

31

Privacy Legal Issue 3-Privacy Legal Competence 3

0.317

2.487

0.016

32

Privacy Legal Issue 4-Privacy Legal Competence 4

0.524

3.762

0.000

33

Privacy Legal Issue 5-Privacy Legal Competence 5

0.508

3.857

0.000

Table 6.12 column 3 lists the absolute difference between mean scores for each of the 33
issues and their corresponding competences as evaluated by Boards. These range from a
minimum of 0.222 to a maximum of 0.714. To confirm whether these absolute differences in
the mean scores are statistically significant the Paired Samples Test is carried out in SPSS.
Table 6.12 column 5 which lists the p scores indicating the statistical significance of these
differences in the mean scores confirms that overall 15 pairs of issues and competences have
significant differences conversely 18 pairs do not have a significant difference. This means
that when Boards are asked to rank the importance of issues against their competence to
oversee those same issues they have ranked the latter significantly below the former in fifteen
out of the thirty three instances.
All these test results tend to suggest evidence of a knowledge gap, since differences were
noted when it came to the evaluation of the importance of issues as against the corresponding
Board competence to deal with it, when assessed both by IT Management and Boards

120

themselves. This shows evidence of possible issues with ITG mechanisms which need
reviewing. Thus it appears as if IT Management of Malaysian companies consider their
Boards presently are not fully on top of current critical ITG issues. This would be expected in
an emerging market economy with a reasonably well developed Stock Exchange system,
which Malaysia currently enjoys. This will be discussed in more detail in the final chapter.
Thus RQ5 can be answered in the affirmative since some evidence of a gap exists. This study
can confirm that there is evidence of a knowledge gap as to the level of competence Boards
possess, as opposed to the level they should possess, in relation to ITG issues in Malaysian
companies since differences were noted when it came to the evaluation of the competence of
Boards for their oversight of ITG issues as between the two groups of respondents, Boards
and IT Management.
Firstly, a direct comparison of competence assessments by IT Management and Boards
revealed significant differences in 10% of cases. In each of the 3 instances noted, IT
Management considered the competence level significantly lower than Boards. Second, IT
Management considered Board’s level of competence, as opposed to importance of the issue,
significantly lower for 30 of 33 items reviewed. Third, Boards themselves ranked
competence levels as lower than importance levels for 15 of the 33 issues.
6.4

Reliability Tests

Reliability tests are used to see if the survey instrument can produce the same results,
consistent over time regarding the targeted population (Gall, Borg and Gall, 2003). In this
case the targeted populations are opinions of Boards and IT Management of Malaysian
companies as regards certain IT issues and competences. Cronbach’s Alpha reliability
coefficient normally ranges between 0 and 1. Actually there is no lower limit to the
coefficient however the closer Cronbach’s Alpha is to 1.0 the greater the internal consistency
of the items in the scale. Nunnally (1994, pp 245-246) stated that an acceptable level of
Cronbach Alpha should be 0.70, while Murphy and Davidshofer (1998, p.89) stated that a
Cronbach Alpha score below 0.60 is unacceptable. Meanwhile George and Mallery (2003)
provide the following rule of thumb suggesting that anything greater than 0.7 is acceptable
while anything below 0.60 is questionable. Therefore, this research applied a Cronbach Alpha
score of 0.60 or above as an acceptable cut-off for indicating the reliability and internal
consistency of the data.
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Initially three sets of reliability tests were performed for each of the four groups of issues and
competences. The first test measured the internal consistency of the issues and competences
from the perspective of IT Management, the second test measured the internal consistency of
the issues and competences from the perspective of Boards while the third test measured the
internal consistency of those same issues and competences from their combined perspective.
Tables 6.13 to 6.20 below summarize the outcomes of these tests.
Table 6.13: Reliability of Data - Opinions about Strategic Issues
Strategic
Issues

SI1
SI2
SI3
SI4
SI5
SI6
SI7
SI8
SI9
SI10
SI11
SI12
SI13
SI14
SI15

IT Management
Scale
Total
Alpha
Mean Correlation
59.035
0.586
0.909
59.316
0.339
0.914
59.175
0.566
0.908
59.316
0.647
0.905
59.807
0.783
0.900
59.649
0.651
0.905
60.105
0.693
0.903
59.614
0.361
0.913
59.667
0.494
0.910
59.368
0.630
0.906
59.702
0.717
0.903
59.719
0.744
0.902
59.807
0.688
0.903
59.614
0.579
0.907
59.895
0.680
0.904

Boards
Scale
Mean
58.587
58.809
58.746
58.937
59.000
58.730
59.238
58.968
59.111
58.825
58.841
58.889
58.968
58.762
58.921

Total
Alpha
Correlation
0.787
0.953
0.785
0.953
0.785
0.953
0.811
0.953
0.730
0.954
0.755
0.954
0.595
0.957
0.712
0.955
0.655
0.957
0.774
0.953
0.764
0.954
0.781
0.954
0.792
0.953
0.848
0.952
0.827
0.953

Combined
Scale
Total
Alpha
Mean Correlation
58.800
0.724
0.939
59.050
0.667
0.940
58.950
0.719
0.939
59.117
0.746
0.938
59.383
0.732
0.938
59.167
0.709
0.939
59.650
0.607
0.942
59.275
0.622
0.941
59.375
0.612
0.942
59.083
0.725
0.939
59.250
0.715
0.939
59.283
0.760
0.938
59.367
0.741
0.938
59.167
0.753
0.938
59.383
0.759
0.938

The Cronbach Alpha score for Strategic Issues obtained by the IT Management group varied
from a minimum of 0.900 to a maximum of 0.914 whereas for Boards it fluctuated from a
minimum of 0.952 to a maximum of 0.957 across the fifteen variables. When the scores for
the two groups of respondents were combined they went from a minimum of 0.938 to a
maximum of 0.942. Overall for all 15 issues the Cronbach Alpha scores were well above the
acceptable thresholds noted earlier.

Table 6.14: Reliability of Data - Opinions about Internal Control Issues
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Internal
Control
Issues

IT Management

Boards

Combined

Scale
Total
Mean Correlation

Alpha

Scale
Mean

Total
Correlation

Alpha

Scale
Mean

Total
Alpha
Correlation

ICI1

34.930

0.791

0.894

33.952

0.774

0.932

34.417

0.782

0.918

ICI2

35.088

0.658

0.904

33.937

0.741

0.934

34.483

0.709

0.922

ICI3

35.035

0.642

0.905

33.841

0.756

0.933

34.408

0.702

0.923

ICI4

35.211

0.613

0.908

34.381

0.673

0.939

34.775

0.652

0.927

ICI5

34.895

0.566

0.910

33.984

0.816

0.929

34.417

0.728

0.921

ICI6

35.000

0.656

0.904

33.952

0.833

0.928

34.450

0.771

0.918

ICI7

35.018

0.753

0.897

33.825

0.755

0.933

34.392

0.744

0.920

ICI8

35.035

0.772

0.896

34.048

0.844

0.928

34.517

0.819

0.915

ICI9

35.439

0.807

0.893

34.238

0.756

0.933

34.808

0.764

0.919

The Cronbach Alpha score for Internal Control Issues obtained by the IT Management group
varied from a minimum of 0.893 to a maximum of 0.910 whereas for Boards it fluctuated
from a minimum of 0.928 to a maximum of 0.939 across the nine variables. When the scores
for the two groups of respondents were combined they went from a minimum of 0.915 to a
maximum of 0.927. Overall for all 9 issues the Cronbach Alpha scores were well above the
acceptable thresholds noted earlier.
Table 6.15: Reliability of Data-Opinions about Business Risk Issues
Business
Risk
Issues

BRI1
BRI2
BRI3
BRI4

IT Management
Scale
Total
Mean Correlation
12.333
0.530
12.246
0.673
13.000
0.525
12.737
0.528

Alpha
0.719
0.635
0.730
0.720

Boards
Scale
Total
Alpha
Mean Correlation
12.095
0.607
0.703
11.810
0.693
0.659
12.460
0.359
0.833
12.159
0.683
0.664

Combined
Scale
Mean
12.208
12.017
12.717
12.433

Total
Alpha
Correlation
0.572
0.710
0.687
0.647
0.425
0.794
0.614
0.691

The Cronbach Alpha score for Business Risk Issues obtained by the IT Management group
varied from a minimum of 0.635 to a maximum of 0.730 whereas for Boards it fluctuated
from a minimum of 0.659 to a maximum of 0.833. When the scores for the two groups of
respondents were combined they went from a minimum of 0.647 to a maximum of 0.794. As
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only 4 variables were measured in the Business Risk area (as opposed to 9 for example in the
Internal Control area) this explains the lower level of Alpha reported. However, it is still
considered adequate.
Table 6.16: Reliability of Data-Opinions about Privacy and Legal Issues
Privacy
Legal
Issues

IT Management
Scale
Mean

Boards

Total
Alpha
Correlation

Scale
Mean

Combined

Total
Alpha
Correlation

Scale
Total
Alpha
Mean Correlation

PLI1

16.895

0.778

0.898

16.048

0.822

0.855

16.450

0.808

0.871

PLI2

16.930

0.840

0.883

16.000

0.736

0.873

16.442

0.779

0.876

PLI3

17.561

0.698

0.916

16.810

0.653

0.896

17.167

0.676

0.903

PLI4

17.509

0.811

0.889

16.349

0.854

0.851

16.900

0.815

0.868

PLI5

17.351

0.821

0.887

16.381

0.697

0.883

16.842

0.738

0.885

The Cronbach Alpha score for Privacy and Legal Issues obtained by the IT Management
group varied from a minimum of 0.883 to a maximum of 0.916 whereas for Boards it
fluctuated from a minimum of 0.851 to a maximum of 0.896. When the scores for the two
groups of respondents were combined they went from a minimum of 0.868 to a maximum of
0.903. Overall for all 5 issues the Cronbach Alpha scores were well above the acceptable
thresholds noted earlier indicating a high degree of reliability and internal consistency across
all the five variables.
Table 6.17: Reliability of Data-Opinion about Strategic Competences
Strategic
Competences

IT Management
Scale
Mean

Total
Alpha
Correlation

Boards
Scale
Mean

Combined

Total
Alpha
Correlation

Scale
Total
Alpha
Mean Correlation

SC1

51.544

0.731

0.939

52.778

0.718

0.941

52.192

0.723

0.940

SC2

51.754

0.743

0.939

53.032

0.805

0.939

52.425

0.777

0.939

SC3

51.702

0.798

0.938

53.048

0.784

0.940

52.408

0.786

0.939

SC4

51.807

0.807

0.937

53.175

0.752

0.941

52.525

0.771

0.939

SC5

52.018

0.698

0.940

53.111

0.650

0.943

52.592

0.672

0.941

SC6

51.930

0.766

0.938

53.286

0.738

0.941

52.642

0.745

0.940

SC7

52.211

0.647

0.941

53.540

0.618

0.944

52.908

0.628

0.942

SC8

52.053

0.474

0.945

53.238

0.608

0.944

52.675

0.554

0.944

SC9

52.158

0.784

0.938

53.460

0.629

0.944

52.842

0.695

0.941
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SC10

51.754

0.694

0.941

52.889

0.725

0.941

52.350

0.713

0.941

SC11

51.877

0.726

0.939

53.079

0.719

0.941

52.508

0.722

0.940

SC12

51.912

0.638

0.942

53.064

0.750

0.941

52.517

0.703

0.941

SC13

51.895

0.721

0.940

53.175

0.727

0.942

52.567

0.724

0.941

SC14

52.123

0.647

0.941

53.159

0.740

0.941

52.667

0.699

0.941

SC15

52.105

0.724

0.940

53.079

0.739

0.941

52.617

0.728

0.940

The Cronbach Alpha scores for opinions concerning the level of Strategic Competence
obtained by the IT Management group varied from a minimum of 0.937 to a maximum of
0.945 whereas for Boards it fluctuated from a minimum of 0.939 to a maximum of 0.944.
When the scores for the two groups of respondents were combined they went from a
minimum of 0.939 to a maximum of 0.944. Overall for all 15 competences the Cronbach
Alpha scores were well above the acceptable thresholds noted earlier indicating a high degree
of reliability and internal consistency across all the fifteen variables.
Table 6.18: Reliability of Data –Opinions about Internal Control Competences
Internal
Control
Competences

IT Management
Scale
Mean

Boards

Total
Alpha
Correlation

Scale
Mean

Combined

Total
Alpha
Correlation

Scale
Mean

Total
Alpha
Correlation

ICC1

29.947

0.853

0.948

31.191

0.749

0.902

30.600

0.803

0.927

ICC2

30.000

0.861

0.947

31.222

0.861

0.893

30.642

0.853

0.924

ICC3

29.965

0.732

0.953

31.333

0.634

0.910

30.683

0.679

0.934

ICC4

30.211

0.772

0.952

31.556

0.728

0.904

30.917

0.735

0.931

ICC5

29.772

0.858

0.948

30.952

0.600

0.912

30.392

0.748

0.930

ICC6

29.983

0.874

0.946

31.127

0.732

0.904

30.583

0.810

0.927

ICC7

29.965

0.787

0.951

30.921

0.656

0.909

30.467

0.725

0.932

ICC8

30.228

0.813

0.950

31.476

0.735

0.903

30.883

0.773

0.929

ICC9

30.386

0.811

0.950

31.365

0.660

0.908

30.900

0.733

0.931

The Cronbach Alpha scores for opinions concerning the level of Internal Control
Competences obtained by the IT Management group varied from a minimum of 0.946 to a
maximum of 0.953 whereas for Boards it fluctuated from a minimum of 0.893 to a maximum
of 0.912. When the scores for the two groups of respondents were combined they went from
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a minimum of 0.924 to a maximum of 0.934. Overall for all 9 competences the Cronbach
Alpha scores were well above the acceptable threshold indicating a high degree of reliability
and internal consistency across all the nine variables.
Table 6.19 Reliability of Data-Opinions about Business Risk Competences
Business
Risk
Competences

IT Management
Scale
Mean

Total
Alpha
Correlation

Boards
Scale
Mean

Combined

Total
Alpha
Correlation

Scale
Mean

Total
Alpha
Correlation

BRC1

10.667

0.693

0.797

10.810

0.723

0.805

10.742

0.708

0.797

BRC2

10.351

0.774

0.766

10.889

0.759

0.790

10.633

0.749

0.782

BRC3

11.053

0.599

0.835

11.254

0.534

0.880

11.158

0.561

0.854

BRC4

10.719

0.694

0.796

10.905

0.807

0.775

10.817

0.752

0.780

The Cronbach Alpha scores for opinions concerning the level of Business Risk Competences
obtained by the IT Management group varied from a minimum of 0.766 to a maximum of
0.835 whereas for Boards it fluctuated from a minimum of 0.775 to a maximum of 0.880.
When the scores for the two groups of respondents were combined they went from a
minimum of 0.780 to a maximum of 0.854. Overall for all 4 competences the Cronbach
Alpha scores were well above the acceptable threshold indicating a high degree of reliability
and internal consistency across all the four variables.
Table 6.20: Reliability of Data-Opinions about Privacy and Legal Competences
Privacy,
Legal
Competences

IT Management
Scale
Mean

Total
Alpha
Correlation

Boards
Scale
Mean

Combined

Total
Alpha
Correlation

Scale
Total
Alpha
Mean Correlation

PLC1

13.825

0.645

0.873

14.191

0.692

0.867

14.017

0.669

0.869

PLC2

13.877

0.729

0.853

14.254

0.754

0.852

14.075

0.743

0.853

PLC3

14.421

0.783

0.840

14.873

0.623

0.885

14.658

0.690

0.867

PLC4

14.228

0.759

0.846

14.619

0.786

0.844

14.433

0.774

0.845

PLC5

14.386

0.677

0.865

14.635

0.768

0.849

14.517

0.727

0.856
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The Cronbach Alpha scores for opinions concerning the level of Privacy and Legal
Competences obtained by the IT Management group varied from a minimum of 0.840 to a
maximum of 0.873 whereas for Boards it fluctuated from a minimum of 0.844 to a maximum
of 0.885. When the scores for the two groups of respondents were combined they went from
a minimum of 0.845 to a maximum of 0.869. Overall for all 5 competences the Cronbach
Alpha scores were well above the acceptable threshold indicating a high degree of reliability
and internal consistency across all the five variables.
The Cronbach Alpha score when all 33 issues are combined for both sets of respondents in
Malaysia is 0.972 (untabulated) implying that 97.2% of the items are measuring the same
construct. Similarly, the Cronbach Alpha score when all 33 competences are combined for
both sets of respondents in Malaysia is 0.974 (untabulated) implying that 97.4% of the items
are measuring the same construct. Thus the results of the reliability factor analysis carried out
for issues and competences are satisfactory both when computed individually and in
combination against Nunnally’s (1967) benchmark as well as the scale set by Davidshofer
(1988, p.89, quoted by Peterson 1994).
6.5

Construct Validity

The method followed here was to first examine the 33 ITG issues identified earlier from the
literature with a view to selecting a subset of issues that shared similar characteristics. Firstly,
an examination of the Kaiser-Meyer Olkin (KMO) measure of sampling adequacy suggested
that the sample was factorable (KMO=0.924) since Kaiser (1974) recommends accepting
KMO values greater than 0.5 as adequate. Furthermore, values above 0.9 are ‘marvellous’
(Hutcheson and Sofroniou, 1999, pp.225). For these data, as indicated in Table 6.21 the
KMO value is 0.924, which falls into the range of being marvellous; so, this study can be
confident that factor analysis is appropriate for these data. Furthermore, for these data, as
shown in Table 6.21, Bartlett’s test is highly significant (p<0.001), and therefore factor
analysis is appropriate.
Table 6.21: KMO and Bartlett’s Test
Kaiser-Meyer-Olkin Measure of Sampling Adequacy.
Bartlett's
Test
of Approx. Chi-Square
Sphericity
Df
Sig.
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.924
3521.413
528
.000

Then, analysis was carried out as to whether the 33 ITG issues combined into any
components (factors) of ITG. Principal components analysis, using varimax rotation, as
outlined by Tabachnick and Fidell (1989, p.597) was employed. They describe factor analysis
as follows:
Principal components analysis (PCA) and factor analysis (FA) are statistical
techniques applied to a single set of variables where the researcher is interested
in discovering which variables in the set form coherent subsets that are relatively
independent of one another.
The survey instrument utilised in the study divided the issues Boards and IT Management
independently evaluate for importance into 4 components strategic planning issues, internal
control issues, business risk issues, privacy and legal issues. This demarcation into the 4
components was based on the literature review as discussed in Chapter 3. A factor loading
matrix was extracted from respondents’ answers to all 33 ITG issues identified. This was then
subject to a varimax rotation, a technique used to maximise high correlations and minimise
low correlations. Additional testing such as factor comparability testing was not performed as
it was considered beyond the scope of the current study.
Table 6.22: Factors extracted from Variables Analysis

Component
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16

Initial
Eigenvalues
Total
17.658
1.898
1.556
1.180
1.035
0.965
0.752
0.655
0.651
0.632
0.572
0.543
0.476
0.452
0.434
0.409

Variance

Cumulative
%

53.510
5.751
4.716
3.577
3.137
2.925
2.278
1.986
1.971
1.916
1.734
1.644
1.441
1.369
1.316
1.240

53.510
59.260
63.977
67.553
70.691
73.616
75.893
77.880
79.851
81.766
83.500
85.144
86.586
87.954
89.270
90.511
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Rotation Sums of
Variance Cumulative
Squared Loadings
Total
%
5.955
18.045
18.045
4.901
14.852
32.897
4.819
14.602
47.499
4.263
12.918
60.417
3.390
10.273
70.691

17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33

0.350
0.327
0.295
0.257
0.253
0.241
0.205
0.185
0.178
0.153
0.142
0.120
0.115
0.097
0.080
0.074
0.058

1.060
0.991
0.894
0.780
0.767
0.729
0.623
0.561
0.539
0.464
0.431
0.364
0.347
0.295
0.243
0.225
0.177

91.570
92.561
93.455
94.235
95.001
95.731
96.354
96.915
97.454
97.918
98.349
98.713
99.060
99.355
99.598
99.823
100.000

In this study, by reviewing eigenvalues, certain variables were noted to cluster and form
factors that appear to exert most influence on Boards’ and IT Managements’ decisions
regarding the importance of ITG issues. Five factors were identified. Table 6.22 summarises
the results. Five factors (referred to in the table as components) yielded eigenvalues greater
than one. They accounted for 54%, 6%, 5%, 3% and 3% of the variance respectively. This
yielded a cumulative total of 71% of the variance being explained by these five factors.
Table 6.23 then analyses these five factors and the variables which appear to combine to
comprise them. Tabachnick and Fidell (1989, p.639) recommend variables with a loading >
.3 be associated with a particular factor. They quote Comrey (1973) who suggested loadings
of .3 were poor and researchers should start at .45, which he considered fair and .55 which he
considered good. Using Comrey’s .55 cut-off, Table 6.23 has highlighted (by emphasising
the scores in bold) those variables, which load on a particular factor. This produces a very
tidy division of the variables into identifiable components.
Table 6.23: Variables Associated with Each Factor
Component
1
Ability to critically evaluate IT investment recommendations
(SI 10)
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0.737

2

3

4

5
0.345

Ensuring that all issues related to IT business continuity risk
0.707
are identified and acted upon (BR 2)

0.342

Being cognisant of developments in IT trends and emerging
0.697
technologies for future business needs (BR 1)

0.341

Ensuring appropriate oversight of all IT related strategic and
0.695
operational risks (IC 1)

0.331

Setting up mechanisms to ensure that the company gets value
0.617
for money from all its IT investments (IC 5)

0.403

Ensuring that plans and policies are implemented and
0.571 0.476
effective (IC 7)
Alignment between all IT activities and the company’s
0.567
objectives (SI 3)

0.532

Innovative use of IT to undertake new businesses and
0.463 0.460
improve processes (SI 6)

0.425

Awareness of technology-based competitive threats (SI 5)

0.460 0.406

Mechanisms are in place for monitoring information security
0.429 0.313
risk (SI 4)
Ensuring appropriate human resource policies are in place (SI
12)

0.434
0.390

0.310 0.347

0.308

0.323

0.711

Ensuring ample resources are available to enable staff to
0.353 0.698
leverage new technologies (SI 13)
Considering all stakeholder concerns and needs when making
0.544 0.618
IT investment decisions (SI 11)
Ensuring appropriate contractual agreements are in place with
IT vendors/suppliers (SI 14)

0.610

Awareness of the influence of company culture on the overall
effectiveness of IT governance (SI 15)

0.573

0.397 0.337

Ensuring appropriate IT project management systems are
0.323 0.469
used (IC 9)

0.411

Ensuring that IT monitoring and measurement systems
0.344 0.455
deliver expected results (IC 6)

0.437

Ensuring that the decommissioning or disposal of IT assets is
done in accordance with environmental legislation and
regulations (PL 5)

0.784

Ensuring compliance with all professional standards,
frameworks and methodologies affecting IT governance (PL
4)

0.461
0.342

0.325

0.762

Ensuring relationships with third party IT service providers
0.359 0.352
are sustainable (BR 4)

0.595

Ensuring compliance with any relevant overseas regulations
such as Sarbanes-Oxley, HIPAA, Basel, etc. (PL 3)

0.589

0.570

Ensuring that all local legislative and regulatory requirements
0.383
for protecting personal information as well as policy and

0.586

0.317 0.430
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0.330

procedures for compliance are adhered to (PL 1)
Ensuring compliance with all relevant local legislation
pertaining to the use of software, hardware, service 0.423
agreements and copyright laws (PL 2)

0.544

0.342 0.367

Conducting regular reviews of IT security and reliability
0.443
measures (IC 8)

0.540

0.319

Instituting appropriate IT governance mechanisms be it at
0.507 0.377
board or at committee level (IC 2)

0.507

Making use of data analytics to support decision making at
every level throughout the organisation (SI 9)

0.783 0.370

Ensuring appropriate use of social media platforms to track
and assess consumer sentiment (BR 3)

0.646

Setting up IT fraud prevention/detection platforms throughout
the organisation (IC 4)

0.578

Making use of the latest technologies for both scheduled and
impromptu meetings (SI 7)

0.555

0.557

Making use of secure IT tools for all internal communication
purposes (SI 8)

0.443

0.554 0.320

Ensuring standards for security and document retention are in
0.334 0.319
place (IC3)
The company’s awareness of options for the effective,
efficient and acceptable use of IT (SI 2)
The strategic value of IT to the company (SI 1)

0.347

0.431 0.319
0.792

0.454

0.673

The next step is to look at the contents of issues that load onto the same factor to try to
identify common themes. If the mathematical factor produced by the analysis represents
some real-world construct, then common themes among highly loading issues can help us
identify what the construct might be.
Eight out of the fifteen “strategic issues” identified from the literature are clustering in 2
factors (components 2 & 5) thus providing some justification for combining them under the
same domain heading in the model. Similarly, there is very strong support for combining the
privacy and legal aspects into one domain in the model, as all five issues identified from the
literature cluster in the same factor (component 3).
Other clusters were not as clear cut. Seven items loaded onto Factor 1(labelled in Table 6.23
as component 1). It is clear from Table 6.23 that these seven items relate to the recurring
theme of being able to ‘ensure’. The latter includes ensuring that investment
recommendations are critically evaluated, business continuity risks properly identified/acted
upon, plans and policies effectively implemented as well as ensuring alignment between
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activities and objectives. The seven items were spread across three of the domain areas, not
really clustering in any specific factor. Similarly, in component 4, the five factors that loaded
were spread across the same three domain areas. All these five issues seem to converge on
the recurring theme of using the appropriate tools/technologies/platforms for decision
making, tracking consumer sentiment, fraud prevention, conducting meetings or for
communication purposes.
In summary therefore the factor analysis offers strong support for two of the domain factors,
strategic issues, albeit spread across three factors, and privacy and legal issues. The other
two domains, business risk and internal controls were more diversified but still demonstrated
some evidence of clustering. For example the first two business risk issues cluster in
component 1.
6.5.1 Non response bias
As with all studies of this nature, the possibility of non-response bias should be considered.
Whereas there is no compelling reason to consider those who did not respond, failed to do so
for any reason other than lack of time/interest, the risk that non respondents may have given
different evaluations than those who did respond, is a possibility. Some studies attempt to test
for non-response bias by using methods such as comparison of earlier and later responses.
Miller and Smith (1983) attempt to justify such an approach. However, some researchers
such as Kahneman and Knetsch (1992) are critical of this approach. This study therefore did
not perform a specific test for non-response bias. Those participants who completed the
‘paper’ form of the survey, could be considered as non-respondents to the
‘electronic’(majority) completion method and as noted earlier, there were no significant
differences between these two groups of respondents.
6.5.2 Reliability Tests – Summary
Thus this study can safely surmise, on the basis of the separate tests carried out to establish
content validity, construct validity and reliability respectively, that the survey instrument
design is reasonably robust hence placing greater confidence in the findings as reported.
Issues such as ‘latent’ variables could always benefit from additional analyses but was
considered beyond the scope of the current study.
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6.6

Summary

Initially the raw data was disclosed in summary form. The demographic details of the
individual respondents and their companies were then summarised. Then analyses of the
evaluations of respondents to the various IT issues raised, was performed. This analysis,
including both within group and between group comparisons, was performed in order to
answer the five research questions posed earlier in Chapter 1. This analysis was then
followed by a description of various reliability tests, which were carried out to confirm the
validity of the survey instrument design hence placing greater confidence in the findings as
reported in the following chapter.
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CHAPTER 7
CONCLUSION

7.1

Introduction

In this chapter the findings from this research are summarised and their contribution to the
extant literature is discussed. This study developed a theoretical Board IT Competences
model and used Malaysia as a case study to find support and refinement for the model and in
doing so contributes to the general field of corporate governance, but more specifically to the
body of knowledge regarding issues in ITG and Boards’ competence in ITG. Research
concerning the Malaysian ITG environment is particularly enhanced by the study’s findings.
The contributions to these areas and the implications for theory and practice are considered.
The chapter concludes with a discussion of the limitations of this research study and makes
suggestions for further research.
7.2

Findings on the Research Questions (RQs)

The central theme underlying this study is that Boards are a key oversight mechanism
available to firms, since currently most business organizations are governed by Boards who
are seen as the ultimate decision making body of the organization responsible for the major
investment decisions, corporate governance and strategic direction of the organization
(Psaros, 2009). Boards play a critical role in the governance of an organization and enhance
the overall health and wealth of the entity (Borth and Bradley, 2008).
ITG can be regarded as a subset of overall corporate governance focusing on IT systems,
their performance and risk management and is considered critical because of the need for
greater accountability for decision-making around the use of IT, in the best interest of all
stakeholders. Van Grembergen and De Haes (2010) observed that Boards appear to be
struggling to understand the state of IT within their companies and/or they do not have
sufficient information to govern IT effectively with many Boards displaying a lack of IT
skills and interest in discussing IT at board meetings. The authors further found that most
Boards tend to delegate their IT responsibilities to the audit committee and/or management.
ITG is critical in the current business environment. Boards are ultimately responsible for
ensuring the entities they control have appropriate IT facilities.
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The first objective of this study is to develop a model of IT competences Boards should have,
to achieve appropriate ITG. The research questions developed in this study focussed on five
aspects, firstly what IT competences are needed by Boards to effectively practice ITG.
Second whether a framework for assessing Board IT competences can be developed with
indexes for the different areas of competence. Third what are the IT competences of Boards
of large companies in Malaysia? Fourth whether there is consensus in Malaysia between
Boards and IT Management as to the importance of ITG related issues and finally whether
there is evidence of a knowledge gap as to the level of competence Boards possess, as
opposed to the level they should possess, in relation to ITG issues in Malaysian companies.
The five research questions asked in this study are restated below:
RQ 1: What IT competences are needed by Boards to effectively practice ITG?
RQ2: Can a framework for assessing Board IT competences be developed with indexes for
different areas of competence?
RQ 3: What are the IT competences of Boards of large companies in Malaysia?
RQ 4: Is there consensus in Malaysia between Boards and IT Management as to the
importance of ITG related issues?
RQ 5: Is there evidence of a knowledge gap as to the level of competence Boards possess, as
opposed to the level they should possess, in relation to ITG issues in Malaysian
companies?
Evidence gathered from the individual tests and the combined analysis suggests that the
answers to some of these questions differ somewhat for IT Management and Boards.
Answers to the five questions are elaborated further in sections 7.2.1, 7.2.2, 7.2.3, 7.2.4 and
7.2.5 respectively.
7.2.1

Board IT Competences Necessary for Effective ITG

This research question regarding the appropriate IT competences needed by Boards to
effectively practice ITG was initially answered in Chapter 3. The review of the relevant
literature initially identified 42 competences across 4 domains which after the sandpit and
pilot testing and rationalisation phase was eventually finalised with the drafting of 33 items in
4 categories, summarised at Appendix A, parts 2 and 3. The IT competences needed by
Boards identified from the literature can be broadly demarcated into four main domains viz.
Strategic Planning, Internal Controls, Business Risk as well as Privacy and Legal.
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Using all the 33 competences identified earlier a model was then developed in such a way as
to be understandable to Boards, all members of which may not be at the same level of
computer expertise. Boards are responsible for overall corporate governance hence the model
was framed in terms of critical general corporate governance principles. On the basis of
Trites (2004) study referred to in the literature review the four critical sections highlighted
above were therefore utilised.
The model was then incorporated into a survey instrument for testing, so that RQ1 could be
definitively answered with some supporting evidence. The model was therefore tested
initially in Ireland, a small jurisdiction with a developed economy and a stock exchange with
adequate corporate governance requirements. The Irish respondents considered the 33 issues
and by extension the corresponding competences as important and furthermore did not
identify any omitted issues/competences in an open ended question at the end of the survey
instrument (refer Appendix A). The results of this study are fully reported in Mohamad et al.
(2014). This lends support to the proposition that most if not all IT competences needed by
Boards to effectively practice ITG were adequately identified and summarised in the IT
Competences model.
7.2.2

Board IT Competences Framework with Indexes for Different Areas of
Competence

The second research question regarding the development of a framework for assessing Board
IT competences with indexes for different areas of competence was answered in the first
instance by performing the pilot test on all companies in the Irish Stock Exchange, as
explained above. IT Management of Irish companies appeared to consider the survey
instrument a satisfactory tool with which to evaluate such issues. They also failed to note any
other issue, which they considered should be evaluated in such a model.
The instrument was then tested in the larger Malaysian environment, as outlined in Chapter 6.
The rankings of IT Management in relation to the importance of all the 33 issues surveyed
were firstly analysed by comparing the mean score for each individual survey instrument
question, for the four critical sections as evaluated independently by IT Management. After
this the mean scores for each of the four critical sections identified earlier were then
computed and ranked in order of importance before an overall mean score was computed in
aggregate for the importance of all the 33 issues surveyed.
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On a scale of 1-5 the lowest mean score given to any item was 3.737 and the highest mean
score was 4.807. All 33 issues were ranked as important with an overall average score of 4.29
which is more than 4.00, making each item tend to “very important” on average. Critically,
space was left in an open ended question at the end of the survey instrument for respondents
to add any other issues they considered critical to ITG which were not already in “all” 33
listed competences (refer Appendix A). None were listed.
The means were then computed on a group basis for each batch of issues. Group means, as
regards the importance of the groups of issues ranged from a low of 4.19 to a high of 4.38.
This again tends to suggest the respondents considered all items important and considered the
group classification a reasonable methodology with which to evaluate overall IT importance.
This provides support for RQ2. Thus it appears feasible to develop a model with which to
evaluate how important or otherwise, Boards consider managing salient IT issues to be. The
first task was to come up with a structured list of important items, and a scale with which to
measure them. The current model appears to have achieved this. The respondents agreed all
items were important and there was consensus among the respondents as to the items
assessed. Finally, no items were identified which had been omitted from the lists. Both
groups of respondents considered the 33 issues as important, did not identify any omitted IT
issues and were able to use the matrices to assess both the importance of and the performance
of Boards as regards competence in the ITG arena. Hence it appears reasonable to surmise
from the earlier discussion that our proposed Board IT competences framework has achieved
its stated objective of being able to provide indexes for the different areas of competence thus
answering RQ2 in the affirmative.
Obviously, over time other IT issues will arise and the current model will need to be adjusted.
But in the current environment the model developed in this study appears to function well. It
is considered worthy of testing in other jurisdictions, as outlined in the subsequent section on
future research.
7.2.3

Board IT Competence of Large Companies in Malaysia

The earlier discussion in RQ1 appears to highlight that the correct IT issues were indeed
identified in the literature review and further strengthened by the findings of the pilot study
conducted in Ireland. The IT competences needed by Boards identified from the literature can
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be broadly sub-divided into four main categories viz. Strategic Planning, Internal Controls,
Business Risk as well as Privacy and Legal.
The third part of the Survey Instrument employed in this study asked both groups of
respondents i.e. IT Management and Boards to evaluate the competence of Malaysian Boards
to oversee ITG issues. When the mean scores for all 33 competences as evaluated by IT
Management were computed, they ranged from a low of 3.263 to high of 4.088. When the
mean scores for IT Management were subsequently computed in aggregate for each of the
four main categories they ranged from a low of 3.54 to a high of 3.76. Likewise, when
Boards were asked to self-evaluate their competence over the 33 issues surveyed the mean
scores ranged from a low of 3.270 to a high of 4.222. When the mean scores for Boards are
subsequently computed in aggregate for each of the four main categories they ranged from a
low of 3.63 to a high of 3.91.
On the basis of these aggregate mean scores which varied from a low of 3.54 to a high of
3.91, this study can reasonably surmise that the IT competences of Boards of large companies
in Malaysia encompass all the 33 issues subdivided over their four main domains. In
particular Boards seemed to score high marks in areas such as being aware of the strategic
value of IT to the company, ensuring alignment between all IT activities and the company’s
objectives, setting up mechanisms to ensure that the company gets value for money from IT
investments as well as ensuring that issues related to IT business continuity risk are identified
and acted upon. RQ3 was framed in order to identify the current competences held by
Malaysian Boards and appears to have been answered satisfactorily. The more interesting
issue of whether IT Management and Boards agree as to the importance of each issue, and the
Board’s competence to deal with them, was then analysed.
7.2.4

Boards and IT Management Consensus Regarding the Importance of ITG

In the earlier chapter 6 Table 6.8 listed the mean scores for the importance of all 33 ITG
issues, as evaluated independently by Boards (column 2) and IT Management (column 3).
For IT Management the mean scores for the importance of issues ranged from a minimum of
3.737 to a maximum of 4.807 with an overall average of 4.29 (Table 6.5, row 6, column 2).
Meanwhile for Boards the mean scores for the importance of issues ranged from a minimum
of 3.587 to a maximum of 4.508 with an overall average of 4.15 (Table 6.7, row 6, column
2).
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Table 6.8 column 4 lists the absolute difference between mean scores of importance for each
of the 33 issues as evaluated independently by Boards and IT Management. These range from
a minimum difference of -0.413 to a maximum difference of 0.228. Table 6.8 column 5 lists
the p scores indicating the statistical significance of these differences in mean scores at a
confidence interval percentage of 95%.
Upon further scrutinising these differences in mean scores between Boards and IT
Management this study observed that the difference in mean scores for twenty-six issues is
not statistically significant. However, for seven issues the differences in mean scores are
statistically significant and in all seven instances, IT Management consider the issue more
important than Boards. The seven issues referred to earlier include three strategic issues viz;
being aware of the strategic value of IT to the company, the company’s awareness of options
for effective, efficient and acceptable use of IT and whether mechanisms are in place for
monitoring information security risk, one internal control issue i.e. setting up fraud
prevention/detection platforms throughout the organization, one business risk issue i.e.
ensuring that issues related to IT business continuity risk are identified and acted upon and
finally two privacy and legal issues i.e. ensuring that all local legislative and regulatory
requirements for protecting information as well as policy and procedures for compliance are
adhered to besides ensuring compliance with any relevant overseas regulations such as SOX,
HIPAA, Basel, etc. As can be seen from the earlier discussion the seven issues were spread
out across the four domains and not focused in one particular area.
Hence RQ4 regarding the existence of consensus between Boards and IT Management as to
the importance of ITG issues cannot be answered with certainty. Out of the thirty-three issues
surveyed, seven issues were found to be significantly different at the 95% confidence interval
whereas for the remaining twenty-six issues the differences if any were found not to be
statistically significant. The seven issues identified as significantly different were:
(i) The strategic value of IT to the company.
(ii) Alignment between all IT activities and the company’s objectives.
(iii) Mechanisms are in place for monitoring information security risk.
(iv) Setting up IT fraud prevention/detection platforms throughout the organization.
(v) Being cognizant of developments in IT trends and emerging technologies for future
business needs.
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(vi) Ensuring that all local legislative and regulatory requirements for protecting personal
information as well as policy and procedures for compliance are adhered to.
(vii) Ensuring compliance with any relevant overseas regulations such as Sarbanes-Oxley,
HIPAA, Basel, etc.
It is interesting to note that these seven issues are spread evenly across the four domains, and
do not appear to cluster in any specific area of concern. Three are from the 15 strategic
planning issues, two are from the five privacy and legal issues, and one comes from each of
the other two domains, internal control and business risk issues.
Turel and Bart (2014) observed that in recent years, Boards have increased their involvement
in ITG matters and suggest that this oversight has the potential to influence organizational
performance. By using organizational level data collected from 171 Boards, they found that
high levels of Board ITG involvement regardless of existing IT needs increased
organizational performance. Turel and Bart (2014, p.225) argue that Board-level ITG
oversight can add value beyond the value produced by IT Managements’ ITG practices.
Regardless of the fact that the Turel and Bart (2014) study only collected data from Boards
and is therefore not directly comparable, the study found that there is broad consensus
between Boards and IT Management regarding the importance of ITG related issues in
Malaysia. For seven specific issues however, IT Management considers them more important
than Boards do. This in turn represents some 20% of specifically identified IT issues.
Evidence of an ‘assessment of importance’ gap therefore appears to exist. This is a critical
finding of the study. Malaysian companies demonstrate some evidence of disagreement
between IT Management and Boards as to exactly how critical certain aspects of ITG are, to
their organization.
7.2.5

Possible Evidence of a Knowledge Gap In Relation to ITG Issues in Malaysia

Tests carried out and referred to earlier in Chapter 6 point to the existence of some evidence
of a knowledge gap, since differences were noted when it came to the evaluation of the
importance of issues, as discussed above. Similarly, when importance was then compared,
against the corresponding Board competence to deal with the issue, differences were noted.
This occurred when assessed separately by IT Management and also, even by Boards
themselves. IT Management considered Board’s level of competence, as opposed to
importance of the issue, significantly lower for 30 of 33 items reviewed. The Boards
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themselves ranked their competence levels as lower than importance levels for 15 of the 33
issues surveyed.
This shows evidence of possible issues with ITG mechanisms which need reviewing. It
appears as if IT Management of Malaysian companies consider their Boards presently are not
fully on top of some current critical ITG issues. This might be considered an expected
outcome by some, in an emerging market economy with a reasonably well developed Stock
Exchange system, which Malaysia currently possesses. However, as the Malaysian
government is currently focussing on improving corporate governance (as outlined in chapter
1), it is not a desired outcome.
There appears to be some evidence that a knowledge gap exists in relation to ITG issues in
Malaysia. This study can confirm that there is evidence of a knowledge gap as to the level of
competence Boards currently possess, as opposed to the level they should possess, in relation
to ITG issues since differences were noted when it came to the evaluation of the competence
of Boards for their oversight of ITG issues as between the two groups of respondents namely
Boards and IT Management. Finally, the direct comparison of competence assessments by IT
Management and Boards revealed significant differences in 10% of cases (Table 6.9). In each
of the 3 instances noted, IT Management considered the competence level significantly lower
than Boards did. These aspects include firstly an awareness of the influence of company
culture on the overall effectiveness of ITG, secondly ensuring that plans and policies are
implemented and effective and thirdly ensuring that appropriate IT project management
systems are used.
As with the differences identified in section 7.2.4 concerning assessment of ‘importance’, it
is again interesting to note the three identified issues relating to ‘competence’ do not cluster
in any specific area. This time two come from the nine internal control issues and the other
comes from the strategic issues domain. A further analysis, from Table 6.23, notes how two
of the three issues load onto two separate factors and the third does not load significantly
onto any one factor. This would again tend to suggest that differences concerning evaluations
of importance and competence do not appear to relate to specific areas. Rather, they are
general in nature. It will be interesting to discover if these findings are the same in other
jurisdictions.
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7.3

Contributions and Implications of the Thesis

As a result of the paucity of research on Boards and ITG in Malaysia, this study focuses on
how Boards are governing IT. Thus, the research in this thesis reduces the gap in the ITG
literature by providing greater insight into this important aspect of Board work. The research
also adds to the extant literature concerning the gap between ITG research and corporate
governance research, an area which has been neglected (Musson and Jordan, 2005; Borth and
Bradley, 2008). Academic research regarding ITG awareness and practices in Malaysia is
very limited, since most of the past research studies are international based.
As noted at sections 1.2 and 6.3, the initial aim of this study is to develop an appropriate
model. External expert support now exists to justify the success of this attempt. As per
section 5.4, at the pre-pilot testing sandpit stage several external practitioners were involved.
All requested anonymity but are experts in the ITG area. One is a Fellow of the Australian
Computer Society, a Project Editor for ISO 38500 and book author in the area. When asked
to comment about the 33 issues in the SI, he ranked 8 of them as very important, 8 of them as
important and 12 of them as fairly important. Another ITG expert, the MD of a governance
consulting organisation, with long experience as a competency developer, identified 10 issues
as very important, 11 as important and another 11 issues as fairly important.
Therefore, an examination of ITG is timely and the findings provide an insight into the state
of ITG among Malaysian businesses from the perspective of Boards and IT Management.
The paucity of research on Board competences to govern IT highlights a key gap in the
literature. This research reduces this gap by addressing the overriding research questions, “is
it possible to develop a model of IT competences for Boards” and “do Boards possess the
competences necessary to adequately govern IT?” This case study, of Malaysian responses to
ITG issues, was used to evaluate the success of the proposed model as well as to find support
and refinement for the model.
This thesis aims to make some key contributions. First this research aims to address a gap in
the literature by establishing a representation of how Malaysian Boards govern IT within
their organizations. Second, the research provides the application of corporate governance
theory to ITG and in doing so provides insights into the links between corporate governance
and ITG research. Thirdly, the research may assist Boards to better understand the
governance of IT and allow them to consider the impact of IT structure on Board ITG
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processes. Finally, the major contribution is to develop an IT competence model for Boards,
in ITG, based on the proposed Board IT competences framework. This then evaluated to see
how far Malaysian Boards have come to achieving those competences, and indeed, some
gaps were noted. The proposed model of competences developed in this study can
subsequently be utilised in other jurisdictions, to see if it is applicable there as well as
evaluate the state of ITG in other international domains.
The thesis also makes a contribution to the other theoretical foundations referenced earlier in
Section 1.6. Firstly, consider Gregor’s (2006) theories of information systems environments.
This study’s analysis of how ITG impinges on the work of IT Management and Boards adds
to the literature in Gregor’s area. Research in the field of ITG examines more than just the
technological system, or just the social system, it investigates the phenomena that emerge
when the two interact. The current study adds to the IS theory on many levels, particularly in
relation to one branch of Gregor’s theories, theory for analysing.
Another branch of theory impacted by this study is the Resource-Based View (RBV)
framework which argues that organisations should look inwards to find sources of
competitive advantage. ITG which refers to the use and oversight of IT can be construed as
an example of one such competitive source. The current study demonstrates how IT
Management and Boards both consider ITG elements to be critical to running a successful
enterprise.
Dynamic capabilities is another branch of theory to which the study contributes. This branch
of theory refers to the capability of an organisation to purposefully adapt their resource base,
which would include both IT assets as well as their efficient management and oversight.
Again, the current study’s results recognise the importance of competent supervision of ITG
elements within an organisation.
Finally, this study also contributes to decision making theory. As mentioned at Section 1.6 in
any business situation the decision maker needs to acquire sufficient knowledge in order to
be able to frame a question, evaluate the extant information, form an opinion and then
execute a plan. As Shanteau (1992, p.252) noted having an adequate grasp of domain
knowledge is a prerequisite for being an expert. The current study’s results recognise the
importance of competence and indeed some concerns noted of one group (IT Management)
do not consider another group (Boards) to be fully competent in a particular area.
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7.3.1

Implications for Firms and Their Boards

Turel and Bart (2014) found that overall IT management and planning capabilities were often
too narrowly conceptualized in prior research as were Board roles in corporate governance
research. They suggest that given the increasing involvement of Boards in IT oversight
researchers should broaden and expand the hierarchy of the sources of IT competencies to
include Boards and their ITG practices. Turel and Bart (2014) state that corporate governance
researchers should broaden the scope of Board roles to include ITG suggesting as a result,
many new questions regarding the antecedents, measurement, and outcomes of board-level
ITG can and should be explored.
Turel and Bart (2014) suggest that board-level ITG can influence organizational performance
and imply from this that Boards should not shy away from governing their organizations’ IT
strategies and operations. In fact, the authors go further and state that Boards should attempt
to cover the broad range of IT issues recommended by the various ITG frameworks
developed by both the IT associations and accounting professional bodies, regardless of the
current and obvious IT needs.
The earlier Bart and Turel (2010) study found that Boards often lack the skills to provide IT
oversight. As a practical implication of their study, Turel and Bart (2014) suggest that Boardlevel ITG be incorporated into IS strategy courses at both undergraduate and graduate levels,
and also be covered in both corporate governance courses and director training programmes
as part of efforts to enhance Board IT competences.
Dedrick, Gurbaxani and Kraemer (2003) studied the relationship between IT investment and
economic performance. They found that both at micro (firm) and macro (country) level,
greater investment in IT is associated with greater productivity growth. Weill (2004) noted
that top performers design ITG to support their performance goals and govern IT as they
would any other key enterprise asset. In light of this, during their selection of Boards, firms
should therefore endeavour to recruit new Board members who have the appropriate mix of
skills, experience, and expertise in ITG particularly in those industries with high growth
opportunities since the contemporary global business environment is increasingly reliant on
IT, which in turn needs to be governed effectively and efficiently. Furthermore, with
effective governance, the return on IT investment will be high and thus business investment
in IT can be optimized to extend business strategies and goals. These claims are supported by
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studies conducted by Weill and Ross (2004) and ITGI as reported in the IT Governance
Global Status Reports (ITGI, 2006c; ITGI, 2008).
Further, there is growing evidence that IT savvy boards that provide competent and
comprehensive IT leadership, financially outperform their peers by 9%, are up to 26% more
profitable and enjoy up to 12% greater market valuation [Fitzgerald et al. (2014); Westerman
et al. (2012)]. In the new age economy, the Board’s role is changing from members having a
primarily financial, legal and compliance focus to one where ITG is becoming an integral
part of corporate governance (Arensdorf (2012).
The results of the current study suggest there may be areas where Boards need to improve
their competence levels. Certainly IT Management responses in this study indicate that as
regards certain IT matters, it is their view that the ultimate governance mechanism (Boards)
may not critically appreciate the importance of certain IT issues. Their competence to deal
appropriately with them, therefore, must also come under question.
It would appear worthwhile to review some of these issues again. Referring to Table 6.9 IT
Management was more concerned than Boards, about the latter’s competence to deal with
three specific issues, namely:
(i) Awareness of the influence of company culture on the overall effectiveness of ITG,
(ii) Ensuring that plans and policies are implemented and effective, and
(iii) Ensuring appropriate IT project management systems are used.
Highlighting these issues to Boards would appear to be a significant contribution of this
study. However, the overall results would tend to suggest all areas should be looked at, not
just individual factors within the framework.
7.3.2

Implications for Regulators, Professional Bodies and others entrusted to
strengthen corporate governance practices in Malaysia

There are few studies on ITG in Malaysia (Noor Azizi Ismail, 2008; Suhaimi Ismail et al.,
2007) and an apparent lack of studies on ITG from the Malaysian perspective. In light of the
attention drawn to corporate governance in the 9MP, an insight into ITG from the Malaysian
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perspective is deemed appropriate. Moreover, findings from a corporate governance study on
a sample of Malaysian companies have revealed a positive relationship between good
corporate governance practices and company performance (Ponnu, 2008). The likelihood of
increased investor confidence with the accompanying improved company performance
resulting from good corporate governance practices is reassuring. Similarly, enhanced IT
performance through good ITG practices will contribute significantly to the realisation of IT
investment with improved operational costs, better client relationships, and business process
efficiency gains (ITGI, 2003). Regulators and others with responsibility for improving the
management and governance of companies in Malaysia should be keen to encourage firms to
select Boards who have the requisite skills, experience and connections to promote and
sustain controlled growth within the economy.
In this regards, the findings of this research provide additional support regarding the
importance of Board ITG competence, in terms of Board effectiveness and the company’s
future performance. The results of the current study tend to suggest that those responsible for
implementing a suitable corporate governance framework in Malaysia, namely the regulators
and accounting profession, appear on the right track with initiatives such as the 9MP. It
appears Boards may have issues with certain aspects of ITG in particular. Any differences
between IT Management and Boards are obviously an area of concern. Therefore, initiatives
such as Board training and information sessions as to critical IT issues should continue to be
highlighted.
7.4

Limitations and Assumptions Made in This Research

Experimental research is acknowledged to have general limitations that can inhibit or
disguise the findings, and therefore potentially weaken the power of the analysis. These
threats can potentially lead to reduced internal validity.

The Boards/IT Management

participants targeted for the study were all very senior people from listed companies. It
would not have been feasible to bring them together at the same time to participate in the
survey. The Boards/IT Management responses, which were obtained using an online survey
tool LimeSurvey, are therefore assumed to be representative of the population of experienced
Boards/IT Management in Malaysia. Despite the layout of the survey instrument including
the final open ended question (refer appendix A p.175), there is still the possibility that not all
relevant issues were captured. Although Boards/IT Management participants were
forthcoming from listed companies, this is not verifiable due to the anonymous nature of the

146

online survey. This response anonymity meant that it was not possible to completely monitor
from where the participants originated or were located. For the sake of anonymity, this study
could not insist in the survey instrument that the respondents identify themselves for fear that
they may not be willing to voluntarily participate in the survey. A matched pair intraorganisational design would have been ideal but this was not practical due to the
confidentiality constraints. However, there is no reason to think the individual responses of
IT Management representatives and Board representatives would not reflect their group,
irrespective of whichever organisation they came from.
Secondly some of the more general disadvantages or limitations of using online survey tools,
like LimeSurvey to conduct research, include limited sampling and respondent availability. It
is entirely possible that not all respondents have access to the internet at a time and place of
their convenience, for instance after hours or during weekends, thus potentially making it
more tiresome to respond to online questionnaires. Besides there could also be potential
problems in getting cooperation from respondents due to the phenomenon called
questionnaire fatigue. Although online surveys in many fields can attain response rates equal
to or even slightly higher than that of traditional modes, internet users today are constantly
bombarded by messages and can easily rebuff advances either intentionally (by hitting the
delete button) or inadvertently (by configuring their settings so that all unsolicited mail ends
up as spam).
Thirdly there could also be issues with credibility since the lack of a trained interviewer to
clarify and probe respondents could lead to less reliable data. As with any study of this
nature, results and analysis are dependent upon the responses received from the participants.
Whether the responses they provide are an accurate reflection of their true thoughts on the
matter, or have been adjusted (to provide responses which would appear more appropriate) is
a matter the research cannot determine. Furthermore, even though all publicly listed
companies were invited to respond, those who did respond could potentially not be reflective
of the true population. Whereas there are no specific reasons to lead anyone to surmise that
the views of those who responded are not reflective of the total population, it is conceivable
that only those who view their company’s situation as acceptable were prepared to respond.
Those who considered their company’s situation to be un-acceptable may have declined to do
so. Hence the possibility of non-response bias although unlikely, needs to be noted, and has
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been discussed at section 6.5.1. It is still contended however, that the proposed benefits of the
research approach far outweigh these limitations, but they still need to be acknowledged.
Fourthly, because of the relevant provisions of The Personal Data Protection Act 2010
(PDPA 2010) enacted in Malaysia, company secretaries were reluctant to directly share
contact email addresses of their board members and CIOs. This is because they would have
to seek the consent of the relevant board member/CIO before their personal data could be
used for the purposes of the survey. This is a time consuming process, hence this study was
advised to write directly to the public relations department of the Public Limited Companies
listed in Bursa Malaysia seeking their assistance to identify prospective respondents and urge
them to participate in the research project. Hence the data was gathered voluntarily from
human participants in good faith on the expectation that their responses were genuine and
serious. As the respondents were not paid, there is the possibility that some of them may have
found the survey instrument to be obtrusive and lengthy to read.

Potentially some

participants may have found this demotivating and they may not have responded with the
sufficient care expected. This could result in tainted responses and therefore reduce the
internal validity.
This study is primarily concerned with the perceptions of Boards and IT Management in
regards to ITG issues, rather than the outcomes or actions based on these perceptions.
Outcomes (for instance decisions regarding the use of outsourcing options versus the use of
in-house expertise to carry out important functions) are complex and involve many variables.
Although issues such as the use of in-house expertise versus outsourcing are important for
long-term business continuity and sustainability prospects and together with aspects like
Board dynamics (which address other factors like Board cohesiveness and directors
interactions) also have significant implications for Board effectiveness and corporate
outcomes, an examination of these other dynamics is beyond the scope of the present study.
Finally, this is only one case study which used Malaysia to provide support for the theoretical
model. Doing an in depth case study was very useful and suited the nature of the project
however no generalisation is possible using one case study. More case studies can provide
more support and refinement for the model but can never be conclusive.
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7.5

Further Research

Opportunities for further research in the area of ITG have been identified within this study.
They arise primarily as a result of the successful findings and the acknowledged limitations
of the study.

There are some key areas where this study could be further extended to

enhance its contribution to ITG as part of an overarching corporate governance structure. The
first extension should involve using the model in other jurisdictions. Whether the Malaysian
results are unique to that country or are symptomatic of many other jurisdictions would
appear to be an avenue of research well worth exploring.
Research focusing on the strategic alignment of business and IT processes has been proactive
in the development of models and frameworks to assist the understanding of the relationships
between business and IT within an organization. There have been many models developed,
but there has been a paucity of research which has tested existing models to determine their
appropriateness in describing and measuring strategic alignment within organizations.
Testing of existing models could also assist with development of future research in this area
of business-IT alignment.
Research on the delivery of value from IT systems has had a similar focus to strategic
alignment research, with a number of models and frameworks developed. As with strategic
alignment research there has been little focus on the testing of these models. Development of
practical methods for organizations to improve their understanding of value delivery and their
ability to measure it effectively would make an important contribution to research in this
area.
Further research could also include action or multi-case research of organizations that use this
Board IT competences framework in situ. A theoretical lens or lenses such as Chaos,
Resource, Contingency and/or Agency Theory could be applied to explain and test the impact
of these competences and further contribute to the body of knowledge. A study evaluating the
presence or absence of a deliberate move to align Board competences requirements with a
digital leadership strategy or in-depth research into the positive and negative impacts of
Board culture in digital leadership, as well as the critical role and competence of the Chief
Executive Officer could provide further invaluable contributions to practice.
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Despite extensive research in each of the earlier focus areas, considerable work is needed to
further the understanding of ITG and to develop a successful holistic measure of ITG. To
enable ITG to become an accepted part of organizational strategic and operational
governance processes, it is important that researchers develop more practical methods for
organizations to use in establishing and assessing ITG. The conduct of future research
addressing the issues raised earlier should lead to improved ITG within each domain or focus
area and the establishment of holistic models and frameworks of ITG. Towards this end, a
mix of research methodologies, including experiments, case studies, interviews and/or
surveys could add deeper insights.
7.6 Conclusion
This thesis examined the possibility of developing a theoretical model for Boards IT
Competences. This model was then tested using Malaysia as a case study, to provide support
and refinement for the theoretical model. Malaysia was chosen for the case study in light of
the importance given to measures taken to enhance corporate governance practices in the
9MP. Generally, the model appeared to be very useful for gauging IT competence of Boards.
The findings of this study suggest there may be areas where Boards need to improve their
competence levels. Certainly IT Management responses in this study indicate that as regards
certain IT matters, it is their view that the ultimate governance mechanism (Boards) may not
critically appreciate the importance of certain IT issues. Boards’ competence to deal
appropriately with them, therefore, must also come under question. It would appear
worthwhile to review some of these issues again. Referring to Table 6.9 IT Management was
more concerned than Boards, about the latter’s competence to deal with three specific issues,
namely:
(i) Awareness of the influence of company culture on the overall effectiveness of ITG,
(ii) Ensuring that plans and policies are implemented and effective, and
(iii) Ensuring appropriate IT project management systems are used.
Highlighting these issues to Boards would appear to be a significant contribution of this
study. However, the overall results would tend to suggest all areas should be looked at, not
just individual factors within the framework.
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Appendix A – Survey Instrument
Dear Sir,
Re: Developing a Framework for Assessing IT Competences of Boards of Directors: Results of
Application to Malaysian Companies
My name is Shafi Mohamad, a Fellow of the Association of Chartered Certified Accountants
(FCCA) in the UK and an Associate Professor of Accountancy in Malaysia for over 25 years. I have
always had a strong interest in corporate governance and now wish to contribute to corporate
governance in Malaysia in a positive way. I am conducting this research as part of my doctoral
studies at Griffith Business School, Griffith University. My supervisory team includes Professor
Peter Best and Associate Professor Conor O’Leary.
This study aims to evaluate the importance of current IT issues facing Malaysian companies and the
effective practice of IT governance over these issues. In the process it is hoped to develop a
framework for assessing IT competences of boards of directors in Malaysia. The survey is targeted
at two groups, boards and chief information officers of listed companies. The survey is in three
parts. Part 1 requests five demographic details to assist in analysing the data. Part 2 identifies
current IT issues and asks respondents to rank each issue in terms of importance to the company.
Finally, Part 3 asks respondents to rank the level of competence the board currently has to deal with
each issue identified in Part 2.
The study is expected to be of benefit to boards of directors, chief information officers and other
stakeholders keen to enhance and strengthen the practice of IT governance in Malaysia. This is
important, as prior studies in other jurisdictions have shown that firms with above average IT
governance achieve higher returns on assets than firms with poorer IT governance.
Participants remain anonymous. There are no identifiable risks associated with your involvement in
this study.
Griffith University conducts research in accordance with the National Statement on Ethical Conduct
in Human Research. If you have any concerns or complaints about the ethical conduct on the
research project please contact the Manager, Research Ethics on +61 7 37355585 or researchethics@griffith.edu.au.
Your participation is voluntary and submission of a completed questionnaire will be accepted as an
expression of your consent to participate in our research. The survey is expected to take about 15
mins to complete. If you would like a summary of the overall results of this study, please send a
separate email request or post your business card to me at the address below.
Once again, thank you for your involvement.
Shafi Mohamad
PhD Candidate
Griffith Business School
Department of Accounting, Finance and Economics
Griffith University, Nathan campus
Queensland, Australia 4111
Email: shafi.mohamad@griffithuni.edu.au
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PART 1: DEMOGRAPHIC PROFILE
Please tick 1 button to answer each of the following questions.
Industry Sector
1. What is your company’s industry sector?
Please choose only one of the following:
Manufacturing 

Finance 

Service 

Retail 

Media 

Plantation 

Tourism 

Mining 

Utilities 

Other ________________

Director

Chief Information Officer 

Designation
2. What is your current job designation?
Please choose only one of the following:
Chairman 

Managing Director 

Chief Technology Officer 
Job Experience
3. How many years of experience do you have in your current role?
Please choose only one of the following:
0-5 

6-10 

11-20 

21-30 

30+ 

Company Turnover
4. What is the size of your company’s turnover in Ringgit Malaysia (Million RM)?
Please choose only one of the following:
0-10 

11-20 

21-30 

31-50 

50+ 

Bursa Listing Status
5. Which market is your company presently listed on?
Main Market 

ACE Market 

Not Listed 
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PART 2: IMPORTANCE OF IT ISSUES
1. Strategic Planning Issues
Please rank your assessment of the IMPORTANCE of the following IT issues to your company, by marking one button on the scale provided
Fairly
Very
Very
Fairly
Neither Unimportant
No
Issues
nor Important
Unimportant
Important
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15

The strategic value of IT to the company
The company’s awareness of options for the effective, efficient and
acceptable use of IT
Alignment between all IT activities and the company’s objectives
Mechanisms are in place for monitoring information security risk
Awareness of technology-based competitive threats
Innovative use of IT to undertake new businesses and improve
processes
Making use of the latest technologies for both scheduled and
impromptu meetings
Making use of secure IT tools for all internal communication
purposes
Making use of data analytics to support decision making at every
level throughout the organisation
Ability to critically evaluate IT investment recommendations
Considering all stakeholder concerns and needs when making IT
investment decisions
Ensuring appropriate human resource policies are in place
Ensuring ample resources are available to enable staff to leverage
new technologies
Ensuring appropriate contractual agreements are in place with IT
vendors/ suppliers
Awareness of the influence of company culture on the overall
effectiveness of IT governance
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2. Internal Control Issues
Please rank your assessment of the IMPORTANCE of the following IT issues to your company, by marking one button on the scale provided
No

Very

Issues

Fairly

Unimportant

1

Neither Unimportant
nor Important

Fairly

Very
Important

Ensuring appropriate oversight of all IT related strategic and
operational risks
2 Instituting appropriate IT governance mechanisms be it at board or at
committee level
3 Ensuring standards for security and document retention are in place
4 Setting up IT fraud prevention/detection platforms throughout the
organisation
5 Setting up mechanisms to ensure that the company gets value for
money from all its IT investments
6 Ensuring that IT monitoring and measurement systems deliver
expected results
7 Ensuring that plans and policies are implemented and effective
8 Conducting regular reviews of IT security and reliability measures
9 Ensuring appropriate IT project management systems are used
3. Business Risk Issues
Please rank your assessment of the IMPORTANCE of the following IT issues to your company, by marking one button on the scale provided
Very
Fairly
Fairly
Very
Neither Unimportant
No
Issues
nor Important
Unimportant
Important
1 Being cognisant of developments in IT trends and emerging
technologies for future business needs
2 Ensuring that all issues related to IT business continuity risk are
identified and acted upon
3 Ensuring appropriate use of social media platforms to track and
assess consumer sentiment
4

Ensuring relationships with third party IT service providers are
sustainable
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4. Privacy and Legal Issues
Please rank your assessment of the IMPORTANCE of the following IT issues to your company, by marking one box on the scale provided
Fairly
Fairly
Very
Very
Neither Unimportant
No
Issues
Nor
Important
Unimportant
Important
1

2
3
4
5

Ensuring that all local legislative and regulatory requirements for
protecting personal information as well as policy and procedures for
compliance are adhered to
Ensuring compliance with all relevant local legislation pertaining to
the use of software, hardware, service agreements and copyright laws
Ensuring compliance with any relevant overseas regulations such as
Sarbanes-Oxley, HIPAA, Basel, etc.
Ensuring compliance with all professional standards, frameworks and
methodologies affecting IT governance
Ensuring that the decommissioning or disposal of IT assets is done in
accordance with environmental legislation and regulations

This is the end of Part 2 about the importance of IT issues. Next is Part 3 which discusses the level of competency of boards to deal
with the issues identified.
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PART 3: BOARD IT COMPETENCY
1. Strategic Planning Competences
Please rank the level of COMPETENCE your board currently has to deal with these issues by marking one box on the scale provided
No

Lacking
Significant

Competences

Lacking
Some

Competence
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15

The strategic value of IT to the company
The company’s awareness of options for the effective, efficient and
acceptable use of IT
Alignment between all IT activities and the company’s objectives
Mechanisms are in place for monitoring information security risk
Awareness of technology-based competitive threats
Innovative use of IT to undertake new businesses and improve
processes
Making use of the latest technologies for both scheduled and
impromptu meetings
Making use of secure IT tools for all internal communication
purposes
Making use of data analytics to support decision making at every
level throughout the organisation
Ability to critically evaluate IT investment recommendations
Considering all stakeholder concerns and needs when making IT
investment decisions
Ensuring appropriate human resource policies are in place
Ensuring ample resources are available to enable staff to leverage
new technologies
Ensuring appropriate contractual agreements are in place with IT
vendors/ suppliers
Awareness of the influence of company culture on the overall
effectiveness of IT governance
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Neither Competent
nor Incompetent

Fairly

Very

Competent

2. Internal Control Competences
Please rank the level of COMPETENCE your board currently has to deal with these issues by marking one box on the scale provided
No

Lacking
Significant

Competences

Lacking
Some

Competence

Neither Competent
nor Incompetent

Fairly

Very

Competent

1

Ensuring appropriate oversight of all IT related strategic and
operational risks
2 Instituting appropriate IT governance mechanisms be it at board or at
committee level
3 Ensuring standards for security and document retention are in place
4 Setting up IT fraud prevention/detection platforms throughout the
organisation
5 Setting up mechanisms to ensure that the company gets value for
money from all its IT investments
6 Ensuring that IT monitoring and measurement systems deliver
expected results
7 Ensuring that plans and policies are implemented and effective
8 Conducting regular reviews of IT security and reliability measures
9 Ensuring appropriate IT project management systems are used
3. Business Risk Competences
No
1
2
3
4

Lacking
Lacking
Significant
Some
Competence

Competences
Being cognisant of developments in IT trends and emerging
technologies for future business needs
Ensuring that all issues related to IT business continuity risk are
identified and acted upon
Ensuring appropriate use of social media platforms to track and
assess consumer sentiment
Ensuring relationships with third party IT service providers are
sustainable
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Neither Competent
nor Incompetent

Fairly

Very

Competence

4. Privacy and Legal Competences
Please rank the level of COMPETENCE your board currently has to deal with these issues by marking one box on the scale provided
No

Lacking
Significant

Competences

Lacking
Some

Competence
1

2
3
4
5

Neither Competent
nor Incompetent

Ensuring that all local legislative and regulatory requirements for
protecting personal information as well as policy and procedures for
compliance are adhered to
Ensuring compliance with all relevant local legislation pertaining to
the use of software, hardware, service agreements and copyright laws
Ensuring compliance with any relevant overseas regulations like
Sarbanes-Oxley, HIPAA, Basel, etc.
Ensuring compliance with all professional standards, frameworks
and methodologies affecting IT governance
Ensuring that the decommissioning or disposal of IT assets is done in
accordance with environmental legislation and regulations

COMMENTS
Finally, are there any other IT issues NOT raised above, which you consider should be included?
Please write your answer here:

Thank you for taking the time to complete my survey.
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Fairly

Very

Competent

Appendix B - Ethics Approval

GRIFFITH UNIVERSITY HUMAN RESEARCH ETHICS COMMITTEE
03-Oct-2013
Dear Mr. Mohamad,
I write further to the additional information provided in relation to the conditional approval granted to your application for ethical clearance
for your project "NR: Developing a Framework for Assessing IT Competences of Boards of Directors: Results of Application to Malaysian
companies" (GU Ref No: AFE/18/13/HREC).
This is to confirm receipt of the remaining required information, assurances or amendments to this protocol.
Consequently, I reconfirm my earlier advice that you are authorised to immediately commence this research on this basis.
The standard conditions of approval attached to our previous correspondence about this protocol continue to apply.
Regards,
Dr Kristie Westerlaken
Policy Officer
Office for Research
Bray Centre, Nathan Campus
Griffith University
Phone : +61 (0)7 373 58043
Fax : +61 (07) 373 57994
Email : k.westerlaken@griffith.edu.au
Researchers are reminded that the Griffith University Code for the Responsible Conduct of Research provides guidance to researchers in
areas such as conflict of interest, authorship, storage of data, and the training of research students.
You can find further information, resources and a link to the University's Code by visiting http://policies.griffith.edu.au/pdf/Code for the
Responsible Conduct of Research
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