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Abstract 

ABSTRACT  

This dissertation presents a new substantive theory that identifies and describes the 

factors that influence the adoption of biometrics in the security of m-government 

applications. The developed theory is specific to a particular context and area of the 

application of biometric authentication into mobile devices for government services in 

the Kingdom of Saudi Arabia (KSA). Given the continuing growth of mobile phone 

and Internet services, this dissertation is significant since it adds to current knowledge 

on how biometric authentication can play an integral role in providing secure m-

government services. More specifically, this dissertation provides rich insight into 

understanding the adoption factors based on the concerns and perceptions of users, 

service providers, and network operators regarding the application of biometric 

authentication to mobile devices for government services.  

This dissertation is theoretically significant, because while the weakness of the current 

authentication method in mobile devices introduces additional demands to ensure that 

advanced authentication methods are used, no known research exists on the adoption 

of biometric authentication in mobile devices for government services, especially in 

Saudi Arabia. This dissertation addresses the gap in the literature by presenting an 

empirical study based on an analysis of the concerns and perceptions of mobile 

communication users, service providers, and mobile network operators regarding the 

application of biometric authentication to mobile devices for m-government services 

in Saudi Arabia. 

The research presented in this dissertation is based on the interpretivist paradigm of 

research which assumes that people generate their own subjective and intersubjective 

meanings about the world as they socially interact with the world around them. This 

interpretivist paradigm of research is carried out by the use of grounded theory 

methodology. Data collection processes include a questionnaire and semi-structured 

interviews. In particular, eleven face-to-face semi-structured interviews were 

conducted with the managers of online services and the IT security managers of 

mobile e-government service providers. Four semi-structured interviews were also 

conducted with managers and IT security providers in mobile communication network 

services. In addition, a survey questionnaire was distributed to mobile communication 
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users in order to collect larger amounts of data on the users’ concerns and perceptions 

in a shorter time scale than would have been possible with interviewing mobile phone 

users. A total of 311 questionnaires with a response rate of 74% was included in this 

study and subjected to statistical analysis and procedures. As concepts and categories 

were developed based on the questionnaire results, the results were also involved in 

the application of grounded theory. 

The main findings presented in this dissertation consist of the development of a 

substantive theory for the adoption of biometric authentication for m-government 

applications in Saudi Arabia. These findings indicate that acceptance factors include 

relative advantage, compatibility, ease of use, trialability, observability, trust, and 

privacy, as well as contributory factors involving availability, awareness, legislation, 

economical aspects, and social and cultural aspects, which are the most important 

factors that will enable the KSA in achieving the adoption of biometric authentication 

in m-government security. The dissertation also identifies several needs, perceptions, 

and concerns of mobile phone users, service providers, network operators as well as 

system factors including requirements and procedural issues regarding the application 

of biometrics in m-government security. Furthermore, the analysis in this dissertation 

reveals a number of technical and non-technical challenges that would influence the 

adoption of biometrics in m-government. The identified technical challenges include 

infrastructure, growing a biometrics database, making mobile devices with biometric 

attachments available around the country, integrating biometrics along with a Public 

Key Infrastructure (PKI) in the smartcards of the mobile device, theft and penetrating 

possibility of biometric capture, and dealing with authentication errors in the system. 

The non-technical challenges include financial issues, registration and enrolment 

processes, lack of IT experts in the KSA, and lack of current relevant research. 

In this dissertation, a substantive theory is developed to explain the factors influencing 

the adoption of biometrics in m-government in Saudi Arabia. Therefore, the 

conclusions do not claim to be widely generalizable as the research is limited to a 

particular context and specific geographical area. However, future research in other 

geographical areas with different cultural backgrounds is recommended, as a number 

of substantive theories can help to create more general formal theory. 

This dissertation contributes to current knowledge by identifying and describing the 

factors that influence the adoption of biometric authentication in m-government 
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applications in the Saudi Arabian context. It improves understanding about the 

concerns and perceptions of mobile phone users, service providers, and network 

operators regarding the application of biometric authentication to mobile devices for 

government services. It further discovers the reasons why mobile communication 

users prefer the use of biometric authentication in their mobile devices to conduct 

government services. Moreover, it identifies the needs and requirements for service 

providers to adopt the use of biometrics for m-government services. In addition, this 

dissertation provides decision-makers with practical information regarding an 

appropriate authentication approach for the security of m-government services, as 

well as information on how biometric technology can be adopted for m-government 

applications. The practical contribution includes the design of an authentication 

system, based on the requirements of service providers and network providers, as 

appropriate for applying biometric technology in m-government security.  

Keywords  

M-government, biometric, authentication, adoption, qualitative study, grounded 

theory, Saudi Arabia. 
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Chapter 1: Introduction 

CHAPTER ONE: INTRODUCTION 

1.1 Introduction 

Mobile devices have become the most common means of communication around the 

whole world. According to the latest statistics produced by the Central Intelligence 

Agency (CIA), there were 5.3 billion mobile subscriptions worldwide in 2010 out of a 

world population of about 7 billion people (World Fact Book 2011). With mobile 

devices being easy to use almost anywhere in the world and at any time, several 

governments have started looking to offer their services via these devices in order to 

provide effective and efficient service delivery. Mobile government (or m-

government) is a new delivery channel of electronic government (or e-government) 

that provides unique opportunities to use mobile technology to receive government 

services and information from any place, at any time, and through a variety of 

wireless networks (Rossel, Finger, and Misuraca 2006).  

With the rapid growth of communication network use, breaches in system security 

and incidents of transaction fraud are increasing. For this reason, developing a highly 

secure authentication system is imperative. The increased use of mobile devices to 

store large amounts of data carries the risk of loss or theft, which can compromise the 

security of information. This compromise of security is especially dangerous when 

sensitive personal information is involved. The current authentication method for m-

government security depends on the use of a Personal Identification Number (PIN) to 

verify the user; however, simply using the correct PIN does not guarantee a person’s 

identity. Mobile services need a higher level of security and should employ a reliable 

authentication system. Importantly, a higher level of authentication needs to be 

achieved for data, devices, and service access in order to provide a secure channel for 

m-government applications and to meet the security requirements for users, service 

providers, and network operators. Because biometric authentication depends on 

something the user “is”, it can provide a stronger solution for m-government security. 

Biometric technology provides an automated method used to measure and analyse a 

person’s physiological and behavioural characteristics (Wayman, Jain, Maltoni, and 

Maio 2005). It employs characteristics that, although possessed by most people, are 
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unique to each individual, such as fingerprints, faces, irises, and hands. Biometric 

authentication provides the advantage of not being forgotten, lost, or given to 

someone else. Consequently, it provides reliable identification of individuals, as well 

as the ability to control and protect the integrity of sensitive data stored within 

information systems. Furthermore, it can be used to improve the performance of 

security applications (McLindin 2005). It is gaining particular importance for mobile 

device security, because it binds a device to a certain person (Scheuermann 2004).  

This dissertation presents an exploration of how biometric authentication can be 

adopted in m-government to provide secure m-government services. It investigates the 

use of biometric authentication within the real world via the primary entities, which 

are mobile phone users, service providers, and network operators involved in m-

government. It is noteworthy that “there is dearth of research (especially in 

developing countries) on factors that can influence the adoption of biometric 

technology” (Uzoka and Ndzinge 2009, p. 308). This dissertation addresses the gap in 

the literature by presenting an authentication system for m-government services and 

developing a substantive theory for the factors influencing the adoption of biometrics 

in m-government security in the Kingdom of Saudi Arabia (KSA).  

The purpose of this chapter is to introduce the research topic by identifying the 

research questions and aims, as well as describing the research approach and method. 

This is followed by outlining the research contributions and justifying the significance 

of the research. The chapter concludes by providing a brief outline of the contents of 

the subsequent chapters. 

1.2 Research Aims and Questions 

This research is situated within the field of information systems, exploring the factors 

influencing the adoption of biometric authentication in m-government security in 

Saudi Arabia. More specifically, this research aims to develop a new substantive 

theory for the adoption of biometrics in the security of m-government applications in 

the KSA. It helps to provide rich insights in understanding the adoption factors based 

on the concerns and perceptions of users, service providers, and network operators 

regarding the application of biometric authentication to mobile devices for 

government services. Through investigating these factors within the real world via the 

primary entities involved in m-government - mobile phone users, service providers, 
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and network operators - this dissertation will increase the knowledge base in order to 

find out how emerging biometric authentication can play an integral role in providing 

secure m-government services. Moreover, this dissertation provides Saudi decision-

makers with practical information regarding the appropriate authentication approach 

for m-government security, as well as suggestions on how biometric technology can 

be adopted for mobile government applications. 

In order to fulfil the purpose of the research, this dissertation presents answers to the 

following research question:  

What are the factors influencing the adoption of biometric authentication in m-

government security in the Kingdom of Saudi Arabia (KSA)? 

To facilitate this investigation, four sub-research questions were developed as follows: 

1. What are applicable authentication systems and how can they be used for 

applying biometrics in m-government security for KSA? 

2. What are the users’, service providers’, and network operators’ perceptions 

regarding the application of biometric authentication in m-government security 

within KSA? 

3. How can biometric authentication meet the security needs for users, service 

providers, and network operators in m-government applications within KSA? 

4. What are the factors influencing the acceptance of biometrics in m-

government within KSA? 

Further discussion about the research questions, the associated methods, and the link 

with outcomes are provided in chapter four. 

1.3 Research Approach and Method 

The research presented in this dissertation belongs in the Information Systems field 

and explores the factors influencing the adoption of biometric authentication in m-

government security. More specifically, it belongs to the area of Social Informatics as 

it seeks to develop a substantive theory that identifies and explains the factors 

influencing the adoption of biometrics in m-government in order to provide a deeper 

understanding of how to best applying biometric authentication in m-government 
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security as well as to provide ICT policy makers with practical information regarding 

the appropriate authentication approach for m-government security, as discussed in 

chapter four. This dissertation adopts the interpretive paradigm of research which 

assumes that people generate their own subjective and intersubjective meanings about 

the world as they socially interact with the world around them (Orlikowski and 

Baroudi 1991; Klein and Myers 1999; Walsham 2006). The review of research 

methods and analysis available for interpretive research has guided the author of this 

dissertation to adopt grounded theory as a methodology. The main concept of 

grounded theory, as stated by Creswell (1998), concerns investigating actualities from 

the real world for the purpose of generating or discovering a theory that is grounded in 

data systematically gathered and analysed. Accordingly, this dissertation uses 

grounded theory methodology to understand the reality from the point of view of the 

participants including mobile phone users, service providers, and network operators in 

order to develop a substantive theory for the adoption of biometric authentication in 

Saudi Arabian m-government security. In the field of information systems, Urquhart, 

Lehmann and Myers (2009) stated that grounded theory has been proven to be 

extremely useful in this field, which led them to recommend its application to help 

generate theories in information systems. In addition, Urquhart and Fernandez (2006) 

and Fernandez, Lehmann, and Underwood (2002) indicated that the value of grounded 

theory in the field of information systems has become acknowledged. Further 

justification for the adoption of this method is provided in chapter four. 

The data collection for this research took place in Saudi Arabia, using both a 

questionnaire and semi-structured interviews. In particular, eleven face-to-face semi-

structured interviews were conducted in Saudi Arabia with the managers of online 

services and IT security managers of mobile e-government service providers. Four 

semi-structured interviews were also conducted with managers and IT security 

providers in mobile communication network services. All fifteen interviewed 

participants were male, because all the target positions in the surveyed organisations 

were held by males. All interviews took a place at the organisations’ premises and 

took about 25 to 40 minutes. Sampling occurred until no new or relevant data 

appeared. The early and continuous data analysis that started from the first interview 

pointed out matters that needed further exploration; therefore, the process of sampling 

was directed by the on-going theory development, and interviews were conducted 
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until theoretical saturation was reached. The interview questions were of an 

exploratory nature. More specifically, open-ended questions were designed to help 

identify the factors influencing the adoption of biometric authentication in m-

government security. In addition, a survey questionnaire was presented to mobile 

communications users to explore their concerns and perceptions on applying 

biometric authentication to their mobile devices for government services. Users of 

both genders from a range of relevant age groups and education levels were chosen as 

participants. The questionnaire sought responses from a selection of choices under the 

basic headings of “Background Information”, “ICT Experience”, “Mobile Devices 

and Government Services”, “Mobile Device Security”, and “Biometrics and Mobile 

Government Services”. It was also designed to enable the participants to make 

comments after each question. 420 questionnaires were distributed and 330 were 

returned by the participants. Nineteen of the 330 were excluded from the study, 

because they were deemed incomplete. Thus, a total sample of 311 questionnaires was 

included in the analysis and presents a response rate of 74%. In most instances, initial 

contact was made in person and the sample size was expanded using personal 

recommendation and references. The questionnaire was distributed to mobile phone 

users in order to collect larger amounts of data on users’ concerns and perceptions 

within a shorter time scale than would have been possible with interviewing mobile 

communication users. The methodological choices are discussed in more detail in 

chapter four. 

1.4 Research Contributions 

This dissertation presents an exploration of the factors influencing the adoption of 

biometric authentication in m-government security in the KSA. The culmination of 

this exploration is the development of a substantive theory for the adoption of 

biometrics in m-government applications based on the concerns and perceptions of 

mobile phone users, service providers, and network operators. More specifically, 

theoretical contributions of this research include a design for a new mobile 

communication authentication system that has been validated by Saudi 

telecommunication companies as being appropriate for implementing m-government. 

Most importantly this dissertation presents a new theoretical framework (Figure 15) 

based on grounded theory research, for the factors influencing the adoption of 
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biometric authentication in m-government. As a result it provides rich insights and 

increased understanding on the concerns and perceptions of mobile phone users, 

service providers, and network operators regarding the application of biometric 

authentication to mobile devices for government services. It further increases 

knowledge on how biometric authentication can play an integral role in providing 

secure m-government services. This dissertation also contributes by reporting the 

reasons why mobile communication users prefer the use of biometric authentication in 

their mobile devices to conduct government services. Moreover, it adds weight to 

existing opinions on how to best apply biometrics in m-government security. 

Furthermore, this dissertation provides Saudi decision-makers with practical 

information to guide an appropriate authentication approach for m-government 

security, as well as indications of how biometric technology can be adopted in m-

government applications. This practical information includes the design of a user 

authentication for applying biometric technology to mobile devices to enhance the 

security of m-government applications. 

It is noteworthy that this research is unique in terms of investigating the adoption of 

biometric authentication in the context of mobile government applications, taking into 

account different opinions of the people involved in m-government including mobile 

phone users, service providers, and network operators. To date, there is no published 

research on the adoption of biometric authentication in mobile devices for government 

services, especially in Saudi Arabia.  

More details about the contributions of this dissertation including theoretical, 

methodological, and practical contributions are described in section 9.4 of the 

concluding chapter. 

1.5 Justification for and Significance of the Research 

The significance of this dissertation is that it fills a gap in the existing knowledge on 

the adoption of biometric authentication in mobile technologies. The justification for 

doing this research is that this gap must be filled before we can progress to the design 

and implementation of these important technologies in KSA. 

On the one hand, a review of current literature (Lease 2005; Uzoka and Ndzinge 

2009; Al-Harby 2010) revealed the lack of research discussing the adoption of 
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biometric authentication systems, especially in developing countries. Additionally, 

several studies recommended further research about users’ perceptions of biometric 

systems, reflecting the significance of such research. For instance, the biometrics 

research community is well advised to study the users’ side regarding the use of 

biometrics (Bolle, Connell, Pankanti, Ratha, and Senior 2004). According to 

Ashbourn (2004), users’ concerns regarding the application of biometric 

authentication need careful consideration, even if their concerns are fairly rough and 

ill-defined. A study by Giesing (2003) reported that users’ perceptions need to be 

considered in order to achieve the successful adoption and implementation of 

biometrics. Allan (2002) also stated that organisations must consider users’ 

perceptions regarding biometric authentication. Furthermore, Putnam (1987), Ettlie 

(2000), and Roberts and Pick (2004) mentioned that perceptions of a specific security 

technology are one of the important elements in the decision to recommend the 

technology to an organisation. The challenges of implementing new technologies are 

not primarily technical, but human and social issues (Alharbi 2006; Al-Shehry 2008). 

Moreover, Al-Shehry, Rogerson, Fairweather, and Prior (2006) clarified that humans 

are an important factor that influences the adoption of e-government applications. 

Several researchers such as Alshareef (2003), Alharbi (2006), and Al-Shehry (2008), 

however, indicated that there is a lack of empirical studies relating to e-government in 

general in Saudi Arabia. In particular, Al-Shehry (2008) found that the lack of 

consideration of human and organisational issues in information systems development 

processes can cause the failure of information systems, which might lead to the failure 

of e-government applications if not considered during the adoption phase. 

It is noteworthy that while there is a lack of research in the area of biometrics 

adoption, the majority of available studies on user acceptance of biometric 

authentication have focused on research surveys (Triplett, Laux, Luse, and Tao 2009). 

However, this dissertation is a qualitative study that emphasises understanding the 

context, meanings, and processes of applying biometrics in m-government. As 

highlighted by Denzin and Lincoln (2000), qualitative studies rely on understanding 

the context and processes rather than quantity and measurement as in quantitative 

studies. In particular, this dissertation seeks to represent what different participants 

among the primary entities involved in m-government meant by their views regarding 

the application of biometric systems in m-government. 
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On the other hand, other empirical researchers (Al-Khamayseh, Lawrence, and 

Zmijewska 2006; El-Kiki and Lawrence 2006; Chang and Kannan 2002; Clarke and 

Furnell 2005) confirmed that the security of mobile services is an area of growing 

need, particularly with the rapid growth of mobile phone and Internet services. Al-

khamayseh et al. (2006) found that the security of m-government services is 

considered the hallmark of successful m-government. Moreover, requirements for 

user acceptance led to a greater need for user and government authentication to 

protect data, services, and the promotion of public trust. A study by Clarke and 

Furnell (2005) found that additional and advanced authentication systems are required 

for mobile devices. In addition, Hulsebosch, Günther, Holtmanns, Horn, Howker, 

Paterson, Claessens, and Schuba (2004) clarified that further research is required to 

provide more security approaches for mobile applications.  

The KSA is the focus example of m-government in this dissertation since this research 

is supported by Saudi government and the researcher is a Saudi citizen. There is also a 

particular need for such research in the KSA as there is a lack of research and studies 

relating to m-government in the Kingdom. The government of the KSA gives great 

importance to the shift to an information society and the application of the concepts of 

e-government transactions. A national e-government program was launched in early 

2005 under the name Yesser, which is an Arabic word meaning “simplify”. This 

national e-government program plays the role of the enabler and facilitator of the 

implementation of e-government in the country. Its vision is to enable everyone to 

enjoy world-class government services offered in a seamless, user-friendly, and 

secure way by utilising a variety of electronic means (E-government program 

“Yesser” 2010). Furthermore, Saudi Arabia began using biometric technology in e-

government applications a few years ago, and is trying to widely implement this 

technology. In 2009, the Ministry of Interior started to require citizens to submit their 

biometric data when they issue or renew their national ID card, as well as residents’ 

biometrics when they issue or renew their residential cards.  

Given the continuing growth of mobile phone and Internet services, this dissertation is 

significant since it increases knowledge on how biometric authentication can play an 

integral role in providing secure m-government services. According to a further report 

by McAfee (2008), many users responded negatively to the current security approach 

in their mobile devices, which reflects the need to introduce more effective 
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authentication in mobile devices. Furthermore, applying biometric authentication to 

m-government will help to provide an end-to-end security approach with reliable user 

authentication and privacy, as well as protection against lost or stolen mobile devices.  

This dissertation is, therefore, important as it provides rich insights and enhances 

knowledge in understanding the factors that influence the adoption of biometrics in 

m-government applications by developing a substantive theory regarding the adoption 

of biometric authentication in m-government applications in Saudi Arabia. The results 

of this dissertation will also help the decision-makers in Saudi Arabia to successfully 

and effectively adopt m-government by applying the appropriate authentication 

approach. Moreover, the findings help government agencies and network operators in 

providing secure m-services, and users in employing these m-government services. 

Finally, this dissertation helps to identify aspects requiring further research on 

applying biometric authentication in other m-services. 

1.6 Outline of the Dissertation 

The dissertation is divided into nine chapters as follows: 

Chapter one provides an overview of the research topic, including research questions 

and aims. It also provides a brief description of the research approach and method as 

well as the research contribution. The justification for and significance of the research 

are also given. The chapter concludes with an outline of the dissertation. 

Chapter two presents the relevant literature review related to the key concepts framing 

this dissertation. It reviews the literature relating to the definition of mobile 

government, its applications, benefits, requirements, and challenges. It also reviews 

the related information security theories and discusses current security issues in m-

government. More specifically, it discusses the McCumber Information Systems 

Security (INFOSEC) model, the Information Assurance (IA) Model, and 

authentication strategies. It clarifies the current authentication system in m-

government and then identifies the role of biometrics in m-government security and 

how it can provide a security solution for m-government. In addition, chapter two 

gives an overview of biometric authentication including its applications and types; 

concerns regarding the use of biometrics; and the use of biometrics for mobile 

devices. The chapter also details the level of information and communication 
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technology within the KSA, as it is the specific example in this dissertation, and then 

locates this dissertation in the context of authentication and m-government security. 

Chapter three continues the literature review through discussing the related theories of 

technology adoption along with several issues associated with the adoption of 

biometric authentication in m-government applications. It firstly explains the current 

application of biometric technology and provides examples for the use of biometrics 

in e-government as well as in Saudi Arabia. Then, it discusses technology adoption 

theories including the Technology Acceptance Model (TAM), the Unified Theory of 

Acceptance and Use of Technology (UTAUT), and the Diffusion of Innovation (DOI) 

theory. This chapter also reviews the technology adoption factors among empirical 

studies as well as academic studies on biometric adoption. The chapter then provides 

a comparison of biometrics in mobile devices, along with current mobile devices 

having biometric features as well as the techniques for integrating biometrics in m-

government and several related issues in the adoption of biometrics in m-government 

in Saudi Arabia. 

Chapter four describes and justifies the methodological choices, including research 

assumptions, approaches, and methods. It presents the link between the research 

questions and outcomes, as well as a detailed description of the data collection and 

analysis techniques used in this research. Specifically, it explains and justifies the use 

of an adaptation of grounded theory methodology. A discussion of the rigor, validity, 

and reliability of this dissertation as well as the ethical considerations for conducting 

this research are also presented in this chapter. 

Chapter five presents the questionnaire results of the mobile communication users. It 

provides the statistical analysis and procedures including descriptive statistics, 

frequencies, percentages, and correlations. Distinguishing survey responses based on 

gender and the most important relationships among mobile phone users perceptions 

were provided in this chapter. The descriptive data helps to determine mobile phone 

users’ concerns and perceptions which then involve the application of grounded 

theory.  

Chapter six reports the specific grounded theory data analysis techniques adopted in 

this dissertation. Open, axial, and selective coding phases are described, showing the 

categories developed and the progress towards the development of the substantive 
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theory for this dissertation. The identification of the core category with the 

relationships among categories is explained as well in this chapter. While interviews 

form the basis of the analysis in this chapter, the questionnaire results were also 

involved as mentioned earlier in order to help develop the substantive theory. 

Chapter seven provides a systematic discussion of the findings in the analysis of the 

data. In particular, it discusses the factors influencing the adoption of biometric 

authentication in m-government security among mobile phone users, service 

providers, and network operators.  

Chapter eight highlights the theoretical framework developed as a response to the 

research questions, along with comparing the results with the literature review 

discussed in chapters two and three. It also presents an authentication system for 

biometrics in m-government and provides practical information and guidelines for the 

adoption and integration of biometric authentication in m-government security in 

Saudi Arabia.  

Chapter nine summarises and concludes this dissertation. It presents the research 

contributions, considerations for the adoption of biometrics in m-government, and 

evaluation of the study. It further highlights the limitations of the research and 

provides suggestions for future research work in the area of m-government and the 

adoption of biometric authentication systems. 
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CHAPTER TWO: LITERATURE REVIEW 

2.1 Introduction 

The purpose of this chapter is to introduce the context in which this dissertation is 

undertaken through a review of current relevant literature. As stated in the previous 

chapter, this dissertation explores the factors influencing the adoption of biometric 

authentication in m-government security in Saudi Arabia. In order to lay the 

foundation of the research topic, it is necessary to consider the concepts of m-

government and biometric technology as well as the information assurance theories 

and how they relate to the application of biometrics in m-government. The literature 

review is also expanded to provide a background of Saudi Arabia as it is the specific 

example in this dissertation. The next chapter continues the literature review, moving 

to discuss issues related to the technology adoption. For the purpose of this chapter, 

the relevant literatures are reviewed in sub-sections as follows.  

The first section discusses the concept of e-government, defines m-government and 

explains its applications, benefits, requirements and challenges. The next section 

reviews the related information security theories and discusses current security issues 

in m-government. More specifically, it discusses the McCumber Information Systems 

Security (INFOSEC) model, the Information Assurance (IA) Model, and 

authentication strategies. This section also clarifies the current authentication system 

in m-government and then identifies the role of biometrics in m-government security 

and how it can provide a security solution for m-government. Subsequent to this, an 

overview is provided about biometric authentication, including measures of biometric 

systems, properties of biometrics, biometrics applications and types, the 

disadvantages and concerns of using biometrics, and the use of biometrics in e-

government. The following section discusses the Information and Communication 

Technology (ICT) in Saudi Arabia. It presents the emergence and beginnings of e-

government in Saudi Arabia, the e-government program called Yesser, and m-

government applications in Saudi Arabia. The final section locates this dissertation in 

the context of authentication and m-government security and identifies the primary 

entities involved in m-government applications.  
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2.2 Electronic and Mobile Government 

Many governments are using information and communication technologies to provide 

and improve services between government agencies and citizens, businesses, 

employees and other nongovernmental agencies. They are practising electronic 

government (e-government) in the hope of decreasing costs, offering progressive 

services for citizens, and enhancing efficiency in the public sector. E-government 

corresponds to a basic change in the entire public sector organisation, principles, 

culture, and the ways of accomplishing business.  

E-government involves the citizens of a country in certain government activities in 

order to help solve problems. E-government provides unparalleled opportunities to 

streamline and improve internal governmental processes, enhance the interactions 

between users and the government, and enable efficiencies in service delivery (Scott, 

Acton, and Hughes 2005). Several categories or types of e-government applications 

are: Government-to-Citizen (G2C); Government-to-Business (G2B); Government-to-

Government (G2G); and Government-to-Employee (G2E) (Fang 2002; AlShihi 2006). 

Mobile government (m-government) is a new delivery channel using Information and 

Communication Technology to deliver and improve government services that 

complement current e-government applications. It offers unique opportunities for 

people to utilize mobile technology by receiving government services and information 

literally from any place, at any time, and using a variety of wireless networks (Rossel, 

Finger, and Misuraca 2006; Mengistu, Zo, and Rho 2009; Fasanghari and Samimi 

2009). However, m-government is still in its early stages of development and a perfect 

m-government system has not been created yet (Al-Khamayseh et al. 2006; Antovski 

and Gusev 2005; Alrazooqi and De Silva 2010). Alrazooqi and De Silva (2010) 

indicated that the development of m-government infrastructure is still in its infancy. 

M-government is not a replacement of e-government; rather, it is a subset of e-

government (El-Kiki and Lawrence 2006), which refers to the use of Information and 

Communication Technology (ICT) by government agencies in order to enhance the 

interaction and service delivery to citizens, businesses, and other government agencies 

(Alharbi 2006; AlShihi 2006). In the case of m-government, the use of ICT is limited 

to mobile and/or wireless technologies. Consequently, m-government is an emerging 

discipline concerning the rise of advanced mobile and wireless communication 
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technologies that would improve the quality of government services (Antovski and 

Gusev 2005). In parallel with e-government, the four categories or types of m-

government are: Government-to-Citizen (G2C); Government-to-Business (G2B); 

Government-to-Government (G2G); and Government-to-Employee (G2E) (Maumbe 

and Owei 2006). 

2.2.1 M-Government Applications 

Currently, a number of m-government applications exist in several countries around 

the world which support both the pull and the push information models. Push 

information is the information that is sent out to the mobile user by the service 

provider without initiating a request for the information, while the pull model refers to 

the process where a request for information is initiated by the mobile user. However, 

the most common implementations are basic Short Message Services (SMS). 

Specifically, the more common applications of m-government relate to traffic updates, 

navigation assistance, emergency assistance, weather updates, notifications for tax 

and bill payments, field inspections, and a tracking system for stolen vehicles 

(Borucki, Arat, and Kushchu 2005). In California, for instance, the government 

established a Web page where citizens can register to receive notification services via 

their mobile devices about energy alerts, lottery results, traffic updates and articles 

from the Governor’s press room, while in Malaysia, citizens can use SMS to verify 

their voting information, such as where the parliamentary and state constituencies are 

to vote (Lallana 2008). In the UK, SMS can be used on demand for localised forecasts 

of weather for up to the next six hours for any UK postcode, town or city. 

Additionally, in London, drivers can pay tolls with SMS text messages (Gouscos, 

Drossos, and Marias 2005). Moreover, the London Metropolitan Police sends security 

warnings to all mobile phones in a certain area of the city in case of security threat 

(Snellen and Thaens 2008). In Australia, there is also a threat warning system for 

bushfires in Victoria and Cyclone in Queensland where registered residents get SMS 

before evacuation is required. In another example in the Philippines, soldiers can use 

SMS messages to communicate with their leaders if they suspect corruption in the 

ranks (El-Kiki, Lawrence, and Steele 2005) and the Philippines National Police 

introduced a text messaging system in 2002 enabling the public to report wrongdoings 

by police officers as well as by criminals (Gouscos et al. 2005). In the case of serious 

criminal acts, the Dutch police send SMS messages to all potential witnesses of those 
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acts. Hence, during the riots after the football match between the Ajax and Feijenoord 

teams in 2005, the Dutch police sent 17,000 SMS messages to the people who were 

present at the stadium to get information from eye witnesses (Snellen and Thaens 

2008). Furthermore, Singaporean citizens are able to receive SMS alerts for a variety 

of services such as the renewal of road tax, medical examinations for domestic 

workers, passport renewal notifications, season parking reminders, and parliamentary 

notices and alerts, while the citizens of Malta can choose to receive SMS notifications 

of court sitting/hearing deferrals, license-renewals, exam results, and direct credit 

payments from the Department of Social Security (Lallana 2008).  

However, there are a number of services based on non-SMS systems. In New 

Zealand, for example, HotLink can be used by Vodafone’s consumers to pay their 

mobile phone bill or top up a prepay account from a bank account. In this transaction, 

the consumers need to register then follow a series of menu choices and enter a PIN 

number to transfer money from a bank account to their Vodafone account (Viehland 

and Leong 2007). In Australia, 30% of companies either have implemented or were in 

the process of implementing an enterprise mobility solution, and governmental as well 

as educational organizations were at the forefront of the mobile enterprise movement 

(Al-khamayseh and Lawrence 2006). Finland introduced a system to pay for parking 

via mobile devices in several cities (Snellen and Thaens 2008), and in Japan patients 

will be able to view their medical records via their mobile devices (El-Kiki et al. 

2005). 

2.2.2 M-Government Benefits 

Several benefits of m-government can be classified as the following:   

1. Accessibility: at anytime and anywhere is the main characteristic of m-

government, as there are no boundaries of time and place for m-government 

access (Snellen and Thaens 2008; Rossel, Finger, and Misuraca 2006). This of 

course presupposes that an appropriate communications infrastructure is in 

place to allow it. 

2. Quality: m-government provides a unique opportunity to deliver personalized 

services to citizens, and the individual citizens can reach the service wherever 

they are and whenever they need it (Snellen and Thaens 2008; Alrazooqi and 

De Silva 2010). It also allows service providers to enter the required data into 
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the system wherever they are in the field to enable real-time operations and 

increase the productivity of the public service personnel (Lallana 2008). 

3. Increasing channels for public interactions: m-government provides an 

additional channel for interactions between all stakeholders in governance, 

including service deliverers, policy makers, and citizens (Lallana 2008). 

4. Economy: m-government offers many opportunities to reduce the costs of e-

government. For instance, in countries where no existing fixed 

telecommunication facilities currently exist, the cost of developing and 

maintaining such facilities can be saved on by moving directly to the mobile 

communication infrastructure (Snellen and Thaens 2008). 

2.2.3 M-Government Requirements 

Although there are several requirements for m-government to be successfully 

implemented, the main requirements can be classified as the following:  

1. Security: this is the biggest issue in m-government applications and it is a 

basic feature of the mobile communication infrastructure (Hulsebosch et al. 

2004). The importance of security for the acceptance of m-government 

services has been noted in many studies (NECCC 2001; Al-khamayseh et al. 

2006; Carroll 2006; Sandy and McMillan 2005; Clarke and Furnell 2005, 

2007). Al-khamayseh et al. (2006) found that the security of m-government 

services is considered the hallmark of successful m-government. The negative 

security perception is a serious issue that citizens may have regarding the use 

of mobile services which may affect their adoption of the technology for 

critical applications (Chang and Kannan 2002). In fact, mobile devices are 

using wireless network broadcasts which are vulnerable, because they signal 

over the public airwaves (NECCC 2001). Moreover, the original specifications 

for security in the third generation (3G) networks identified the importance of 

the provision of advanced authentication approach for users (Clarke and 

Furnell 2005). On the other hand, government agencies as service providers 

have very sensitive data and information that must be carefully protected.  

2. Cost: several studies (El-Kiki and Lawrence 2006; Al-khamayseh et al. 2006; 

Sandy and McMillan 2005; Carroll 2005; Rieger, Simsek, Wohltorf, Varone 
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and Park 2003) refer to the importance of cost for successfully adopting m-

government. Rieger et al. (2003) classified the service price as a sensitive 

field, because the wrong price could lead to the refusal of the new service. 

However, in order to ensure the users’ acceptance of a higher cost for mobile 

services compared to regular services, the advantages for users must be 

identified and promoted. In Helsinki, for instance, the Train and Tramline 

Mobile ticketing SMS system has been successful, because the mobile ticket is 

cheaper than the normal ticket (El-Kiki and Lawrence 2006). 

3. Quality of service: the quality of m-government services must be ensured; 

otherwise, users would get frustrated by paying for services that do not meet 

their expectations (Rieger et al. 2003). El-Kiki and Lawrence (2006) defined 

the quality of service from the users’ perspective as the degree of goodness of 

the m-service in respect of its perceived usefulness. Moreover, essential 

elements of the quality of service such as timeliness, accessibility, accuracy, 

usefulness of information and fairness should be considered when delivering 

services to mobile phone users (Hatry 1999). 

4. Privacy: there are greater concerns about the privacy with mobile devices that 

may increase the barriers to m-government services (Carroll 2006). Kaasinen 

(2007) stated that the users’ location as well as other personal data may be 

collected by mobile services. The location-aware property of the mobile 

devices can lead to privacy concerns for citizens who do not wish to be 

tracked geographically (Chang and Kannan 2002). Users may stop using m-

government services if their privacy is not protected (El-Kiki and Lawrence 

2006). 

5. Trust: trust has a wide impact on m-government adoption (AlShihi 2006). 

The lack of m-government trust has been classified as a barrier to m-

government implementation (Snellen and Thaens 2008). Kaasinen (2007, p. 3) 

stated that “trust is an indicator of a positive belief about the perceived 

reliability of, dependability of, and confidence in a person, object or process”. 

Users’ trust in m-services comprises the perceived reliability of the technology 

and the service provider, reliance on the service in planned usage situations, 

and the users’ confidence regarding the use of personal data as well as keeping 

the service under control (Kaasinen 2007).  
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2.2.4 M-Government Challenges 

Generally, the implementation of any information system and technology has 

challenges, and the implementation of m-government is no exception. Some of these 

challenges are identified as requirements; however, they would still have the 

following challenges:  

1. Acceptance: users’ acceptance needs to be resolved before establishing m-

government (Chang and Kannan 2002). Obviously, the success of m-

government depends largely on the number of its users (Kushchu and Kuscu 

2003); thus, users’ requirements have to be considered in order to gain 

acceptance and eventual adoption. 

2. Cost: while m-government may eventually economize the costs of e-

government in some applications, a further channel of e-government will 

likely involve setup costs. Cost can be a significant barrier to user acceptance; 

hence, services need to be priced to encourage use and be amortized over a 

large user community with mobile devices (Lallana 2008). 

3. Security and privacy: the most important issues facing m-government 

adoption and implementation are security and privacy (Al-khamayseh et al. 

2006; Sandy and McMillan 2005; NECCC 2001), because mobile devices use 

wireless networks to broadcast; these are vulnerable as they signal over the 

public airwaves. Moreover, while all traffic on the Internet is subject to 

interception, there is a great chance for hackers to attack wireless networks to 

steal information and compromise the integrity of electronic documents 

(NECCC 2001). Another security risk that must be considered is that of device 

loss or theft along with associated stored data (Al-khamayseh and Lawrence 

2006). Chang and Kannan (2002) indicated that adequate levels of security and 

privacy must be ensured before implementing such wireless government 

applications. 
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2.3 Information Security and M-Government  

As discussed in the previous section, it is important to meet the stakeholders’ security 

requirements in order to achieve the successful adoption and implementation of m-

government services. However, to further introduce the context in which this 

dissertation is undertaken, it is important to consider the theories and concepts of 

information assurance and how they relate to the security and authentication of m-

government. The background to this enquiry is discussed in the following sections. 

2.3.1 Information Assurance  

Historically, the most basic security framework is known as the C-I-A triangle. This 

framework consists of three corners which are: Confidentiality, Integrity, and 

Availability (Parker 1981). Confidentiality refers to the requirement that unauthorized 

parties are unable to read the data. Integrity of data is protecting the data against any 

change during storage or transmission. The availability is to assure that authorized 

parties are able to access the data and information services when they require access 

(National Security Agency 2006). 

The next framework is the McCumber Information Systems Security (INFOSEC) 

model proposed in 1991. McCumber INFOSEC Model is shown in Figure 1 and 

INFOSEC is defined as: 

“Protection of information systems against unauthorized access to or modification of 

information, whether in storage, processing or transit and against the denial of service 

to authorized users, including those measures necessary to detect, document, and 

counter such threats” (National Security Agency 2006, p.33). 

 

 

 

Figure 1: McCumber INFOSEC Model (1991) 
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 The McCumber model has three dimensions to analyse all the aspects that concern 

information security. The first area concerns the information characteristics of 

confidentiality, integrity and availability of information which are simply the C-I-A 

triangle.  The second area of this model is Information States which concern the state 

in which the information exists. Information can be in one or more of the three states: 

transmission, storage, and processing, and each state has particular security concerns. 

The third area of the McCumber INFOSEC model addresses security countermeasures 

that deal with the defense of information systems. The security countermeasures 

include technology, policy and practice, as well as training and education. Technology 

represents all the components including hardware and software that the system uses 

for the security. Policies and practices affect the overall security of any organisation. 

However, training and education for system users are an important security 

countermeasure as users have a great impact on the success of such information 

security systems (McCumber 1991). 

Recently, the Information Systems Security (INFOSEC) has been expanded to evolve 

the understanding of information and systems protection which is known as 

Information Assurance (IA). The Committee on National Security Systems (CNSS) 

has defined Information Assurance as: 

“Measures that protect and defend information and information systems by ensuring 

their availability, integrity, authentication, confidentiality, and non-repudiation. These 

measures include providing for restoration of information systems by incorporating 

protection, detection and reaction capabilities” (National Security Agency 2006, 

p.32).  

 

Figure 2: Information Assurance Model (Maconachy et al. 2001) 
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Maconachy et al. (2001) modelled the Information Assurance Model (Figure 2) which 

is an expansion of the McCumber INFOSEC Model. The Information Assurance 

Model added two additional information characteristics which are authentication and 

non-repudiation, to be referred as security services. Authentication seeks to ensure 

that the parties with access to a service or device are trusted or not (National Security 

Agency 2006). Non-repudiation seeks to prevent a participant in a service from 

denying having taken some action (National Security Agency 2006). The IA model 

also added the time as a fourth dimension that needs to be considered for Information 

Assurance (Maconachy et al. 2001). 

To summarise, there are five security features that need to be considered for m-

government applications (National Security Agency 2006): 

1. Authentication: Ensuring parties with access to a service or device are trusted 

and not impostors.  

2. Integrity: protecting the data against any change during storage or 

transmission. 

3. Availability: Ensuring that authorized parties are able to access the data and 

information services when they require access. 

4. Confidentiality: Ensuring that unauthorized parties are unable to read the data. 

5. Non-repudiation: Preventing a participant in a service from denying having 

taken some action. 

The topic of this dissertation relates to a very specific area in information assurance 

which is authentication. Authentication is the verification of individuals’ identities.  It 

is about confirming that a person is who they say they are by checking for something 

that only they could know, such as a password or PIN; something that they have, such 

a key or token; or something that they are as measured by, such as a distinguishing 

physiological feature. In a given transaction, authentication addresses the need for the 

certainty of the identity of the other party (Bolle et al. 2004). The authentication 

strategies will be explained in next section.  
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2.3.2 Authentication Strategies 

There are three general categories of authentication as follows: 

- Something the user knows (e.g. PIN or password). 

- Something the user has (e.g. cards or tokens). 

- Something the user is (e.g. biometrics). 

The Personal Identification Number (PIN) is a secret-knowledge authentication 

method and consequently relies upon knowledge that only the authorized user has. 

Although the PIN and password are the most commonly used methods for 

authentication in information systems (Scott et al. 2005), such secret-knowledge 

approaches unfortunately have long-established problems, with weaknesses often 

being introduced by the authorized users themselves. These are most clearly 

documented in relation to passwords, with bad practices including the selection of 

weak and easily guessable strings, sharing passwords with other people, writing them 

down where others can find them, and never changing them (Morris and Thompson 

1979; Clarke and Furnell 2005). Consequently, these approaches are the easiest target 

of hackers (Zahidi and El-Hajj 2009).  

A security token is a physical entity or item that an individual possesses to establish 

personal identification, such as a passport, ID card, and credit card (Jain, Hong and 

Pankanti 2000). This token based approach is approximately similar to the secret 

knowledge approach, as it basically relies upon the user remembering to bring along 

something to ensure security whereby the token needs to be physically present (Clarke 

and Furnell 2007). Therefore, secret knowledge and token based authentication 

approaches are unsatisfactory methods of achieving the security requirements of 

information systems, as they are unable to differentiate between an authorized and an 

unauthorized person who fraudulently acquires the knowledge or token of the 

authorized person (Jain et al. 2000). On the other hand, biometric authentication relies 

upon the unique physiological and behavioural characteristics of an individual; hence, 

it cannot be forgotten, lost or stolen. 

2.3.3 Security for Mobile Devices 

Security in mobile devices must be able to protect the interests of users, including 

their privacy, as well as those of the device manufacturers, network operators, and 
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service providers (TCG 2005).  However, mobile devices may contain sensitive and 

confidential user data; consequently, theft and loss of mobile devices are becoming a 

serious issue and the need for advanced user authentication in mobile devices is 

becoming vital. Furthermore, as mobile devices become smarter and support more 

data functions, mobile manufacturers are facing many of the same threats as personal 

computers, namely, malicious software attacks (TCG 2005). The current security 

method for mobile devices is based on the use of a PIN which has several weaknesses.  

Security from unauthorized use can more effectively be achieved by more advanced 

user authentication systems (Clarke and Furnell 2005; Kadhiwal and Zulfiquar 2007). 

A report by McAfee in 2008 indicated that 86% of mobile phone users are worried 

about security risks to their mobile devices and 34% question the general safety of 

mobile devices and services. 

2.3.4 Security for Network Operators 

The first mobile cellular networks in operation were the analogue telephone systems, 

known as the first generation mobile networks, which had very low security (Bais, 

Penzorn and Palensky 2006). However, most second generation (2G) wireless 

networks used the Global System for Mobile (GSM) communication. GSM security is 

based on having a secret key stored on the user’s Subscriber Identity Module (SIM) 

card and another copy of it in the network’s Authentication Centre. While the user 

attempts to connect, the network issues a random number to the user and, to be 

correctly authenticated, the SIM must correctly encrypt that number with the secret 

key and return it to the network. This provides the basis for the SIM and the network 

to agree on temporary encryption keys that protect the confidentiality of 

communications. However, there are several weaknesses in GSM, that is, there is no 

authentication to the network by the user, the operator is free to choose authentication 

and encryption algorithms, and there is no built-in protection against denial of a 

service attack (de Leon, Ronan and McGibney 2005). 

The third generation (3G) network designs, such as the Universal Mobile 

Telecommunications Systems (UMTS), provide more security enhancements. They 

provide mutual authentication; for instance, the user and the network authenticate 

each other. Moreover, longer encryption keys are used and algorithms are made 

publicly available for maximum scrutiny and testing (de Leon et al. 2005). 
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Nevertheless, there are still a number of weaknesses in UMTS, that is, the user data 

over the air are not integrity protected, the network domain security does not extend to 

the user domain, and hijacking of a channel between periodic integrity protection 

messages is still possible (Bais et al. 2006). 

In the case of user authentication, network providers are mainly concerned with the 

fraudulent use of their network; therefore, the authentication mechanisms are designed 

to ensure that only legitimate devices connect to the network. For example, GSM 

networks validate the credentials in the SIM card. Moreover, there are no provisions 

in 2G cellular networks to authenticate the network to the user system. This allows 

man-in-the-middle attacks where an attacker can control low-powered equipment 

which simulates a wireless network and can acquire the credentials of the user. 

However, with the security enhancement of UMTS, most mobile devices for both 

GSM and UMTS allow for devices to be configured so that the user must enter a PIN 

before using the device. Yet, the user can easily disable this system (Rysavy Research 

2007). Therefore, the security for both GSM and UMTS mobile devices relies on a 

PIN approach which is under-utilized and can, consequently, be considered to provide 

inadequate protection in several cases.  

2.3.5 Security for Service Providers 

Security for the service providers is also important for m-government applications, 

especially those involving sensitive data and payment services. The fundamental 

requirement for secure mobile government applications is end-to-end security. The 

end-to-end functionality consists of mutual authentication of parties involved in the 

government service as well as data confidentiality and integrity. In particular, 

authentication of the user accessing an agency’s Website is a basic requirement since 

the lack of user authentication may cause serious threats by unauthorized access 

(Department of Commerce 2003). However, security for m-government applications 

presently identifies users by the SIM card within each mobile device, based on a PIN 

approach, which is the weakest link in the device-based security.  

2.3.6 Security for Users 

Users have great concerns about the security and privacy of mobile devices, which 

may cause barriers to widespread m-government services (Carroll 2006; McAfee 
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2008; Clarke and Furnell 2005). The negative security perception is a serious issue 

that citizens may have regarding the use of mobile services and this may affect their 

acceptance and adoption of the technology for critical applications (Chang and 

Kannan 2002). The need for security in mobile devices is understood and appreciated 

by many users, particularly as many users respond negatively towards the current 

security approach in their mobile devices (McAfee 2008; Clarke and Furnell 2005). 

Thus, the authentication of advanced users in m-government applications is required 

in order to meet their requirements and therefore gain their acceptance. This paves the 

way for more widespread acceptance by the general public. 

2.3.7 The Current Authentication System in M-Government 

The current security method in mobile phone based m-government applications is 

based on the use of 4 to 8 digit Personal Identification Numbers (PINs). This method 

can be applied to both the mobile device and the user’s Subscriber Identity Module 

(SIM) which is a removable token containing the cryptographic keys required for 

network authentication. As mentioned above, the PIN is an approach providing low 

level authentication, as it based on something the user knows. However, the existing 

SIM card, a token based approach, can be physically removed from the mobile device 

when not in use; however, users usually leave it inside the mobile device for 

convenience as well as to avoid loss or damage (Clarke and Furnell 2007). Thus, the 

PIN and SIM card approached carry the risk of loss or theft which can compromise 

the security of information, especially with the inclusion of sensitive personal 

information which confirms the need of advanced approach for ensuring and 

enhancing the security of data in mobile devices. 

Providers of 2G and 3G mobile networks deliver smartcards with pre-installed 

symmetric keys which are used by the network to authenticate the mobile device and, 

in 3G, for the mobile device to authenticate the access network. The authentication 

system is based on the trust relationship that exists between the access network 

provider and the service provider via a roaming agreement, and between the user and 

the service provider via the service subscription. The symmetric session keys for data 

confidentiality and integrity sent over the airwaves are derived during the 

authentication process. However, data confidentiality and integrity extending over the 

whole path between the communicating parties is not provided by the access network 
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security of second and third generation systems which has to be provided on the 

network at application levels for end-to-end security (Dankers, Garefalakis, 

Schaffelhofer and Wright 2004). Therefore, Public Key Infrastructure combined with 

biometric authentication is a good solution to achieve end-to-end m-government 

security. 

2.3.8 Biometrics as a Security Solution 

As mentioned above, information security is mainly oriented towards the assurance of 

confidentiality, integrity, and availability of information in all the different forms. In 

order to manage and ensure information security, various tools and techniques are 

used. Among them, one of the techniques is biometrics, which is based on specific 

aspects of securing information. A biometric system enhances the identification, 

authentication and non-repudiation of the information’s user to support facets of 

information security. It can help “to provide identity-based access control and to 

authenticate integrity of information with respect to subject involved” (Vielhauer 

2006, p. 18). 

Biometrics is acknowledged as the most probable solution to the problems and 

vulnerabilities faced through the incorporation of the approaches of identification and 

authentication (Woodward, Orlans and Higgins 2003). A biometrics system can be 

referred to as the automated system for the recognition/identification/verification of 

specific individuals on the basis of the measurable and determinable biological or 

behavioural characteristics, like facial recognition, voice, fingerprints, signature, iris 

scan, and hand geometry (Ashbourn 2004; Woodward et al. 2003). 

Ashbourn (2004) explained that the technique of biometrics is supportive towards the 

identity verification in terms of user identification. This is because in the biometric 

system, the behavioural or biological attributes are taken into account for the 

verification of the individual, which is helpful in performing the task of direct 

validation of the user. The technique of biometrics is advantageous as compared to the 

other authentication approaches in various aspects. Jain (2004) elaborated that the 

biometric measures, such as facial recognition and fingerprints, cannot be lost or 

misplaced easily, as an ID badge, USB key or other authentication measures can. A 

user is not responsible for memorizing biological or behavioural characteristics, which 

is most common in the case of PINs and passwords. The biometric identity secured in 

 Thamer Alhussain     Page 26 



Chapter 2: Literature Review 

the information system cannot be moulded or affected easily through theft, sharing, 

destructing or re-shaping, which is prominent when using other authentication 

methods. However, biometric measures can be adjusted and settled. Chirillo Blaul 

(2003) identified that the approach to utilizing biometrics provides support in 

reducing the requirement of holding ID cards and credit cards. With the advancement 

of technology and increased number of cyber-crimes, the criminal activities based on 

stealing and hacking of user names and passwords have increased. Instead, biometrics 

is helpful and supportive in securing and preventing the stealing of information on the 

user’s name and passwords. 

Biometric technologies are convenient to handle and cannot be lost easily, as they are 

not protected on the basis of human memory. Biometric authentication systems are 

considered as a highly secured, reliable and efficient identity authentication method, 

which provides assistance in ensuring the verification of the user’s identity and the 

knowledge of the user’s access (Bolle et al. 2004). An individual can be identified 

with a higher degree of efficiency and assurance through the use of biometric 

techniques. However, while biometrics can be compromised, this is much more 

difficult and requires extensive skills. Furthermore, authentication in biometric 

technology is actually gaining popularity in most countries around the world. It has 

wide applications that include governmental programs such as national identity cards, 

visas, and the fight against terrorism. Several technologies are being used to ensure 

that the correct identification of individuals can also be used. Biometric applications 

provide high levels of authentication which can be achieved when the identifier is 

obtained in the presence of a trusted third party who is to verify the authenticity (Bolle 

et al. 2004). Moreover, biometric technology has been advocated, because 

authentication will achieve increasing levels of assurance of identity verification as it 

is directly linked with the distinguishing characteristics of an individual. More 

specifically, Scheuermann (2004) indicated that the application of biometric user 

authentication for smartcards in mobile devices is an alternative to the use of PINs 

and passwords and is becoming increasingly important since it provides a reliable 

method “to not only relate but also bind these mobile security devices to a certain 

person” (p. 70). 
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2.4 Overview of Biometric Technology 

Biometric technology is an automated method which is used to measure and analyse a 

person’s physiological and behavioural characteristics (Wayman et al. 2005). 

Physiological biometrics include fingerprint recognition, iris recognition, facial 

recognition, and hand recognition. Behavioural biometrics include voice patterns and 

signatures, which are usually taken for identification and verification purposes. 

Identification is usually based on something people know, like a pin or a password, or 

something people have, like a passport or driver’s licence. The limitations and 

difficulties in these measurements and identifications have led to the development of 

biometric technology which is now used to identify individual behaviours and 

characteristics (Wayman et al. 2005).  

Biometric technology involves a scanning device and software which can be used to 

gather information that has been recorded in digital form (Bolle et al. 2004). Having 

digitally captured the information, a database is used to store this information for 

comparison with previous records. When converting the biometric input, namely the 

already collected data in digital form, this software can now be used to identify the 

specific inputs into a value that can be used to match any data previously collected. 

By using an algorithm, the data points are then processed into a value that can be 

compared with biometric data in the database (Bolle et al. 2004). 
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Figure 3: The biometric verification process (Li 2006)

 

 

 

 

Jain (2004) mentioned that the mechanism of a biometric system is based on the 

acquisition of biometric data of an individual, extraction of the key dimension from 

the set information and comparison of the key dimension with the template allocated 

in the database. Initially, with the enrollment of the user, biometric information is 
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gathered by locating the fingerprint or face, as examples, in front of the sensor to 

examine the specific parameters. The collected information is then refined to form a 

specific template, which is stored for current and future use (Prabhakar, Pankanti and 

Jain 2003). According to Liu and Silverman (2001), the template can be identified as 

“a mathematical representation of biometric data. A template can vary in size from 9 

bytes for hand geometry to several thousand bytes for facial recognition” (p. 20).  

By displaying the user to the system, a new template is formed each time, which is 

referred for making comparison. Concerning the privacy and security of information, 

a biometric system does not make use of raw information about the individual. But, 

the information collected and calculated through the system is stored in the template 

in the form of scanned representations of the sample. In most cases, raw information 

is discarded by the system after producing scanned representations of the sample 

(Nanavati, Thieme and Nanavati 2002). 

2.4.1 Biometric Systems’ Performance Measures 

Biometric systems can be precisely adjusted to appropriately meet the requirements of 

high or low safety environments. Therefore, performance measures are widely utilized 

for the conception of standards, so that the organizations can effectively assess the 

products. Basically, the performance and operating effectiveness of a biometric 

system is evaluated in terms of several measures including false acceptance rate 

(FAR), false rejection rate (FRR), crossover error rate (CER), failure to enroll rate 

(FTER) and verification time.  

The False Accept Rate which known also as False Match Rate refers to the likelihood, 

expressed as a percentage, that invalid users will be able to access the system. The 

pretender is found to be matching with the valid biometric template of the individual. 

Producers of biometric systems mainly focus on having low FAR (Ashbourn 2004). 

While the False Reject Rate which known as False Non-Match Rate indicate to the 

likelihood that a valid user will be incorrectly rejected by the system. It is based on 

incorrect judgment of the individual's template with the registered template. Error in 

the matching criteria occurs due to the natural alterations in the biometric information 

of the individuals, through variations in the presentation of the information and that of 

the surrounding environment (Liu and Silverman 2001; Nanavati et al. 2002).  

 Thamer Alhussain     Page 29 



Chapter 2: Literature Review 

Another important metric in biometric systems is the crossover error rate which is also 

considered as equal error rate (EER). It is the intersection point of the lines of FRR 

and FAR on the graph. Low level of EER signifies that the system has high sensitivity 

and justifies that the biometric system will provide better performance as compared to 

the system having high CER (Prabhakar et al. 2003). Failure to enrol rate is also 

another metric that is beneficial in assessing the failure rate of the enrolment efforts. 

The factors that have an impact on the FTER measure are easiness of enrolment, 

quality of enrolment instrument, environment during enrolment and characteristic of 

individuals biometric (Woodward et al. 2003). Another useful metric is the 

verification time which can be referred as the mean time required during the actual 

comparison process. 

2.4.2 Properties of Biometrics 

The key characteristics of an individual are commonly used with respect to different 

dimensions for biometrics. According to Bolle et al. (2004) and Jain (2004), there are 

a number of parameters in order for a human characteristic to be used for biometrics. 

1. Universality: Each and every individual is required to possess the biometric 

characteristics. 

2. Uniqueness: The biometric characteristics of two individuals cannot be same. 

3. Permanence: It is essential that the biometric should remain comparatively 

constant and consistent within substantial duration of time. 

4. Collectability: The key biometric characteristics should contribute towards 

transformation in quantitative terms to increase practicality. 

5. Acceptability: In general, people should not possess any strong objections or 

issues regarding the evaluation and collection of biometric information. 

6. Performance: The available resources should comply with the desired level of 

performance in terms of accuracy, recognition and rate to negotiate the impact 

of surrounding operational and environmental factors on the performance. 

7. Circumvention: It is the level that indicates the easiness to consider substitute 

for the system or using fallacious approaches (Bolle et al. 2004; Jain 2004). 
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2.4.3 Application Areas of Biometrics 

Applications are characteristically separated into two types: identification and 

authentication, as described below. 

2.4.3.1 Identification 
Identification is the process of establishing or confirming the identity of a person.  

Measured biometric characteristics are checked against a database of recorded 

biometric data that positively link a person to a set of characteristics that were 

previously stored.  The procedure can be slow as it involves a process of checking and 

pattern matching against stored data until either a match is found identifying the 

person or until the database is exhausted of data.  For a large database, this limitation 

can be significant. 

Nevertheless, it is a vital process to identify people involved in certain crimes so that 

governments can trace these criminals in case they disappear. Currently, most 

countries such as the United States are faced with terrorist activities and, in order to 

control these crimes, their governments apply biometric technology in order to trace 

movements of these individuals. Moreover, every country needs to identify its citizens 

for a variety of reasons, some of which include security purposes and immigration 

controls. For a government to correctly identify its citizens, it may use a variety of 

biometric technologies to facilitate this practice. Common applications are 

fingerprints, hand, facial, and iris recognition since they are physiological features 

that are unique to each person (Wayman et al., 2005).  

2.4.3.2 Authentication 
Authentication is the verification of an individual’s identity.  It is about confirming 

that a person is who they say they are by checking for something that only they could 

know, such as a password or PIN; something that they have, such a key or token; or 

something that they are measured by, such as a distinguishing physiological feature. 

In a given transaction, authentication addresses the need for the certainty of the 

identity of the other party. For the purposes of authentication, individuals must be 

enrolled in a biometric system and the system verifies the claimed identity by 

comparison with a reference template. The key features here are that the identity is 

asserted and the investigation is usually limited to associated templates of that identity 

(Bolle et al. 2004) 
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2.4.4 Types of Biometric Technology  

As mentioned above, biometrics are characterized as being either physical or 

behavioural. Physical biometrics include fingerprint recognition, iris recognition, hand 

recognition, and facial recognition, while behavioural biometrics include voice 

recognition and signatures (Bolle et al. 2004). Each of these areas is described below. 

 2.4.4.1 Physical Biometrics 

2.4.4.1.1 Fingerprints 

Since it is an established fact that no two fingerprints are the same, biometric 

technology uses fingerprints to identify individuals. Fingerprints are used in various 

documents like national identity cards, passports, and visas. In these documents, 

fingerprints can be stored in a computer on a software database where individual 

identities can be accessed. For instance, in case of a crime, governments can compare 

and then match the stored records with the present document of an individual for 

correct verification (Ratha and Bolle 2003).  

2.4.4.1.2 Iris Recognition 

The eye is a distinct human feature which is why it is used to identify people. Iris 

recognition is a type of authentication that uses various pattern recognition techniques 

applied to the high resolution images from an individual’s eye. The retina is scanned 

by a camera and iris illumination reduces specula reflections from the convex cornea 

in order to create images of the detail (Dobe, Machala, Tichavsky and Pospísil 2004). 

The intricate structures of the iris are converted into digital templates which provide a 

mathematical representation of the iris that can yield a positive identification of the 

individual.  

 
Figure 4: Iris recognition (Goldthwaite 2005) 

Iris recognition is one of the best biometric authentication technologies since it can be 

used for one or more environments. With this method, one has to first identify the 

circular outer boundaries of the pupil and the iris, which can be done in a photo of the 

eye. The pixels in the iris can then be transformed into a pattern which is preserved 
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for future comparison with the two irises. The template created by the image of the 

iris can then be compared with the information in the database. Then the correct 

identification can be realized when the Hamming distance, a simple count of bit 

differences, is below the decision threshold. However, the biggest problem with iris 

recognition is that the iris is usually covered by the eyelids and hence it can 

sometimes be difficult to obtain clear results in this case. Despite this problem, iris 

recognition has been regarded as a good method of identification, because the eye is 

an internal organ which is usually protected from harm and hence the best results can 

be attained for a correct match (Dobe, Machala, Tichavsky and Pospísil 2004).  

2.4.4.1.3 Hand Recognition 

This method can be used to identify physical characteristics of individual hands based 

on the geometrical structure of the hand, which includes cut fingers, positions of the 

fingers, width of the palm, and thickness of the palm. Measurements are taken from 

individual hands and compared with the previously stored records (GARCIA 2006). 

As has been mentioned by Wayman et al. (2005), hand recognition has been used in 

many countries as early as the 1990s; for example, it has been used for employee 

access control at San Francisco International Airport. This method also involves the 

use of individual fingerprints, which is usually connected with individual 

identification cards with other personal numbers. 

 
Figure 5: Hand recognition (Kumar1 et al. 2003) 

2.4.4.1.4 Facial Recognition 

With this method, individual images are taken by either a digital image or video 

source, mostly with a computer. After the image has been attained, it is then compared 

with the database of facial features stored on software in the computer (Bolle et al. 

2004). Facial recognition is used for security purposes by different countries. For 

instance, the police can use the facial system to identify certain criminals by 

comparing their images with those records stored on the database. The facial system 
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can also be used during elections to ensure that voters do not actually vote twice and 

to avoid vote rigging during elections. An example of the proper use of this method 

can be traced to the Mexican government in 2000 whereby it prevented vote rigging, 

since if somebody happens to vote twice, then the computer can detect that person and 

get them disqualified. The facial system is also used at many ATMs where a facial 

recognition camera is used to record the individual images to prevent ATM theft 

(Bonsor and Johnson 2007).  

 2.4.4.2 Behavioural Biometrics 

2.4.4.2.1 Voice 

To a restricted extent, voice or talking patterns can recognize native or even particular 

speakers. To exercise a voice-recognition structure, a human being must prerecord 

precise words and expressions in a scheme. Afterwards, when the system wants to 

validate the person’s identity, it prompts the human being to repeat one of these 

expressions. A computer investigates the talking blueprint and tries to resolve if the 

voice goes with the prerecorded account. Voice recognition varies from speech 

identification in which a PC tries to comprehend what a human being says (Wayman 

et al. 2005).  Voice recognition systems are prone to an array of issues. Human voices 

might be modified because of illness or tension, and women have been established as 

being harder to make out than men. Moreover, loud surroundings also can present a 

dilemma for voice recognition (Wayman et al. 2005). 

2.4.4.2.2 Signature 

Signature recognition has a long historical usage and was in service before the advent 

of computers. It has a wide usage in document authentication and financial 

transactions such as cheques and credit card receipts. With this method, the computer 

can verify the signature that has been written with either pen and ink or a particular 

pen on an electronic pad. Moreover, an image of the signature can be stored for later 

person scrutiny. Furthermore, signature recognition provides the ability for users to 

choose the distinctiveness and uniqueness of the signature as it comes in many forms. 

However, it is questionable since users can change their signatures at any time (Bolle 

et al. 2004).   
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2.4.5 Disadvantages of Biometric Technology  

While biometrics can provide a high level of authentication through identifying 

people by their physiological and behavioural characteristics, there are also several 

negative aspects. The ideal of a highly accurate and specific biometric system has not 

been realized yet and errors in assessments come about as a result. The proportionality 

of error rates and existence of types of errors differ on the basis of the specifications 

of the biometrics positioned and the conditions of implementation. The involvement 

of specific types of errors like FAR, leads to discerning risk regarding business 

security and reliability. Moreover, errors of the type FTER, FRR have a direct 

influence on the reduction of the efficiency and productivity of the business with an 

increase in the overall costs. Therefore, it is essential for the businesses to focus on 

implementing a threshold for acceptable errors (Harris and Yen 2002; Woodward et 

al. 2003; Bolle et al. 2004). 

Moreover, biometrics are not exempt from the vulnerability of theft and in case of 

stealing of biometric identity, big problems can occur for the security of an 

organisation as compared to that developed through the theft of USB key, password, 

etc. In case, a pretender or trespasser attempts to deceive biometric validation system 

and stimulates FAR, he/she is involved in deceiving the whole system and affects the 

biometric reliability and security of the users. The solution to the issue of theft of 

biometric identity can be based on the establishment of cancelable biometrics 

(Dunstone 2001). 

Biometrics can sometimes be ineffective when using the various styles of 

identification. For instance, fingerprints can be saturated, become faint or hard to be 

processed with some devices, particularly if the skin is wet or dry. Hand recognition 

can sometimes be ineffective when the hand is damaged, thereby no results will be 

obtained to match with the images already in the database. Few facilities have 

databases or hardware to employ iris recognition, which makes the upfront investment 

too high to initiate a worldwide iris ID system. Biometric technology has also been 

criticized for its potential harm to civil liberties. This is because people have been 

denied access to the various regions and countries simply because they do not have 

the correct identities for those places (Bolle et al. 2004). Moreover, there is potential 

for people’s privacy to be violated with this new technology as will be discussed in 

the following section.  
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2.4.6 Privacy Concerns about the Use of Biometric Technology 

Privacy concerns arise with the assistance of the biometric validation controls. In this 

concern, public objections are mainly related to privacy considerations. These aspects 

are also pronounced with respect to the perception of the public based on the 

investigation of the biometric system. Privacy concerns regarding the classification of 

biometrics comprise the failure of obscurity and independence of individuals, risk of 

illegitimate utilization of biometric data, irrelevant biometric data accumulation, and 

illegitimate revelation of biometric data to other people, and organized diminution of 

fair and logical views of privacy (Nanavati et al. 2002). 

Modern biometric techniques are based on utilizing the physical attributes for the 

conception of digital encryption, which is helpful in securing the privacy of the 

information of individuals. Privacy issues regarding biometric systems also comprise 

cultural considerations. Due to religious obligations, users may also perceive that the 

use of their body parts is against their moral principles and beliefs. Another major 

concern is related to the misuse of information. This has a direct influence on the 

privacy and civil autonomy of the users. The main threat in this concern is based on 

the revelation of the information to the third party without the consent of the user. 

This can be restrained through the implementation of cautionary measures, such as 

encryption (Nanavati et al. 2002; Woodward et al. 2003). However, this concern can 

be reduced when biometric samples are only stored locally in the mobile device 

and/or with a trusted third party, which is discussed in the next chapter. 

2.5 Information and Communication Technology in the 

Kingdom of Saudi Arabia 

The Kingdom of Saudi Arabia is located in the south-eastern part of the Asian 

continent. It occupies 2,240,000 sq km (about 865,000 sq mi) (The Saudi Network 

2009). The total population reached 28,686,633 in mid-2009 with an annual growth 

rate of 2.9 percent; however, 5,576,076 of the population is non-Saudis (World Fact 

Book 2011).  

Saudi Arabia is the birthplace of Islam and the religious focus for all Muslims as it 

contains the two Holy Mosques for Muslims. As Islam plays a central role in Saudi 

culture, developing and implementing e-government applications in Saudi Arabia 
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should give important considerations to the national culture, which affects this 

implementation as highlighted by Hofstede (1997). However, the economy of Saudi 

Arabia is oil-based because it has the largest reserves of petroleum in the world and 

ranks as the largest exporter of petroleum (World Fact Book 2011). This positively 

influences government to support Information Technology. For example, some IT 

systems in some sectors such as banking, oil and petrochemical sectors, are 

considered to be among the most advanced in the world (Abdul-Gader 1989). 

2.5.1 Information on National Planning in the KSA  

The national planning of information is defined as the process through which the 

state, either through a governmental body or a body authorized by the government, 

takes the necessary provisions and procedures for the regulation of information flow 

in the community (The National Plan Project for Information Technology 2002). It is 

also concerned with the investment to achieve the maximum possible benefit from 

this resource for the welfare of all individuals of the community under the best 

understanding of future conditions. 

Consideration must be taken regarding some of the main interconnected issues, which 

are the information technology issue, the administrative organisation issue, and the 

human issue (The National Plan Project for Information Technology 2002). The 

significance of the national plan for information technology can be highlighted 

through the presentation of the following aspects: culture and education, commerce 

and economy, security and defence, administration and services and repatriation. This 

indicates the existence of an integrated and updated information plan supporting any 

of the foregone aspects in facing the different changes and achieving domination and 

success in every field.  

Culture and education assist in maintaining the constituents of the culture of any 

nation and protection from the cultural invasion in addition to refining the 

generation’s talents and increasing the ability for thinking and innovation. Some 

countries conduct feasibility studies for building the information industry as one of 

the factors for the enhancement of the national income. In the field of security and 

defence, information technology shall provide strength and supremacy, as future wars 

shall be information wars. In the field of administration and services, information 

technology shall contribute to reducing costs and the costs of returning the 
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administrative procedures, in addition to achieving the integration of the different 

sectors. In the field of settlement, the state exerts great efforts to repatriate and 

localize the technology through supporting research and anything that may contribute 

to development and scientific innovation. 

The government of Saudi Arabia believes in the vitality and significance of this issue, 

and is willing that the Kingdom of Saudi Arabia must be one of the countries that 

calls for the investment in modern technology for the advancement of the Saudi 

community. Consequently, the Kingdom has come up with clear views regarding the 

importance of the planning of information; therefore, the main topic of “Planning for 

the information community” was chosen for the twelfth national conference for 

computers which was held at King Saud University during November 1990 (Alshareef 

2003). The most important recommendations of the conference were “the necessity 

for developing a national plan for information in the Kingdom of Saudi Arabia due to 

the significance of security information technology, economic strategy so that the 

Kingdom should not stay behind the countries that plan to shift to the information era” 

(Alshareef 2003, p. 86). These efforts continued until they eventually obtained the 

approval of HRH Prince Abdullah Bin Abdul Aziz, Crown Prince and Deputy Premier 

and President of the National Guard in 2000, for the setting of the national plan for the 

development of information technology and determining the mechanism for its 

implementation for the Saudi Computer society (The National Plan Project for 

Information Technology 2002). 

2.5.1.1 Goals of the National Plan of Information Technology   
The goals of information technology differ from one country to another according to 

the development of these countries and their social structure, their strategic 

advantages and the extent of their expectations. The goals of the national plan of 

information technology for the Kingdom of Saudi Arabia were determined as follows: 

1. Preparation and dependence on the national cadres in the field of 

information technology. 

2. Furnishing an adequate atmosphere for the use of the technology in 

education and support of the national projects in this regard, such as 

the project of Prince Abdullah Bin Abdul Aziz:  “My country” for the 

computer. 
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3. Removal of computer illiteracy and the spread of the information 

culture among the community. 

4. Investment of technologies for “Remote learning” to provide education 

and training for the national cadres. 

5. Adoption and encouragement of technologies for electronic publishing. 

6. Maintenance of the Arabic Islamic culture, its furnishing and shifting 

to the electronic world regarding the religious, language and research 

aspects. 

7. The establishment and development of the information technology 

industry. Positive participation in the development of the economy of 

the country. 

8. Support of the national economy depending on e-commerce. 

9. Preparation of the specifications, standards and measurements 

pertinent to the information field. 

10. Furnishing the legislation of the information field.  

11. Best exploitation of the expertise through providing information and 

knowledge. 

12. Transfer and repatriation of modern technology. 

13. Increasing the reliance on information technology in the public and 

private sectors through the adoption of the modern technologies and 

computerization of the different systems. 

14. Setting the necessary bases and frames of e-government such that the 

governmental sectors depend on information technology in 

communication between them and in communication with the citizens 

who benefit from these sectors. 

15. Provision of the required bases and systems for national health 

information systems. 

16. Easy and high speed provision of information for decision-makers. 
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17. Investment of information technologies in support of national security. 

18. Protecting information and data from theft and loss. 

19. Development of the infrastructure for the effective achievement of the 

previous goals. 

From the presentation of these goals, their inclusiveness and cover of all aspects 

related to the use of the information and communication technology become apparent 

for the development of the different activities (The National Plan Project for 

Information Technology 2002). 

2.5.1.2 Issues of the National Plan for Deployment of Electronic Works  
The main issues of the national plan for the deployment of electronic works have been 

declared below with the organisation concerned for each issue (Second report about 

the works of the permanent committee of the e-commerce 2002): 

1. The establishment of the public key infrastructure (PKI), for which 

King Saud City for Sciences and Technology (KACST) is responsible. 

2. The development of payments systems for the electronic completion of 

the banking operations, for which the Saudi Monetary Fund is 

responsible. 

3. The development of the communications infrastructure for the support 

of e-commerce technologies and the provision of the efficient and 

reliable data transfer in all regions of the Kingdom of Saudi Arabia, for 

which the Ministry Telegraph, Mail and Telephone and the Saudi 

Telecom are responsible. 

4. The establishment of the legal organisation for the approval of 

electronic transactions and securing the fulfilment of the obligations 

and authentication of the electronic signatures, for which the Ministry 

of Commerce is responsible. 

2.5.2 E-Government in the Kingdom of Saudi Arabia 

The need for the services, means and methods of e-government in Saudi Arabia has 

emerged by responding to the developments and changes of the modern world in all 

fields. Specifically, there were developments and changes in the fields of economics 

 Thamer Alhussain     Page 40 



Chapter 2: Literature Review 

and commerce, and it was found that modern technology had developed enormously 

with many world countries, especially the advanced countries, depending on it in all 

fields. Many countries developed this electronic technology so as to keep pace with 

the modern changes in the world. Saudi Arabia, like the other countries, is seeking to 

make use of the great technological advancements in communication means and 

information due to their importance in providing services which are better, faster, 

more accurate, and with strict controls.  

Particular attention has therefore been given to e-government as an international 

approach and a general trend that requires a response to and the use of modern 

technology as a means for its success. Based on this, Royal approval has been issued 

for the formation of the E-commerce Permanent National Committee in order to 

coordinate between the different bodies for the creation of a favourable environment 

for e-commerce, determining its needs and uses for serving the national economy, and 

fostering its capabilities for flexible and efficient e-commerce handling (Alshareef 

2003). The committee has furnished the general framework of a plan that targeted the 

completion of the requirements of deploying e-commerce techniques in the Kingdom. 

The general framework included a number of elements, such as: the establishment of 

an infrastructure in order to provide security and the confidentiality of transactions as 

well as confirmation of the identities of the users, integration and safety of their 

correspondences, and determination of the instrument that is issuing the digital 

certificates, and securing the requirements of the approving bodies for the safety of 

the technical specifications of electronic signatures (Alshareef 2003).  

In addition to the development of payment systems necessary for performing all bank 

transactions through electronic means, the framework also included the development 

of a communications infrastructure to support the technologies of e-commerce and the 

securing of data transfer services with the required speed and capacity that works 

efficiently and reliably in all areas of the Kingdom (Aldraihim 2006). Moreover, the 

framework needed to provide the legal organisation necessary for the approval of the 

electronic transactions and the contracts made accordingly. The framework also 

stressed the guarantee of the satisfaction of the obligations of these contracts and 

reservations of the employees’ rights as well as approval of the electronic signature as 

confirmation evidence replacing the manual signature. Furthermore, the framework 

included the determination of the requirements of information security, protection of 
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personal data and provision of electronic privacy of governmental services regarding 

what is known as e-government. Finally, the framework established an electronic 

system for governmental purchases through which governmental bids can be 

performed and their formalities can be completed (Aldraihim 2006). 

The Ministry of Finance’s General Investments Fund, based on the Royal approval 

dated 20th March 2003, has set a strategic visualization for the application of the e-

government through establishing its respective special program and setting up a 

detailed execution plan to secure the policies and rules of its projects (Alshareef 

2003). The governmental services are provided electronically to the citizens, foreign 

expatriates, and the private sector. The program included four main projects: the 

Saudi project for electronic exchange of information, financial and banking electronic 

services, the Ummrah project (Islamic rite), and the smart card (Ibn Khalid 2003). 

2.5.3 Government Electronic Transactions System (Yesser) 

The government of the Kingdom of Saudi Arabia gives great importance to the shift 

to the information society and the application of the concepts of e-government 

transactions, which provide great benefits to the national economy. Many of the 

governmental bodies are already executing projects for the implementation of e-

government transactions. The execution of the program began in 2005 and was called 

“Yesser”, an Arabic word meaning “facilitator” or “simplify” (see Figure 6 below).  

 

Figure 6: The Saudi e-government program (Yesser) 

The program was set for the execution of the communications and information 

technology national plan through the support of the application of the electronic 

transactions by governmental bodies. It plays the role of the enabler/facilitator of the 

implementation of e-government in the public sector. Its objectives include raising the 
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public sector’s efficiency and effectiveness, providing better and faster government 

services, and ensuring availability of the required information in a timely and accurate 

fashion. Yesser envisions that by the end of 2010, everyone in the Kingdom will be 

able to enjoy world class government services offered in a seamless, user friendly and 

secure way by utilizing a variety of electronic means (Yesser 2010). 

A work plan was set for the programs in two parallel approaches. Firstly, an urgent 

approach was established in which the basic requirements of the programs were to be 

provided in addition to performing a limited number of leading projects in the field of 

governmental electronic transactions which were to be carefully chosen so as to yield 

quick, tangible and useful results with relatively low cost. The second approach 

started with the beginning of the programs’ execution. The plan of execution for the 

programs was set in addition to the determination of the priorities, policies, 

procedures and regulations. The governmental bodies have to execute their respective 

plans relating to e-government transactions. The program includes the implementation 

of a number of projects, some of which are included in the first approach, namely the 

urgent part of the work plan. The other projects are included in the second approach. 

The following highlights some of the current projects: 

• Program identity: The program name and logo of Yesser was chosen through a 

mechanism furnished for this purpose. The name of the program reflects its 

main duty (Yesser), which means facilitating the governmental works and 

services, and facilitating information exchange between the governmental 

bodies. 

• Internal committees for electronic transactions in the governmental bodies: A 

Royal decree had been issued dated 26th July 2005 according to the suggestion 

that was made by the program for the formation of a committee within every 

governmental body for the electronic transactions of the government. The 

committee has contact with the supervisor responsible for that governmental 

body and supervises the execution of the plan of the governmental electronic 

transactions pertaining to that governmental body and coordinates with the 

program. 

• Program site on the Internet: A special site on the Internet has been developed 

in both the Arabic and English languages which includes information about 

the program and its projects in addition to information about the most 
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prominent relevant national projects and initiatives. The site can be accessed 

through the URL http://www.yesser.gov.sa or http://www.saudi.gov.sa. 

• Determination of the governmental services: The project aims to determine the 

most prominent governmental services provided to individuals, business 

sectors, and the governmental sector. The execution of this project was 

completed and most of the governmental services were specified, including 

basic information for more than 150 services, the requirements for obtaining 

the services, and the location at which they are provided. 

• The electronic forms: This project applies the concept of electronic forms to 

the typical transactions occurring between the governmental bodies. 

• Governmental Bodies Directory: The project aims to establish an electronic 

directory of the governmental bodies, governmental centres for information 

technology, including contact information and their respective Internet sites. 

The determination of the information of one thousand governmental bodies 

was completed and the project was executed. 

• Governmental Services Directory: This project aims to provide information 

regarding the governmental services on the program’s site. The information 

includes the name of the body that provides the service and its URL, the 

requirements of the service, its cancellation and changed features. The services 

were indexed according to the service type (individuals, business sector), and 

indexed according to the nature of the service in order to facilitate the search 

process. This project was completed with the continuation of its updates and 

development. 

• The national centre for digital authentication: This provides a complete system 

for managing the infrastructure in respect of the general rules on all electronic 

transactions such as the transactions of the e-government with other bodies. 

• Furnishing the electronic governmental transactions: This project aims to 

establish the governmental electronic transactions with the highest technical 

and security specifications through the hosting of the national gate to the 

governmental services, the program location and connection of the 

governmental bodies with each other for obtaining information. 

• The monthly journal supplement: The work of its issue runs in association 

with one newspaper in the Kingdom. It is concerned with the application of the 
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governmental electronic transactions. The project aims to spread information 

about culture and electronic transactions, highlight the successful local 

projects, show the best way for the application of governmental electronic 

transactions experiments, open communication channels with the community, 

and publish the latest news and activities relating to the governmental 

electronic transactions as well as highlight the new events in the local and 

international arena. It also covers the new electronic services (First Annual 

Report for The Works of E-Government Program 2006).  

As a result of the enormous attention to e-government applications, there are now 

several available e-government applications including employment request, visa 

applications, bill payments, applications for scholarships as well as applications for 

enrolment to higher education. Specifically, a recent statistic conducted by Yesser 

(2010) indicated that there are more than 180 electronic services offer by 50 different 

organisations. An example of the most success e-government services is the payment 

system called “Sadad” which has been implemented by the Saudi Arabian Monetary 

Agency. The objective of this payment system is to facilitate and streamline bill 

payment transactions of end consumers via all Banking channels available including 

bank branches, ATMs, telephone banking, and Internet banking. In January 2008, the 

number of transactions conducted by Sadad has exceeded 5 million transactions per 

month with a monthly growth rate of 22% (Sadad 2008).  

2.5.4 M-Government Applications in the KSA 

The use of mobile devices is rapidly increasing among the people in the KSA. 

According to a recent report in 2010 by Communications and Information Technology 

Commission (CITC) in Saudi Arabia, the latest statistics in 2010 indicated that there 

are 4.3 million telephones - main lines in use. While the total number of mobile 

subscriptions is 47 million with average annual growth rate for the last eight years is 

around 43% as illustrated below in Figure 7. This reports also stated that mobile 

penetration in Saudi Arabia stood at 172% which is higher than the world average of 

67%, the developing countries average of 57% and the developed countries average of 

114%. However, the CITC report indicates that the Internet users estimated by 11 

million of Internet users with average annual growth about 33% over the eight years 

period (2001-2009) as illustrated below in Figure 8. 
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Figure 7: Saudi Mobile Service Market Growth 

Source (Communications and Information Technology Commission 2010) 

 
Figure 8: Saudi Internet users 

Source (Communications and Information Technology Commission 2010) 

Therefore, as mobile phone users are higher than internet users, the Saudi government 

is concentrating on delivering its services through mobile devices. However, m-

government applications in the KSA are at an early stage and most applications are 

based on the use of SMS. For instance, the Ministry of Education has been sending 

final exam results to the final level high school students via mobile phones since 

2003. In the process of this service, the Ministry of Education provides a soft copy of 

the students’ final exam results to the Saudi Telephone Company (STC) and students 

are required to send an SMS message containing a student number to the STC to 

receive a text message containing their results. The main disadvantage of this service 

is the lack of privacy where anyone who knows a student’s number can get that 

student’s results without their permission (Abanumy and Mayhew 2005). 

The Ministry of Interior also started to provide several services via mobile devices 

through its different sectors, such as the General Directorate of Passports and General 

Department of Traffic. For example, drivers can inquire from the General Department 

of Traffic about their fines via their mobile devices. A driver can send an SMS 

message containing their ID number and then will receive a text message containing 
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the result. Another m-government application is weather notifications. Mobile phone 

users can get an SMS message containing weather conditions from the weather 

forecasting authority. Moreover, a number of hospitals have started an appointment 

reminder application that reminds the patients of their appointments by sending an 

SMS message containing the date, time and clinic location. 

2.6 Locating this Dissertation 

The following diagram (Figure 9) has been created in order to clearly identify the 

research topic and issue within the area of authentication and m-government.  
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Figure 9: Locating this research
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The above figure illustrates the role of using biometric authentication to provide 

secure services for the primary entities involved in m-government. With regard to the 

authentication in m-government, this research addresses the authentication of users in 

mobile devices and then using that authentication token to encrypt transmitted data 

and protect it from interception and integrity attacks. As illustrated in Figure 9, the 

primary entities of m-government are the users, the government agencies as service 

providers, and the network operators. Although they have several different 

requirements, they share security as one of the most important requirements. 

Moreover, security is considered as the hallmark of successful m-government (Al-

khamayseh et al. 2006). Specifically, security has five features that need to be 

considered, which are authentication, integrity, availability, confidentiality, and non-

repudiation.  

As discussed in the previous sections, authentication is one of the most important 

security services in m-government as it aims to ensure that parties with access to the 

service or device are trusted and are not impostors. However, biometric technology 

offers a high level of authentication as it is based on something the user is. Therefore, 

adopting such biometric technology should help the primary entities of m-government 

by providing a reliable authentication approach which positively reflects on m-

government effectiveness and efficiency. At the same time, it would meet other 

requirements such as privacy and trust.  

Although the primary entities involved in m-government applications are classified 

into mobile phone users, service providers, and network operators, the following 

section specifies these entities in the context of this dissertation. 

2.6.1 Users 

In general, m-government users have been classified into several categories. El-Kiki 

and Lawrence (2006) defined the following four user categories: 

• Core users: who must use m-government services, such as care workers 

looking after the elderly. 

• Regular users: who interact with m-government services in their work, but not 

as a primary task. 
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• Sporadic users: who have limited interactions with m-government services, 

such as citizens paying parking fines. 

• Technical users: who are responsible for the service maintenance. 

Furthermore, Carroll (2006) defined the following categories: 

• Citizens: who use mobile technologies to access services from their 

governments. 

• Visitors: who interact with the public sector services such as tourism and 

health services. 

•  Business partners and their employees: who are individuals from other 

governments, private providers or businesses. 

• Government employees: who provide services.  

In this dissertation, the users investigated are Saudi citizens who are using mobile 

phone devices. 

2.6.2 Service Providers 

Service providers are the government agencies that offer services via mobile devices. 

The sample in this dissertation was selected from the government agencies in the 

Kingdom of Saudi Arabia, which include: 

• Ministry of Communications and Information Technology (MCIT) which is 

responsible for setting up general policies and drawing developmental plans 

and programs for the communications and information technology sector as 

well as initiating draft laws related to communications and information 

technology. The sample from MCIT includes the National Center for Digital 

Certification (NCDC) which provides a complete system for managing the 

public key infrastructure (PKI). 

• Ministry of Interior (MOI) which is responsible for public security, coastal 

guards, civil defense, fire stations, border police, special security and 

investigation forces, criminal investigation and traffic control. In this 

dissertation, the sample for Ministry of Interior includes the National 

Information Center (NIC) and the General Directorate of Passports.  

 Thamer Alhussain     Page 49 



Chapter 2: Literature Review 

• The Saudi E-Government Program (Yesser) which was set for the execution of 

the communications and information technology national plan through the 

support of the application of the electronic transactions by governmental 

bodies. It plays the role of the enabler/facilitator of the implementation of e-

government in the public sector as mentioned earlier. 

• Al-Elm Information Security Company which is a government-owned 

company that aims to provide government organisations with secure e-services 

and create a link between the public and private sectors.   

• Sadad Payment System which is a national Electronic Bill Presentment and 

Payment service provider for the Kingdom of Saudi Arabia. It takes the 

responsibility to facilitate and streamline bill payment transactions of end 

consumers through all channels of the Saudi Arabian Banks.  

2.6.3 Network Operators 

Network operators are the suppliers of mobile network services. In the Kingdom of 

Saudi Arabia, three companies provide mobile networks, namely the Saudi Telecom 

Company (STC), Etihad Etisalat (Mobily), and Zain. The Saudi Telecom Company is 

the main operator and has the majority of subscribers. Mobily is owned by the Etisalat 

Company in the United Arab Emirates and started to provide its services in KSA in 

2004. Zain, a Kuwaiti company, just started to provide its services in 2008. 

2.7 Conclusion 

This chapter presented and discussed a range of academic literature relating to m-

government, information security, biometric technology, and ICT in Saudi Arabia. 

The electronic and m-government section discussed the definitions of e-government 

and m-government as well as m-government applications, benefits, requirements and 

challenges. This section of the literature review indicated that m-government is an 

emerging discipline concerning the rise of advanced mobile and wireless 

communication technologies that would improve the quality of government services. 

Several countries around the world have started a number of m-government 

applications supporting both the pull and the push information models. However, it 
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was found that security and acceptance are the main challenges facing m-government 

implementation.  

The information security and m-government section reviewed the McCumber 

Information Systems Security (INFOSEC) model, the Information Assurance (IA) 

Model, authentication strategies, issues in m-government security, as well as current 

authentication systems in m-government. One important insight arising from the 

discussion in this section is that security for m-government applications presently 

identifies users by the SIM card within each mobile device, based on a PIN approach, 

which is the weakest link in the device-based security. Security from unauthorized use 

can more effectively be achieved by more advanced user authentication systems. The 

literature review found that the application of biometric user authentication for m-

government services will enhance the security of m-government by providing a 

reliable authentication system.  

The biometric technology section reviewed the literature relating to biometric 

technology descriptions, performance measures of biometric systems, properties of 

biometrics, biometrics applications and types, the disadvantages and concerns of 

using biometrics, and the use of biometrics in e-government. The literature review 

found that since biometrics can provide a high level of authentication through 

identifying people by their physiological and behavioural characteristics, e-

government aims to give its citizens improved services and better access to 

information in a secure manner through the application of biometric authentication. 

Biometric authentication is valuable technology since it has a wide range of 

authentication and identification capabilities and has proven to be effective as a tool 

for e-governments. However, the ideal of a highly accurate and specific biometric 

system has not been realized yet and errors in assessments come about as a result. 

There is also potential for people’s privacy to be violated with the use of biometric 

authentication, and privacy issues regarding biometric systems would comprise 

cultural considerations. 

The history of ICT in Saudi Arabia is then traced. The section discussed the 

emergence and beginnings of e-government in Saudi Arabia, the e-government 

program called Yesser, the use of biometrics in Saudi Arabia, and m-government 

applications in Saudi Arabia. It was noted that the Saudi government gives enormous 

attention to e-government applications and, therefore, there are now several available 
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e-government applications. However, more attention is still required. It was also 

found that while the population in Saudi Arabia is about 28 million, the total number 

of mobile subscriptions is 47 million. Because of the rapid increase of the use of 

mobile devices among the people in the KSA and as mobile phone users are higher 

than internet users, the Saudi government is concentrating on delivering its services 

through mobile devices. However, m-government applications in the KSA are at an 

early stage, and most applications are based on the use of SMS. 

In the final section, Figure 9 was created to clearly identify and locate the research 

issue within the areas of authentication and m-government. It clarified the role of 

using biometric authentication to provide secure services for the primary entities 

involved in m-government along with a detailed description of the primary entities 

which are mobile phone users, service providers, and network operators.  

The next chapter provides examples of current applications of biometric technology in 

e-government as well as in Saudi Arabia. It also discusses the acceptance and 

adoption theories along with several issues relating to the adoption of biometrics in m-

government security.  
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CHAPTER THREE: ADOPTION OF TECHNOLOGY 

3.1 Introduction  

Chapter two laid the foundation of the dissertation. It reviewed the relevant literature 

regarding m-government, information security, biometric technology, and ICT in 

Saudi Arabia. In continuing the literature review, this chapter discusses the related 

theories of technology adoption along with several issues associated with the adoption 

of biometric authentication in m-government applications. More specifically, the first 

section of this chapter explains the current application of biometric technology and 

provides examples for the use of biometrics in e-government as well as in Saudi 

Arabia. Then, this chapter discusses technology adoption theories including the 

Technology Acceptance Model (TAM), the Unified Theory of Acceptance and Use of 

Technology (UTAUT), and the Diffusion of Innovation (DOI) theory. Technology 

adoption factors among empirical studies as well as academic studies on biometric 

adoption are reviewed. Furthermore, a comparison of biometrics in mobile devices, 

along with current mobile devices that have biometric features, is provided in this 

chapter. Subsequently, this chapter discusses the techniques for integrating biometrics 

in m-government as well as the use of a Public Key Infrastructure (PKI) and the 

potential impact of social and cultural issues on the adoption of biometrics in m-

government in Saudi Arabia. This chapter then concludes by providing a summary 

table of the most relevant literature on the topic of this dissertation.  

3.2 Current Biometric Applications 

Biometric technology has been adopted in many applications such as access control, 

national identity, immigration, proving attendance, military identification, e-

government and e-commerce applications. The following section provides several 

examples of biometric applications in e-government before discussing the use of 

biometrics in Saudi Arabia.  

3.2.1 Biometrics in E-Government 

With the application of biometric technology, e-government aims to give its citizens 

improved services and better access to information as it can provide reliable 
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identification of individuals as well as the ability for controlling and protecting the 

integrity of sensitive data stored in information systems. Most researchers such as 

Ashbourn (2004), Bonsor and Johnson (2007), Scott et al. (2005), and Wayman et al. 

(2005) argue that a wider use of biometric technology can be applied to e-government 

projects. As mentioned above, biometric technology is used for e-voting to ensure that 

voters do not vote twice. With biometric technology, governments prevent fraud 

during elections. Moreover, biometric technology can be used to ensure correct 

working times are recorded and that only authorized personnel have access to 

government property and resources. 

Biometric technology can also be used by e-governments for business. For instance, 

banks normally use facial recognition to ensure that there are no chances of theft. For 

example, photos are taken on the bank slips which are stored on computer software. 

As a result, this has avoided the issue of fraudulent bank slips when withdrawing 

money, since ATMs are a quick method of withdrawing money. This has helped the 

government to conduct its activities effectively (Bonsor and Johnson 2007).  

In business, there is frequently the need for full identification of employees to ensure 

that, in case of any problem in that firm, the management is in a position to identify 

the person responsible for that act. Commercial applications may also require full 

identification capability, digital certificates, human interface, and one or more 

authentication devices to ensure that the business can run well. People are also in a 

position to do their business properly and invest in any organisation as long as that 

organisation has an identity as an effective company (Ashbourn 2004).  

Biometric technology is also used in the identification of citizens by e-governments. 

Every nation should ethically be able to identify its citizens and non-citizens by using 

national identification cards, visas, and passports. As a result, e-governments are in a 

position to identify its citizens in the production of these documents, hence reducing 

the issue of illegal immigration. A good example is the United States whereby, since 

September 11, it has widely adopted biometric technology. Two laws were made in 

the United States as a first mass deployment of biometrics. Seven million 

transportation employees in the United States incorporate biometrics in their ID cards. 

Moreover, in order to closely control visitors who enter and leave the country, all 

foreign visitors are required to present valid passports with biometric data; 

consequently, over 500 million U.S. visitors have to carry border-crossing documents 
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which incorporate biometrics (Ashbourn 2004). Several European governments have 

also started to implement the use of biometrics. The U.K. government has established 

issuing asylum seekers with identification smart cards storing two fingerprints. 

General plans have also been made to extend the use of biometric technology 

throughout the visa system in the U.K. as well as in France, Germany and Italy (Scott 

et al. 2005). The Australian Customs established an automated passenger processing 

system, that is, the e-passport SmartGate at Sydney and Melbourne airports, and it 

aims to introduce self-processing by employing facial recognition systems to confirm 

identities and streamline the travellers’ facilitation procedures (AR 2005).  

E-governments use the various types of biometric identification in order to control 

certain illegal behaviour. For example, the Japanese government plans to use 

biometric technology in passports to tackle illegal immigration and to enable tighter 

controls on terrorists. This will be applied within a computer chip which can store 

biometric features like fingerprints and facial recognition (Scott et al. 2005).  

Other e-governments are using the biometric technology for certain defence bases for 

secure areas. For instance, hand recognition has been used at the Scott Air Force Base 

to save more than $400,000 in manpower costs through their metro-link biometric 

access gate (Frees 2008).  

3.2.2 The Use of Biometrics in the KSA 

As mentioned earlier, several governments have implemented biometric 

authentication in various types of applications. The Kingdom of Saudi Arabia, as 

other countries, has implemented biometrics in several places as follows. 

Fingerprint technology has also been applied on employees for attendance in several 

government agencies such as Ministry of Interior, Ministry of Foreign, the General 

Organisation for Technical Education and Vocational Training, the Royal 

Commission for Jubail and Yanbu, and Supreme Commission for Tourism. 

Furthermore, a number of agencies such as the Ministry of the Interior, the Ministry 

of Foreign Affairs, and the Saudi Monetary Fund have implemented biometrics on 

employees for special security cases like entering via some doors in their buildings. 

Recently, the Ministry of Interior started to require citizens submit their biometrics 

when they issue or renew their ID national card as well as residents’ biometrics when 
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they issue or renew their residential cards. More specifically, the Directorate General 

of Passports has implemented fingerprint technology in several cities in the Kingdom 

for foreign people. This system now has the biometrics for about 7 million of 

residents.  

3.3 Factors Influencing Adoption of Technology 

Before the discussion of the factors influencing the adoption of technology, it is 

noteworthy to distinguish between the concepts of acceptance and adoption. 

According to Dillon and Morris (1996) user acceptance can be defined as “the 

demonstrable willingness within a user group to employ information technology for 

the tasks it is designed to support” (p.4). However, technology adoption refers to the 

decision of individuals or organisations to use and integrate an innovation (Straub 

2009). Different theories have been introduced and developed in order to model the 

factors affecting the adoption of information systems. The approach of these theories 

has been to explore the kind of motivations and behaviours that can be identified in 

order to encourage organisations and individuals to adopt technology.  

This section discusses the main theories that have been developed and applied in the 

information systems field. The purpose of discussing these theories is to enhance 

knowledge on the related, existing theories and provide the theoretical background for 

the topic of this dissertation. This dissertation is not, however, implementing or 

testing any of these theories or models since the main objective is to develop a 

substantive theory, as mentioned in the first chapter.  

3.3.1 Technology Acceptance Model 

Davis (1989) introduced the Technology Acceptance Model (TAM) which derived 

from a theory that addresses the issue of how users come to accept and use a 

technology. The TAM model suggests that when users are presented with new 

technology, a number of variables influence their decisions about how and when they 

will use it. The two specific variables of perceived usefulness and perceived ease of 

use are hypothesized to be fundamental determinants of user acceptance (Davis, 

1989). As stated by Davis (1989), “perceived usefulness” concerns with the perceived 

utility of the technology. This utility is a wide ranging construct since it is concerned 

with the specific desires of users that may be related to improving productivity, 
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enhancing safety, a sense of satisfaction, or increased status. While “perceived ease of 

use” indicates to the ways technology is accessible and does not require unacceptable 

degrees of effort in usage (Davis, 1989).  

 

Figure 10: Technology Acceptance Model (Davis et al. 1989) 

However, while the TAM model provides indications on usefulness and ease of use, it 

does not give indications about improvement to enhance user engagement such as 

integration, flexibility, and completeness of information (Davis, Bagozzi, and 

Warshaw 1989). Since TAM was tested with quite specific user samples such as 

university students and professional users, Legris, Ingham, and Collerette (2003) 

reported another limitation towards the generalisation of TAM. Moreover, Agarwal 

(2000) indicated that social factors that might impact the acceptance of information 

technology were placed outside the boundaries of TAM.  

3.3.2 Unified Theory of Acceptance and Use of Technology 

An expansion theory of TAM is the Unified Theory of Acceptance and Use of 

Technology (UTAUT) which renamed ‘usefulness’ in TAM to ‘performance 

expectancy’ and ‘ease of use’ to ‘effort expectancy’. It also introduced additional 

constructs such as ‘social influence’ encompassing managerial championship and 

‘facilitating conditions’ encompassing resource capacity and organisational conditions 

(Venkatesh et al. 2003). More specifically, UTAUT model suggests that performance 

expectancy, effort expectancy, and social influence affect users’ behavioural 

intentions to use the technology and facilitating conditions will directly affect users’ 

actual behaviour with the technology. However, Venkatesh et al. (2003) 
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acknowledged a limitation of content validity due to measurement procedures and 

suggested further validation and replication of the model. 

  Performance 
expectancy 

Effort 
expectancy 

Social 
influence 

Facilitating 
conditions 

Gender Age Experience 
Voluntariness 

of use 

Behavioural 
intention

Behaviour 

 

Figure 11: Unified Theory of Acceptance and Use of Technology (Venkatesh et al. 2003) 

3.3.3 Diffusion of Innovation  

Another popular model that influences the acceptance and use of new technology is 

the Rogers’ (1995) diffusion of innovation (DOI) theory which is widely used in 

Information System research. This theory explains users’ adoption of new technology 

and their intention to use an innovation. It concerns the process by which individuals 

and groups make the decision to accept or reject an innovation. The DOI theory can 

be an alternative to the TAM. While the TAM perspective is widely used in studies of 

IT-based innovations, the DOI provides a richer set of constructs (Plouffe, Hulland 

and Vandenbosch 2001). Rogers (1995) defines diffusion as “the process by which an 

innovation is communicated through certain channels over time among the members 

of a social system” (p. 10). An innovation refers to the idea or object that is perceived 

to be new. DOI theory concerns the relative advantage, compatibility, complexity, 

trialability, and observability as the five factors that affect the rate of innovation 

diffusion.  

Relative advantage: refers to “the degree to which an innovation is perceived as 

better than the idea it supersedes” (Rogers 1995, p. 212). It is often expressed in 

several terms such as economic profitability, social prestige (Rogers 2003; 

Kyewalabye 2001), productivity (Sentamu 2001), convenience and/or satisfaction 
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(Kyewalabye 2001), as well as perceived usefulness (Lunkuse 2004). Rogers (2003) 

indicated that the greater perceived relative advantage of an innovation, the more 

rapid its adoption.  

Compatibility: as defined by Rogers (1995), compatibility is “the degree to which an 

innovation is perceived as consistent with the existing values, past experiences, and 

needs of potential adopters” (p. 224). Rogers (2003) contended that an innovation can 

be compatible or incompatible with sociocultural values and beliefs, previously 

introduced ideas as well as client requirements for the innovation. Regarding users, 

the innovation has to provide services in a way which its users will perceive it as 

positively facilitating the goals they wish to pursue (Eason 1988). While organisations 

have their goals, policies and structures, the innovation must not only serve immediate 

task needs and requirements, but must also not impede other aspects of organizational 

functioning (Eason 1988). Therefore, it should serve to promote organisational goals. 

Perceived compatibility of an innovation is positively related to the rate of its 

adoption (Rogers 2003).  

Complexity: refers to “the degree to which an innovation is perceived as relatively 

difficult to understand and use” (Rogers 1995, p. 242). It is also expressed in terms of 

user friendliness, usability, and ease of use which is the degree to which an innovation 

is perceived as relatively easy to understand and use (Rogers 2003). Non-complexity 

of a technology can be perceived if it is easy to learn and becomes skilful, flexible, 

and controllable (Lunkuse 2004). Moreover, non-complexity of a system can be 

achieved by offering its functionality in a manner that makes users able to master and 

exploit it without undue strain on their capacities and skills (Eason 1988). Thus, the 

complexity of an innovation is negatively related to its rate of adoption (Rogers 

2003). 

Trialability: is “the degree to which an innovation may be experimented with on a 

limited basis” (Rogers 1995, p. 243). It also can be clarified as voluntariness which 

refers to the optional use of an innovation that users feel (Carter and Belanger 2004). 

Trialability of an innovation is positively related to the rate of its adoption (Rogers 

2003). 
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Observability: refers to “the degree to which the results of an innovation are visible 

to others” (Rogers 1995, p. 244). The observability of an innovation is positively 

related to its rate of adoption (Rogers 2003). 

According to Attewell (1992) and Brancheau and Wetherbe (1990), although Rogers’ 

model primarily focused on individual level adoption, it is applicable to IT 

implementations in organizations as well. However, a main limitation of this theory is 

its lack of evidence on how attitudes might evolve into decision processes. Indeed, 

how the characteristics of an innovation affect adopters’ decisions to use the 

innovation is not addressed in DOI (Chen, Gillenson, and Sherrell 2002; Karahanna, 

Straub, and Chervany 1999).  

3.3.4 Adoption Factors among Empirical Studies 

Empirical studies related to the acceptance and adoption of mobile phones and 

electronic services via the Internet mostly applied models based on the use of TAM, 

UTAUT, or DOI. For instance, Jahangir and Begum (2008) introduced a conceptual 

framework that considered perceived usefulness, ease of use, as well as security and 

privacy as important factors that influence users’ acceptance and adoption of 

electronic banking services. Another study by Tassabehji and Elliman (2006) 

highlighted trust and security as major factors affecting e-government adoption. 

Moreover, AlShihi (2007) indicated that trust has a wide impact on m-government 

acceptance. Lee, Kim and Chung (2002) found that social influence and self-efficacy 

variables significantly affect perceived usefulness and perceived ease of use for user 

acceptance of the mobile Internet. Moreover, Teo and Pok (2003) found that social 

factors including perceptions of relative advantage play a significant role in 

influencing intentions for the adoption of Wireless Application Protocol WAP-

enabled mobile phones amongst Internet users. Kaasinen (2007) found that perceived 

value, ease of use, trust and ease of adoption are important factors that influence user 

acceptance of mobile Internet services. 

Thus, highly similar acceptance factors appear under various theories and models 

covering innovation acceptance and adoption. Moreover, the set of factors that 

proposed in TAM variants and UTAUT correspond closely with factors identified in 

DOI theory. For instance, Moore and Benbasat (1991) indicated that while developing 

an instrument based on DOI concepts to determine an individual’s perceptions 
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regarding the acceptance and adoption of an information technology innovation 

recognised the similarity between the construct of perceived usefulness with 

perceived relative advantage, and between perceived ease of use with perceived 

complexity.  

3.3.5 Biometric Adoption among Empirical Studies  

Although there is a lack of academic studies concentrating on the factors that 

influence the adoption of a biometric authentication system, most of the published 

papers in this area (Harris and Yen 2002; Kleist, Riley, and Pearson 2005; Lease 

2005; Uzoka and Ndzinge 2009) identified different factors that are not similar to 

those discussed in the adoption theories and models outlined in previous sections. For 

example, Lease (2005) found that managers’ positive perceptions of security 

effectiveness, need, reliability, and cost-effectiveness correlate with their willingness 

to recommend the use of biometric technology, while Uzoka and Ndzinge (2009) 

indicated that ease of use, communication, and size and type of organisation are the 

most important factors affecting the intention to adopt biometric technology in 

organisations. However, Harris and Yen (2002) stated that the adoption of biometric 

systems can be influenced by managerial, economical, operational and process-related 

factors. Kleist et al. (2005) also indicated different affecting factors of biometric 

systems including users, administration, environment, infrastructure, cost, 

communication system, as well as security needs and requirements.  

As a result, the review of the relevant literature on the technology adoption factors did 

not lead to any hypotheses, but rather helped to enhance awareness of the existing 

knowledge and to identify the gap, especially as this dissertation particularly discusses 

the adoption of biometric authentication in the m-government context and in Saudi 

Arabia, which adds some specificity to the area of biometric technology adoption.   

3.4 Related Issues to the Adoption of Biometrics in M-

Government 

This section discusses several related issues to the adoption of biometrics in m-

government in order to promote a clear understanding on the context for biometric 

authentication in m-government service security as well as to enhance the adoption of 

biometric authentication in m-government. These issues are explained as follows. 
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3.4.1 Comparing Biometrics for Mobile Devices 

While it is not easy to determine which biometric technology is the best, some 

biometrics would be better suited than others for specific applications. In mobile 

devices, the iris scan and fingerprint can be the most suited biometrics. They can 

provide a high level of security, accuracy, reliability, and stability compared with 

other biometrics (McLindin 2005). Fransson and Jeansson (2004) indicated that the 

system with an iris scan is almost impossible to deceive, as the camera can easily 

install a sensor that checks for pupil dilation. Moreover, the iris is very difficult to 

damage, as it is very well protected behind the eyelid and cornea. However, the iris 

scan is still expensive and can be affected by a person wearing sunglasses (Giarimi 

and Magnusson 2002). The camera also has to have specific technical features such as 

a Charge-Coupled Device (CCD) (Fransson and Jeansson 2004). On the other hand, 

the fingerprint biometric is much cheaper and is rapidly being integrated into more 

applications (AuthenTec 2009); however, it is easily damaged and gets dirty, which 

makes it hard to be processed and accepted (Bolle et al. 2004). While the retina scan 

can also provide a high level of security, accuracy, and reliability, it is less suited for 

mobile devices, because it is too expensive and needs a difficult process (Giarimi and 

Magnusson 2002).  

However, the security and reliability of face recognition, hand geometry, a person’s 

signature, speaking voice, and keystroke have lower security than the fingerprint and 

iris scan (McLindin 2005). Consequently, an investigation is done in this dissertation 

to determine which type of biometrics is preferred by users and service providers in 

the Kingdom of Saudi Arabia in order to successfully apply biometric authentication 

in m-government. 

3.4.2 Biometrics in Mobile Devices 

With the growing need of advanced user authentication in mobile devices, a number 

of manufacturers have started to integrate biometric features in mobile devices. For 

instance, AuthenTec, which is a leading provider of fingerprint authentication sensors 

and solutions to the high-volume PC, wireless device and access control markets, has 

produced fingerprint sensors for mobile devices and started to supply them to some 

mobile companies such as LG (AuthenTec 2009).  
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In addition, Motorola introduced the Mobile AFIS (see Figure 12 below) on the 

MC70/75 with a biometric attachment that delivers all the features and functionalities 

required to enable the capture of fingerprints and facial images (MC75 only) with 

good speed and accuracy (Motorola 2009). 

 
Figure 12: Mobile AFIS (Motorola 2009) 

3.4.3 Biometrics and M-Government 

Integrating biometric authentication in mobile devices can be done in two different 

ways. The first one is to store the biometric template in an external database (Giarimi 

and Magnusson 2002). In this case, the biometric data have to be sent over the net 

every time the user wants to be verified and, during that process, the data are 

encrypted, which forms the external database for storage rather than security. The 

problem is that the users have no control over their own biometric pattern once it 

leaves the device.  Furthermore, it can potentially take a long time to perform 

verification when data are being sent over the mobile net due to traffic overload and 

the number and size of the files in transit. However, it does not take up much memory 

in the mobile device.  

The second technique is to store the biometric template in the device or particularly 

on the smart card which will enable users to control their biometric pattern (Giarimi 

and Magnusson 2002). The biometric verification should take place when the users 

want to log in to their mobile device and when they want to perform a government 

service. Moreover, this can be integrated with the Public Key Infrastructure (PKI) to 

provide a more secure authentication system, which is the intention of the author of 

this dissertation.  

3.4.4 Public Key Infrastructure (PKI) 

All security mechanisms are based on symmetric or asymmetric cryptography, or 

sometimes a combination of the two. The PKI uses asymmetric encryption which is 

stronger than symmetric encryption, but slower. However, asymmetric encryption is 
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supported by 3G standards, such as in USIM card specifications, but it is not used in 

current mobile environments to provide network access security (Dankers et al. 2004). 

PKI-based wireless security can help to provide more confidentiality, integrity, 

authentication and non-repudiation.  

The main component of a PKI is the Certification Authority (CA) which is trusted by 

end-entities in its administrative domain and is responsible for the status of the 

certificates. However, the certificate is a data structure that binds a public key to an 

entity in an authentic way. The data structure is designed by an independent third 

party and has to be trusted by the entities using the certificates issued by this trusted 

party. The main requirement for the public key is that the assurance of the correct 

binding to the entity is stated in the certificate and that the identification of the 

certified party is verified thoroughly (Dankers et al. 2004).  

3.4.5 Social and Cultural Aspects 

Applying biometric authentication in m-government and of course mobile devices in 

general is not just about technology. It has a human dimension; therefore, its 

implementation should respect and reflect the values that the users as individuals and 

a society hold (Hulsebosch et al. 2004). This dissertation partially took place in the 

Kingdom of Saudi Arabia and, therefore, Saudi and Islamic cultural issues are 

considered throughout this dissertation.  

For example, Muslim women wear the Hijab outside their home and in the presence 

of foreign men. Theft of their mobile devices may cause a very sensitive issue, should 

their mobile devices have their photos stored in them. There are current and ongoing 

problems in the Kingdom of Saudi Arabia regarding the misuse of this sort of 

sensitive information. Thus, applying such biometric authentication to mobile devices 

along with supporting encryption will prevent the disclosure of the users’ information, 

because no one apart from the owner will be able to use the mobile device. 
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3.5 Summary of the most Relevant Literature  

Table 1 below provides a summary of the most relevant literature on the research 

topic. 

Cate

gory 
Author/s 

Topic/ 

perspective 
Methods Main Finding 

Fang 2002 E-government 

concept 

Literature 

review 

Guidelines and frameworks 

that address e-government’s 

definition, characteristics 

and types. 

Alharbi 

2006 

Obstacles of e-

government 

implementation 

Survey Categorizes the main 

obstacles to educational, 

organizational, political, 

financial, social, and 

technological obstacles. 

Sandy and 

McMillan 

2005 

Success factors 

of m-government 

Literature 

review and 

case study 

Development of a success 

factors model for m-

government. 

Al-

Khamayseh 

et al. 2006 

Success factors 

of m-government 

Literature 

review and 

survey 

Success factors of m-

government. 

AlShihi 

2007 

Success factors 

of m-government 

Case study 

interview  

Success factors of m-

government. 

Carroll 

2006 

M-government 

and people needs 

Literature 

review  

Highlights the importance 

of heeding citizens’ needs 

and practices. 

Antovski 

and Gusev 

2005 

M-government 

framework 

Case study 

and survey 

Citizens should be carefully 

educated in order to feel 

comfortable with m-

government. 

El
ec

tro
ni

c 
an

d 
m

ob
ile

 g
ov

er
nm

en
t 

El-Kiki et 

al. 2005 

Management 

framework for 

m-government. 

Literature 

review  

A management framework 

for m-government services. 
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Cate

gory 
Author/s 

Topic/ 

perspective 
Methods Main Finding 

Clarke and 

Furnell 

2007 

User 

authentication for 

mobile devices 

Experiment Existing PIN-based 

techniques are under-

utilised. Proposes the use of 

more advanced biometric 

methods as an alternative. 

 

Clarke and 

Furnell 

2005 

User 

authentication for 

mobile devices 

Survey The existing PIN-based 

approach is a less than ideal 

form of authentication. 

Advanced user 

authentication for mobile 

devices is required. 

Kadhiwal 

and 

Zulfiquar 

2007 

Analysis of 

mobile payment 

security  

Literature 

review 

Authentication and 

authorization are important 

security issues for mobile 

payment transactions that 

need more consideration. 

 

McLindin 

2005 

Biometric 

performance 

(case of facial 

recognition) 

Experiment Identifies variables to be 

considered when designing, 

installing, commissioning, 

or testing biometric 

technology. 

B
io

m
et

ric
 a

nd
 m

ob
ile

 a
ut

he
nt

ic
at

io
n 

Scott et al. 

2005 

Biometrics in e-

government 

services 

Case study 

and 

interviews 

The use of biometric 

authentication by 

governments is being 

accelerated by 

technological developments 

but security and privacy 

issues need to be 

considered. 
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Cate

gory 
Author/s 

Topic/ 

perspective 
Methods Main Finding 

Carter and 

Belanger 

2004 

Citizen adoption 

of e-government  

Survey Perceived usefulness, 

relative advantage and 

compatibility are significant 

indicators of citizens’ 

intention to use state 

government services online.

Tassabehji 

and 

Elliman 

2006 

Citizen trust in e-

government 

Literature 

review 

Trust and security are major 

factors e-government 

adoption 

Jahangir 

and Begum 

2008 

Customer 

adoption of e-

banking 

Survey Perceived usefulness, ease 

of use, security and privacy 

are important factors that 

positively influence users’ 

acceptance and adoption of 

e-banking services. 

Kaasinen 

2007 

 User acceptance 

of mobile 

Internet services 

Literature 

review 

User acceptance of mobile 

Web services is based on 

the value provided to the 

users, ease of use, trust and 

ease of adoption. 

Teo and 

Pok 2003 

Users adoption 

of WAP-enabled 

mobile phones 

Survey Social factors including 

perceptions of relative 

advantage play a significant 

role in influencing 

intentions for the adoption 

of WAP-enabled mobile 

phones amongst Internet 

users. 

A
cc

ep
ta

nc
e 

an
d 

ad
op

tio
n 

fa
ct

or
s 

Giarimi 

and 

User acceptance 

of biometrics in 

Interviews 

and survey 

Suggest to replace PINs and 

passwords for log in to the 
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Cate

gory 
Author/s 

Topic/ 

perspective 
Methods Main Finding 

Magnusson  

2002 

mobile units mobile unit and the secure 

services with a biometric 

method for more secure 

access. 

Uzoka and 

Ndzinge 

2009 

Factors affecting 

biometric 

technology 

adoption 

Survey ease of use, 

communication, size of the 

organisation and type of 

organisation are the most 

important factors affecting 

the intention to adopt 

biometric technology in 

organisations 

Lease 

(2005) 

biometric 

technology 

adoption 

Interviews 

and survey  

Positive managers’ 

perceptions of security 

effectiveness, need, 

reliability, and cost-

effectiveness correlate with 

their willingness to 

recommend the use of 

biometric technology 
Table 1: Summary of the most relevant literature on the research topic 

3.6 Conclusion 

This chapter reviewed the literature relating to technology adoption. It discussed the 

Technology Acceptance Model (TAM), the Unified Theory of Acceptance and Use of 

Technology (UTAUT), and the Diffusion of Innovation (DOI) theory. The literature 

review indicated that empirical studies related to the acceptance and adoption of 

mobile phones and electronic services via the Internet mostly applied models based on 

the use of TAM, UTAUT, or DOI. Although there is a lack of academic studies 

concentrating on the factors that influence the adoption of biometric authentication 

systems, most of the available literature stated different factors that are not similar to 

those discussed in TAM, UTAUT, or DOI. The review of literature presented in this 
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chapter along with previous chapter found that there is a gap in literature regarding 

the factors influencing the adoption of biometric authentication in m-government 

applications. Furthermore, the review of the relevant literature on the technology 

adoption factors did not lead to any hypotheses regarding the adoption of biometric 

authentication in m-government security in Saudi Arabia, but rather helped to enhance 

awareness of the existing knowledge and to identify the gap.  

A comparison of biometrics in mobile devices, along with current mobile devices 

having biometric features, was provided in this chapter. Moreover, several issues, 

including the possible ways of integrating biometrics into m-government, cultural and 

social aspects and the use of a PKI that would affect the application of biometric 

authentication systems in m-government were clarified and provided in this chapter. 

The comparison of biometrics in mobile devices pointed out that the iris scan and 

fingerprint can be the most suited biometrics. In fact, the fingerprint is much cheaper 

and is rapidly being integrated into more applications. It is suggested that the 

application of biometric authentication in m-government could effectively take place 

when the users want to log on to their mobile device and when they want to perform 

an advanced government service. Moreover, this can be integrated with the Public 

Key Infrastructure (PKI), taking into account the social and cultural aspects as well. 

The methodological choices for this research are discussed and justified in the 

following chapter.  
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CHAPTER FOUR: RESEARCH METHODOLOGY 

4.1 Introduction 

As discussed in chapter one, this dissertation aims to explore the factors influencing 

the adoption of biometric authentication in m-government security in Saudi Arabia. 

Chapters two and three provided a review of the literature that introduces the context 

in which this dissertation is undertaken. The purpose of this chapter is to explain and 

justify the methodological choices. It discusses the adoption of the methodology taken 

in this dissertation, as well as the link between the research questions and outcomes. 

The research methodology refers to the set of processes that are used to collect and 

analyse data (Leedy and Ormrod 2001). Mingers (2001) defined research 

methodology as a “structured set of guidelines or activities to assist in generating 

valid and reliable research results” (p. 242). This chapter commences with the link 

between research questions and outcomes, followed by the research paradigm and 

assumptions, with attention given to the area of Social Informatics. Next, an 

explanation of the data collection techniques is provided. This chapter then presents 

the use of grounded theory methodology as a means of data analysis and substantive 

theory creation. A discussion of the rigor, validity, and reliability of this dissertation 

as well as the ethical considerations for conducting this research are also presented in 

this chapter. 

4.2 Research Questions and Outcomes 

From the literature review and as discussed in the two previous chapters, it is noted 

that there is need for an effective authentication approach for m-government security. 

For the purpose of improving the performance of security applications, biometric 

technology can provide reliable authentication of individuals as well as the ability for 

controlling and protecting the integrity of sensitive data stored in information systems 

(McLindin 2005). However, it is necessary to consider users’ perceptions and 

concerns regarding the application of biometric authentication in order to achieve the 

successful adoption and implementation of biometrics (Ashbourn 2004; Giesing 

2003). Therefore, in order to explore how biometric authentication can play an 
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integral role in providing secure m-government services, this dissertation aims to 

answer the following question: 

What are the factors influencing the adoption of biometric authentication in m-

government security in the Kingdom of Saudi Arabia? 

In order to explore this main question, the following sub-research questions have been 

identified:  

1. What are applicable authentication systems and how can they be used for 

applying biometrics in m-government security for KSA? 

2. What are the users’, service providers’, and network operators’ perceptions 

regarding the application of biometric authentication in m-government security 

within KSA? 

3. How can biometric authentication meet the security needs for users, service 

providers, and network operators in m-government applications within KSA? 

4. What are the factors influencing the acceptance of biometrics in m-

government within KSA? 

Table 2 shows the links between the research outcomes, research techniques and 

research questions. 

Contributing sub-

questions 
Techniques Research outcomes 

What are applicable 
authentication 
systems and how can 
they be used for 
applying biometrics 
in m-government 
security for KSA? 

 

- Review of relevant literature 
in authentication systems of 
electronic and mobile 
services. 

- Questionnaire for users and 
interviews with service 
providers and network 
operators to explore their 
perceptions of m-government 
authentication systems. 

An increased understanding 

of how to best apply 

biometric authentication in 

m-government applications.

What are the users’, - Questionnaire to explore An increased understanding 
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service providers’ 
and network 
operators’ 
perceptions 
regarding the 
application of 
biometric 
authentication in m-
government security 
within KSA? 

factors influencing mobile 
phone users to adopt 
biometrics in m-government.  

- Interviews to explore factors 
influencing service providers’ 
and network operators’ 
factors regarding the 
application of biometrics in 
m-government. 

about the perceptions of 

people involved in m-

government applications: 

mobile phone users, service 

providers and network 

operators. 

- The identification and 

description of factors 

influencing the adoption of 

biometrics in m-

government security. 

How can biometric 
authentication meet 
the security needs 
for users, service 
providers and 
network operators in 
m-government 
applications within 
KSA? 

- Review of relevant literature 
in authentication systems of 
electronic and mobile 
services. 

- Questionnaire for users and 
interviews with service 
providers and network 
operators to explore their 
perceptions of m-government 
authentication systems. 

An increased understanding 

of how to best apply 

biometric authentication in 

m-government applications.

What are the factors 
influencing the 
acceptance of 
biometrics in m-
government within 
KSA? 

 

- Questionnaire for mobile 
phone users to explore their 
perceptions and concerns for 
applying biometrics in m-
government security. 

- Interviews with service 
providers and network 
operators to explore their 
perceptions and concerns for 
applying biometrics in m-
government security. 

Discovering the reasons 

why mobile phone users 

prefer the use of biometrics 

in m-government 

applications. 

- The identification of 

service providers’ needs for 

adopting biometric 

authentication in m-

government applications. 

Table 2: The links between research outcomes, techniques and questions 
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4.3 Research Paradigm 

The research paradigm that was adopted for this dissertation is the interpretivism 

paradigm which is based on the philosophical view that reality is socially constructed 

by people and human actors (Schwandt 1994; Mertens 1997; Walsham 2006). 

Interpretivism research relies on the assumption that people generate their own 

subjective and intersubjective views and meanings about the world as they interact 

with the social world around them (Orlikowski and Baroudi 1991). It helps to 

understand people perceptions and action in both social and organizational contexts as 

well as generate rich insights into information systems phenomena (Klein and Myers 

1999). The interpretive research tends to rely upon the “participants’ views of the 

situation being studied” (Creswell 2003, p.8). This is consistent with the purpose of 

this dissertation that is to understand reality from the point of view of the participants 

including users, service providers, and network operators in order to explore the 

factors influencing the adoption of biometric authentication in m-government 

security. 

4.4 Research Assumptions  

As the research assumptions affect the methods of investigation, it is necessary to 

clarify explicitly the ontological and epistemological assumptions of the research. The 

ontological assumption is concerned with the nature of the phenomena under 

investigation (Orlikowski and Baroudi 1991). It concerns with the nature of reality 

(Jupp 2006). According to Iivari, Hirschheim and Klein (1998, p.172), ontology of 

information system research concerns with “information and data, information 

systems, human beings in their different roles of an IS development and IS use, 

technology and human organisations and society at large”. 

The ontological assumption of this dissertation is subjective which emphasizes with 

that realities are socially constructed. Thus, the ontological assumption is not 

objective, because it is not independent of humans. The nature of this dissertation is 

an exploration of mobile phone users’, service providers’, and network operators’ 

concerns and perceptions regarding the application of biometric authentication into 

mobile devices for government services in order to develop a substantive theory for 
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the adoption of biometric authentication in m-government applications in Saudi 

Arabia. 

Epistemology concerns the nature and limits of human knowledge (Jupp 2006). The 

epistemological assumption of this dissertation is anti-positivist, which maintains that 

the social world “can only be understood by the individuals that are directly involved 

in the activities which are to be studied” (Burrell and Morgan 1979, p. 5). In this 

dissertation, the researcher assumes that the factors influencing the adoption of 

biometric authentication in m-government security can be clearly understood by the 

viewpoints of those participants who are involved in m-government. 

Methodological assumptions relate to the appropriate choice of research methods 

(Iivari 1991). Constructive methods, which refer to the development of different 

models and frameworks that help to create a new reality that do not necessarily have 

any physical realization (Iivari, 1991; Iivari et al. 1998), were adopted as a result of 

the research outcome which is, as previously stated to develop a substantive theory for 

how biometric authentication can be adopted to provide secure m-government 

services. Moreover, ideographic methods, where understanding the social world is 

only possible by gaining “first hand knowledge of the subject under investigation” 

(Burrell and Morgan 1979, p.6), were employed in this dissertation as well, because it 

seeks to explore the factors that influence the adoption of biometric authentication in 

m-government security through users’, service providers’, and network operators’ 

concerns and perceptions. However, nomothetic methods, which refer to “testing 

hypotheses in accordance with the canons of scientific rigor” (Burrell and Morgan 

1979, p.6), will not be used as this dissertation is not testing hypotheses. 

4.5 Social Informatics 

Social informatics research refers to “the interdisciplinary study of the design, uses 

and consequences of information technologies that takes into account their interaction 

with institutional and cultural contexts” (Kling 1999, p.1). It is an emerging trend of 

information system research that investigates interrelationships between people, their 

uses of ICT, and ICT institutional and cultural contexts (Lamb and Sawyer 2005). 

Social informatics research involves normative, analytical, and critical orientations 

(Sawyer and Rosenbaum 2000). The normative orientation aims to provide empirical 

evidence of the varied outcomes of ICT use in organisational and social contexts to 
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influence the practice of ICT policy makers (Sawyer and Rosenbaum 2000). The 

analytical orientation aims to develop theories about ICT in institutional and cultural 

contexts to provide a deeper understanding of the evolution and generalisation of ICT 

use in particular settings (Sawyer and Rosenbaum 2000). The critical orientation aims 

to examine ICT from multiple perspectives and to examine possible failures and loss 

of service as well as idealized expectations of routine use (Sawyer and Rosenbaum 

2000). 

This dissertation, which belongs to the area of Social Informatics, tends towards 

analytical orientation with sharing influences from the normative orientation. This is 

because this research seeks to develop a substantive theory for the factors influencing 

the adoption of biometrics in m-government in order to provide a deeper 

understanding of how to best to apply biometric authentication in m-government 

security as well as to provide ICT policy makers with practical information regarding 

the appropriate authentication approach for m-government security. 

4.6 Data Collection Techniques 

The primary sources of data for this dissertation are interviews with service providers, 

interviews with network operators, and questionnaire deployment to mobile 

communication users. Thus, this dissertation uses both qualitative and quantitative 

methods for the data collection required to answer the research questions. Quantitative 

methods are research techniques used to gather numerical data and for statistical 

analysis (Jupp 2006). Qualitative methods concern the participants’ interpretations 

and understandings of their social world (Jupp 2006). The use of multiple 

methodologies can compensate the weakness of one method via the strengths of the 

other, as both qualitative and quantitative methods involve differing strengths and 

weaknesses (McMurray et al. 2004). Furthermore, a combination of qualitative and 

quantitative methods “may provide complementary data sets which together give a 

more complete picture than can be obtained using either method singly” (Tripp-

Reimer 1985, p. 197). Additionally, the use of multiple methods for the data 

collection is recognised to enhance the richness and validity of the research results 

and better reflects the multidimensional nature of complex real-world problems 

(McMurray et al. 2004; Mingers 2001). 
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The qualitative method of this dissertation consists of interviews with m-government 

service providers and network operators, as will be discussed in section 4.6.1. The 

questionnaire uses the quantitative method in this dissertation and it has been 

distributed to mobile communication users, as will be explained in section 4.6.2. 

4.6.1 Interviews of Service Providers and Network Operators  

The interview is the qualitative approach for the data collection in this dissertation. 

Interviews with knowledgeable individuals are recommended as an appropriate 

method to explore the range of issues (Sekaran 2003). It is a common method and one 

of the most important techniques used for data collection in interpretive research 

(Myers and Newman 2007). There are three basic types of interview which are 

structured or formal interviews, semi-structured or focused interviews, and 

unstructured interviews (Jupp 2006). The most common type of interview in 

Information Systems is semi-structured interview which is an approach of interview 

where the interviewer uses a prepared but incomplete script which requires 

improvisation (Myers and Newman 2007). The semi-structured interviews allow the 

researcher to more deeply explore the social situation (Myers and Newman 2007). 

In this dissertation, the interview questions were of exploratory nature. More 

specifically, open-ended questions were designed to help identify the factors 

influencing the adoption of biometric authentication in m-government security. This is 

comprised questions on benefits, challenges, barriers, and concerns about this 

application of biometrics taking into account the different role of the target 

organisations. Furthermore, the data collected from the first interviews helped to 

modify the questions for the next interviews. This was intended following the 

guidelines of grounded theory methodology.  

For the purpose of this dissertation, a total of fifteen face-to-face semi-structured 

interviews were conducted in the Kingdom of Saudi Arabia with a number of 

government service providers and mobile network operator. All the fifteen 

interviewed participants were male, because all the target positions in the surveyed 

organisations were held by males. More specifically, eleven interviews were 

conducted with managers of online services and IT security managers of mobile e-

government service providers including the Ministry of the Interior, National 

Information Center, General Directorate of Passports, The Saudi E-Government 
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Program (Yesser), National Centre for Digital Certification, Al-Elm Information 

Security Company, and Sadad Payment System. The purpose of these interviews is to 

explore how biometric authentication can help government agencies to provide secure 

services and whether its application would enhance their services. A copy of the 

interview guide for service providers is provided in Appendix C. 

The interviews were conducted in a semi-structured way to make sure that the major 

areas of potential related to the purpose of the interview were covered, which is a 

recognized approach when the overall area of information needed is known as 

mentioned by Sekaran (2003). These semi-structured interviews took a place at the 

government premises and all participants agreed to participate in the interviews. 

Participants were asked to nominate a suitable place to conduct the interviews so that 

safety and propriety were ensured for both the interviewer and interviewee. All 

participations in interviews were conducted on a voluntary basis.  Every consideration 

was made to ensure the safety of participants and the security of all data recorded. 

In the interview, enough time was given for each participant to read and sign the 

information and consent form, and any questions concerning the conduct and nature 

of the interview were then answered. Moreover, all participants were asked if the 

interview could be recorded, and all of them did not object except one of them. The 

expected maximum time for each interview was 40 minutes and the actual time for 

each recording was about 25 to 40 minutes. Notes were taken during each interview 

and after that all data from the interviews were transcribed and then translated into 

English by the researcher. Careful consideration was taken to ensure the transcriptions 

and translations were as accurate as possible.  

Similarly, four interviews were conducted with managers and IT security providers in 

mobile communication network services including the Saudi Telecom Company 

(STC) and Etihad Etisalat (Mobily). The purpose of the interviews is to determine the 

specific views and requirements among network operators towards applying biometric 

authentication in m-government security. Mobile Communication Network providers 

including STC and Mobily were approached in the same manner as described above, 

and the interviewee selection, information and consent mechanisms were employed.  

Conduct of the interviews was as for the m-government service providers. A copy of 

the interview guide for mobile network operators is provided in Appendix D. 
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The conduct of interviews was started in September 2009 and completed in December 

2009. One interview session was conducted with each participant and a call for 

participants was targeted until theoretical saturation was reached. This means that 

until no new or relevant data appeared as well as all elements of the theoretical 

paradigm ware covered, and relationships between categories had been validated. 

4.6.2 Questionnaire for Mobile Communication Users 

The questionnaire refers to the set of carefully design questions that are given to a 

group of people in exactly the same form to collect the required data about a topic 

(Jupp 2006). The questionnaire (Appendix E) was used for data collection for this 

dissertation as it is also an appropriate method to answer the research questions since 

it is, as highlighted by Fraenkel and Wallen (2000), an effective method to explore 

people’s attitudes and opinions regarding particular issues.  

It is important for an effective questionnaire to recognise the objective of the question 

and the nature of the answer through the questionnaire’s construction (De Vaus 2002). 

Moreover, the development of the questionnaire followed Leedy’s (1997) four 

practical guidelines, which are using clear language, meeting research aims, planning 

development including distribution and collection, and creating a solid cover letter. 

Thus, in order for the questionnaire to have clear language for the participants as well 

as to ensure their understanding, the questions were translated by the researcher with 

help sought from some experts in this area with an appropriate first language (Arabic). 

Each question has only one objective through its simple structure in order to also 

ensure the validity and reliability of the questionnaire, as mentioned by Foddy (1994). 

A range of public settings was convened to allow the survey to be completed in 

comfort and it was expected that each questionnaire should take no longer than fifteen 

minutes to complete. The questionnaire is a printed document seeking responses of a 

selection of choices under the basic headings of “Background Information”, “ICT 

Experience”, “Mobile Devices and Government Services”, “Mobile Device Security” 

and “Biometrics and Mobile Government Services”. It was also designed to give 

opportunity for the participants to make comments after each question. Moreover, a 

short, simple and informative cover letter was created to inform the participants of the 

aims and importance of the research. 
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In this dissertation, mobile communication users were approached by the researcher in 

a range of public settings in the Kingdom of Saudi Arabia to explore their concerns 

regarding applying biometric authentication into their mobile devices for government 

services. Users from both genders were sought from a range of relevant age groups 

and occupations to ensure that a representative sample of the user population is 

surveyed. In most instances, initial contact was made in person and the sample size 

was expanded using personal recommendation and references. Participants were given 

material informing them of the purpose and conduct of the research, the time of the 

questionnaire, assurance regarding the information being confidential, and a statement 

that the participation is voluntary and their consent were assumed by their completion 

and submission of the survey instrument.  

However, it is noteworthy that while the interviews conducted with service providers 

and network operators, the questionnaire was distributed to mobile phone users in 

order to collect larger amounts of data about users’ concerns and perceptions in a 

shorter time scale than would have been possible with interviewing mobile 

communication users.  

4.7 Method of Sampling 

Grounded theory methodology that has been adopted in this dissertation uses a form 

of purposive sampling called “theoretical sampling”. Purposive sampling is “a 

strategy in which particular settings, persons, or activities are selected deliberately in 

order to provide information that can’t be gotten as well from other choices” 

(Maxwell 2005, p. 88). Similarly, theoretical sampling in grounded theory refers to 

the selection of participants based on criteria specified by the researcher and in 

accordance with any preliminary findings. In this case, the early and continuous data 

analysis pointed out matters that needed further exploration; therefore, the process of 

sampling was directed by the ongoing theory development. 

A selection of eleven managers of online services and IT security managers was 

approached from a number of government service providers, including the Ministry of 

the Interior, National Information Center, General Directorate of Passports, The Saudi 

E-Government Program (Yesser), National Centre for Digital Certification, Al-Elm 

Information Security Company, and Sadad Payment System, as mentioned above in 

section 1. The same selection of four managers and IT security providers was 
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approached for mobile communication network providers, including the Saudi 

Telecom Company (STC) which is the main provider and the Etihad Etisalat (Mobily) 

Company. Moreover, as the data analysis in this research follows Strauss and 

Corbin’s (1990) approach for grounded theory, sampling occurred until no new or 

relevant data appeared, all elements of the theoretical paradigm were covered, and the 

relationships between categories had been validated. 

Purposive sampling was used as well to select mobile communication users to 

participate in a questionnaire, taking into account the different genders and ages, in 

order to explore their concerns on applying biometric authentication into their mobile 

devices for government services. As the larger size of the sample is better (Tashakkori 

and Teddlie 1998), the researcher distributed 420 questionnaires and 330 were 

returned from the participants. Nineteen of the 330 were excluded from the research 

as they were deemed incomplete, having a quarter or more of their values missing. 

The questionnaires were administrated and followed up by the researcher in order to 

enhance the response rate. Thus, a total sample of 311 questionnaires was included in 

the analysis, and the response rate (74%) was very high due to the questionnaires 

being distributed on a personal basis.   

4.8 Pilot Study  

As suggested by several researchers such as Fraenkel and Wallen (2000), the conduct 

of a pilot study helps to identify any problems before the implementation of the actual 

study. For this dissertation, a pilot study of the questionnaire was conducted on ten 

Saudi mobile communication users, including males and females who are a small sub-

sample of the target sample; however, they were excluded from the actual study. The 

participants in the pilot study were asked to consider the structure of the questions and 

the ease of understanding them as well as the general layout. Some participants 

provided a few comments regarding the clarity and readability of the questions which 

were taken into account to develop the final set of the questions. Similarly, a pilot 

study was conducted with four academics who are interested in the same area of this 

dissertation to canvass their opinions regarding the interview questions. However, no 

major changes were made to the questions.  

It is noteworthy that the pilot study for both the questionnaire and interviews was 

conducted after ethical clearance by Griffith University was given to the researcher.  
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4.9 Data Analysis Techniques 

The review of research methods and analysis available for qualitative study along 

with the main concept of grounded theory indicated that for investigating actualities 

from the real world for the purpose of generating or discovering a theory that is 

grounded in data systematically gathered and analysed (Creswell, 1998), the grounded 

theory methodology (Strauss and Corbin 1990) was the appropriate method. 

Accordingly, data were analysed following Strauss and Corbin’s (1990) approach of 

grounded theory in order to develop a substantive theory that identifies and explains 

the factors influencing the adoption of biometrics in mobile devices for government 

applications. In order to enhance theoretical sensitivity, this dissertation uses the 

suggested techniques by Strauss and Corbin (1990), including sampling, coding, 

memo writing, reviewing of literature, and making constant comparisons. An 

overview and justification of this methodology is provided in the following sections 

of this chapter.  

However, it is noteworthy that the data obtained from the questionnaire provides 

descriptive statistics, frequencies, percentages, and correlations. For this, statistical 

procedures were accomplished using the Statistical Package for Social Sciences 

(SPSS) software. Then, concepts and categories were developed based on the 

questionnaire results, results also being involved in the application of grounded theory 

to help develop the substantive theory, as will be discussed in chapters five and six. 

Chapter five outlines the statistical analysis of the questionnaire, and chapter six 

presents the detailed grounded theory data analysis.   

4.10 Grounded Theory 

Grounded Theory is one of the widely used methodologies in qualitative researches 

(McLeod 1999). It firstly originated in nursing research by Glaser and Strauss (1967) 

and then has been adopted in several areas of research such as sociology, business, 

management, and information systems (Mansourian 2006). More specifically, 

grounded theory was firstly developed by Barney Glaser and Anselm Strauss in 1967 

in their book “The Discovery of Grounded Theory”. They defined grounded theory as 

“the discovery of theory from data – systematically obtained and analysed in social 

research” (Glaser and Strauss 1967, p. 1).  
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In subsequent years two different approaches of grounded theory have emerged, one 

by Glaser and the other by Strauss and Corbin. These two approaches became more 

visible by the publication of Strauss and Corbin’s book in 1990. The grounded theory 

approach, according to Strauss and Corbin (1990), is a "qualitative research method 

that uses a systematic set of procedures to develop an inductively derived grounded 

theory about a phenomenon" (p. 24). However, Glaser (1992) clarified that “grounded 

theory is based on the systematic generating of theory from data, that itself is 

systematically obtained from social research” (p. 2).  

Glaser (1992) thought that the research should allow the theory to emerge during the 

observation of the codes and data analysis. Glaser’s approach concerns with a classic 

philosophy emphasizing an inductive emergence of the theory as well as the 

researcher’s role within that process (Heath and Cowley, 2004). Glaser (1992) focuses 

on the importance of letting the theory emerge from the data by allowing the data to 

speak for itself and avoiding using preconceived ideas onto the theory (Creswell 

2008). By contrast, Strauss and Corbin’s (1990) perspective emphasised more on a 

systematic approach involving validity and verification (Heath and Cowley, 2004). 

Strauss and Corbin’s (1990) approach indicated that grounded theory should be 

inductively derived from the study of the phenomenon it represents. It should be 

discovered, developed, and verified through systematic data collection and analysis of 

the data that pertaining to the phenomenon. 

It emerges that the Strauss and Corbin (1990) approach is significantly more 

prescriptive in specifying the steps to be done during the coding and data analysis. 

More specifically, Strauss and Corbin (1994) identified grounded theory as “a general 

methodology for developing theory that is grounded in data systematically gathered 

and analysed. Theory evolves during actual research, and it does this through 

continuous interplay between analysis and data collection” (Strauss and Corbin 1994, 

p. 273).  

Furthermore, Glaser (1992) and Strauss and Corbin (1990) differed on the role of the 

literature review. Glaser (1992) believed that specific reading related to the area under 

study before or during data collection could strongly influence the emerging theory, 

thus, it should not be reviewed until the theory begins to emerge. While Strauss and 

Corbin (1990) believed that the researcher will come to the research area with a 

background about the relevant literature which is a basis of professional knowledge 
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and it is important to acknowledge and use it as will be discussed in the next section. 

They believe that some understanding of the research area through the literature 

review will enhance the theoretical sensitivity of the researcher when generating 

theory. 

However, grounded theory has been presented as a general methodology applicable 

for both qualitative and quantitative studies (Strauss and Corbin 1994). Strauss and 

Corbin (1998, p.27) stated that “briefly, we maintain that the aim of theorizing is to 

develop useful theories. So, any methodology, whether qualitative or quantitative, is 

only a means for accomplishing that aim. We do not believe in the primacy of either 

mode of doing research” 

This dissertation adopted grounded theory methodology to develop a substantive 

theory for the adoption of biometric authentication in m-government security in Saudi 

Arabia. In particular, this research followed Strauss and Corbin’s (1990) approach as 

it allows researchers to take into account previous relevant theories and literatures to 

help gain insights into the data. It also provides extensive guidance and a 

comprehensive framework for researchers, while, Glaser’s approach is much less 

structured. Further justifications for the use of grounded theory in this dissertation are 

provided in section 4.10.2. 

4.10.1 Substantive and Formal Theory 

As mentioned earlier, grounded theory concentrates on the development of a theory 

that is grounded in data. Two types of theory are distinguished: substantive and 

formal theory. On one hand, substantive theory can be defined as “developed for a 

substantive, or empirical, area of sociological inquiry, such as patient care, race 

relations, professional education, delinquency, or research organizations” (Glaser and 

Strauss 1967, p. 32). On the other hand, formal theory is “developed for specific areas 

of sociological inquiry, such as stigma, deviant behaviour, formal organization, 

socialization, status congruency, authority and power, reward systems, or social 

mobility” (Glaser and Strauss 1967, p. 32). Therefore, substantive theory is limited to 

a specific research area while formal theory is more general and would deal with more 

generalised processes that occur in a variety of distinct and social situations. By 

combining and conceptualising the findings from several substantive grounded 

theories, a more general formal theory can be developed (Charmaz 2006). According 
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to Strauss and Corbin (1998), a main advantage of substantive theory is that it can 

specifically address a phenomenon in the population from which it was developed. 

Charmaz (2006) indicated that the most common grounded theories are substantive 

theories, since they concentrate on particular problems related to a specific, 

substantive area.  

In this dissertation, a substantive theory is developed, since the collection of data and 

their interpretations focuses on the explanation of a specific area.  

4.10.2 Justification for Using Grounded Theory  

Grounded theory is used to discover a theory where there is little already known about 

the phenomenon (Glaser and Strauss 1967). According to Goulding (2002), the 

usefulness of the application of grounded theory appears where there is a lack of 

integrated theory in the literature. Moreover, grounded theory is likely to offer insight, 

increase understanding, and provide a meaningful guide to action as derived from data 

(Strauss and Corbin 1998). Creswell (1998) stated that the objective of the grounded 

theory approach is to generate or discover a theory that is grounded in data 

systematically gathered and analysed. Taking into account these objectives and 

reasons for using grounded theory, the following paragraphs provides more 

justifications for adopting grounded theory in this dissertation.  

From the initial literature review in chapter two and three, it became obvious that 

there is a lack existing theories regarding the utilization of biometric authentication 

and mobile government security, especially which applied in developing countries 

such as Saudi Arabia. Combining this with the main concept of grounded theory for 

investigating actualities from the real world, the researcher considered using grounded 

theory to develop a substantive theory that describes how biometric authentication can 

play an integral role in providing secure m-government services through investigation 

the phenomenon within the real world via the primary entities involved in m-

government which are mobile phone users, service providers, and network operators. 

Moreover, comparing with other qualitative analysis methods, grounded theory 

provides systematic method of analysis including open, axial, and selective coding 

that helps to develop a theory that is grounded in data. This is consistent with 

Charmaz’s (2006) indication that the main strength of grounded theory is that it 

provides means for the analyzing processes including specific steps for developing 
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concepts, categories, and theory. Piantanada, Tananis and Grubs (2002) point out the 

usefulness of the procedures of grounded theory in such interpretive research. They 

note “the procedures of grounded theory provide interpretive researchers with a 

disciplined process, not simply for generating concepts, but more importantly for 

coming to see possible and plausible relationships between them” (p. 3).  

In information systems, Urquhart, Lehmann and Myers (2009) indicated that 

grounded theory has been proved to be extremely useful in this field which led them 

to recommend its application to help generate theories in information systems. 

Furthermore, Urquhart and Fernandez (2006) and Fernandez et al. (2002) stated that 

the value of grounded theory in the field of information system has become 

acknowledged.  

Accordingly, the grounded theory approach fits the purpose of this dissertation, which 

should lead to the development of a substantive theory for the adoption of biometric 

authentication in m-government security in KSA. Through the interviews and 

questionnaires, the researcher will explore the factors that influence the adoption of 

biometrics in m-government through users’, service providers’, and network 

operators’ concerns and perceptions regarding applying biometric authentication into 

mobile devices for government services. 

4.10.3 Application of the Grounded Theory 

In this dissertation, the adoption of the grounded theory executed by carefully 

following Strauss and Corbin’s (1990) approach. As mentioned earlier, this 

dissertation uses the suggested techniques by Strauss and Corbin (1990) including 

sampling, coding, memo writing, reviewing of literature, and making constant 

comparisons to analyse the data and enhance theoretical sensitivity. More details 

about the application of these techniques are provided in the following sections. 

4.10.3.1 The Use of the Literature 
“All kinds of literature can be used before a research study is begun: both in thinking 

about and getting the study off the ground. They can also be used during the study 

itself, contributing to its forward thrust” (Strauss & Corbin, 1990, p.56). However, 

Strauss and Corbin (1990) distinguish between different types of literature which are 

technical and nontechnical literature and they argue that both are of equal usefulness, 

and can be used at the same points in grounded theory analysis procedures.  

 Thamer Alhussain     Page 85 



Chapter 4: Research Methodology 

As mentioned by Strauss and Corbin (1990), technical literature refer to the use 

theoretical and philosophical papers as well as other research studies which 

characterize the writing of professional discipline and it can be used as background 

materials for comparison against the findings of grounded theory includes. Strauss 

and Corbin (1990) stated several reasons to use the technical literature early in the 

study. For instance, it can be used in order to stimulate theoretical sensitivity by 

providing concepts and relationships for comparison against the data, therefore, 

previous theories can modified, extended, amended depending on the situation. 

Another reason for using technical literature is that in order to provide a secondary 

source of data. Moreover, it can be used to stimulate questions for the interviews or 

the other data collection techniques. It also can be used to help direct the theoretical 

sampling. Furthermore, technical literature can help in providing supplementary 

validity (Strauss and Corbin 1990).  

In contrast, nontechnical literature refers to the use of other materials including 

reports, records, and manuscripts (Strauss and Corbin 1990). It can be used either as 

“primary data or to supplement interviews and field observations in grounded theory 

studies” (Strauss & Corbin, 1990, p.48). However, some researchers believe that the 

initial review of the literature is important as it helps in enabling readers to classify 

the researcher’s perspective as the research begins as well as providing justification 

for applying the grounded theory study (Antle 1986).  

In this dissertation, a review of the relevant literature and previous theories provided 

in chapter two and three established current thinking in the areas of mobile 

government and security. However, this literature review did not lead to any 

hypotheses but rather helped to gain insights into the data. The main objective of this 

literature review was to enhance awareness of the existing knowledge and to identify 

the gap. In addition, technical literature was used as background material for 

comparison against the findings for the development of the substantive theory of this 

dissertation. Nontechnical literature such as newspapers and government reports were 

used as well in order to support several emerging issues resulting from the empirical 

research. 

4.10.3.2 Memos 
Memos are “written records of analysis related to the formulation of theory” (Strauss 

and Corbin 1990, p.197). They are written continuously through the research process 
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in order to reflect upon and explain meanings and processes, including identifying 

relationships between codes and categories, as well as providing a depth of 

understanding of the concepts (Strauss and Corbin 1990). In this dissertation, memos 

were written to help describe and explain the data analysis, as well as the relationships 

among concepts and categories. It further helped to explore data, and to group 

concepts and codes into categories. For example, during the development of the 

“system requirements” and “procedural issues” categories, one of the memos written 

stated that “Organisational and users’ factors influence the identified system 

requirements. System requirements relate to the system itself. Procedural issues which 

emerged from entities factors include current and future authentication system issues 

that are related to the system as well”. This memo helped in developing a core 

category - “system factors” - which combined system requirements and procedural 

issues along with their sub-factors. 

4.10.3.3 Constant Comparison 
According to Charmaz (2006), constant comparison describes as core to grounded 

theory. It refers to the process of constantly comparing data set to data set and its 

coding in order to refine the development of theory (Charmaz 2006). Strauss and 

Corbin (1990) indicated that constant comparison reminds the researcher to constantly 

return to the data which can help in verifying the emerging categories as well as 

examining and comparing concepts for similarities and differences.  

In this dissertation, constant comparison was employed through comparing incoming 

data with the previous data to find out whether the same concepts appear and are 

relevant for the new cases and whether the codes were placed in correct category and 

were reliable and truly represent the empirical data.  

4.10.3.4 Coding Procedures 
 According to Strauss and Corbin (1990), there are three coding procedures in 

grounded theory which are open, axial, and selective coding. Open coding is “the 

analytic process through which concepts are identified and their properties and 

dimensions are discovered in data” (Strauss and Corbin 1998, p.101). In open coding, 

central ideas from the data about the phenomena are represented as concepts. Axial 

coding refers to the process of making connections and links between the categories 

(Strauss and Corbin 1998). Selective coding is “the process of integrating and refining 

the theory” (Strauss and Corbin 1998, p.143).  
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In this dissertation, these three procedures were used by labelling concepts that 

represent discrete happenings from the transcripts’ materials as open coding. This is 

the first technique of the analysis concerned with identifying, naming, categorizing 

and describing phenomena found in the text. After open coding was done, the data 

was put together in a new way by regrouping and making connections between 

categories which address the axial coding. Then, the process of selective coding was 

done through the selection of the focal core category and relating it to other categories 

as well as validating those relationships. However, the application of the three data 

coding procedures is provided in chapter six with more details. 

4.10.4 Critique of Grounded Theory 

Although, grounded theory is a useful methodology for developing a theory that is 

grounded in data, there are a number of criticisms for this methodology as well. For 

instance, Parker and Roffey (1997) pointed out that grounded theory depends too 

heavily on the empirical data of fieldwork and considers it as the source of its theory 

while ignoring the use of previous theories relating to the phenomenon under 

investigation. Moreover, Allan (2003) stated some concerns regarding grounded 

theory including difficulties in the analysis process as well as the lack of guidance. 

Smith and Pohland (1976) indicated that grounded theory is very complex, especially 

at the first time use. 

In this dissertation, the researcher has done some initial literature review before 

conducting the initial fieldwork as discussed in chapters two and three and as 

suggested by Strauss and Corbin’s approach (1990). With regard Allan’s (2003) 

criticism, the researcher followed Strauss and Corbin’s approach which provided 

intensive details about the analysis process. The researcher of this dissertation think 

that these criticisms appear more relevant to Glaser’s (1992) approach since Strauss 

and Corbin’s approach provides extensive guidance for the researchers while Glaser 

approach is much less structured.  

4.11 Rigor, Validity, and Reliability  

According to Benbasat and Zmud (1999), rigor in interpretive studies refers to “the 

correct use of method and analysis appropriate to the tasks-at-hand” (p. 5). In contrast, 

a good qualitative research can help to “understand a situation that would otherwise 
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be enigmatic or confusing” (Eisner 1991, p. 58). Patton (2002) indicated that 

qualitative researchers need to consider validity and reliability when designing a 

study, as well as collecting and analysing data, since they relate to the quality of the 

study.  

De Laine (1997) advocated that triangulation is a major criterion of rigorous 

evaluation for qualitative research. Moreover, Patton (2002) mentioned that 

“triangulation strengthens a study by combining methods. This can mean using 

several kinds of methods or data, including using both quantitative and qualitative 

approaches” (p. 247). According to Denzin (1978), triangulation refers to the use of a 

combination of several research methods in a study of the same phenomenon. Denzin 

(1978) identified four types of triangulation approaches, which are:  

• Data triangulation that involves the use of different data sources.   

• Investigator triangulation, which is characterized by the use of more than one 

researcher.  

• Theory triangulation, which means the use of more than one theoretical 

scheme in the interpretation of the phenomenon. 

• Methodological triangulation, which involves the use of more than one method 

to gather data. 

In this dissertation, both data and methodological triangulation were used. More 

specifically, data triangulation was used through correlating data from complementary 

data sets collected from mobile phone users, service providers, and network providers 

to find out the factors influencing the adoption of biometrics in m-government 

applications. Furthermore, methodological triangulation through the use of multiple 

methods of qualitative and quantitative techniques was used to gather the data 

required to answer the research questions. The questionnaire was used with mobile 

communications users, and interviews were conducted with government service 

providers and mobile communication network operators, as discussed in section 4.6.  

Additionally, all participants’ identifications remain undisclosed in order to obtain 

reliable information (Oppenheim 1992). Furthermore, the interviews were conducted 

in a natural environment that considered the privacy, confidentiality, and convenient 

times for the participants. To further ensure the validity and reliability of the 
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questionnaire, each question had only one piece of information (Foddy 1994). A pilot 

study was also initially conducted to ensure the validity and reliability of the data 

collection mechanism. In addition, the researcher translated the questionnaire into 

Arabic, which is the official language of Saudi Arabia. When the translation was 

completed, however, it was given to two academic professionals for review. Similar 

interviews were conducted in Arabic. All interviews were tape-recorded except one. 

In the case of the un-taped record, notes were taken to record the information 

expressed by the participant as much as possible and then repeat the responses to the 

participant in order to confirm the final draft of his answers. Interview data were 

transcribed and then translated into English by the researcher. Careful consideration 

was taken to ensure the transcriptions and translations were as accurate as possible. 

The researcher read the transcript of each interview a minimum of three times to 

ensure accuracy of the transcript. Furthermore, in order to increase the validity and 

reliability of the translation, two English- and Arabic-speaking academic 

professionals were asked to review the transcripts. 

Further, chapter nine of this dissertation includes an evaluation of the research using 

Klein and Myers’ (1999) principles for evaluating interpretive studies in Information 

Systems. 

4.12 Ethical Consideration 

An ethical clearance certificate to conduct this research has been obtained from the 

Griffith University Human Research Ethics Committee with certificate number (GU 

Protocol Number ICT/02/09/HREC) (Appendix G), and the ethics guidelines provided 

by them were followed. Furthermore, an informed consent mechanism was given to 

all participants to explain the topic and objective of the research; it assured that the 

information is confidential and stated that participation in this research is voluntary. 

4.13 Conclusion 

This chapter provided a description and justification of the methodological choices 

used for this dissertation. First, the research paradigm and assumptions were 

explained and justified with attention paid to the area of Social Informatics. Then, 

methods for data collection and analysis were discussed. The rigor, validity, and 

reliability of this research were also provided. 
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The main research question of this dissertation seeks to find out the factors 

influencing the adoption of biometric authentication in m-government security in the 

KSA. On the basis of the purpose of this dissertation, an interpretive research 

paradigm was adopted. This was carried out by the use of grounded theory 

methodology to understand reality from the point of view of the study participants in 

order to develop a substantive theory that identifies and explain the factors 

influencing the adoption of biometric authentication for m-government security. Data 

collection encompassed a questionnaire and semi-structured interviews, while data 

sources included the users’, m-government service providers’ and network operators’ 

concerns and perceptions regarding the application of biometric authentication to 

mobile devices for government services. Data and methodological triangulation were 

used and a pilot study was conducted to obtain validity and reliability, and ethical 

clearance to conduct this research was obtained from Griffith University.  

The next chapter presents the questionnaire data of the mobile phone users, while 

interviews data and the application of grounded theory which is the main data analysis 

procedure will be discussed in chapter six.  
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CHAPTER FIVE: SURVEY FINDINGS 

5.1 Introduction 

The adoption of the research approach, method and data collection techniques used 

for this dissertation was discussed in the previous chapter. In this chapter the 

questionnaire data provided by surveyed mobile phone users is presented. It provides 

the descriptive statistics, frequencies, percentages and correlations; an analysis of 

which is presented in chapter following. Interview results and the application of 

grounded theory along with the concepts and categories that were developed based on 

the questionnaire data will be discussed in the following chapter. The discussion of 

the results relating to this and the following chapter will be provided in chapter seven. 

It is noteworthy that the purpose of this chapter is not to do a quantitative analysis 

rather to present the data of the questionnaire that includes the perceptions of mobile 

phones users regarding the use of biometric authentication in m-government services. 

Data presented in this chapter is involved in the application of grounded theory, which 

is the main data analysis technique for this dissertation, presented in the following 

chapter and then discussed in chapter seven. As mentioned in chapter four, the 

questionnaire was distributed to mobile phone users in order to collect larger amounts 

of data about users’ concerns and perceptions in a shorter time scale than would have 

been possible with interviewing mobile communication users. 

5.2 Survey Data of Mobile Phone Users 

A research questionnaire was designed to explore mobile communications users’ 

concerns regarding applying biometric authentication to their mobile devices for 

government services. Users from both genders were chosen as participants from a 

range of relevant age groups and education levels. The questionnaire sought responses 

from a selection of choices under the basic headings of “Background Information”, 

“ICT Experience”, “Mobile Devices and Government Services”, “Mobile Device 

Security” and “Biometrics and Mobile Government Services”. The researcher 

distributed 420 questionnaires and 330 were returned from the participants. Nineteen 

of the 330 were excluded from the research as they were deemed incomplete, having a 
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quarter or more of their values missing. A very high response rate of 74% was due to 

the questionnaires being distributed personally by the researcher. Thus, a total sample 

of 311 questionnaires was included in the analysis. Statistical procedures were 

accomplished using the Statistical Package for Social Sciences (SPSS) software. 

Missing values were eliminated from the analysis; hence, the frequency for each 

question may not be 311.  

This section presents data gathered using the questionnaire. It reveals the frequency 

(participant sample size) and the percentage (proportion of total sample population) of 

the responses for each survey question.  

5.2.1 Demographics of the Survey Participants  

The purpose of this section is to summarise the important basic background 

information on the participants. More specifically, this section asked participants 

about their age, gender and level of education, as they may reflect on their concerns 

regarding applying biometric authentication for m-government security. The total 

sample of the survey consists of 311 participants, comprising 193 male participants 

and 118 female participants.  

Total 
Demographics  

No. % 

Age   

Less than 20 63 20.3 

20-30 102 32.8 

31-40 110 35.4 

Over 40 36 11.6 

Education level   

High school or under 103 33.1 

Bachelor degree 182 58.5 

Postgraduate degree 26 8.4 
Table 3: Demographics 

Table 3 shows the distribution of participants in the survey in each of four age 

categories. In total, the highest percentage (35.4%) of the participants is among the 
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31-40 year-olds, the second percentage (32.8%) is among 20-30 year-olds and the 

lowest percentages are found among those less than 20 years and above 40 years 

(20.3% and 11.6% respectively).  

The above table also shows that highest percentage (58.5%) of the participants was 

for bachelor degrees. The second highest percentage (33.1%) was for high school or 

under, while the lowest percentage (8.4%) was for the participants holding a 

postgraduate degree. 

5.2.2 ICT Experience 

The purpose of this section is to explore the ICT experience of the participants in 

order to determine the relation between their ICT experience and their concerns and 

acceptance of biometrics in m-government security. The responses of this section 

provide the researcher with ICT literacy of the participants. 

Total 
ICT Experience  

No. % 

Do you use the Internet?   

Yes 293 94.2 

No 18 5.8 

How often do you use the Internet?   

Once a month 36 12.5 

Once a week 66 23.0 

Once a day 113 39.4 

More than once a day 72 25.1 

What do you mainly use Internet for?   

Email 193 66.10 

Searching for information 248 84.93 

Browsing, chatting, and entertainment 103 35.27 

Others 25 8.56 

How long have you been using a mobile device?   

Less than a year 13 4.2 

1-4 years 53 17.2 
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4-7 years 77 24.9 

More than 7 years 166 53.7 

How often do you use your mobile device?   

Less than one hour a day 154 49.7 

Between 1-3 hours a day 118 38.1 

More than 3 hours a day 38 12.3 

What other mobile services do you use other than 

telephony? 
  

SMS 288 92.60 

Internet 88 28.30 

Bluetooth 168 54.02 

Other 18 5.79 

What are the most important issues to consider when you 

buy a mobile device? 
  

Price 148 47.59 

Latest technological features 228 73.31 

As recommended by someone 59 18.97 

Size 114 36.66 

Other 31 9.97 

Have you ever lost your mobile device (due to theft, 

misplacement or any other cause)? 
  

Yes 130 41.8 

No 181 58.2 

Have you been in a situation where there is a risk of 

disclosure of sensitive or personal information? 
  

Yes 57 44.2 

No 72 55.8 

Has your mobile phone ever been used by someone in a way 

you did not want? 
  

Yes 140 45.5 

No 168 54.5 

Do you use the Internet via your mobile device?   
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Yes 115 37.0 

No 196 63.0 

How often do you use the Internet via your mobile device?   

Once a month 39 35.1 

Once a week 48 43.2 

Once a day 19 17.1 

More than once a day 5 4.5 

What do you mainly use the Internet for (via your mobile)?   

Email 47 40.87 

Browsing, chatting, and entertainment 49 42.61 

Searching for information 66 57.39 

Bank transactions 15 13.04 

Others 4 3.48 

Have you ever used any biometric authentication?   

Yes 101 32.9 

No 206 67.1 
Table 4: ICT Experience 

Table 4 shows that highest percentage (94.2%) of the participants was using the 

Internet. Significantly fewer (5.8%) participants did not use the Internet. The highest 

percentage (39.4%) of the participants used the Internet once a day. Only a small 

percentage of the total number of participants (23%) used the Internet once a week.  

The percentage of participants who used the Internet more than once a day had an 

intermediate value (25.1%), while the lowest percentage (12.5%) of the participants 

used the Internet once a month. With regard to the types of Internet use, table 4 shows 

that a majority of the participants (84.9%) used the Internet for searching for 

information. For using the Internet for email, 66.10% of the participants used the 

Internet for this purpose. Other Internet uses such as browsing, chatting, and 

entertainment rated 35.27% of the participants.  

The survey also investigated the participants’ experience in using mobile devices. 

Table 4 shows that highest percentage of the participants (53.7%) was for using a 

mobile device for more than 7 years. 24.9% of the participants was using a mobile 

device in the range of 4-7 years range. Only a low percentage (17.2%) had used a 
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mobile device for 1-4 years. The lowest percentage of all (4.2%) used a mobile device 

for less than a year. Anther question of the survey investigated the daily frequency of 

mobile device use to obtain further the participants’ experience of using mobile 

devices. It is noted that the highest percentage (49.7%) of the participants was using 

the mobile device for less than one hour a day, and the lowest percentage (12.3%) 

used the mobile device for more than 3 hours a day. With regard to the mobile 

services being used by the participants, a majority of the participants (92.60%) used a 

mobile device to send SMS. Sending data through the Bluetooth is the second most 

used service by the participants (54.02%). Internet use via a mobile device had a low 

percentage (28.30%).  A few participants (5.79%) mentioned other services such as 

timer and some specific programs. 

In addition, the survey investigated the most important issues that the participants 

consider when they buy a mobile device. From table 4, it is noted that the latest 

technological features were the most important issues considered by the participants 

(73.31%). The second most important issue was the price for 47.59% of the 

participants. The size of the mobile device was next in importance (36.66%) followed 

by recommendation by someone at 18.97%.  

Another question in the survey was to investigate the participants who have 

experienced loss or theft of a mobile device. It is noted that a higher percentage of the 

participants (58.2%) had never lost their mobile devices. A subsequence question 

investigated if the participants who had lost their mobile device were in a situation 

where there was a risk of disclosure of sensitive or personal information. It shows that 

55.8% of the participants who had lost their mobile devices were not in a situation of 

risk for disclosure of their sensitive or personal information. Conversely, 44.2% were 

at risk of disclosure of their sensitive or personal information.  

Furthermore, the survey explored whether the participants experienced someone using 

their mobile device in an unwanted way. Table 4 shows that a high percentage of the 

participants (54.5%) answered “No”; while 45.5% of them agreed that their mobile 

phone was used by someone in an unwanted manner.  

With regard to the Internet use via mobile devices, the data shows that over the 

sample population a greater percentage (63.0%) of the participants did not use the 

Internet via their mobile.. However, of those participants that had used their mobile 
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phones to access the Internet a higher percentage (43.2%) of the participants used the 

Internet via a mobile device once a week. A lower percentage (35.1%) of the 

participants used the Internet via a mobile device once a month. The use of a mobile 

device once a day for the Internet was low at 17.1%. Only 4.5% of the participants 

used the Internet via their mobile devices more than once a day. Moreover, the results 

for the question, “What do you mainly use the Internet for (via your mobile)?” shows 

that a majority of the participants (57.39%) used the Internet via a mobile to search 

for information. Browsing, chatting, and entertainment use had a lower percentage of 

the participants (42.61%).  40.87% of the participants use their mobile devices to 

access their email. The lowest percentage (13.04%) of participants use the Internet via 

the mobile device for banking transactions.  

Finally, this section investigated whether the participants have used biometric 

authentication or not. From table 4, it can be noted that the percentage of the 

participants who have never used biometric authentication is 67.1%. Conversely, 

32.9% of the participants used biometric authentication.  

5.2.3 Mobile Device and Government Services  

The purpose of this section is to explore the use of m-government services by the 

participants. 

Total 
Mobile Device and Government Services 

No. % 

How often do you conduct government service transactions?   

Once a year 141 52.2 

Once every 6 month 70 25.9 

Once a month 45 16.7 

More than once a month 14 5.2 

How do you usually conduct the government service 

transaction? 
  

Face to face 201 64.63 

Using an agent (third party) 66 21.22 

Via the Internet 92 29.58 
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By phone 78 25.08 

Have you ever used your mobile device to use a government 

service? 
  

Yes 122 40.3 

No 181 59.7 

Why have you not conducted a government service 

transaction via your mobile device? 
  

Cost reasons 32 16.93 

Service availability reasons 99 52.38 

Security reasons 23 12.17 

Issues of mistrust 50 26.46 

Other 24 12.70 

Are willing to use your mobile phone to get more 

government services? 
  

Yes 249 83.3 

No 50 16.7 

What kinds of service do you want to get from the 

government via your mobile device? 
  

Only information inquiry 58 19.6 

Any service not involving a payment 82 27.7 

Services including payment 148 50.0 

Special services 8 2.7 

If you are conducting a government service transaction via 

your mobile device, which authentication method would you 

prefer to use? 

  

PIN or password 143 48.3 

Smart cards 37 12.5 

Biometric (e.g. fingerprint scan) 106 35.8 

Other 10 3.4 
Table 5: Mobile Device and Government Services 

As can be noted from the above, a higher percentage (52.2%) of the mobile phone 

users taking part in the survey conducted a government service once a year. A 
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minority of 25.9% did it once every 6 months. However, a low percentage (16.7%) of 

the participants conducted a government service once a month and only 5.2% 

conducted it more than once a month. Moreover, table 5 explored how the participants 

usually conduct government service transactions. The table shows that a high 

percentage (64.63%) performed these transactions face to face. A low percentage 

(29.58%) carried out such transactions via the Internet, while 25.08% of the 

participants did these transactions by phone. However, the use of an agent (third 

party) was intermediate (21.22%).  

With regard to the use of mobile device for conducting government services, the table 

shows that a majority (59.7%) of the participants have never used their mobile device 

to use a government service. However, another related question investigated the 

reasons for participants to never conduct a government service transaction via their 

mobile device. It indicates that the highest percentage (52.38%) listed service 

availability reasons. The second reason was issues of mistrust (27.66%). Cost reasons 

were lower and security was the lowest scored reason (12.17%).  

As can be noted from table 5, a high percentage (83.3%) of the participants are 

willing to use their mobile devices to get more government services, while only 

16.7% are not willing. With regard to the preferred types of m-government services 

that participants would like to get from the government, the highest percentage (50%) 

indicated ‘Services including payment’. The next was ‘Any service not involving a 

payment’ at 27.7%. The third option was ‘Only information inquiry’ at 1906%; 

however, only 2.7% of the participants indicated special services.  

The conducted survey also investigated which authentication method would be most 

preferred by mobile phone users for conducting m-government services. Table 5 

shows that 48.3% of the participants indicated a PIN or password as the preferred 

method of authentication. Biometric authentication was next in preference at 35.8%. 

Smart cards were the third preference (12.5%) chosen by the participants. 

5.2.4 Mobile Device Security  

The purpose of this section is to explore mobile phone users’ concerns regarding their 

mobile device security. 
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Total 
Mobile Device Security 

No. % 

How would you rate the level of importance of the 

information stored in your mobile device? 
  

High importance 93 29.9 

Moderate importance 145 46.6 

Low importance 65 20.9 

No importance 8 2.6 

Do you have a PIN or password to log onto your mobile 

device? 
  

Yes 225 72.3 

No 86 27.7 

Have you ever shared the PIN or password of your mobile 

device with somebody else? 
  

Yes 114 51.1 

No 109 48.9 

What level of protection of privacy do you require for the 

information in your mobile device? 
  

High protection 145 47.1 

Moderate protection 116 37.7 

Low protection 36 11.7 

No protection 11 3.6 

Based on information about authentication that was 

provided, which authentication method would you like to 

have to protect the important information in your mobile 

device? 

  

PIN or password 123 40.5 

Biometric 175 57.6 

Other 6 2.0 

Based on the information on biometric authentication that 

was provided, to what extent do you think that applying 
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biometrics in your mobile device will protect your sensitive 

information? 

Meets your need 262 87.3 

Does not meet your need 28 9.3 

Other 10 3.3 

If you should use biometrics, which kind of biometrics do 

you prefer? 
  

Fingerprint scan 206 66.24 

Iris recognition 86 27.65 

Voice recognition 20 6.43 

Signature analysis 17 5.47 

Other 3 0.96 

If you would have biometric scanning features in your 

mobile device, would you store more private information in 

your device? 

  

Yes 240 78.9 

No 64 21.1 
Table 6: Mobile Device Security 

Table 6 shows several concerns for mobile phone users regarding their mobile device 

security. It shows that a majority of participants agreed about the importance of the 

information that they have in their mobile devices. The level ‘Moderate importance’ 

was chosen most frequently (46.6%) as an important level of the information stored in 

the participants’ mobile devices. Next was ‘High importance’ at 29.9% and the lowest 

was ‘Low importance’ at 20.9%, while only 2.6% of the participants think that it is 

not important. Furthermore, with regard to the use of PIN and password in 

participants’ mobile devices, a high percentage (72.3%) of the participants answered 

“Yes”, they use a PIN or password to log onto their mobile devices. However, table 6 

shows that (51.1%) of the participants have lent the PIN or password of their mobile 

devices to somebody else.  

Table 6 also illustrates the level of protection of privacy that the users require for their 

information in their mobile devices. ‘High protection’ was an important level at 

47.1%. The second most important protection level was ‘Moderate protection’ at 
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37.7%.  ‘Low protection’ ranked second last at 11.7%, while only 3.6% of the 

participants indicated no need for protection. 

Another question in the survey investigated the most preferred authentication method 

by mobile phone users for the information security of their mobile device. The 

biometric method (57.6%) was the preferred authentication method, followed by the 

PIN or password (40.5%). However, a majority (87.3%) of the participants agreed that 

biometric authentication will meet their need to protect sensitive information on their 

mobile device. Moreover, table 6 shows that ‘Fingerprint scan’ was the most preferred 

kind of biometrics authentication by mobile phone users to be in their mobile device 

(66.24% of the participants). ‘Iris recognition’ was preferred by 27.65% of the total 

participants. ‘Voice recognition’ was preferred by 6.43%, while only 5.47% of the 

participants preferred ‘Signature analysis’ and 0.96% preferred other kinds of 

biometrics. 

Finally, table 6 shows the results for the question, “If you would have biometric 

scanning features in your mobile device, would you store more private information in 

your device?” The highest percentage (78.9%) of the participants answered ‘Yes’. 

5.2.5 Biometrics and Mobile Government Services  

The purpose of this section is to explore mobile phone users’ concerns regarding 

applying biometric authentication in m-government security. 

Total 
Biometrics and Mobile Government Services 

No. % 

When biometric authentication is applied in m-government 

services, would you accept its use? 
  

Yes 276 89.3 

No 33 10.7 

If biometrics is applied in m-government services and used 

by other people such as your friends, do think this will 

encourage you to use it as well? 

  

Yes 18 54.5 

No 15 45.5 
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What are the advantages that may let you accept the use of 

biometrics in m-government services? 
  

Saving time 154 49.52 

Security 200 64.31 

Privacy 139 44.69 

Ease of use 96 30.87 

Other 9 2.89 

When biometric authentication is applied in m-government 

services, would you prefer that other methods of conducting 

government services be available as well? 

  

Yes 235 76.8 

No 71 23.2 

Will the use of biometric authentication give you confidence 

to perform more government services via your mobile 

device? 

  

Yes 282 90.7 

No 29 9.3 

Would the use of biometric authentication increase your 

trust in conducting m-government services? 
  

Yes 277 89.4 

No 33 10.6 

When would you like to use it?   

Only to log onto your mobile device 46 14.9 

Only to gain the service access 93 30.1 

Both 161 52.1 

Other 9 2.9 

Are you willing to pay more money to have a biometric 

authentication in your mobile device? 
  

Yes 263 84.8 

No 47 15.2 
Table 7: Biometrics and Mobile Government Services 
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As can be noted from table 7, one of the survey’s questions investigated whether the 

participants would accept using biometric authentication for m-government services. 

The table shows that 89.3% of the people taking part in the survey said that they 

would accept the use of biometric authentication in m-government services. However, 

for those who answered ‘No’, there was a question to explore whether the 

observability of other people using biometrics for m-government services would 

encourage participants to do so. It is found that a high percentage (54.5%) of them 

answered ‘Yes’.  

With regard to the advantages of the use of biometric authentication in m-government 

applications, ‘Security’ of the information was chosen most frequently at 64.3%. 

‘Saving time’ was chosen by 49.52%, ‘Privacy’ was chosen by 44.69%, and ‘Ease of 

use’ was chosen by 30.87% of the participants. Furthermore, table 7 shows that a 

majority (76.8%) of the participants preferred that other methods of conducting 

government services be available if biometrics is applied. It is also noted that the 

highest percentage (90.7%) of the participants indicated that the use of biometric 

authentication in m-government will give them the confidence to perform more m-

government services. Moreover, table 7 shows that most participants (89.4%) 

perceived that the use of biometric authentication in m-government will increase their 

trust in conducting m-government services; however, a low percentage (10.6%) of the 

participants did not agree. 

One more question in the survey investigated whether the participants would want to 

use biometrics to log onto their mobile devices or just to gain access to government 

services. From table 7, it is noted that a majority (52.1%) of the participants preferred 

to apply biometrics to both log onto mobile devices and gain the government service 

access. The second preference was ‘Only to gain the service access’ at 30.1%. A low 

percentage (14.9%) of the participants liked to use it ‘Only to log onto the mobile 

device’. 

The final question of the survey investigated whether the users would be willing to 

pay more money to have a biometric authentication in their mobile device. Table 7 

shows that a high percentage (84.8%) of the mobile phone users who took part in the 

survey was willing to pay more money to have a biometric authentication in their 

mobile devices. Only a few participants (15.2%) were not willing to do so. 

 Thamer Alhussain     Page 105 



Chapter 5: Survey Findings  

5.3 Distinguishing Survey Responses Based on Gender 

Responses of each gender are important to this study because there are separate 

conditions relating to the acceptance of the proposed technology. There are current 

and ongoing security related problems, especially among female, in the KSA 

regarding the misuse of sensitive information stored in mobile devices as discussed 

earlier in section 3.4.5. Based on cultural and religious mores, there are also gender 

divisions in expectations, roles and security of identity in Saudi society. Following 

Islamic law, women cover their faces in public, but in many cases photographs stored 

on a woman's mobile device may be more revealing. If a woman's phone is stolen or 

misplaced and accessed by a stranger then there is a real risk of culturally improper 

disclosure of identity.  Similarly, Saudi males are more often responsible for 

transactions with government and therefore have different security needs in terms of 

design of technology and systems for m-government and authentication. Therefore, 

these cultural and societal divisions suggest that responses from both genders be 

recorded and analyzed separately where they relate to known issues and differences.  

Accordingly, gender differences were taken into account during the data collection 

and analysis. A presentation of the data based on gender can be viewed in Appendix 

(B). However, at the time of the study there was no significant difference between the 

genders with respect to attitude towards use of biometrics in m-government rather to 

the risk of disclosure of sensitive or personal information. The data indicated that 

more women who had lost their mobile devices found themselves at risk of disclosure 

of personal or sensitive information.  The majority (58.1%) of the participants who 

were at risk were females, while the majority of the males (62.8%) were not at risk. 

The results also shows that about 50% of males conduct government services 

transactions either once every 6 month or once a month while the majority (66.7%) of 

females did these transactions only once a year. Moreover, it is noted that a high 

percentage (79.79%) of males performed government transactions face to face; 

compared with only (39.83%) of females. Conversely, 30.51% of females performed 

these transactions by the use of an agent (third party) while only (15.54%) of males 

did so. Similarly, 30.51% of females did these transactions by phone, while (21.76%) 

of males did so.  
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However, similar percentage from both genders (87.7% for males and 86.7% for 

females) agreed that biometric authentication would meet their need to protect 

sensitive information on their mobile device. Although it is found that females’ 

participants concern more than males regarding the disclosure of their sensitive 

information, the majority from both genders indicated that they would accept the use 

of biometric authentication in m-government service. Appendix B presents the survey 

responses based on gender. 

5.4 Exploring Relationships among Mobile Phone Users’ 

Perceptions 

Further analysis of the questionnaire was performed to draw additional conclusions 

about the participants’ concerns regarding applying biometric authentication in m-

government security. Correlation techniques were used to explore possible 

relationships between the variables and to define key characteristics of the 

participants.  

5.4.1 Correlation between the Loss of Mobile Device and the 

Preferred Method of M-Government Authentication  

This was done to discover whether the loss of the mobile device will affect the choice 

and the preference of the type of authentication method for m-government services. 

Table 8 below reveals the percentage for each category of the responses. 

Have you ever lost your 

mobile device? 

Yes No 

Total 

If you are conducting a government 

service transaction via your mobile 

device, which authentication method 

would you prefer to use? No. % No. % No. % 

PIN or password 56 46.7 87 49.4 143 48.3 

Smart cards 19 15.8 18 10.2 37 12.5 

Biometric (e.g. fingerprint scan) 41 34.2 65 36.9 106 35.8 

Other 4 3.3 6 3.4 10 3.4 

Total 120 100.0 176 100.0 296 100.0 
Table 8: Correlation between the loss of a mobile device and the preferred method of m-government 
authentication 
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Table 8 shows that there is no effect of the loss of the mobile regarding the 

participants’ preference for the type of authentication method. The percentage of the 

participants who had not lost a mobile device and preferred to use a PIN or password 

when conducting a government service transaction via a mobile device was 49.4%, 

while the second percentage was 46.7% for the participants who had lost a mobile 

device and preferred to use a PIN or password as an authentication method. The 

percentage of participants who had lost a mobile device and preferred a biometric 

method was 34.2%, whereas the percentage of participants who had not lost a mobile 

device and preferred the biometric method was 36.9%. These values are so close that 

it can be concluded that there was no effect of the loss of a mobile device on the 

preference for the biometric method in conducting a government service transaction 

via a mobile device. 

5.4.2 Correlation between the Risk of Disclosure of Personal 

Information and the Preferred Authentication Method of M-

Government  

This explored whether the preference of an authentication method for m-government 

services is related to the experience of facing a risk of disclosure of sensitive or 

personal information when a mobile device has been lost. Table 9 below reveals the 

percentage of each category of the responses. 

Have you been in a situation 

where there is a risk of 

disclosure of sensitive or 

personal information? 

Yes No 

Total 

If you are conducting a government 

service transaction via your mobile 

device, which authentication method 

would you prefer to use? 

No. % No. % No. % 

PIN or password 20 39.2 35 51.5 55 46.2

Smart cards 7 13.7 12 17.6 19 16.0

Biometric (e.g. fingerprint scan) 24 47.1 17 25.0 41 34.5

Other 0 0.0 4 5.9 4 3.4 

Total 51 100.0 68 100.0 119 100.0
Table 9: Correlation between the risk of disclosure of personal information and the preferred 
authentication method of m-government 
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Table 9 points out that there is a difference between participants in the preferred 

authentication method related to their experience of facing a risk of disclosure of their 

sensitive or personal information when their mobile devices have been lost. The 

percentage was 51.5% for the participants who were not concerned about risk of 

disclosure of sensitive information when their mobiles had been lost and preferred to 

use a PIN or password when conducting a government service transaction via a 

mobile device. Conversely, 25% of the participants who were not concerned about the 

risk of disclosure of sensitive information preferred the biometric method to be the 

authentication method for m-government services. However, 39.2% of the 

participants was concerned about the risk of disclosure of sensitive information and 

preferred to use a PIN or password as the authentication method, while 47.1% of the 

participants who were concerned about risk of disclosure of sensitive information 

preferred the biometric method as an authentication method. It can be concluded that 

the participants concerned about the risk of disclosure of sensitive information had a 

high percentage in preferring the biometric method as an authentication method. 

Therefore, there is a positive relationship between the risk of disclosure of sensitive 

information and the preference for the biometric method as an authentication method. 

5.4.3 Correlation between the Risk of Disclosure of Personal 

Information and the Willingness to Pay more Money to have 

Biometrics in the Mobile Device  

This investigated whether the willingness to pay more money to have a biometric 

authentication method added to a mobile device is affected by the experience of 

facing a risk of disclosure of sensitive or personal information when a mobile device 

has been lost. Table 10 below reveals the percentage of each category of the 

responses. 

Have you been in a situation 

where there is a risk of 

disclosure of sensitive or 

personal information? 

Yes No 

Total 
Are you willing to pay more money to 

have a biometric authentication in 

your mobile device? 

No. % No. % No. % 
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Yes 52 91.2 56 77.8 108 83.7

No 5 8.8 16 22.2 21 16.3

Total 57 100.0 72 100.0 129 100.0
Table 10: Correlation between the risk of disclosure of personal information and the willingness to pay 
more money to have biometrics in the mobile device 

Table 10 indicates a positive relationship between the experience of risk of disclosure 

of sensitive or personal information when losing a mobile device and the willingness 

to pay more money to have a biometric authentication in a mobile device. The 

percentage was 91.2% for the participants who had experienced a risk of disclosure of 

sensitive information and were willing to pay more money to have biometric 

authentication. In contrast, the percentage was lower at 77.8% for the participants 

who had not experienced risk of disclosure of sensitive information and were willing 

to pay more for biometric authentication.   

5.4.4 Correlation between the Experience of Using Biometric 

Authentication and the Preferred Authentication Method of M-

Government  

This explored whether the choice of biometrics as the preferred authentication method 

for conducting m-government services is related to the experience of using biometric 

authentication. Table 11 below reveals the percentage of each category of the 

responses. 

Have you ever used any 

biometric authentication? 

Yes No 

Total 

If you are conducting a government 

service transaction via your mobile 

device, which authentication method 

would you prefer to use? No. % No. % No. % 

PIN or password 39 41.1 100 50.8 139 47.6

Smart cards 10 10.5 27 13.7 37 12.7

Biometric (e.g. fingerprint scan) 41 43.2 65 33.0 106 36.3

Other 5 5.3 5 2.5 10 3.4 

Total 95 100.0 197 100.0 292 100.0
Table 11:  Correlation between the experience of using biometric authentication and the preferred 
authentication method of m-government 
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As can be noted from table 11, there is a small difference between the participants 

who had or had not used a biometric authentication regarding the choice of biometric 

authentication as a method for conducting a government service transaction via a 

mobile device over the choice of a PIN or password method. The percentage was 

43.5% for the participants who had previously used a biometric authentication and 

would use biometric authentication for a government transaction, while 33% had 

never used a biometric authentication. The percentage for those who had never used 

biometric authentication and preferred a PIN or password was 50.8%, while the 

percentage for those who had used biometric authentication and preferred a PIN or 

password was 41.1%.  

5.4.5 Correlation between the Importance of the Information Stored 

in a Mobile Device and the Preferred Authentication Method for a 

Mobile Device  

This explored whether the choice for the preferred authentication method of a mobile 

device is related to the participants’ opinion regarding the importance of the 

information stored in the mobile device. Table 12 below reveals the percentage of 

each category of the responses. 

How would you rate the level of importance of 

the information stored in your mobile device? 

High 

importance

Moderate 

importance

Low 

importance

No 

importance 

Total 

Based on the information 

about authentication that 

was provided, which 

authentication method 

would you like to have to 

protect the important 

information in your 

mobile device? 

No. % No. % No. % No. % No. % 

PIN or password 31 33.3 55 38.7 35 56.5 2 28.6 123 40.5

Biometric 60 64.5 86 60.6 24 38.7 5 71.4 175 57.6

Other 2 2.2 1 0.7 3 4.8 0 0.0 6 2.0 

Total 93 100.0 142 100.0 62 100.0 7 100.0 304 100.0
Table 12: Correlation between the importance of the information stored in a mobile device and the 
preferred authentication method for a mobile device 
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Table 12 illustrates whether the choice of authentication method is related to the 

rating of the level of importance of information stored on a mobile device. The 

percentage was 64.5% for the participants who thought that their information was of 

high importance and who preferred biometric authentication in their mobile device, 

while it was only 33.3% for those who preferred a PIN or password. The percentage 

of the participants who thought their information was of moderate importance and 

who preferred biometric authentication in their mobile device was 60.6%, while it was 

38.7% for those who preferred a PIN or password. The percentage of the participants 

who thought their information was of low importance and who preferred biometric 

authentication in their mobile device was 38.7%, while it was 56.5% for those who 

preferred a PIN or password. The percentage of the participants who thought their 

information was of no importance and who preferred biometric authentication in their 

mobile device was 71.4%, while it was 28.6% for those who preferred a PIN or 

password.  

5.4.6 Correlation between the Importance of the Information Stored 

in a Mobile Device and the Consideration of Applying Biometrics to 

Protect the Information in a Mobile Device  

This explored whether the consideration of applying biometrics as an authentication 

method for protecting the sensitive information in a mobile device is related to the 

opinion regarding the importance of the information stored in the mobile device. 

Table 13 below reveals the percentage of each category of the responses. 

How would you rate the level of importance of 

the information stored in your mobile device? 

High 

importance

Moderate 

importance

Low 

importance

No 

importance 

Total 

Based on the information 

on biometric 

authentication that was 

provided, to what extent 

do you think that 

applying biometrics in 

your mobile device will 

protect your sensitive 

information? 

No. % No. % No. % No. % No. % 

Meet your need 82 89.1 125 88.7 52 83.9 3 60.0 262 87.3
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Does not meet your need 9 9.8 10 7.1 9 14.5 0 0.0 28 9.3 

Other 1 1.1 6 4.3 1 1.6 2 40.0 10 3.3 

Total 92 100.0 141 100.0 62 100.0 5 100.0 300 100.0
Table 13: Correlation between the importance of the information stored in a mobile device and the opinion 
of applying biometrics to protect the information in a mobile device 

Table 13 indicates that there is a difference between participants in the belief that 

biometrics would protect sensitive information on a mobile device due to the different 

opinions on the level of importance attached to information stored on a mobile device. 

The percentage was 89.1% for the participants who thought that their information was 

of high importance and that biometrics would meet their need for security, while 9.8% 

thought that it would not meet their need. The percentage of the participants who 

thought that their information was of moderate importance and that biometrics would 

meet their need for security was 88.7%, while those who thought it would not meet 

their need was 7.1%. The percentage of the participants who thought their information 

was of low importance and that biometrics would meet their need for security was 

83.9%, while those who thought it would not meet their need was 14.5%. The 

percentage of the participants who thought their information was of no importance 

and thought that biometrics would meet their need for security was 60%, while no 

participants thought that it would not meet their need.  

5.4.7 Correlation between the Trust in Biometrics and the Reasons 

for not Conducting any Government Service via a Mobile Device  

This explored whether applying biometric authentication in m-government security 

would increase trust in conducting m-government services. Table 14 below reveals 

the percentage of each category of the responses. 

Would the use of biometric 

authentication increase your trust in the 

conduct m-government services? 

Yes No 

Total 

Why have you not conducted 

any government service 

transaction via your mobile 

device? 
No. % No. % No. % 

Cost reasons 26 83.9 5 16.1 31 100.0

Service availability reasons 90 90.9 9 9.1 99 100.0

Security reasons 19 82.6 4 17.4 23 100.0
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Issues of mistrust 43 86.0 7 14.0 50 100.0

Other 23 95.8 1 4.2 24 100.0

No. of Cases 168 20 188 
Table 14: Frequency for the trust in biometrics in m-government security and the reasons for not 
conducting any government service via a mobile device 
* ratio to number of cases 

Table 14 shows whether applying biometrics in m-government will increase trust in 

conducting m-government services for those who mentioned security and mistrust as 

reasons for not conducting previous m-government services. For the participants who 

gave security reasons for not conducting government service transactions on a mobile 

device, 82.6% said that biometric authentication would increase their trust in these 

transactions, while 17.4% said that biometric authentication would not increase their 

trust in these transactions. For the participants who gave mistrust reasons for not 

conducting government service transactions on a mobile device, 86% said that 

biometric authentication would increase their trust in these transactions, while only 

14% said that biometric authentication would not increase their trust in these 

transactions. 

5.5 Conclusion  

The data of the 311 questionnaires of mobile communication users were statistically 

provided in this chapter. In section 5.2, survey data of mobile phone users was 

provided. The main results achieved by distinguishing survey data based on gender 

were illustrated in section 5.3. Further relationships among mobile phone users’ 

perceptions were explored in section 5.4.  

From the survey data in this chapter, several main points emerged. Firstly, it was 

evident that a majority of the surveyed mobile communication users agreed with the 

importance of the information that they have in their mobile devices. Further, they 

required high and moderate protection of privacy for their information in their mobile 

devices, and biometric technology was the most preferred authentication method by 

participants for the information security of their mobile devices.  

Although the data of the questionnaire indicates that female concerns more about the 

disclosure of their sensitive information than male, there was no significant difference 

between the genders with respect to attitude towards the use of biometrics in m-

government and concern for mobile device security. The results in this chapter also 
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revealed that a majority (87%) of the participants from both genders agreed that the 

application of biometric authentication into mobile devices will meet their need to 

protect their sensitive information. The same percentage of the participants also stated 

that they would store more private information in their mobile devices, if they would 

have biometric scanning features in their mobile devices. It was apparent that 83% of 

mobile phone users who took part in the questionnaire were willing to use their 

mobile devices to get more government services. Additionally, most of the 

participants preferred to get services including payment via their mobile devices.  

Furthermore, the majority (89%) of participants stated that they would accept the use 

of biometric authentication in m-government services, and the security of information 

was the most important advantage that would let them accept the use of biometrics in 

m-government applications. It was also noted that fingerprint was the most preferred 

kind of biometrics authentication by participants. Importantly, the statistical analysis 

of the questionnaire showed that the highest percentage (84%) of participants were 

willing to pay more money to have a biometric authentication feature in their mobile 

devices. 90% of the surveyed mobile phone users stated that the application of 

biometric authentication in m-government services will provide them with the 

confidence to perform more government services via their mobile devices, and 89% 

said that it will increase their trust in conducting m-government services. However, 

for the participants who gave security reasons for not conducting government service 

transactions on a mobile device, 82.6% said that biometric authentication would 

increase their trust in these transactions. Moreover, it was apparent that most (86%) of 

the participants who gave mistrust reasons for not conducting government service 

transactions on a mobile device said that biometric authentication would increase their 

trust in these transactions. 

Interview results and the application of grounded theory along with the concepts and 

categories that were developed from the questionnaire results are discussed in the 

following chapter. 
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CHAPTER SIX: GROUNDED THEORY DATA ANALYSIS 

6.1 Introduction 

This chapter presents the specific grounded theory data analysis techniques adopted in 

this dissertation. As mentioned in chapter four, a questionnaire was distributed among 

mobile phone users and interviews were conducted with service providers and mobile 

network operators to explore their concerns and perceptions regarding the application 

of biometric authentication in m-government security in Saudi Arabia. Data were 

analysed following Strauss and Corbin’s (1990) approach of grounded theory in order 

to develop a substantive theory for the factors influencing the adoption of biometrics 

in mobile devices for government applications.  

The interviews are analysed in this chapter, and help develop the substantive theory of 

the adoption of biometrics in m-government applications. This is supported by the 

described statistics discussed in the previous chapter. The coding procedures for the 

grounded theory along with the development of the concepts and categories as well as 

the identification of the core category with the relationships among categories are 

explained in this chapter. The discussion of the results presented in this chapter will 

be provided in the subsequent chapter. 

6.2 Process and Procedure of Grounded Theory 

In this dissertation, the grounded theory data analysis involves the use of the 

suggested techniques by Strauss and Corbin (1990), including coding, memo writing, 

reviewing of literature, and making constant comparisons. As mentioned in chapter 

four, a review of the relevant literature and theories provided in chapters two and 

three established current thinking in the areas of m-government and security. 

However, this literature review did not lead to any hypotheses, but rather helped to 

gain insights into the data. The main objective of this literature review was to enhance 

awareness of the existing knowledge and to identify the gap. In addition, technical 

literature was used as background material for comparison against the findings for the 

development of the substantive theory of this dissertation. Nontechnical literature 

such as newspapers and government reports were used as well to support several 
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emerging issues resulting from the empirical research. Moreover, memos were written 

to help describe and explain the data analysis as well as the relationships among 

concepts and categories. This further helped to explore data and to group concepts and 

codes into categories. In addition, constant comparison was employed through 

comparing incoming data with the previous data to find out whether the same 

concepts appeared and were relevant for the new cases, and whether the codes were 

placed in the correct category and were reliable and truly represented the empirical 

data. While the use of memos, literature and constant comparison was discussed early 

in chapter four, the three coding procedures were applied as follows. 

6.3 Open Coding  

As mentioned in chapter four, an open code refers to “the analytic process through 

which concepts are identified and their properties and dimensions are discovered in 

data” (Strauss and Corbin 1998, p. 101). In this dissertation, open coding was 

considered in the initial phase of the analysis process. A total of 115 open codes were 

created based on 15 interviews and 311 questionnaires. Appendix A has a list of all 

the open codes that were labelled during this process, with at least one example for 

each code. During this stage, the analysis was done by using phrase-by-phrase coding. 

In order to capture what has been said in the interview, conceptual labels were 

appended to almost every phrase. These labels were mostly too close to the exact 

words and context of the interview. Phrases with the same idea were attached with the 

same open code; otherwise, a new open code was created if the existing one did not 

fit. As the coding process continued and the researcher became well focused and 

confident in the process, the codings were revisited and refined so that they were 

reasonably understandable and provided more meaningful concepts, taking into 

account that they truly represented the empirical data.  

However, it is important to note that some sentences represent only one concept, 

while others represent more the one concept. For example, the following sentence 

represents the code, financial benefits: “Also, it may have financial benefits later”. 

Whereas the next sentence represents four concepts: lack of m-government services, 

lack of e-government services, enquiry services, and target users: “The most current 

m-services as well as e-services are enquiry services for both citizens and residents”. 
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The aim of this procedure is to begin the unrestricted labelling of all data and to 

allocate representational and conceptual codes for all incidents highlighted within the 

data. 

6.4 Axial Coding 

Axial coding refers to the process of making connections and links between the 

categories (Strauss and Corbin 1998). In this stage, the open codes were put together 

in new ways by making connections and relationships between and among codes and 

concepts in order to develop core codes. Figure 13 below shows the emergent 

categories and the relationships between them; however, further developing was made 

as will be discussed in the following section. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Figure 13: Categories and relationships
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The most closely interrelated open codes were aggregated under core categories. This 

is was done taking into account constant comparison to compare the open codes listed 

under that axial code with each other by asking questions such as: How do these axial 
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codes show connections and explain factors that influence the adoption of biometric 

authentication in m-government security? 

Through the process of axial coding, the following twelve categories were created: 

acceptance factors, contributory factors, challenges, system requirement, procedural 

issues, users’ needs, users’ perceptions, users’ concerns, organisation’s strategies, 

organisation’s services, organisation’s needs, and organisation’s perceptions. 

However, it is important to note that the categories of users’ needs, users’ perceptions, 

and users’ concerns were developed based on the questionnaire results. Table 15 

below shows the categories along with the open codes for each category. 

Codes Categories 

Trust 

Privacy 

Ease of use 

Trialability 

Relative advantage: financial benefits, the 

best way of user authentication, high level of 

security, no need for memorising, impossible 

to steal, reliable way for user authentication, 

provide more confident to conduct more m-

government, whenever you go will be with 

you, minimising efforts for government 

transactions, decrease theft of mobile devices, 

impossible to be used by someone else, 

provide authentication for the mobile’s 

subscriber, getting more customers 

Compatibility 

Observability 

Acceptance factors 

 

Current ways of authentication  

Lack of current  authentication method 

Shortage in the future plan 

 

Procedural issues 
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Authentication responsibility 

Registration and authentication offices 

Mobile’s subscriber responsibility 

Low progress 

Template size 

Possibility of penetrating  

Theft possibility for biometric capture 

Error rate of biometric system 

Enrolment and registration process 

Financial issues 

Lack of relevant research 

Uncompleted database 

Infrastructure 

Biometric sensors 

Lack of IT experts in government agencies 

Challenges 

Availability of e-government services 

Availability of m-government services 

Regulation and legislation 

Awareness programs 

Economical aspects 

Social and cultural aspects 

Contributory factors 

Applying biometrics in SIM card  

Automation of processes   

Need to get people’s biometrics 

Advanced  authentication method 

Applying biometrics with smart card  

Applying biometrics one time at the 

registration 

Organisation’s needs 
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Applying biometrics in some of m-

government applications  

Importance of security 

No demand for the subscribers' authentication 

among network operators 

Positive perception towards applying 

biometric in some applications “network 

operators” 

Concerns about the registration and enrolment 

process 

Familiarity with introducing new technology 

Utilising the available resources and 

technologies  

Bad experience towards the use of secret 

questions 

Positive perceptions towards biometric 

authentication 

The right to have people’s biometrics 

Positive perceptions towards applying 

biometrics in m-government 

Positive perceptions towards fingerprint 

Positive perceptions towards iris scan 

Negative perceptions towards iris scan 

Negative perceptions towards applying 

biometric in each m-service 

Frauds existing in authentication methods 

Recommendation of applying biometrics 

Realising the importance of information 

security 

Negative perceptions about users’ acceptance 

Organisation’s perceptions 
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Positive perceptions towards the security of 

PKI 

Positive perceptions towards applying 

biometrics with PKI 

Positive perceptions towards applying 

biometrics in mobile devices 

Negative perceptions of applying one factor 

of authentication 

Government Service Bus (GSB) 

Yesser Consultancy Group (YCG) 

Media services 

Government Secure Network (GSN) 

Enabling e-government services 

Authentication services 

Provide organisations with secure e-services 

Push messages  

Enquiry services 

Supporting e-government applications 

Unified framework for e-government 

implementation (YEFI) 

Provide secure network access 

Organisation’s services 

Use of smart card or USB token 

Providing secure services  

Encouragement of e-government 

implementation 

Planning for the future 

Intention to improve e-services 

Organisation’s strategies 

Taking advantage of current authentication 

methods 
System requirements 
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Digital certificate 

More integration and connection between 

government agencies  

First time authentication 

Taking people’s biometrics from MOI 

Appling biometrics along with ID number 

Minimising frauds 

Balance between security and usability 

Two factor of authentication 

Applying biometrics with PKI 

Balance between security and functionality 

Efficiently and availability 

Network access 

Mobile devices with biometrics attachment 

Protecting information in mobile devices 

Availability for m-services  

M-government services including payment 

services 

Biometrics for protecting important 

information in mobile devices 

Availability of other methods when applying 

biometrics in m-government 

Applying biometrics in both to log onto 

mobile device and gain the service access 

Users’ needs 

Disclosure of sensitive information 

Use of mobile by someone else 

Usability of biometrics in m-government 

Trust in m-government services 

Users’ concerns 

Latest technological features of mobile 
Users’ perceptions 
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devices 

Service availability is an obstacle of 

conducting m-government services 

Willingness of conducting m-government 

services 

Lent of PIN and password 

Importance of information in mobile devices 

Positive perceptions of using biometrics in 

mobile devices 

Positive perceptions of using fingerprint 

Observability of using biometrics in m-

government 

Positive perceptions of the security and 

privacy of biometrics in m-government 

Confidence to perform more m-government 

services by applying biometrics 

Increasing trust in conducting m-government 

services 

Willingness to pay more money to have 

biometrics in the mobile device 

Positive relationship between the experience 

of using biometric authentication and the 

preferred authentication method of m-

government. 

Positive relationship between the risk of 

disclosure of sensitive information and 

preference for the biometrics as authentication 

method 
Table 15: Axial codes 
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6.5 Selective Coding 

As mentioned in chapter four, selective coding can be identified as “the process of 

integrating and refining the theory” (Strauss and Corbin 1998, p.143). According to 

Strauss and Corbin (1990), the procedure of selective coding requires a selection of a 

focal core category which is the central phenomenon that has emerged from the axial 

codes and relating it to other categories in addition to validating those relationships. In 

this dissertation, the acceptance factors code is the core category as illustrated in 

Figure 14.  
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 Figure 14: Core category and relationships

The identification of the core category informs substantive theory that identifies the 

factors that influence the adoption of biometric authentication in m-government 

security. However, after becoming more familiar with the area and being well focused 

according to the suggestive categories, some of the categories were combined and 

incorporated with others, as outlined in Charmaz (2006).  

More specifically, system requirements and procedural issues were combined to be in 

the category of ‘system factors’, because they were all mentioned by the interviewees 

as part of the system factors. Similarly, the categories of organisation’s strategies, 

organisation’s services, organisation’s needs, and organisation’s perceptions were 
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combined to be ‘organisational factors’ as all of them related to the organisation and 

were mentioned as the organisation’s viewpoints. Moreover, the categories of users’ 

needs, users’ concerns, and users’ perceptions were combined to be ‘users’ factors’. 

Acceptance factors were also combined with contributory factors to be called 

‘enabling factors’ as all the factors in this category were mentioned as enabling 

factors that enable to achieve the successful adoption of biometric authentication in 

m-government security. 

It is noteworthy that the presented codes and categories in the above sections are the 

final set of the re-coding process. As suggested by (Miles and Huberman 1994), in 

order to ensure that codes and categories are applied consistently, it is significant for 

the researcher to verify all codes and categories that are assigned to the data. The 

benefit of re-coding process consisted of reconfirming and refining the codes and 

categories. Moreover, a comparison between newly and previously assigned codes 

and categories assisted us as well to check whether the codes and categories were 

reliable and truly represented the empirical data. The initial codes were mostly too 

close to the exact words of the data while the final codes provide more meaningful 

concepts. 

As evidenced from the data analysis, one concept that was frequently stressed by the 

participants was the idea of acceptance. It had been introduced as a category involving 

relative advantages, compatibility, ease of use, trialability, observability, trust, and 

privacy and had been promoted to the core category. This is, as known in grounded 

theory methodology because it linked up all other categories.  

Another important category is the category of contributory factors which include 

availability, awareness, legislation, economical aspects, as well as social and cultural 

aspects. During the data analysis, it is found that both acceptance factors and 

contributory factors are involved in promoting the adoption of biometric 

authentication in m-government security. 

Furthermore, the emerged categories show that organisational factors including 

organisation’s strategies, services, needs, and perceptions influenced by users’ factors 

which consist of users’ needs, concerns, and perceptions. At the same time, both 

organisational and users factors influence acceptance factors in different manners. For 

instance, applying biometric authentication along with a public key infrastructure 
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(PKI) in m-government services is an important need of service providers due to the 

security relative advantage of this combination between biometrics and the PKI. This 

application will also meet the users’ need of protection their personal and sensitive 

information through the use of m-government services. This, consequently, will 

positively influence the acceptance of biometrics in m-government security among 

both users and service providers.  

Similarly, system factors including system requirements and other related system 

issues such as the authentication responsibility and the registration at the website 

influence the acceptance factors and at the same time influenced by users and 

organisational factors. This is because the majority of the system requirements, for 

example, have basically emerged due to organisations’ and users’ needs and 

perceptions.  

It is also found that several challenges influence the adoption of biometric 

authentication in m-government security. These challenges include technical and 

other related challenges such as the registration and enrolment process and the lack of 

researches about the security and m-government in the Kingdom of Saudi Arabia. 

These challenges which directly influence the acceptance factors need to be 

considered before starting the implementation in order to enhance the acceptance 

factors as will be discussed in the following chapter. 

6.6 Conclusion 

This chapter presented the grounded theory data analysis for this dissertation. Data 

were analysed for the purpose of identifying the factors influencing the adoption of 

biometric authentication in m-government applications in Saudi Arabia. A total of 

fifteen interviews with service providers and network operators were included in the 

analysis, in addition to 311 questionnaires completed by mobile phone users. The 

process of coding was illustrated, using Strauss and Corbin’s (1990) approach of 

grounded theory, as well as the practice of identifying the core category with the 

relationships as part of developing the theoretical framework for the adoption of 

biometrics in m-government.  

In this chapter, a total of 115 open codes along with twelve categories were created. 

Figure 13 showed the emergent categories and the relationships between them, while 
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Table 56 listed the developed categories along with the open codes for each category. 

This chapter also highlighted the fact that acceptance factors including relative 

advantages, compatibility, ease of use, trialability, observability, trust, and privacy 

make up the core category, as illustrated in Figure 14. The identification of the core 

category, as well as other categories with their relationships, brought to light the 

factors influencing the adoption of biometric authentication in m-government 

security, which will be discussed in the following chapter. 
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CHAPTER SEVEN: FACTORS INFLUENCING THE 

ADOPTION OF BIOMETRIC AUTHENTICATION IN M-

GOVERNMENT 

7.1 Introduction  

In the previous chapter, grounded theory methodology involving detailed descriptions 

of the development of the categories was used to analyse the data. The core category 

and the relationships between the categories were also identified. This chapter is an 

extension of that work. It discusses the findings based on the analysed data and the 

categories that emerged from the open, axial, and selective coding. As they emerged 

from the data, these categories identified the factors influencing the adoption of 

biometrics in m-government security in Saudi Arabia; however, by identifying and 

discussing these factors, this chapter will answer the main research question: What are 

the factors influencing the adoption of biometric authentication in m-government 

security in the Kingdom of Saudi Arabia? 

Based on the grounded theory analysis, the categories that identify the factors 

influencing the adoption of biometric authentication were classified into “entities 

factors” and “enabling factors”. Entities factors are the primary entities involved in m-

government application (users, service providers, and network operators), and 

enabling factors are those which enable the achievement of a successful adoption. 

Both these factors, along with their sub-factors, influence the adoption of biometric 

authentication in m-government security. Adoption is also influenced by several 

challenges, some of them technical. Further discussion on these factors and how they 

represent what different participants meant by their views is provided in this chapter. 

Based on the discussion of these factors, a theoretical framework was developed and 

then compared with the existing theories and literature. This development and 

comparison will be outlined in the next chapter. 

7.2 Entities Factors 

Entities factors are derived from the main entities involved in m-government 

application. These entities are users, service providers and network operators as 
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organisational factors, and the system itself. Organisational factors consist of the 

strategies, services, needs, and perceptions of the network operators and service 

providers. Similarly, users’ factors include their needs, concerns, and perceptions, 

while system factors include certain requirements and other procedural issues. A 

discussion of these factors and how they influence the adoption of biometric 

authentication in m-government security is provided in the following sections. 

7.2.1 Organisational Factors 

This section covers the organisational factors derived from the analysis of empirical 

data. In general, organisational factors are non-technological issues that influence the 

adoption of biometric authentication in m-government security. During the analysis 

process, the identified organisational factors were classified into four categories: 

strategies, services, needs, and perceptions. These factors derived from government 

organisations as either service providers or mobile communication network operators. 

The following subsections describe these factors in more details. 

7.2.1.1 Organisations’ Strategies 
In this dissertation, organisations’ strategies refer to what approaches the organisation 

is taking towards the application of its vision. This factor addresses the strategies and 

concepts among service providers and network operators in Saudi Arabia which 

influence the adoption of biometric authentication in m-government. One of the most 

important strategies among the interviewed organisations was to provide secure 

services. This strategy positively influences the adoption of biometrics since it reflects 

on the need of providing an advanced authentication system for introduced services. 

One of the interviewed organisations is Al-Elm Information Security Company, a 

government-owned company that aims to provide government organisations with 

secure e-services and create a link between the public and private sectors. The main 

goal of this company is to provide secure services, as mentioned by one of the 

managers in this company. However, this manager stated, “we still need an advanced 

authentication method, especially for future services”. Another plan towards 

providing secure services can be found through the strategy of the Ministry of Interior 

(MOI) where one of its managers said, “we have started to provide citizens with a 

new ID card which is a smart card that includes biometric features as well as a 
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digital certificate, but we are still looking for the best use of this smart ID card for 

such e-services”. 

Organisations’ strategies indicate their intention to improve e-services. One manager 

stated that, “as we are trying to provide more e-services, we are going to use a smart 

card to add more security”. The same participant says, “I think there will be a need 

for it [biometric authentication] in the future”. 

However, improvement of e-government applications is another strategy followed by 

the Saudi e-government program Yesser. According to the interviewed participants 

from Yesser, this strategy is achieved by encouraging any government agencies to 

provide e-government services and providing them with the required support for 

professional consultations and management for e-services. Relating to this strategy, 

one participant said “Yesser introduced YEFI which is a unified framework to 

implement e-government. It includes cross-governmental specifications and policies. 

It covers the selection and validation of technical standards for interconnection, data 

integration, content management, metadata, e-services access and security”. 

As discussed in chapter two, the Yesser program was set to play a crucial role in 

supporting and enabling the implementation of e-government applications. The 

program addresses several issues including e-government regulations, mission, vision, 

and action plans for e-government objectives in Saudi Arabia.  In reality, however, 

only a few organisations follow the strategies of Yesser, though this might be because 

of the role of Yesser only as an encourager, and cannot force an organisation to do so.  

While the strategies of government organisations concentrate on the development of 

e-services and providing the required level of security and authentication, mobile 

network operators give more attention to increasing their business. Most of 

interviewed participants among network operators mentioned the link between their 

plan and its business advantages. Regarding a question about introducing biometric 

authentication in mobile devices, one manager, for example, reported, “I do not think 

we need that except if it will affect positively to get more subscribers and more 

government services for our company”. 

An analysis of the participants’ responses about the organisation’s strategies indicates 

a lacking in their strategies, especially with regard to future plans. Consequently, this 

issue might affect the adoption of such biometric authentication in m-government 
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security. A related affect can be noticed through weaknesses in current procedures, as 

will be discussed in section 7.2.3. On the other hand, several comments by 

participants reflect a consideration in their strategies for applying an advanced level of 

authentication in electronic and mobile services.  

Organisation’s strategies can help to achieve successful adoption and implementation 

of biometric authentication for m-government services. Therefore, visions for 

implementing such biometrics in m-government services should be linked with 

organisations' strategies since this authentication system should take several steps to 

be adopted. A detailed supporting program should be determined once the 

organisation’s strategy is formulated, in order to implement it and achieve its goals, as 

well as help to basically address the implementation issues. Accordingly, a focused 

vision and strategy must be clearly identified.  

7.2.1.2 Organisations’ Services 
Organisations provide citizens with various types of electronic and mobile services. 

These provided services require different levels of security and authentication. For 

instance, while passport renewal requires a high level of authentication, some enquiry 

services such as traffic fines enquiries do not require such an advanced level of 

authentication. Hence, the role of an organisations’ services factor into the adoption of 

biometric authentication in m-government; this is more visible with advanced m-

services. More specifically, the advanced services that require high levels of security 

will positively influence the adoption of biometrics as a more reliable authentication 

system. 

Currently, the majority of Saudi government organisations deliver push messages as 

well as enquiry services to citizens, and they are working to provide more services. 

For example, one of interviewed participants said, “we still need an advanced 

authentication method, especially for future services”. 

Furthermore, the Saudi e-government program Yesser introduced several G2G 

services in order to encourage government organisations to provide more e-services. 

While Yesser provides government agencies with required consultations about e-

government services by the Yesser Consultancy Group (YCG), it also provides them 

with the Government Secure Network (GSN) service to provide required 

communication available on a secure network. It further introduced the Government 
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Service Bus (GSB) service that provides the required connection between government 

agencies at the application level instead of letting each government agency connect 

with others separately. With this great attention to enhancing e-government services, 

one participant from Yesser indicates of Yesser’s ability to offer services to 

authenticate e-government users: “Yesser will take the responsibility to authenticate 

all users for the first time [they use them] and authorise them to access any e-

government services with their username and password, which they did when they 

registered at the National e-Government Portal”. Another member of Yesser explains 

the procedure of this authentication process by saying, “For all services, the user has 

to come [in person] to be authenticated for the first time. In the future, we hope to get 

this done electronically and we prefer biometrics, but the problem is that we do not 

have a complete system or database that can help us to achieve such an 

authentication method”. 
The delivery of electronic and mobile services forces organisations to give more 

consideration to security and privacy issues, in order to protect their data in addition 

to users’ data. Accordingly and as mentioned in 7.2.1.1, the Al-Elm company was 

established to provide government organisations with secure e-services. A manager in 

this company said, “a new vision of Al-Elm Information Security Company has been 

launched in 2002 in order to establish a national system for secure e-services and it 

has permission from the government to do so as well as the rights to use the citizens’ 

information to provide e-services”. 

While government organisations are looking to provide secure services, mobile 

network operators are looking to provide secure network access. An interviewed 

manager at the STC company stated, “The company is responsible to provide a secure 

network”. As a result, the call for providing more services in a secure manner would 

positively influence the adoption of biometric authentication in m-government 

applications, which would be more apparent through perceptions in favour of the need 

for advanced authentication system. 

7.2.1.3 Organisation’s Needs  
This factor represents the needs of both government organisations and mobile network 

companies regarding the authentication of m-government security in Saudi Arabia. 

Indeed, the influence of this factor on adopting biometric authentication in m-
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government becomes more apparent through the discussion of the main organisation’s 

needs. 

7.2.1.3.1 Advanced Authentication Systems 

Most of the participants indicate their need for an advanced authentication system in 

m-services. From a service provider’s point of view, reliable and enhanced 

authentication systems are essential requirements for providing advanced levels of 

services either via the Internet or mobile devices. While the current authentication 

system of available services is based on the use of PINs and passwords, all the 

surveyed government organisations expressed their need for advanced authentication 

approaches, especially for the future services they intend to provide. Interviewee 

responses were quite similar in answering a question about whether they think there is 

a need for advanced authentication systems or not. A manager in the Yesser program 

said, “Yes there is a need and we are trying to meet this need”, and managers for 

MOI agreed, saying, “Yes, especially with the future e-services”. Moreover, a 

manager from Al-Elm Company asserted that, “yes, we still need an advanced 

authentication method, especially for future services”.  

As a result of the need for advanced authentication systems, most of the participants 

among service providers responded positively regarding the application of biometrics 

in m-government. One interviewed participant reported, “It [biometric 

authentication] will provide a great help to solve a lot of security issues”. 

7.2.1.3.2 Applying Biometrics Once during Registration 

Many interview participants from the service providers’ organisations indicate the 

need for applying biometrics as an authentication method at the start of the initial 

registration process. From their point of view, when users registered through the 

portal and got a username and password, they should go to an authentication centre to 

authenticate them using their biometrics, then authorise them to conduct e-services. 

Participants think that this is an important requirement at this stage of e-government 

implementation, and it is more applicable currently than applying biometric 

authentication every time someone accesses e-government services. They also 

mentioned, however, that there is a need for all kinds of e-government services, not 

just for m-government applications. For instance, one participant from Al-Elm 

Company said, “The most important thing is the first authentication at the 
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registration stage where we really prefer biometrics, but we need a database to match 

them, not just read them”, while another participant asserted that, “I recommend that 

we need it for one time in the registration stage for all services”. Regarding the 

authentication process, a participant from Yesser said, “For all services, the user has 

to come [in person] to be authenticated for the first time. In the future, we hope to get 

this done electronically and we prefer biometrics”. The same participant also said, “I 

strongly suggest applying biometrics and to take it only in the registration process to 

authenticate the user with the MOI, and then give the user a PIN or password to use 

the m-services as they are already accurately authenticated”, and continued by 

saying, “We have one idea that is to ask users to get their fingerprints when they go to 

the registration point if we have not received it from the MOI in order to apply it, 

especially for specific applications which require high level security”. 

While it is important, however, to authenticate users at initial registration, there is still 

a need for advanced authentication to access m-services, especially for some services 

that need a high level of security. Authenticating users at the beginning does not 

provide the required authentication when conducting service that will be still done 

with a username and password. Although this is much easier to apply and will 

minimise security issues in the registration process, it will not minimise security 

issues during access in the future. Despite this, applying biometrics as a first step 

during the registration processes would help its adoption for advanced m-services. 

7.2.1.3.3 Applying Biometrics with a Smart Card 

A further need for organisations is to apply biometric authentication with a smart 

card.  A majority of the participants need biometrics to be implemented in the smart 

card rather than the device itself. The surveyed organisations are looking to apply 

biometrics in all e-services by providing users with a USB token containing their 

biometrics as an authentication method. They believe, however, that introducing 

biometrics in mobile devices is more suitable than a USB token. A manager in the 

National Centre for Digital Certificate (NCDC) mentioned that, “If the biometrics are 

introduced in the user’s device, I think it will be more suitable and healthier 

compared with general devices in public places. Moreover, it will be more accurate 

when applied in the USB token or the smart card”. He also asserted that, “If you get a 

solution that can integrate biometrics along with PKI in a USB token or the smart 

card of the mobile device, we will go directly with it as it will provide more value to 
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the use of the PKI”. Similarly, a manger in the National Information Centre reported, 

“We think that the best is to apply biometrics along with the smart card to provide a 

more secure method for the authentication”. Furthermore, this is consistent with the 

network providers’ perspectives, where one the interviewees said, “I think it will be 

more effective if it stored in the SIM card”, while another participant agreed with this 

issue by saying, “In the SIM card to be as an alternative of the SIM card’s number 

which we use now to authenticate the SIM”. 

Therefore, introducing biometrics into the SIM card of mobile devices may be the 

most appropriate solution. In this case, biometric verification can take place when the 

users want to log in to their mobile device, and when they want to perform a 

government service. Moreover, this solution will help mobile network operators to 

accurately authenticate the user of the SIM card, which is not currently available, and 

will positively relate to the adoption of biometrics systems in m-government 

applications.  

7.2.1.3.4 Applying Biometrics in some M-Government Applications 

Most of the respondents mentioned that applying biometrics for some m-government 

applications that need a high level of security is a fundamental factor influencing the 

adoption of biometrics in m-government. This is because applying biometrics in each 

m-service would negatively influence its application, as this will affect the balance 

between usability and security. A participant from MOI said, “You can divide the 

services up into three levels and just apply biometrics for the services that need high 

level of security”, while a manager at Al-Elm Company stated, “I think it is also very 

useful for particular services that need reliable authentication methods each time that 

someone requires this kind of service”. Some participants indicate some concerns 

about applying biometrics in m-government services, such as consumer acceptance 

and ease of use. For example, one mentioned that, “If biometrics have been applied 

for each m-government service, I do not think people will accept”, while another 

manger said, “I think it is too much to ask the user to enter their fingerprint for each 

service”. Moreover, participants from network operators agreed that biometrics 

should be applied for some applications. For instance, one manager from STC said, “I 

think there is a need for the military applications to really authenticate the person 

who I am talking with. So, I think it will help for some applications”. 
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Therefore, it can be noted that these factors have a great influence on the adoption of 

biometric authentication for m-government applications. While some m-government 

services do not need a high level of security, a main benefit from biometrics is an ability 

to provide high levels of security. The targeted services of m-government applications 

approached in this dissertation, however, are the advanced services that require reliable 

user authentication systems. 

7.2.1.3.5 Need to Get People’s Biometrics 

The need to get people’s biometrics is one of the most important factors, as asserted 

by most of the participants, that influence the adoption of biometric authentication for 

m-government applications. It is a major issue facing organisations. The investigated 

organisations confirmed their need to get people’s biometrics in order to successfully 

adopt biometric authentication in m-government. One participant from Yesser said 

about applying biometrics in m-government: “It is a great idea and Yesser gives 

careful consideration for this and is thinking about it, but we currently do not use it 

because we do not have the users’ biometrics”. Another participant from the National 

Information Centre stated, “For the best use of biometric authentication, the 

government needs to enrol all citizens’ biometric as well as those of residents”. 

Moreover, one of the interviewed mangers at Al-Elm Company indicated that, “There 

should be a comprehensive strategy that involves all government sectors to get 

people’s biometrics in order to get the valuable advantages from its database”.  

It is noteworthy, however, that the investigated organisations are looking to get 

people’s biometrics from the MOI, which has started to get people’s fingerprints when 

they renew their ID cards and is, as stated by one of the participants, “The best place 

that has the right to get and store people’s biometrics is the MOI, so we prefer to get 

it from them”. A manager for Yesser asserted about the application of biometrics: “It 

is a great idea and of course will provide a high level of user authentication. And 

actually we started discussions with the Ministry of Interior (MOI) to get citizens’ 

biometrics as they are now on the new ID card, but there is no complete database 

now”. He continued by saying, “The important thing now is to get a complete 

database of people’s biometrics from the MOI”.  

Therefore, it appears that getting a complete database of people’s biometrics 

significantly influences the adoption of biometrics for m-government. Issues of 

privacy, enrolment, and the registration process, as well as database management, 
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might be the reason that makes organisations prefer to get people’s biometrics from 

the MOI. This option of getting people’s biometric form the MOI will enhance users’ 

privacy and the protection of biometric information; it would also be the most 

appropriate way to easily adopt biometrics in m-government since the MOI has 

already started to get people’s biometrics.  

7.2.1.4 Organisations’ Perceptions 
 This factor includes organisations’ perceptions towards the adoption of biometric 

authentication in m-government security in Saudi Arabia. The main perceptions and 

how they relate to the adoption of biometric systems in m-government are provided in 

subsequent paragraphs.  

Based on the findings, it appears that participants’ perceptions towards the need for 

biometric authentication in m-government applications reflects their perceptions of 

the importance of security. An example of such perceptions can be seen where one of 

the participants confirmed, “We now have some advanced e-services that require 

higher levels of authentication”, and another one that indicated, “A main goal of Al-

Elm is to provide secure e-services”. 

Besides that, there are positive perceptions among service providers and network 

operators towards applying biometrics to mobile devices. A manager from the 

National Centre for Digital Certificate (NCDC) asserted that, “If the biometrics are 

introduced in the user’s device, I think it will be more suitable and healthier”, and 

two managers of the network operators Mobily and STC expressed the same 

perceptions, saying, “It will help to accurately authenticate the subscriber”. These 

positive perceptions led to the majority of participants having positive perceptions 

towards applying biometric authentication in m-government services. For example, a 

manager in the MOI indicated that, in regard to applying biometrics in m-government, 

“It will provide a great help to solve a lot of security issues”, while another manager 

in Yesser said, “It is the best way for user authentication”. Another participant from 

Al-Elm Company replied, “It is a reliable authentication method, so it will provide a 

great solution for the authentication issues”. Although realising the advantages of 

biometric authentication might be a reason influencing their perceptions, the 

weaknesses of other authentication methods can be another reason, leading to positive 

perceptions on biometrics. For example, one of the participants said, “We used secret 

questions, but we got several problems with it as people forget them”. The advantage 

 Thamer Alhussain     Page 138 



Chapter 7: Factors Influencing the Adoption of Biometrics in M-Government 

of using biometric authentication, along with the weaknesses in other authentication 

methods, increased positive perceptions regarding the use of biometrics in m-

government, positively reflecting on its adoption. 

There are some negative perceptions among participants towards applying biometric 

authentication for each m-government service, however. One subject asserted, “It may 

be inconvenient if it has been applied with each access to e-services”. As discussed in 

section 7.2.1.3.4, this is consistent with the scope of this dissertation  

Regarding a particular type of biometrics, the majority of respondents have positive 

perceptions toward fingerprinting. One participant indicated that, “Fingerprint is 

more usable and acceptable by people and familiar compared with other kinds”, 

while another participant only said, “Fingerprint is better”. As a result, the adoption 

of biometrics in m-government would be influenced by the type of biometric applied.  

Although a number of participants have positive perceptions about the security of iris 

scans, with one saying, “Provide very high accuracy”, they do not prefer it because of 

usability issues. A participant from Yesser clarified that, “I do not prefer iris 

scans...the users try more than once in order to successfully match their recorded 

iris”. This would be because the iris is usually covered by the eyelids, and can 

sometimes be difficult to obtain clear results in this case (Dobe et al. 2004).  

Moreover, a number of service providers, especially those who are involved in the 

Yesser program, prefer to apply a Public Key Infrastructure (PKI) along with 

biometric authentication for m-government services. One of the interviewed managers 

said, “It will provide more value to the use of the PKI”. Hence, providing them with 

this solution will positively influence the adoption of biometrics in m-government; the 

same manager confirmed that, “If you get a solution that can integrate biometrics 

along with PKI in a USB token or the smart card of the mobile device, we will go 

directly with it”.  

Surveyed organisations still have concerns about the registration and enrolment 

processes of biometrics, however. They indicated the difficulty of the registration 

process. One of the interviewed participants said, “The registration is really a big 

issue”, and another one pointed out that, “The enrolment process takes time and 

effort”. Management and arrangement aspects of the registration and enrolment 

processes for people’s biometrics would be the reason behind their concerns. 
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Therefore, consideration needs to be given to the registration and enrolment process, 

as this would influence the adoption of biometric authentication in m-government 

security. Since government organisations prefer to get biometrics for the Ministry of 

Interior (MOI), however, this will solve the enrolment issues for other organisations 

but will add more responsibility for MOI, which needs to give this process careful 

consideration. 

Hence, organisations’ perceptions need to be taken into account while applying 

biometric authentication in m-government security in order to successfully adopt the 

system. The more organisations are perceived to have application of biometric 

authentication systems in m-government security policies consistent with their 

perceptions, the more likely they were to adopt it.  

7.2.2 Users’ Factors 

One of the main entities involved in m-government application is mobile phone users. 

According to Wayman et al. (2005), users are the key component in biometric 

authentication; they are more than mere entities interacting with biometrics systems.  

The results of this dissertation show that users’ factors, including their needs, 

concerns, and perceptions, influence the adoption of biometric authentication in m-

government security. This can be recognized through the following sections. It should 

be noted that users’ factors are based on the questionnaire results mentioned in 

chapter five. 

7.2.2.1 Users’ Needs 
This factor represents the needs of mobile communication users in Saudi Arabia 

regarding the security of m-government and the application of biometric 

authentication. The following sections highlight the major users’ needs that would 

influence the adoption of biometric authentication in m-government applications.  

7.2.2.1.1 Need for Information Protection 

The results in this dissertation indicate that a majority of the participants indicated that 

they require a high level of privacy protection for the information in their mobile 

device. More specifically, about 47% of the respondents asserted that they required a 

high level of protection, and 37% required moderate protection. Approximately 11% 
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required a low level of protection, and only 3.6% of the participants indicated no need 

for protection.  

At the same time, 57% of the participants placed biometric authentication as the most 

preferred authentication method for protecting the important information in their 

mobile device. Accordingly, further investigation was done to explore whether the 

choice of authentication method is related to the relative level of importance of 

information stored on a mobile device. Approximately 64.5% for the participants from 

this perspective thought that their information was of high importance and preferred 

biometric authentication for their mobile device, while only 33.3% preferred a PIN or 

password. The percentage of the participants who thought their information was of 

moderate importance and preferred biometric authentication in their mobile device 

was 60.6%, while 38.7% preferred a PIN or password. The percentage of the 

participants who thought their information was of low importance and preferred 

biometric authentication in their mobile device was 38.7%, while 56.5% preferred a 

PIN or password. 

While a large majority - 86% - of the respondents agreed that biometric authentication 

will meet their need to protect sensitive information on their mobile device, however, 

there is a difference of opinion whether biometrics would protect sensitive 

information on a mobile device, based on differing levels of importance attached to 

information stored on a mobile device. About 89.1% of participants thought that their 

information was of high importance and that biometrics would meet their need for 

security, while 9.8% thought that it would not meet their need. 88.7% of the 

participants thought that their information was of moderate importance and that 

biometrics would meet their need for security, while those who thought it would not 

meet their need was 7.1%. The percentage of participants who thought their 

information was of low importance and that biometrics would meet their need for 

security was 83.9%, while those who thought it would not meet their need was 14.5%. 

The percentage of the participants who thought their information was of no 

importance and thought that biometrics would meet their need for security was 60%, 

while no participants thought that it would not meet their need. 

Another perception that might be linked to the requirement for information protection 

by participants is the risk of disclosure of sensitive information. 44% of respondents 
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who had lost their mobile devices were at risk of disclosure of their sensitive or 

personal information.  

Further interpretation of participants’ desire to protect their information on mobile 

devices can be drawn from their responses, whereas 78% of the participants agreed 

that having biometric scanning features on their mobile devices would let them store 

more private information in their devices. A further significant issue that may relate to 

the required protection level is that about 45% of the surveyed mobile phone users 

agreed that their mobile phone was used by someone in an unwanted manner. 

The results also demonstrate that the majority (84%) of mobile phone users taking 

part in the survey stated that they are willing to pay more money to have a biometric 

authentication in their mobile devices, which might further be expressed in their 

demand for information protection. 

In summary, mobile phone users require an advanced level of privacy protection for 

information stored on their mobile device; and biometric authentication can meet the 

need for protection for a majority of users. It appears that this growing need would 

significantly relate to the adoption of biometric authentication in m-government 

security. 

7.2.2.1.2 Availability of M-Government Services 

According to a 2010 report conducted by the Communications and Information 

Technology Commission in Saudi Arabia, the total number of mobile subscriptions is 

47 million, with average annual growth rate for the last eight years around 43%, 

which makes Saudi Arabia’s overall growth rate of 172% higher than the world 

average of 67%, developing countries’ average of 57%, and developed countries’ 

average of 114%. When compared to its 11 million Internet users, mobile phone users 

are increasingly looking to conduct government services via their mobile devices, 

especially since mobile communication networks cover almost all parts of Saudi 

Arabia. 

The survey results clearly indicate that the highest percentage (52%) of participants 

listed service availability reasons for not conducting government service transactions 

on a mobile device. On the other hand, a majority (83.3%) of respondents are willing 

to use their mobile devices to get government services. This result might be 

understood in terms of the perceived benefits of conducting m-government 
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applications, especially with the advantage of using mobile devices easily, anywhere 

and at any time.  

The results further demonstrate that the highest percentage (50%) of mobile phone 

users taking part in the survey indicated ‘Services including payment’ as a kind of 

service they want to get from the government via their mobile devices, and 25% of 

them stated ‘any service not involving a payment’, while only about 19% want 

information inquiries only.  

Accordingly, the availability of m-government services plays a significant role in the 

adoption of m-government applications and, therefore, the use of biometrics in 

services with biometric authentication will give users the confidence to perform more 

m-government services. 

7.2.2.1.3 Applying Biometrics to M-Government Services 

This factor illustrates users’ need for applying biometric authentication to m-

government applications. Although the previous discussion in section 7.2.2.1.1 

indicates that mobile phone users need advanced authentication systems for privacy 

protection on their mobile devices, only about 35% of the participants clearly 

indicated biometrics as the preferred method of authentication for m-government 

services. The highest percentage (90.7%) of the participants, however, indicated that 

the use of biometric authentication in m-government will give them the confidence to 

perform more m-government services. 

Furthermore, the results show that 89% of the respondents perceived that the use of 

biometric authentication in m-government will increase their trust in conducting m-

government services. An analysis of the results shows that of the participants who 

gave security reasons for not conducting government service transactions on a mobile 

device, 82.6% said that biometric authentication would increase their trust in these 

transactions, while 17.4% said that biometric authentication would not. The results 

further reveal that, of the participants who cited a lack of trust as a reason for not 

conducting government service transactions on a mobile device, 86% said that 

biometric authentication would increase their trust in these transactions, while only 

14% said that biometric authentication would not. 

It should be noted that a majority (52%) of the participants preferred to apply 

biometrics to both log onto mobile devices and gain government service access, while 
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the second preference (30%) was ‘Only to gain the service access’, and only 14% 

liked to use it ‘Only to log onto the mobile device’. Additionally, 89% of the surveyed 

mobile phone users said that they would accept the use of biometric authentication in 

m-government services when it is applied, and 64% of the participants perceived that 

security is the main advantage that let them accept the use of biometrics in m-

government services. 

It is clear, then, that the need for applying biometric authentication in m-government 

applications would positively influence the adoption of biometrics in m-government 

security; this is noticeable, with 89% of the participants said that they would agree to 

use it.  

7.2.2.1.4 Availability of Other Methods When Applying Biometrics to M-
Government  

An important factor that would influence the acceptance and adoption of biometric 

authentication in m-government security is not to apply it while other methods of 

conducting government services, such as face-to-face communication, are 

unavailable. The results of the survey demonstrate that 76% of people taking part in 

the survey preferred other methods of conducting government services be available if 

biometrics are applied. 

Approximately 64% of participants indicated that they usually perform government 

transactions face-to-face; making the use of biometrics in m-government services the 

only way to conduct government services would have a negative impact on users. 

Gradually applying biometrics to m-government until people get its value, however, is 

the most appropriate way to adopt it, especially with 54% of the participants agreeing 

that biometrics applied to m-government services and being used by other people 

would encourage them to use it as well. 

7.2.2.2 Users’ Concerns 
This section discusses users’ concerns that influence the adoption of biometric 

authentication in m-government security.  

The results of this dissertation reveal some concerns among mobile phone users, 

especially females, regarding the disclosure of sensitive information. More 

specifically, 44% of respondents who had lost their mobile devices were in an at-risk 

situation for disclosure of their sensitive or personal information. 
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The results also show a positive relationship between users’ concerns about mobile 

device security and the preference for using biometric authentication in m-

government security. In particular, the results show that there is a difference between 

participants in preferred authentication methods related to the risk of disclosure of 

their sensitive or personal information when their mobile devices have been lost. 

51.5% of participants were not concerned about risk of disclosure and preferred to use 

a PIN or password when conducting a government service transaction via a mobile 

device. Conversely, 25% of the participants who were not concerned about the risk of 

disclosure preferred the biometric method to be the authentication method for m-

government services. 39.2% of the participants were concerned about the risk of 

disclosure of sensitive information, however, and preferred to use a PIN or password 

as the authentication method, while 47.1% of the participants who were concerned 

about risk of disclosure of sensitive information preferred the biometric method for 

authentication. It can be concluded that participants concerned about the risk of 

disclosure of sensitive information had a high percentage in preferring the biometric 

method for authentication. There is, therefore, a positive relationship between the risk 

of disclosure of sensitive information and the preference for the biometric method as 

an authentication method. 

Another important concern that may positively influence the adoption of biometric 

authentication in m-government security is the concern about the use of mobile 

devices by someone else. 45% of participants stated that their mobile devices have 

been used by someone in an unwelcome manner; introducing biometrics to mobile 

devices would help them protect their devices from unwanted or unauthorised use.  

The results further demonstrate that a minority (26%) of participants are not 

conducting m-government services because of trust issues; however, 86% of those 

participants said that biometric authentication would increase their trust for 

performing government transactions via their mobile devices. 

It can be noted that some participants have concerns regarding the usability of 

biometrics. They worry that it might be difficult to use, and that it may prevent them 

from lending their mobile devices to their family or friends. 51% of respondents have 

loaned the PIN or password to their mobile devices to somebody else. Such concerns 

need to be considered in order for biometric authentication systems to be adopted in 

m-government security.  
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7.2.2.3 Users’ Perceptions 
The third factor among users’ factors is their perceptions. Based on the data analysis 

in chapter five, this section discusses mobile communication users’ perceptions 

regarding the adoption of biometric authentication in m-government applications. 

7.2.2.3.1 Latest Technological Features  

The results indicate that the latest technological features were the most important 

issues considered by participants (73%) when buying a mobile device. This would be 

linked to another result where 84% of respondents stated that they are willing to pay 

more to have a biometric feature on their mobile devices.  

Therefore, users’ perceptions for looking at having the latest technological features in 

their mobile device would have a positive effect on purchasing mobile devices with 

biometric attachments which, consequently, would positively influence their adoption 

of biometrics in m-government services. 

7.2.2.3.2 Willingness of Conducting M-Government Services 

The survey findings show that 83% of participants say that they are willing to use 

their mobile phones to get more government services. 50% of the respondents, 

however, would like to get any government services including payment via their 

mobile devices, while 27% preferred any service not involving payment and only 19% 

of the participants want to only get information inquiry through their mobile phones.  

With the willingness to get more m-government services, the need for advanced 

authentication systems such as biometrics is becoming more important for users and 

the government, for the protection of data and services.  

7.2.2.3.3 Perceptions of Using Biometrics in M-Government 

The majority of mobile phone users taking part in the survey shows positive 

perceptions toward the use of biometric authentication. Specifically, 57% of 

participants asserted that biometrics is the most preferred authentication method for 

their mobile devices’ information security. Furthermore, 89% of the participants 

perceived that the implementation of biometrics in m-government will increase their 

trust in conducting such services. Another positive perception can be seen, where 

about 90% of the participants stated that applying biometric authentication to m-

government will provide them with the confidence to perform more government 

services via their mobile devices. Moreover, a very high percentage (89%) of the 
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respondents stated that they would accept the use of biometric authentication for m-

government services when it is applied. 

The positive perceptions among participants regarding the use of biometrics is related 

to the relative advantages that biometric authentication would have. In particular, 

information security was mentioned by 64% of participants as the biggest advantage 

that may let them accept the use of biometrics in m-government services. Saving time 

was also indicated by 49% of participants as one advantage, while 44% chose the 

privacy advantage, and the ease of use of biometrics was mentioned by 30% of 

respondents as an advantage that may let them accept the use of biometrics in m-

government. 

It should be noted that the majority of participants asserted that a fingerprint scan is 

the most preferred type of biometrics for their mobile devices, while 27% preferred 

the use of iris recognition and a small percentage of participants preferred other types 

of biometrics, including voice recognition and signature analysis.  

7.2.3 System Factors 

While the last two main sections discussed organisational and users’ factors, this 

section will discuss system factors that may influence the adoption of biometric 

authentication in m-government security. The following sub-sections in this 

dissertation will focus on the discussion of the main system requirements and 

procedural issues that would influence the adoption of biometrics in m-government 

security in Saudi Arabia. 

7.2.3.1 System Requirements 
Based on the analysis of interviews and survey used for this dissertation, several 

requirements related to the system itself were stressed by participants.  

7.2.3.1.1 More Integration and Connection between Government Agencies 

The results show that many participants confirmed that more integration and 

connection between government agencies needs to be addressed to successfully adopt 

biometric systems in m-government. An MOI manager stated that, “There should be a 

comprehensive strategy that involves all government sectors to get people’s 

biometrics in order to get the valuable advantages from its database”. Although the 

Yesser program currently plays an integral role by providing such connections 
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between government agencies through the GSB, more integration and connection is 

needed. In particular, a majority of service provider participants indicated their need 

to get people’s biometrics from the Ministry of Interior; more cooperation, especially 

from the MOI toward other government organisations, is a significant factor that will 

help facilitate the adoption of biometric authentication in m-government services. 

7.2.3.1.2 Balance between Security and Usability 

Findings of this dissertation reveal that a balance between security and usability is 

required when attempting to adopt biometric applications into m-government. One 

interviewee said, “You have to balance between the ease of use and the level of 

security”. Another participant from Yesser clarified that, “There should be a balance 

between security and usability. I think it is too much to ask the user to enter their 

fingerprint for each service”. One MOI manager, however, stated that, “I think that 

when you provide a high level of security, this may affect functionality so there should 

be a balance between them”. Therefore, it is important to take into account the 

balance between security and usability. For example, the implementation of biometric 

systems in m-government should consider that applying biometric authentication to 

each m-government service will not be as effective as applying it to a few advanced 

services that require a high level of security. As mentioned by one participant, “It may 

be inconvenient if it has been applied with each access to e-services”. 

 

7.2.3.1.3 Efficiency and Availability 

Efficiency and availability of the biometric authentication system in m-government is 

one of the requirements that influence the adoption of biometrics in m-government 

services. An MOI manager asserted that the biometric system “has to be efficient and 

available”.  

System efficiency can be reached by ensuring that the system meets all requirements 

and provides the required functions for users and service providers. One mobile 

network IT manager said that one of the main requirements for service providers and 

users is “Making the network available”, and another one said, “Network access is 

the main requirement”. Furthermore, the availability of mobile devices with biometric 

attachments is also a core requirement for biometric systems in m-government. A 

participant from the NIC stated that, “We need the biometric sensors integrated in the 
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user’s smart card”. Although mobile communications networks cover almost all of 

Saudi Arabia, the availability of mobile devices with biometric attachments needs to 

be considered. However, as mentioned in chapter three, a number of manufacturers 

like AuthenTec and Motorola have started to integrate biometric features into mobile 

devices; we should take advantage of these manufactures to provide such devices in 

Saudi Arabia. 

7.2.3.1.4 Applying Biometrics Along with ID Number 

It appears that applying biometric data along with an ID number is required in order to 

easily compare data input with the biometric data stored in the database. One 

participant from Yesser emphasised this issue by clearly saying, “This should be done 

along with an ID code or any number, which does not have to be secure, in order to 

link the biometric capture with this number to make the comparison easier and faster 

instead of comparing the user biometric with the whole database of the country, 

which will take time”. Therefore, applying biometric authentication along with an ID 

number for comparison would positively influence its adoption in m-government 

services.  

7.2.3.1.5 Minimising Fraud 

One of the main objectives of applying biometric authentication systems to m-

government applications is to minimise security fraud. As mentioned by one of the 

participants, “Fraud exists in every method, even with the normal face-to-face 

approach, but we are trying to minimise the fraud as much as we can”; the 

implementation of biometric systems needs to consider all possible methods of fraud 

that may affect the system and its adoption by m-government. For example, the initial 

authentication responsibility of the first-time user during an enrolment process, would 

help eliminate instances of fraud in subsequent uses of the system.  

7.2.3.1.6 Two Factors of Authentication  

It is noteworthy that some participants among service providers perceived that it is 

important to apply another authentication factor along with biometric authentication. 

For instance, a manger in the MOI said that, “I think that the applications that require 

strong authentication should apply biometrics as well as another authentication type 

to be based on two kinds of authentication”, while another participant suggested 
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applying biometrics “Along with another authentication methods like a PIN or 

password to have two types of authentication”. 

From an analysis of the findings, however, it appears that it is better to apply 

biometric authentication along with the PKI, since this will help to provide end-to-end 

security; there are current plans in Saudi Arabia to apply the PKI to e-services. An 

NCDC manager confirmed that, “The PKI is over-running the operational process of 

our centre which is ready to issue digital signatures, and we are now in the pilot 

phase”. He continued, regarding the implementation procedure: “Each user will have 

a username and password as well as a digital certificate. PKI will be applied to the e-

government services, and each user will have a USB token that contains a digital 

certificate”. The same manger stated, however, that “If you get a solution that can 

integrate biometrics along with PKI in a USB token or the smart card of the mobile 

device, we will go directly with it as it will provide more value to the use of the PKI”. 

Consequently, realising the importance of providing more reliable and advanced 

secure methods for such m-government services would be a reason behind the 

demand to apply biometric authentication along with another authentication factor, 

especially a PKI. This issue is consistent with the proposed suggestion in this 

dissertation in chapter three regarding the authentication mechanism for biometrics in 

m-government, which advise that the authentication should be done through a PKI 

hierarchy and Certification Authorities (CA). As a result, the biometric system in m-

government should take into account the integration of a PKI, since it will provide 

government organisations with more confidence to deliver more advanced m-services. 

More details regarding this integration will be provided in the next chapter. 

7.2.3.2 Procedural Issues 
The results of this dissertation demonstrated that there is a lack of consistency in 

authentication with current e-services procedures. One of the current authentication 

methods in e-services as mentioned by some participants, is “By sending an SMS that 

contains the ID and the service code; then the MOI sends this information to the 

telecommunications company to authenticate the user by his mobile number”. 

Another method is “By using bank authentication. The bank that has the mobile 

number of its clients sends an SMS to register in the m-service, especially the MOI 

services”. In reality, these methods are rarely used since the majority of users do not 

know about them, and only a few mobile and electronic services are currently 
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provided, and are general enquiry services only. A current MOI plan for future 

advanced e-services, however, is to provide users with a password-protected USB 

token containing a digital PKI-based certificate. This is will be done as follows: 

1. A user who previously registered at the MOI Portal and has a username and 

password needs to go to an authentication centre for authentication and 

authorisation to conduct advanced e-services; these centres will be provided 

around the city. 

2. The user will be given a password-protected smart card containing a PKI-

based digital certificate that will provide a private key when the smart card is 

inserted into a PC. 

3. The user will be able to access to the smart card by logging onto the Portal 

with their username and password, and will receive a password via mobile 

device to conduct an e-service. 

While the long processes and many requirements may negatively influence adoption, 

all these authentication methods depend on the use of a PIN or password. One manger 

asserted that, “The current authentication method is based on the regular use of a PIN 

and password. It does not have any advanced authentication”. In contrast, a majority 

of participants expressed their need for advanced authentication methods. 

One of the procedural issues of current methods is authentication responsibility. 

Yesser will take responsibility of authenticating all e-services users for first-time 

authentication; however, one Yesser manager said, “The authentication will be the 

responsibility of the officer”. Regarding the authentication process, one participant 

mentioned that “The user to come only once to one of our authentication offices”. He 

continued, “Then go to a registration point with the ID number for face-to-face 

authentication”. While access to the services still depends on the use of a PIN and 

password, this procedure requires a lot of effort to provide registration points and 

offices around the country in order to make it easier for all citizens to register to use e-

services. Conversely, applying biometric authentication in m-government security can 

be much easier when MOI provides other government agencies with required access 

to verify users’ biometric data. Moreover, applying biometric authentication in users’ 

mobile devices will not required users to carry any further devices such as USB 

tokens, which can be easily forgotten. It is still MOI’s responsibility, however, to 
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manage enrolment and authenticate first time users. More advice about the 

registration and enrolment process will be provided in the next chapter since it is an 

important factor influencing the adoption and successful implementation of biometric 

systems.  

The results show that there is a lack of the progress toward providing secure mobile 

and electronic services. For example, a manager at Al-Elm Company said that, “Al-

Elm Information Security Company has been launched in 2002 in order to establish a 

national system for secure e-services and it has permission from the government to do 

so as well as the rights to use the citizens’ information to provide e-services”. He also 

said, however, that, “From about 2008 we started to provide services to individuals”. 

The low progress in implementing such biometric authentication in m-government 

services without a legitimate reason would negatively influence the adoption, since 

users may think that this is a sign of failure or system inefficiency. 

It is noteworthy that convinced entities would facilitate adoption and implementation 

processes and procedures. Such conviction can be perceived by understanding the 

value of the system. Significantly, some of the mobile network operators’ managers 

indicated that they do not currently have any process or procedures to authenticate the 

user. One manager said, “It is the subscriber’s responsibility to protect his/her 

mobile”, and another participant pointed out that, “We don’t care if it is used by 

another one. It is the subscriber responsibility”.  

In summary, there are several negative aspects to the current authentication 

procedures that need to be solved when applying biometric authentication systems to 

m-government applications. In contrast, procedural issues such as authentication 

responsibility, registration and enrolment processes, and the ease of the process 

should be taken into account before the implementation process can commence.  

7.3 Enabling Factors 

In this dissertation, the factors influencing the adoption of biometric authentication in 

m-government security were classified into entities factors and enabling factors, in 

addition to the challenges facing adoption. This section discusses the enabling factors, 

which enable achievement of biometric authentication adoption in m-government 

applications. Enabling factors include the core factors that influence the adoption of 
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biometrics in m-government security. During the analysis process, the identified 

enabling factors were classified into two principle categories, which are “acceptance” 

and “contributory” factors. 

7.3.1 Acceptance Factors 

In this dissertation, acceptance factors refer to the factors that influence the 

acceptance of biometrics among the primary entities involved in m-government. As 

emerged from the data, acceptance factors consist of seven concepts: relative 

advantage, compatibility, ease of use, trialability, observability, trust, and privacy. 

These concepts were created to accurately represent what different participants meant 

by their views, and how they influence the adoption of biometric authentication in m-

government security. 

7.3.1.1 Relative Advantage 
Relative advantage plays a significant role in the adoption of biometric authentication 

for m-government security. Based on emergent data, applying biometric systems to 

m-government services will bring to light several relative advantages such as 

improving security, financial benefits, providing a reliable way of user authentication, 

and providing authentication for the mobile devices itself. 

Most survey and interview participants indicated that the security features of 

biometrics were a main advantage for implementation into m-government services. 

64% of mobile phone users taking part in the survey indicated that security was a 

main reason for accepting the use of biometrics in m-government services. In 

addition, one respondent stated that biometric authentication “Will provide high level 

of security as it depends on something you are”. Another participant also mentioned 

that the application of biometrics will help to provide secure transactions. He 

explained: “As much as users feel that this transaction is more secure, they will 

conduct it”.  

The majority of service provider participants asserted that biometric authentication 

will provide an advanced authentication system. One NIC manager said, “It will 

provide a reliable user authentication”, and another Yesser participant added that “It 

is the best way for user authentication”. Similar perceptions were also expressed by 

participants from the network operators. A Mobily participant confirmed, “Of course 

it will help to accurately authenticate the subscriber”, while another STC manager 
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pointed out that “I think the main advantage is that it will provide an authentication 

for the user/ subscriber which we do not do at this stage”.  

Furthermore, several participants indentified other advantages of using biometrics in 

m-government. One MOI participant said, for example, “It will really solve a lot of 

security issues. While there will be hiding staff in the beginning, especially in the 

registration process, it will have a lot of advantages later, including minimising 

efforts for government transactions. Also, it may have financial benefits later”. 

Another participant from the NIC stated, “It will be with you wherever you go and 

you do not need to memorise anything like a PIN code. Your mobile will be with you 

with a reliable authentication method”. Moreover, an NCDC manager expressed that, 

in a biometric authentication system, “It is impossible for someone to use someone 

else’s biometrics”. 

It is noticeable that the use of biometric authentication in m-government applications 

will provide users, service providers, and network operators with a number of 

advantages. As a result, the perceptions of perceived relative advantage of the 

application of biometrics would positively influence its adoption for m-government 

services. 

7.3.1.2 Compatibility 
Compatibility is another factor mentioned by participants as one that would influence 

the adoption of biometric authentication for m-government security. Compatibility in 

applying biometrics is important to users since the successful application of 

biometrics will meet their desire for protecting their sensitive and personal 

information, influencing them to adopt biometric systems for m-government. A large 

majority of mobile communication users participating in this research perceived that 

applying biometric authentication to mobile devices will meet their need to protect 

sensitive information. 

Applying biometrics to m-government security is compatible with the goals of service 

providers, since it will serve immediate needs and requirements as expressed by 

participants. From the data, it appears that their perceptions towards the acceptance 

and adoption of biometrics were influenced by the compatibility of applying biometric 

authentication to help them in providing the required level of authentication, 

especially with advanced services, as well as promoting other organisations’ security 
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goals. An MOI manager explained: “We have a big concern about applying 

biometrics; that is, we do not trust the sensors that the user may use to register or to 

get access to their biometric with e-services in general. This is because the sensors 

that will be attached to the public PCs might be used for fraud or to steal the user’s 

biometric. Therefore, we need the biometric sensors integrated in the user’s smart 

card to solve this problem”. Another manager said, “If you get a solution that can 

integrate biometrics along with PKI in a USB token or the smart card of the mobile 

device, we will go directly with it”. Finally, a participant from Al-Elm Company said, 

regarding applying biometric authentication to m-government services, “It will be 

very useful and will solve many issues of authentication, so we have the desire to 

apply it”. 

Therefore, compatibility in applying biometric authentication significantly influences 

its adoption for m-government applications. 

7.3.1.3 Ease of Use 
Ease of use is one of the most important acceptance factors influencing the adoption 

of biometric authentication in m-government security. Results show that participants 

pay the most attention to a system’s ease of use as an acceptance factor that would 

make them use and adopt biometric authentication in m-government services. A 

Yesser manager reported that “It is important to make the registration process as easy 

as we can in order to encourage people to register in such m-services”, while an MOI 

participant suggested that “You have to balance between the ease of use and the level 

of security”, and yet another participant thought that “If biometrics have been applied 

for each m-government service, I do not think people will accept it as they like the 

easy process”. Furthermore, survey findings demonstrate that 30% of participants 

perceived that ease of use of biometric authentication is one advantage that may let 

them accept its use.  

Ease of use should be considered in all processes during and after implementation. 

More specifically, it should be taken into account in the enrolment of people’s 

biometrics, registration for services, and the transactions process. Applying biometrics 

should be limited to the advanced level of services that need a high level of 

authentication. Hence, ease of use of biometric systems in m-government would 

encourage users and service providers to accept and adopt the system. 
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7.3.1.4 Trialability 
Trialability of biometric systems in m-government security is another perceived 

acceptance factor. In this dissertation, trialability means that mobile communication 

users will have the option to perform government transactions by using biometrics on 

their mobile device, or by the traditional way of going directly to service providers. 

Service providers and network operators will have the option to offer the use of 

biometrics in m-services for any services they choose. 

The majority (76%) of mobile phone users preferred that other methods of conducting 

government services be available if biometrics was applied. Making other methods 

unavailable would conflict with users’ desires, which would negatively influence the 

adoption of biometric authentication. Moreover, an STC IT manager asserted that “I 

think that the best way to apply biometric is to not replace the PIN code but to keep it 

available as well”. Service providers also believe that making other methods 

available when applying such new security system significantly affects people’s 

acceptance. An NCDC manager said, regarding the integration of the PKI system, 

“We will apply it and leave other methods available for conducting government 

services until people understand its value and accept it”. Trialability of biometric 

authentication systems has emerged as a way to positively relate to the adoption of the 

system. 

7.3.1.5 Observability 
Another acceptance factor affecting the adoption of biometric authentication systems 

is observability. The overall opinion of participants in this dissertation was that 

observing others using this system would encourage them to adopt it as well. More 

specifically, the results indicated that 54% of mobile phone users stated that if 

biometrics was applied to m-government services and were used by others, they 

would be encouraged to use it as well. Additionally, it was apparent that applying 

biometric authentication systems to m-government security by some organisations 

would significantly affect its adoption among other organisations. This was noticeable 

through service providers’ responses to several discussed issues. One participant said, 

for example, “We are still looking for the best use of this smart ID card for such e-

services”, and another said, “Applying biometrics in the smart card or the USB token 

is a very good idea, but as I told you, its applications are still in the early stages”. 
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Accordingly, such a current application of biometric authentication would help them 

to apply it as well. 

Consequently, observability in the implementation of biometrics systems can effect 

adoption. Service providers and network operators can observe the use of biometrics 

in m-government services by applying it for particular services, or by observing other 

organisations that use this kind of authentication system. 

7.3.1.6 Trust 
Most participants indicate trust as an acceptance factor for the application of 

biometrics to m-government. A large majority of mobile phone users that took part in 

this dissertation perceived that the use of biometric authentication will increase their 

trust in conducting m-government services. Further indications can be seen, with 86% 

of participants citing trust reasons for not conducting government services 

transactions on their mobile devices; the application of biometric authentication in m-

government would increase their trust for completing these transactions.  

The results show, however, that service providers wanted to apply biometric 

authentication for e-services, but mistrust of biometric sensors attached to public PCs 

was a main reason preventing them from doing so. Thus, integrating biometrics in 

users’ mobile devices would increase services providers’ ability to adopt this 

technology for m-services. This issue was very clear in the responses of one NIC 

manager, who reported, “We do not trust the sensors that the user may use to register 

or to get access to their biometric with e-services in general”, before stating, “We 

need the biometric sensors integrated in the user’s smart card to solve this problem”. 

It is noteworthy that one MOI participant mentioned that applying biometrics to m-

government will help them encourage users to conduct m-services; he said, “With 

applying biometrics, I think that users may get more confident to conduct more m-

services. As I know, some people do not use some e-services like e-banking because of 

security and trust issues”.   

As a result, trust should be considered as one of the factors that would influence the 

adoption of biometric authentication in m-government security. 

7.3.1.7 Privacy 
Privacy issues might be more related to users rather than service providers, especially 

in a country such as Saudi Arabia, where privacy laws are weak. When Al-Elm 
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Company, for example, was launched, it followed privacy laws that it introduced 

itself. An Al-Elm Company manager said, “We follow a privacy statement that we 

introduced as we deal with sensitive information and there was no clear privacy law 

in the country for dealing with such kinds of information”. Another issue related to 

privacy is that most service providers participating in this research want to get 

people’s biometrics from the MOI to avoid any resulting issues that may occur from 

taking people’s biometrics. One Yesser participant mentioned, “We hope that the 

MOI has a complete identity management system of user biometric authentication, 

because they are the government agency that has the right to have the database of 

user identification and we hope to get that from them” and another one reported “the 

best place that has the right to get and store people’s biometrics is the MOI, so we 

prefer to get it from them”.  

Mobile communication users’ participants project concern about privacy and the 

protection of their sensitive information. While 44% of mobile phone users indicated 

privacy as an advantage that may let them accept the use of biometric authentication 

in m-government applications, a majority stated that if they had biometric scanning 

features in their mobile devices, they would store more private information in their 

mobile devices. This is can be related to the 84% of mobile phone users who asserted 

that they required high or moderate levels of privacy protection for their information 

in their mobile devices. 

The need for users to protect their information, along with the positive perceptions 

that they have about biometrics, might be the reason 87% stated that applying 

biometric authentication to mobile devices would meet their privacy needs. Taking 

privacy issues into account would, therefore, positively influence the adoption of 

biometric system in m-government security. 

7.3.2 Contributory Factors 

The other principle category of enabling factors is that of contributory factors, which 

contribute to enabling adoption of biometric authentication in m-government security. 

The contributory factors consist of five concepts: availability, awareness, legislation, 

economical aspects, and social and cultural aspects. 
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7.3.2.1 Availability 
The findings of this dissertation indicate that the adoption of biometric authentication 

in m-government security is influenced by the availability of the technology itself, as 

well as the availability of m-government services. While service providers and 

network operators stressed the availability of biometric technology in mobile devices, 

mobile communication users concentrated on the availability of m-government 

services. Both groups perceived, however, that availability would significantly 

influence them to adopt biometric authentication  

While manufactures like Motorola and AuthenTec have started to introduce biometric 

features in mobile devices, more contribution in this area is required. A NIC manager 

reported, “We need the biometric sensors integrated in the user’s smart card to solve 

this problem, but unfortunately we do not have this technology yet”. Another 

participant said, “I have seen a smart card that includes biometrics to get access to 

the smart card, but I think this technique is in the early stages. So we will not stop our 

services and wait for other techniques to be ready”. Moreover, the majority of mobile 

phone users confirmed that applying biometric authentication to m-government will 

provide them with the confidence to perform more government services via their 

mobile devices. Indeed, 84% of mobile phone users asserted that they are willing to 

pay more money to have a biometric authentication in their mobile devices. 

Conversely, while 83% of mobile communications users are willing to use mobile 

phones to get more m-government services, 52% indicated a lack of service 

availability as a reason for not conducting m-government services. Furthermore, 

although mobile phone users are willing to use their mobile devices to get more 

government services, there are only a few government services delivered via mobile 

devices. “In fact not many e-services are available”, mentioned a participant from 

MOI. More specifically, as reported by a Yesser manager, “The majority of m-

government services that are provided by all government agencies is basically 

enquiry services”.  

While the main requirement for network operators by service providers and mobile 

phone users is service availability, no concerns were apparent among either service 

providers or mobile phone users regarding this issue; however, this might be because 

current mobile network coverage that covers most of Saudi Arabia is good.  
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The availability of m-services and mobile devices with biometric features will 

significantly contribute to the adoption biometric authentication for m-government 

applications.  

7.3.2.2 Awareness 
Awareness of biometric technology and its role in providing high levels of 

authentication, as well as the requirements for implementing this technology, would 

contribute to enabling the adoption of biometrics for m-government services. 

67% of mobile phone users in this research have never used biometric authentication, 

though this is can be related to another finding where 50% of the respondents who had 

never used biometric authentication preferred the use of a PIN and password, while 

only 33% of them preferred the use of biometrics. In contrast, a higher percentage 

(43%) of participants who had previously used biometric authentication preferred it 

for government transactions. Consequently, participants with experience using 

biometrics preferred to use it for m-government in a higher percentage than those who 

have not, lending credence to the importance of awareness to the adoption of 

biometric systems in m-government security.  

An MOI participant stated that “The most important obstacle is acceptance. There 

should be enough awareness”. He further asserted, “The implementation should have 

awareness programs to make this technology acceptable by people”. However, it was 

noticed that the awareness of biometric authentication among participants in 

government organisations contributes to willingness to apply it in m-government 

security. For instance, another manager said, “It [biometric authentication] will 

provide high level of security as it depends on something you are. Also, it will be with 

you wherever you go and you do not need to memorise anything like a PIN code. Your 

mobile will be with you with a reliable authentication method”. He then reported, “I 

think that the applications that require strong authentication should apply biometrics 

as well as another authentication type to be based on two kinds of authentication”. 

Hence, awareness of biometrics reflects positively on the intention to use it. 

7.3.2.3 Legislation 
Legislation regarding the use of people’s biometrics and m-government services was 

emphasised by participants as a factor that would facilitate the adoption of biometric 

authentication in m-government security. One participant from Al-Elm Company 
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pointed out, “We follow a privacy statement that we introduced as we deal with 

sensitive information and there was no clear privacy law in the country for dealing 

with such kinds of information. This is also to determine the criteria for introducing 

the services and which information we can provide”.  Realising the importance of this 

factor allowed Yesser to contribute some policies in this regard. A Yesser manager 

stated, “Yesser introduced YEFI which is a unified framework to implement e-

government. It includes cross-governmental specifications and policies. It covers the 

selection and validation of technical standards for interconnection, data integration, 

content management, metadata, e-services access and security”. Furthermore, a 

mobile communications network operator manager referred to legislation as a factor 

that encourages them to apply biometrics: “If the Communication and Information 

Technology Commission, which is responsible for the legislation of 

telecommunication companies in KSA, has placed biometric as a standard of 

authentication, that will let the company apply biometric to provide ideal services and 

get more customers”.  

It was also apparent that most of the service providers are looking to get people’s 

biometrics from MOI out of fear of the consequences of having the responsibility of 

keeping people’s biometrics. Furthermore, 44% of mobile phone users were at risk of 

disclosure of their sensitive or personal information when they lost their mobile 

devices. Hence, the existence of enough legislation in such circumstances would 

influence the adoption of biometric authentication system in m-government security.  

7.3.2.4 Economical Aspects 
Although the application of biometric authentication in m-government security would 

cost service providers and users some money, it had only a minor negative affect on 

their perception towards adoption; this might be because Saudi Arabia is a wealthy 

country. While one participant indicated that financial issues were one disadvantage 

in the implementation of biometrics, most service providers and network operators 

were concerned about costing users extra money to get mobile device with biometric 

scanning. Said a Yesser representative: “This [the application of biometrics in m-

government] may require them [users] to pay more money to get a mobile device with 

a biometric attachment which I think is difficult to be accepted”. This might be 

because the government mostly provides its organisations with the required financial 

support rather than individuals. 
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It is interesting to note that while service providers were worried about users’ 

acceptance of biometrics in m-government due to the extra cost of having mobile 

devices with biometric attachments, 84% of mobile phone users indicated they are 

willing to pay more money get mobile devices with biometric features. Moreover, 

while 47% of mobile phone users mentioned that they consider price when buying a 

mobile device as the most important issue, 73% indicated that they consider the latest 

technological features as the most important issue. It should be considered that mobile 

devices with biometric attachments should not cost too much extra money, in order to 

be easily obtained by all users. 

As a result, it appears that the economical aspect plays a significant role in the 

adoption of biometric authentication in m-government applications.  

7.3.2.5 Social and Cultural Aspects 
Social and cultural aspects in Saudi Arabia influence the adoption of biometric 

authentication in m-government security. Although the standard of living contributes 

to the adoption, with the majority of participants looking for the latest technology and 

being willing to pay more to get mobile devices with biometric attachments, a 

majority of consumers indicated that if biometric authentication was applied in m-

government and used by their relatives and friends, they would be encouraged to use 

them as well. Thus, the strong kinship and tribal traditions in Saudi Arabia would play 

a role behind this factor. 

Furthermore, female mobile device users who were in situation of risk for disclosure 

of their sensitive or personal information when they lost their mobile devices had a 

higher risk of personal data being disclosed (58%) than men (37%) when they lost 

their mobile devices. A reason behind that can be understood, since Saudi women 

wear the hijab in the presence of foreign men and outside their homes. Theft of their 

mobile devices may cause a very sensitive issue as their mobile devices may have 

their photos stored in them. There are current ongoing problems in the Kingdom of 

Saudi Arabia regarding the misuse of this sort of sensitive information. Accordingly, 

applying biometric authentication to mobile devices, along with supporting 

encryption, will prevent the disclosure of the users’ information and would positively 

relate to the adoption of biometrics in m-government.  
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Males (88%) are more willing than females (74%) to conduct government services via 

their mobile devices. This might be because men in Saudi culture tend to perform 

government transactions on behalf their wives and families. Therefore, that way of 

conducting government services may not mean much to Saudi females. This may 

support another finding indicating that 30% of female participants usually perform 

government transaction by an agent or a third party, compared to only (15%) of 

males. 

Giving a mobile device to someone else may also play a role. A modest percentage 

(45%) of mobile phone users stated that their mobile phone was used by someone in 

an unwanted way. On the other hand, the application of biometric in mobile devices 

would not help some people who give their SIM card and mobile devices to their 

family or friends. A Mobily manager mentioned, “It will not help some people who 

give their SIM cards to their family”, and another said, “I think it is difficult to add 

more security level in the mobile device because some people loan their mobile to 

their family and friends”. As a result, while the application of biometric 

authentication should be essentially required in accessing the advanced level of m-

government services, it can be optionalal to log onto mobile devices.  

7.4 Challenges 

While the above discussed factors including entities and enabling factors, along with 

their sub-factors, influence the adoption of an acceptable biometric authentication in 

m-government security, this is also influenced by several challenges, both technical 

and non-technical. These challenges are discussed in the following section. 

7.4.1 Technical Challenges 

Findings show that there are technical challenges facing the adoption of biometrics, 

including infrastructure, growing a biometrics database, making mobile devices with 

biometric attachments available, integrating biometrics along with a PKI in 

smartcards, possible theft of biometric data, possible security issues, and dealing with 

authentication errors in the system. 

7.4.1.1 Infrastructure 
Although the application of biometric authentication in m-government security is 

influenced by communications and technological infrastructure, most participants 
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emphasised the biometric database and the availability of mobile devices with 

biometric features as main infrastructure challenges. One participant, for example, 

identified infrastructure as a barrier to applying biometric authentication in m-

government: “It needs basic infrastructure; for example, it needs mobile devices with 

biometric attachments”. Following are the main infrastructure challenges:   

7.4.1.1.1 Biometric Database  

Growing a biometrics database is one of the most important infrastructure challenges 

facing the adoption of biometric authentication in m-government applications. A 

majority of participants perceived that an uncompleted database of people’s 

biometrics is the main problem. For instance, one participant asserted, “It [the 

application of biometrics] is a great idea and Yesser gives careful consideration for 

this and is thinking about it, but we currently do not use it because we do not have the 

users’ biometrics”. Another interviewed manager stated, “The problem now is that 

the MOI has only 5% to 10% of citizens’ biometrics, which makes it difficult to apply 

it at this stage. However, when we have at least 50% of citizens’ biometrics, we will 

apply it”. Another participant from Yesser reported, “It [the application of 

biometrics] is a great idea, but the problem is that we do not have all the biometrics 

of all users, even though the MOI has started this. Because of this, we do not want to 

rely on others like the MOI and they may take a long time to get all the fingerprints of 

all citizens”.  

Therefore, it seems that the application of biometrics in m-government is challenged 

by getting a complete database of people’s biometrics. However, since MOI started to 

gather this information, it would play a significant role in minimising this challenge 

by determining a timeline to get everyone’s biometric data and cooperate with other 

government agencies in providing them with required information 

7.4.1.1.2 Availability of Mobile Devices with Biometric Attachments 

Based on the findings, it appears that the adoption of biometrics in m-government is 

challenged by the availability of mobile devices with biometric features. Most service 

providers perceived that, while they believed that integrating biometrics in mobile 

devices was technically possible, they were concern about the availability of this 

technology. One participant said, for example, “I think it is technically possible”, 

while another one indicated that “We need the biometric sensors integrated in the 
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user’s smart card”. The availability of this technology would be challenging in 

countries like Saudi Arabia who usually import technology from overseas.  

7.4.1.2 Integration of Biometrics with a PKI in the SIM Card 
The adoption of biometrics in m-government would also be influenced by the use of a 

PKI and its integration into SIM cards. However, since the application of biometric 

authentication in m-government security would be more effective if biometrics and a 

PKI are integrated into the SIM card of mobile devices, this would be a challenge in 

terms of providing the best solution. One participant said, “We are trying to 

communicate with some companies to get information about that. We believe that it 

will add more value”. He continued, “If you get a solution that can integrate 

biometrics along with PKI in a USB token or the smart card of the mobile device, we 

will go directly with it”.  

7.4.1.3 Theft and Security Vulnerabilities of Biometric Capturing 
While biometric technology provides high levels of authentication, the possibility of 

theft or vulnerability in biometric capturing may exist. The results show that MOI was 

looking to apply biometric authentication in its e-services; however, the possibility of 

people stealing users’ biometric captures was a reason behind the failure to adopt this 

technology, especially while users may use public PCs to access e-services. While one 

participant asserted, “We did some research and we found that there is a possibility to 

penetrate someone’s biometrics by some applications”, another interviewed manager 

reported, “We have a big concern about applying biometrics; that is, we do not trust 

the sensors that the user may use to register or to get access to their biometric with e-

services in general. This is because the sensors that will be attached to the public PCs 

might be used for fraud or to steal the user’s biometric”.  

Theft and security vulnerabilities during biometric capture can be executed by 

installing a particular application on a user’s device which can catch the biometric 

capture. This is more of a risk for e-services when the possibility of using computers 

public places is more likely. However, while this would positively affect the adoption 

of biometrics in mobile devices, the possibility of theft may still exist and would 

challenge the adoption of biometric systems in m-government. One participant, for 

example, stated that “I know that biometrics is a strong authentication method, but I 

think there is a possibility for the biometric capture to be stolen”.  
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7.4.1.4 Error Rates of Biometric Systems 
Because errors will occur with even the most accurate biometric authentication 

systems, the adoption of biometric authentication systems in m-government would be 

challenged by its error rates. Furthermore, while only a few participants in this 

research emphasised the error rate of biometric systems in m-government, that does 

not mean it would not be a challenge. An NCDC manager mentioned, “I think it 

[biometric system in m-government] does not have that many disadvantages, except 

for the false and positive errors of its system”. However, such biometric systems 

errors include false matches and failures to enrol. 

7.4.2 Other Related Challenges 

There are other related challenges influencing the adoption of biometric 

authentication in m-government applications, including financial issues, registration 

and enrolment processes, lack of IT experts in the KSA, and a lack of current relevant 

research. 

7.4.2.1 Financial Issues 
Economic aspects in Saudi Arabia, financial issues especially, would contribute to the 

adoption of biometric authentication in m-government security. While most mobile 

phone users indicated that they are willing to pay extra to get mobile devices with 

biometric features, a few are not. Furthermore, one manager said, “It needs basic 

infrastructure; for example, it needs mobile devices with biometric attachments”, then 

continued by saying, “But there should be a balance between its costs and its 

services”. Another participant thought, “This may require them to pay more money to 

get a mobile device with a biometric attachment which I think is difficult to be 

accepted”. Financial challenges related to the cost of infrastructure mobile devices 

may exist in the first stages of implementation at the organisational level. The cost of 

mobile devices with biometric attachments should be reasonable at the normal users’ 

level. 

7.4.2.2 Registration and Enrolment Process 
One of the most important challenges is the registration and enrolment process. The 

enrolment process refers to the initial procedure of collecting biometric samples from 

a user and storing it in a biometric reference template for later comparison (Liu and 

Silverman 2001). A majority of participants indicated the difficulty of the enrolment 
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of all biometric data in Saudi Arabia. Even though the MOI has started to get people’s 

biometrics, completing the enrolment process is still a challenge. An interviewed 

manager said “The registration and enrolment of users is a big issue”, and another 

participant agreed that “The registration of biometrics is really difficult”. A Yesser 

representative reported that “An important disadvantage is that the enrolment process 

takes time and effort, especially at the country level”. In additional important issue 

relating to the registration and enrolment process is the initial authentication 

responsibility of the first-time user during the enrolment process. This is required to 

eliminate instances of fraud in subsequent use of the system. 

7.4.2.3 Lack of IT Experts in KSA 
According to the findings, it appears that there is a lack of IT experts in the KSA, 

especially among government organisations. However, by realising the lack of IT 

experts, Yesser tried to fill this gap by getting and employing IT experts and 

providing other government agencies with support through those IT experts. A Yesser 

manager stated, “The important goal is to encourage any government agencies to 

provide e-government services and provide them with the required support for 

professional consultations and management for e-services”. The lack of IT experts is 

due in part because most of them provide their e-services through a third party, which 

is usually Al-Elm Company; they take all responsibilities, including providing 

solutions, designing, implementing, and delivering e-services. A participant from Al-

Elm Company stated, “Some of them [service providers] come to us, asking to 

provide them with solutions and business cases to introduce their services 

electronically and sometimes we provide offers for them. And according the service, 

both Al-Elm and the service provider determine the security standards and the level of 

authentication”.  

7.4.2.4 Lack of Current Relevant Research 
The results of this dissertation along with literature underpinning this research 

indicate that there is a lack of current relevant research, especially regarding 

authentication and m-government security in Saudi Arabia. This would challenge the 

adoption of biometric authentication in m-government applications, since relevant 

research should help provide solutions and guidelines, as well as generate theoretical 

and practical information toward the implementation of biometrics in m-government. 

As an example, one MOI participant mentioned that they have some advanced 
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technologies such as the smart national ID card with biometric features, he said, “But 

we are still looking for the best use”. Furthermore, it was noticed that some of the 

service providers used to apply some authentication methods such as secret questions, 

but they failed to adopt them. Hence, such research in this area would help service 

providers in determining the best solutions to technical and research problems. 

7.5 Conclusion 

This chapter discussed the research findings regarding the factors influencing the 

adoption of biometric authentication in m-government security in the KSA. Based on 

grounded theory analysis, the factors were classified into “entities factors”, “enabling 

factors”, and “challenges”. Entities factors are derived from the main entities involved 

in m-government applications. Users’ factors include their needs, concerns, and 

perceptions. Similarly, organisational factors include their strategies, services, needs, 

and perceptions influencing the adoption of biometric authentication in m-government 

security. Systems factors include requirements and other procedural issues that need 

to be addressed in order to successfully adopt biometric authentication in m-

government security. Enabling factors include the core factors that enable biometric 

authentication to be successfully adopted in m-government applications. Based on the 

analysis process, the identified enabling factors were classified into two principle 

categories: “acceptance” and “contributory” factors. Acceptance factors are those that 

influence the acceptance of biometrics among the primary entities involved in m-

government. Based on the viewpoints of the participants, acceptance factors consist of 

seven concepts: relative advantage, compatibility, ease of use, trialability, 

observability, trust, and privacy. Contributory factors are those factors that contribute 

to enabling the adoption of biometric authentication in m-government security, and 

consist of five concepts: availability, awareness, legislation, economical aspects, and 

social and cultural aspects.  

Furthermore, several challenges influence the adoption of biometrics in m-

government: technical and non-technical challenges. Technical challenges include 

infrastructure, growing a biometrics database, making mobile devices with biometric 

attachments available around the country, integrating biometrics along with a PKI in 

the smartcards of the mobile devices, theft and penetrating possibility of biometric 

capture, and dealing with authentication errors in the system. The other non-technical 
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challenges include financial issues, the registration and enrolment process, a lack of 

IT experts in the KSA, and a lack of current relevant research. However, it is 

noteworthy that some of these challenges may still exist after any system 

implementation. By considering the range of indicated issues first, it may be possible 

to solve problems and minimize challenges to give any future implementation the best 

chance at success. 

The next chapter will present the derived theoretical framework for the factors 

influencing the adoption of biometric authentication in m-government security in the 

KSA. It will compare and discuss the emerged theoretical framework with the 

previous theories and literature. It also will provide practical information and 

guidelines towards the adoption of biometric systems in m-government. 
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CHAPTER EIGHT: THEORETICAL FRAMEWORK FOR 

THE ADOPTION OF BIOMETRIC AUTHENTICATION 

IN M-GOVERNMENT 

8.1 Introduction 

This chapter builds the theoretical framework that emerges from the findings, 

elaborating on the relationships between the factors. The previous chapter discussed 

the factors influencing the adoption of biometric authentication in m-government 

security based on the analysis of grounded theory. The theoretical framework of the 

adoption is then grounded in this chapter and related to existing theories and the 

literature. Furthermore, this chapter presents an authentication system for biometrics 

in m-government applications. It also provides practical information and guidelines for 

the adoption of biometric systems in m-government through several issues that need to be 

considered.  

This chapter achieves the main purpose of this dissertation, which is to develop a 

substantive theory for the adoption of biometric authentication in m-government 

security in Saudi Arabia, along with guidelines and practical information on how 

biometric authentication can be applied to enhance the security of m-government 

applications. 

8.2 The Theoretical Framework  

Figure 15 below illustrates the findings, focusing on the categories that have emerged 

from the open, axial, and selective coding. This theoretical framework encompasses 

and organizes the concepts that form the factors influencing the adoption of biometric 

authentication. It is specific to the context of developing m-government security in the 

Kingdom of Saudi Arabia. These are the main factors which were derived from the 

empirical data collected from mobile communications users, m-government service 

providers, and mobile communication network operators through the execution of 

both interviews and a questionnaire as previously described.  
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 Figure 15: Theoretical framework for the adoption of biometrics in m-government security in the KSA

Figure 15 presents a new theoretical framework for the factors influencing adoption of 

biometric authentication in m-government security, which was derived by the use of 

grounded theory methodology according to Strauss and Corbin’s (1990) approach. 

Analysis and discussion of the results indicated that “entities factors”, which include 

users’, organisational, and system factors, as well as enabling factors involving 

acceptance and contributory factors, influence the adoption of biometric 

authentication in m-government security. As reported earlier in chapters six and 

seven, this will also be influenced by responses to technical and non-technical 

challenges.  

It is noteworthy that acceptance factors including relative advantage, compatibility, 

ease of use, trialability, observability, trust, and privacy, as well as contributory 

factors involving availability, awareness, legislation, economical aspects, and social 

and cultural aspects, are the most important factors that will enable the KSA in 

achieving the adoption of biometric authentication in m-government security.  
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The results of this dissertation are supported by a number of findings reported in 

literature. In particular, the findings among the acceptance factors, for example, are 

close to existing theories such as Diffusion of Innovation (1995) and the Technology 

Acceptance Model (Davis 1989). Relative advantage, for instance, is similar to 

Rogers’ theory of Diffusion of Innovation (1995). However, by comparing this 

concept with “perceived usefulness” in the Technology Acceptance Model (TAM) 

(Davis 1989), it seems that “relative advantage” is more accurate in representing 

users’, service providers’, and network operators’ perceptions regarding the 

application of biometrics in m-government security. Furthermore, it is noticeable that 

the set of factors proposed in TAM variants and Unified Theory of Acceptance and 

Use of Technology (UTAUT) correspond closely with factors identified in DOI 

theory. While in the Technology Acceptance Model, two specific variables of 

perceived usefulness and perceived ease of use are hypothesized to be fundamental 

determinants of user acceptance (Davis 1989); the Diffusion of Innovation theory 

concentrates on five concepts - relative advantage, compatibility, complexity, 

trialability, and observability - as the five factors that affect the rate of innovation 

diffusion. However, the acceptance factors among the developed framework include 

the five concepts of DOI theory in addition to the concepts of trust and privacy as 

emerged from the data analysis. 

Empirical studies related to the acceptance and adoption of mobile phones and 

electronic services via the Internet mostly indicate similar factors. For instance, 

Jahangir and Begum (2008) introduced a conceptual framework that considered 

perceived usefulness and ease of use, as well as security and privacy, as important 

factors that influence users’ acceptance and adoption of electronic banking services. 

Another study by Tassabehji and Elliman (2006) highlighted trust and security as 

major factors in e-government adoption. AlShihi (2007) also indicated that trust has a 

wide impact on m-government acceptance. Kaasinen (2007) found that perceived 

value, ease of use, trust, and ease of adoption are important factors that influence user 

acceptance of mobile Internet services. However, while highly similar acceptance 

factors appear under various theories and models covering innovation acceptance and 

adoption, the developed theoretical framework in this dissertation is more 

comprehensive. This is because it identified acceptance factors along with other 

factors, such as contributory and organisational and users’ factors that influence 
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adoption. Although the concepts of the developed theoretical framework in this 

dissertation are more comprehensive, it was created to accurately represent what 

different participants in Saudi Arabia including users, service providers, and network 

operators meant by their views, allowing it to be applied by individuals as well as 

organisations. 

In addition, some of the identified contributory factors can be related to other findings 

in the literature. For example, while availability in this dissertation indicates the 

availability of mobile devices with biometric attachment as well as m-services, 

Quantz (1984) identified availability of new technology as an important factor for the 

adoption of a new technology. Lee, Kim and Chung (2002) found that social influence 

and self-efficacy variables significantly affect perceived usefulness and perceived 

ease of use for user acceptance of the mobile Internet. Teo and Pok (2003) also found 

that social factors, including perceptions of relative advantage, play a significant role 

in influencing intentions for the adoption of Wireless Application Protocol (WAP)-

enabled mobile phones amongst Internet users. Furthermore, while the developed 

theoretical framework in this dissertation classified social and cultural aspects as 

contributory factors that influence the adoption of biometric authentication systems in 

m-government security, Myers et al. (2002) stated culture as a factor that influence 

users’ decision to accept and adopt a particular system.  

While the developed theoretical framework in this dissertation identified several 

organisational factors, Feng (2003) and Alharbi (2006) confirmed organisational 

issues and culture as important factors that need to be considered when applying new 

technology. More specifically, Feng (2003) stated that e-government projects are not a 

technical issue, but rather an organisational issue. A result of this dissertation 

indicated a lack of organisations’ strategies, and only a few organisations following 

Yesser’s strategies regarding the implementation of e-government applications. This 

supports a literature finding where Al-Shehry (2008) pointed out some doubts about 

transforming Yesser's ideas into reality. He mentioned that some organisations failed 

to follow the general standards set by Yesser. He also indicated some issues that have 

not been adequately addressed in Yesser’s strategy, such as organisational readiness, 

awareness, and the re-engineering of business processes. Moreover, Sahraoui, 

Gharaibeh, and Al-Jboori (2006) indicated that there is a lack of clear vision and 

strategy for the deployment of e-government services in Saudi Arabia. Consideration 
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towards applying advanced levels of authentication in electronic and mobile services 

were also apparent among the organisational factors, which supports the finding that 

reveals that successful e-government strategies have to include effective security 

controls for the processes and systems of the government, and to ensure privacy for 

personal information (OMB 2002). According to Satyanarayana (2004), an e-

government strategy should identify the infrastructure needs, required process 

transformations within government, and the technical framework, along with an 

indicative timeline. 

Another important category among organisational factors is an organisation’s needs, 

which represent the needs of both government organisations and mobile network 

companies regarding the authentication of m-government security in Saudi Arabia. A 

number of researchers such as (Ettlie 2000; Bergstrom 1987; Putnam 1987; Roberts 

and Pick 2004) mentioned organisational needs as a factor that affects the adoption of 

new technology. According to Bergstrom (1987), organisational needs influence the 

decision processes involving new technologies. Putnam (1987) identified 

organisational needs as a critical factor that may impact the success of a 

modernisation project in organisations where new technology is involved. Such a 

determined need of advanced authentication system reflects the organisations’ 

perceptions towards the importance of security in m-government applications, which 

supports the literature findings of (Al-Khamayseh et al. 2006; El-Kiki and Lawrence 

2006; Chang and Kannan 2002). More specifically, Al-Khamayseh et al. (2006) 

indicate that the security of m-government services is considered the hallmark of 

successful m-government, while a study by Clarke and Furnell (2005) found that 

additional and advanced authentication systems are required for mobile devices. 

Furthermore, this result relates with the literature finding where Nanavati et al. (2002) 

confirmed that increased security is one of main benefits of adopting biometric 

authentication compared with traditional authentication methods such as PINs and 

tokens. Nanavati et al. (2002) found that the need for high levels of security 

frequently plays an important role in an enterprise's decision to deploy biometrics. A 

reliable authentication of the user accessing an agency’s Website is a basic 

requirement, since the lack of user authentication may cause serious threats through 

unauthorized access (Department of Commerce 2003). Moreover, while an 

organisation in the developed framework indicates a need to apply biometric 

 Thamer Alhussain     Page 174 



Chapter 8: Theoretical Framework for the Adoption of Biometrics in M-Government 

authentication in only some advanced m-services, Nanavati et al. (2002) emphasized 

that the application of biometric systems should have a limited scope. Another 

identified need is to store biometric capture on the SIM card, which is consistent with 

the literature finding that suggests storing the biometric template on the smart card of 

the mobile device to enable users to control their biometric pattern (Giarimi and 

Magnusson 2002).  

The theoretical framework in this dissertation indicates the importance of taking into 

account organisations’ perceptions in order to adopt biometrics in m-government. 

Several studies by Putnam (1987), Ettlie (2000), and Roberts and Pick (2004) 

mentioned that perceptions of a specific security technology are one of the important 

elements in the decision to recommend the technology to an organisation. Beatty, 

Shim, and Jones (2001) stated that the more likely organisations were to perceive an 

innovation as consistent with their perceptions, the more likely they were to adopt it. 

Positive perceptions emerged, for example, towards the application of fingerprinting, 

which is consistent with literature findings (ORC 2002) that fingerprint scanning is 

the most commonly experienced technique, followed by the use of signature 

dynamics. This also may agree with Giesing’s (2003) study where most employees 

pointed to fingerprint technology as their preferred biometric.  

The developed theoretical framework brought to light several users’ factors that 

influence the adoption of biometric authentication in m-government security. In 

particular this framework identified several users’ factors including their needs, 

perceptions and concerns, while the most recent literature mentioned only the 

importance of users’ factors. For example, Ashbourn (2004) stated that users can have 

a direct impact on the operational performance of biometric systems. They can be an 

essential factor in the successful implementation of biometrics (Ashbourn 2004; 

Giesing 2003; Scott et al. 2005). In addition, user adoption and perception problems 

related with the implementation of the new technology have been clarified by Giesing 

(2003) as a factor that would prevent an organisation from adopting biometric 

technology. Furthermore, the biometrics research community is well-advised to study 

the users’ side regarding the use of biometrics (Bolle et al. 2004).  

Wayman et al. (2005) highlighted the importance of understanding system 

requirements, procedures, and other related issues, including systems management 

and user psychology, in order to gain successful integration of biometric systems. The 
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developed theoretical framework in this dissertation identified a number of system 

factors including requirements and procedural issues that need to be considered to 

adopt biometric authentication in m-government security in Saudi Arabia. According 

to Kanellis and Paul (2005), in order to have a good chance of project success for such 

an ICT system, system requirements need to be considered before the implementation 

commences. 

Finally, as illustrated in Figure 15, the developed theoretical framework indicates 

several challenges that would influence the adoption of biometric authentication in m-

government applications in Saudi Arabia. In contrast, most of the literature in the area 

of m-government (Al-khamayseh et al. 2006; Sandy and McMillan 2005; NECCC 

2001) mentioned only security and privacy as challenges of the implementation of m-

government, while Lallana (2008) stated cost issues. However, there are some 

identified challenges that support some of the literature findings. For example, 

registration and enrolment processes of people’s biometric has been identified in this 

dissertation as one of the biggest challenges facing the adoption of biometrics in m-

government, and this supports the literature finding where Hirst (2005) stated that the 

ease of enrolment is a determining factor for the successful implementation and use of 

a biometric system. 

To summarise, while the developed theoretical framework (Figure 15) in this 

dissertation supports a number of findings reported in existing theories and literature, 

it appears to be more comprehensive, since it includes factors influencing the adoption 

of biometric authentication in m-government among mobile communication users, 

service providers, and network operators. However, it is specific to the context of 

adopting biometrics in m-government security in the KSA. 

8.3 Integrating Biometric Systems in M-Government  

The process of integration and adoption of biometric authentication systems in m-

government needs to take into account the interface of user technology and respective 

circumstances, which have direct impact on the performance of the technique. In a 

proper and fair manner, government organisations hold responsibility regarding the 

extent to which confidentiality rights of the individuals are settled and conciliated 

through biometric system implementation. 
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The integration of biometric systems in m-government needs to consider possessing 

specific features. Some of the features of this system are: limiting scope to the 

advanced m-government services, limited confinement of biometric data, and limited 

system accessibility. It is helpful to consider the utilisation of the security policies to 

ensure that the biometric data are protected effectively. The system integration should 

provide assistance in devising arrangements for third-party audits, which is helpful in 

accomplishing the main objective of the implemented system. It is also important to 

elaborate on policies regarding the privacy of biometric data to assure protection and 

security for users. In general, the integration of biometric system in m-government 

could effectively consider the following:  

• The efficiency and potential of the sample collection process would be 

affected by the utility, individuals’ acceptance, and surrounding 

environment.  

• The system must possess the capability of showing resistance against 

attacks and providing exact matches in the context of biometrics.  

• Encryption of biometric templates should be considered to protect 

biometric data. 

• Characterising and outlining quality obligations for the biometric system. 

• Accommodating users who are unable to enrol or verify in a successful 

manner.  

• Integration of acquisition processes of biometric identity-based 

information with the active interfaces. 

• Ensuring and protecting transference and delivery of biometric data. 

• Compatibility with the operating systems of mobile devices. 

In order to integrate and adopt biometric authentication system in m-government 

security, the following sections provide more details on how biometrics can be 

integrated into mobile devices, along with a developed authentication system for 

biometrics in m-government, as well as several other issues for consideration.  
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8.3.1 Integrating Biometrics into Mobile Devices  

Based on the findings of this dissertation and as discussed in chapter three, integrating 

biometric authentication in mobile devices can be done by storing the biometric 

capture on a server of a trusted third party and on the SIM card, as well as enabling 

users to control their biometric pattern in their mobile devices. The biometric 

verification would be appropriate to take place when the users want to log in to their 

mobile device, and when they want to perform a government service. It will be 

important for the application of biometric authentication to be done along with a user 

ID number (which does not have to be secured) for comparison, in order to easily 

compare data input with the biometric data stored in the database and to help enhance 

the response time. However, the biometric data have to be encrypted and sent over the 

network when the user wants to perform such m-services. Moreover, the 

implementation will need to be done through the use of Public Key Infrastructure 

(PKI) digital signatures and certificates.  

However, according to the findings in this dissertation, the most suited type of 

biometrics for m-government applications in Saudi Arabia is fingerprint technology, 

which has the highest acceptance rate among mobile communication users, services 

providers, and network operators. Although it can provide a high level of security, 

accuracy, reliability, and stability compared with other biometrics (McLindin 2005), it 

has a very easy login process and does not require special effort from the user.  

8.3.2 Authentication System for Biometrics in M-Government 

Applying biometric authentication in m-government applications would work, as in 

the following brief description (see Figure 16). When a user initiates a mobile 

government application or service, the mobile device should request the user to 

register his/her biometric pattern on the sensor.  The device would then compare it to 

the one already stored in the device and a backup stored on a server of a trusted third 

party. The device would then send the service request and the result of the biometric 

authentication comparison to the service provider for approval to perform the service. 

The service provider would authenticate the user by a third party and, accordingly, 

give approval. However, the process of the approval and authentication should be 

done through a PKI hierarchy and Certification Authorities (CA).  
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Figure 16: An authentication system for m-government

 

 

 

 

 

The key benefits of this scenario are: 

•  provides a device with proven security for basic authentication; 

•  personalises these devices for individual users and identities; 

•  provides two-factor authentication of possession and knowledge; 

•  protects sensitive and personal data against stealth and misuse; and 

•  enables service providers to accurately authenticate the users.  

However, several issues such as system speed, key management, network congestion, 

availability, and error rate need to be considered in order to effectively apply this 

system. 

8.3.3 Issues for Consideration  

Based on the findings of this dissertation and the factors identified in the theoretical 

framework (Figure 15), there are several issues that need to be considered to help 

successfully adopt biometric authentication system in m-government applications. 

These issues include government support, system security and management, 

legislation, awareness, and testing and evaluating the system.  

8.3.3.1 Government Support 
While the Saudi government has recently given more attention to improve ICTs 

projects, enormous attention and support is needed, particularly for the application of 

biometric authentication in m-government security, in order to facilitate its adoption. 

As mentioned by Moon (2002), Heeks (2006), and Al-Shehry (2008), the government 

and political support are necessary to gain the successful adoption of e-government 

projects. However, such support by the Saudi government for the application of 
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biometrics in m-government can be encouraged by government agencies by applying 

the technology, providing financial support, and enacting required legislation. 

Another important support is to make mobile devices with biometric attachments 

available around the country, with a reasonable cost at the normal users’ level. 

8.3.3.2 System Security and Management 
Since the application of biometric authentication in m-government security depends 

on the individuals’ biometrics, it is essential to capture the best possible reference 

templates from the users. Therefore, it is important to consider the enrolment process 

which essentially introduces the user to the authentication system. User enrolment is 

usually facilitated when an administrator can explain the procedure to the user and 

manage the actual enrolment. However, this would require bureaucracy and a good 

training program for those who will look after the enrolment process (Wayman et al. 

2005). A trusted administrator participating in the enrolment process will be required 

as well, to ensure the security of the enrolment process. Procedures that will be used 

for user enrolment should be carefully considered along with the process of checking 

the identity of the enrolled person and maintaining the quality of the enrolled 

template.  

Another important issue is the security of the templates and database. The data stored 

for each user, which includes the template, may also include other personal and 

sensitive information. The integrity and privacy of biometric data must be protected. 

Biometric data need to be very securely stored and transmitted between system 

entities. Problems relating to this issue would have a very serious negative effect upon 

the implemented system. Therefore, it is important to consider the management of 

biometric data during the enrolment, transmission, storage, and authentication 

processes. Moreover, the physical hardware used during the application of biometrics 

in m-government must be secure as well. However, it important to take into account 

biometric standards relating to this area, such as ANSI Standard X9.84, Biometrics 

Management, and Security (2000) before the implementation commences.  

8.3.3.3 Legislation 
While there are a number of laws that have been developed in Saudi Arabia regarding 

electronic services, there is still a lack in the legislation. Most importantly, laws and 

regulations need to be established to address issues relating to the application of 

biometric authentication in m-government security. Since biometric data is sensitive, 
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such legislation needs to be carefully crafted to safeguard the rights of the involved 

entities, including users, service providers, and network operators; these parties will 

need to be aware of the new laws and regulations. It will be important that legislation 

is enforced and that all people involved in the application are well informed of such.  

Moreover, strict controls to safeguard the information are necessary to prevent 

unauthorized disclosures. Biometric databases needs to be very secure, with restricted 

access and applied technical measures in order to prevent unauthorized access. Such 

important policies need to be created to ensure that biometric data will only be used 

for legitimate purposes and not for originally unintended purposes. Moreover, it will 

be important for government to not collect unnecessary personal information, and 

biometric data only use for the required applications by government agencies. People 

may hesitate to use biometric authentication in m-government services without a 

guarantee of security and privacy, so they need to be assured of this before the 

application can advance.  

8.3.3.4 Awareness 
As discussed in chapter seven, it would be strategically advantageous for awareness 

programs about biometric technology and m-government security to take place before 

the technology is introduced. Education programs for both mobile phone users and 

service providers will help to ensure awareness of the new technology, the purpose of 

its implementation, and its benefits. It will be important for them to be informed as 

well about the associated costs and anticipated benefits for both the short and long 

term. A study conducted by Giesing (2003) noted that the users expressed the need for 

more information about biometric technology in general and for more detailed 

information on the specific biometrics that will be used, as they only had a basic 

knowledge of biometrics. Giesing’s study shows that employees would like to know 

more regarding biometric technology, such as background information, advantages 

and disadvantages, user guides on the use of the biometrics, technical specifications, 

the storage of biometric data, and security and privacy issues. Therefore, a training 

and awareness program for the application of biometrics in m-government is very 

important for the involved entities, in order to provide them with good understanding 

and make them more confident in its use.  
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8.3.3.5 Testing and Evaluating 
It is noteworthy that testing and evaluation of the biometric system including 

hardware, software, and processing, is essential to ensure the overall system 

reliability. While such testing and evaluation has to be done before the 

implementation commences, it should be done contentiously during the operation. 

Moreover, standards for biometric testing and evaluation are required to be 

considered. Several standards were developed by a number of organisations in their 

testing laboratories. Such groups and organisations that can provide help and 

information in this regard including the U.S. National Biometric Test Center, the 

International Biometric Group, the Biometric Consortium, and programs at the 

International Computer Security Association, the U.S. National Institutes of Standards 

and Technology (NIST), and the UK National Physical Laboratory. 

However, it is important to be put in place different measures to ensure that the 

performance of biometrics systems is high. Based on the purposes of the security 

system, performance metrics will help to determine what sorts of threshold levels are 

required. As mentioned in chapter two, the two most-known measures are the False 

Accept Rate (FAR) and the False Reject Rate (FRR). The False Accept Rate, known 

also as False Match Rate, refers to the likelihood, expressed as a percentage, that 

invalid users will be able to access the system. The False Reject Rate, also known as 

False Non-Match Rate, indicates the likelihood that a valid user will be incorrectly 

rejected by the system (Liu and Silverman 2001; Nanavati et al. 2002). Furthermore, 

other measures including Failure to Enroll (FTE) and Failure to Acquire (FTA) need 

to be considered while evaluating biometric systems. FTE refers to “a situation 

whereupon an individual is unable to enrol their biometric in order to create a 

template of suitable quality for subsequent automated operation” (Ashbourn 2004, p. 

10). FTA reflects on the number of users that fail to generate an appropriate biometric 

capture when using the device. Another useful metric is the transaction time, which 

refers to “a theoretical time taken to match the live template against a reference 

sample” (Ashbourn 2004, p. 10).  

8.4 Conclusion 

This chapter presented and discussed a new theoretical framework (Figure 15) for the 

factors influencing the adoption of biometric authentication in m-government security 
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in Saudi Arabia. It apparent that while the developed theoretical framework in this 

dissertation supports a number of findings reported in the existing theories and 

literature, it is more comprehensive since it includes factors influencing the adoption 

of biometric authentication in m-government among mobile communication users, 

service providers and network operators. However, it is specific to the context of 

adopting biometrics in m-government security in the KSA.  

This chapter also discussed how biometric authentication systems can be integrated in 

m-government applications and presented a design of user authentication systems in 

m-government security using biometric technology. Moreover, it highlighted advice 

on a number of issues including government support, system security and 

management, legislation, awareness, and testing and evaluation of the system, all of 

which need to be considered before and during the implementation of biometric 

systems in m-government security. Based on the analysis and discussion of the 

results, it was found that integrating biometric authentication in mobile devices can be 

most appropriately done by storing the biometric capture on a server of a trusted third 

party and on the SIM card along with supporting encryption as well as the use of a 

PKI. Furthermore, the integration of biometric systems in m-government should 

consider possessing specific features such as limiting the system scope to the 

advanced m-government services, limiting confinement of biometric data, limiting 

system accessibility, as well as the utilisation of the security policies to ensure that the 

biometric data are protected effectively. 
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CHAPTER NINE: CONCLUSIONS  

9.1 Introduction 

This dissertation explored the factors influencing the adoption of biometric 

authentication in m-government security in the KSA. It provides rich insights in 

understanding the adoption factors based on the concerns and perceptions of users, 

service providers and network operators regarding the application of biometric 

authentication to mobile devices for government services. Through investigating the 

phenomenon within the real world via the primary entities involved in m-government, 

which are mobile phone users, service providers and network operators, this 

dissertation increases the knowledge base to find out how emerging biometric 

authentication can play an integral role in providing secure m-government services. It 

further addresses the gap in the literature by presenting a new design for an 

authentication system for m-government services, as well as a theoretical framework 

for the factors influencing the adoption of biometrics in m-government security in 

Saudi Arabia. 

This chapter reviews the findings of this dissertation, as described in chapters five, 

six, seven, and eight, in terms of the research question and objectives identified in 

chapter one, and research methodology and approaches discussed in chapter four. In 

this chapter, the answer to the research question is summarised, and considerations 

related to the findings are provided. Following this, research contributions are 

presented as well as the evaluation of the study through the seven principles proposed 

by Klein and Myers (1999). Finally, limitations of this research and areas of future 

research are highlighted.  

9.2 Fulfilment of Research Objectives 

The overarching research question for this dissertation is: 

 What are the factors influencing the adoption of biometric authentication in m-

government security in the Kingdom of Saudi Arabia? 

Through the investigation of mobile phone users’, service providers’ and network 

operators’ concerns and perceptions regarding the use of biometrics in m-government 
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applications, chapters seven and eight of this dissertation identified the factors 

influencing the adoption of biometric authentication in m-government security in the 

KSA. For achieving the research objective, Figure 15 in chapter eight illustrated the 

theoretical framework that identifies the factors influencing the adoption of biometric 

authentication in m-government security in Saudi Arabia which form the developed 

substantive theory of this research. A review of the methods of analysis for this 

interpretive study, along with the main concept of grounded theory, indicated that for 

investigating actualities from the real world for the purpose of generating or 

discovering a theory that is grounded in data systematically gathered and analysed 

(Creswell 1998), the grounded theory methodology (Strauss and Corbin 1990) was 

used to develop the substantive theory in this dissertation. 

Parts of this study took place in Saudi Arabia and used both a questionnaire and semi-

structured interviews for the data collection. In particular, eleven face-to-face semi-

structured interviews were conducted in Saudi Arabia with the managers of online 

services and IT security managers of mobile e-government service providers. Four 

semi-structured interviews were also conducted with managers and IT security 

providers in mobile communication network services. In addition, a survey 

questionnaire was presented to mobile communications users to explore their 

concerns and perceptions on applying biometric authentication to their mobile devices 

for government services. Users from both genders from a range of relevant age groups 

and education levels were chosen as participants. A total sample of 311 questionnaires 

was included in the dissertation. However, while the interviews were conducted with 

service providers and network operators, the questionnaire was distributed to mobile 

phone users in order to collect larger amounts of data on users’ concerns and 

perceptions in a shorter time scale than would have been possible with interviewing 

mobile communication users.  

In summary, this dissertation pointed out the factors that influence the adoption of 

biometrics into m-government applications. These factors were classified into 

“entities factors”, “enabling factors”, and “challenges”. Entities factors are derived 

from the main entities involved in m-government application. Users’ factors include 

their needs, concerns and perceptions as addressed in chapter seven, as well as the 

organisational factors that include their strategies, services, needs and perceptions 

which would influence the adoption of biometric authentication in m-government 
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security. System factors including requirements and other procedural issues are also 

provided in chapter seven. In addition, this dissertation presented a number of 

enabling factors involving acceptance and contributory factors that would 

significantly influence the adoption of biometric authentication in m-government 

security, along with their related sub-factors. Based on the findings, acceptance 

factors including relative advantage, compatibility, ease of use, trialability, 

observability, trust and privacy, as well as contributory factors involving availability, 

awareness, legislation, economical aspects, and social and cultural aspects are 

important factors toward enabling the KSA to achieve a successful adoption of 

biometric authentication in m-government security. As reported in chapter seven, this 

will also be influenced by responses to several technical challenges such as 

infrastructure, growing a biometrics database, making mobile devices with biometric 

attachments available around the country, integrating biometrics along with a PKI in 

the smartcards of the mobile device, theft and penetrating possibility of biometric 

capture, and dealing with authentication errors in the system, as well as related 

challenges including financial issues, registration and enrolment processes, lack of IT 

experts in the KSA, and lack of current relevant research. Importantly, most of the 

results are supported by a number of findings reported in literature such as the 

Diffusion of Innovation (Rogers 1995) and Technology Acceptance Model (Davis 

1989), as discussed in the previous chapter. 

Chapter eight of this dissertation also described how biometric authentication systems 

can be integrated into m-government applications, and presented a design for a user 

authentication system in m-government security using biometric technology. 

Moreover, based on the findings, some advice on a number of issues including 

government support, system security and management, legislation, awareness, and 

testing and evaluation of the system were outlined in chapter eight as well. 

9.3 Considerations for the Adoption of Biometrics in M-

Government 

The theoretical framework proposed in Figure 15 can be used to understand the 

factors influencing the adoption of biometric authentication in m-government 

security. Based on the findings of this dissertation, several considerations can be 
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suggested for those who are involved the adoption of biometrics in m-government 

applications. 

First, the findings of this dissertation revealed that, to be effective, there is a need to 

provide mobile communication users and service providers with an advanced 

authentication system for m-government services; therefore, government and decision 

makers should consider this need in order to enhance the adoption and 

implementation of m-government services. Based on the viewpoints of the 

participants, the application of biometric authentication would play an integral role in 

enhancing the security of m-government. However, it will be important for decision 

makers to take into account that such legislation needs to be carefully crafted to 

safeguard the rights of the involved entities, and the people involved will need to be 

aware of the new laws and regulations. Similarly, it will be important that legislation 

is enforced and that all parties involved in the application are well informed. 

Technical support will be required to make mobile devices with biometric attachments 

available around the country at a reasonable cost on the normal users’ level. 

It would be appropriate that the application of biometric authentication is 

implemented along with the use of a Public Key Infrastructure (PKI), and that service 

providers apply biometrics with only the advanced m-services to enhance usability 

and user acceptance. It is also important to consider the security of the templates and 

databases as well as the management of biometric data during enrolment, 

transmission, storage and authentication. The enrolment process, which essentially 

introduces the user to the authentication system, needs to be considered as it would 

affect the adoption of biometrics in m-government. A high level of cooperation 

between government agencies will be required to effectively introduce biometrics in 

m-government services. Biometric standards and systems evaluation could effectively 

take place before and during the implementation process.  

Furthermore, to encourage mobile phone users to adopt and use biometrics in their 

mobile devices for government services, it would be strategically advantageous for 

awareness programs to take place before the technology is introduced. In fact, 

education programs for both mobile phone users and service providers will help to 

ensure awareness of the new technology, the purpose of its implementation, and its 

benefits. It is also important to note that privacy, relative advantage, ease of use, 
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trialability, compatibility, and observability play a significant role in promoting the 

adoption of biometric authentication in m-government applications.  

9.4 Contribution to Knowledge  

This dissertation contributes to knowledge by filling a gap in the literature regarding 

the factors influencing the adoption of biometric authentication in m-government 

security. The main contributions of this research are the development of a new 

substantive theory that provides a theoretical framework for the factors influencing 

the adoption of biometric authentication in m-government security in the KSA as well 

as a new design for a mobile user authentication system for m-government that can 

also be applied to other mobile applications. More specifically, the contributions of 

this dissertation are theoretical, methodological and practical contributions as follows.  

9.4.1 Theoretical Contribution  

The theoretical contribution of this dissertation is a development of a substantive 

theory based on grounded theory research for the adoption of biometric authentication 

in m-government applications in Saudi Arabia. The developed theoretical framework 

through this dissertation is unique and more comprehensive than other related existing 

theories such as Diffusion of Innovation (1995) and the Technology Acceptance 

Model (Davis 1989). It includes factors influencing the adoption of biometric 

authentication in m-government among mobile communication users, service 

providers and network operators, adding further dimensions such as contributory 

aspects, organisational aspects, user aspects and system aspects. More specifically, the 

theoretical contributions include the following: 

1. The identification and description of factors influencing the adoption of 

biometrics in m-government security 

This dissertation contributes to the literature by identifying and describing the factors 

that influence the adoption of biometric authentication in m-government applications. 

There are studies by Lease (2005) and Uzoka and Ndzinge (2009) in the same area for 

adoption of biometric technology. However, Lease’s (2005) study concentrated on the 

reasons why information technology and information assurance managers choose to 

recommend or not to recommend the use of biometric technology to their 

organisations. He found that managers’ positive perceptions of security effectiveness, 
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need, reliability and cost-effectiveness correlate with their willingness to recommend 

the use of biometric technology. On the other hand, Uzoka and Ndzinge (2009) 

examined the prospects of biometric usage through a quantitative study applied to 

some organisations in Botswana. Uzoka and Ndzinge (2009) found that ease of use, 

communication, size of the organisation and type of organisation are factors that 

affect the intention to adopt biometric technology in organisations.  

This dissertation is a qualitative study and specifically focuses on the adoption of 

biometric authentication in m-government in the KSA context.  It takes into account 

different opinions of people involved in m-government, including mobile phone users, 

service providers and network operators. Thus, the identified factors such as 

acceptance factors, contributory factors, organisational factors, user factors and 

system factors contribute a unique set of rich insights into peoples’ perceptions on the 

application of biometrics in m-government security in Saudi Arabia.   

2. An increased understanding of the perceptions of people involved in m-

government applications: mobile phone users, service providers and 

network operators 

This dissertation contributes to theory by providing rich insights and increased 

understanding of the concerns and perceptions of mobile phone users, service 

providers and network operators regarding the application of biometric authentication 

to mobile devices for government services. For example, the findings show that the 

majority of the mobile user participants stated that they will accept the use of 

biometric authentication for m-government services.  Further, they would be willing 

to pay more money to have biometric authentication in their mobile devices.  This is a 

distinct contrast to the views of the service provider participants who thought that 

mobile phone users would not accept the use of biometrics in m-government. 

3. Discovering the reasons why mobile phone users prefer the use of 

biometrics in m-government applications 

This dissertation also provides a contribution by finding out the reasons why mobile 

communication users prefer the use of biometric authentication in their mobile 

devices to conduct government services. It provides evidence regarding users’ 

requirements of strong authentication in the KSA mobile user context. For example, 

the findings indicate that mobile phone users require a high level of privacy protection 
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for their information in their mobile devices. The results further discover a positive 

relationship between the users’ concerns for mobile device security and their 

preference for using biometric authentication in m-government security.  

4. The identification of service providers’ needs for adopting biometric 

authentication in m-government applications 

This dissertation identifies several needs and requirements for service providers to 

adopt the use of biometrics for m-government services. For example, this research 

addresses the need to apply biometrics with a smartcard in mobile devices along with 

the use of a Public Key Infrastructure (PKI). This dissertation identifies the need to 

gather citizens’ biometric data and the challenge of the enrolment and registration 

process. 

5. An increased understanding of how to best applying biometric 

authentication in m-government applications 

There is a dearth of empirical studies in the adoption of biometric authentication, 

certainly within the context of m-government in Saudi Arabia.  This dissertation 

contributes rich insights into people’s perceptions on the application of biometrics in 

this context, which adds weight to existing opinions on how to best apply biometrics 

in m-government security. The empirical data identifies several issues including the 

users’ factors, organisational factors, system factors, acceptance factors, contributory 

factors, and challenges that influence the adoption of biometric authentication in m-

government along with how their influence would be. Based on the empirical data, 

this dissertation reveals that biometric authentication should best be implemented with 

the use of a PKI in a smartcard installed in mobile devices, and preferably only for 

advanced government services.  This is preferred to consistently applying biometric 

authentication to the mobile device itself, and applying it for all online government 

services. 

9.4.2 Methodological Contribution 

This dissertation adds a methodological contribution by providing a new example of 

the application of grounded theory coding procedures. There are no known studies 

using grounded theory to develop a theoretical framework for the adoption of 

biometric authentication in mobile services applications, especially in a developing 
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country.  This dissertation describes the application of grounded theory, including the 

development of the concepts and categories, and then the generation of the substantive 

theory, providing a unique insight into this qualitative information system research.  

9.4.3 Practical Contribution 

The practical contribution of this dissertation is to provide research-based information 

that can guide strategic decision making toward the appropriate authentication 

approach for m-government security and how biometrics can be adopted into mobile 

devices for government services. This practical contribution includes the design of an 

authentication system, verified by service providers and network providers, as 

appropriate for applying biometric technology in m-government security as illustrated 

in Figure 16 in chapter eight.  

9.5 Evaluation of the Research 

Klein and Myers (1999) proposed a set of principles for evaluating interpretive studies 

in the field of information systems. They further indicated that the principles are to be 

applied to information systems research that is hermeneutic in nature. As mentioned 

in chapter four, this dissertation’s intent is to understand reality from the point of view 

of the participants, including mobile phone users, service providers and network 

operators, in order to explore the factors influencing the adoption of biometric 

authentication in m-government security. This is carried out by the use of grounded 

theory methodology, which is considered to be interpretive as highlighted by 

Orlikowski (1993). The coding process in grounded theory involves a hermeneutic 

process of interpreting an act (Sarker et al. 2001). Piantanada et al. (2002) point out 

the usefulness of the procedures of grounded theory in such interpretive research. 

They note, “the procedures of grounded theory provide interpretive researchers with a 

disciplined process, not simply for generating concepts, but more importantly for 

coming to see possible and plausible relationships between them” (p. 3). The seven 

principles of Klein and Myers (1999) are explained and applied to this dissertation as 

follows. 

The fundamental principle of the hermeneutic circle: “This principle suggests that 

all human understanding is achieved by iterating between considering the 

interdependent meaning of the parts and the whole that they form. This principle of 
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human understanding is fundamental to all the other principles” (Klein and Myers 

1999, p. 72).  

In this dissertation, the ‘parts’ are the open codes which occur by labelling concepts 

that represent discrete happenings from the transcript materials, and the ‘whole’ that 

they form is the axial codes. This occurs iteratively through the use of theoretical 

sampling until theoretical saturation is reached. 

The principle of contextualisation: “Requires critical reflection of the social and 

historical background of the research setting, so that the intended audience can see 

how the current situation under investigation emerged” (Klein and Myers 1999, p. 

72).  

In this dissertation, this principle is applied as outlined in the first three chapters. 

While the first chapter provided an overview of the context of the study, including 

justification and significance of the research, chapters two and three documented the 

context of the study and demonstrated how the importance of authentication and 

security for m-government applications, along with how the primary entities involved 

affect the adoption of biometric authentication systems in m-government security. 

The principle of interaction between the researchers and the subjects: “Requires 

critical reflection on how the research materials (or data) were socially constructed 

through the interaction between the researchers and participants” (Klein and Myers 

1999, p. 72).  

A fundamental data-gathering method of this research was face-to-face interviews. 

Therefore, the interaction between the researcher and the subjects is demonstrated 

through the data collection technique, with participants explaining their concerns and 

perceptions and responding to the researcher’s interpretations of this process, as 

discussed in chapter four. Through the exploratory questions of the interviews, 

participants talked unreservedly to any related issue that would impact on the 

phenomenon. Moreover the researcher had the opportunity to interact with 

participants to get more insight and explanations that would enhance the 

understanding of issues expressed during the interviews.   

The principle of abstraction and generalisation: “Requires relating the idiographic 

details revealed by the data interpretation through the application of principles one 
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and two to theoretical, general concepts that describe the nature of human 

understanding and social action” (Klein and Myers 1999, p. 72).  

The application of grounded theory methodology presented in this dissertation 

involved hierarchical coding processes and theoretical sampling, which helped to 

improve concepts and categories that concluded with the development of a theoretical 

framework derived from the empirical data. The developed theoretical framework 

presents a substantive theory relating to a specific phenomenon. While such a 

substantive theory can be extended and improved as a formal theory as highlighted by 

Lehmann (1999), generalisations are categorised by Walsham (1995) as concepts, 

theory, specific implications or rich insights. The findings in this dissertation 

contribute to providing rich insights into the factors influencing the adoption of 

biometric authentication in m-government security.  

The principle of dialogical reasoning: “Requires sensitivity to possible 

contradictions between the theoretical preconceptions guiding the research using and 

actual findings (“the story which the data tell”) with subsequent cycles of revision” 

(Klein and Myers 1999, p. 72).  

In this dissertation, the intellectual basis for the research was made explicit, as 

provided in chapters two and three. Careful consideration was taken not to have deep 

theoretical preconceptions of the data; but rather to be informed about relevant 

theories such as Diffusion of Innovation (Rogers 1995) and the Technology 

Acceptance Model (Davis 1989), which did not lead to any hypotheses, but helped 

gain insights, rather than to impose an effect on the way that the data is viewed. The 

iterations between the data collection phase and analysis are equivalent to the 

procedures of grounded theory (Strauss and Corbin 1990). In this dissertation, the 

iteration between data and concepts ended when no further data were being collected. 

The principle of multiple interpretations: “Requires sensitivity to possible 

differences in interpretations among the participants as are typically expressed in 

multiple narratives or stories of the same sequence of events under study. Similar to 

multiple witness accounts even if all tell it as they saw it” (Klein and Myers 1999, p. 

72).  

Multiple interpretations were achieved in this research with the involvement of 

different participants, including mobile phone users, service providers and network 
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operators to get their interpretations on the application of biometric authentication in 

m-government security. Moreover, participants, for example among service providers, 

would express different opinions that might be influenced by their parent 

organisations. Therefore, the researcher had to deal with different, conflicting 

interpretations. However, the application of grounded theory forced the researcher to 

reconsider and revaluate initial interpretations throughout the coding process.  

The principle of suspicion: “Requires sensitivity to possible ‘biases’ and systematic 

‘distortions’ in the narratives collected from the participants" (Klein and Myers 1999, 

p. 72).  

In this dissertation, the empirical data reflected the views of mobile phone users, 

service providers and network operators regarding the application of biometric 

authentication in m-government security, and not those of the researcher. Coding 

processes of grounded theory helped to create and develop meaning from the 

empirical data rather than to report on those in the literature.   

9.6 Limitations 

Limitations are an expected part of any research; correspondingly, a number of 

limitations are acknowledged in this dissertation. The grounded theory methodology 

was used to develop a substantive theory for the adoption of biometrics in m-

government in Saudi Arabia. Therefore, the conclusions do not claim to be widely 

generalizable since the research is limited to a particular context and specific time and 

geographical area. However, Charmaz (2006) indicated that combining and 

conceptualising the findings from several substantive grounded theories can help to 

develop a more general formal theory. Furthermore, it was outside of the scope of this 

research to include mobile applications in other context such as commerce and 

banking. Moreover, while theoretical sampling was adopted until theoretical 

saturation was reached, the total sample of fifteen interviews and 311 questionnaires 

can be regarded as a limitation. However, the findings of this dissertation are believed 

to help adopt biometric authentication in m-government applications in the KSA and 

other similar countries.  
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9.7 Future Research 

A number of areas for future research have emerged during and as a result of this 

dissertation. While this dissertation does not provide the scope to raise the very 

specific, substantive theory to a formal theory that would be more generalizable 

across a wider area, future research in other geographical areas with different cultural 

backgrounds is recommended, as a number of substantive theories can help to create 

more general formal theory. Moreover, since this research indicates advantages to the 

use of biometrics along with a PKI in mobile devices for accessing government 

services, more specific studies about the integration of a PKI in mobile devices may 

make a significant contribution. Since the developed substantive theory focuses on the 

adoption of biometric authentication in the context of m-government applications, it 

could be useful to apply it to other m-services, such as mobile commerce, mobile 

banking, and mobile learning.  

In addition, since this research highlighted several issues that need to be considered in 

the application of biometrics in m-government such as systems security and 

management, possible threats and theft of biometric data, and regulations and 

legislation, more focused  studies in these particular areas would be useful. Further 

research is also recommended to minimize the identified challenges and solve 

problems in order to give any future implementation the best chance at success. 

9.8 Conclusion 

A main finding of this dissertation and contribution of this research is the 

development of a new substantive theory for the adoption of biometric authentication 

in m-government security in the KSA. This dissertation provides rich insights into 

understanding the factors that influence the adoption of biometrics in m-government 

applications based on an investigation of the phenomenon within the real world via 

the primary entities involved in m-government. This chapter summarised and outlined 

the research conducted for this dissertation. It briefly reviewed the findings of this 

dissertation in terms of the research question and objectives. This chapter also outlines 

several contributions that this dissertation makes. Based on the findings of this 

dissertation, a number of considerations for the adoption of biometrics in m-

government were presented in this chapter as well. The research was evaluated using 
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Chapter 9: Conclusions 

Klein and Myers’ seven principles for evaluating interpretive research, and limitations 

of the research were identified in this chapter. The chapter then concludes by 

presenting several suggestions for future research.  

Finally, this dissertation fills the gap in the literature regarding the factors influencing 

the adoption of biometrics in m-government security. It presents an empirical study 

based on the analysis of concerns and perceptions of mobile communication users, 

service providers and mobile network operators regarding the application of biometric 

authentication to mobile devices for government services in the KSA. 
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Open codes Examples of key words 

Trust 
“We do not trust the sensors that the user may use to 

register...” 

Privacy “...there was no clear privacy law in the country...” 

Ease of use 

“It is important to make the registration process as 

easy as we can” “I think it is difficult to add more 

security level in the mobile device...” 

Trialability 

“Will apply it and leave other method available” “I 

think that the best way to apply biometric is to not 

replace the PIN code but to keep it available as well” 

Relative advantage 

 

“...until people understand its value and accept it” “... 

to get more subscribers and more government 

services for our company” “... it may have financial 

benefits later” “It is the best way for user 

authentication” “It will provide high level of 

security” “It does not have anything to memorise” “It 

is impossible to steal” “It provides a reliable way to 

authenticate users” “...more confident to conduct 

more m-services” “... minimising efforts for 

government transactions” “It may decrease the theft 

of mobile devices” “It is impossible for someone else 

to use someone else’s biometrics” “It will provide an 

authentication for the user/ subscriber” “I think we 

will get more government services through our 

network” 

Compatibility 

“It will provide more value” “The best is to apply 

biometrics along with the smart card to provide a 

more secure method for the authentication” “I think 

that the best way to apply biometric is to not replace 
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the PIN code but to keep it available as well” 

Observability 
“.. leave other method available... until people 

understand its value and accept it” 

Possibility of penetrating  
“There is a possibility to penetrate someone’s 

biometrics by some applications” 

Theft possibility for 

biometric capture 

“But I think there is a possibility for the biometric 

capture to be stolen” 

Error rate of biometric 

system 

“Except for the false and positive errors of its 

system” 

Enrolment and registration 

process 

“The registration is really a big issue” “The 

enrolment process takes time and effort” 

Financial issues 
“This may require them to pay more money... which 

I think is difficult to be accepted” 

Lack of relevant research “...but we are still looking for the best use...” 

Uncompleted database 

“But there is no complete database now” “The 

important thing now is to get a complete database of 

people’s biometrics” “But we need a database to 

match them” 

Biometric sensors 

“We need the biometric sensors integrated in the 

user’s smart card to solve this problem, but 

unfortunately we do not have this technology yet” 

Infrastructure “The main barriers are: infrastructure....” 

Lack of IT experts in 

government agencies 

“...provide them with the required support for 

professional consultations and management for e-

services...”  

Availability of e-

government services 

“A majority of the available e-services is enquiry 

services” “in fact not many e-services are available” 

Availability of m-

government services 

“The majority of m-government services that are 

provided by all government agencies is basically 

enquiry services” 

People’s acceptance  “I think people may not accept it” 
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Use of mobile by someone 

else 

“He or she may give it to someone to use it” “It will 

not help some people who give their SIM cards to 

their family” 

Regulation and legislation 

“...there was no clear privacy law in the country...” 

“It includes cross-governmental specifications and 

policies” 

Awareness programs “There should be enough awareness” 

Economical aspects 

“Some government agencies need to connect with 

others to get some information and this integration 

costs a lot of money” “they (users) like the easy 

process that does not cost them any extra money”  

Procedural issues 

“Then the MOI sends this information to the 

telecommunications company to authenticate the 

user by his mobile number” “The third way is by 

using bank authentication” “To verify the user face-

to-face through their ID card” “Then will be given 

one password that will be sent to the user’s mobile to 

conduct the e-service” “A user needs to go to the 

portal and enter their information” “We will start 

with companies rather than with individuals” 

Lack of current  

authentication method 

“The current plan is based on the use of a PIN and 

password” “The current authentication method for 

the e-services.... based on the use of PIN and 

password” 

“The current authentication method authenticates the 

SIM card not the user” 

Authentication 

responsibility 

“Yesser will take the responsibility to authenticate all 

users for the first time” “The authentication will be 

the responsibility of the officer” 

Shortage in the future plan 

“There is a plan to apply PKI in the near future. So, 

each user will have a username and password as well 

as a digital certificate”  
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Registration and 

authentication offices 

“The user to come only once to one of our 

authentication offices” “...then go to a registration 

point with the ID number for face-to-face 

authentication” 

Mobile’s subscriber 

responsibility 

“It is the subscriber’s responsibility to protect his/her 

mobile” “We don’t care if it is used by another one. 

It is the subscriber responsibility” 

Low progress  
“... has been launched in 2002... from about 2008 we 

started to provide services to individuals” 

Template size 
“You should consider the template size of the 

biometric” 

Applying biometrics in 

SIM card  

“In the SIM card to be as an alternative of the SIM 

card’s number” “I think in the SIM card” 

Automation of processes   
“We hope that ...will be done electronically... we are 

working on now” 

Need to get people’s 

biometrics 

“We started discussions with the Ministry of Interior 

(MOI) to get citizens’ biometrics” 

Advanced  authentication 

method 

“We still need an advanced authentication method” 

Applying biometrics with 

smart card  

“We need the biometric sensors integrated in the 

user’s smart card to solve this problem” 

Applying biometrics one 

time at the registration 

“I still prefer to apply biometrics just once during the 

registration stage” 

Applying biometrics in 

some of m-government 

applications  

“You can divide the services up into three levels and 

just apply biometrics for the services that need high 

level of security” “For special applications” “There 

is a need for the military applications to really 

authenticate the person”  

Importance of security 

“As much as users feel that this transaction is more 

secure, they will conduct it” “To provide secure e-

services” 
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No demand for the 

subscribers' authentication 

among network operators 

“I think there is no need for it in the current time” 

“At this stage I do not think we need” 

 

Positive perception towards 

applying biometric in some 

applications “network 

operators” 

“I think there is a need for the military applications 

to really authenticate the person” “will help for 

special applications that required subscriber’s 

authentication” 

Concerns about the 

registration and enrolment 

process 

“The registration is really a big issue” “The 

enrolment process takes time and effort” “It would 

add more responsibilities for us” 

Familiarity with 

introducing new technology 

“We have integrated the PKI system” “We have 

started to provide citizens with a new ID card which 

is a smart card that includes biometric features as 

well as a digital certificate” 

Utilising the available 

resources and technologies  

“Looking for the best use of this smart ID card” 

“Fingerprints, as we have already started to get 

people’s fingerprints”  

Bad experience towards the 

use of secret questions 

“We used secret questions, but we got several 

problems with it as people forget them” 

Positive perceptions 

towards biometric 

authentication 

“It is a great idea” “... solve a lot of security issues” 

The right to have people’s 

biometrics 

“But the best place that has the right to get and store 

people’s biometrics is the MOI” 

Positive perceptions 

towards applying 

biometrics in m-

government 

“...it is a great idea” It is the best way for user 

authentication” 

Positive perceptions 

towards fingerprint 

“Fingerprint is more usable and acceptable by people 

and familiar compared with other kinds” “Fingerprint 

is better” 
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Positive perceptions 

towards iris scan 

“Provide very high accuracy” 

Negative perceptions 

towards iris scan 

“I do not prefer iris scans... the users try more than 

once in order to successfully match their recorded 

iris” 

Negative perceptions 

towards applying biometric 

in each m-service 

“If biometrics have been applied for each m-

government service, I do not think people will accept 

it” “It may be inconvenient if it has been applied 

with each access to e-services” 

Frauds existing in 

authentication methods 

“Fraud exists in every method, even with the normal 

face-to-face approach”  

Recommendation of 

applying biometrics 

“From my experience, I strongly recommend 

applying it, especially from a security perspective” 

Realising the importance of 

information security 

“In order to establish a national system for secure e-

services” 

Negative perceptions about 

users’ acceptance 

“I do not think people will accept it” “... and people’s 

resistance” 

Positive perceptions 

towards the security of PKI 

“... apply the PKI... to add more security... and to 

replace the classic and weak forms of authentication” 

Positive perceptions 

towards applying 

biometrics with PKI 

“It will provide more value to the use of the PKI” 

Positive perceptions 

towards applying 

biometrics in mobile 

devices 

“If the biometrics are introduced in the user’s device, 

I think it will be more suitable and healthier” “it will 

help to accurately authenticate the subscriber” 

Negative perceptions of 

applying one factor of 

authentication 

“But I think that only using biometrics is not secure 

enough for the important applications” 

Government Service Bus 

(GSB) 

“Another service is the Government Service Bus 

(GSB)” 
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Yesser Consultancy Group 

(YCG) 

“One of the most important services of Yesser is the 

Yesser Consultancy Group (YCG)” 

Media services “The second service is the media services” 

Government Secure 

Network (GSN) 

“Yesser provides government agencies with the 

Government Secure Network (GSN)” 

Enabling e-government 

services 

“Enabler and encourager for government agencies to 

provide electronic services” 

Authentication services “Except for this authentication service” 

Provide organisations with 

secure e-services 

“A main goal of Al-Elm is to provide secure e-

services”  

Push messages  “The most current application is push messages” 

Enquiry services “...is basically enquiry services” 

Supporting e-government 

applications 

“...and provide them with the required support...” 

Unified framework for e-

government 

implementation (YEFI) 

“Introduced YEFI which is a unified framework to 

implement e-government” 

Provide secure network 

access 

“Provide them with secure network” “To make the 

network available for it” “Provide the access to the 

network” 

Use of smart card or USB 

token 

“We are going to use a smart card to add more 

security” 

Providing secure services  

“A main goal of Al-Elm is to provide secure e-

services” “Take into account a high level of security” 

“Our future plan is to apply the PKI...to add more 

security” 

Encouragement of e-

government 

implementation 

“The purpose of the Yesser program is to be as an 

enabler and encourager for government agencies to 

provide e-services” 

Planning for the future 
“We hope that ...will be done electronically... we are 

working on now” “Our future plan is to apply the 
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PKI” 

Intention to improve e-

services 

“We are trying to provide more e-services” 

Public Key Infrastructure 

(PKI) 

“The PKI is over-running the operational process of 

our centre which is ready to issue digital signatures, 

and we are now in the pilot phase”  

Digital certificate 
“Each user will have a username and password as 

well as a digital certificate” 

More integration and 

connection between 

government agencies  

“There should be a comprehensive strategy that 

involves all government sectors to get people’s 

biometrics in order to get the valuable advantages 

from its database” 

First time authentication 

“I still prefer to apply biometrics just once during the 

registration stage” “We still need to authenticate the 

user...to come only once to one of our authentication 

offices...” 

Taking people’s biometrics 

from MOI 

“The important thing now is to get a complete 

database of people’s biometrics from the MOI” 

Appling biometrics along 

with ID number 

“This should be done along with an ID code or any 

number... to make the comparison easier and faster” 

Minimising frauds 
“But we are trying to minimise the fraud as much as 

we can” 

Balance between security 

and usability 

“There should be a balance between security and 

usability” “You have to balance between the ease of 

use and the level of security” 

Two factor of 

authentication 

“I think that the applications that require strong 

authentication should apply biometrics as well as 

another authentication type...”  

Applying biometrics with 

PKI 

“If you get a solution that can integrate biometrics in 

the USB token or the smart card, we will go directly 

with it” 
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Balance between security 

and functionality 

“I think that when you provide a high level of 

security, this may affect functionality so there should 

be a balance between them” 

Efficiently and availability “It has to be efficient and available” 

Network access 
“Making the network available” “Network access is 

the main requirement” 

Mobile devices with 

biometrics attachment 

“We need the biometric sensors integrated in the 

user’s smart card” 
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Appendix B: Distinguishing Survey Data Based on Gender 

This section reveals the frequency (participant sample size) and the percentage 

(proportion of total sample population) of the responses for each survey question. The 

Chi-square test is used because the variables included in the survey are nominal in 

nature. As outlined by Williams (1992), Chi-square test allows to observe 

nonparametric data if there is any significant difference across the variables of 

comparison subject to the control group of the variable of interest. In this section, Chi 

square value and its level of significance are calculated so as to provide an indication 

of the nature of difference in distribution of responses received from participants of 

each gender. 

1 Demographics 

The purpose of this section is to summarise the important basic background 

information on the participants.  This section asked participants about their age, 

gender and level of education. The total sample consists of 311 participants, 

comprising 193 male participants and 118 female participants. 

Gender 

Male Female 
Total 

Demographics  

No. % No. % No. % 

Age  

Less than 20 48 24.9 15 12.7 63 20.3

20-30 59 30.6 43 36.4 102 32.8

31-40 58 30.1 52 44.1 110 35.4

Over 40 28 14.5 8 6.8 36 11.6

Total 193 100.0 118 100.0 311 100.0

Chi-square 13.959 

P-Value 0.003 

Education level  

High school or under 69 35.8 34 28.8 103 33.1

Bachelor degree 105 54.4 77 65.3 182 58.5
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Postgraduate degree 19 9.8 7 5.9 26 8.4 

Total 193 100.0 118 100.0 311 100.0

Chi-square 3.878 

P-Value 0.144 
Table B.1: Demographics 

2 ICT Experience 

The purpose of this section is to explore the ICT experience of the participants based 

on gender.  

Gender 

Male Female 
Total 

ICT Experience  

No. % No. % No. % 

Do you use the Internet?  

Yes 186 96.4 107 90.7 293 94.2 

No 7 3.6 11 9.3 18 5.8 

Total 193 100.0 118 100.0 311 100.0

Chi-square 4.356 

P-Value 0.037 

How often do you use the Internet?  

Once a month 14 7.7 22 21.0 36 12.5 

Once a week 28 15.4 38 36.2 66 23.0 

Once a day 85 46.7 28 26.7 113 39.4 

More than once a day 55 30.2 17 16.2 72 25.1 

Total 182 100.0 105 100.0 287 100.0

Chi-square 33.881 

P-Value 0.000 

What do you mainly use Internet for?  

Email 147 79.03 46 42.99 193 66.10

Searching for information 152 81.72 96 89.72 248 84.93

Browsing, chatting, and entertainment 65 34.95 38 35.51 103 35.27
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Others 22 11.83 3 2.80 25 8.56 

No. of Cases 186 107 292 

How long have you been using a mobile 

device? 
 

Less than a year 6 3.1 7 6.0 13 4.2 

1-4 years 31 16.1 22 18.8 53 17.2 

4-7 years 49 25.5 28 23.9 77 24.9 

More than 7 years 106 55.2 60 51.3 166 53.7 

Total 192 100.0 117 100.0 309 100.0

Chi-square 1.993 

P-Value 0.574 

How often do you use your mobile device?  

Less than one hour a day 95 49.2 59 50.4 154 49.7 

Between 1-3 hours a day 77 39.9 41 35.0 118 38.1 

More than 3 hours a day 21 10.9 17 14.5 38 12.3 

Total 193 100.0 117 100.0 310 100.0

Chi-square 1.263 

P-Value 0.532 

What other mobile services do you use 

other than telephony? 
 

SMS 176 91.19 112 94.92 288 92.60

Internet 66 34.20 22 18.64 88 28.30

Bluetooth 101 52.33 67 56.78 168 54.02

Other 12 6.22 6 5.08 18 5.79 

No. of Cases 193 118 311 

What are the most important issues to 

consider when you buy a mobile device? 
 

Price 98 50.78 50 42.37 148 47.59

Latest technological features 146 75.65 82 69.49 228 73.31

As recommended by someone 36 18.65 23 19.49 59 18.97

Size 70 36.27 44 37.29 114 36.66
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Other 18 9.33 13 11.02 31 9.97 

No. of Cases 193 118 311 

Have you ever lost your mobile device (due 

to theft, misplacement or any other cause)?
 

Yes 87 45.1 43 36.4 130 41.8 

No 106 54.9 75 63.6 181 58.2 

Total 193 100.0 118 100.0 311 100.0

Chi-square 2.245 

P-Value 0.134 

Have you been in a situation where there is 

a risk of disclosure of sensitive or personal 

information? 

 

Yes 32 37.2 25 58.1 57 44.2 

No 54 62.8 18 41.9 72 55.8 

Total 86 100.0 43 100.0 129 100.0

Chi-square 5.092 

P-Value 0.024 

Has your mobile phone ever been used by 

someone in a way you did not want? 
 

Yes 88 45.8 52 44.8 140 45.5 

No 104 54.2 64 55.2 168 54.5 

Total 192 100.0 116 100.0 308 100.0

Chi-square 0.030 

P-Value 0.864 

Do you use the Internet via your mobile 

device? 
 

Yes 82 42.5 33 28.0 115 37.0 

No 111 57.5 85 72.0 196 63.0 

Total 193 100.0 118 100.0 311 100.0

Chi-square 6.626 

P-Value 0.010 
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How often do you use the Internet via your 

mobile device? 
 

Once a month 26 32.1 13 43.3 39 35.1 

Once a week 38 46.9 10 33.3 48 43.2 

Once a day 13 16.0 6 20.0 19 17.1 

More than once a day 4 4.9 1 3.3 5 4.5 

Total 81 100.0 30 100.0 111 100.0

Chi-square 2.045 

P-Value 0.563 

What do you mainly use the Internet for 

(via your mobile)? 
 

Email 39 47.56 8 24.24 47 40.87

Browsing, chatting, and entertainment 37 45.12 12 36.36 49 42.61

Searching for information 45 54.88 21 63.64 66 57.39

Bank transactions 11 13.41 4 12.12 15 13.04

Others 4 4.88   4 3.48 

No. of Cases 82 33 115 

Have you ever used any biometric 

authentication? 
 

Yes 85 44.3 16 13.9 101 32.9 

No 107 55.7 99 86.1 206 67.1 

Total 192 100.0 115 100.0 307 100.0

Chi-square 30.025 

P-Value 0.000 
Table B.2: ICT Experience 

 

3 Mobile Device and Government Services  

The purpose of this section is to explore the use of m-government services by the 

participants based on gender. 
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Gender 

Male Female 
Total 

Mobile Device and Government Services 

No. % No. % No. % 

How often do you conduct government 

service transactions? 
 

Once a year 85 45.7 56 66.7 141 52.2

Once every 6 month 56 30.1 14 16.7 70 25.9

Once a month 36 19.4 9 10.7 45 16.7

More than once a month 9 4.8 5 6.0 14 5.2 

Total 186 100.0 84 100.0 270 100.0

Chi-square 11.634 

P-Value 0.009 

How do you usually conduct the 

government service transaction? 
 

Face to face 154 79.79 47 39.83 201 64.63

Using an agent (third party) 30 15.54 36 30.51 66 21.22

Via the Internet 60 31.09 32 27.12 92 29.58

By phone 42 21.76 36 30.51 78 25.08

No. of Cases 193 118 311 

Have you ever used your mobile device to 

use a government service? 
 

Yes 99 51.6 23 20.7 122 40.3

No 93 48.4 88 79.3 181 59.7

Total 192 100.0 111 100.0 303 100.0

Chi-square 27.817 

P-Value 0.000 

Why have you not conducted a 

government service transaction via your 

mobile device? 

 

Cost reasons 14 14.89 18 18.95 32 16.93

Service availability reasons 56 59.57 43 45.26 99 52.38

Security reasons 8 8.51 15 15.79 23 12.17
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Issues of mistrust 26 27.66 24 25.26 50 26.46

Other 14 14.89 10 10.53 24 12.70

No. of Cases 94 95 189 

Are willing to use your mobile phone to get 

more government services? 
 

Yes 167 88.4 82 74.5 249 83.3

No 22 11.6 28 25.5 50 16.7

Total 189 100.0 110 100.0 299 100.0

Chi-square 9.528 

P-Value 0.002 

What kinds of service do you want to get 

from the government via your mobile 

device? 

 

Only information inquiry 31 16.4 27 25.2 58 19.6

Any service not involving a payment 49 25.9 33 30.8 82 27.7

Services including payment 105 55.6 43 40.2 148 50.0

Special services 4 2.1 4 3.7 8 2.7 

Total 189 100.0 107 100.0 296 100.0

Chi-square 7.208 

P-Value 0.066 

If you are conducting a government 

service transaction via your mobile device, 

which authentication method would you 

prefer to use? 

 

PIN or password 100 52.4 43 41.0 143 48.3

Smart cards 20 10.5 17 16.2 37 12.5

Biometric (e.g. fingerprint scan) 62 32.5 44 41.9 106 35.8

Other 9 4.7 1 1.0 10 3.4 

Total 191 100.0 105 100.0 296 100.0

Chi-square 8.119 

P-Value 0.044 
Table B.3: Mobile Device and Government Services 
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4 Mobile Device Security  

The purpose of this section is to explore mobile phone users’ concerns regarding their 

mobile device security. 

Gender 

Male Female 
Total 

Mobile Device Security 

No. % No. % No. % 

How would you rate the level of 

importance of the information stored in 

your mobile device? 

 

High importance 58 30.1 35 29.7 93 29.9

Moderate importance 92 47.7 53 44.9 145 46.6

Low importance 40 20.7 25 21.2 65 20.9

No importance 3 1.6 5 4.2 8 2.6 

Total 193 100.0 118 100.0 311 100.0

Chi-square 2.179 

P-Value 0.536 

Do you have a PIN or password to log onto 

your mobile device? 
 

Yes 150 77.7 75 63.6 225 72.3

No 43 22.3 43 36.4 86 27.7

Total 193 100.0 118 100.0 311 100.0

Chi-square 7.340 

P-Value 0.007 

Do you have a PIN or password to log onto 

your mobile device? 
 

Yes 150 77.7 75 63.6 225 72.3

No 43 22.3 43 36.4 86 27.7

Total 193 100.0 118 100.0 311 100.0

Chi-square 7.340 

P-Value 0.007 
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Have you ever shared the PIN or password 

of your mobile device with somebody else?
 

Yes 66 44.6 48 64.0 114 51.1

No 82 55.4 27 36.0 109 48.9

Total 148 100.0 75 100.0 223 100.0

Chi-square 7.501 

P-Value 0.006 

What level of protection of privacy do you 

require for the information in your mobile 

device? 

 

High protection 83 43.7 62 52.5 145 47.1

Moderate protection 76 40.0 40 33.9 116 37.7

Low protection 24 12.6 12 10.2 36 11.7

No protection 7 3.7 4 3.4 11 3.6 

Total 190 100.0 118 100.0 308 100.0

Chi-square 2.326 

P-Value 0.507 

Based on information about authentication 

that was provided, which authentication 

method would you like to have to protect 

the important information in your mobile 

device? 

 

PIN or password 82 42.7 41 36.6 123 40.5

Biometric 106 55.2 69 61.6 175 57.6

Other 4 2.1 2 1.8 6 2.0 

Total 192 100.0 112 100.0 304 100.0

Chi-square 1.186 

P-Value 0.553 
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Based on the information on biometric 

authentication that was provided, to what 

extent do you think that applying 

biometrics in your mobile device will 

protect your sensitive information? 

 

Meets your need 164 87.7 98 86.7 262 87.3

Does not meet your need 17 9.1 11 9.7 28 9.3 

Other 6 3.2 4 3.5 10 3.3 

Total 187 100.0 113 100.0 300 100.0

Chi-square 0.062 

P-Value 0.969 

If you should use biometrics, which kind of 

biometrics do you prefer? 
 

Fingerprint scan 122 63.21 84 71.19 206 66.24

Iris recognition 59 30.57 27 22.88 86 27.65

Voice recognition 14 7.25 6 5.08 20 6.43

Signature analysis 13 6.74 4 3.39 17 5.47

Other 1 0.52 2 1.69 3 0.96

No. of Cases 193 118 311 

If you would have biometric scanning 

features in your mobile device, would you 

store more private information in your 

device? 

 

Yes 146 77.7 94 81.0 240 78.9

No 42 22.3 22 19.0 64 21.1

Total 188 100.0 116 100.0 304 100.0

Chi-square 0.492 

P-Value 0.483 

  
Table B.4: Mobile Device Security 
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5 Biometrics and Mobile Government Services  

The purpose of this section is to explore mobile phone users’ concerns regarding 

applying biometric authentication in m-government security. 

Gender 

Male Female 
Total Biometrics and Mobile Government 

Services 
No. % No. % No. % 

When biometric authentication is applied 

in m-government services, would you 

accept its use? 

 

Yes 178 92.7 98 83.8 276 89.3

No 14 7.3 19 16.2 33 10.7

Total 192 100.0 117 100.0 309 100.0

Chi-square 6.102 

P-Value 0.014 

If biometrics is applied in m-government 

services and used by other people such as 

your friends, do think this will encourage 

you to use it as well? 

 

Yes 9 64.3 9 47.4 18 54.5

No 5 35.7 10 52.6 15 45.5

Total 14 100.0 19 100.0 33 100.0

Chi-square 0.930 

P-Value 0.335 

What are the advantages that may let you 

accept the use of biometrics in m-

government services? 

 

Saving time 101 52.33 53 44.92 154 49.52

Security 133 68.91 67 56.78 200 64.31

Privacy 79 40.93 60 50.85 139 44.69

Ease of use 67 34.72 29 24.58 96 30.87

Other 9 4.66   9 2.89
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No. of Cases 193 118 311 

When biometric authentication is applied 

in m-government services, would you 

prefer that other methods of conducting 

government services be available as well? 

 

Yes 143 74.9 92 80.0 235 76.8

No 48 25.1 23 20.0 71 23.2

Total 191 100.0 115 100.0 306 100.0

Chi-square 1.061 

P-Value 0.303 

Will the use of biometric authentication 

give you confidence to perform more 

government services via your mobile 

device? 

 

Yes 176 91.2 106 89.8 282 90.7

No 17 8.8 12 10.2 29 9.3 

Total 193 100.0 118 100.0 311 100.0

Chi-square 0.160 

P-Value 0.689 

Would the use of biometric authentication 

increase your trust in conducting m-

government services? 

 

Yes 174 90.2 103 88.0 277 89.4

No 19 9.8 14 12.0 33 10.6

Total 193 100.0 117 100.0 310 100.0

Chi-square 0.345 

P-Value 0.557 

When would you like to use it?  

Only to log onto your mobile device 26 13.5 20 17.2 46 14.9

Only to gain the service access 62 32.1 31 26.7 93 30.1

Both 101 52.3 60 51.7 161 52.1
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Other 4 2.1 5 4.3 9 2.9 

Total 193 100.0 116 100.0 309 100.0

Chi-square 2.645 

P-Value 0.450 

Are you willing to pay more money to have 

a biometric authentication in your mobile 

device? 

 

Yes 167 87.0 96 81.4 263 84.8

No 25 13.0 22 18.6 47 15.2

Total 192 100.0 118 100.0 310 100.0

Chi-square 1.797 

P-Value 0.180 
Table B.5: Biometrics and Mobile Government Services 
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Appendix C: Interview Guide for Service Providers 

As mentioned in chapter four of the dissertation, semi-structured interviews were 

conducted with service providers; however, the following questions were used as a 

guide through the interview.  

1. According to e-government program (Yesser), by the end of 2010 everyone in 

the Kingdom will be able to enjoy, from anywhere and at any time, world 

class government services. What is your organisation strategy to achieve this 

goal? 

2. What kind of services do you offer via mobile device and for whom? 

3. To what extent do you need to authenticate the user in your services? 

4. What authentication mechanism do you use for these services? 

5. Is there a need for advanced security approach for your mobile services? 

In case of applying biometric authentication in m-government services.. 

6. Do you think that it will encourage your organisation to provide more m-

services? 

7. To what extent do you think that it will provide the security requirement for 

your services and organisation?  

8. What would be the basic design of a biometric authentication mechanism that 

would work in your organisation? 

9. What kind of biometrics do you think that would be appropriate for your m-

services? 

10. As a service provider, do you think applying biometrics in m-government will 

encourage users to use government services via their mobile devices? 

11. In your opinion, what are the advantages and disadvantages of applying such 

biometrics in m-services in your organisation? 

12. In your opinion, what are the barriers of applying biometric in m-services in 

your organisation? 
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13. In your opinion, what are the factors that would encourage your organisation 

to adopt biometrics in mobile devices for government services?  

14. Can you please determine your organisation requirements for the network 

operator for applying your m-services?  
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Appendix D: Interview Guide for Network Operators 

As mentioned in chapter four of the dissertation, semi-structured interviews were 

conducted with mobile network operators; however, the following questions were 

used as a guide through the interview. 

1. As a network operator and provider, what authentication mechanism do you 

use to authenticate users? 

2. Do you think there is a need to provide more advanced authentication 

approaches? If yes what is the appropriate authentication approach do you 

think? 

3. In case of m-government services, can you please determine your security role 

as a network operator? 

4. Is there a special security procedure for such these services? Please explain 

5. What are the government and user security requirements that you need to 

provide? 

In case of applying biometrics in mobile devices.. 

6. To what extent do you think that it will help you to meet the network security 

requirements? 

7. What kind of biometric authentication that you think is appropriate? Why? 

8. Where do you think the appropriate place to store the users’ biometric 

template? Why? 

9. In your opinion, what are the factors that would encourage your organisation 

to adopt biometrics in mobile devices for government services?  

10. Do you think you should have an access to the user biometric template? 

11. Do you think your security role will be changed by applying biometric in m-

government services? 

12. From your perspective, what are the advantages and disadvantages that you 

think of applying biometric in m-government security? 
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Appendix E: Questionnaire (English version) 

Background Information 

1. What is your age? 

A. Less than 20 B. 20-30 C. 31-40 D. Above 40 

2. Are you? 

A. male  B. Female 

3. What level of education have you completed? 

A. High school or under B. Bachelor degree  C. Post-graduate degree. 

ICT experience 

4. Do you use Internet? 

A. Yes   B. No, please go to question 7 

Comments.... 

5. How often do you use Internet? 

A. Once a month.   B. Once a week. 

C. Once a day    D. More than once a day. 

Comments.... 

6. What do you mainly use Internet for? You can choose more than one 

A. Email     B. Searching for information. 

C. Browsing, chatting, and entertainment D. Others. Please specify ……..  

Comments.... 

7. How long have you been using a mobile device? 

A. Less than a year.  B. 1-4 years C. 4-7 years D. More than 7 years. 
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8. How often do you use your mobile device? 

A. Less than one hour a day.  B. between 1-3 hours a day. 

C. More than 3 hours a day. 

Comments.... 

9. What other mobile services do you use other than telephony? You can choose more 

than one 

A. SMS B. Internet C. Bluetooth D. Other please specify … ….. 

Comments.... 

10. What are the most important issues to consider when you buy a mobile device? 

You can choose more than one 

A. Price.    B. latest technological features. 

C. As recommended by someone. D. Size.  

E. Other please specify… … 

Comments.... 

11. Have you ever lost your mobile device (due to theft, misplacement or any other 

cause)? 

A. Yes     B. No, please go to question 13 

Comments.... 

12. Have you been in a situation where there is a risk of disclosure of sensitive or 

personal information? 

A. Yes     B. No 

Comments.... 

13. Has your mobile phone ever been used by someone in a way you did not want? 

A. Yes     B. No 

Comments.... 
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14. Do you use internet via your mobile device? 

A. Yes. B. No, please go to question 17 

Comments.... 

15. How often do you use internet via your mobile device? 

A. Once a month.   B. Once a week. 

C. Once a day    D. More than once a day. 

Comments.... 

16. What do you mainly use Internet for (via your mobile)? 

A. Email    B. Browsing, chatting, and entertainment 

C. searching for information.  D. Bank transactions.  

E. Others. Please specify ……..  

Comments.... 

17. Have you ever used any biometric authentication? 

A. Yes   B. No 

Comments.... 

Mobile device and government services 

18. How often do you conduct government services transactions? 

A. Once a year    B. Once every 6 month 

C. Once a month    D. More than once a month 

Comments.... 

19. How do you usually conduct the transactions of government services? You can 

choose more than one 

A. Face to face    B. Using an agent (Third party) 

C. By Internet    D. By phone. 

Comments.... 
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20. Have you ever used your mobile device to use a government service? 

A. Yes, please go to question 22 B. No 

Comments.... 

21. Why have you not conducted any government service transaction via your mobile 

device? 

A. Cost reasons B. Service availability reasons C. Security reasons  

D. Issues of mistrust   E. Other, please specify……. 

Comments.... 

22. Are willing to use your mobile phone to get more government services? 

A. Yes     B. No, please specify…… 

Comments.... 

23. What kinds of service do you want to get from the government via your mobile 

device? 

A. Only Information inquiry  B. Any service does not involving a payment 

C. Services including payment D. Special services, please specify….. 

Comments.... 

24. If you are conducting a government service transaction via your mobile device, 

which authentication method would you prefer to use? 

A. PIN or password    B. Smart cards 

C. Biometric (e.g. fingerprint scan)  D. other, please specify ……. 

Comments.... 

Mobile device security 

25. How would you rate the level of importance of the information stored in your 

mobile device? 

A. High importance   B. Moderate importance  

C. Low importance   D. No importance 
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Comments.... 

26. Do you have a PIN or password to log onto your mobile device? 

A. Yes     B. No, please go to question 28 

Comments.... 

27. Have you ever lent your PIN or password of your mobile device to somebody 

else? 

A. Yes     B. No 

Comments.... 

28. What level of protection of privacy do you require for the information in your 

mobile device? 

A. High protection   B. Moderate protection 

C. Low protection   D. No protection 

Comments.... 

29. Based on information about authentication that was provided, which 

authentication method would you like to have to protect the important information in 

your mobile device? 

A. PIN or password   B. Biometric 

C. Other, please specify ……. 

Comments.... 

30. Based on information about biometric authentication that was provided, to what 

extent that you think applying biometrics in your mobile device will protect your 

sensitive information? 

A. Meet your need  B. Does not meet your need. 

C. Other, please specify…..  

Comments.... 
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31. If you should use biometrics, which kind of biometrics do you prefer? 

A. Fingerprint scan   B. Iris recognition 

C. Voice recognition   D. Signature analysis 

E. Other, please specify……. 

Comments.... 

32. If you have biometric scanning features in your mobile device, would you store 

more private information in your device? 

A. Yes     B. No 

Comments.... 

Biometric in m-government 

٣٣. When biometric authentication is applied in m-government services, would you 

accept its use? 

A. Yes, please go to Q٣٥  B. No, please specify…….. 

Comments.... 

34. If biometrics is applied in m-government services and used by other people such 

as your friends, do think that will encourage you to use it as well? 

A. Yes     B. No 

Comments.... 

35. What are the advantages that may let you accept the use of biometrics in m-

government services? You can choose more than one 

A. Saving time  B. Security 

C. Privacy   D. ease of use   D. Other, please specify…..  

36. When biometric authentication is applied in m-government services, would you 

prefer for other methods of conducting government services be available as well? 

A. Yes     B. No 

Comments.... 
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37. Will the use of biometric authentication give you confidence to perform more 

government service via your mobile device? 

A. Yes     B. No 

Comments.... 

38. Would the use of biometric authentication increase your trust in the conduct m-

government services? 

A. Yes     B. No 

Comments.... 

٣٩. When would you like to use it? 

A. Only to log onto your mobile device B. Only to gain the service access 

C. Both     D. Other, please specify….. 

٤٠. Are you willing to pay more money to have a biometric authentication in your 

mobile device? 

A. Yes  B. NO 

Any comments…. 

 

Thank you for your participation 
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  ...أختي الكريمة/ أخي الكريم

  ..السالم عليكم ورحمة اهللا وبرآاته

 الهدف). البصمة(القياسات الحيوية  تقنية تطبيق على تؤثر لتي لغرض َتقييم وَتحّري العوامل ا هذا االستبيانُصّمم
أجهزة الجوال هذه التقنية في  مستخدمي أجهزة الجوال حول تطبيق وجهَة نظر هو التعرف على ا االستبيانهذمن 

  . للحصول على الخدمات الحكومية

أمن المعلومات في استخدام  حول  دآتوراه في جامعة قريفث في استرالياهذا االستبيان يعتبر جزء من بحث
 تقنية القياسات العوامل المؤثرة في اعتماد وتبني تطبيقمعرفة الجوال للخدمات الحكومية والذي يهدف إلى 

  .أجهزة الهاتف المحمول للحصول على خدمات حكومية بشكل سري وآمنفي ) البصمة(الحيوية 

  فكرة مبسطة عن محور البحث

الحكومة المتنقلة   )الجوالة(

الحكومة المتنقلة هي جزء من الحكومة االلكترونية وتعني استخدام جهاز الجوال للحصول على الخدمات 
لمخالفات المرورية، نتائج االختبارات، مواعيد االستفسار عن ا: من األمثلة على هذه الخدمات. الحكومية

  .المستشفيات، دفع الفواتير

 Biometrics  )البصمة (تقنية القياسات الحيوية

تقنية القياسات الحيوية هي طريقة آلية للتحقق من الشخصية بناًء على الخواص الفسيولوجية الفريدة للجسم 
ويتم قراءتها وتخزينها في ) لصوت، حدقة العين، مالمح الوجهبصمة اإلصبع وهي األآثر شيوعًا، ا(البشري مثل 

  .وقد تسمى أيضا تقنية االستدالل البيولوجي. نظام حاسب آلي

 آما أن أجابتك . بكل حريةأسئلته المشارآة تطوعية بإآمال هذا االستبيان واإلجابة على :ماذا تعني مشارآتك -
15  . بإذن اهللادقيقة  اإلجابة على هذا االستبيان لن تستغرق لما بأنعلى االستبيان تعني موافقتك على المشارآة، ع

 هذا االستبيان ال يتطلب اسم المشارك آما أن نتائج االستبيان ستستخدم : المعلوماتسريةالخصوصية و -
إذا  وآما أن البحث يطابق شروط جامعة قريفث للخصوصية.  غرض آخرأليألغراض البحث فقط ولن تستخدم 

مدير مكتب أخالقيات " جاري ألن"ك أي قلق حول طريقة االستبيان فباإلمكان إرسال أي شكاوي إلى آان هنا
   +٦١) ٧ (٣٧٣٥ ٥٥٨٥: هاتف.البحث في جامعة قريفث

  G.Allen@griffith.edu.au: بريد إلكتروني

  الباحث
  ثامر بن عمر الحسين
+61 432 555 415    
+966 55866 2865    

T.Alhussain@.griffith.edu.au       
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فضال قم باختيار االجابة األنسب بوضع دائرة حول رقم اإلجابة، آما أنه بإمكانك اختيار أآثر من إجابة لبعض 
  .األسئلة آما هو موضح

 معلومات شخصية

  :العمر. ١

   سنة٤٠أآبر من . د     ٤٠-٣١. ج     ٣٠-٢٠من . ب   . سنة٢٠أقل من . أ

  

  :الجنس. ٢

  أنثى. ب      ذآر . أ  

  

  :فضال حدد مستواك التعليمي. ٣

  )ماجستير، دآتوراه(فوق جامعي . ج  )بكالوريس(جامعي . ب    ثانوي أو أقل. أ

  

  الخبرة التقنية

  هل سبق لك استخدام االنترنت؟. ٤

 )٧الرجاء االنتقال إلى سؤال رقم (ال . ب      نعم . أ

  ....تعليق 

  ماهو معدل استخدامك لالنترنت؟. ٥

  أآثر من مرة في اليوم. د    يوميا. ج  ياأسبوع. ب    شهريا. أ

  ....تعليق 

)يمكنك اختيار أآثر من إجابة(ماهي استخداماتك لالنترنت عادة؟  . ٦

أخرى، من . د   التحدث والتسلية. ج  البحث عن المعلومات والمعرفة. ب  البريد اإللكتروني. أ
  ..........فضلك أذآرها

  ....تعليق 

  ؟)الجوال(دم الهاتف المحمول منذ متى تقريبا وأنت تستخ. ٧

   سنوات٧أآثر من . د   سنوات٧ إلى ٤من . ج   سنوات٤ إلى ١من . ب  أقل من سنة. أ

  ....تعليق 

  ماهو معدل استخدامك اليومي للجوال؟. ٨

   ساعات٣أآثر من . ج    ساعات٣من ساعة إلى . ب    أقل من ساعة. أ

 ....تعليق 
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)يمكنك اختيار أآثر من إجابة(لك غير المكالمات؟ ماهي الخدمات التي تستخدمها في جوا. ٩

أخرى، من فضلك . د    البلوتوث. ج  االنترنت. ب    SMSالرسائل القصيرة . أ
 ...........أذآرها

  ....تعليق 

)يمكنك اختيار أآثر من إجابة(ماهي أهم األمور التي تأخذها في عين االعتبار عند شرائك جهاز الجوال؟ . 10

أخرى، من . هـ   الحجم . د  استخدامه من الزمالء. ج  خر المزايا التقنيةآ. ب    السعر. أ
  .........فضلك أذآرها

  ....تعليق 

  هل سبق أن فقدت جهازك الجوال سواء بسبب سرقة أو فقدانه في مكان ما؟. ١١

  )١٣الرجاء االنتقال إلى سؤال رقم (ال . ب        نعم. أ

  ....تعليق 

هل آنت في حالة خوف من آشف معلوماتك السرية والخاصة التي آنت عندما فقدت جهازك الجوال . ١٢
  محتفظا بها في جهازك؟

  ال. ب        نعم. أ

  ....تعليق 

  هل سبق أن تم استخدام جهازك الجوال من قبل شخص آخر بينما آنت التود ذلك؟. ١٣

  ال. ب        نعم. أ

  ....تعليق 

  هل تستخدم االنترنت من خالل جوالك؟. ١٤

  )١٧الرجاء االنتقال إلى سؤال رقم (ال . ب        نعم. أ

  ....تعليق 

  ماهو معدل استخدامك لالنترنت من خالل الجوال؟. ١٥

  أآثر من مرة في اليوم. د   يوميا. ب  أسبوعيا. ب    شهريا. أ

  ....تعليق 

)يمكنك اختيار أآثر من إجابة(ماهي استخدامات لالنترنت من خالل الجوال عادة؟ . ١٦

  تصفح االنترنت والتسلية. ب    لكترونيالبريد اال. أ

  ........أخرى، من فضلك أذآرها. ج    معامالت بنكية . د    البحث عن المعلومات. ج

 ....تعليق 
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  هل سبق وأن استخدمت أي جهاز للبصمة؟. ١٧

  ال. ب      نعم. أ

  ....تعليق 

  الجوال والخدمات الحكومية

الجوازات، المرور، وزارة : مثل(اء ورقية أو إلكترونية؟ ماهو معدل المعامالت التي تقوم بإجراءها سو. 18
  )العمل، الجامعات

  أآثر من مرة في الشهر. د   شهريا. ج    نصف سنويا. ب    سنويا. أ

  ....تعليق 

   )يمكنك اختيار أآثر من إجابة(آيف تنجز معامالتك الحكومية غالبا؟ . 19

. د  من خالل االنترنت. ج   معقبعن طريق وآيل أو. ب  الذهاب بنفسك لمقابلة الموظف. أ
  التلفون

  ....تعليق 

االستعالم عن المخالفات المرورية، : مثال(هل سبق أن قمت بمعاملة حكومية من خالل جهاز الجوال؟ . 20
  )النتائج ، خدمات الجوازات

  ال. ب  )22الرجاء االنتقال إلى سؤال رقم (نعم . أ

  ....تعليق 

  )يمكنك اختيار أآثر من إجابة(ء أي معاملة حكومية بواسطة جهاز الجوال؟ ماهي أسباب عدم قيامك بإجرا. 21

  عدم توفر الخدمة عن طريق الجوال. ب      بسبب التكلفة. أ

  ..........أخرى، من فضلك أذآرها. د  عدم الثقة. د  بسبب سرية وأمن المعلومات. ج

  ....تعليق 

  كومية أآثر؟هل ترغب في استخدام جهازك الجوال إلجراء خدمات ح. 22

  ..................ال، من فضلك أذآر السبب. ب        نعم. أ

  ....تعليق 

  ماهو نوع الخدمات الحكومية التي ترغب الحصول عليها من خالل الجوال؟. 23

  جميع الخدمات ماعدا الخدمات التي تتضمن دفع مبالغ. ب    فقط االستعالم عن المعلومات. أ

  ..........أخرى، من فضلك أذآرها. د  مات الدفعجميع الخدمات ومن ضمنها خد. ج

 ....تعليق 
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عندما تود القيام بإجراء خدمة حكومية عن طريق الجوال، ماهي الطريقة التي تفضل حتى يتم التحقق من . 24
  هويتك؟

أخرى، من . د    ) البصمة(تقنية القياسات الحيوية . ج  رقم جوالك. ب    الرقم السري. أ
  .............فضلك أذآرها 

  أمن أجهزة الجوال

  ماهو معدل تقييمك ألهمية المعلومات المخزنة في جوالك؟. 25

  غير مهمة أبدا. د    ليست بذات أهمية. ج   مهمة. ب    مهمة جدا. أ

  ....تعليق 

  هل تستخدم رقم سري عند تشغيلك جهاز الجوال؟. 26

  )28الرجاء االنتقال إلى سؤال رقم(ال . ب        نعم. أ

  ....تعليق 

  هل سبق أن أخبرت شخص آخر عن رقمك السري؟. 27

  ال. ب        نعم . أ

  ....تعليق 

  ما هو مستوى الحماية الذي ترغب فيه لحماية المعلومات المخزنة في جهازك الجوال؟. 28

ال تود الحصول على . د    حماية قليلة. ج   حماية متوسطة. ب    حماية عالية. أ
  أي حماية

  ....تعليق 

الرقم السري ويعتبر :  مستويات لحماية وأمن المعلومات والتحقق من الهوية بشكل عام وهييوجد ثالث. 29
مستوى حماية منخفض، البطاقات ويعتبر مستوى أعلى من الرقم السري مثل البطاقة الشخصية أو الصراف، 

   اليدومستوى حماية عالي ويتم باستخدام تقنية القياسات الحيوية مثل بصمة االصبع أو العين أو

  بناء على ماسبق آيف تود أن تحمي البيانات المهمة في جهازك الجوال؟

  ........أخرى، من فضلك أذآرها. ج  )البصمة(القياسات الحيوية . ب    الرقم السري. أ

  ....تعليق 

في حالة تطبيق البصمة في أجهزة الجوال، في نظرك ما هو معدل الحماية لمعلوماتك الشخصية التي . 30
  ا لك؟ سيوفره

غير ذلك، من فضلك . ج    ال يلبي رغبتك. ب    يلبي رغبتك في حماية معلوماتك. أ
  .........حدد

 ....تعليق 
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  ، أي األنواع تود؟)البصمة(في حالة استخدام تقنية القياسات الحيوية . 31

  بصمة شبكة العين. ب    بصمة األصبع. أ

  ................ن فضلك أذآرهاأخرى، م. هـ  التوقيع الإللكترني. د    نبرة الصوت. ج

  ....تعليق 

في جوالك، هل ستقوم بتخزين معلومات شخصية أآثر ) البصمة(في حالة وجود تقنية القياسات الحيوية . ٣٢
  في جهازك؟ 

  ال. ب      نعم. أ

  ....تعليق 

  )البصمة(الحكومة المتنقلة وتقنية القياسات الحيوية 

في أجهزة الجوال للحصول على الخدمات الحكومية، ) البصمة(لحيوية في حالة تطبيق تقنية القياسات ا. ٣٣
  هل ستقبل باستخدامها؟

  ................ال، من فضلك أذآر السبب .  ب  )٣٥الرجاء االنتقال إلى سؤال رقم (نعم . أ

  ....تعليق 

  بما يدفعك الستخدامها؟إذا تم تطبيق هذه التقنية وتم استخدمها من قبل بعض زمالئك، هل تعتقد أن ذلك ر. ٣٤

  ال. ب      نعم. أ

  ....تعليق 

في جهاز الجوال ) البصمة(ماهي العوامل التي جعلتك أو قد تجعلك تقبل استخدام تقنية القياسات الحيوية . ٣٥
)يمكنك اختيار أآثر من إجابة(للحصول على الخدمات الحكومية؟ 

   للمعلوماتتوفير الحماية واألمن. ب    السرعة في تعريف الهوية. أ

غير ذلك، من فضلك . هـ   السهولة في تعريف الهوية. د    توفير خصوصية أآثر. ج
  ............حدد

 ....تعليق 

في حالة تطبيق هذه التقنية في الحصول على خدمة حكومية، هل ترغب في تطبيقها واستمرار العمل . ٣٦
  بالطرق األخرى المعتادة؟

  ال. ب      نعم. أ

  ....تعليق 

هل تطبيق البصمة في أجهزة الجوال يوفر لك االرتياح في القيام بإجراء معامالت حكومية أآثر بوسطة . ٣٧
  جوالك؟

  ال. ب      نعم . أ

  ....تعليق 
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هل تطبيق البصمة في أجهزة الجوال يزيد من ثقتك في القيام بإجراء معامالت حكومية أآثر بوسطة . ٣٨
  جوالك؟

  ال. ب      نعم. أ

  ....تعليق 

  :في حالة تطبيق البصمة في جوالك هل ترغب استخدامها. ٣٩

  فقط عند طلب إجراء خدمة حكومية. ب    فقط عند بدء تشغيل جهازك الجوال. أ

  ................أخرى، من فضلك أذآرها. د      أ و ب في آال الحالتين. ج

  ....تعليق 

  صمة ؟هل لديك االستعداد لشراء جهاز جوال يمكنك من استخدام الب. ٤٠

  ال. ب      نعم . أ

  ....تعليق 

  

  شكرا لك على مشارآتك ،،،
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<>  

HUMAN RESEARCH ETHICS COMMITTEE 

ETHICAL CLEARANCE CERTIFICATE 

This certificate generated on 01-07-2009.
 

This certificate comfirms that protocol 'NR:Biometric Authentication in Mobile 
Government Security' (GU Protocol Number ICT/02/09/HREC) has ethical clearance 
from the Griffith University Human Research Ethics Commitee (HREC) and has been 
issued with authorisation to be commenced. 
 
The ethical clearance for this protocol runs from 11-06-2009 to 01-07-2010. 
 
The named members of the research team for this protocol are: 
 

Dr Steve Drew 
Mr Thamer Alhussain

 

The research team has been sent correspondence that lists the standard conditions of 
ethical clearance that apply to Griffith University protocols. 
 

The HREC is established in accordance with the National Statement on Ethical 
Conduct on Research Involving Humans. The operation of this Committee is outlined 
in the HREC Standard Operating Procedure, which is available from 
www.gu.edu.au/or/ethics. 
 

Please do not hesitate to contact me if you have any further queries about this matter. 
 
Dr Gary Allen 
Manager, Research Ethics 
Office for Research 
Bray Centre, Nathan Campus 
Griffith University 
Phone: 3735 5585 
Facsimile: 3735 7994 
Email: g.allen@griffith.edu.au
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Term Definition 

3G Third generation mobile network. 

Authentication  
Ensuring parties with access to a service or device are trusted 

and not impostors. 

Biometrics 

Biometric technology is an automated method which is used to 

measure and analyze a person’s physiological and behavioural 

characteristics.  

CA Certificate authority. 

CER 
Crossover error rate, the definition is in section 2.4.1 chapter 

two. 

DOI Diffusion of innovation theory (Rogers 1995). 

EER Equal error rate, the definition is in section 2.4.1 chapter two. 

E-government  

Electronic government refers to the use of information and 

communication technologies to provide and improve services 

between government agencies and citizens, businesses, 

employees and other nongovernmental agencies. 

Enrolment 

Enrolment refers to the initial procedure of collecting biometric 

samples from a user and storing it in a biometric reference 

template for later comparison. 

FAR 
False acceptance rate, the definition is in section 2.4.1 chapter 

two. 

FRR 
False rejection rate, the definition is in section 2.4.1 chapter 

two. 

FTER 
Failure to enroll rate, the definition is in section 2.4.1 chapter 

two. 

Grounded Theory 

Grounded theory defined as “the discovery of theory from data 

– systematically obtained and analysed in social research” 

(Glaser and Strauss 1967, p. 1). 
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GSM Global system for mobile. 

IA 

Information Assurance refers to the “Measures that protect and 

defend information and information systems by ensuring their 

availability, integrity, authentication, confidentiality, and non-

repudiation. These measures include providing for restoration 

of information systems by incorporating protection, detection 

and reaction capabilities” (National Security Agency 2006, 

p.32) 

ICT 
Information and communication technology refers to the 

technologies that facilitate communication. 

Identification 
Identification is the process of confirming the identity of a 

person. 

INFOSEC Information systems security model (McCumber 1991). 

IS 

Information system refers to a particular system “that uses 

information technology to capture, transmit, store, retrieve, 

manipulate, or display information” (Alter 1999, p.42). 

KSA The Kingdom of Saudi Arabia. 

M-government  

Mobile government refers to the utilization of mobile and/or 

wireless technologies to provide and improve government 

services. 

Mobile phone 

users 

People who are using mobile phone devices. 

Mobily 
Mobile is Etihad Etisalat Company which is a mobile 

communication network provider in Saudi Arabia. 

MOI Ministry of Interior (Saudi Arabia). 

NCDC National center for digital certificate in Saudi Arabia. 

NIC National information center in Saudi Arabia. 

PIN Personal identification number. 

PKI Public key infrastructure.  

SIM Subscriber identity module. 

SMS Short message services. 
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STC Saudi telecom company. 

TAM Technology acceptance model (Davis 1989). 

Template  

A template is “a mathematical representation of biometric data. 

A template can vary in size from 9 bytes for hand geometry to 

several thousand bytes for facial recognition” (Liu and 

Silverman 2001, p. 20). 

UMTS Universal mobile telecommunication systems. 

UTAUT Unified theory of acceptance and use of technology. 

Yesser Saudi e-government program. 
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