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Abstract 

The aim of this study is to determine how public organisations in the Australian higher 

education sector develop and validate information systems (IS) risk management (RM) 

strategies to address possible disasters arising from IS failures. For several decades, various 

management theories, decision-making frameworks, risk-management frameworks and 

project-management methodologies have been developed and are widely available and 

implemented in many organisations. Yet major IS and project failures continue to occur all 

over the world. Although these “rational” systems and procedures prescribed for IS risk 

management exist, there is little systematic knowledge – as opposed to anecdotal 

information – about what organisations actually do to address these risks. The research 

design for this study was based on a qualitative case study approach using two cases and a 

structured interview technique involving open and closed questions. The raw data were 

analysed followed by a cross-case comparative analysis using thematic analysis, looking at 

similarities and differences that generated various categories. The categories were then 

used to develop a theoretical model highlighting key findings, which includes four key 

themes that have an impact on shaping IS-RM strategies to avoid IS failures: level of 

governance; level of monitoring and enforcement of policies and frameworks; level of 

conformance to compliance; and level of business and IT collaboration in decision-making. 

The study concludes by making recommendations for future research. The theoretical 

contribution from this study is three-fold. First, a theoretical model is developed that can be 

used to manage risks proactively. Second, the development and implementation of an 

Information Systems Risk Management (IS-RM) Framework is proposed. Third, IS risk can be 

minimised through the establishment of an IS Middle-Managers Governance Group, which 

grows out of the IS-RM Framework. 
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Glossary of Acronyms Used in this Thesis 
AMP  Asset Management Plan  
BCM  Business Continuity Management Framework 
BCP  Business Continuity Planning 
BIA  Business Impact Analysis  
CAPEX  Capital Expenses  
CBSL  Critical Business Systems List  
COTS  Commercial off-the-Shelf software  
DR-BCP  Disaster Recovery – Business Continuity Planning  
DRP  Disaster Recovery Plan 
EICP  Electronic Infrastructure Capital Plan  
FPMS  Financial and Performance Management Standard  
GITC  Government Information Technology Contracting Framework 
IaaS  Infrastructure as a Service 
IS Information Systems 
IT  Information Technology 
ITIL  IT Infrastructure Library Framework  
OPEX  Operating Expenses  
PaaS  Platform as a Service 
PMO  Project Management Office  
PPO  Project Portfolio Office 
RPO  Recovery Point Objective  
RTO  Recovery Time Objective  
RM  Risk Management   
SaaS  Software-as-a-Service  
SMF  Service Management Framework  
SOP  System Operating Procedures  
SRP  System Recovery Plans  
TOGAF  The Open Group Architecture Framework 
UA  University A  
UB  University B 
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Glossary of Frameworks Used in This Thesis  

Framework Brief Description 
Audit Framework 
 

Helps an organisation accomplish its objectives by bringing a systematic, 
disciplined approach to evaluate and improve the effectiveness of risk 
management, control and governance processes. 

Business Continuity 
Management (BCM) 
 

Business continuity is about maintaining the uninterrupted availability of 
all key business resources required to support critical business activities 
and is an integral part of the risk management framework within an 
organisation. So it establishes cost-effective treatments should an outage 
occur. Business continuity planning brings together the following plans: 
service area contingency; Disaster Recovery Plan; and the Business 
Resumption Plan. 
 

Compliance Framework 
 

Organisations such as the University adopt a risk-based approach to the 
implementation of its compliance program. Statutory obligations 
representing the greatest degree of risk to the University will be given 
priority. Council, through the Audit and Risk Management Committee, is 
responsible for overseeing the University’s compliance with legislation, 
regulatory requirements, reporting obligations, and University policies. 

Corporate Governance 
Framework 
 

This details the principles, elements and mechanisms used within the 
organisation to support effective corporate governance through strong 
leadership, responsible and ethical decision making, management and 
accountability and performance management. 

Customer Relationship 
Management 

This refers to practices, strategies and technologies that organisations use 
to manage and analyse interactions with their customer throughout the 
customer lifecycle – the focus being improving business relationships 
with customers. 

Enterprise Risk 
Management 
 

Accelerating change and complexity impact the university and other 
business sectors as a result of new technological and competitive forces; 
increased regulatory scrutiny and complexity; extended business models; 
increasing reliance on third parties. Enterprise Risk Management is 
applied across the enterprise, at every level and unit, and includes taking 
an entity-level portfolio view of risk and is designed to identify potential 
events that, if they occur, will affect the entity and to manage risk within 
its risk appetite. 

Financial Accountability 
Framework 

Outlines public sector and universities financial, operational and 
regulatory obligations. 

Government Information 
Technology Contracting 
Framework (GITC) 
 

GITC is a set of legal documents used by government to create contracts 
for the purchase of information technology products and services. It 
simplifies legal contracts and legally protects all parts of the public sector 
including universities. 

ICT-As-A-Service Decision-
Making Framework 
 

A key element of implementing ICT as-a-service strategy is that it utilise 
as appropriate cloud-based computing and other emerging technologies. 
Also sourcing commoditised ICT services from private providers ensuring 
it represents value for money. 

Information Management 
Framework 

Provides a high level framework for the effective management of 
information within the organisation. Involves the aspects of information 
management that should be considered to ensure that information is 
captured, stored, accessed, maintained and disposed of securely and 
effectively. 

Intellectual Property 
Management Framework 

Universities generate and manage a considerable amount of Intellectual 
Property so a framework is required to assist them to manage their IP 
effectively. 

IT Infrastructure Library 
Framework (ITIL) 

IT services benefit from using best practice industry knowledge and 
corporate learning, through applying a strategic approach to service 
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 development. ITIL is a good example of such a framework. Importantly, 
any risks and potential impacts of change are discussed with key 
business stakeholders prior to the change taking place. As well, changes 
are agreed, carefully planned and implemented in a timely fashion with 
minimal disruption to the business. 

Market Risk Framework 
 

Effective risk management requires that key critical risk assessment 
processes and tools are in place to factor changing aspects of the market 
in identifying and measuring risks, and setting risk limits. Solution may 
involve portfolio diversification efforts across markets and within 
markets, across sectors. 

Portfolio Management 
Methodology 
 

A portfolio can be defined as consisting of a number of programs and 
projects that are grouped together to facilitate effective management of 
that work to meet strategic business objectives. This is often necessary 
when a large number of projects are being run. 

Privacy Framework Organisations are required to take reasonable steps to implement 
practices, procedures and systems that ensure compliance with the 
Australian Privacy Principles by being proactive in establishing, 
implementing and maintaining privacy processes. 

Product and Services 
 

These are either produced internally or externally sourced (e.g. cloud) and 
are consumed by all areas of the university (Learning and teaching; 
Research and Administration). The services can be mission critical; 
critical or normal in terms of importance and is important in terms of 
business and disaster recovery planning to mitigate risks against the IT 
outages leading to service unavailability. 

Program Management This is a process of managing similar projects as part of a program. 
Project Management  
 

Project management can be described as the application of processes, 
methods, knowledge, skills and experience to achieve the project 
objectives. It involves planning, coordinating, budgeting and evaluating 
activities, as well as managing the risks and the people involved. It is vital 
in helping organisations deliver new products and services to effect 
change. 

Recordkeeping 
Assessment Framework 

Provides for the implementation of sound recordkeeping strategies 
across the public sector. 

Risk Management 
 

This Framework defines the organisation’s risk management process, 
methodology, appetite, training and reporting, and also establishes the 
responsibilities for implementation. Also, is about developing and 
implementing procedures to ensure that risks are identified, assessed 
against accepted criteria and that appropriate measures are implemented. 
It is designed to reduce the residual risk of an event in terms of its 
likelihood of occurrence and/or its consequences, to an acceptable level. 

State Planning Policy plus 
Acts and Legislation 

State Government planning policies and regulatory requirements. Also 
provides a clear direction to Local Government and businesses. 

Strategic Planning 
Framework 

This the large-scale plan incorporating other plans, policies and 
strategies of how the organisation’s vision, mission and strategies will be 
achieved. 

Supply Chain 
Management Framework 

Describes how end-to-end supplier and processes are managed. 

University Review 
Framework 
 

Australian universities have developed a systematic planning and review 
cycle for the review and implementation of group and divisional plans 
consisting of an evidence-based, strategic review of performance against 
key performance indicators, the identification of desirable 
improvements, integrated operational planning and budgeting, and 
implementation of strategic actions. 
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Chapter 1 
Introduction 

Information systems (IS) have become an essential resource for the efficient running of 

business operations, to the extent that critical business services cannot function without IS. 

Any disruption to these services due to an IS failure is significant because it impedes an 

organisation from achieving its business objectives. Organisations have become “so 

dependent on IS that even a relatively short loss of the availability of a critical system can 

lead to a total failure of the business” (Suh and Han 2003: 149). As an organisation’s 

dependence and reliance on IS increases, so does its exposure to risks. Since IS failures are 

inevitable, a systematic and formal decision-making approach to IS risk management is 

required in order to minimise and mitigate risk against potential IS failure. 

“An effective and efficient information system contributes to the achievement of company 

objectives, ensuring better quality with regards to the decision-making process” (Sabherwal 

and King 1995: 207). At the same time, IS represents a valid tool that can better support 

internal control and risk-management (RM) systems. The management of risks is at the 

foundation of IT governance, to ensure that strategic objectives of the business are achieved 

and not threatened by IT failures. “Risks associated with technology issues are increasingly 

evident on board agendas, as the impact on the business of an IT failure can have 

devastating consequences” (ITGI 2005: 5). 

IS failure not only impacts upon companies and the private sector: all sectors and 

organisations have become dependent on IS to achieve their organisational objectives. 

Public organisations such as universities use IS at both the administrative level and 

operations levels. The focus of the current research program is on IS risk and its 

management in such settings. Australian public universities operate under an Act of their 

respective state parliament, so public-sector accountability is a key aspect of governance, 

enabling communities to be kept aware of the performance of such institutions controlled 

by government on behalf of the people. Such institutions “need to be subjected to rigorous 

scrutiny, requiring them to explain the causes and consequences of any difficulties or 

failures experienced” (Lodhia et al. 2004: 345). 
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Defining the Problem 

Recent times have seen a convergence of IS with business processes, which has increased 

the integration, complexity and reliance of business on technology, processes and people 

within the organisational ecosystem. Each of these components is vulnerable to IS risks. A 

definition of an IS failure is any event that can cause a significant disruption in operational 

and/or computer processing capabilities for a period of time, which affects the operations of 

the business (Martin 2002). The term ‘IS failure’ is often used interchangeably to mean the 

same thing as ‘IS outage’, ‘IT failure’ and ‘IS disaster’. All information systems are vulnerable 

to different types of risks, which include: 

• software bug (coding error) 
• hardware failure (server, storage or firmware) 
• performance issues such as unable to handle the load or number of users 
• security breach including cyber-security attack 
• data loss (corruption, hardware fail, mistakes, sabotage, fraud) 
• loss of power (data centre failure, including backup power) 
• people (mistakes, sabotage, fraud) 
• natural disasters affecting the data centre (flood, fire, earthquake) 
• terrorism  
• telecommunications failure (internet, local area network, wide area network). 

While this list may not be exhaustive, it clearly demonstrates how vulnerable information 

systems are to different types of risk, which could lead to IS failure. Each of these risks leads 

to different levels of IS failure, which impact on business services in different ways. For 

example, it may be that only a single system (one server/single service) has failed, but 

multiple systems (several services) could be affected. Therefore, risks need to be quantified 

in some methodological manner so that any possible mitigation can be implemented. 

Otherwise, the risks may not be prioritised accurately and in many instances the solution 

could end up being very costly.  

Consequently, it is important to classify risk on the basis of its likelihood of occurrence and 

the impact it would cause. The impact can also be based on the severity of the risk or on the 

business value of the data affected. Hence the problem investigated by this study is how 

organisations evaluate risk and develop IS-RM strategies to prevent IS failure. 

Significance of the Problem 

Over the past few decades, various management approaches, decision-making frameworks, risk-

management frameworks and standard and project management methodologies have become 
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available, and are in use in both public- and private-sector organisations. More recently, audit and 

assurance standards have increased as organisations and their executive become more accountable 

for conformance to compliance. However, major project and IS failure continues to occur. 

Having earlier identified the dependency of an organisation’s business on its IS, the need to 

manage risks and avoid IS failure has never been greater. Events that precipitate this need include: 

• increasing statutory, regulatory compliance and governance requirements for boards, 
University Councils and directors of organisations for the oversight of risks (for example, 
complying with the Privacy Act) 

• increased security threats, especially cyber-security concerns 
• convergence and tighter integration of business processes and information systems (for 

example, ERP systems, business analytics) 
• a significant increase in the use of cloud computing for business, research and teaching 

and learning (for example, email and collaboration services; library databases; cloud 
storage; and high performance computational needs) 

• an explosion in the use of social media as a communications tool and their rapid 
integration with business applications (for example, organisation websites linking with 
Facebook and Twitter) 

• an exponential increase (especially in universities) in the use of BYOD, BYOA1 
(e.g. university students using laptops, iPads and mobile phones to access teaching and 
learning materials) 

• high-speed networks and internet links (allows streaming media; faster download for 
music and films). 

These examples demonstrate the inherent challenge in the need to understand 

preparedness and effectively manage IS risk to avoid IS failure.  

 

Examples of Business and IS Failures 

Several examples, listed in Table 1.1, show how different types of IS failures impact a 

business and its customers. While the actual financial damage is generally not reported by 

these firms, these outages are just a few examples that clearly show reputational damage 

for major business names.  

 

                                                           

1 BYOD – Bring your own device; BYOA – Bring your own application 
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Table1.1: Examples of Australian IS Disasters 

 

 Description Outcome 

2015: Large datacentre in Perth, Western 
Australia suffered a major power outage 
following fierce thunderstorms (Coyne, 2015) 

A large hospital, a bank and 50 other clients 
were impacted. The facility began operating on 
backup power, but after 1.5 hours it 
experienced a second failure, leading to a 
more sustained outage of several hours. 

2014: Due to utility power supply upgrade, 
Hostworks' Adelaide data centre suffered a 
catastrophic power surge (Data Centres 
News, 2014). 

A number of high-profile websites went offline 
(Event Cinemas, Carsales, Ninemsn, Seek, SBS, 
Ticketek, Australia Post, Sky News, ABC and 
UNSW) 

2014: Australian IT vendor Talent2 pulled out 
of the New Zealand school system’s NZ$56.8 
million (A$51.1 million) payroll fiasco (iTnews 
2014). 

Cost to vendor – NZ$22 million to hand 
responsibility back to the Government. Cost to 
Govt. – NZ$60 million over six years. 

2013: Queensland Health reported that half 
of the major IT initiatives are at risk of delay, 
cost overrun, or project failure (Cowan 
2013). 
The reason for failure of its A$50 million 
payroll replacement program was 
inadequate change management, no proper 
testing regimes and governance (McDonald 
2012). 

Costs “blew out” to A$1.2 billion and was the 
subject of a commission of inquiry.  
Also A$91 million was overpaid to more than 
60,000 staff. 
  

2013: 61% of organisations do not have cyber 
security incidents identified in their risk 
register. 

2013 CERT Cyber Crime and Security Survey 

2012: Telstra Warrnambool Telecomm 
exchange fire destroyed about 60 per cent of 
the facility (Crozier, 2012). 

Service outages of up to 20 days costing local 
economy $400k per day and cost Telstra over 
$10 million restoring its damage 

2010: Major Qld University fire in one of the 
main data centres. 

Affected over 300 pieces of equipment and 
caused broad scale outages of University IT 
services for several days. 

2010: Virgin Airlines computer system 
crashed (LeMay 2010). 
Their parallel “disaster recovery system” 
meant to kick in within three hours, did not 
work for 21 hours. 

400 flights and almost 50,000 passengers were 
disrupted; 113 services were cancelled. 
 

2008: M5 East tunnel closed for sixth time in 
four years due to computer failures.  

 

Reputational damage for NSW State Govt. 
Forced thousands of motorists into gridlock 
lasting hours and loss to economy. 
Vendor cost: unknown loss in revenue plus 
approx. $5 million to upgrade computers. 

2008: Multiple internet outages for a major 
Qld University due to back-hoe cutting fibre 
cable and rodents eating insulation then 
tearing fibre cable. 

Multiple internet outages – disruption to 
teaching. 

2007: IT was unavailable for about 75 
minutes at the Sydney Futures Exchange. 

Losses in billions of dollars of futures trading 
(Petersen 2007). 
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“Yet, despite these frequent headlines about losses due to product safety issues, financial 

fraud, environmental disasters, and other failures in recent years, corporate mistakes keep 

getting worse, and the regulatory settlements and other losses keep rising” (McClean et al. 

2015). 

Clearly, IS failure is very costly from many perspectives. Therefore, RM should be integrated 

into all parts of the organisation’s business and planning processes. As such, the monitoring, 

identification, analysis and treatment of risks should not only be a standing agenda item at 

management meetings but should be part of all decision-making. The organisation should 

not become risk averse, but it should be able to use the opportunity that is provided if the 

risk is managed well. 

Information Systems Failures: Reasons 

There are many ways in which an IS failure can occur within an organisation. These can be 

looked at from the perspective of people, processes, technology and computer facilities 

within an operational environment, as well as from the viewpoint of IS project 

implementation failures. Within an operational environment, people can be a single point of 

failure – for example, if people with expert knowledge or key personnel suddenly become 

unavailable or have resigned. Likewise, people can make a human error during the 

programming or operation of the IT system. A third example could include specific 

procedures such as a systems checklist or configuration and setup procedures that are not 

followed by the staff. Consequently, this could lead to a potential IS failure due to IT outage.  

Similarly, technology can also be responsible for causing IS failures. Technology in this study 

context includes the hardware – such as servers, storage and networking equipment – and 

software required to deliver business services to stakeholders and clients. Where services 

are critical in nature, IT system qualities, such as reliability, availability, performance and 

security are vital properties when it comes to minimising technology failure that could cause 

IT outages. However, these qualities are largely reliant on the technology manufacturer or 

the IT vendor. Regular system maintenance also plays a part in minimising technology 

failure. 

Disruptions to computer facilities (data centres) can lead to major IS failures. Data centres 

are special facilities that house computer and networking equipment. Disruptions can be 

caused by internal or external factors. Internal factors include air-conditioning failure and 

fire or water damage. An example of an external factor is the loss of mains power supply. 
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Another cause of IS failure in organisations is project implementation failures: first, the 

failure to deliver project scope and objectives, as agreed by the business stakeholders; 

second, the blow-out in a project’s budget; and third, the delay in delivery of the agreed 

solution. As information and information technology systems are key areas of risk in 

organisations, these systems must be installed, configured and tested prior to releasing 

them for business use (Auditor-General Queensland 2014: 15).  

The previous examples illustrated how businesses can be affected in the event of an IS 

failure caused by people, processes, technology or computer facilities. Furthermore, 

businesses can be affected by any non-performance on the part of external suppliers and 

vendors. These organisations are responsible for the provision of the technologies or 

resources, so any failures – such as poor technical quality of equipment or software, or the 

loss of specialist vendor staff – would result in their inability to deliver agreed IT services or 

achieve project objectives. 

Clearly, maintaining disaster-recovery and business-continuity plans – even if only for critical 

services – is a core obligation of any business to its shareholders and stakeholders. 

Therefore, business continuity management should be part of good governance, whereby 

organisations should anticipate both abrupt and progressive IS failures. In many ways, it 

would be useful to mandate that organisations should be prepared for unforeseen IS risks by 

implementing appropriate risk-management strategies. All things considered, business 

continuity requires effective management of the organisation’s IS risks that arise from 

disruptive events. 

Risk Management to Improve Preparedness and Avoid IS Failures 

“Despite an infamously high failure rate, the risks associated with IS are regularly 

underestimated, if not totally ignored” (Remenyi 1997: 54). Therefore, it can be argued that 

a mature approach to IS-RM is required to manage information as a critical resource in an 

increasingly complex IS environment.  

Because of statutory requirements, IS disaster planning should be seen as an essential 

component of an organisation’s risk-management strategy. This is supported by a recent 

survey of company directors, which found that directors rated IT risks (including cyber-

security) as the second highest priority, with overall risk management ranked fifth in 

importance (PwC 2014: 17).  
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The implementation of risk management follows a classical two-phase approach where the 

first phase is about analysis or assessment, and involves the identification, estimation and 

evaluation of the risks. The second phase is about its management and involves planning, 

resourcing, controlling and monitoring of risks so as to take action to mitigate, eliminate or 

transfer the identified risks. This means the risk-management process is inextricably linked 

to the process of making decisions (Charette 1996: 373) and improving the level of 

preparedness for IS disasters. 

As risk and uncertainty are part of the everyday operating environment of all organisations, 

some risks can be referred to as “events subject to a known or knowable probability 

distribution”, and uncertainty as referring to “events for which it was not possible to specify 

numerical probabilities” (Knight 1921). Other risks occur where each action leads to a few 

known outcomes, each of which has a specific probability, while uncertainty is where each 

action may lead to a set of consequences, yet the probabilities of these outcomes are 

unknown (Luce and Raiffa 1957). Due to the large number of risks that exist, not all can be 

eliminated or acted upon.  

Therefore, it is important to be able to identify and categorise risks so that they are dealt with 

proactively, in order of significance, based on their overall impact to the related organisation. 

This is the benefit for organisations that have developed risk-management strategies. Hence, 

“significant considerations should be given to not only the processes involved in assessing, 

prioritising, handling and monitoring these risks but also to ensuring the development of an 

appropriate risk culture and the establishment of effective RM governance structures, to support 

effective RM” (Carcary 2013: 3). 

While the two terms management of risk and risk management are closely related and used 

interchangeably, they are two distinct processes. Charette (1996: 373) states that the 

management of risks implies a “systemic, holistic, and multi-disciplinary approach to risk and 

its management”, while risk management is concerned “with a phased, systematic approach 

to the analysis and control of the risks occurring within a specific context”. 

A systematic approach to managing risks can be provided by implementing decision-making 

frameworks and methodologies. For example, a risk-management framework is used to 

mitigate negative risks as well as to create opportunities from positive risks (risk-taking). In 

the end, the organisation culture that shapes the behaviour of executives, managers and 

staff is most important in the manner in which the organisation conducts its business. For 
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example, in a state Health Department audit, the Auditor-General Queensland found: 

“When the government announced its intention to build three new hospitals, the 

department did not have in place the plans that could be used to inform decisions properly 

… The whole planning process for the projects was out of step with the Project Assurance 

Framework” (Greaves 2014: 3). 

These observations form the basis of this study, which seeks to examine what IS-RM 

strategies mean to key decision-makers within higher education organisations. In particular, 

this study seeks to determine how organisations develop and validate IS-RM strategies. It 

will be useful to recognise that these research questions exist within an organisational 

decision-making framework.  

Decision-Making Frameworks 

Since people routinely make decisions, it is logical to believe that they are being made in a 

rational and objective manner. Rationality in the decision-making process (Lee, Newman and 

Price 1999: 53) involves four assumptions. It requires that objectives are perfectly clear to all 

concerned; that there is perfect knowledge; that all alternatives are known; and that 

outcomes are predictable. However, there are drawbacks to applying this approach to 

business situations, as individuals and organisations do not operate in such environments. 

Consequently, it is difficult to have “perfect knowledge”, and it is also difficult to predict 

outcomes with a high degree of certainty. 

Decision-making frameworks that further focus the study consist of: 

• organisational hierarchies, committees, working parties 
• actors and roles (governance) 
• inputs (e.g. information and resources) 
• processes (e.g. prescribed procedures, meetings, formal and informal 

communication) 
• outputs (e.g. minutes of meetings, policies and procedures, reports) 

Decision-making is part of a set of theories and frameworks that have evolved from different 

management and decision-making approaches. Also, contextual influences emerge based on 

whether the role of the organisation is public or private. This role also influences the 

approach to governance that leads managers to experience different demands and 

expectations (Yamamoto 1997), thus influencing their decision-making. There are distinct 

differences in the decision-making processes between public- and private-sector 

organisations, as investigated by Nutt (2002). 
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For example, the decision-makers in the private sector have more power to make decisions 

than those in the public sector. Another example is that “the private sector staff have better 

access to resources to use analysis for strategic decisions than those in the public sector” 

(Nutt 2002: 298). Consequently, when there is a lack of analytical data about risk, it is often 

understated by public-sector workers because they face many critics, community interest 

groups and politics. Thus the action taken is not controversial, making them more risk averse 

than those in the private sector.  

Decision-making can be a critical process for operations and projects, as it allows staff to 

make informed but speedy decisions. This can be facilitated by having all the information 

needed in one place in a format that makes it easier for them to access, use and decide on 

the outcome. Many organisations formalise these activities into a decision-making 

framework, such as aligning and integrating business objectives with RM practices (Carcary 

2013). There are also widely available decision-making frameworks and methodologies such 

as the IT Infrastructure Library, Risk Management Framework, Governance Framework, 

Business Continuity Management, Project Management methodologies and the government 

Information Technology Conditions. Although these frameworks and methodologies have 

been around for some time, significant IS operations and project failures continue to occur. 

There is some evidence that enterprise-level decision-making and RM frameworks either do 

not exist or have low compliance rates in many organisations. For example, in 1987 and 

1992, the London Ambulance Service – the world’s largest ambulance service – terminated 

significant IT projects due to poor decisions, poor risk management and lack of governance, 

ultimately leading to deaths (Hougham 1996). 

Since the probability of a disaster occurring is highly uncertain, organisations can have 

different levels of preparedness for the loss of their IS. Due to this uncertainty, organisations 

need to proactively conduct IS risk assessment and business impact analysis, and develop 

disaster-recovery plans to increase their level of preparedness. Consequently, it is difficult to 

have ‘perfect knowledge’, and it is also difficult to predict outcomes with a high degree of 

certainty. 

While there are rational systems and procedures prescribed for organisation and IS risk 

management, very little is known about what organisations actually do. As part of this 

research, two cases will be examined to find out what decision-making frameworks and 
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methodologies were in place and what was actually known and used in their preparedness 

and mitigation against IS failures. 

New forms of Service Provisioning 

Organisations are operating in a competitive industry environment, which is forcing them to 

seek and implement business solutions at an increasing pace. Many organisations have seen 

a move from a technology-driven to a more service-driven strategy. Alternative means of 

service delivery need to be considered if an organisation wishes to be agile and able to 

respond in a timely way to business and technology drivers, and to meet increasing service 

demands of high IS availability within constrained budgets. 

In recent times, a new service called cloud computing has become part of the mainstream of 

IS service offerings, and can be described as a transformational new way of delivering and 

paying for IT services. Within a short time, it has revolutionised IS service-delivery models, 

enabling companies to make incremental changes in IT agility, to re-engineer their business 

processes and to revolutionise how they use business applications and interact with their 

employees and customers. The growth has been phenomenal, as described by Amazon’s 

CTO (Vogels 2014: 1): “The Centre for Economic and Business Research computed the 

cumulative economic effects of cloud between 2010 and 2015 in the five largest European 

economies alone to be around €763bn (£623 billion). Also, International Data Corporation 

notes the cloud economy is growing by more than 20% and could generate nearly €1tn 

(£0.82tn) in GDP and 4m jobs by 2020.” 

Cloud computing is an approach to computing that leverages the efficient pooling of on-

demand, self-managed virtual IT infrastructure, consumed as a service and delivered over 

the internet. It is also an emerging trend in the manner by which organisations deploy and 

procure services that facilitate real-time delivery through the use of cloud-based 

infrastructure, networking and applications over the internet. More importantly, as it 

matures in its service offering, cloud computing is becoming an integral component of IS 

solution architecture design considerations, especially for disaster-recovery solutions. As a 

result, businesses no longer need to spend huge amounts of capital for business continuity, 

or to secure a second site for disaster-recovery services. 

However, the cloud-service provider environment is currently fairly dynamic, as it is still 

evolving. First, there are new providers regularly entering the market. Second, some existing 
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providers consolidate their businesses to become a larger entity. Third, other providers who 

have been in the market for some time offer mature products and services in their offerings.  

When an organisation procures alternate means of service offering, governance becomes an 

essential component of this initiative. Hence the decision-making process to move an 

existing service or to procure a new service in the cloud should be a collaborative 

involvement between the business and the IT Department. The key reason for this is 

because the business that owns the data will be accountable for any associated risks, such as 

confidentiality, integrity and availability of the information. As a result, this study will also 

seek to find out how this new forms of IS service offering impacts on IS-RM strategies and 

decision-making. 

Clearly, organisational preparedness for IS-related risks is an important topic, but it is one 

that has been under-researched in Australia (most notably in higher education sector 

organisations). Even less is written in the academic literature about cloud computing. 

Plummer and McGee (2008) conclude that the perception of infrastructure as something 

that must be bought, housed and managed has changed, and organisations are now using 

alternative sourcing strategies. 

In the private sector, firms are accountable to their shareholders, who have invested their 

capital on a voluntary basis; in contrast, in the public sector, departments are accountable to 

the general public, who have entrusted them with their funds on a non-voluntary basis. This 

puts managers in the public sector under more scrutiny than their private-sector 

counterparts (Oughton 1994). Global consulting firm McKinsey (Cohen 2009: 2) claims that 

“using clouds for computing tasks promises a revolution in IT similar to the birth of the web 

and e-commerce” (Cohen 2009: 2). Another global consulting firm, Burton Group (Drue 

Reeves et al. 2009: 7), state that, “IT is finally catching up with the Internet by extending the 

enterprise outside of the traditional data centre walls.”  

However, the ways in which managers deal with IS risk have largely been overlooked by 

most of the public-sector literature, and the emphasis remains with the details of 

accountability and control (Vincent 1996). As such, this study seeks to determine how public 

Australian higher education sector organisations develop and validate IS-RM strategies in 

order to be better prepared to make decisions to address possible disasters arising from IS 

failures. 
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Research Question:  

This study seeks to determine how organisations develop and validate IS-RM strategies. In 

particular: 

• What are the key factors that shape the decision-making framework of public 
Australian higher education sector organisations in developing RM strategies to 
address possible disasters arising from IS failures?  

• What are the key factors that contribute to management behaviour that will achieve 
effective IS outcomes? 

Additional questions that will further focus the study are as follows: 

• How do the factors identified above vary across organisational contexts within the 
same industry sector? 

• What does IS-RM preparedness mean to key decision-makers within public-sector 
organisations? 

• How do new forms of IS service offering (for example, cloud computing) impact on 
IS-RM preparedness and decision-making? 

 

Structure of the Thesis 

This thesis is structured as follows:  

Following this Introduction, Chapter 2 provides a review of the academic literature 

discussing the approaches to and the evolution of management theory. As well, various 

organisational decision-making processes are explored, followed by a discussion on how 

organisational risks are managed. There is also a discussion on how information system risks 

are managed in organisations. Based on the literature review, a conceptual model is 

developed to highlight the gaps in the literature that forms part of this study. 

Chapter 3 describes in detail the methodology framework adopted to conduct this research. 

The research method uses a case study approach. It is an interpretivist research method 

using inductive reasoning. This allows a theory or model to be developed in support of the 

research objectives. In addition, two higher education organisations are used as research 

sites. The data have been collected through a structured interview process using 25 

questions and 21 participants from each organisation.  

Chapters 4 and 5 describe the two case study organisations, University A (UA) and University 

B (UB), and present an explanation for each question asked followed by a summary of the 
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empirical data collected. Next, a detailed analysis of the data is conducted and where 

relevant a thematic analysis process is used.  

Chapter 6 conducts a cross-case comparative analysis of the two cases by looking at the 

similarities and differences between the findings. As well, a theoretical model is developed 

and presented. The gaps between the literature review and the findings are identified thus 

making an academic contribution.  

Chapter 7 offers a conclusion, which discusses the development and the practical application 

of the IS-RM Framework, and provides directions for future research.  
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Chapter 2 
Literature Review 

This chapter provides an overview of how organisations use decision-making frameworks to develop 

information systems risk-management (IS-RM) strategies to address possible disasters arising from IS 

failures. It examines and summarises the academic and business literature available in the disciplines 

of management, risk management and information systems. The literature review will explore the 

following six topic areas:  

• the evolution of and approaches to management theory 
• decision-making frameworks and methodologies 
• the management of risks in organisations by describing the different types of risks and 

identifying the key phases of a risk-management cycle 
• information systems risk management – that is, how risk-management strategies are used to 

be better prepared to address possible disasters arising from information systems failures; 
these include risks associated with operational systems, projects, software development and 
the IT infrastructure 

• conceptual framework, and  
• summary of literature review. 

The literature review also highlights the implication and application of risk management to 

information systems, and focuses on the research question of how organisations develop and 

validate IS-RM strategies. Further it provides the basis for the development of a conceptual 

framework that will mature into a theoretical model on completion of the case study analyses. It can 

then be used for decision-making to develop IS-RM strategies to address possible disasters arising 

from IS failures. While private, public and higher education sector organisations are explored over a 

period beginning in the late 1940s, the research study is focused on higher education organisations 

within Australia. 

The Evolution of and Approaches to Management Theory 

Management approaches are important because they shape the culture, behaviour, leadership 

styles and decision-making within an organisation (Watson 1986, 2001; Drucker 1979). A review 

reveals that there are many management approaches that have evolved over time (Mullins 2002). 

These include the classical approach, with major contributions from Taylor (1947), Fayol (1949), 

Urwick (1952) and Mooney and Reiley (1947); the human relations approach (Herzberg 1959; 

McGregor 1987); the systems approach (Jenkins and Youle 1968); the contingency approach (Blau 
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and Schoenherr 1971, Pugh et al. 1963); the social action approach (Fox 1966; Goldthorpe 1968); the 

action approach (Bowey 1976) and decision-making (Barnard 1938; Simon 1977; Cyert and March 

1992). 

While the classical approach adopted a managerial style with an emphasis on purpose and formal 

structure (Simon 1976), the human relations approach focused on the worker’s social needs at work 

in an informal setting (Mullins 2002: 68). The systems approach was an integration of classical and 

human relations (Jenkins and Youle 1968) and the contingency approach management style 

depended on situational variables (Woodward 1958). Other more focused approaches from within 

these broad areas have evolved: the social action approach, which viewed the organisation from an 

individual employee’s viewpoint; the action approach, using four concepts of human behaviour – 

role, relationship, structure and process (Bowey 1976); and the decision-making approach, where 

the focus is on managerial decision-making, as well as on how organisations deal with information 

and channels of communication. 

Each of these approaches has focused on the major issue facing organisations in a particular period, 

but over time organisational environments have become more complex, so no single management 

approach could now be described as ideal. Supporting this view, a study into the 1994 Moura Mine 

Disaster was critical that management decision-making was “not structured to counteract 

impediments to recognising and responding to risks” (Hopkins 1999: 54). The main impediment 

mentioned in this study was the existence of a culture of denial. Why is this important? Because in 

such a culture, individuals could either dismiss or adjust the evidence to what they wanted, and “this 

involves cognitive dissonance, groupthink mechanisms and knowledge power” (McLucas 2003: 107). 

In the resolution of problems, decision-making is really the achievement of a satisfactory, rather 

than an optimal, outcome, thus contradicting earlier views that decisions made by managers were 

fully rational (Simon 1977). Again, an economic approach is about maximising objectives; thus, 

decision-making based on the assumption of rational behaviour is about choosing from known 

alternatives. In contrast, in behavioural approaches, a choice is made to avoid conflict and to stay 

within limiting constraints. 

Meanwhile, Clarke (1998) points to the lack of managerial skills possessed by these new managers, 

often compensated for by authoritarian behaviour, with relevant information sometimes withheld or 

restricted. Whereas private industry has over time placed value on increased workplace autonomy 

and recognised the need for specific managerial training. Clarke (1998: 57) argues that, “Vice-

Chancellors and their dumbed-down university administrators have not.” 
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Mullins (2002: 68) describes business organisation as an open system, where there is “continual 

interaction with the broader external environment of which it is part”. Hence any organisation may 

be seen as an open system so long as it engages in the exchange of material and resources within its 

environment (Miller and Rice 1967). In the end, the organisation is viewed as consisting of many 

parts, all of which must interact in harmony – including with the external environment. So any 

change in one part of the organisation – either social or technical – will affect other parts. It also 

shows that policies and strategies cannot be implemented successfully in an organisation without 

consideration being given to the social and technical aspects. 

A limitation in the literature review on management approaches is the lack of empirical discussion 

on information technology as an influencing factor. Technology in the context of this thesis refers to 

major areas of information systems in organisations, such as operations, software development and 

project management. The technology used in these areas often dictates the organisation structure, 

roles and responsibilities, processes, procedures and policies.  

The next section explores how organisational strategies have evolved, leading to and influencing 

decision-making within organisations. 

Role of Strategy  

Strategy is really where an organisation is heading, wants to head or needs to head within the constraints 

of its purpose, available resources and the environment it operates in (Watson 2001). So it is about Who? 

What? Where? When? and puts the organisation into perspective by translating the business strategy 

into a prioritised list of activities each with a desired outcome. An organisation’s strategy could be 

described as “the pattern to be seen emerging over time as actions are taken to enable the organisation 

to continue into the future” (Watson 2001: 87) as well it was viewed as “a pattern in a stream of actions” 

(Mintzberg 1988: 14) 

Over time organisational strategies have evolved (Peters and Waterman 1982), emerged (Watson 2001; 

Mintzberg 1987; Peugeot-Petitmengin 1996), were intended (Watson 2001) or deliberate (Hamel and 

Prahalad 1989), based on external environmental forces. As well logical incrementalism is a bridge 

between intended and emergent strategy. Quinn (1980: 58) describes it as “conscious, purposeful, pro-

active, executive practice.” On the other hand Johnson (2005: 605) has argued “whilst managers may 

describe strategy development processes in much this way, the driving force behind incrementalism is 

the development of strategies on the basis of managerial experience and organisational culture.” 

Therefore strategic decision-making affects the whole organisation and as such, any problem analysis and 

development of solutions will be impacted by the structure and culture that exists within the 
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organisation. Structure should not come in the way of effective decision-making, just as, Peters and 

Waterman (1982) found that excellent companies have a very fluid structure.  

It is argued that strategy evolves simultaneously from both top-down and bottom-up approaches 

through dialogues (Hamel and Prahalad 1989). Private sector management work to maintain their 

organisation’s competitive position by thinking laterally and willing to be innovative. In contrast, public 

sector managers need to provide stability and maintain the status quo consistent with contemporary 

societal norms and values (Lindblom 1959). Thus incrementalism approach put forward by Lindblom 

where the planning is bottom-up with managers responding to their department needs and acting within 

long-standing practices and assumptions “is a sound approach for public sector organisations but 

potentially unsuitable for the private sector” (Lindblom 1959: 82).  

However what has not been emphasised in the discussion is the contribution that people throughout the 

organisation make in strategy development. Experience and the knowledge of the people throughout the 

organisation must be harnessed to have a better understanding of the organisational capabilities and be 

able to interpret the complexity of the environment the organisation is facing.  

Strategic decisions can be complex in nature especially in organisations located on multi-sites and offer a 

range of products and services. This is not too dissimilar to public sector and higher education 

organisations. Therefore “Strategic decisions are likely to affect operational decisions. This link between 

overall strategy and operational aspects of the organisation is important for two other reasons. First, if 

the operational aspects of the organisation are not in line with the strategy, then, no matter how well 

considered the strategy is, it will not succeed. Second, it is at the operational level that real strategic 

advantage can be achieved” Johnson (2005: 10).  

The success of any organisation is to deliver quality services which should be incorporated in the 

organisation strategy (Queensland Government 2015). Likewise, there are similarities between 

information systems departments and other business services (Galloway and Whyte 1989; Russell and 

Muskett 1993; Watson et al. 1993) and that is to deliver a service. However, service provisioning can have 

unique features such as service production and consumption (Grönroos 1988; Voss et al. 1985). Service is 

intangible and may consist of a series of activities which can be produced and consumed at the same 

time, it cannot be inventoried. Information system services have all of these features (Galloway and 

Whyte 1996: 78) and it is also about “how the service is delivered and the style of the business in 

question, especially at the customer-facing side of the business.” Therefore if an organisation’s strategy is 

to deliver a service then it will be successful if the operational aspects are aligned with the strategy 

(Johnson 2005) 
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At the same time, management would be looking at and addressing existing and emerging threats 

and opportunities. So any major decisions made within the organisation underpin its survival and the 

strategy and are based on how various types of risk (including information systems risks) are 

managed within the organisation. The next section will explore decision-making frameworks and 

methodologies. 

Decision-Making Frameworks and Methodologies 

Decision-Making Approaches 

Cosgrave (1996: 28) points out that “decision-making is one of the primary tasks of all managers”. 

Supporting this, Mintzberg (1975) identifies four out of ten management roles as decision-making roles. 

Decision-making is not a function in itself, but is rather a critical part of all management functions 

(UNHCR 1990) and Cosgrave (1996: 28) states: “For many modern writers on management, decision-

making is the key distinctive activity of managers.” Even when decision-makers do not have all the 

required information available, they have three approaches from which to select, ranging from the best 

to the best of the worst-case; they can then select the most appropriate approach using their own 

judgement (Anderson et al. 2000).  

The first decision-making approach can be described as the optimistic approach, where each 

alternative is evaluated against the best possible outcome. The second approach is known as the 

conservative approach; here, each decision alternative is considered in terms of the best of the 

worst outcome. A third approach to decision-making is the “minimax regret approach that is neither 

purely optimistic nor purely conservative” (Anderson et al. 2000: 648).  

Whatever approach is used, making a good or best decision (based on the information to hand) 

could still lead to a bad or undesirable outcome. Therefore, it would be useful to look at the 

decision-making process to better understand “decision tools to help the decision-maker organise 

their thinking and to provide a structure for the decision-making process” (Randall et al. 2012: 9). 

For example, Gilligan and colleagues (1983) developed the open systems decision model, which 

takes into account the organisation’s business strategy and goals, thus providing a better and more 

realistic understanding of individual and organisational decision-making processes.  

Decision-Making Processes and Framework  

There are many decision-making models. For the purposes of this discussion, the rational, non-rational 

and irrational models are discussed briefly; however, for the purposes of this study, the focus will remain 

on rational and non-rational theories of decision-making. 
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The rational model of decision-making is rules-based on the logic of optimal choice, in that there is 

considerable reasoning and thinking done in order to select the optimum choice. Non-rational 

models are descriptive and decision-making is based on emotions, limited knowledge, and little 

time. Also, non-rational theories aim to describe both the process and the outcome of decision-

making (Gigerenzer 2001). Irrational behaviour arises as a consequence of emotional reactions 

evoked when faced with difficult decisions and it has increasingly become recognised that humans 

often act irrationally, as a consequence of biasing influences (Kvale 1996). 

Rational Decision-Making Process 

“Rationality in the decision-making process dictates four assumptions” (Lee, Newman and Price 

1999: 53). It requires that objectives are perfectly clear to all concerned and that there is perfect 

knowledge – the assumption that all alternatives are known and that outcomes are predictable. 

However, this approach also has drawbacks, such as the fact that individuals and organisations do 

not operate in such environments; as well as that it is difficult to have perfect knowledge and 

difficult to predict outcomes with a high degree of certainty. Some rational decision-making 

processes are summarised from the literature in Table 2.1.  

Different models of decision-making exist and, of these, the rational model is believed to be the 

norm or ideal (Keen and Scott Morton 1978). Rational behaviour follows stable, consistent and 

coherent beliefs, as well as, rules that allow individuals to understand what they are doing and why 

(Velleman 1989).  

However, faced with a choice, most individuals do not merely decide blindly among alternatives but 

rather try to make the “best” decision possible (Halpern and Stern 1998). “Best” in this context usually 

does mean searching endlessly for the optimal solution but rather seeking a satisfactory option that is 

considered reasonably good (March and Simon 1958). 

In the 1950s, Simon developed his bounded rationality theory, which grew out of a recognition of 

the descriptive limitations of the rational choice model. He states that a decision-maker facing a 

choice behaves on the basis of a local satisfaction criterion, and will choose the first solution which 

they subjectively consider to be satisfactory without trying to attain an unrealistic optimal solution 

(Tsoukiàs 2007). General literature research on organisational decision-making indicates that the 

focus has been on qualitative and behavioural dimensions of the decision-making process, involving 

individuals, groups and organisations (Katz and Kahn 1978; Simon 1960; Gilligan et al. 1983; Lin 

2004).  

 



 

20 Chapter 2: Literature Review 

Table 2.1: Rational Decision-Making Processes 

 
Rational processes from the literature Decision example 

Identification, understanding of the problem and its causes; 
isolating the problem and defining outcome criteria; involving 
the necessary people; investigation of solutions and evaluations 
of alternatives; implementation and communication of the 
decision and review results and the effectiveness of the decision 
(Stott and Walker 1992) 

Non-programmed 
decisions, such as, 
complex, infrequent or 
varied activities 

Preparation needs analysis; search for alternatives; evaluation 
of alternatives, authorisation and selection; communication and 
implementation; explanation and justification; and retrospective 
evaluation (Eisenhardt 1989; Dennis 1995) 

Crisis or difficult 
situation, political 

Work on right problem; specify objectives; create alternatives, 
understand consequences; grapple with trade-offs; clarify 
uncertainties; determine risk tolerance; consider linked decisions 
(Hammond, Keeney and Raiffa 1999) 

Business/managerial 
decisions 

Define the problem; identify all criteria; accurately weigh all the 
criteria according to their preferences; know all alternatives; 
accurately assess alternatives; choose alternative with highest 
perceived value (Bazerman 2006: 4) 

Business/managerial 
decision without bias 

Immediate pressure or felt difficulty experienced by the 
decision-maker; analysis and size of the problem; search for 
alternative solutions; and consideration of the consequences of 
these alternatives” by John Dewey (Katz and Kahn 1978: 523) 

Managerial and analytic 
approach to problem 
solving and decision-
making 

Intelligence; design (inventing, developing and analysing 
possible courses of action); choice (choosing one of the possible 
courses of action); review (assessing past choices) 
Simon (1977) four-step decision model 

Managerial and analytic 
approach to problem 
solving and decision-
making 

Characterisation of the problem; criteria specification and 
evaluation; producing alternatives; determining the alternative 
with the highest perceived value (Hammond et al. 1999; 
Anderson et al. 2000; Bazerman 2001). 

Managerial and analytic 
approach to problem 
solving and decision-
making 

 

An individual may approach a decision that would be determined by the amount of time available, 

the extent to which others are or can be involved in the decision-making process and the nature of 

the decision (Lee, Newman and Price 1999: 52). When time is a limiting factor, decisions are based on 

general guidelines and previous experience (Chrispin 1996: 44). 

In finding a solution to an issue, people are more likely to go through a list of possible solutions in a 

sequential manner, and to make a decision based on a satisfactory selection rather than on an 

exhaustive comparison basis (March 1992). While this was labelled the heuristic model of bounded 

http://librarycatalogue.griffith.edu.au:8080/WebZ/GeacQUERY?sessionid=01-51673-1634850102:termsrch-au%3D=Bazerman%5C%2C+Max+H.:format=B:fmtclass=:next=html/geacnfbrief.html:bad=error/badsearch.html:entitytoprecno=1&entitycurrecno=1&numrecs=10
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rationality (March and Simon 1958), it has been found that even this is difficult when a large amount 

of change is involved. 

Despite having many decision-making processes in place, the myth of rationality (McGaan 2011) 

applies – this is what ought to happen because of our cultural values but isn‘t achieved in real life. 

Consequently, we make decisions based on the likelihood of probable effects rather than intuition or 

faith in tradition or some other non-empirical factor. 

In the event of an IS disaster, where only few systems could be made operational, can the rational 

decision-making process be followed? The research will investigate what decision-making processes 

are actually used in public Australian higher education sector organisations compared with what has 

been implemented. 

Non-rational Decision-Making Process 

Generally, non-rational theories can be described as being descriptive, whereas rational theories are 

normative. Normative decision theory deals with the question of how people ought to make 

decisions in different types of situations if they wish to be regarded as rational. In the same way, 

descriptive decision theory describes how people actually make decisions in a number of different 

situations. A major distinction between the two approaches is that the normative decision theory is 

mathematically based and does not need to relate to anything in the real or observable world, so 

may look at ideal situations. It is described as being deductive, like mathematics (Rapport 1989).  

In contrast, a non-rational decision is made based on past experiences, limited knowledge, time and 

resources, and the capacities and limitations of actual people. But non-rational theories have 

sometimes “been interpreted as normative as well. For instance, if an optimization strategy is non-

existent, unknown, or dangerous to perform because it would slow decision-making, a simple 

heuristic – such as copying the behaviour of others – can be the best decision-making strategy” 

(Gigerenzer 2001: 3306). 

While decision analysis process can be either qualitative or quantitative, prior experience with real-

life crises, scenario rehearsals, documented frameworks and procedures, and management style and 

commitment are important factors that would impact the situation outcome. Qualitative analysis is 

based on the decision-maker’s judgement and experience. Hence it becomes important, when faced 

with a difficult or complex problem, for the problem to be decomposed into several sub-problems or 

to resort to quantitative analysis. In quantitative analysis, In the same way, the focus is on facts and 

data connected with the problem, so mathematical expressions and relationships are able to be 
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established and recommendations can be offered to decision-makers (Anderson, Sweeney and 

Williams 2000: 4–8).  

In contrast, descriptive decision theory deals with real-life situations that can take cognitive and 

social factors into account. However, this approach is often unable to make predictions about 

people’s decisions because it does not take into account things in real life that may be obscured by 

complex details and ambiguities. This theory is described as being inductive, because it deals with 

real-world humans’ preferences and shortcomings (Rapport 1989).  

Increasingly, it is being realised that a rational model rarely conforms to real behaviour because “it 

can’t be expected for anyone to be able to collect, assimilate and pass balanced judgement on all the 

potentially valuable information relevant to one decision” (March and Shapira 1987). Humans are 

incapable of such mental processes, and time and attention are scarce resources (March 1992).  

A shortfall of classical normative decision models was in the area of constraints, which included a lack of 

time and people, as well as a lack of resources for search, evaluation and selection of alternatives 

(Abelson and Levi 1985; Bazerman 2005). Decision-making has been described as the science of choosing 

the best alternative (Page, Tootoonchi and Rahman 2006). 

Others have criticised the assumptions in the rational choice model (Zey 1992). When the model was 

used as either an explanatory or normative framework, the objective of rational decision-making 

that is inherent in this model was criticised. Critics argue that decision-maker can never be in error 

or in confusion (Quinn 1989); that a decision-maker has well thought out means for achieving them 

(Etzioni 1993); and fails to cope reliably with the common situation of changing or evolving 

circumstances (Fox 1990).  

In contrast, normative theorists argue that during natural disasters, “decision-making in the public 

sector organisations, should be more rational due to fewer constraints as governments have 

immense resources, foreseeable problems and highly-motivated decision-makers” (McCarthy in 

Page, Tootoonchi and Rahman 2006: 110). To avoid surprises, leaders must strive to identify the 

weakest links in their organisations and “work to strengthen systems for recognising emerging 

problems, setting appropriate priorities, and mobilising available resources to mount an effective 

preventative response” (Bazerman et al. 2004: 153). 

In describing decisions, Simon (1960) proposes that decision-making could be classified as either 

programmed or non-programmed. Programmed decisions in organisations refer to day-to-day 

decisions that involved straightforward, routine or repetitive activities, while non-programmed 
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decisions involve activities that are complex, infrequent, unstructured and consequential, making 

them more difficult to deal with.  

In fact, programmed or non-programmed decisions should be regarded as being at opposite ends of 

a continuum, thus making many decisions a combination of the two types. Yet Simon’s earlier 

approaches have been criticised as being limited to the analysis of only cognitive variables (such as 

perception, attitude and goals) (Bower 1970; Pettigrew 1973). 

In contrast to Simon’s two types of decision, Gilligan and colleagues (1983) propose three types of 

decisions: short-term operating control decisions; periodic control decisions; and strategic decision-

making. There are some similarities to Simon’s model in that programmed decisions equate with 

short-term operating control decisions made by operating management, while non-programmed 

decisions are like periodic control decisions made by middle management and strategic decisions, 

which are the concern of senior management.  

While agreeing in general with Simon’s and Gilligan et al.’s models, there are unbalanced views of 

the decisions being made in complex organisations as decision-makers are faced with several 

decision alternatives and uncertainty about future events (Lin 2004). Managers are more interested 

in avoiding uncertainties than they are with their prediction, and would try to avoid or deny risk, 

leaving many problems unresolved (March 1992; Mullins 2002). Further work by March has 

accepted uncertainty as an intrinsic feature, while Jennings and Wattman (1994) argue that it should 

not be ignored but rather be dealt with by contingency planning and robustness built into decisions 

where future conditions cannot be predicted accurately. 

While the engineering discipline focuses more on technology and quantitative analysis for decision-

making, social sciences focus on people, social issues, beliefs, feelings and judgement (Frosdick 

1997). It can be argued that for the management of risk to be effective, a single discipline is not the 

solution; rather, there is a need to “treat risk as a collective construct” (Gerber and von Solms 2005: 

175) because “risk analysis should not only consider scientific processes but should also take into 

account social sciences” (2005: 24). 

Factors that can Influence Decision-Making 

A healthy decision-making climate can be created within organisations, but without any guarantee of 

correct decisions being made (Mullins 1993) One reason for this could be that “politics tended to 

emerge when power was centralised and that the use of organisational politics was negatively 

related to organisational performance” Eisenhardt and Bourgeois (1988: 737). 
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A review of the literature indicates that there are many factors that influence decision-making. 

These are summarised in Table 2.2. 

In addition to the factors impacting decision-making outlined in Table 2.2, Gilligan and colleagues 

(1983) introduced additional factors to compensate for the limitations of Simon’s model 

(programmed and non-programmed decisions). These include the degrees of certainty or 

uncertainty of the decision outcome, the timespan involved and the frequency of decision-making. 

As well, decisions can be influenced by individuals pursuing their own interests (March 1992), which 

can result in certain groups becoming powerful and dominant because they possess unique skills and 

knowledge (Mintzberg 1983: 312; Crozier 1984), thus causing a “decline of trust over time within 

interpersonal relationships” (Lewicki et al. 2006). 

As part of research into individual and group decision-making undertaken within the UK National 

Health Scheme, it was found that complex decisions were increasingly being made by groups. 

Chrispin (1996: 46) warns that in some group decisions there can be indecision, too many 

alternatives and delays, as the group “size, goals, relationships and communications all influence 

effectiveness”. However, If team members felt they had influenced the decision, then both the level 

of acceptance and the likelihood of a technically correct decision increase, and therefore the risk 

associated with incorrect decisions is reduced (Kessler 1995). The downside of this is that the time 

required making these decisions increases. 

In summary, as decision-making occurs at multiple levels (enterprise, sub-organisational and 

individual), it is important to recognise the goals of each level, as these invariably lead to at least 

partial conflict of interests. Without doubt, the individuals’ perceptions, personalities, attitudes to 

risk and managerial values will influence the decision-making process. An example of this is a 

situation where production managers perceive a problem from a production viewpoint while 

financial executives view the same problem from a financial perspective (Gilligan et al. 1983: 37–9). 

This can lead to the absence of an integrated organisational view of risks. For example, information 

systems in the Irish Civil Service have been developed as a series of isolated islands without much 

commonality. As an illustration, there are six state bodies and three government ministers with 

responsibility for the roads system, leading to a fragmentation of authority, which in turn diffuses 

systemic decision-making (Bannister 2001). 
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Table 2.2: Factors Influencing Decision-Making Processes 

 
Factor Implication for decision-

making 
Literature 

Environmental hostility Positively correlated with 
centralisation of decision-
making 

Khandwalla 1977 

Strong organisational culture Loyalty and self-esteem Chrispin 1996 

Role-based interactions Staff perform actions consistent 
with training and able to handle 
a crisis situation 

Meyerson et al. 
1996 

Team-based  Command to consultative to 
majority to consensus to 
unanimous agreement 

Kessler 1995 

Group decision-making. 

Personality of the decision-maker, 
and other external factors, such as, 
politics, society and the environment 

Individuals bring to a group 
different knowledge, skills, and 
perspectives. But there can be 
indecision. 

Risk-taking could increase 

Affirms the leadership role 

Chrispin 1996; 
March and Shapira 
1987 

Concept of a project management 
team. 

Excessive conformity Belbin 1981; Janis 
1972; Milgram 1974 

Task uncertainty, task 
interdependence and size  

If organisation operating mode 
is horizontally (diversification) – 
negative impact; if vertically 
integrated – positive impact 

Donaldson 2001 

Attitude of an individual towards 
involvement in decision-making 

Individual styles could vary 
depending on the situation 

Schermerhorn 1993 

Leadership style: task structure, the 
nature of the group and the position 
of the leader within the group; in-
group communication division of 
labour  

Quality of the decision made Fiedler 1967; March 
and Simon 1958; 
Katz and Kahn 1978 

Conflict, risk and uncertainty 
organisational values. Managerial and 
organisational values  

Moral and ethical values  Gilligan, Neale and 
Murray 1983 

Job satisfaction, organisational 
citizenship behaviours, organisational 
commitment, turnover, and job 
performance. 

Trust Deluga 1995; Dirks 
and Ferrin 2001; 
Flaherty and 
Pappas 2000; 
Robinson 1996 

Consider only a limited number of 
decision alternatives. 

In the event of a disaster, 
organisations are at different 
levels of preparedness; avoid 
financial disaster 

Lin 2004; Wold 
1997 
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Furthermore, the centralisation of structure, processes and systems in organisations leads to a 

reduction in autonomy and an increase in inflexibility, where balancing trust and control becomes a 

delicate operation (Lowe and Locke 2008). Also, resistance to change due to centralisation has been 

identified as a major hurdle in higher education organisations (Kvavik and Volundakis 2002).  

Individuals face a meta-decision problem in that they follow different decision strategies as the task 

characteristics vary (Mitroff and Betz 1972; Payne 1976). This limitation of decision-making theory 

can partially be attributed, on one hand, to the division between normative and descriptive theories 

and, on the other, between cognitive and sociological theories (Grandori 1984). 

Despite extensive literature on decision-making processes, still lacking are empirical studies of how 

organisations actually use decision-making frameworks and processes to make decisions in public 

Australian higher education sector. As well, there is a void in empirical studies of frameworks in 

place vs frameworks actually used. This has been the impetus for undertaking this research study. 

Importantly, this research will focus on how organisations develop and validate IS-RM strategies, and 

how key factors shape the decision-making framework of Australian public-sector organisations in 

developing risk-management strategies to address possible disasters arising from IS failures.  

Frameworks 

Organisations have strategic and operational frameworks, policies and methodologies in place. The 

frameworks and methodologies are the ‘tools’ that managers use as part of routine and unforeseen 

situations (such as crises and IS failures), in order to make decisions.  

Furthermore, frameworks can be defined as the conceptual and procedural constructs that 

assimilate process and give meaning to information, and can be characterised by their degree of 

formalisation with respect to procedures, policies and structures, and information content (Assmuth 

and Hilden 2007).  

Some examples of frameworks and methodologies implemented in Australian higher education, 

both in the public sector and the private sector, are shown in Table 2.3. 
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Table 2.3: Example of Frameworks in Place in Australian Organisations 

 
Higher education Public sector Private sector 

Risk management Risk management Enterprise risk 
management 

Project management Project management Project management 

Program 
management 

ICT-as-a-service decision-
making framework 

Program management 

Strategic planning 
framework 

State planning policy plus 
acts and legislation 

ITIL 

University review 
framework 

Government information 
technology contracting 
framework 

Business continuity 
management (BCM) 

Intellectual property 
management 
framework 

Information management 
and privacy framework 

Intellectual property 
management 
framework 

Audit framework Whole of government 
audit 

Audit framework 

Academic plan 

 

Recordkeeping assessment 
framework 

Supply chain 
management 
framework 

ITIL ITIL Customer relations 

Research plan Financial accountability 
framework 

Market risk framework 

Compliance 
framework 

Corporate governance 
framework 

Company reporting 
and external 
disclosure 

Business continuity 
management (BCM) 

Portfolio management 
methodology 

Product and services 

 
 

The next section will discuss the management of risk in organisations by describing types of risks, 

looking at the different risk-management approaches and outlining the phases of risk management. 
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The Management of Risk in Organisations  

The previous section discussed the different elements of decision-making. This section defines risk, 

highlights different types of risk, looks at the different risk-management approaches and outlines the 

phases of risk management. It also examines the behaviour of managers with respect to risk 

perceptions and risk management. 

All decision-making within the organisation, whatever the level of importance and significance, 

involves the explicit consideration of risks and the application of risk management to some 

appropriate degree. As such, effective risk management is regarded by managers as essential for the 

achievement of the organisation’s objectives. Thus it is viewed as central to the organisation’s 

management processes and risks should be considered in terms of effect of uncertainty on 

objectives. Consequently, having a governance structure consisting of project boards or governance 

committees and processes is important for the management of risk (ISO 31000:2009). 

There are many definitions of risk found in literature, some of which are summarised in Table 2.4. 

Table 2.4: Definitions of Risk  

Risk definition Outcomes Author 
Variation in outcomes around an 
expectation; risk refers to how life 
differs from what we expect. 
 

Unpredictability in what 
is expected vs what 
actually happens 

Young and 
Tippins 2001 

A situation or event in which 
something of human value has been 
put at stake, and where the outcome is 
uncertain 

People are part of the 
uncertain environment 
and are risks; the human 
value is the risk factor 

Rosa 1998 

Offers immunisation when dealing with 
high levels of uncertainty in decision 
structures and provides incentives for 
consistency in actions even when 
outcomes appear to be unfavourable. 

A threat to any system Jaeger et al. 
2001 

The possibility of hazard or loss 
involved in a particular action. 

Construes risk as a 
function of hazard 

Braunné 2011 

A combination of factors, actions or 
activities causing an objective not to be 
achieved 

Objectives not achieved Kaczmarek 2006 

 

Risk and uncertainty are part of every organisation’s internal and external operating environments 

and through their nature, or if left unmanaged, could turn into a disaster. One of the worst disasters 

for any organisation would be “if the key income generating business operations are seriously 

affected” (Davies and Walters 1998:396). Accordingly, various theories have evolved around risky 
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behaviour, uncertainty and organisational change, although these were largely ignored from an 

information systems perspective until the last decade (Galbraith 1977; March 1988; Roberts 1993). 

The rational decision theory states that the concept of risk reflects the variation in the distribution of 

possible outcomes, their likelihood and their subjective values (Arrow 1965). Similarly, in rational 

choice theory, decision-makers deal with risk by first calculating alternatives and then choosing the 

best available risk-return alternative (Yates 1992). As decision-making is regarded as a fundamental 

part of the management process, it is imperative for organisational employees to know how 

decisions are made and what situational factors affect the making of decisions, and to be able to 

understand what inherent limitations in rational decision processes are implied by their very nature 

as decision-makers. 

In general, to achieve a better outcome information security risk management and risk assessment 

should be conducted by “a team consisting of individuals from across the organization” (Harris, 

2010:77). To explore this further, Webb, Ahmed, Maynard and Shanks (2014) conducted a case 

study to find out how a team could support the situation awareness (SA) of an individual decision-

maker in an information security management context. To illustrate with an example, the US 

National Security Intelligence Enterprise (USNSIE) framework/model will be briefly described. 

Moreover, Johnson (2012:37) identifies the intelligence cycle as consisting of five phases: planning 

and direction, collection, processing, analysis, production and dissemination. Expanding on this, to 

describe a more comprehensive multi-phase model, Webb et al (2014:6) “looked at the heuristic 

framework known as the intelligence cycle”. This basically consists of the requirements, planning, 

how data will be collected, analysed and processed, how it will be reputed, evaluated, and shared, 

and the process of seeking feedback.  

Incorporating situation awareness into IS-RM will require the systematic collection and analysis of 

security risk information before decisions can be made. Any current deficiencies can be addressed by 

incorporating feedback loops during a comprehensive risk identification phase where all sources of 

risk to information security are considered. The net result is a more accurate and evidence-based 

risk estimation and is an “intelligent-driven process that provides accurate, relevant and complete 

information in a timely manner to enable quality decision-making” (Webb, et al 2014:12). 

As well, Endsley (1995) has described situational awareness as what makes users aware of their 

surroundings and environmental elements. This helps them understand the current risks of a 

situation and to predict or prevent the threat from eventuating. Chen, Medlin and Shaw (2008:363) 

describe how situational security awareness training “immerses an individual into his/her familiar 
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environment to improve the efficiency of processing information.” Here it is important to align the 

cultural factors such as values, beliefs, and assumptions of users with managerial practice. 

With the proliferation of the Internet, cloud computing and mobile devices, cyber security is 

becoming a key security risk for all organizations. The Cabinet Office (London: HMSO, 2010) 

identified a gap in the ability to gain sufficient situational awareness of the cyber domain at a 

strategic level to enable an enterprise level response to the operational impact on capability service 

delivery from malicious activity. 

In addition, many critical infrastructures contain supervisory control and data acquisition (SCADA) 

systems, which detect malicious incidents and threats. As such, monitoring is required to prevent, 

detect or generate a timely response. Alcaraz and Lopez (2013: 30) explain that many of these 

infrastructures are distributed in locations that are often inaccessible by humans, and they propose 

“Wide-area situational awareness (WASA) leveraging internet technologies to extend system 

monitoring to anywhere, anytime.” 

Likewise Craig, Tryforas and May (2014:1409) explain that situational awareness is the “human 

perception of environmental elements within operational and business contexts.” But they argue 

that it could be influenced through the variation in information quality that is in terms of timeliness, 

accuracy and richness of information. 

Due to the complex nature of business and associated IT systems, organizations need a new way of 

accurately mapping operational risks to real business risks. To address this shortfall, Miller (2006:13) 

suggests a “prioritised situational view of the operating state of their business could provide 

operating risk awareness significantly better than what is generally available.” Also this prevents 

organizational decision-making processes from being swamped with false and minor attacks that 

could mask a critical attack. 

 
However, there is a gap in the existing literature about a lack of empirical studies on how 

management goes about making decisions relating to IS risk management to avoid possible disasters 

in organisations. 

 

Different Types of Risk 

Organisations need to cope with both different types of risks, and risks from different sources 

(Rasmussen 2004) – for example, financial, marketing and business risks; regulatory compliance; 
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privacy protection/violation; intellectual property protection; internal fraud; and industrial 

espionage, to name a few. Others include terrorism, natural disasters, environmental damage, data 

protection, human resources, pandemics (e.g. avian flu) and business continuity. 

It can be said that risks arise from the random nature of events, human behaviour, resource 

constraints, lack of knowledge, or failure of control. They may cause benefits or harm, and may 

influence the achievement of objectives and statutory obligations. At the same time, technology risk 

can be described as the failure of technology to perform as expected, resulting in a loss. 

This section, while not exhaustive, summarises types of risks from the literature review, as shown in 

Table 2.5. 

Risk-management Approaches  

Risk-management approaches are very diverse, and “often address similar situations with different 

tactics and different situations with similar tactics” (Lyytinen, Mathiassen and Ropponen 1998: 234). 

The majority of studies provide a weak theoretical discussion on risk management and risk-

management approaches (Boehm 1989; Charette 1989).  

Until recently, risk management within many organisations was addressed through a stand-alone or 

silo approach (Kun et al. quoted in Nicolett 2003). In the same way, in most organisations it is not 

clear who is responsible for the management of risk, and it is unlikely to be a central department 

(Borodzicz 1996). In a different approach, Andersen (2010) discusses the need to combine 

integrative risk-management approaches with decentralised response capabilities to enable adaptive 

initiatives throughout the organisation. 

However, this view is now changing, as many organisations have raised the function of risk 

management at the boardroom level with accountability passed on to line management (Barlow 

2002; Berwick 2001). For example, insurance and financial sector service organisations, such as 

banks and insurance companies, have traditionally had a very mature risk-management framework 

(for both business and IT-related risks), as this is good business practice.  

More importantly, the need for this compliance is enforced through external pressures, such as 

audits and legislation (e.g. Corporations Amendment Regulation 2013)2 and by regulatory authorities 

                                                           

2 http://www.comlaw.gov.au/Details/F2013C00529  

http://www.comlaw.gov.au/Details/F2013C00529
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(e.g. the Australian Securities and Investment Corporation and Australian Prudential Regulatory 

Authority).3 However, non-financial organisations that are not required to comply with stringent 

Table 2.5: Types of Risks  

 
Types of risks/Issue Literature 

Strategic risks (human, technological, brand, 
competition, project and stagnation risks) 

Chatterjee et al. 2003;  
Slywotzky and Drzik 
2005; Burgelman 1996 

Enterprise risks: strategic, market, human, 
technological and operational risks and 
financial risk (credit, exchange rate, inflation, 
interest rate, price and liquidity risk; fraud; loss 
from product sales) 

Fan and Chen 2012; 
Bublitz 2010; Crockford 
1986; Andersen 2010; 
Rasmussen 2004; 
Powers 2010 

Project risks can be technical, operational, 
organisational, contractual, financial, economic 
and political. 

Thevendran and 
Mawdesley 2004 

Supply chain risks (logistics, financial, 
information, relationships and innovation risks)  

Norman and Lindroth 
2002 

Disaster risks (deriving from natural 
phenomena, terrorism, epidemics and 
industrial accidents) and mitigating the spread 
of disasters, following the processes, 
structures and rigour typical of RM 

Garatwa and Bollin 2002 

Operational risks: human resources, product 
development, capacity, efficiency, product, 
service failure 

Kalyvas 2013; Andersen 
2010 

Corporate espionage: loss of corporate data; 
intellectual property loss 

Mizoguchi 2012 

Cloud computing: data sovereignty; terms and 
conditions 

Fan and Chen 2012; 
Bublitz 2010; Kalyvas 
2013 

Data fraud, intellectual property theft and 
product liability 

Pollard and Hotho 2006 

Reputational Symonds 1993 

Business interruption Sumit and Burritt 2004 

Regulatory non-compliance Sumit and Burritt 2004 

 

legislation may not have formalised risk-management framework, or may not have an integrated 

approach to risk management for IT.  
                                                           

3 http://www.apra.gov.au/Pages/default.aspx  

http://www.apra.gov.au/Pages/default.aspx
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Different approaches to the study of risk include human behaviour, risk perceptions and risk 

management.  

Human Behaviour 

March and Shapira (1987) found that the behaviour of managers with respect to risk perception was 

quite different from the theoretical concepts of risk, which involved estimating probabilities of 

possible outcomes and choosing from alternative outcomes. Managers did not consider uncertainty 

of possible outcomes to be a significant risk. They were more concerned with the volume of risk than 

the probability of loss. 

Recent theories in psychology describe that basically there are two different ways in which people 

process information about the world when they make judgements or decisions (Chaiken and Trope 

1999; Epstein 1994; Sloman 1996). The first process has evolved over time; it is faster, mostly 

automatic but not very accessible to conscious awareness and control, and works by way of 

similarity, associations and emotions. The second process involves using rules, mathematics and 

working within normative models of decision-making, and can be described as “slower, effortful, and 

requires awareness and conscious control” (Slovic and Weber 2002: 11). For the rule-based process 

to work, one needs to have learnt the rules. Despite this, Slovic and Weber (2002) found that the 

two processes often work in parallel, and when they do, frequently result in identical judgements 

and decisions. More importantly, people become aware of the simultaneous operation only when 

the decision outcomes are different (Slovic and Weber 2002).  

A model incorporating experiential/feeling-based and rational/rule-based processing systems for 

people’s perceptions of risk has provided the best fit for risk perceptions of situations with uncertain 

outcomes (Holtgrave and Weber 1993). However, the limitation here is that this research was done 

only in the financial and health and safety domains, which leaves a void in the area of IS risk 

management. This raises the question of how risk management is practised within public Australian 

higher education sector organisations. 

Vincent (1996) throws light on risk management in the public sector, where the emphasis remains on 

“accountability and control”, and the way managers deal with risk has been overlooked by most of the 

international public sector literature. He acknowledges that when public sector organisations address 

risk management, they prefer to set down “certain boundaries for behaviour in the framework guides 

and legislation, so that they might cover themselves from public scrutiny and accountability” (1996: 

63). Also “there is very little evidence of what constitutes acceptable risk taking in the public sector, 

beyond the assertion that it is acceptable if it succeeds” (Dowlen 1995: 20). 
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Most managers are unable to conceive risk from a decision theory perspective (March and Shapira 

1987). Consequently, their perception of risk is affected by emotions, making their measurement of 

risk very subjective (Bandyopadhyay et al. 1999). Other studies of managers (e.g. Cyert and March 

1963) demonstrate that business managers avoid risk by negotiating uncertainty-absorbing 

contracts. Similarly, MacCrimmon and Wehrung (1986) found that managers delayed decisions and 

delegated them, or kept adjusting risks. This indicates that, although the managers were active 

agents, they used their skills in decision-making rather than a well-managed strategy that 

anticipated future events (Shapira 1995). 

Risk Perceptions 

Risk perceptions are influenced by cognitive and emotions. It is influenced by association and affect-

driven processes as much or more than by rule and reason-based processes (Lowenstein et al. 2001). 

But where the outputs are different, the association-based system usually prevails. This 

phenomenon will be investigated further as part of the research question when looking at how 

decisions are made and IS risk management is done within public Australian higher education sector 

organisations. 

Meanwhile, people’s perceptions play a major role in the risk-quantification process, since risk is 

measured in terms of probability and impact, and is dependent on the internal and external 

environment within which the organisation operates. Even so, probability is heavily influenced by 

the environment, and people’s perceptions are also shaped by the environment, consisting of the 

political (government), legal, social, economic and technological sectors (McColl-Kennedy et al. 

1992: 23).  

The literature shows that there have been many theory-building efforts in the information systems 

discipline. These include “diffusion of innovation theory (DOI)” (Rogers 1995); theory of reasoned 

action (TRA) (Ajzen and Fishbein 1980; Fishbein and Ajzen 1975); theory of planned behaviour (TPB) 

(Ajzen 1991); and the technology acceptance model (TAM) (Davis 1989; Davis et al. 1989; Venkatesh 

and Davis 2000)” (Liang and Xue 2009: 73). 

Many risks are assessed on subjective principles. For example, a decision about what constitutes a 

“high” risk us often built on instinct, historical experience and other anecdotal information. For 

example, to make a true assessment of information technology risk requires consultation with and 

input from both the IT staff and the business area, depending on the technology involved, thus 

making risk quantification much more difficult. The Economist Intelligence Unit’s Global Risk Survey 

(2005) found that “e-commerce is both a competitive necessity and, when the financial-loss data is 

considered, a source of significant technology risk”. Moreover, “when it comes to managing 
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technology risk, the industry has been willing to live with a risk management structure driven largely 

by intuition and experience as opposed to models and methodologies” (Holmquist 2007: 44–9).  

Like risk assessment, information security risk assessment allows organisations to identify their key 

information assets and risks. This allows effective and economically-viable control strategies to be 

developed (Baskerville, 1991a; Peltier, 2001; and Barber et al 2007). As well, various methodologies 

and frameworks have evolved to manage or conduct information security risk assessment including: 

Operationally Critical Threat and Vulnerability Evaluation (OCTAVE); Central Computing and 

Telecommunications Agency; Risk Analysis and Management Method; National Institute of 

Standards and Technology (NIST) Special Publication (SP) 800-30 and AS/NZS 4360 (Stonerburner et 

al, 2002; Yazar, 2002; Alberts and Dorofee, 2004 and AS/NZS, 2004). Most of these follow a three-

step approach: context establishment, risk identification and risk analysis (Whitman and Mattard, 

2005; Shedden et al, 2006; Dhillon, 2007). 

Since there is a focus in current risk assessment methods on technical assets (Schmela, 2008) the 

push is towards elements of information systems that include people, knowledge and practice 

(Dhilon and Blackhouse, 2001). In addition, Alberts and Dorofee (2004) argue that current methods 

do not appropriately consider people and their knowledge as assets of the organisation. Moreover, 

Shedden et al, (2011) argue that organisations need to move beyond the current asset focus within 

security to one that is focused on knowledge security. 

However, despite acknowledgement of the value of knowledge to organisations little research has 

been conducted into knowledge protection (Gold et al, 2001). As such risk mitigation strategies for 

critical knowledge should form a part of information security risk assessment (Shedden et al, 2011) 

All organisations depend on information and information systems to conduct business. In recent 

times, IT expenditure has also increased considerably as organisations recognise the importance and 

value of information for their core business (Gerber and Von Solms, 2005). More importantly, 

Shedden, Smith, and Ahmad, (2010:121) explain that “information systems are now deeply 

embedded within a rich social environment, influenced by user behaviours and formal and informal 

work practices.” Hence there is a need to ensure that the confidentiality, availability and integrity of 

information systems is not compromised as security incidents can cause substantial losses to 

businesses through loss of information assets, reputational damage leading to loss of customer 

confidence or the risk of legal issues (Alberts & Dorofee, 2004). 

Therefore the need to conduct information security risk assessment becomes important. This is 

similar to standard risk assessment where the context is established, information assets, threats and 
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vulnerabilities are identified followed by the assessment of the impact and likelihood of the threats 

occurring (Visinitine, 2003). 

“While there is literature on how organisations should conduct these assessments, there is little on 

how organisations actually do them” (Shedden, Ruighaver, and Ahmad, 2010:2). Besides, there is 

even less literature on actual results and findings. Though there are numerous risk assessment 

frameworks, methodologies and processes, most of these follow similar risk assessment phases 

(Thorn, 2001; Whitman and Mattard, 2005; Visintine, 2003). Again little literature exists on the 

effectiveness of these standards and guidelines as applicable to information security risk assessment 

methodologies (Shedden, Ruighaver, Ahmad, 2010:5). 

In order to better understand how organisations actually conduct risk management and undertake 

risk assessment, this study will explore how these impacts both the development of strategies and 

how decisions are made with a focus on information systems risks. 

 

Risk Management 

The two terms, “management of risk” and “risk management”, are closely related and in practice are 

used interchangeably, but really are two distinct processes. For example, the management of risks 

implies a “systemic, holistic, and multi-disciplinary approach to risk and its management”, while risk 

management is concerned “with a phased, systematic approach to the analysis and control of the risks 

occurring within a specific context” (Charette 1996: 373).  

Similarly, Gerber and von Solms (2005: 21) describe that “there exists some confusion regarding the 

true meaning of risk management”. They say that risk management refers to “planning, monitoring 

and controlling activities which are based on information produced by risk analysis activity”, and the 

management of risk is described as the “overall process by which risks are analysed and managed” 

(2005: 21). This is illustrated in Figure 2.1. 

Risk management is defined in the international standard ISO 31000: 2009 as “effect of uncertainty 

on objectives and that an effect may be positive, negative or a deviation from the expected, and that 

risk is often described by an event, a change in circumstances or a consequence”. It is “about taking 

risks knowingly not unwittingly. An effective risk management structure allows an organisation to 

understand the risks in any initiative and make informed decisions” (Rucker 2002: 128).  
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Source: Adapted from Gerber and von Solms (2005: 22) 

Figure 2.1: Management of Risk 

 

As risk management is a very broad area, a simplistic organisational view would be to describe it in 

terms of people, processes and technology. Again, risk management has been described in terms of 

how the organisation manages uncertainty; its governance; and the culture, processes, structures 

and technology that are directed towards realising potential opportunities while managing adverse 

effects. However, if risks are not managed well, there can be serious consequences. For example, 

faulty decisions (such as ineffective communication between the FBI and CIA) allowed terrorists to 

use aircraft on September 11, 2001 (Bazerman 2006: 2). In 2002, leading organisations like Adelphi, 

Xerox, Global Crossing and Tyco all succumbed to financial scandal (Bazerman and Watkins 2004: 

60). Also, corporate scandals, such as Enron, WorldCom and Arthur Andersen in the United States, 

Parmalat in Italy (Jones 2006) and HIH Insurance, the National Australia Bank (NAB), One-Tel and the 

Australian Wheat Board (AWB) in Australia involved bribery or fraud. In the case of Enron, Andersen 

and WorldCom, it was not only a case of fraudulent accounting but the failure of auditor 

independence. In the end, the common themes in all of these were executive denials, inadequate 

governance, unethical decision-making and ignorance of risk management, resulting in significant 

losses to shareholders and stakeholders.  

South Australia’s high school certification authority risked sending out late or inaccurate exam 

results to the state’s school leavers in 2011, an independent investigation has found, and 

substandard IT has copped the blame (Cowan 2014). As a result of a failed software upgrade to its 
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enterprise resource system project, a Victorian university had to scrap a $47 million software system 

and start all over again (Ketchell 2003).  

Meanwhile, risk management is described as a process consisting of well-defined steps that, when 

taken in sequence, support better decision-making by contributing to a greater insight into risks and 

their impacts (Young and Tippins 2001; Barlow 2002; Shimell 2002). So it is as much about 

identifying opportunities as about avoiding losses. 

 

Risk-management Process 

Some of the risk-management processes identified in the literature review are summarised in Table 2.6. 

Furthermore, as part of the risk-estimation process, the identified risk should be quantified by 

measuring the probability of its occurrence (P) and estimating the possible business impact cost (C); 

thus the risk factor (R) is calculated as “R = P x C” (Baskerville 1999). During the risk-evaluation 

process, options for the treatment of the risks are identified, including the levels of tolerance that 

will be used. Here the options include risk transfer, risk acceptance, risk avoidance and risk 

reduction: (ISO/IEC 27001, 2005).  

Similarly a risk matrix such as those shown in Tables 2.7 and 2.8 can be used to calculate the risk 

factor (likelihood + consequences) and categorise it as extreme, high, medium or low. This matrix 

can be used in the assessment of IT initiatives and system risks (Queensland Government 2011). 

Many variations of risk-management matrix model are in use, but descriptions of consequence and 

probability along the two axes may vary because many descriptions in individual cells depend on the 

context and requirements of the organisation using the model (FAA 2009). 

The contributions made by the literature on the risk management process have been varied, but 

generically risk process consequences are similar in that they are either about managing loss, 

negative outcome or uncertainty, or to a lesser extent achieving a positive outcome by making use 

of the opportunity presented. Also, risk management ensures continual improvement and best 

practice based on a mature international standard. However, the void in the literature is in the area 

of empirical data on how organisations actually follow the process. 

 

Organisations must recognise that some risks are unavoidable. and it may be beyond their capability 

to completely manage all risks to a level appropriate to the organisation’s risk appetite. For example, 
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risks associated with terrorism, floods, cyclones and fire may be difficult to quantify. Thus it is 

important to have contingency plans developed and should be tested periodically to ensure their 

effectiveness (Queensland Treasury 2011). This should include appropriate plans for business 

continuity, crisis management, pandemic management and IT disaster-recovery that can be 

activated as required. 

 

Table 2.6: Risk-Management Process  

 
Risk-management Process Literature 

A classical two-phase approach:  
• analysis or assessment, involving the identification, 

estimation and evaluation of risks 
• planning, resourcing, controlling and monitoring of risks to 

take actions to mitigate, eliminate or transfer the risks 
identified 

Charette 1996 

Three-stage process: 
• initiation stage – defines context of the process, scope, 

methodology and establishes the risk-management team 
• Risk-analysis/assessment stage – identify, estimate and 

evaluate risk 
• Risk-mitigation stage – design and implementation of the 

solution plus ongoing monitoring and review processes 

Frosdick 1997; 
Tsohou et al. 2006; 
NIST: 800, 2002; ISO/IEC 
27001, 2005. 
Gerber and von Solms 2005 

Deming’s quality “Plan-Do-Control-Act” cycle: process control, 
continuous process improvement and standardisation concepts  

Little 1992  

Involves two phases:  
• identification, quantification, and characterisation of 

threats to human health and the environment 
• communication, mitigation and decision- making 

Slovic and Weber 2002 

Establishment of a scope and plan, considering objectives, 
responsibilities, timing, and input and output requirements 

Atkinson and Jourdan 2008  

Livermore risk-analysis methodology composed of three 
phases/six stages:  
1) Planning – project planning;  
2) Risk analysis – Information-gathering, risk element definition 
and screening, risk acceptability assessment, and  
3) Management Decision Support – cost-benefit assessment, 
and prioritisation and selection  

Guarro 1987 

Communicating, consulting, establishing the context, and 
identifying, analysing, evaluating, treating, monitoring and 
reviewing risk 

ISO 31000: 2009 
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Table 2.7: Risk Matrix Example  

 

 

Source: Adapted from Queensland Government (2011). 

 

Table 2.8: Risk Scoring  

 

 

 

An organisational crisis has a significant influence on an organisation because it directly affects its 

employees, and less directly others on whom it depends on for its inputs (e.g. suppliers) and others 

on whom it depends for its outputs (e.g. customers). Milburn, Schuler and Watman (1983: 1143) 

define crisis as “a situation that threatens the high priority goals of an organisation, restricts the 

Likelihood Insignificant Minor          Moderate                Major                             Catastrophic    

Almost Certain             

Medium
Specify 

responsibility 
and treatment

High
Quarterly 

senior 
management 

review

High
Quarterly 

senior 
management 

review

Extreme
Monthly senior 
management 

review

Extreme
Monthly 

senior 
management 

review

Likely                               

Medium
Specify 

responsibility 
and treatment

Medium
Specify 

responsibility 
and treatment

High
Quarterly 

senior 
management 

review

High
Quarterly senior 

management 
review

Extreme
Monthly 

senior 
management 

review

Possible                       

Low
Accept the risk. 

Routine 
management

Medium
Specify 

responsibility 
and treatment

Medium
Specify 

responsibility 
and treatment

High
Quarterly senior 

management 
review

High
Quarterly 

senior 
management 

review

Unlikely                          

Low
Accept the risk. 

Routine 
management

Low
Accept the 

risk. Routine 
management

Medium
Specify 

responsibility 
and treatment

Medium
Specify 

responsibility 
and treatment

High
Quarterly 

senior 
management 

review

Rare                         

Low
Accept the risk. 

Routine 
management

Low
Accept the 

risk. Routine 
management

Low
Accept the 

risk. Routine 
management

Medium
Specify 

responsibility 
and treatment

Medium
Specify 

responsibility 
and treatment

Consequences

What should I do? 

9  - 10 Extreme Immediate action required 

7  - 8 High Action plan required, senior management
attention needed 

5  - 6 Medium Specific monitoring or procedures required,
management responsibility must be specified 

2  - 4 Low Manage through routine procedures. Unlikely
to need specific application of resources.

Risk Score
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amount of time available for response, and surprises the decision-makers by its occurrence”. 

Expanding on crisis typologies initially developed by Lerbinger (1997) and Pheng et al. (1999), Mitroff 

(2004) proposes a typology consisting of seven major crisis events. Adapted from Mitroff (2004: 46), 

these are:  

1. Economic-related: Labour issues, stock market fluctuations, profit downfall. 

2. Informational: Data integrity, critical data loss, security.  

3. Physical: Loss of key plants and facilities, product failures. 

4. Human resources: Loss of key staff, corruption.  

5. Reputation-related: reputation loss, rumours, damage to company logo and website. 

6. Psychopathic acts: criminal and terrorism activities, product tampering, and workplace 

violence. 

7. Natural disasters: fire, hurricane, cyclone, flood. 

These events are not mutually exclusive, and should not be seen in isolation; however, they need to 

be given the appropriate level of risk assessment and subsequent attention in the crisis-

management process (Mitroff 2004). For example, if confidential data are stolen or leaked from an 

organisation, this does not only represent an information loss, but an economic and/or reputational 

loss as well. So it becomes important that organisations, when assessing risk, examine as many as 

possible threats and vulnerabilities to their business as possible. Without doubt, if the above 

typology is used and the identified risk impact and probability are uncertain, this has the potential to 

create a false belief that if a risk does eventuate, the management will be in control. 

The current literature may further encourage organisation crisis blindness or denial rather than the 

opposite (Pollard and Hotho 2006). However, “to date, such crisis denial has indeed been identified 

as one of the key barriers to effective crisis planning” (Mitroff 2004: 42). Despite this, few empirical 

studies of crisis management exist, and the research conducted has been largely of a 

normative/prescriptive nature (Sheaffer and Mano-Negrin 2003).  

Furthermore, it has been argued that crisis management planning should be integrated with 

strategic management, but there is little evidence of this (Mitroff 2004). Indeed, investigating and 

documenting the empirical evidence to find out whether there are any linkages between and 

integration of crisis management, risk management and strategic management within organisations 

forms part of the case study research undertaken within the public sector service organisations for 

this project. 
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The current trend towards a more structured and enterprise-wide approach to risk management 

demands a more deliberate approach to assessing risks, in order to develop effective ways of 

communicating risk profiles to senior decision-makers so that risk tolerances can be established 

(Holmquist 2007). 

Consequently, “Business continuity planning (BCP) will ensure that an organisation has the ability to 

continue its operations following any incident. This implies that the organisation’s critical business 

processes are able to be started within a decided acceptable timeframe” (Lindström 2012: 270). The 

BCP is a plan that replaces the business plan during a crisis situation to help an organisation to get 

back to a normalised state (Lindström and Hägerfors 2009). 

Organisations face challenges when developing BCP. The two main reasons for a lack of BCP planning 

are the high cost and the extra time required (MCC 2005). As Gill (2006) points out, BCP had 

previously been regarded as the responsibility of IT departments, but now it has been found to be 

part of risk management, which involves all levels and types of management. Edmonson (2006) 

agrees that there is a need for more collaboration to create effective BCP. In contrast, some believe 

that preparation is not required as “it won’t happen to them”; Aucote and Gold (2005) point out that 

such a lack of concern is illogical and over-confident. 

However, Mintroff and colleagues (1992) propose that organisations should consider a dedicated 

senior role to manage disasters, and that this should be overseen by top management. 

Kirschenbaum (2006) argues that while there has been a focus on risk management with regard to 

physical equipment and information systems, the most crucial element that – the people – has been 

neglected. Ultimately, as Karim (2011: 188) argues, “plans are ineffective unless there is a 

management committee to oversee risk management, regular testing and preparing employees on 

what to do in the event of a major failure or disaster”. 

Meanwhile, organisations have different stakeholders, depending on who owns the company, where 

it operates and the type of business in which it is involved. Common stakeholders include 

shareholders, employees, regulators, customers, suppliers and business partners, local/state and 

federal governments and senior management, including boards of directors. As these can place a 

claim on the organisation’s resources, the stakeholders are themselves a source of risk. In addition, 

the stakeholders influence both the decision-making processes and performance of the organisation.  

If public sector managers were to take more risks, they would do better within a structure that 

allowed them a greater degree of freedom (Vincent 1996). However, the issue may not be freedom, 

but rather the lack of a rigorous framework for identifying risk and determining a course of action 
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based on informed decisions (Dalgleish and Cooper 2005). Indeed, this investigation forms part of 

this research study, undertaken to further explore risk-management strategies in relation to what 

actually happens within public Australian higher education sector service organisations. 

In summary, this section has looked at the generic definition, as well as a few views of, risk and risk 

management. The research literature shows that there are mature standards and defined processes 

that make up the risk-management framework, which generically consists of three stages: 

identification, risk analysis and risk mitigation. At the same time, the literature reviewed has 

revealed a void in the area of empirical research on how risks are managed and mitigated, 

particularly with regard to information systems within Australia’s public higher education sector 

service organisations. The next section will examine risk management as it applies to information 

systems. 

Information Systems Risk Management 

In response to pressures from government policies, and to various social and economic factors 

(Anderson et al. 1999), universities have turned to IT as a core facilitator of new strategic directions. 

Consequently, the Australian Vice Chancellors’ Committee (AVCC)4 created the Core Australian 

Specification for Management and Administrative Computing (CASMAC) steering committee to 

oversee the development of a specification and then integrated functional systems to meet the 

administration computing needs in the major areas of finance, human resources, physical resources, 

research and consultancy, student records and executive reporting (AVCC 1996; Rabaa’i 2009: 3). 

Meanwhile, organisations have a vision, mission and business strategy, and aligned to these is the 

technology strategy – in particular IT, which is used as a key enabler to achieve its business 

objectives (Suh and Han 2002). Just as strategy is formed by a firm’s important resource-

commitment decisions (Mintzberg 1978), the “ability of IT to interact with different strategic 

decision-making approaches should affect organisational performance” (Andersen 2001: 103). 

The definition of information systems is quite wide, as can be seen from the 0ECD Guidelines about 

information systems, which include computers, communication facilities, computer and 

communication networks and data and information that may be stored, processed, retrieved or 

transmitted by them, including programs, specifications and procedures for their operation, use and 

maintenance (OECD 1992: 8). 

                                                           

4 Universities Australia was established on 22 May 2007 as the peak body representing the university sector and replaced the Australian 
Vice-Chancellors’ Committee (AVCC). 
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The reliability and availability of IS and the avoidance of IS failure are therefore critical, especially 

during major business events. Management of risks associated with IT and the underlying 

infrastructure and processes becomes a critical factor underpinning the achievement of the 

organisation’s business objectives. Furthermore, management of IT-related risks becomes more 

important when the organisation is complex and geographically located in multiple places that are 

operating in a decentralised structure.  

In a decentralised structure, where there is dissatisfaction with central IT, feral systems can emerge, 

posing a new risk to the organisation. According to Houghton and Kerr (2006: 137): “A feral system is 

an information system [computerised] that is developed by individuals or groups of employees to 

help them with their work, but is not condoned by management nor is part of the corporation’s 

accepted information technology infrastructure”. 

The technology risk profile of many business environments is becoming more complex, as they 

undergo rapid technological and organisational change. As well, they are growing larger in size (for 

example, through mergers and acquisition), resulting in a large number of disparate systems, often 

distributed across the organisation’s global operations. The increasing use of technology, such as 

electronic commerce, supply chain management, customer relationship management (CRM), web 

presence and mobile devices, has made these an important factor for organisations in their attempts 

to gain competitive advantage (Bandyopadhyay et al. 1999). Unfortunately, these technology 

elements have brought IT risks to the forefront.  

It would not be unusual for these systems to operate in isolation, as they are often not uniformly 

managed, monitored or risk-assessed. Accordingly, many of the larger organisations are created not 

only with different information systems, but also with different operating methodologies and 

management cultures, resulting in an added layer of risk that previously didn’t exist within the single 

entity. Further, they have to deal with an increasing amount of government legislation, as well as 

higher customer expectations, all requiring a broader decision-making perspective. 

It should be mandatory for such organisations to have an organisation-wide risk-management 

program, where business and technology risks are identified and managed within an integrated 

framework. Executive management must visibly and actively support the IT risk-management 

component of the complete business risk-management process, as this sponsorship would ensure 

that stakeholders do not resist or undermine efforts to reduce risk (Herold 2004).  

Information risk management consists of two main elements: risk analysis and risk management 

(Hardy 2005). Risk analysis involves collecting information about exposure to risk. This would then 
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enable the organisation to make decisions and manage risks appropriately. Risk management deals 

with processes to monitor risks, as well as obtaining adequate information about the risks. Once all 

information is collected, the decision-making process can be supported by risk analysis, 

identification and evaluation. 

Many risks are assessed on subjective principles. For example, the decision about what constitutes a 

“high” risk is often built on instinct, historical experience and other anecdotal information. To make 

a true assessment of technology risk requires consultation with and input from both the IT staff and 

the business area, depending on the technology involved, thus making risk quantification much 

more difficult. The Economist Intelligence Unit’s Global Risk Survey (2005) found that “e-commerce 

is both a competitive necessity and, when the financial-loss data is considered, a source of significant 

technology risk”. Moreover, “when it comes to managing technology risk, the industry has been 

willing to live with a risk management structure driven largely by intuition and experience as 

opposed to models and methodologies” (Holmquist 2007:42).  

Organisations that embrace an enterprise risk-management framework place business risk at the top 

of a hierarchy of risks that includes IT risks. As an example, the Office of Government Commerce, UK, 

which uses a framework called Management of Risk (MoR), has defined four levels of risks from a 

strategic to an operational level (Table 2.9) that must be considered by senior management (Hardy 

2005). “The management of risk at strategic, program and operational levels needs to be integrated 

so that the levels of activity support each other. In this way the risk-management strategy of the 

organisation will be led from the top and embedded in the normal working routines and activities of 

the organization” (UK Treasury 2004). 

 

Table 2.9: Hierarchy of Risk Example  

 
Hierarchy of risk Description 

Level 1 = Strategic risks Risks that obstruct IT from achieving its 
objectives and include financial, quality and 
business continuity 

Level 2 = Program risks Includes procurement, security, funding and 
projects 

Level 3 = Project risks Technical, cost, schedule and resource issues 
Level 4 = Operational risks Infrastructure, operational support, security, 

people and technical 
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According to a 2006 Economist Intelligence Unit survey of 145 senior executives from around the 

globe, 11 per cent of the respondents described their company’s handling of IT risk as ‘highly 

effective’ even though they believed that senior management were aware of the financial risks 

associated with IT failure (Ramaswami 2007).  

As organisations grow – either through organic growth or due to mergers and acquisitions –the IT 

staff responsible for production systems face increased risks in having to manage legacy systems and 

the added overheads involved in the integration of disparate systems, which can be a major factor 

leading to system outages. Indeed, about 48 per cent of respondents expressed concern that system 

outages posed the greatest technology risk to their institution (EIU Digital Risk Survey 2005). These 

sorts of unwarranted vulnerabilities inhibit the ability of organisations to invest capital in ways that 

drive business growth.  

A key reason why managers need to understand the significance of IT risks is to help them, as part of 

the risk-management process, to make decisions about information systems based on qualitative 

and quantitative evidence rather than on emotions. If they looked at all the risks, they could be 

overwhelmed by the number identified. Thus it is necessary to look at IT risks in terms of the impact 

on the business as a result of IS failures. 

IS failures can be summarised as system failure (failure due to performance problems, where 

productivity gains not achieved or benefits not realised); project failure (failure to meet standards, 

budget, deadlines and lack of functionality); and user failure (due to user resistance, lack of training or 

complexity of the new system) (Wilson and Howcroft 2002: 237).  

An IT system failure can potentially result in financial loss. For example, goods ordered may not be 

able to be delivered, resulting in penalties, or customers may be unable to place their orders and 

switch to a competitor, resulting in the loss of business revenue and also causing a competitive 

disadvantage. More importantly, the IT risks need to be assessed in terms of the risk factor, which is 

a multiple of the impact and the effect the risk would have on the organisation if it eventuated – 

that is, the probability. Consequently, the higher the value of the risk factor, the greater the business 

risk becomes. 

As spending on IS rises steeply, organisations increasingly become technology dependent and highly 

vulnerable to IS failure (for example, in relation to IT projects and software development), which 

makes risk management an important issue for IT executives (Bandyopadhyay et al. 1999). More 

importantly, if not managed, several critical failure factors can lead to an increased level of risk, 

resulting in IS failure and potential disaster.  
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These factors include information (data inadequacies), technical (incompatibility and integration), 

people (lack of skills or training), management (lack of management skills or training), process 

(integration), cultural (clashes between bureaucratic, managerial and technical staff), structural (IS 

clashes with organisational or management structures), strategic (IS not coordinated across divisions), 

political (infighting can derail projects) and environmental (factors outside the organisation can disrupt 

projects) (Heeks and Bhatnagar 1999).  

Organisations have IT assets that include hardware, software, data, facilities and personnel. A core 

part of risk management is to protect these assets from internal threats (for example, a hardware or 

technical failure, sabotage or unauthorised access) and external threats (such as, fire, flood, storm or 

earthquake) so that the costs of losses resulting from the realisation of the threats are minimised 

(Gottfried 1989). A survey by the Chartered Management Institute’s 2007 Business Continuity 

Management survey of senior managers in the United Kingdom found that the top five events that 

caused disruption to business included loss of IT, loss of people and key skills, extreme weather, loss 

of telecommunications and utility outage (Woodman 2007). 

At an organisational level, IT risks can be seen from six perspectives: security risks; project risks; 

software-development risks; cloud computing risks; operational risks; compliance risks; and 

governance risks. These will now be discussed briefly. 

Security Risks 

Security risks affect information systems and services in different ways, requiring organisations to 

use a systematic, comprehensive approach to manage the risks to their information. For example, in 

the organisational environment, people’s actions and real-world situations can be said to be 

governed by contexts, which comprise such factors as time, location, purpose, behaviour, identity 

and method. More importantly, these contexts correspond to when, where, why, what, who and 

how. Therefore, correctly dealing with context will determine whether any risk mitigation will be 

effective. In the same way, both the organisations and the attackers are subject to the “observe, 

orient, decide, and act (OODA)” loop (Blum 2005). 

As an example, if an organisation is under an attack (security), the time available to make a decision 

and act will decide the security position by determining both the effective attack and defence 

processes. Hence, if attackers can OODA faster than defenders, they (attackers) would generally win. 

Similarly, location of sites, users or computers influences the level of threat, necessitating access and 

content controls. Purpose can be reflected in either technology or process controls, so that if an 

emergency software patch or fix is required to prevent a fast-spreading computer virus, then 
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change-control process should be treated differently. The remaining factors, behaviour, identity and 

method, may be jointly monitored to detect threats or to determine access rights. 

The threats and vulnerabilities can be technology related (for example, information technology-

related), physical in nature or a combination of these two. This underpins the basic risk-management 

concepts for the business, which needs to manage unintended impact as a result of real-world 

consequences of systems failure, caused by threats that are attempting to exploit weaknesses. As a 

result, the decisions made here form part of the balancing act of protecting the business while still 

enabling it to operate.  

In contrast, it can be argued that the basic risk-management concept needs to be updated as all 

businesses face threats at all times. Thus the basic model would result in the identification of a large 

number of vulnerabilities, and this would overwhelm the organisation. A better way to look at the 

impact to the organisation is to look at the residual risk facing it. This is done by identifying the 

threat as previously, and then assessing the level of vulnerability. This is shown diagrammatically in 

Figure 2.2. 

Identify Threat

Identify Existing 
Controls and 

Countermeasures

Identify 
Vulnerability

Calculate Impact/
Consequences

Calculate 
Probability/
Liklihood

Level of Residual 
Risk

RISK IDENTIFICATION

 

 

Figure 2.2: Residual Risk Identification 

Next, the threat and vulnerability is tested against the existing controls already in place. The result is 

then looked at in qualitative terms in relation to the likelihood (or the probability) of the 

vulnerability eventuating and the possible level of impact (or consequences). Multiplication of the 

likelihood and impact results in the level of residual risk faced by the organisation. The vulnerability, 

impact and residual risk can be categorised in terms of high, medium or low within a table or matrix. 
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The management of the organisation can then make an informed decision about whether to accept, 

transfer, mitigate or avoid the risk. 

Project Risks 

Project risks can be as a result of the size or complexity of the project, scope creep, lack of skills of 

the project manager or team members, budget blow-out, ineffective sponsorships or lack of senior 

management or stakeholder involvement (Thomsett 1989). Other forms of project risk can include 

rejection of the project by the end user, as part of the acceptance testing – especially if they are not 

satisfied with things like the functionality or reliability of the new system. Even though an IS 

development project has been successful, this project – along with a large number of other projects 

– may still fail (Goulielmos 2003). A study found that 26 per cent of software-development projects 

are completed on time, within budget, and delivered all agreed functionality, but the remaining 74 

per cent are cancelled, late, over budget or delivered with less functionality (Smith and Keil 2003). 

An IS project in 1999 was abandoned by the New Zealand Police at a cost of more than NZ$100 

million; a benefit-payment IS project involving the British Post Office, the Department of Social 

Security and computer manufacturer ICL was abandoned after three years at a cost of £300 million, 

while an air traffic support system was six years late and £180 million over budget (The Economist 

2002). Similarly, the cost of a Canadian government’s Firearms Program blew out from an initial 

C$113 million to more than C$1 billion (Auditor General of Canada 2002).  

In 2007, an Enterprise Resource Planning (ERP) project commenced to update the Air Force’s 

logistics systems. However, the billion dollar project was a failure due to a lack of governance and 

absence of a master plan or schedule of deadlines. One would think that an organisation that so 

successfully applies governance and risk management to the protection of the United States could 

translate those skill sets into IT project management (Shaw 2012).  

More importantly, one should look more broadly than jus at the cost of the IS failure and look at its 

true cost, which is really the business cost. For example, a string of IS project failures at the US 

Internal Revenue Service cost the organisation about US$50 billion per annum in foregone revenue 

(James 1997). 

Approximately US$150 billion in the United States and US$140 billion in the European Union is 

wasted per annum on technology failures in the public and private sectors (Dalcher and Genus 

2003). Despite these vast amounts, computer failure has received very little coverage in the public 

administration literature (Goldfinch 2007). 
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At any time, most organisations have IT projects in progress, hence the need to manage and be 

aware of project risks. There is the risk that a project may fail to meet its objectives through lack of 

accountability, commitment, governance, scope, time and budget blowouts. As part of a global 

survey in 2006, SAP and EIU found that the biggest threats to their business were from the following 

risks, rated from “high to very high”: IT systems failure – 60 per cent; security breach – 51 per cent; 

IT project failures – 46% (Ramaswami 2007). 

A multi-year significant software implementation project within a government department was a 

failure, as it was rejected by the end-users largely due to poor change management. The department 

failed to account for the resistance of end-users, who felt a loss of ownership and power (Warne and 

Hart 1996). 

Software-development Risks 

Software development has had a history of risks leading to failures, due to cost and time over-runs, 

governance and organisational politics (Markus and Keil 1994; Lyytinen and Hirschheim 1987). It 

appears that many organisations are taking a risk with the development of their information systems 

(Maguire 2002). As an example, in 1992 a large hardware vendor had a strategic sales-support system 

initiative shelved after ten years and US$100 million, with the key reasons for the failure being a lack of 

senior management involvement, insufficient attention to the role of technology and organisational 

politics (Keil 1995).  

Risks associated with software development, such as software risks, implementation risks, project 

portfolio risks and requirements risks, are best managed by a software risk-management process 

(Lyytinen, Mathiassen and Ropponen 1998). If not properly managed, these risks threaten successful 

software operation, and can cause the need for repeat work, implementation difficulties or 

uncertainty, leading to critical incidents and failures (Lyytinen et al. 1996). However, there is little 

empirical evidence for the practical usefulness of risk management (Lyytinen et al. 1996). 

An Australian university in the process of development and implementation of a major enterprise 

resource-planning (ERP) system software upgrade incurred costs close to A$50 million, and the 

project was a failure (Gray 2003). This was due to technical risks like server hardware and software, 

and project risks such as a poor implementation plan, little senior management involvement, poor 

corporate governance and a lack of accurate documentation. More importantly, the malfunctioning 

system corrupted financial records and led to delays in issuing student cards and the billing of 

international students. As a result, international student enrolments at the university dropped by up 

to 18 per cent, according to the Victorian State Government Auditor-General (Managing Risk Across 
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the Public Sector, 2003). In addition to software and data risks, these are also examples of 

reputational and financial risks. 

Ferrel (2003) argues that the implementation of ERP in higher education institutions can be 

described as a challenging undertaking because the expenses and risks involved are high, whereas 

the return on investments is only realised in the medium to long term. In contrast, Mahrer (1999) 

investigated the reasons and impact of a successful system implementation in a Swiss university, and 

findings showed that strong communication and collaboration between the departments in the 

university were the critical success factors. 

Cloud Computing Risks 

Cloud Computing refers to both the applications delivered as services over the Internet 
and the hardware and systems software in the data centres that provide those services. 
The services themselves have long been referred to as Software as a Service (SaaS). 
(Armburst et al. 2009: 3) 

Different countries have different laws requiring cloud service providers to keep customer data and 

copyrighted material within national boundaries. Similarly, “some businesses may not like the ability 

of a country to get access to their data via the court system; for example, a European customer 

might be concerned about using SaaS in the United States given the USA PATRIOT Act” (Armburst et 

al. 2009: 15). Also, “Cloud Computing providers would want legal liability to remain with the 

customer and not be transferred to them” (Armburst et al. 2009: 18). 

Data from multiple clients may be physically stored on one physical device (Fan and Chen 2012). This 

type of shared physical model requires the vendor to ensure that customers’ data remain separated 

so that no data bleeding occurs across virtual environments (Jaeger 2009). Security and data 

breaches can sometimes be caused by employees, either intentionally or accidentally (Bublitz 2010). 

Also, as the importance of cloud-based applications increases, even minor IS failures can become 

very costly for enterprise customers (Kalyvas 2013). 

Organisations should be aware of the privacy risk and data privacy laws in various countries 

associated with using cloud computing services because data can transverse and be stored in 

multiple countries. This is even more important when an investigation occurs (Paquette et al. 2010; 

Subashini and Kavith 2011; Jaeger 2009; Saaty 1996). 
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Operational Risks 

Operational risks occur as a result of direct or indirect loss resulting from inadequate or failed 

internal processes, people and systems or from external events (Basel Committee 2001) – for 

example, IT infrastructure risk that is associated with IT hardware, software, networking and 

telecommunications. Here, the risks involve the availability and scalability of the infrastructure, 

which can be costly, thus requiring the IT operations to be managed in a cost-effective manner. In 

the same way, managing complex infrastructures is far from being a linear process (Ciborra 2006).  

In fact, despite tight managerial control, careful planning and appropriate risk management, Ciborra 

and Associates (2000) claim that ICT infrastructures can be unplanned as a result of improvised 

usages, and often have unforeseen technical interdependencies between legacy and new platforms, 

as well as user resistance, and other unpredictable behaviours of both systems and humans. 

Further, there is a risk that various processes are not in place or not being followed, as well as a risk 

that the people who are responsible for managing the infrastructure are not adequately trained, 

appropriately remunerated or represent single points of failure. 

Within an organisation’s IT environment, managers need to deal with many types of risks. For 

example, availability risk is the risk of the loss of one or more services while integrity risk involves 

business data stored in many forms (e.g. files, database and images), and there is always a risk that 

some data cannot be relied upon, as it could be incomplete, unauthorised or inaccurate.  

Compliance Risks 

Compliance risks deal with an organisation’s adherence to legislation and regulatory laws. Most 

compliance risks are a result of operational risks that have not been managed as part of the 

organisation’s risk-management framework. As an example, if security of data is compromised and 

confidential records are stolen, it would not only harm the organisation’s reputation but also be in 

violation of the Privacy Act. If data were compromised, their integrity and the accuracy of any 

external reporting, such as that required by federal regulatory authorities, would be inaccurate.  

Similarly, an important risk to security involves the confidentiality, integrity and availability of the 

data being accessed or disclosed to unauthorised persons, either internally or externally. The data 

that are stored or owned by the organisation may be classified as sensitive (e.g. personal records), so 

the requirement here would be to protect these data as required under various legislation (e.g. the 

Privacy Act). 
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As organisations grapple with multiple regulatory and legislative requirements, along with pressure 

from shareholders, stakeholders and customers, there is an increasing need for accountability from 

all levels: board of directors, executive and senior management, internal and external auditors, and 

general staff. In many organisations, risk is being addressed in silos in individual departments, 

meaning risk management is fragmented. In many cases, the effort in one area is being replicated in 

another. This clearly shows why organisations need to develop an integrated enterprise risk-

management framework to address the issues of risk and compliance in a holistic manner.  

Governance Risks 

A key function of IT governance is to ensure that the strategic objectives of the business are not in 

any way jeopardised by the failure of its information systems. Such a failure could have devastating 

effects on the business, so the management of risks becomes an important component of IT 

governance. Today’s IT managers face the task of managing IT risks within a global, complex business 

and technology environment, with an increasing dependence on a number of both internal and 

external service providers.  

Significant projects undertaken within organisations require active involvement of senior executives 

to ensure objectives are met. For example, following a major software project failure, the Vice 

Chancellor said: “The project reports that came through to me and then went on to the Council 

showed that the project was on time, on budget and meeting its milestones. We all thought that this 

project was actually going OK5.” This illustrates poor governance that resulted in the cancellation of 

the original project. 

It should be noted that risk is just as much about the organisation’s failure to seize an opportunity to 

use IT, such as to create efficiency, as it is about doing something erroneously. The regulatory 

regime requires organisations to establish controls to safeguard their assets against such things as 

internal and external fraud, and damage to physical assets, and to provide protection against 

business disruption and system failures (Basel II). 

While most Australian public-sector organisations are addressing risk management, there are 

concerns that it is still not a mature business discipline. It lacks rigour in identifying, assessing and 

mitigating risks, despite two-thirds of public sector organisations explicitly including risk 

management in governance processes (Auditor-General Victoria 2003). Little has been written on IT 

                                                           

5 Source: (Anon) University Vice-Chancellor, http://www.theage.com.au/articles/2003/02/27/1046064164879.html  

http://www.theage.com.au/articles/2003/02/27/1046064164879.html
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governance in the public sector despite the situation being different from that in the private sector 

(Liu and Ridley 2005), and considerably more complex (Beaumaster 2002).  

Summary 

In summary, the IS operation play a key role in helping the organisation achieve its key objectives by 

managing its operational risks via a risk-management framework. In doing so, the IT department 

focuses on key IT functions such as infrastructure, telecommunications, applications, operations, 

management of data and the provision of security. In addition, some organisations conform to 

project- and software-development methodologies, and place a focus on compliance. 

Although a lot of discussion has been based around the rational model of decision-making that 

discusses how decisions ought to be made, there is little discussion of how decisions are actually 

made. While there is an abundance of literature on management, decision-making, risk 

management and use, and development of IS in organisations, there is a gap in the area of empirical 

knowledge of IS decision-making frameworks. 

In addition, the literature review identified a lack of academic research on how business continuity 

management program development and implementation are undertaken to assist in IS disaster 

preparedness within the public Australian higher education organisations. The literature review 

suggests that very few studies have been undertaken in the area of decision-making and risk 

management for IS in Australia, as most of the major studies (prescriptive) have been undertaken in 

the United States, Great Britain and Europe. 

Conceptual Model 

The conceptual model is based on an in-depth and comprehensive multidisciplinary academic and 

business literature review. These disciplines include management, decision-making, information 

systems and risk management. The literature has identified different approaches to management, 

decision-making, risk and risk management. The literature review also revealed that organisations 

depend on IT systems to deliver services to their clients. Under normal operations, routine decisions 

are continuously made using established procedures and processes to achieve business outcomes.  

There is evidence of many disasters and business failures as a result of IS failure. While literature on 

information risks does exist, the focus is mainly on information security issues and not on other IT 

risks. This is because information systems risk management encompasses a very large and complex 

area crossing disciplines such as management, risk management, security, decision-making and 

information systems (IS). For example, a study on risk management frameworks by Eloff and 
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colleagues (1993) was largely about risk analysis, but with a focus on the management of an 

information security program.  

In describing IS risk management, Finne (2000) focuses on business processes, security and key 

concepts; Ciechanowicz (1997) focuses on information security risk-analysis processes; and Saleh 

and Alfantookh (2011) propose an open reference for information security risk management. In 

order to explain individual IT users’ threat avoidance behaviour, Liang and Xue (2009) developed a 

theory called the technology threat avoidance theory. 

A comparative case study approach using an interpretivist research method, inductive reasoning and 

thematic analysis is used to refine the conceptual model, which will mature into a theoretical model 

that can be used for IS-RM decision-making by organisation to avoid possible IS failures. A 

questionnaire will be designed to find out how organisation staff go about managing risks to avoid 

possible IS failure.  

The literature findings and the gaps identified have guided in the development of a conceptual 

model shown in Figure 2.3.  

The conceptual model shows that organisations develop and deliver business services that clients 

consume from on-site or remotely. These services are underpinned and enabled by IS services. 

Business and IT use various frameworks for decision-making. In addition, the services developed are 

aligned to the organisation’s vision and strategies, and various management approaches are used. 

More importantly, disaster-recovery and business-continuity planning are implemented to ensure 

that critical business operations remain available in the event of a possible IS failure. 

This model demonstrates that there are several shortfalls in the literature for higher education 

organisations within Australia. First, there is a lack of evidence of the business and IS strategy alignment. 

Second, there is a lack of interaction between business decision-making frameworks and IS decision-

making frameworks. Third, there is a lack of information on how DR and BCP are developed and used. 

Fourth, there is a lack of empirical data available on how information system risks are actually managed. 
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Figure 2.3: Conceptual Model 

The next chapter, on Methodology, will discuss the planning and design of the research 

methodology and the development of the case studies. It will outline the development of a 

questionnaire to investigate and seek data on how organisations develop and validate IS-RM 

strategies. It will also examine the key factors that shape the decision-making framework of 

Australian public-sector organisations in developing risk-management strategies to address possible 

disasters arising from IS failures. 
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Chapter 3 
Methodology 

Introduction 

This chapter outlines the research framework used in this dissertation. This framework 

consists of the research approach and the research strategy. Encompassing the strategy 

are the research design, methodology and details of the data collection, analysis and 

reporting. It begins with a synopsis of the research approach, as stated by Cavana (2001), 

who outlines three research approaches (shown in Table 3.1): 

Table 3.1: Three Research Approaches 

 Positivist research Interpretivist research Critical 
research 

 

Types of  
reasoning 

Deductive Inductive Deductive and 
Inductive 

Research 
plan 

Rigorous, linear 
and rigid, based on 
research 
hypothesis 

Flexible and follows the 
info provided by the 
research subject 

Imperative for 
change, guides 
the actions of 
the researcher. 

Research 
methods and 
types of 
analysis 

Experiments; 
Questionnaires; 
secondary data 
analysis; 
quantitatively 
coded; documents; 
statistical analysis 

Interviews; participant 
observation; 
conversational analysis; 
documents and case 
studies  

Field research; 
historical 
analysis; 
dialectical 
analysis 

 

Source: Adapted from Cavana (2001). 

 

The research method used in this study is illustrated as the shaded area in Figure 3.1 and 

uses a case study approach. It is an interpretivist research method, which utilises 

inductive reasoning; this allows key ideas, categories and themes to emerge from the 

raw data, thus allowing the theory or model to be developed in support of the research 
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objectives. In addition, data were collected through an interview methodology, as well as 

from documents gathered from the two research sites. 

The interpretivist approach was chosen because “Interpretivist research presents a rich 

complex description of how people think, react and feel under certain contextually 

specific situations” (Cavana 2001: 8–9), thus allowing others to understand the world of 

the subjects being investigated. 

The research strategy used in this study was adapted from the case study research linear 

model developed by Yin (2009: 2) and presented in Figure 3.1. 

 

 

Source: Yin (2009). 

Figure 3.1: Doing Case Study Research – A linear but iterative process 

The above model illustrates that case study research is a linear but iterative process. This 

concept is very important in qualitative research because it enables the researcher to 

review and re-examine earlier decisions. Moreover, the model comprises various steps 

in the linear process of case design: planning, designing, preparing, collecting, analysing 

and sharing. 

Based on Yin’s model, the key activities undertaken for this study are summarised in 

Table 3.2. 
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Table 3.2 – Case Study Research – Key Activities 

 
Strategy: Stages in 
Yin’s model 

Key activities in this study 

Stage 1: Planning • Identify research question 

• Develop subsidiary questions 

• Rationale for doing case study 

Stage 2: Research 
Design 

• Case study selection 

• Maintaining case study quality and reliability  

• Develop theory, proposition and issues underlying 
the study 

• Design interview process 

• Finalise research and subsidiary questions 

• Develop interview questions 

Stage 3: Prepare • Ethics approval. 

• Approval from organisation to undertake research. 

• Access to participants 

• Information sheet and consent form for 
participants. 

Stage 4: Data 
Collection 

• Follow case study protocol 

• Multiple sources of evidence 

• List of specific documents to be obtained 

• Create case study data repository 

Stage 5: Data 
Analysis and 
Interpretation 

• Look for patterns 

• Find emerging themes/categories 

• Do cross-case comparison 

• Interpretation – explore the data to seek evidence 
(i.e. does it answer the research question?) 

Stage 6: Share • Define audience 

• Compose visual and textual materials 

• “Summary of findings” presentation to the two case 
study organisations 
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Each of the six stages in Yin’s (2009) model will now be discussed in more detail as they 

pertain to this study. 

Stage 1: Planning  

The planning stage involved the identification of the research question, development of 

any subsidiary questions and the rationale for undertaking this case study. This 

discussion will outline the strengths and weaknesses of using the case study method. 

Stage 1: Planning – Research Question 

Organisations increasingly depend on information technology (IT) and information systems 

(IS) as key enablers for their business. IT and IS are the hardware and software components – 

along with business rules and processes – that underpin the services provided by an 

organisation.  

Hardware is made up of the infrastructure and technology components, consisting of the 

data centre, network, servers and storage devices. Software comprises programming 

languages, databases, application, middleware, interfaces and integrating components that 

run on the hardware, thus providing service-delivery capability. For example, a core service 

provided by a Human Resources (HR) Department is payroll, via which all employees get 

paid. The payroll is an application associated with a database consisting of employee records, 

which would run on a server and attached storage. The system would be integrated with the 

finance system, as this is where the organisation’s budget is managed. 

As these systems grow in complexity to meet the demands of the business, the probability of 

IS risks increases as well. An IS risk is not only a technology risk, but also a business risk, and 

thus requires input from both the IT/IS and business areas to manage that risk.  

This study sought to determine how higher education organisations develop and validate 

information systems risk-management (IS-RM) strategies. In particular, it was concerned 

with the following questions: 

1. What are the key factors that shape the decision-making framework of 

public Australian higher education organisations in developing risk-

management strategies to address possible disasters arising from IS 

failures?   
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2. What are the key factors that contribute to management behaviour to 

achieve effective IS outcomes? 

Additional questions that will further focus the study were as follows: 

1. How do the factors identified above vary across organisational contexts 

within the same industry sector? 

2. What does IS-RM preparedness mean to key decision-makers within 

higher education organisations? 

3. How do new forms of IS service offering (for example, cloud computing) 

impact on IS-RM preparedness and decision-making? 

Importantly, the findings from the two case analyses of higher education institutions can 

be applied more broadly across higher education organisations within Australia. There is 

a logical argument to support why these two public universities were chosen and why 

the findings from them are able to be generalised. First, all public universities operate 

within the same federal regulatory framework and legislation. Second, they all have 

similar governance structures. Third, all have large and complex IT environments with 

significant dependence on IS. Lastly, they all have the same base funding model (based 

on enrolment) from the federal government.  

During the course of this research, there were 30 universities in Australia, of which only 

two were private. The key reason for not selecting either of the two private universities 

was that they were small in size and remote to the researcher. The two universities 

selected for this case study are in the top 15 universities within Australia.  

Case study research is most effective when little theory exists in a particular field. Green 

(2002: 50) argues that the “main aim of the case study is to provide insight into a theory 

or issue”. In this instance, this relates to the factors that shape the decision-making 

framework used in developing risk-management strategies, with which this study is 

concerned. As an example, this study examines how organisations manage IS risks in 

order to mitigate IT disasters arising from IS failures. 

When conducting research using a case study, three key methods (Thomas 2003; 

Creswell 2009) can be applied, as summarised in Table 3.3 

 

 

. 
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Table 3.3 – Case Study Research Methods 

 
Method Description 
Qualitative Involves interpretivist naturalistic approach, study 

conducted in natural settings, interpret phenomena in 
terms of meanings people bring to them or stories they 
tell. Uses interview, document and observable data; text 
and image analysis; themes and patterns interpretations. 
 

Quantitative Generally supported by positivist or scientific paradigm. 
Regards the world as observable and measurable fact i.e. 
uses numbers and statistical methods. Important that the 
researcher doesn’t contaminate the data through personal 
involvement of the research subject. 
 

Mixed-methods Combination of qualitative and quantitative  
 

 

For this study, a qualitative method was chosen because case studies using this method 

commonly follow realistic modes of inquiry. Here, the main objectives were to discover 

new relationships of realities, and build up an understanding of the meanings of 

experiences rather than to verify predetermined hypotheses (Hunt 1990; Perry and 

Coote 1994). Moreover, qualitative research can be described as encompassing 

processes that “preserve chronological flow, see precisely what events led to what 

consequences and derive fruitful explanations” (Miles and Huberman 1994: 1). These 

were expected to emerge from the interviews conducted during the study, as 

participants were asked to describe the timeline of and reasons for any major IS outages. 

Furthermore, qualitative researchers are focused on things in their natural settings, 

“attempting to make sense of, or interpret, phenomena in terms of the meanings people 

bring to them” (Thomas 2003: 1). This was achieved by conducting interviews at the 

participants’ workplaces, allowing them to describe events within the context of their 

natural surroundings. As well, both general and specific questions were able to be 

explored. 

Qualitative research uses “a variety of empirical materials – case study, personal 

experience and interview that describe routine and problematic moments and 

meanings” (Denzin and Lincoln 1994: 2). While conducting an interview, events can be 

explored in more depth. For example, the interviewees could be asked to describe 

decision-making during normal operations and during disruptions to operations.  
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According to Yin (2009: 2), a case study is a research strategy and a preferred research 

method for collecting data when answering why and how questions. It accommodates 

situations where the investigator has little control over the events, as these may already 

have occurred. Furthermore, it entails a focus on phenomena that occur in a real-life 

context, as will be the case in this research. 

In discussing case studies as a research strategy, many well-known authors (Yin, 

Eisenhardt, Harris, Sutton, Gersick and Benbasat et al.) have explained various 

characteristics associated with case studies which are summarised in Table 3.4. 

Table 3.4: Key Characteristics of Case Studies 

 
Author Case study characteristics 
Yin (1994) • Involve either single or multiple cases. 

• Numerous levels of analysis. 
Harris and Sutton (1986) • Can be used to generate theory. 
Benbasat et al. (1987) • Phenomenon is examined in a natural setting. 

• Data are collected by multiple means. 
• One or few entities (person, group, or 

organization) are examined. 
• No experimental controls or manipulation are 

involved. 
• Case research is useful in the study of “why” and 

“how” questions because these deal with 
operational links to be traced over time rather 
than with frequency or incidence. 

Gersick (1988) • Can be used to generate theory. 
Eisenhardt (1989) • Helps focus on understanding the dynamics 

present within single settings. 
• Assist in multiple data collection methods. 
 

 

Additionally, each study that can be replicated increases the accuracy of the results (Yin 

2003). Importantly, the outcome of this type of replication is the development or 

expansion of theories (Amerson 2011: 427).  

Stage 1: Planning – Case Study Rationale 

According to Creswell (2007) and Yin (1994: 6), there are five research strategies that can 

be used to collect data. These are: experiment, survey, history, archival analysis and case 

study. Of these five strategies, the case study method has been selected as most 

appropriate for this study. 
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The case study strategy has been selected for several reasons. First, case study research 

can be used to explain and understand complex problems, just as decision-making does 

in an organisation. Second, like other research methods, it can add strength to what is 

already known through previous research or make a new contribution to the literature. 

Bromley (1990: 302) argues that, “A case-study is not a pilot experiment or a survey”, but 

describes a case study as a “systematic inquiry into an event or a set of related events 

which aims to describe and explain the phenomenon of interest”. The purpose of this 

research is to find out what actually happens as opposed to what ought to happen, 

based on existing organisational decision-making frameworks. The findings will allow 

theory to be developed and will contribute to the improvement of the existing decision-

making frameworks as used within the public sector. 

Third, Thomas (2003: 35) stipulates that the “greatest advantage of a case study is that it 

permits a researcher to reveal the way a multiplicity of factors have interacted to 

produce the unique character of the entity that is the subject of the research”. These 

factors include the culture, strategy and management style of the organisation, how the 

key players made decisions and their attitude towards dealing with IS risks and failures. 

Fourth, the case study method has been selected because it allows the persons involved 

in the events to be interviewed. The case study method can be among the most 

challenging methods of research, but this can be mitigated by the researcher having 

“desirable traits that include the ability to ask good questions, ‘listen’, be adaptive and 

flexible, have a firm grasp of the issues being studied” (Yin 2009: 66). This is particularly 

important in this project, as the researcher for this study has many of the traits required 

for successful case study research, including counselling qualifications, experience in 

senior management roles and over 30 years’ experience in the IT field. 

Fifth, a case study methodology is well suited to capturing the knowledge of participants 

and developing theories from it. Benbasat, Goldstein and Mead (1987: 370) explain that 

“the case research strategy is well-suited to capturing the knowledge of practitioners 

and developing theories from it”. Christenson (1976: 643) points out that the trial-and-

error process in which practitioners are engaged is necessary for knowledge to 

accumulate. 

Lastly, the case study method allows the researcher to answer “how” and “why” 

questions – that is, to understand the nature and complexity of the processes taking 
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place (Benbasat 1997: 370). For example, questions such as, “How is preparedness to 

deal with possible IS-related disasters interpreted by key decision-makers within higher 

education sector?” are critical for this study. Similarly, “the more that your questions 

seek to explain some present circumstance (for example, ‘how’ or ‘why’ some social 

phenomenon works) the more the case study method will be relevant” (Yin 2009: 4). 

In this research, a case is defined as an entity that is an organisation. It consists of the 

organisation strategy, structure, decision-making framework, policies, governance 

models, roles and responsibilities of the actors. Also, it can include processes, procedures 

and methodologies in use (for example, risk management, quality management, project 

management and software development). 

“Although case studies usually focus on a single entity, they can assume a comparative 

form whenever the likeness and differences between two or more entities are analysed” 

(Thomas 2003: 34). Comparative case studies can help the researcher to ascend from the 

initial level of exploratory case studies to a more advanced level of general theoretical 

models. The two case study organisations in this study are similar in some respects but 

differ in others. These similarities and differences will become the focus of analysis. The 

objective is to find out how and why the cases are similar and different, and what 

underlying causes generate such variations. 

A comparative structure repeats the same case study two or more times, comparing 

alternate descriptions or explanations of the same case (Yin, 1994). In this manner, “the 

multiple case-study approach aims to retain the richness of individual case studies with-

out retreating into ideographic explanation, while simultaneously achieving theoretical 

generality without becoming lost in abstractions” (Achen and Snidal 1987: 147). This will 

enable the capturing of what is unique and what is common between the cases, while 

promoting theoretical reflection on the findings. 

A comparative case study approach has been chosen for this research because very little 

is known about the research topic. Theoretical frameworks that help understand this 

area of organisational behaviour are poorly developed. A comparative case study 

method is appropriate to study the phenomenon of interest – that is, to describe and 

understand what is going on in organisations (Yin 1994, 2003a, 2003b; Miles and 

Huberman 1994). This will allow theory-generating rather than theory-testing with the 
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two organisational cases selected from the Australian public-sector tertiary education 

industry. 

Stage 1: Planning – Case Study Strengths and Limitations 

Alexander et al. (2005: 19–22) argue that case studies are “generally strong precisely 

where statistical methods and formal models are weak”. They outline strengths for using 

case study methods, particularly for theory development. The strengths applicable to 

this study are conceptual validity and exploring causal mechanisms; these will now be 

discussed briefly. 

Conceptual validity allows a researcher to identify and measure the indicators that best 

represent the theoretical concepts that are intended to be measured, but that in practice 

are difficult. For example, in this study the indicators investigated are the key factors that 

shape the decision-making frameworks. The questions that will be asked of the 

participants could be open to misinterpretation. Thus contextualised comparison must be 

carried out and similar examples used across participants in both organisational settings. 

Case studies will allow detailed exploration of causal mechanisms for each of the cases. 

The assumption in many of these studies is that this relationship is causal. For example, 

the more frequent the testing of recovery plans, the more quickly IT systems can be 

restored following a major disaster. Hodkinson and colleagues (2001) state that case 

studies involving on-site interviews can help us to understand complex inter-

relationships which otherwise would not be possible.  

Hodkinson et al. (2001) argue that case studies are grounded in lived reality. Here, the 

participants will respond to questions based on their experiences and may talk about 

other things described as noise. This may trigger other discoveries by the researcher, 

leading to unscheduled interviews of other persons involved in the events (Yin 2009: 11). 

Despite its strengths, there are a few limitations in using the case study approach. Case 

selection bias can occur “if an investigator seeks only to use a case study to substantiate 

a preconceived position” (Yin 2009: 72). Another case study limitation can be the 

researcher’s inability to directly observe the events being studied because these have 

already happened.  

However, these limitations will be overcome by cross-checking secondary data such as 

documents and records with the actual interview data. As part of this study, a number of 
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intervening variables will apply, in the form of interview questions asked. This will allow 

the researcher to inductively observe any unexpected attributes, such as the body 

language of or vague responses from the participant. Thus the data that will be collected 

may deviate from other responses. This can then be followed up with deeper 

questioning that will provide further exploration of the causes and effects.  

The study limitations will also be overcome by following the audit trail of factors and 

decisions made by someone within the organisation that may have been the cause of an 

IT system failure or disaster. Specifically, the audit trail may flow through items such as 

the organisation’s IT risk register and meeting minutes.  

Furthermore, a summary of the findings will be presented to senior management at each 

of the case study organisations. Many of the participants are also members of the senior 

management groups in the two case study organisations. Above all, the contents of the 

presentation will be fully de-identified, so no individual is identifiable. The key reason for 

this presentation will be to check the accuracy and validity of the results from the 

feedback provided. Another reason is to acknowledge the generosity of the participants 

in giving their time and providing the researcher access to the organisation. 

The second stage of the case study research model, the research design, will be 

discussed next as it pertains to the current study. 

Stage 2: Research Design  

This section discusses the key elements of the research design by describing cases to be 

studied, how the case study quality will be maintained, development of the conceptual 

theory, formulation of the interview questions and how data will be collected and 

analysed. 

Research studies consist of two approaches: quantitative and qualitative. As mentioned 

in the beginning of this chapter, a qualitative approach will be used in this study. 

Stage 2: Research Design – Case Study Selection 

This research process has elements that are exploratory in nature. Exploratory research 

is a methodological approach that is concerned primarily with discovery and with 

generating or building theory. “In the social sciences exploratory research is wedded to 

the notion of exploration and the researcher as explorer. In this context exploration 
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might be thought of as a perspective toward approaching and carrying out the research” 

(Stebbins 2001: 30). 

This study explores information service providers and key decision-makers within the 

chosen public-sector organisations.  

In this research context, the information service providers represent the internal IT 

department. The types of services provided in-house can include: 

• planning and strategy for IT services 

• development of new IT services 

• production and, implementation of IT services and  

• ongoing support and maintenance for all IT services that are used throughout 
the organisation.  

In addition, it should be noted that sourcing strategies for IT services can also be used 

from external service providers and vendors to supplement in-house capabilities – for 

example, use of cloud-based or externally hosted services. 

The key decision-makers are both from within and outside the IT department. The 

internal decision-makers include all the senior management staff within the IT 

department. The external decision-makers include the chief financial officer, the risk 

manager, the internal audit manager, the head of the project portfolio office, the 

director of e-learning services and the director of library services. 

The development of the conceptual model is designed to be applicable to any Australian 

public-sector higher education organisation. Though the two organisations chosen for 

this study (UA and UB) are similar, there are distinct differences between them, as 

illustrated in Figure 3.2. 

The reason for selecting the two case study organisations is that they both operate 

within the Australian state and federal regulatory environment. While these 

organisations are competitive and may undertake activities such as research in different 

disciplines, each has very similar business functions, such as admissions, teaching and 

learning, timetabling and graduations. 
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Similarities and Differences Between the Two Case Study Organisations

UA UB

• areas of research focus
• organisation structure
• decision making frameworks

Similarities

Differences

• operate under same State and Federal 
legislation

• governance processes
• exposure to and impact of external market 

forces (e.g. new entrants)
• multi-campus environment
• similar numbers of student and staff 

population
• dedicated IT support department

 

 

Figure 3.2: The similarities and differences for both organisations 

 
Both organisations within this research are significantly large in size, operate in multiple 

geographical locations, have a complex IS environment and are extremely dependent on 

the use and availability of their information resources, as described in their strategic and 

academic plans.6 Furthermore, this reliance becomes critical, depending on the timing of 

key business events, such as new student enrolments, graduations and examination 

periods. In these instances, any IT service disruption can be highly detrimental because 

these organisations will face a similar type of business impact as a result of an IS failure 

or disaster. 

The rationale for the selection of two case study organisations was that the researcher 

did not have unlimited resources to conduct extensive fieldwork and was unable to 

travel across Australia due to financial, family and work constraints. As well, it was 

                                                           

6 Strategic plans and academic plans that were collected as part of this study cannot be identified 
in the reference list to protect the organisations’ identities and confidentiality. 
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convenient for the researcher to conduct research in the two organisations due to 

proximity. Case study research can involve prolonged engagement at a site, which is not 

conducive to a tight timeframe (Green 2002: 50). 

Nonetheless, conducting two case studies provides greater depth and insight into the 

organisations concerned. Furthermore, the researcher had access to senior and technical 

decision-makers who were directly involved in the area of this study. More importantly, 

having these contacts facilitated re-visits, data clarification, additional interviews and 

observations at meetings if required. In addition, the researcher was able to present an 

interim summary of the findings to senior management of both organisations, adding 

credibility and reliability to the research data. 

An online survey was considered as an option but discarded for several reasons. First, 

sampling size would need to have been managed, as it was not possible to predict the 

respondent hit rate. Second, the number of questions would have had to be culled, as 25 

questions would have been too many for respondents unless an attractive reward was 

offered. 

Third, the researcher would not have been able to ask probing questions or seek further 

clarification if required, as the surveys would have been anonymous. Fourth, it would not 

have been possible to read and or observe any body language. Lastly, responses were 

required from senior management, who are the key decision-makers in their 

organisations, and there would have been little chance of getting to the right individuals 

or encouraging them to respond to an online survey. 

Stage 2: Research Design – Maintaining Case Study Quality and Reliability 

The characteristics of the investigator are an important factor to ensure the reliability 

and validity of the research. This individual must be responsive, sensitive, adaptable to 

changing circumstances and able to clarify and summarise the responses (Guba & Lincoln 

1981). Reliability and validity are appropriate concepts for attaining rigour in qualitative 

research (Morse et al. 2002). Further, these concepts can be applied to this research 

because the goal of finding plausible and credible outcome explanations is central to all 

research (Yin 1994). The quality of this research design will be assured based upon the 

application of four criteria: construct validity, internal validity, external validity and 

reliability (Stake, 1995 and Yin, 2009: 40).  
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Construct validity is important because it is built upon the basis of a social construction 

of reality (Searle 1995). It attempts to reconstruct participants’ understanding of the 

social world (Denzin and Lincoln 2000; Rubin and Rubin 2005), thus allowing the 

participants to tell their stories (Crabtree and Miller 1999). As an example, in this study 

the participants were provided with an opportunity to talk about their views about what 

actually happened, thus enabling a better understanding of participants’ actions (Lather 

1992; Robottom and Hart 1993). Construct validity entails the use of correct measures 

for the concepts being studied – for example, collecting data from multiple sources, 

engaging participants from a cross-section of relevant areas of the organisation, and 

ensuring that a feedback process is in place to present a summary of findings to the 

stakeholders.  

Internal validity ensures that the recommendations made in the dissertation accurately 

reflect the researcher’s findings. More importantly, with as much accuracy and 

confidence as possible, it ensures that there is a knowledge of what was studied,  that 

the results are able to be explained, and  that these were not a result of other factors. 

This has been achieved by pattern matching and extracting themes from texts rather 

than making inferences using thematic analysis approach.  

Furthermore, internal validity demonstrates that certain conditions lead to other 

conditions. It requires the use of multiple pieces of evidence from multiple sources to 

uncover convergent lines of inquiry so that a chain of evidence is established (Yin 2009). 

This has been secured by asking the same questions to participants from different parts 

of the organisation, as well as from different levels of management. To add further 

credibility, a triangulation approach was used – that is, data from three sources – 

interview, documents and observations – were used.  

External validity reflects upon a study’s findings to see whether it can be generalised 

beyond the immediate case study and the variations in places, people and procedures a 

case study can withstand and still yield the same findings. “External validity problem has 

been a major barrier in doing case studies” (Yin 2009: 43). To minimise this concern, a 

second case study was undertaken within the same industry sector to provide a cross-

check for results and provide credibility to the findings.  

In particular, these findings can be extended beyond the current study, because the 

other higher education organisations in Australia use similar risk, compliance and 
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decision-making frameworks. Similarly, they operate under the same federal and state 

regulatory frameworks. In addition, these organisations have similar top-level 

governance structure, such as a University Council; president/vice chancellor; Council 

and Vice Chancellor’s Committees. 

The final criterion to uphold the quality of this research design is reliability. This simply 

means that errors and biases were minimised during this research. Consequently, the 

researcher needs to acknowledge that biases can influence their questioning style and 

how they interpret the participant responses to the interview questions. As Rubin and 

Rubin (1995: 19) point out, “it is the interviewee’s ideas you want to hear, and you don’t 

want to block that communication by putting your own assumptions in the way”. The task 

for the researcher was to be aware of biases and mitigate as much as possible. 

This has been achieved by ensuring, first, that the participants were chosen from a range 

of roles from the IT department as well as other areas. Second, interviews were 

transcribed word-for-word rather than depending on the researcher’s interpretation of 

the responses from the interview notes. Third, on conclusion of the analysis of each case, 

a summary of findings was presented to each organisation to check for accuracy and 

personal bias as the researcher has built up a depth of knowledge in this area of study 

over many years. 

More importantly, if at a later date the same research methodology and procedures 

were repeated and the same case study was undertaken, the results and conclusions 

reached would be similar to those found in this study.  

According to Reige (2003: 83), different techniques have been used to establish validity 

and reliability in qualitative research. In particular, several authors have stated that this 

can also be applied to the case study method in different phases of research. This is 

illustrated in Table 3.5. 

The techniques used in this research involved using both structured and semi-structured 

interview processes. Reliability and validity were maintained by recording the interviews 

to provide a complete transcript of the interview. In addition, appropriate notes were 

taken during the interviews and post-interview action cross-checking with the 

interviewee carried out to ensure the accuracy of the transcribed interview notes. This 

further enhanced accuracy and reliability, thus minimising any bias. 
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Table 3.5: Establishing validity and reliability 

 
Author What the authors are saying 

LeCompte and Goetz 
1982 

• Should record observations and actions as 
concrete as possible 

Lincoln and Guba 
1985 

• Case study data base should be used to deal with 
the huge amount of data 

• Triangulation techniques will enhance the 
credibility 

 
Yin 1994 • Draw meaningful parallel comparisons of findings 

 
Nair and Riege 1995 • Interview will be recorded to provide a complete 

record of the interview 
 

Yin 2009 • The case study protocol is a major way of 
increasing the reliability of case study research 

 
 

A case study database was created to provide a distinctive way of organising and 

documenting the huge amount of data collected. This research was based on 

comparative case studies across two organisations, in order to draw meaningful parallel 

comparisons of findings across multiple data sources. Triangulation techniques using 

multiple sources of evidence were used (interview, risk registers, strategic documents), 

which enhanced the credibility of the data. 

Stage 2: Research Design – Develop Theory, Proposition and Issues 
Underlying the Study 

While there is much conjecture in support, there appears to be little direct research into 

the impact of risk on managerial implementation of strategy (Smallman 1996). This study 

investigated this issue within IS. Based on the nature of the primary research objective of 

this study, the requirement was for a method that would enable the development of a 

theory or model from the research.  

Decision-making processes were explored through a series of simple questions finding 

out information about who, what, how, when, where and why, in order to be able to 

answer questions like: ‘Why are the observable processes and strategies the way they 

are?’  
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The research method used inductive reasoning to allow key ideas, categories and themes 

to emerge from the raw data, thus allowing the theory or model to be developed in 

support of the research objectives. 

As the findings from the case studies were analysed, categories and themes emerged, 

contributing to the development of a theoretical model designed to help understand the 

factors that determine the level of organisational preparedness to deal with an IS-related 

disaster.  

A set of propositions about this phenomenon was derived from this model. For example, 

it was expected that the more senior management was actively involved with 

organisational risk-management strategy, the higher the level of IS preparedness would 

be. The theoretical model was built upon the conceptual model developed from the 

literature review, discussed earlier. 

This theoretical model, and formal hypotheses derived from it, were tested through 

subsequent research. The literature review has demonstrated a lack of empirical studies 

in this area, so there was a strong expectation that the findings would make a 

contribution both to theory (that is, decision-making frameworks in public-sector 

organisations in Australia) and to management practice (that is, developing risk-

management strategies to address possible disasters arising from information system 

failures). 

It is argued that while some studies may have a legitimate reason for not having any 

propositions, every exploration should still have some purpose. Tellis (1997; see also Yin 

2009) argues that instead of propositions, an exploratory study should state this 

purpose. As mentioned earlier, the purpose of this study was to investigate the key 

factors that shape the decision-making frameworks of Australian public-sector 

organisations in developing risk-management strategies to address possible disasters 

arising from IS failures. Thus the qualitative data collected from this research provides a 

good understanding of the dynamics underlying the relationship – that is, the ‘why’ of 

what is happening. 

According to Eisenhardt (1989: 542), the qualitative data collected is crucial to the 

establishment of internal validity, thus allowing theory generating from the data. “A strong 

theory-building study yields good theory (that is, parsimonious, testable, and logically 

coherent theory) which emerges at the end, not beginning, of the study” (1989: 548). 
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Stage 2: Research Design – Interview Process 

This section discusses the development of the interview questions and the selection of 

the instruments used to collect data. In this study, the focus was on individual 

interviews, in which the interviewer interviewed one person at a time. More importantly, 

the honesty and quality of responses were ensured as the researcher is well known 

within the Australian higher education sector. For example, the researcher is a member 

of various industry organisations and university committees, and holds a senior position 

with a depth of knowledge in the area of study. 

The interview questions are detailed in the Case Study Protocol section of the 

Methodology. These questions are both open-ended and closed. For example, 

Questions 1–20 are open-ended and Questions 21–25 are closed. 

Data were collected for each of the two cases using two methods: 

• in-depth interviews, and 

• analysis of secondary data sources. 

Interviews were conducted with key decision-makers, who were selected from the 

organisational structure chart on the basis of seniority and area of responsibility: 

“Qualitative researchers take pride in discovering and portraying the multiple views of 

the case. The interview is the main road to multiple realities” (Stake 1995: 64). 

Interview Process 

According to Gordon (1987), interviewing techniques should be concerned with 

maximising the flow of valid and reliable information. Furthermore, any distortions of 

what the respondent knows will be minimised because of the researcher’s credentials 

mentioned earlier, thus ensuring the interview will not be biased or create 

misunderstanding. This is overcome through active listening, pausing and cross-checking 

with the interviewee. After all, if the interviewer asks questions properly, the respondent 

will provide the desired information (Holstein and Gubrium 1995).  

The interview setting was chosen to minimise disruptions and distractions. The duration 

of the interviews was between 45 and 60 minutes. Each interviewee was provided with a 

set of questions at the commencement of the interview. Prior to the commencement of 

the interview, the participant was asked to complete and sign the Consent Form, to 

confirm their willingness to participate and allow the interview to be recorded. Each 
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member of the IS executive (starting with the chief information officer) was interviewed, 

along with other key players/stakeholders (for example, IT directors, risk manager and IS 

project office manager). 

Open-ended questions were asked of the interviewee. The interviewer would start the 

question, for example, with a “What …” or “So …” As Greene (1998) suggests, the 

purpose of open-ended interviewing is not to put things in someone’s mind but to access 

the perspective of the person being interviewed. 

These questions were asked in such a manner that the responses would not be a simple 

“yes” or “no” answer. Second, an explanation of and any linkage to certain events or 

decisions was sought. These events were followed up at a later date with another person 

or through secondary data records, “to keep that interaction strictly in check” (Silverman 

1998: 113). 

During the interview, skills such as active listening and watching the body language were 

utilised. Although some notes were taken during the meeting, the entire interview was 

recorded on a digital recorder (unless the participant objected via the Consent Form 

prior to the interview). 

On most occasions, immediately after the interview, additional details such as key ideas, 

reflections or events were written down. Where this was not possible, the interview was 

replayed on the digital recorder and again key ideas, reflections and events were 

transcribed. 

For this study, structured and semi-structured methods have been used. These are 

described below.  

Structured Interview 

This is a formal technique where the types of information required are embedded in the 

questioning style. As well, it follows a pattern or sequence of structured and pre-

determined questions. This is made possible by asking all participants the same 

questions, since where “quite a few questions are asked, generally answers expected are 

relatively short” (Rowley 2012: 261). Hence the responses will allow a comparison and 

analysis of the data between case studies to be conducted in a methodical manner. 
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Semi-structured Interview 

In contrast to the structured interview, semi-structured interviews take on a “variety of 

different forms, with varying numbers of questions, and varying degrees of adaptation of 

questions and question order to accommodate the interviewee” (Rowley 2012: 261). 

When no further information is forthcoming from the participants, the formal pre-

determined set of questions (as used in the structured style) is switched to a questioning 

style that follows a somewhat unstructured method. In this method of interview, there 

are no planned structures or sequences. Questions are broad and open-ended, and the 

interview starts with a broad, open, primary question. The interview then relies on the 

interview skills of probing – questioning, paraphrasing and summarising (Cavana 2001). 

Stage 3: Prepare 

The previous section dealt with the research design stage of Yin’s (2009) doing case 

study research model. Stage 3 is about the prepare stage, which includes:  

• describing the ethics approval process 
• approvals from the two organisations for site and participant access 
• sample Information Sheet; and 
• sample Consent Form 

Stage 3: Prepare – Ethical  

As part of this study, and prior to commencement of any data collection, ethics clearance 

was obtained from the appropriate ethics committee. For this study, ethics approval was 

required for the following reasons. First, the study needed to protect the participants’ 

identification, such as their role within the organisation. Second, the participants’ 

sensitive data, such as their names and contact details, had to be protected. For this 

reason, and as part of the study, the ethics approval and the process used in the 

collection and storage of data to ensure data confidentiality and integrity all contributed 

to the reliability and credence of this study. 

Third, the organisations’ reputations had to be protected by ensuring their identities 

were not revealed, as required by the ethics clearance. Fourth, as detailed in the 

Participant Consent Form, anonymity was granted to the participants, allowing them to 

be able to lodge a complaint or raise concern regarding the researcher or the research 

with appropriate authorities.  
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Some ethical issues were expected to be encountered during field interview process 

(DiCicco-Bloom and Crabtree 2006). To minimise ethical concerns, an Information Sheet 

was used to effectively communicate the intent of the research. This sheet provided 

information about the rights of the participants – for example, the interviewee could 

withdraw from this process any time. Furthermore, interviewees were not exploited for 

the benefit of this study, but have been acknowledged for the contributions they made 

to the success of the research process. After the initial analysis of the cases, and as a 

data validity check, the interim findings were presented to the interviewees who 

participated in the study. 

The researcher is aware that it is not always possible to guarantee compete anonymity 

despite all precautions being taken. Consequently, when a summary of the findings was 

presented to each organisation, and if a participant felt that either the organisation or 

the individual could be identified, it was agreed that this was to be noted in the 

dissertation but would be removed from publication. 

Stage 3: Prepare – Approval from Organisation and Access to Participants 

A letter seeking approval to undertake this case study research was written to the senior 

executives of both organisations, including the following information: 

• the approval from the Human Research Ethics Committee 

• the research question 

• the contact details of the researcher, the supervisor and the ethics committee 

• the list of  areas from which participants will be selected, and 

• the types of documents required.  

 

The ethics approval warned that participant interviews and data collection would not 

commence until approval had been provided by the relevant organisations.  

With any research or fieldwork, there can be unforseen problems or delays – for 

example, gaining access to case study organisations and managing the data collection 

process through site visits within the planned timeframe. Where this occurred, alternate 

arrangements of obtaining access to the participants were sought. This was done in 
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several ways: negotiation with the individual concerned; through an escalation; or by 

seeking approval to interview another participant.  

Another challenge faced was the ability to gain timely access to relevant sections of the 

organisations, such as the risk section, internal audit, and project and planning areas, 

and to their key staff. Traditionally, these areas have fewer staff and have organisation-

wide responsibilities, thus further compounding the difficulties involved in accessing 

them. There may also have been a degree of unwillingness on their part to provide or 

share documents – for example, university committee or audit reports that may contain 

sensitive information. 

Furthermore, it was anticipated that some staff may initially find it uncomfortable to 

freely discuss their disaster-recovery strategy, processes and issues. A similar challenge 

may potentially have been encountered when seeking evidence of implementation in 

disaster recovery, or experience with handling an information system outage. 

In order to overcome these challenges, the participants were reassured regarding the 

confidentiality and anonymity of both the individual and the organisation. They were 

also advised that they may withdraw from the interview process at any time. If this were 

to occur, the interview would be terminated. In an instance where the participant did 

not withdraw, the interview would then proceed in an unstructured manner before 

reverting to the structured method. This would allow trust to be built and a relationship 

formed between the researcher and the participant.   

Stage 3: Prepare – Information Sheet 

Please see Appendix 3.1. 

 

Stage 3: Prepare – Consent Form 

Please see Appendix 3.2. 

Stage 4: Data Collection  

The previous section dealt with the preparation stage of Yin’s (2009) model. The discussion in 

this section is about the data collection stage, which includes:  

• case study protocol 



 

80 Chapter 3: Methodology 

• multiple sources of evidence 

• secondary documents that will be collected from the organisation, and  

• the use of a data repository to hold the research data.  

Data come largely from documentation, archival records, interviews, direct observations, 

participant observation and physical artefacts (Yin 1994). 

Stage 4: Data Collection – Case Study Protocol 

Case study protocol will be discussed under the following sub-headings:  

• Overview of case study project 

• Field procedures  

• Outline of case study report  

• Case study interview questions.  

Yin (2009: 79) states that “the protocol is a major way of increasing the reliability of case 

study research and is intended to guide the investigator in carrying out the data 

collection from a single case”. 

Overview of Case Study Project 
• Introduction to the case study and purpose of protocol 

• Case study objectives 

• Any relevant readings about the topic being investigated 

• Theoretical framework for the case study 

Field Procedures: Data-collection Procedures 
• Names of sites to be visited 

• Participant contact details (name, contact number, email, role) 

• Data collection plan (calendar period for the site visit, duration of meetings) 

• List of specific documents to be obtained and or reviewed and details of its 
owners and document location 

• Contingencies for dealing with unanticipated events such as the unavailability of 
the participants.  

Outline of case study report 
• The department/organisation in operation, including historical context 

• Decision-making frameworks in use 
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• Outline of initiatives for disaster preparedness 

• Examples of any IT-related disasters or major IT outages 

• List of people interviewed 

• References to any of the relevant documents 

Case Study interview questions 
Please see Appendix 3.3 

Stage 4: Data Collection – Multiple Sources of Evidence 

The proposed data collection methods will consist of: 

Primary Data:  
• Participant interviews; and  

• Observation at steering committee meetings. 

Secondary Data 

The goal was to collect as much paper evidence as possible from the following sources: 

the organisation (e.g. annual report), the public sphere (e.g. newspaper reports). 

Typically, these will consist of documents, policies, agendas, meeting minutes and news 

articles about the two organisations, such as dealing with a critical service outage. 

Decision-making frameworks, which are the focus of this research, consist of the following: 

• structures (e.g. organisational hierarchies, governance, committees, working parties) 

• actors and roles (e.g. director of library services) 

• inputs (such as information and resources) 

• processes (such as prescribed procedures, meetings, formal and informal 
communication), and  

• outputs (such as minutes of meetings, policies and procedures, reports, etc.).  

These frameworks operate within, and are shaped by, specific organizational contexts.  

Stage 4: Data Collection – Secondary Documents 

Prior to the commencement of fieldwork, organisation literature and documents were 

sourced to provide both historical and background information.  

The documents obtained included the following: 

• annual report 
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• strategic plan 

• IT business plan 

• IT strategic plan 

• IT risk register 

• risk management framework 

• agendas and minutes of risk management committee meetings 

“One needs to have one’s mind organised, yet be open for unexpected clues” (Stake 

1995: 68). When going over the documents, key initiatives were identified to compare 

with the responses from the interviews. The documents were also used for two other 

purposes: to follow up on key initiatives (or projects) especially relating to risk and 

disaster mitigation; and to show a record of events that could not have been observed 

directly due to the researcher not being physically present at that time. 

Stage 4: Data Collection – Create Case Study Data Repository 

Data management deals with the whole process of what a researcher does with data 

once it has been collected – for example, how it is stored electronically, cleansed, 

manipulated and analysed. A database is a “way of organising and documenting the data 

collected for case studies” (Yin 2009: 118). Good database design reduces repetitiveness. 

For example, responses to closed questions can be tabulated and data can be presented 

in a convenient form for analysis: “Every case study project should strive to develop a 

formal, presentable database … which markedly increases the reliability of the entire 

case study” (Yin 2009: 119). 

For this study, the primary source of data was participant interviews. The data were in 

the form of handwritten notes and digital recording of the interviews. Initially, software 

called Dragon Naturally Speaking was to be used to transcribe the interview recordings.  

However, this proved unsatisfactory in translation during trial runs, and so it was decided 

not to use it. Instead, the recordings were imported into the computer using the 

software supplied with the digital voice recorder. The files were then converted to MP3 

format and played back via the Windows media player, then transcribed to text using 

Microsoft Word. 

Similarly for data analysis, Nvivo and Leximancer were investigated but the researcher 

found them not to be particularly user friendly.  In the end, Excel spreadsheets and 
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tables were used to store, sort, graph and summarise the raw data. The results were 

formatted using Radar chart, Tables, Graphs and drawings using Visio software.  

A schedule of interview and recording status was maintained in the form of a table. The 

template is shown in Table 3.6. 

Table 3.6: Schedule of Interview and Recording Status 

 

No. 
Interview 

Participant 
Secondary 
documents 
(name) 

Recorded 
(Digital 
format) 

Saved 
to PC 
(mp3) 

Transcribed 
(Word) Date Time 

        

        

 

This provided the researcher with the current status of the interview process as listed below: 

• who to interview when and where 

• whether a recording was made 

• whether the transcription was complete 

• whether the Word documents had been produced and where they were stored  

• the names of any additional documents collected. 

Responses to the interview questions were formatted in two ways. First, the responses to 

the open-ended and questions (Q1–Q20) were handwritten. Second, the responses to the 

closed questions (Q21–Q25) were entered into a table. These two responses were then 

merged into a Word document and became part of the case study database. Furthermore, 

“the main purpose of an open-ended answer is to document the connections between 

specific pieces of evidence and various issues in the case study” (Yin 2009: 122). 

Thus far, the focus has been on the primary sources of the data collected. The secondary 

sources – documents, risk registers and meeting minutes – were stored as PDF files. 

Yin’s (2009) model uses a linear but iterative process that allows the researcher to 

review and re-examine previous stages. For example, if any interview questions needed 

to be revised or further data collected, the iterative process could go from Stage 4 Data 

Collection to Stage 3 Prepare or to Stage 2 Design. This added validity to the data. 
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Stage 5: Data Analysis 

The previous section dealt with the data collection stage of Yin’s (2009) model. Various 

techniques to analyse the data for each of the cases are suggested (Miles and Huberman 

1984; Eisenhardt 1989; Patton, 1987 and LeCompte and Schensul 1999).The discussion in 

this section is about the data analysis stage using techniques that include: 

• organisation of data 

• reduction of data through summarisation and categorisation 

• searching for patterns and emerging themes (emergent categories) 

• pre-set categories 

• cross-case comparison, and 

• exploration of the data to seek evidence. 

As part of the proposed data analysis methods, the intention is to document and collate, 

interpret and explore, analyse and draw conclusions from the rich qualitative data that 

will be collected for each case study. As such, case study analysis will be discussed, 

together with the ways in which it will be used to compare the two organisations. 

“Analysing data is the heart of building theory from case studies, but is the most difficult 

and the least codified part of the process” (Eisenhardt 1989: 539). Likewise, there is no 

standard format for such analysis. Eisenhardt (1989: 540) and Tellis (1997) argue that the 

analysis aspect of the case study methodology is the least developed, and hence the 

most difficult. 

Data analysis is defined as the process of reducing large amounts of raw data collected, 

summarising the data to tell a story for the purposes of interpretation and drawing 

conclusions. Data analysis can commence at any time during the interview process and 

includes inscription, description and transcription (LeCompte and Schensul 1999). 

Figure 3.3 shows a similar way of analysing and organising raw data under thematic 

headings.  
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Adapted From Data to Text (Holliday, 2009, Fig. 5.1, pg. 100)

Once removed from reality Further removed from reality Even further removed from reality

Corpus of Raw Data:
Rationalised sections of messy 
reality

Thematic Organisation of Data

Extracts from data, 
and discussion, 
incorporated under 
each thematic 
heading to form the 
basis of the 
argument.

Text of Data Analysis Section or Chapter

 
Source: Holliday (2009: 100) 

Figure 3.3: From Data to Text 

Stage 5: Data Analysis – Organisation of Data 

Interviewees were administered a structured and semi-structured interview. The 

purpose of the interviews was to uncover the participants’ mental models of the risks 

with which their organisation was faced and to gain an idea of the decision-making 

processes they go through, so that “pictures” of the individuals’ risk maps and decision-

making styles for their organisation could be drawn. To collate the data, and sort and 

format collected data, Excel spreadsheets and tables were used as appropriate.  

In addition, to allow for inter-organisational comparisons, matrix technique using tables 

and spreadsheets were used (Smallman 1996; Bougon et al. 1977). Recorded interviews 

were transferred from the digital recorder to the computer and converted to a more 

standard format (MP3). This allowed the recordings to be played back on a variety of 

devices. They were then transcribed into a Word document and stored under the folder 

Primary Data for each case. The documents collected were stored under the folder 

Secondary Data for each case. 

To ensure the reliability and validity of the research findings, triangulation of the data 

was used. The idea behind triangulation is that the more agreement there is of different 

data sources on a particular issue, the more reliable the interpretation of the data will 

be. Lincoln and Guba (1985) and Guba and Lincoln (1989) suggest substituting reliability 

and validity with the concept of trustworthiness, containing four aspects: credibility, 

dependability, transferability and conformability.  As part of this study, interview data, 

secondary data from documents, and presentation and feedback to senior management 

will be conducted. 
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Stage 5: Data Analysis – Reduction of Data Through Summarisation and 
Categorisation 

For Questions 21–25, data were summarised using spreadsheets to create a table, with 

the raw data entered directly into the cells of the spreadsheet. For all other questions, a 

matrix was used to map keywords and categories. 

Stage 5: Data Analysis – Pre-set Categories 

One way to categorise narrative data is to use preconceived themes or pre-set 

categories. In this instance, a search of the raw data was conducted to see whether 

these aligned with the themes and categories that had been predefined. In particular, 

“the themes provide direction for what one looks for in the data” (Powell and Renner 

2003: 3).  

Stage 5: Data Analysis – Searching for Patterns and Emerging Themes 

In order to analyse the interview data, a conventional approach to content analysis was 

used, as “this type of design is usually appropriate when existing theory or research 

literature on a phenomenon is limited” (Hsieh and Shannon 2005: 1279). 

Importantly, the literature review (Kondracki & Wellman 2002; Mayring 2000) suggested 

that conventional content analysis was most useful where the study’s aim was to 

describe a phenomenon. In this case, it is about information systems risk, involving 

people, processes and systems, and the other factors that shape it. In addition, 

researchers immerse themselves in the data to allow new insights to emerge and for 

inductive category to be developed (Kondracki & Wellman 2002; Mayring 2000). 

Furthermore, researchers regard content analysis as a flexible method for analysing text 

data (Cavanagh 1997). Hsieh and Shannon (2005: 1278) describe qualitative content 

analysis “as a research method for the subjective interpretation of the content of text 

data through the systematic classification process of coding and identifying themes or 

patterns”. 

For this study, and using conventional content analysis, the following process occurred. 

First, as mentioned previously, open-ended questions were used in the interview. The 

textual data from the interview transcripts was analysed, starting with reading the data 

several times to improve the understanding and make sense of what the data is telling 

(Tesch 1990). Second, key thoughts and concepts were captured by using codes or 

highlighting key words (Miles and Huberman 1994; Morgan 1993; Morse and Field 1995, 
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quoted in Hsieh and Shannon 2005). Third, following further analysis, data were sorted 

into categories, and the relationships that emerged were highlighted. Lastly, the 

emergent categories were organised into clusters or themes, the number of which “are 

between 10 and 15” (Morse and Field 1995). 

Analysis of the raw data commenced by looking for keywords, ideas and concepts, which 

were entered into a matrix under different columns. These data were further converged 

under thematic headings. “The formation of themes thus represents the necessary 

dialogue between data and researcher” (Holliday 2002: 104). Figure 3.4 illustrates how 

the themes emerged. 

 

Arriving at and Using Themes (Holliday, 2009, Fig 5.3, pg. 105)

Developing Sense 
of Argument

Look at the overall 
character of the 
corpus of data

Search for natural 
divisions in the 

corpus

Determine the 
character of each 

division

See how far the 
headings help make 
further sense of the 

data

Use the headings to 
organise writing

Find headings that 
suit these divisions

Hunches, focuses, areas of 
significance that arose during 

data collection

Patterns that arise during 
data analysis

 

Source: Holliday (2009: 105) 

Figure 3.4: Arriving at and Using Themes 

 

Moreover, Yin’s (2009) six-stage model uses an iterative process that further strengthens 

the case study method and the validity of the data. For example, if clarification is 

required during the data-analysis phase (Stage 5), further evidence can be sought from 

Stage 3 (preparatory) or from Stage 4 (data collection).  
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Stage 5: Analysis – Do Cross-case Comparison 

The previous section dealt with “within-case” analysis, while this section describes 

“cross-case” (that is, comparative case) analysis. Once the individual cases have been 

written and analysed, comparative case analysis can commence. 

“The idea behind cross-case analysis is to force investigators to go beyond the initial 

expressions, especially through the use of structured and diverse lenses on the data” 

(Eisenhardt 1989: 541). In cross-case analysis, the search for patterns will ensure 

conclusions were not reached too early, and that the data is examined in different ways. 

For example, looking for similarities and differences between the two cases, and where a 

pattern from one case was verified by the other case, the finding was deemed to be 

stronger.  

As well, “multiple case adequately sampled (are they typical? are they diverse?), and 

analysed carefully, can help us answer the reasonable question, do these findings make 

sense beyond this specific case?” (Miles and Huberman 1994: 173). This enhances 

generalisability, demonstrating that the events and process in one setting are not 

unique, as similar decision-making frameworks and risk management standards are used 

throughout the higher education sector. 

While many would argue that the findings from one or two case studies are not 

generalisable, it is different for the two cases in this study. In order to understand that 

the findings can be generalised, it is useful to know that all Australian universities 

operate within the same federal regulatory framework and under the same legislation. 

More importantly, all have similar governance structures and have a large and complex 

IT environment with significant dependence on IS, and they all have the same base 

funding model. For this reason, the findings will be generalisable to the entire public-

sector higher education sector within Australia. 

Where the patterns had a mismatch, further evidence was sought. For example, to 

reconcile the evidence, deeper probing was used. As well, documents collected as part of 

secondary data were consulted. In all cases, evidence was treated fairly to produce 

analytic conclusions answering the original “how” and “why” research questions. 
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Stage 5: Data Interpretation – Explore the data to seek evidence (i.e. does it 
answer the research question) 

Having completed data analysis, the next step was to make sense of the data analysed – 

that is, attempt to put the analysed data into some perspective in relation to the 

research objectives and the research questions. The researcher was interested in the 

important factors that shaped the nature of the effective decision-making processes and 

resulting strategies (for example, actors playing key roles, access to particular types of 

knowledge, the experience of key actors, management attitudes, risk perceptions, the 

perceived seriousness of disaster impacts)? Do processes and strategies vary across 

different organisation types, and if so why? How is the preparedness to deal with 

possible IS-related disasters interpreted by key decision-makers within public-sector 

organisations? Are the observable strategies likely to be effective? 

At the start of this study, the research questions were used to guide the design and 

implementation of the study. The research question under investigation should provide 

sufficient data to enable the researcher to answer the questions posed within the study 

(Kawulich 2004).  

Valid conclusions were drawn and explanations provided using the findings of this study. 

These findings have also been used to create a theoretical framework to address the 

research question and contribute to the limited existing literature in this field.   

Stage 6: Share  

The previous section dealt with the analysis stage of Yin’s (2009) model; the discussion 

now moves to the sharing stage, looking at who the audience for the report will be, how 

it will be presented to the two organisations and the final publication of the findings as 

part of the dissertation. 

Stage 6: Share – Define Audience 

The initial audience for the case studies and the dissertation consists of the researcher’s 

immediate supervision team. The second comprises participants from the two 

organisations that form the basis of the research. The third audience is the academic 

examiners responsible for marking the dissertation. The fourth is the institution at which 

the researcher is enrolled. Lastly, on successful completion, the dissertation will be made 

publicly available as part of the digital thesis publication. 
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Stage 6: Share – Summary of Findings Presentation to the Two Case Study 
organisations 

On completion of the data-analysis phase of the case study, a summary of the findings 

was presented to each of the two organisations’ participants and senior management, 

who took part in the interview process. To continue to maintain the confidentiality of the 

participants, no handouts were provided during these sessions.   

Stage 6: Share – Format of report, review and rewrite 

The researcher reviewed the entire case study and dissertation. Following feedback from 

his supervision team, plus the feedback from the case study presentations, the report 

was updated. 

Stage 6: Share – Publishing guidelines 

When writing a good case study, it should be possible to report the data collated in a 

manner that is easy to read and understand. This allows the reader – who often was not 

part of the research – to be able to embark on an enjoyable journey whereby they can 

read, digest and comprehend the report. This could allow the reader to relate the report 

and findings to their own surroundings. It may also encourage the reader to question, 

examine and critique the report. More importantly, this is why the report highlights the 

scope, validity, integrity, reliability and limitations of the research and data collected. 

The report should be designed to encourage others to conduct further research to 

validate and or to improve the model. 

Conclusion 

This chapter outlined the framework used to answer the research question. It consisted 

of the research approach and the research strategy. An interpretivist research method 

was used, incorporating inductive reasoning; information provided by participants and a 

case study approach. This was intended to allow the theory or model to be developed in 

support of the research objectives. 

The strategy used included the research design, methodology, data collection, analysis 

and reporting. The research methodology used in this study was adapted from Yin’s 

(2009) six-stage linear case study research model. The chapter outlined in detail why a 

qualitative method and case study approach were used. 

The next chapter will discuss the first case study and present the data analysis. 
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Appendix 3.1: Information Sheet 

Explanatory information for participants taking part in the exploratory case study. 

My name is Naveen Sharma and I am conducting research as part of my PhD studies 

under the supervision of Dr Larry Crump and Dr Luke Houghton of the Department of 

International Business and Asian Studies, Griffith Business School.  Authority to 

undertake this research at Uni XX has been approved by the <Name of approver> 

at Uni XX . 

The research project I am undertaking is: “Understanding Preparedness for Information 

System (IS) Disasters in Australian Higher Education Sector Organisations: A Comparative 

Case Study Approach”. More specifically, I am investigating the key factors that shape 

the decision-making frameworks of Australian public higher education organisations in 

developing risk management strategies to address possible disasters arising from 

Information System (IS) failures.   

I am inviting you to participate in this research. This information sheet is provided to 

help you decide if you wish to participate in this study. Your participation will involve: 

• An initial 45–60 minute interview with the researcher; 

• Observation at approved/agreed management meetings; 

• Audio recording of interviews and meetings (with your consent); and 

• If required, a follow-up interview of up to 30 min duration. 

Participation is voluntary in this research and your participation and responses will in no 

way be identifiable by either your manager or employer. All data collected will remain 

confidential and the only people examining the raw data will be my Primary Supervisors 

and I (the Researcher). The conduct of this research involves the collection, access 

and/or use of your identified personal information. The information collected is 

confidential and will not be disclosed to third parties without your consent, except to 

meet government, legal or other regulatory authority requirements. A de-identified copy 

of this data may be used for other research purposes. However, your anonymity will at 

all times be safeguarded. All audio recordings, once transcribed will be stored in a locked 



 

92 Chapter 3: Methodology 

safe and destroyed at the end of two years from date of recording. For further 

information please consult (Organisation’s Privacy Plan at <Organisation website> or 

telephone < Organisation number>. 

If you are willing to participate, kindly read and sign the attached Participant Consent 

Form, which also contains contact details of (Researcher’s organisation’s) Research 

Ethics Committee. A summary of the outcomes of the research will be made available to 

research participants.  

I take this opportunity to thank you (whatever your decision is) for your consideration 

and time. 

 

________________________ 

Naveen Sharma 

PhD candidate (Researcher’s Contact and address details) 
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Appendix 3.2: Participant Consent Form 

Dear <Name of Participant> 

 

Research Project: “Understanding Preparedness for Information System (IS) Disasters in 
Australian Higher Education Organisations: A Comparative Case Study Approach”  

Research Team 

Name(s): Naveen Sharma; Dr Larry Crump and Dr Luke Houghton 

School(s)/Centre(s): Department of International Business and Asian Studies, Griffith 
Business School. 

Contact Phone: (Phone number) 

Contact Email: (Researcher’s email address)  

 

By signing below, I confirm that I have read and understood the Information Sheet 
provided. In particular, I have noted that I understand that:  

• my involvement in this research will include: 

- An initial interview with the Researcher of 45 – 60 minutes duration; 

- Observation by the Researcher at  agreed specified meetings (e.g. IT 
management team meeting); 

- If required, a follow-up meeting with the Researcher of 30 minutes 
duration; and 

- All meetings (attended by the Researcher) may be audio recorded.  

• I have had any questions answered to my satisfaction;  

• there will be no direct benefit to me from my participation in this 
research;  

• my participation in this research is voluntary. My participation and 
responses will in no way be identifiable by my manager or employer; 

• any audio recordings, once transcribed, will be stored in a locked safe and 
destroyed at the end of two years from date of recording; 

mailto:n.sharma@griffith.edu.au
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•  if I have any additional questions I can contact the research team;  

•  I am free to withdraw at any time, without comment or penalty;  

•  I can contact Research Ethics, at (XYZ Research Ethics Committee) on 
(phone number) (or ethics email address) if I have any concerns about the 
ethical conduct of the project; and  

 

   I agree to participate in the project. I do not agree to participate in the 
project.    

       

       I agree to audio recording of interview.   I do not agree to audio recording of
 interview.  

 

Participant Name:  ________________________________ 

 

Participant Signature : ________________________________ 

 

Consent Date  : DD / MM / Year 
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Appendix 3.3: Questions for interview 

1. What are the key business strategies being undertaken by the university over the 
next one to three years?  

2. What are the core business services provided by your organisation? 

3. Are any of these services critical in nature for the business?  

4. What are the key IT/IS systems that underpin the critical business services 
outlined earlier/above? 

5. What frameworks/methodologies are currently used in your organisation for 
decision-making?  

6. From your perspective, does your organisation develop or have any plans, 
frameworks or strategies in place, to deal with IT/IS outages? 

7. How effective do you consider these plans/frameworks/strategies to be? How do 
you know? 

8. Has the organisation ever experienced any major outages with its information 
systems?  

a. If yes, how was the business impacted?  

b. How long was the outage? 

c. What was the cause?  

d. Were any plans activated?  

9. How is information systems risks managed in your organisation? 

10. What role do you play in this? 

11. If you were given the opportunity, would you change how information systems 
risk is managed in this organisation? Please explain? 

12. Does/is your organisation currently: 
a. have a business continuity/disaster recovery (BC/DR) strategy?  

BC: Yes/No;  DR: Yes/No 
b. planning to have a BC/DR plan in place? Yes/No 
c. If yes, by when?   
d. why the delay?  
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13. What IS services (applications or systems) do you consider as being mission 
critical in terms of ensuring business continuity? (think of this is in terms of IT 
services currently provided on campus). 

14. Say there was a major IT outage today (e.g. by fire, power failure or other), and 
your main/primary data centre was made inoperable/destroyed.  

a. Do you know how long would it take to bring the organisation’s mission-

critical services (applications) back online?  

b. Is there any RPO/RTO7 for these mission-critical services? 

15. Is the organisation already using or currently considering cloud-based services to 
supplement or outsource, business continuity and disaster recovery? 

16. Which part of the business made the decision to take this service into the cloud 
model? 

17. If you have or are thinking of the cloud would it be IaaS, PaaS or SaaS8 or other? 
Please describe other? 

18. What would be your top concerns about using cloud-based business 
continuity/disaster recovery services? 

19. For which IT services or applications would you consider using, a cloud provider 
for business continuity/disaster recovery?  

20. What would you say are your organisations key business drivers in the decision 
to use cloud-based business continuity/disaster recovery services? 

21. On a scale of 1–4, where 1 equals “no involvement” and 4 equals “fully 
involved”, what is the level of involvement of the business owners in the 
following: 

a. Business Impact Analysis  
b. Risk Assessment  
c. DR/BCP Plan Development  
d. DR/BCP Plan Testing  
e. BCP Awareness and Training  

22. Select the top three challenges of implementing and managing effective business 
continuity management (BCM) in your organisation (BCM = BCP + policy and 
objectives + monitoring and reviewing the performance and effectiveness of the 
BCP): 

                                                           

7 Recovery Point Objective (RPO) refers to the point in time in the past to which you will recover. Recovery Time Objective 
(RTO) refers to the point in time in the future at which you will be up and running again. 

8 IaaS – Infrastructure as a Service: cloud providers supply server and storage hardware, dynamically scalable. PaaS – 
Platform as a Service: cloud providers deliver a computing platform, operating system, programming language execution 
environment, database, and web server. Software owned by the client. SaaS – Software as a Service: users are provided 
access to a full service in the cloud, using a subscription fee. 
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a. Lack of executive level support or does not take business continuity 
preparedness seriously  

b. Our BCM managers do not have enough authority/executive support 

c. Implementing BCM corporate wide 

d. The scope and responsibilities of our BCM program are ill-defined 

e. Inadequate funding 

f. Lack of skilled staff 

g. Our BCM program is too focused on IT disaster recovery 

h. Other, please specify 

23. Do you feel that the level of risk (business and IT) is increasing? If so, what is 
driving the increased risk – select the top three, please:  

a. Business complexity of our organization  

b. Increased regulatory requirements 

c. Increased reliance on technology 

d. Insider threats 

e. Geographic distribution of our organization 

f. Increased frequency and risk of epidemics and pandemics 

g. Financial instability 

h. Age of data centre facility & associated infrastructure 

i. Increased threat of cyber attacks 

j. Increasing frequency and intensity of natural disasters 

k. Power and fuel shortages/scarcity/outages 

l. Increased reliance on 3rd parties (i.e. outsources, suppliers, cloud service 
providers, etc.) 

24. Which organisational position (refer to list below) does the Manager, Business 
Continuity Management program currently report into? (if role does not exist 
then think in terms of whoever is currently responsible for BCP): 

a. Council/Senate 

b. President/Vice Chancellor 
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c. Enterprise Risk Manager 

d. Deputy Vice Chancellor/Pro Vice Chancellor (who is responsible for IT) 

e. Director ITS/CIO 

f. Vice President/CFO Finance 

g. Facilities Management 

h. Other, please specify  

 

25. Are any DR/BCP reports made or distributed? If Yes by who? What report? 

a. Any reports = Yes or No 

 b. By Who?  

 c. Name of report? 
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GRIFFITH UNIVERSITY HUMAN RESEARCH ETHICS COMMITTEE 

 

 17-Feb-2014 

 

Dear Mr Sharma 

 

I write further to the additional information provided in relation to the provisional 
approval granted to your application for ethical clearance for your project "NR: 
"Understanding Preparedness for Information System (IS) Disasters in Australian Public 
Sector Organizations: A Comparative Case Study Approach."" (GU Ref No: 
IBA/14/13/HREC). 

 

The additional information was considered by Office for Research. 

 

This is to confirm that this response has addressed the comments and concerns of the 
HREC. 

 

Please ensure the informed consent materials will be distributed with the Griffith 
University logo.  Information relating to the logo can be found at:  
http://www.griffith.edu.au/web-style-guide/creating-branding/griffith-logo-usage 

 

Consequently, you are authorised to immediately commence this research on this basis. 

 

The standard conditions of approval attached to our previous correspondence about this 
protocol continue to apply. 
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Regards 

Dr Gary Allen 

Senior Policy Officer; Office for Research; Bray Centre, Nathan Campus 

Griffith University 

ph: +61 (0)7 3735 5585; fax: +61 (0)7 3735 7994; email: g.allen@griffith.edu.au 

 

Researchers are reminded that the Griffith University Code for the Responsible Conduct of 
Research provides guidance to researchers in areas such as conflict of interest, authorship, 
storage of data, & the training of research students. 

You can find further information, resources and a link to the University's Code by visiting 
http://policies.griffith.edu.au/pdf/Code%20for%20the%20Responsible%20Conduct%20of%20Res
earch.pdf   

PRIVILEGED, PRIVATE AND CONFIDENTIAL 

This email and any files transmitted with it are intended solely for the use of the addressee(s) and 
may contain information which is confidential or privileged. If you receive this email and you are 
not the addressee(s) [or responsible for delivery of the email to the addressee(s)], please 
disregard the contents of the email, delete the email and notify the author immediately. 

http://policies.griffith.edu.au/pdf/Code%20for%20the%20Responsible%20Conduct%20of%20Research.pdf
http://policies.griffith.edu.au/pdf/Code%20for%20the%20Responsible%20Conduct%20of%20Research.pdf
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Chapter 4 
Case Study 1: 

University A (UA) and Analysis 

Introduction 

Over the next 10 to 15 years, the current public university model in Australia will become 

unviable in all but a few cases (Bokor, 4: 2012) from a recent in-depth survey report of over 20 

Australian universities conducted by Ernst & Young (Bokor 2012). Their view is that the higher 

education sector is undergoing a fundamental transformation in terms of its role in society, 

mode of operation, and economic structure and value.  

The report highlighted several drivers of change. First, there will be intense competition for 

domestic and international students, and challenges to government funding. Second, new 

global-scale markets will emerge, competing in the international student market. Third, there 

will be more integration with industry to increase the number of research partnerships and 

commercialisation opportunities. Fourth, digital technologies will increase access to 

knowledge, and participation from new markets will drive a global education revolution and 

blended learning – both on campus and remotely. 

This case study will first provide a brief outline of University A’s (UA) organisation in terms of 

its size, top-level organisation structure and associated portfolio responsibilities. Second, it 

will describe the university’s governance process in terms of committee structures and how 

information systems risk is managed. Third, the IT environment and top-level plans will be 

described.  

Access to the organisation was conditional on anonymity being maintained, so the 

organisation has been identified as UA and the staff who took part in the interviews are 

identified as Participants 1–21 or P1–P21. 

Lastly, the core part of this case study is the presentation of data and analysis. As a reminder, 

there were 21 participants who were each asked 25 questions. Each of these questions will be 

described in terms of its rationale and relevance, and the results for each of the questions will 

be presented in terms of the raw data, categorisation and tabulation followed by analysis and 

summary. 
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Size 

UA is a leading Australian university, offering courses and research to over 40,000 students. It 

has a global outlook, including several thousand international students from 100 countries. 

UA has 4,500 staff and an annual operating budget approaching $1 billion. The university has 

two major campuses and one minor campus within a 100-kilometre radius of a provincial 

capital city. 

Organisation Structure 

UA Council is the governing body of the university, ultimately responsible for ensuring its 

proper and effective management and operation. The structure, composition and 

membership of this 22-member council are consistent with government requirements and 

with the Voluntary Code of Best Practice for the Governance of Australian Universities 

(UA Policies and Procedures Manual, 2013). 

The council prepares the foundation for management and oversight of UA through input into 

the development and approval of the strategic direction and policies of the university. It 

approves policies and procedures that underpin UA’s ethical behaviour and compliance with 

its obligations. It reviews and monitors the performance of both UA and controlled entities, 

such as institutes and research centres, and reports to state and federal governments. 

The Vice-Chancellor is the chief executive officer of UA, responsible to the council for 

promoting the interests and goals of UA and advancing its development and organisational 

values. 

Deputy Vice-Chancellors and heads of division are responsible to the vice-chancellor for the 

overall leadership, management and administration of their areas of responsibility. Within this 

study, the Deputy Vice-Chancellor (Technology, Information and Learning Support) is the 

primary executive responsible for IT, risk management and disaster recovery. 

This study is generally focused on the university structure concerned with the development, 

implementation, delivery and support of IT services, and specifically concerned with that part 

of the organisation responsible for IT disaster recovery. Currently, there is no area that is 

responsible for overseeing the development and implementation of business continuity plans 

across UA. 

An organisation structure chart highlighting the function of disaster recovery responsibility is 

shown in Figure 4.1. 



 

Chapter 4: Case Study 1 – University A (UA) 103 

 

 

 

Source: UA Policies and Procedures Manual (2013). 

Figure 4.1: UA Organisation Structure 

Governance Structure 

The UA governance framework clarifies how the structures, policies and practices of UA are 

integrated, and the respective roles of council and management. It provides a foundation for the 

effective discharge of responsibilities and demonstrates UA’s commitment to good governance. 

UA has embedded the following elements of sound corporate governance practice 

(UA Governance Framework, 2014): 

• strategic direction, planning and monitoring of UA vision, goals and values 
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• role and powers of Council  

• structure, composition and membership of Council  

• council performance and effectiveness  

• robust risk management and compliance processes  

• effective and appropriate committee structures  

• reporting and monitoring (disclosure, transparency and accountability)  

• corporate values (social responsibility and ethics) 

 

Figure 4.2 illustrates how UA’s governance framework operates. 

 

 

 

Figure 4.2: UA Governance Framework 

 

As part of the UA Governance Framework Committee Structure, the UA Council has five 

committees, one of which is the Audit and Risk Management Committee. The Vice Chancellor, 

who reports to the council, has 15 committees (VCC1–15). One of the Vice Chancellor’s 

committees is the IT Governance Committee, which comprises four sub-committees as shown 

in Figure 4.3. These are:  
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• Infrastructure Advisory Committee;  

• Service Delivery Advisory Committee;  

• Learning and Teaching Committee; and 

• Information Management Advisory Committee (includes Library). 

 

 

 

Figure 4.3: UA IT Governance Committee and Sub-Committees 

Decision-making Framework and Relevant Corporate Policies 

The Council endorses a framework for the delegation of decision-making based on principles 

of empowerment of staff and committees in an environment of responsible corporate 

governance. Some of the key frameworks and procedures are listed below: 

• Financial and Performance Management Standard 2009 
• Register of Compliance Obligations 
• Risk Management Framework 
• The UA Planning Framework  
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• The UA Quality Framework 
• Online Manual of Policies and Procedures 

More specifically, the UA Planning Framework links UA’s strategic blueprint to divisional and 

operational plans. From an IT perspective, the governance around the blueprint is with the UA 

Council and Vice Chancellor’s executive group. The divisional plan is overseen by the IT 

Governance Committee, while the operational plan is the responsibility of the IT Director and 

the management team. The IT Director is a member of the IT Governance Committee. 

Management of Risk 

The Audit and Risk Management Committee evaluates the adequacy and effectiveness of the 

management of significant business risks and advises Council on UA’s level of exposure to 

such risk.  

Regular reports on the status of audit and risk compliance are provided to these committees 

by the Assurance and Risk Management Services section. In support of this, a piece of 

secondary data, in the form of an altered extract (to maintain UA anonymity) from a council 

meeting, is provided below: 

Assurance and Risk Management Services Activity Report for the period <date 

removed>. 

Audit and Risk Management Committee endorsed the Assurance and Risk 

Management Services Activity Report for the period < date removed >. The 

Report detailed progress against the approved Assurance and Risk Management 

Plan for <year removed>; key issues and risks raised in the audit and review 

reports finalised during the period; other assurance activities; the status of high 

risk outstanding recommendations; and update on risk management activities. 

(UA Council Report) 

The UA Risk Management Policy and the Risk Management Framework make each faculty and 

division responsible for managing their business risks. As such, any strategic risks that are 

identified are input into the “UA Corporate Risk Register. Audit and Risk Management 

Committee endorsed the updated draft UA Corporate Risk Register, incorporating feedback 

provided by Audit and Risk Management Committee and the Vice-Chancellor” (UA Council 

Report). 
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For example, UA’s Director of the Information Technology Services division is accountable to 

the Deputy Vice Chancellor for all IS risks. Consequently, the IT managers are responsible for 

the IS risks within their own areas. So any IS risks that are strategic get reported into the 

Corporate Risk Register. More importantly, the alignment of the risk management framework 

with the strategic planning processes facilitates a closer interaction between the revision of 

plans and the reassessment of risks.  

The Risk Management Framework also contains the link to the UA_IT Disaster Recovery Plan, 

which amongst other information contains the priority order and sequence in which IT 

services will be brought up following a major IT outage or disaster.  This is shown in Figure 4.4. 

 

 

Source: UA Risk Management Framework. 

Figure 4.4: Critical Business Services Priority List 
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IT Environment 

The IT environment exists across multiple campuses and is complex in nature. IT systems and 

services are delivered in a hybrid structure consisting of central (corporate) and faculty-based 

support. While a majority of the core corporate IT systems and services are delivered from a 

centralised resource pool, there are many critical and specialist IT services that are delivered 

by the faculties. Of the participants interviewed, those who worked in IT were limited to staff 

working in central IT only, rather than including faculty IT staff. 

The Central IT services organisation structure is shown below in Figure 4.5. It identifies the 

Disaster Recovery Management Team as well as the DR Coordinator role under the Manager, 

Service Management and Training. 

 

 

Source: UA Website 

Figure 4.5: UA Corporate Information Technology Services Structure 

Within organisations, the terms “information systems” (IS) and “IT system” are often used 

interchangeably. Information systems include all IT, infrastructure and networking, while IT 

systems are made up of hardware (servers and storage), software (operating systems, 

applications, databases and interfaces) and networking (internet, wireless, network operating 

system, cables and switches). These are housed in a data centre on premises or hosted 

externally. For the purposes of this study, IS and IT systems will mean the same thing. 
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Data and Analysis 

The method used to explore this study was described in detail in Chapter 3. Briefly, interviews 

were conducted. There were 25 questions and 21 participants from UA. The participants 

included five directors, four of whom were external to the IT department. The remaining 

16 participants were senior technical and management staff from the central IT department.  

This research was based on the understanding that participants would not be identified. 

However, where quotes were given, the participants were identified as Participant X or P1, P2 

and so on.  

The interviews were conducted face to face, and the conversation was recorded and notes 

taken. The recording was transcribed from voice to text. The text was coded during the initial 

analysis and the raw data were tabulated and categorised. Following this, a more detailed 

analysis of each question was conducted.   

In the following section, each of the interview questions will be introduced in terms of 

significance, presentation of the raw data and detailed analysis and discussion.  

The format of writing for the questions is as follows: 

• Each question is identified with keywords. 
• The actual question is detailed. 
• Any acronyms are described. 
• The raw data are presented. 
• Detailed analysis follows. 
• A short summary is provided. 

The analysis will look at the data from all the UA participants for each of the questions in 

order to look for patterns and emerging themes or categories. Furthermore, the data will be 

examined to determine whether the research question was answered. The purpose was to 

investigate the key factors that shape the decision-making framework of Australian higher 

education organisations in developing risk-management strategies to address possible 

disasters arising from IS failures. Chapter 6 provides a cross-case comparison between 

University A (UA) and University B (UB). 

Question 1: Organisation Business Strategy 

What are the key business strategies being undertaken by the university over the next one 

to three years? 
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Question 1 was designed to provide an understanding of the organisation’s focus areas. 

Subsequent questions explore the key services and IT systems that are required to help 

achieve these business strategies. The responses obtained are then compared with UA’s 

strategy document to determine the level of alignment between what the participants said 

and what is documented. Acronyms used in this question are shown in the footnotes in 

alphabetical order.9 

Q1 Organisation Business Strategy: Data 

Raw data collected are shown in Appendix 4.1. The number of strategies described by each 

participant (identified as Q1P1 to Q1P21) ranged from zero to nine. Responses are provided by 19 

of the 21 participants. Two participants (P10 & P11) did not provide any response to Question 1.  

The responses reveal a total of 14 different strategies, which are displayed in a graphical radar 

chart. A graphical radar chart, also known as a spider chart or a star chart, plots the values of each 

category along a separate axis that starts in the centre of the chart and ends on the outer ring. For 

example, the category Mobile Services has a frequency (value) of 5 which means that five 

participants made comments that referred to mobile services as shown in Figure 4.6. 

 

 
Figure 4.6: Strategies provided by participants for Q1 

                                                           

9 Acronym used in this question include: Information Technology (IT). 
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Q1 Organisation Business Strategy: Analysis 

Closer examination of each of the 14 strategies reveals that there is some commonality between 

these. For example, the Virtual Learning Environment, E-Provisioning, Cloud Services and Mobile 

Services have technology components that can be grouped and termed Digital Services Strategy 

(Queensland Government 2014). The Digital Services Strategy is allocated the code DSS. 

Similarly, the strategies around Support Teaching and Learning, Virtual Learning Support, 

Student Services and Self-Services have common components of support services for 

students, so can be grouped as Student Services and Support (SSS). In the same way, 

Workforce Planning and Transformation and Sustainability strategies are grouped as 

Workforce Transformation (WFT). 

The reason why sustainability is grouped here is that participants described the challenges of 

the increasing demand for IT services versus a reduced IT workforce, and how innovation is 

being used to meet this demand. The remaining strategies, comprising Research (RES), 

Community (COM) and Administrative System Support and Delivery (ASD), are left alone in 

the first pass of the coding. This is shown in Table 4.1. 

Table 4.1: First pass of data analysis – coding of strategies 

 
Key Strategies for UA Code 

1. Virtual Learning Environment (plus tools) DSS 
2. Transformation of Learning and Teaching TLT 
3. Support Teaching and Learning SSS 
4. Workforce Planning and Transformation WFT 
5. Virtual Learning support SSS 
6. Research  RES 
7. Community COM 
8. Administrative System Support and Delivery ASD 
9. Student services SSS 
10. Sustainability WFT 
11. E-Provisioning DSS 
12. Self-Services SSS 
13. Cloud Services DSS 
14. Mobile Services DSS 

 

The data from participant responses show fragmentation in description when compared with 

the strategic document. The first pass of the coding and grouping is able to reduce the 

number of strategies from 14 to seven. However, the UA 2014 Strategy document lists three 
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key strategies only: Learning and Teaching; Research; and Sustainability. In order to provide a 

comparison, a second pass of thematic analysis was attempted to reflect the three key 

strategies. 

The services are grouped based on common attributes. For example, DSS and SSS are services 

that are provided to students and academics, so form part of the learning and teaching 

services. Research stands alone, while WFT, ASD and COM are grouped as part of 

Sustainability. The inclusion of WFT, ASD and COM in the category Sustainability can be 

defended by the fact that these involve services and facilities that depend on resources 

available.  

When demand for these services increases, the supply side should also proportionately 

increase. Where this does not occur – that is, when demand exceeds supply – the services 

would be deemed unsustainable. Moreover, at UA, workplace transformation10 is a strategy 

being implemented to meet increasing service demand due to an increase in student numbers 

without a corresponding increase in staff numbers. 

The grouping in the first and second pass is illustrated in Figure 4.7. 

The responses from Question 1 indicate that a significant number of the participants have an 

awareness and a good understanding of the key strategies, as many of the participants hold 

senior management positions.  

Furthermore, to achieve key organisational strategies, risks need to be managed. The 

secondary data reveals that the council has overall responsibility for risk management at UA, 

which it exercises through the Audit and Risk Management Committee. Subsequent questions 

will establish knowledge and use of relevant policies and frameworks (for example, the Risk 

Management Policy and the Risk Management Framework). 

Importantly, the Director of Information Technology Services is accountable to the Deputy 

Vice Chancellor for all IS risks, while the IT managers are responsible for the IS risks in their 

work areas. More importantly, if these staff are aware and have knowledge of the 

organisation’s business strategies and the key services that are required, then these become 

an input factor for how IS risk management strategies are developed. For example, 

“Transforming Learning & Teaching – so that’s about moving away from traditional class room 

                                                           

10 UA_Participants_2, 5, 15, 16, 19, 20 and 21, 
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teaching methods and moving to an online model”,11 thus introducing new forms of IS risks. 

Therefore, it is necessary to “Keep up-to-date with all our services and make these sustainable 

because there is high risk particularly around demand for online learning and support around 

that and for sustainability of this”.12 

 

 

 
Figure 4.7: Grouping and Mapping of Key Business Strategies from Participants 

The secondary data also indicate the importance of the alignment of risk management with 

the strategic planning process because it facilitates closer interaction between the revision of 

plans and the reassessment of risks. For UA, this is very important as the Risk Management 

Framework also contains the link to the UA_IT Disaster Recovery Plan which, amongst other 

information, contains the priority order and sequence in which the critical IT services will be 

brought up following a major IT outage or disaster.  

                                                           

11 UA_ Participant Three 

12 UA_ Participant One 



 

114 Chapter 4: Case Study 1 – University A (UA) 

It can therefore be observed that this case study has direct relevance to the research question 

which seeks to determine how organisations develop and validate information systems (IS) 

risk management (RM) strategies. The results will help determine the key factors that shape 

the decision-making framework of Australian higher education organisations in developing 

risk management strategies to address possible disasters arising from IS failures. 

Questions 2, 3 and 4: Business Services and IT Systems 

Question 2: What are the core business services provided by your organisation? 

Question 3: Are any of these services critical in nature for the business? 

Question 4: What are the key IT/IS systems that underpin the critical business services 
outlined earlier/above? 

Question 2 seeks to establish the core business services provided by UA while Question 3 aims 

to identify which of these services are critical. The reason for this information is to gain an 

understanding of which important (critical) services need to be in place in the event of an IT 

outage, to allow UA to continue to conduct its core business, albeit in a reduced capacity. 

Question 4 is included to understand the key IT systems required to enable UA  to deliver 

these critical services in the event of a major IT failure.  

Later, this question, along with Questions 6–9, will attempt to answer the research question, 

which seeks to determine how UA actually develops and validates information systems risk-

management strategies. 

Each of Questions 2–4 will now be discussed. Raw data collected for Questions 2–4 are shown 

in Appendixes 4.2 to 4.4. Acronyms used in this question are shown in the footnotes in 

alphabetical order.13 

 

Q2 Core Business Services: Data 

The raw data are shown in Figure 4.8. 

                                                           

13 Acronyms used: Critical Business Services List (CBSL); Customer Relationship Management (CRM); Information Technology (IT); 
Local Area Network (LAN); The Open Group Architecture Framework (TOGAF); and Wide Area Network (WAN). 



 

Chapter 4: Case Study 1 – University A (UA) 115 

 

 
Figure 4.8: Core Business Services 

Q2 Core Business Services: Analysis 

In the first pass of the thematic analysis, a closer examination of the raw data from Question 2 

reveals that not all services provided by the participants are business services, as was asked in 

the interview. This made it necessary to separate these into two groups: Business and 

Enabling Services, as illustrated in Table 4.2. 

In the context of this study, Business Services are client-facing while those that are backend 

and provide support are Enabling Services. Services can simply be described as consisting of a 

service provider and consumer. Where a consumer interacts with the provider whether in 

person or by other means, is described as client-facing. The service is supported by means of 

software, hardware and networking which could be termed enabling services. 

In particular, for client-facing services, the businesses are largely concerned with service 

delivery to the client (for example, student administration) and take for granted that enabling 

IT services are always available (for example, infrastructure services) (P1, P2, P4, P5 and P7). 

In addition, “a Business Service may correlate directly to an IT service or may comprise a 

number of IT/technical services”.14  
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Table 4.2: Business and Enabling and Support Services 

 

 

 

In the second pass of the thematic analysis, the Business Services are regrouped on the basis 

of common characteristics. For example, research services and research data management 

are both associated with research. Similarly, services associated directly with Learning and 

Teaching are grouped, as are those services supporting UA Administration. 

From this, the three business service categories – Research; Learning and Teaching; and 

Administrative Services – have evolved as illustrated in Figure 4.9. More importantly, the 

Enabling and Support Services category underpins all three categories, as shown in the figure.  

The data seen earlier reveal that a significant number of participants are saying that, “The 

core services are Learning and Teaching; Research – ambition is to increase the amount of 

research we do to increase research income; and Administration services for running the 

university.”15 

                                                           

15 UA_ Participant Six. 

Raw Data Business Services Enabling & Support Services
Portal Service Gateway X
Research Services X
Administrative Services X
Learning and Teaching X
Research Data Management X
Student Administration X
Community Engagement X
IT Security Services X
Learning and Teaching Design X
Provide innovation X
Support Learning Technology X
Application Support X
eTV X
Enterprise Application Support X
Infrastructure Services X
Information Resources X
Learning Support X
Library Services X
Inquiry Management System X
Crisis Management X
Emergency Management X

NOTE: Non-Business Services were discarded from further analysis as Q2 was about core business services only.
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Figure 4.9: Grouping Responses 

Upon examination of the remaining responses, the frequency count shows that only a small 

number of responses are spread across a number of services. However, these responses are 

able to be aligned with the three core services. For example, Learning and Teaching Design 

has elements of Learning and Teaching. Another example is Crisis Management, which is part 

of Administrative Services. 

 

Q3 Critical Business Services: Data 

The raw data are shown in Figure 4.10. 
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Figure 4.10: Critical Business Services 

 

Q3 Critical Business Services: Analysis 

Analysis of Question 3 reveals that, of the core services, only Research and Learning and 

Teaching are deemed critical by a significant number of participants: “Teaching is absolutely 

critical, the need to support research and if we can’t support the community we won’t have a 

reputation.”16 In contrast, only half the participants who said Administration was a core 

service also described it as being critical.  

However, when the remaining responses that previously were aligned with Administrative 

Services are combined, it becomes apparent that this service is also critical – that is, “The critical 

services are: Learning and Teaching services; Research services and Administrative services17” and 

“Learning and Teaching Support; Learning and Teaching Design; Research computing; Research 

Support18.” Hence the findings that all three core services are also critical. 

 

                                                           

16 UA_ Participant 12. 

17 UA_ Participant Four. 

18 UA_ Participant Nine. 
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Q4 IS and IT Systems: Data 

The raw data are shown in Figure 4.11. 

 

 
 

Figure 4.11: IT Services that Underpin Critical Business Services 

 

Q4 IS and IT Systems: Analysis 

The 21 responses that emerged from Question 4 can be grouped into three pre-set IT 

categories: Technology, Database and Applications, as shown in Table 4.3.  

The characteristics that these three categories have in common are consistent with The Open 

Group Architecture Framework (TOGAF). As well, “Information Technology means the use of 

hardware, software, services and supporting infrastructure to manage and deliver 

information.”19 

While the responses have been broken into three categories for analysis purposes, in reality 

an application cannot run without infrastructure and a database. Infrastructure on its own is 

of no value without appropriate applications and a suitable database. So the data from 

Question 4 will be looked at in its entirety – that is, the three categories working in 

combination. This demonstrates the importance of IT services when it comes to supporting 

critical business services. 

 

                                                           

19  North Dakoda Century Code, Chapter 54.59.01, 2014. 
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Table 4.3: Grouping of IT Services that Underpin Critical Business Services 

 

 

 

Information provided by the participants reveals which IT systems will be necessary to deliver 

critical services in the event of a major outage. Of the entire technology infrastructure, Data 

Centre, Network, Servers, Storage, Access and Authentication are considered essential. Also, 

“We have identified our key services that are critical. We have a Critical Business Services List 

which identifies all IT systems that underpins the services and is on a priority basis (e.g. data 

centre = priority 1).”20 

In addition, “The critical services are the same as our core services: Administration (student 

administration, communication (website) & collaboration tools, email, payroll, LMS, Finance); 

Research (is critical to overall nature of the business but not time critical generally); and 

Learning and Teaching (obligated to deliver these to a mass of students, and if not done then 

money will not come).”21 The findings also reveal that the Learning Management System, Web 

                                                           

20  UA_Participant 15. 

21  UA_Participant 3. 

Question 4:    IT Services that underpin 
critical business services

Technology 
Infrastructure

Database Applications

Data Centre X
Network (LAN, WAN, Internet & Wireless) X
Servers & Storage X
Access & Authentication X
Corporate Databases X
Web Services X
Email X
SMS Communication X
Building Entry Systems X
Learning Management System X
Portal X
Student Administration and
Management System

X

HR and Payroll X
Finance X
High Performance Computing X  
Library X
Sharepoint & Collaboration X
AskUA - CRM - Rightnow from Oracle X
Research Master System X
Active Directory X
Cloud Hosting (Software as a Service) X
Lecture Capture X
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Services and Student Administration Management Systems are the most important of all the 

application services. 

Thus far, Question 1 has established that UA has three key strategies: Learning and Teaching; 

Research; and Sustainability. Senior management (at the director level) is aware of all three 

strategies. This is largely because of the involvement of senior management in the annual 

retreat with the Vice Chancellor and the executive team, where the strategic plan is 

developed or updated.  

However, most of the responses provided by the remaining participants are at the divisional 

level (that is, sub-strategies), although they can be combined and aligned with the three key 

strategies. The middle managers and technical staff are more aware of the operational plan, 

and to some extent the divisional plan, as opposed to the UA strategic plan.  

Question 2 reveals the top three core services as Teaching and Learning; Research; and 

Administrative. All three are deemed critical (Question 3). A significant number of participants 

are able to name these because they represent the technical staff and middle managers who 

are familiar with UA’s Critical Business Services List (CBSL). More specifically, this list – 

consisting of the three critical services and the IT systems underpinning these (Question 4) – is 

described in UA’s Disaster Recovery Strategy document.  

The analysis of subsequent questions will investigate how IS risk is managed to prevent IT 

outages, which otherwise can impact the business services. Furthermore, if there are IT 

outages, how will these be managed? 

Q5–Q7: Plans, Frameworks, Methodologies or Strategies 

Question 5: What frameworks/methodologies are currently used in your organisation for 

decision-making?  

Question 6: From your perspective, does your organisation develop or have any plans, 

frameworks or strategies in place to deal with IT/IS outages? 

Question 7: How effective do you consider these plans/frameworks/strategies to be? How 

do you know? 

Question 5 seeks to establish the frameworks and methodologies used by UA as part of the 

organisation’s decision-making. Question 6 seeks to identify which ones are being used to 

manage IT outages. The reason is to obtain a greater insight into staff awareness and the 
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application of these frameworks in the event of IT outages. Hence Question 7 is designed to 

understand, from the participants’ perspective, whether they think the plans and frameworks 

are effective.  

Acronyms used in this question are shown in the footnote in alphabetical order.22 

Q5–Q7 Plans, Frameworks, Methodologies or Strategies: Data 

Responses to Questions 5, 6 and 7 were extracted from the interview data and tabulated as 

shown in UA Appendixes 4.5, 4.6 and 4.7 respectively, located at the end of this chapter.  This 

allows a closer examination of what the participants say. Results are summarised in Table 4.4. 

Table 4.4: Summary of UA Q5–Q7 Responses 

 

 

                                                           

22 Acronyms used for this question include: Business Continuity (BC); Business Continuity Planning (BCP) Disaster Recovery (DR); 
Disaster Recovery Plan (DRP); Government Information technology Conditions (GITC); Information Systems (IS); Information 
Technology (IT); IT infrastructure Library (ITIL); Project Management Book of Knowledge (PMBOK); System Operating Procedures 
(SOP); Service Outage Report (SOR); System Recovery Procedures (SRP); The Open Group Architecture Framework (TOGAF). 

UA Q5 - 7  Responses

Q5            
Decision 
Making 

Framework 
Frequency

Q6
IT/IS Outage 

Plans 
Frequency

Q7
Plan 

Effectiveness 
Frequency

ITIL Framework 12 4 2
Service Management Committee 3 0 0
Project Management Framework (PMBOK) 18 1 0
Agile Methodology 2 0 0
Application Development Methodology 5 0 0
The Open Group Architecture Framework (TOGAF) 2 1 0
Risk Management 11 6 2
IT Governance Committee 4 2 1
Financial Management Practice 5 0 0
Portfolio Management Approach 4 0 0
State Government Information Standards e.g. IS18. 3 0 0
GITC 5 0 0
Prioritisation Matrix 2 0 1
Disaster Recovery Plan  (DRP) 5 17 17
Business Continuity Plans (BCP) 5 11 6
System Recovery Plans 1 9 3
System Operating Procedures 0 10 7
Strategic Management Framework 1 1 1
Corporate Risk Register 0 1 1
IT Risk Register 0 1 1
Service Review Plan 0 1 1
Critical Business Services List 5 17 17
Roadmaps (e.g. service) 1 0 0
Pandemic Plans 1 3 1
Crisis Management Plans 1 3 0
Asset Management Plan for IT 1 0 0
Records Management Guidelines 1 0 0
Resources and Projects Steering Committee 1 0 0
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Q5–Q7  Plans, Frameworks, Methodologies or Strategies: Analysis 

A total of 27 different frameworks and methodologies are identified by the participants. Data 

collected from Question 5 affirm that responses vary widely on the frameworks in use for 

decision-making at UA. These are listed in Table 4.4, with their frequencies.  

There is a strong indication of the use of a Project Management Framework despite the fact 

that it is used only for managing projects. Nevertheless, participants widely endorse Project 

Management, Information Systems (IS), IT Infrastructure Library (ITIL) and Risk Management 

as the frameworks mostly in use as part of organisation-level decision-making at UA.  

In response to Question 6, the frameworks predominantly in place to manage the planned 

and unplanned IT outages at UA are a Disaster Recovery (DR) Plan and Critical Business 

Services List, to some extent Business Continuity Plans (BCP), System Recovery Plans (SRP) and 

System Operating Procedures (SOP), and to a lesser extent ITIL and a few others listed in 

Table 4.4. 

In particular, in Question 7, a significant number of respondents acknowledge that the use of 

the Disaster Recovery Plan and Critical Business Services List is effective for dealing with IT 

outages. However, “Disaster recovery plan is effective, but not sure how quickly the systems 

can be brought back. Only some parts of the system are tested.”23 Some participants stated 

that BCP, SOP, ITIL Framework, Risk Management Framework and SRP were effective while a 

small number of participants questioned the effectiveness of these plans in dealing with IT 

outages. 

The findings also reveal that the Disaster Recovery Plan was used once as part of a planned 

outage when advance warning was given regarding the impending floods. This proved to be 

very effective. There is no evidence of the DR plan being used for any unplanned outages, 

except, “We have a DR and BC plans for the Library Service and the plans have been tested in 

a real outage situation.”24 

Furthermore, there is no evidence provided by the participants of using BCP, even though a 

large number of the participants said they thought they used one and some even stated that it 

                                                           

23 UA_ Participant Eight. 

24 UA_ Participant Five. 
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was effective. The implication here seems to be a lack of awareness and knowledge of the 

existence of a BCP.  

Several participants indicated that they had used both the SRP and SOP to recover systems 

after a failure but then indicated that only the new and inexperienced staff actually used it. 

Clearly management behaviour will play an important role in the effective communication of 

IT outages if frameworks are used. It would also ensure the consistent use of a framework to 

resolve IT outages. 

This finding reveals that, while there is a single DR plan, “For each of the elements in the DR 

plan we have individual System Recovery plans, which in my view is pretty strong here.”25 

Each of the SRPs is owned by a particular section of the IT department, which is responsible 

for developing and maintaining these for their particular service. For example, there are SRPs 

for the Library, Finance, and the Student Administration Management System, to name a few.  

The DR planning process followed by UA is, “I look at the plans each month and update our 

document store (SharePoint). This is downloaded to a USB and provided to the ITS 

Management Team. So the management team receive an updated USB containing the latest 

System Recovery Plans each month. The USBs are switched over each month. I don’t check if 

the plans have been updated. I just assume that the plans on SharePoint are up-to-date as I 

am not going to ‘baby-sit’ managers as this is not part of my job.”26 

Thus it can be suggested that, as the updates to these critical plans are not verified, this 

increases the probability of risk eventuating that can be attributed to poor governance. Also, 

risk management is used as part of the IT system architecture design to implement high-

availability features for IT systems that support critical business services. 

Although the majority of middle managers did not provide any evidence of having used an ITIL 

framework, most of the senior managers indicated that ITIL had been implemented to 

manage IT outages, thus illustrating that what ought to have happened didn’t actually happen 

in practice. 

While the ITIL framework consists of several processes such as Incident Management, 

Problem Management, Change Management and Service Management, only the Incident 

                                                           

25  UA_ Participant Three. 

26  UA_ Participant 17. 
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Management is applied to these outages. Therefore, “Each time we have a significant outage, 

we need to fill out a Service Outage Report to improve effectiveness. The Service Outage 

Report identifies root cause, what action was done, how communication with affected 

parties/clients was handled.”27 

Data from Question 7 reveal mixed responses about the effectiveness of the various 

frameworks. While some claim these are effective, others disagree. In particular, a significant 

number acknowledge that the use of the Disaster Recovery Plan and Critical Business Services 

List are effective in dealing with IT outages.   

The DR plan is very effective, as it has been used for a planned outage and, “These are tested 

so feel very confident. DR tested at least yearly but business continuity is tested every three 

years.”28 While, “It is actually one of the strongest plans I have seen. We only cover about 20% 

of our systems during the DR Test each year.”29 As a result, one participant was “not sure how 

quickly the systems can be brought back and only some parts of the system are tested”.30 

In addition, DR tests are usually conducted with staff from all areas of IT services using 

desktop exercises based on a scenario of a major IT outage. While a significant majority of 

participants agreed that the use of the DR plan in the planned outage had been effective, they 

questioned it: “We just had a mock/desktop DR exercise test yesterday – not seen the results 

yet. I was observing from the sideline. I actually don’t think it was run too well. I think a lot 

more needs to happen on the communications side to start with and I think a lot of the 

localised plans for recovery are probably inadequate or missing. But I must say that compared 

to a year ago, things are a lot better but more needs to be done.”31 

It is evident that the approach taken (for the desktop test) is siloed and uncoordinated. The 

siloed approach is the use of multiple rooms for the resolution of the outages and restoration 

of the services – for example, the server and storage staff in one room, application and 

database support in other rooms. Another example of an uncoordinated approach is the use 

                                                           

27  UA_ Participant Four. 

28  UA_ Participant Four. 

29  UA_ Participant Three. 

30  UA_ Participant Eight. 

31  UA_ Participant 14. 
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of multiple communication officers, with each of the rooms having its own communications 

officer.  

Moreover, scenario-based desktop exercises are conducted in order to have staff prepared for 

actual disasters because, “by ensuring that the ICT services are as resilient as appropriate and 

can be recovered to pre-determined levels within timescales required and agreed by the 

organisation”.32 

Consequently, to highlight a risk, if sufficient time is not allocated to conduct the DR test, 

many services will remain untested. Thus suggests that there is a lack of business and IT 

planning, which can be attributed to poor governance where a known risk can be allowed to 

eventuate, resulting in an IS service outage. 

 

Question 8: Major IT Outages at UA 

Question 8: Has the organisation ever experienced any major outages with its information 

systems? 

a. If yes, how was the business impacted?  
b. How long was the outage?  
c. What was the cause?  
d. Were any plans activated? 

The purpose of Question 8 was to find out whether UA has experienced any major IT outages 

in recent years. In the event of an outage, the participants are asked to provide additional 

information, such as business impact, period of outage, the cause and whether any plans are 

activated.  

Furthermore, the responses here are to cross-check with responses provided earlier in 

Question 6 to enhance the validity of the responses. Outages can have a major impact on the 

business “as a result of a small system change but had a huge impact on the availability of a 

number of systems for one day and a bit”.33 

                                                           

32  http://www.iso27001security.com/html/27031.html. 

33 Source: UA_ Participant Two 

http://www.iso27001security.com/html/27031.html
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Acronyms used in this question are shown in the footnote in alphabetical order.34 

 

Q8 Major IT Outages at UA: Data 

Responses to Question 8 are shown Table 4.5. 

Table 4.5: Summary of Major IT Outages at UA 

 
IT Outages Business Impact Outage 

Period 
(days) 

Cause Plans used 

Primary Data 
Centre 

Critical services were 
unavailable for two days as 
some services brought up at 
the secondary site, while 
other services were out for a 
week. 

1–5 Natural disaster DR Plan; BCP; 
Critical Business 
Services List; 
SRP; ITIL; RM 
strategies; SOP 

Learning 
Management 
System 

Students and academic staff 
unable to access learning and 
teaching material. 

2 File corruption System Recovery 
Plans; SOP 

Authentication End users were unable to 
access all the systems as the 
response was too slow. 

1.5 Vendor software ITIL; Critical 
Business Services 
List    

Active 
Directory 

Intermittent service 
disruption to login and access 
to files due to significant load 
and system performance 
degradation. 

3 Vendor software ITIL 

Active 
Directory 

Major disruption to login and 
access to files. 

2 Testing was not 
done properly. 

Risk 
Management 

Secondary 
Data Centre 

No actual business impact but 
increased the risk to business 
continuity. 

3 Configuration 
change error. 

Risk 
Management 

Student email Authentication overload 
stopped users logging in. 

2 Unauthorised 
changes didn’t 
go through the 
CAB. 

Nil 

ePrint service Clients unable to print or 
request print material. 

2 Directory 
Services 

System Recovery 
Plans; SOP 

Ransom Ware 
(Crypto locker) 

File-share system (>300,000 
files) were illegally encrypted, 
such that users were unable 
to access. 

2–5 End user clicking 
link in phishing 
email 

ITIL; System 
Recovery Plans. 

Domain Name 
Change 

Clients could not connect to 
UA from outside. 

1 Configuration 
change error. 

Nil 

Library Clients unable to access 2 Directory System Recovery 

                                                           

34 Acronyms used for this question include: Business Continuity (BC); Business Continuity Planning (BCP); Critical Business Systems 
List (CBSL); Customer Relationship Management (CRM); Disaster Recovery (DR); Disaster Recovery Plan (DRP); Information 
Systems (IS); Information Technology (IT); IT infrastructure Library (ITIL); Learning Management System (LMS); Risk Management 
(RM); System Operating Procedures (SOP); Service Outage Report (SOR); System Recovery Plan (SRP) 
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databases electronic resources 
e.g. online journals 

Services and 
authentication 

Plans; SOP 

Server failure Affected availability of other 
services 

1.5 Unrelated 
configuration 
change  

ITIL; SOP 

CRM System UA staff unable to effectively 
assist client queries. 

1 Due to spam and 
malicious emails  

ITIL 

 

Note: The outages were over a three-year period and the total of all outages was between 24 and 31 days. 

 

Q8 Major IT Outages at UA: Analysis 

The information in Table 4.5 indicates that several IT outages took place at UA. From 

examination of the data, it can be seen that a range of causes are responsible for these 

outages. These include: file corruption; vendor software; testing not done properly; 

configuration change error; unauthorised changes (didn’t go through the Change Advisory 

Board); directory services and authentication; and phishing, malicious emails and spamming. 

The periods of outage varied from a few hours to several days. The impact of this on the 

business varied from the ability to deliver all services to none at all. For example, Student 

Administration staff were unable to access resources to assist students with their queries 

while academics and students were unable to access online teaching and learning materials, 

leading to the cancellation of lectures. 

One of the outages was planned while the remaining 12 were unplanned. For example, the 

planned outage was “during the floods the main data centre was shut down in fear of rising 

water plus power was shut to the city. However, some services were failed over and kept 

running from a secondary data centre. Due to capacity constraints, not all key services can be 

run from the secondary site.”35 

Consequently, not all services (including the LMS) were able to be brought up. It took about a 

day to make the critical services available to users because “the university has expanded its 

set of critical systems running from the primary datacentre, even though staff knew that due 

to capacity issues not all of the current critical services could be failed over. So now they are 

looking into using the cloud for more capacity.”36 

                                                           

35  Source: UA_ Participant 12. 

36  Source: UA_ Participant Five. 
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Meanwhile, the impacted services remained unavailable until flood waters receded and 

services could be brought back or restarted at the original site. Restoration back to the 

primary site was after five days. Hence the outage period was from one to five days. 

The IT outages impacted UA’s business in various ways. First, the threat of flood waters led to the 

unavailability of all services for a day while IT systems were being brought up at the secondary site. 

Second, the outage of the Learning Management System (LMS) caused the cancellation of all 

teaching across UA, thus having a major impact on students and academic staff. Third, there was 

a situation where none of the systems were down, but due to system performance 

degradation, the end users were unable to log in and access services. Fourth, students were 

unable to access their emails for two days as a result of unauthorised changes made by IT 

staff. It shall be noted that at UA, email is the main medium of communication between the 

university and the students.  

Lastly, errors in vendor software led to issues with the directory and authentication system, 

such that no users were able to log in for a few days. The net result was that even though all 

other systems were up, the users could not access any of the online services for several days. 

When dealing with IT outages, the participants talked about using various plans. These 

included “a number of System Recovery Plans and each of these are standalone plans. If there 

is a system down, we go to the System Recovery Plans and if there is a IT disaster say across 

the university, then the Disaster Recovery Plans are used.”37 Other plans in use included: 

Business Continuity Plan (BCP); Critical Business Services List (CBSL); Systems Operating 

Procedures (SOP); Information Technology Infrastructure Library (ITIL) framework; and Risk 

Management (RM) strategies. The responses also indicate that the BCP and DR plans were 

only activated for the planned outage while other plans (for example, SOP and SRP) were used 

in the unplanned outages. 

Deeper probing of participants also revealed that, typically when a system outage occurred, 

the technical staff that had been at UA for longer than six months just went about fixing the 

problem: “It wasn’t until the experienced technical people turned up and went into the room 

next door, and they solved it, by not using these plans (that were on the USB stick) but just 

using their knowledge. They were expert technical staff and had everything in their head and 

knew what they were doing. So how effective were these plans and framework? It is not that 

                                                           

37  Source: UA_ Participant Six. 
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one could say they (plans) were ineffective as it is not the whole picture. You always need to 

rely on having good staff that could do the work. Because if a staff member were to follow the 

documents/plans step-by-step, it could take forever. It has to be part of their core skills. So I 

don’t think they are bad plans but at the end of the day you have to rely on your key staff.”38 

In contrast, only the newer staff used the Systems Operating Procedures. 

This implies that there are plans and procedures in place but these are not followed. 

Furthermore, the risk here is threefold. First, if a key staff member leaves the organisation, 

the intellectual capital goes with them. Second, if staff are not using the plans in place, their 

accuracy cannot be guaranteed if they are required to be used at a future date. Third, not 

using proper plans can create other problems on other systems due to software inter-

dependencies. 

However, if the outage is such that either a failover to the secondary data centre or a 

restoration of the data from backup media is required, more of the technical staff are likely to 

use the System Recovery Plans to help guide them through the resolution process. A failover 

is the term used to describe how where IT services operating from one data centre (the 

primary site) are stopped or have failed, they are then brought up in another data centre 

(secondary site).  

While the participants were aware of plans to deal with outages, the responses they provided 

for Question 6 (what ought to happen) were inconsistent with responses given to Question 8 

(what actually happened).  

From discussions with UA managers and responses provided to Question 6, the plans that 

ought to be followed are the Critical Business Service List, the Disaster Recovery Plan and the 

Business Continuity Plan. However, “The plans we used were ITIL and System Recovery Plans 

but these didn’t matter as we had to seek specialist help.”39 And, “ITIL Framework was used to 

communicate to clients.”40 In addition, the other dominant plan in use is the System 

Operating Plan and to a lesser extent the Critical Business Service List.  

                                                           

38  Source: UA_ Participant 13. 

39  Source: UA_ Participant 19. 

40  Source: UA_ Participant 17. 
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During the interviews, it also emerged that “every time there is an outage, risk is managed 

through the ITIL Service Management Process and the Service Outage Report.”41 Submission 

of a Service Outage Report (SOR) is important because it will provide details of the outage, as 

well as feedback into the service continuous improvement process to mitigate future risks. 

Observations reveal that this is not done consistently but some stated that the details from 

here fed into the risk register. However, examination of the risk register   shows no evidence 

of any risk impact analysis having been conducted. 

 

Question 9 IS Risk Management at UA 

Question 9: How is information systems risk managed in your organisation? 

The purpose of Question 9 was to ascertain the participants’ understanding and awareness of 

how IS risks are managed at UA – in particular, how risks are identified, assessed, mitigated 

and monitored in order to safeguard UA’s corporate data and IT assets. 

Q9 IS Risk Management at UA: Data 

Responses to Question 9 were extracted from the interview data and are shown in Table 4.6.  

Table 4.6: Summary of How Risk is Managed at UA 

Question 9 – How is risk managed? – Raw data Governance Process People 
Information Risk Management: Formal risk assessment is 
conducted as part of the division’s  annual planning process  X  

We have a IT Risk Register within ITS 
 

 X  
We are sometimes too risk averse   X 
Project Risks is managed by the project steering committee. X X  
Risk management framework 
 

X   
Strategic and high risks go into the Corporate risk register  X  
Operational risks go into the Corporate Risk Register  X  
Risk Management Committee - This committee meets 
quarterly.  X   

Assurance and Risk Management Services  and Risk 
Management services X   

Council’s Audit and Risk Management Committee X   
Data Risks is managed by the Data Quality Steering 
Committee X X  

                                                           

41  Source: UA_ Participant Five. 
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When there is an outage, risk is managed through the ITIL 
Service Management Process 

 X  

For each outage, a service outage report is produced and 
this report is tabled at the IT Governance Committee 
meeting. 

X X  

Information Security Strategy X   
The Security Reference Group X  X 
Information Security Team   X 
Desktop DR exercises  X  
Information Management Framework X   
Crisis Management Plan: (this has three sub-plans: virtual 
environment (IT) plan; facilities management plan and 
pandemic plan). 

X   

 

 

Q 9 IS Risk Management at UA: Analysis  

The participants provided a range of responses regarding how IS risk is managed within UA. 

Using the output from the first pass of the thematic analysis, the responses were grouped a 

second time. A closer examination reveals that the responses can be grouped into three 

categories based on common characteristics: Governance; Process; and People.  The three 

categories are shown in Table 4.6 and the rationale for this grouping will be discussed next. 

The responses that are grouped as Governance include steering committees as decision-

makers – that is, they have authority. Another example is committees responsible for the 

oversight of the risks, albeit from operational, project or strategic categories.  

Similarly, several of the responses were able to be grouped based on how risks are managed, 

as defined in the Australian and New Zealand Risk Management standard, “The systematic 

application of management policies, procedures and practices to the tasks of establishing the 

context, identifying, analysing, assessing, treating, monitoring and communicating.”42 

Accordingly, managing risks is a process that includes risk assessment and a mitigation 

strategy for those risks. Risk assessment comprises both the identification of potential risk and 

the evaluation of the impact of the risk. The responses that align with the above definition are 

grouped and classified as Process. The remaining responses involving who carries out that 

activity are classified as People. 

                                                           

42 AS/NZS 4360, 2004 
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Upon examination of the responses, it can be seen that a majority of the participants 

indicated that management of risk at UA involves governance, process and people. The 

management of IT risks is carried out by each area under the supervision of the relevant 

manager: “Formal risk assessment is done based on each area’s ability to deliver to the 

strategy or the plans of that unit and then the high risks get filtered up to the top level 

corporate risk register.”43 As well, “All IT Managers are asked to look at the IT Risk Register 

and update it annually.”44 and “We have a corporate risk register that is based on input from 

faculties that have escalated as strategic and high risks.”45 

However, there were a range of responses where the views were divergent: “Like many 

organisations, I would say we just tick boxes. I think this has a lot to do with the framework 

that we use.”46 Furthermore, “The IT Risk register is not ‘real-time’ as the risks arise. The 

purpose of the IT Risk Register is to highlight risks for all the obvious things that you might 

think about a service.”47 In addition, “There is no visibility of any project risks for projects that 

are not centrally funded.”48 

A vast majority of the participants who were able to describe the plans, policies and processes 

for the management of IT risk said they felt that these risks were not proactively managed. As 

well, the participants felt that the annual process of updating the risk register was not 

conducted in a coherent manner, and was a rushed process undertaken by each area in 

isolation from the others. This indicates that while there are frameworks and policies in place, 

these are not always followed, thus implying poor IS governance and little conformity with 

compliance. 

Question 10: Risk-management Roles 

Question 10: What role do you play in this? 

                                                           

43  Source: UA_ Participant Two. 

44  Source: UA_ Participant Six. 

45 Source: UA_ Participant Ten. 

46 Source: UA_ Participant Seven. 

47  Source: UA_ Participant Two. 

48  Source: UA_ Participant Nine. 
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The purpose of Question 10 was to find out what role the participant actually plays in the 

management of risk at UA. In particular, it was concerned with which of the following three 

roles the participants have: risk contributor; responsible for risks; and accountable for risks 

In the context of this research, a risk contributor is any person who can raise a risk within UA, 

and managers are responsible for risks in their areas. Further, senior staff like directors are 

accountable for the risks within their portfolio or division. 

Q10 Risk-management Roles: Data 

Responses to Question 10 were extracted from the interview data.  

Q10 Risk-management Roles: Analysis 

The participants’ organisational roles range from a few at the director level (head of their 

section) to several who are middle managers responsible for a particular area within the 

directorate.  Question 10 explores the specific role these individuals play in the management 

of risk. 

In describing individual roles in the management of risk, the responses are grouped into three 

categories: Governance and Accountable; Manage and Responsible for Risks; and 

Documentation Through the Risk Register. 

The responses show that the staff perform a range of roles in the management of risk at UA. 

They reveal that some are accountable (from a governance perspective) while others are 

responsible or contributors to the management of risk. The responses associated with 

governance correspond with seniority of the role.  

For example, the Director ITS sits on the IT Governance Committee, and works closely and 

collaborates with UA’s Internal Audit and Risk Management services. Other examples are 

middle managers who are only responsible for the risks in their area of responsibility (for 

example, responsible for backup and recovery, network and communications or research). 

Some are also contributors to the risk register, such as the Manager Network and 

Communications, and the Manager Application portfolios. 

The results support that the different hierarchical levels of individual roles vary in the 

approach taken to managing risks. Such an approach becomes a factor shaping the decision-

making frameworks of an organisation in developing risk-management strategies to address 

possible disasters arising from information system failures. The data (Question 9) suggest that 
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risk management at UA can be done proactively and be conducted in a consistent and 

coordinated manner, but that this is not always the case. 

Question 11: Opportunity to Change IS Risk Management 

Question 11: If you were given the opportunity, would you change how information systems 

risk is managed in this organisation? Please explain. 

The purpose of Question 11 was to give the participants the freedom to express their opinion 

about how they would improve the management of risk within UA. This was intended to bring 

out any issues and challenges in the management of risk as they currently experience it. 

Q11 Opportunity to Change IS Risk Management: Data 

Responses to Question 11 were extracted from the interview data and are shown in Table 4.7. 

Table 4.7: Opportunity to Change IS Risk Management 

 
Question 11 – what would you change? 
Need more involvement of stakeholders (e.g. academics) 

Improvements to DR plan 

Training and more accountability for managers and directors. 
I would review the costs associated with the DR tests as this is substantial, when you add the cost 
of the backup power generator tests. 
I don’t feel that High, Medium and Low categorisation based on business risk translates well into 
technology risks. Need a better categorisation matrix for technology risks. 
Need a better integration (e.g. IT Facilities, business). 
Include more business people involved in risk assessment. 
Need to create a risk culture and awareness to shape the behaviour. 
Need to improve our information management risks (e.g. Data classification and integrity) 

More visibility required on risks and risk register. Current feedback loop is incomplete. 
Currently no systems database to record risks and manage it, so this would be good. 
Visibility – when audits are conducted I don’t get to see any drafts. 

Would like to see more control in the monitoring of ongoing risks. 
Reducing the gap between the top level enterprise strategy (usually expressed in business and 
market terms) and an IT Project which can be very low level and operational. 
Problem is that the IT Risk Register is quite large, and on an annual basis we can’t get around to 
reviewing it all, so no justice is done to it. 

I would like the reviewing and updating of risks to be more proactive, and embedding it more into 
the university’s processes. 

We don’t do enough for the identification and managing of risks across the entire project portfolio 
and our processes are extremely manual. 
Many applications and systems are outside of the corporate ITS group, so I have concerns about 
application and data risks in those systems. 

BCP is of concern and not being addressed in a timely manner. 
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Q11 Opportunity to Change IS Risk Management: Analysis 

While the current process of risk management at UA is somewhat effective, there is room for 

improvement in many areas, such as “I would like it to be more proactive, and embedding it 

more into the university’s processes.”49 and “So it is continuously reviewing and updating 

it.”50 This would ensure that risk management became an intrinsic part of the planning 

process. Furthermore, “We don’t do enough for the identification and managing of risks 

across the entire project portfolio and our processes are extremely manual.”51 In order to 

have a consolidated view of all risks across UA, “I would make and influence the IT 

Governance Committee to receive more information about the information systems risk from 

not only summarising the operational risks but also and more importantly receiving risk 

information on the ability of the university to meet its strategic intent.  There can always be a 

very large gap between the top level enterprise strategy (usually expressed in business and 

market terms) and an IT Project which can be very low level and operational.”52 

This suggests that there is considerable room to improve the management of risk within UA. 

In particular, the issues and challenges currently experienced include the need to be more 

proactive and to embed risk management into the university’s planning processes. As well, 

there is a need to consolidate IS operational and projects risks from both the IT department 

and faculties.  

Question 12: DR and BC Plans 

Question 12: Does your organisation currently: 

a. Have a business continuity/disaster recovery (BC/DR) strategy?  
DR: Yes/No   BC: Yes/No 

b. Are planning to have a BC/DR plan in place? Yes/No 
c. If yes, by when? 
d. Why the delay? 

 

The purpose of Question 12 was to find out about the participants’ awareness of the existence 

of the disaster-recovery and business-continuity plans and strategies. It was also to validate 
                                                           

49  Source: UA_ Participant Ten. 

50  Source: UA_ Participant 11. 

51 Source: UA_ Participant Three 

52 Source: UA_ Participant Two 
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the responses they had provided earlier to Questions 6 and 7, dealing with plans and 

strategies used at UA during IT outages. 

Acronyms used in this question are shown in the footnote in alphabetical order.53 

Q12 DR and BC Plans: Data 

Responses to Question 12 were extracted from the interview data and are recorded in Table 4.8. 

Table 4.8: Summary of DR and BC Plans  

 

Participants 
DR Plan BC Plan 

Yes No Yes No 
P1 X  X  
P2 X  X  
P3 X   X 
P4 X  X  
P5 X  X  
P6 X  X  
P7 X  X  
P8 X   X 
P9 X  X  

P10 X  X  
P11 X  X  
P12 X  X  
P13 X  X  
P14 X  X  
P15 X  X  
P16 X  X  
P17 X   X 
P18 X   X 
P19 X  X  
P20 X  X  
P21 X  X  

 

Q12 DR and BC Plans: Analysis 

All the participants agreed that at UA, “For IT we have a disaster recovery plan, but for the 

university as a whole there are no business continuity plans.”54 This is consistent with 

responses provided to Question 6. In contrast, a significant number believed UA had a 

                                                           

53 Acronyms used in this question are: Business Continuity (BC), Business Continuity Plan (BCP); Disaster Recovery (DR); and 
Information Technology Services/Department (ITS). 

54 Source: UA_ Participant Three. 
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business continuity plan (BCP). But this is inconsistent with the responses given to Question 6. 

Previously (Question 6), only half the participants said BCP was in use, while a smaller number 

thought the BCP was effective.  

The reason for the discrepancy is that the development of the BCP is largely outside the IT 

department’s control, and is the responsibility of UA’s business areas – for example, “Yes, as 

BCP is of concern and not being addressed in a timely manner. We have DR plans but no 

business continuity plans. I am not sure when it will be developed as they are talking about it. 

I guess the reason for the delay is due to a lack of ownership by business.”55 

Many participants assumed that the BC plans in the business were in place; however, this 

could not be confirmed despite several requests to sight the document. In fact, only “The 

Library is probably the best as they have both plans. Their plans show how the business 

continuity and disaster recovery plans come together. There are other areas of the university 

business who try to get out of all responsibility, but we tell them that IT people will recover 

the systems, and they need to know how they will continue to conduct their business.”56 On 

the contrary, the ITS division has not yet developed its own BC plan, as was evident from the 

interviews. 

During the course of the interviews, it was also revealed that, “I can’t comment if the business 

areas have their BCP in place. This is the responsibility of the Audit and Risk Management 

Services Group”57 that has been asked by UA’s Vice Chancellor to assist all areas of the 

university to develop appropriate business continuity plans for their areas.  

From an observation made, this appears to be in conflict with the governance process, as the 

people who help to develop the plans are the same people responsible for ongoing compliance 

with them. There is a risk of uncertainty that a BCP is in place and little evidence of business 

collaborating with the IT department. More importantly, the Vice Chancellor’s request to the 

Assurance and Risk Management group suggests a significant absence of BCP at UA. 

                                                           

55 Source: UA_ Participant Eight. 

56 Source: UA_ Participant Six. 

57 Source: UA_ Participant Two. 
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Question 13: Mission-critical IS Services  

Question 13: What IS services (applications or systems) do you consider as being mission 

critical in terms of ensuring business continuity? (Think of this is in terms of services 

currently provided on campus).  

Question 13 sought to understand which of the many IS services provided at UA can be 

deemed mission critical.  This is important, as it determines the overall disaster-recovery and 

business-continuity strategies and planning. It also provides the area of focus for annual DR 

testing.  

Acronyms used in this question are shown in the footnote in alphabetical order.58 

 

Q13 Mission-critical IS Services: Data 

Responses to Question 13 were extracted from the interview data and are shown in Table 4.9. 

 
Table 4.9: Summary of Mission-critical IS  

 
Participants Mission-critical IS  

P1 Portal; LMS; Database 
P2 Data Centre; Server & Storage; Network; Wireless; Internet & Telephony 
P3 Data Centre; Network (Local and intercampus links); Server and Storage layer 

(includes databases); Email for both staff and students; SMS service and Website 
P4 Network infrastructure, Data Centre, Email; Finance; Portal; Intranet; LMS; Website. 
P5 Authentication 
P6 Data Centre; Server & Storage; Network; Wireless; Internet & Telephony 
P7 Millennium – Library;  ePrint (open access repository for researchers); SharePoint 

(information management; collaboration of documents and reports);  CRM 
P8 Data Centre; Server & Storage; Network; Wireless; Internet & Telephony 
P9 Did not wish to disclose 

P10 Data Centre; Network; staff and student email; Website 
P11 Data Centre, Server & Storage; Network; Wireless; email, Website 
P12 Communications – email, SMS, social media and Content Management System 

(Intranet). Financials System; Learning Management System 

                                                           

58 Acronyms used in this question are: Business Continuity (BC), Business Continuity Plan (BCP); Critical Business Services List 
(CBSL); Content Management System (CMS); Customer Relationship Management System (CRM); Disaster Recovery (DR); 
Information Systems Risk Management (IS-RM); Local Area Network (LAN); Learning Management System (LMS); Student 
Administration Management System (SAMS); Short Messaging Service (SMS); Wide Area Network (WAN). 
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P13 Authentication systems; Network infrastructure; LMS; Internet 
P14 Infrastructure (networks, server and storage);  

Authentication; UA website; LMS; SAMS 
P15 Infrastructure e.g. Networks; Phones; Messaging (SMS); Authentication; Building 

Management system; Email; UA Website 
P16 Student Administration and Management System; IT Networks; Authentication; 

Physical Access to buildings system (Building Management System) 
P17 Data Centre; Server & Storage; Network; Wireless; Internet & Telephony 
P18 Data centres; Network (LAN, WAN, Internet); Authentication; Server and Storage; 

Various agreed applications as per the Critical Business Services List  e.g. LMS 
P19 Data Centre; Server & Storage; Network; Wireless; Internet & Telephony 

P20 Internet; Networks; Datacentre and IT infrastructure; Communications Systems e.g. 
Telephone & mobiles; Identity System; Learning Management System; Library 

P21 SMS notification; Network; Internet; Data Centre; Learning Management System 
(Blackboard); Student Admin system; Portal; Email; UA_Website; Security Systems. 

 

Q13 Mission-critical IS Services: Analysis 

In the first pass of the thematic analysis, the raw data was tabulated. Most of the participants 

provided more than one response and many responses overlapped.  

Hence, in subsequent passes of the thematic analysis, the responses are organised according 

to common characteristics into three groups in a frequency distribution table, as can be seen 

in Table 4.10. These groups are: Underlying IT Systems; Learning and Teaching Systems; and 

Administrative Systems. 

For example, LMS, Library and ePrint have characteristics in common with learning and 

teaching pedagogy. Similarly, the second grouping has characteristics that either support or 

facilitate systems for administrative services. The last grouping consists of all underlying and 

enabling infrastructure technologies.  

In the context of this study, mission-critical services are the minimum set of services to 

continue critical business functions in the event of a major IT outage. However, “We have a 

list of our core systems that are mission critical but depending on seasonal requirements on 

the university’s business cycle, the priority of systems can change – for example, depending 

on enrolment time, graduation, etc.”59 

 

 

                                                           

59 Source: UA_ Participant Two. 
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Table 4.10: Mission-critical Services at UA 

 
Mission-critical systems Frequency  

second pass 
 

Third pass Frequency  
third pass 

 
Learning Management System 
(LMS)  

8 
Learning and 
Teaching Systems 11 Library system 2 

 ePrint service 1 
 
Staff and Student email 7 

Administrative 
Systems 21 

SMS service 4 
SharePoint system 1 
Customer Relationship 
Management  (CRM) 

1 

Content Management System 
(CMS) 

1 

Financial System 2 
Student Administration and 
Management System (SAMS) 

3 

Building Management system 2 
 
Database 2 

Underlying IT 
Systems 78 

Data Centre  12 
Server & Storage  9 
Network 16 
Wireless 6 
Internet 9 
Telephony 7 
Website 7 
Authentication systems 6 
Portal 3 
Security 1 

 

In earlier responses (Question 3), the participants described Learning and Teaching, 

Administration, and Research as critical business services and the IT Services (Question 4) as 

underpinning this. The findings from Question 13 describe Administrative Systems, Learning 

and Teaching Systems, and Underlying IT Systems as being mission-critical IS services, shown 

in priority order in Table 4.11. 

Participants60 provided two examples of business activities that rely on IS services: first, during 

an enrolment period where students are attempting to enrol, and select subjects and tutorial 

classes; and second, a research activity involving several hours of computational activity. 

                                                           

60 Source: UA_ Participants Eight and Ten. 
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While research and enrolment are both examples of UA’s core business activities, these have 

very different service availability priorities. 

 

Table 4.11: Critical Business Services and Mission-critical IS Services 

 

 

 

Furthermore, during an enrolment period, several thousand students will be attempting to 

enrol at the same time, and obtain classes and tutorials of their choice. If an IT outage occurs 

during this period, there will be a major business impact, resulting in significant client 

dissatisfaction and reputational damage for UA. 

The responses clearly indicate that a vast majority of the participants describe the Underlying 

IT Systems as mission-critical IS service. This is followed by Administrative Systems and 

Learning and Teaching Systems.  

The findings from Question 13 reveal a close alignment of the responses provided by the 

participants to the view documented in the Critical Business Services List (CBSL) described 

earlier in this chapter. 

Meanwhile, the mission-critical IS services listed earlier in Table 4.10 are grouped in three 

categories: Underlying IT Systems; Administrative Systems; and Learning and Teaching. In 

contrast, the services in the CBSL are listed in a priority order. Importantly, the validity of the 

findings reinforces that Underlying IT Systems had the highest frequency (count of 78) and 

that this category aligns with Priority 1–2 in the CBSL. In particular, “as part of the Disaster 

Recovery Plan, we have a list of Critical Services, so if we are in disaster recovery mode, this 

list determines where our efforts go to so that we make sure that everything is restored in the 

right order to allow the university to conduct its business. I am the custodian of this.”61 

                                                           

61 Source: UA_ Participant Six. 

(Q3) Critical Business Services (Q4) IT Services (Q13) Mission Critical IS 
1. Learning and Teaching Applications 1. Underlying IT Systems
2. Administrative Databases 2. Administrative Systems
3. Research Technology Infrastructure 3. Learning and Teaching Systems
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While staff and student email, SMS service, SharePoint system, Customer Relationship 

Management (CRM) and the Building Management system are included in the Administrative 

Systems category, the CBSL lists these as part of the IT Systems Emergency Communication; 

Safety Communications and Helpdesk (Priorities 3, 4 and 5). If these are removed from the 

Administrative Systems category, the findings are congruent with the priority list details 

described in UA’s Critical Business Services List. Therefore, the findings confirm what the 

participants indicate and also what is found in the secondary data in terms of what the 

mission critical IS services are. 

Question 14: Restoration of Mission-Critical Services 

Question 14: Say there was a major IT outage today (e.g. by fire, power fail or other), and 
your main/primary data centre was made inoperable/destroyed.  

a. Do you know how long would it take to bring the organisation’s mission-

critical services (applications) back online?  

b. Is there any Recovery Point Objective (RPO)/Recovery Time Objective (RTO) for 

these mission-critical services? 

The purpose of asking Question 14a was to reaffirm responses to questions asked earlier 

(Questions 6, 7, 8 and 12) regarding the existence, use and effectiveness of DR/BC plans, 

which also contain the Critical Business Services List (CBSL). Accordingly, if these plans do exist 

and are tested regularly, then the staff will have some awareness of indicative service 

recovery times, providing another level of validity to the responses. 

Question 14b was intended to find out about the level of engagement and involvement 

between UA’s business areas and the IT department in the development of BCP and DR plans 

and strategies, which encompass RPO and RTO.  

The RPO is decided by the business owner of a service with regard to the amount of data they 

are willing to lose in the event of an IT system failure. More specifically, the RPO determines 

the moment in time before the IT failure to which the service data is restored. The smaller the 

RPO, the more complex and costly the IT system design can be since it means the business 

cannot afford to lose much data.  

RTO is the time taken by the IT department to recover a service. As such, it is dependent on 

the IT department’s capability in terms of having the right skills, procedures and plans in place 

and regular rehearsal (testing) of DR and service recovery plans. It should be noted that RPO 
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can be quantified as a fixed numeric value while the value of RTO is variable due to the critical 

nature of the IT outage and the level of preparedness by the IT department.  

Acronyms used in this question are shown in the footnote in alphabetical order.62 

 

Q14 Restoration of Mission-critical IS Services: Data 

Responses to Question 14 were extracted from the interview data and are shown in Table 4.12. 

 

Table 4.12: Restoration of Mission-critical IS Services 

 
Participants Time taken for service 

restoration 

RPO RTO 

P1 Don’t know N0          24hrs 
P2 Don’t know N0 No 
P3 4 hrs No No 
P4 Don’t know No No 
P5 Don’t know No No 
P6 Don’t know No No 
P7 Don’t know Yes Yes 
P8 Don’t know No No 
P9 Don’t know No No 

P10 15 min to 24hours No No 
P11 24hours No No 
P12 Don’t know No No 
P13 3 – 4hrs No Yes 
P14 3 – 4hrs No No 
P15 Don’t know No No 
P16 Few days No No 
P17 Don’t know No No 
P18 Don’t know No No 
P19 Don’t know No No 
P20 Don’t know No No 
P21 Don’t know No No 

 

                                                           

62 Acronyms used in this question are: Business Continuity (BC); Business Continuity Plan (BCP); Critical Business Services List 
(CBSL); Disaster Recovery (DR); Recovery Point Objective (RPO); Recovery Time Objective (RTO). 
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Q14 Restoration of Mission-Critical Services: Analysis 

Although, in Questions 6 and 7, a significant number of participants describe that a DR plan 

and Critical Business Services List (CBSL) exist and are effective, a significant number of 

participants were unable to indicate the recovery time for UA’s mission-critical services shown 

in Table 4.12. The responses from the small number who did indicated that recovery time 

varied from 15 minutes to few days. 

A significant majority indicated that there were no agreed RPOs and RTOs in place, because “In 

terms of the recovery of an application, say if there was a disaster within a particular business 

service and if a certain amount of time elapsed, then that would trigger a conversation with the 

business to see if there were other available workarounds to enable them to start operating that 

service. We don’t have Recovery Point Objective which truly reflects the maximum amount of 

time in the past that we would be prepared to recover back to.”63 

Only one participant claimed RPO and RTO were in place, but was unable to quantify the time 

taken to restore a service. These data contradict responses provided to Question 12, where 

the vast majority of participants indicated the existence of a BCP (which has the RPO and RTO 

information). 

It is evident that, “For client-facing services, the business is largely concerned with the 

business processes that deliver a service (for example, student administration) to the client 

and take for granted that enabling IT services (for example, infrastructure services) are always 

available. This is why we need the business to interact with ITS department and provide 

RPOs.”64 But “these are not in place due to business not interacting in this space”.65 

This suggests that the level of engagement between the business and the IT department is 

lacking because, “We have attempted in the past to identify what RPO was for each of the 

business applications. So in our IT DR plan we documented a number and it was very, very 

difficult for the business to be authentic around how much time could elapse from the last 

backup point. So what we ended up documenting was the timeframe to implement a 

                                                           

63  Source: UA_ Participant Two. 

64 Source: UA_ Participant Seven. 

65 Source: UA_ Participant Three. 
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workaround.”66 In addition, as Teschner (2015) states quite simply, they should do it jointly. 

But it is the business, not IT, that owns the data. It is the business that feels the pain most.  

Questions 15–20: Use of Cloud-based Services 

Question 15: Is the organisation already using or currently considering cloud-based services 
to supplement or outsource business continuity and disaster recovery?  

Question 16:  Which part of the business made the decision to take this service into the 
cloud model?  

Question 17: If you have or are thinking of the cloud, would it be IaaS, PaaS or SaaS or 
other? Please describe other?  

Question 18: What would be your top concerns about using cloud-based business 
continuity/disaster recovery services? 

Question 19:  For which IT services or applications would you consider using a cloud 
provider for business continuity/disaster recovery? 

Question 20: What would you say are your organisation’s key business drivers in the 
decision to use cloud-based business continuity/disaster-recovery services?  

Until recent times, if an organisation wanted to implement DR and BCP, they would need to 

have a second site (secondary data centre). An alternative option would be to lease space in a 

commercial data centre. For both these options, high-speed fibre optic network connectivity 

needs to be provided (for example, between UA’s primary site and the secondary site). As a 

result, both options (secondary site or commercial site) can impose a significant cost on the 

organisation. 

As seen previously, there is a lack of business involvement and interaction with the IT 

department with regard to the development of the DR and BCP strategies. This reduces the 

business support for IT, leading to a potential shortfall of support for funding for the IT 

department to undertake such initiatives. 

However, recent global developments have seen the introduction of hosted IT services, 

commonly called cloud services. Cloud services are similar to utilities, where the service is 

accessed via the internet and delivered on demand; cloud services are flexible, scalable and 

cost-effective. Thus cloud services have provided the IT department with a third option to 

implement disaster recovery cost effectively. Accordingly, the IT department can implement 

                                                           

66 Source: UA_ Participant Two. 
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DR on its own, without requiring significant funding from the business. However, greater 

collaboration between IT and business will still be required to implement an effective DR and 

BCP strategy to prevent having to undertake this initiative in isolation. 

Briefly, cloud services can be procured in three different models. These are: Infrastructure as a 

Service (IaaS); Platform as a Service (PaaS); and Software as a Service (SaaS). In IaaS, cloud 

providers supply server and storage hardware that is dynamically scalable. With PaaS, cloud 

providers deliver a computing platform, operating system, programming language execution 

environment, database and web server, and the software is generally owned by the client. In 

the SaaS model, users are provided with access to a full service in the cloud, for a subscription 

fee. IaaS and SaaS are among the most popular cloud service models.  

The purpose of Questions 15–17 was to find out whether UA is already using externally hosted 

services, who made the decision to utilise this service and which hosted service model has 

been implemented or is likely to be sourced. This addresses the research question in terms of 

new forms of IS service offering and their impact on IS risk management preparedness and 

decision-making. 

Questions 18–20 were asked to find out whether the participants had any concerns about the 

use of cloud services and which, if any, of UA’s services they would host in the cloud. As well, 

it sought to find out about UA’s key business drivers for moving to cloud services. 

To sum up, the responses (from Question 15–20) demonstrated the risk impact these would 

have on information systems decision-making at UA. They also addressed the research 

question around the new forms of IS service offering and how these may have an impact on 

information systems risk management (IS-RM) preparedness at UA. 

The data and analysis will be presented first for Questions 15–17, followed by the same 

process for Questions 18–20. Acronyms used in this question are shown in the footnote in 

alphabetical order 67.  

 

Q15–Q17 Use of Cloud-based Services: Data 

Responses to Question 15–17 are recorded in Table 4.13. 

                                                           

67 Acronyms used for this question include: Business Continuity Planning (BCP); Business Impact Analysis (BIA); Disaster Recovery 
(DR); Infrastructure as a Service (IaaS); Information Systems Risk Management (IS-RM); Platform as a Service (PaaS) and Software 
as a Service (SaaS). 
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Table 4.13: Use of Cloud-based Services 

 
Participants Question 15  

Cloud services used? 
Question 16  

Who decided? 
Question 17 

Hosted service model? 
P1 No N/A IaaS, PaaS and SaaS 
P2 No N/A IaaS, SaaS 
P3 Yes ITS IaaS, PaaS and SaaS 
P4 No N/A IaaS, PaaS 
P5 No N/A SaaS 
P6 No N/A IaaS 
P7 Yes ITS Don’t know 
P8 Yes Business and ITS IaaS, SaaS 
P9 No N/A Don’t know 

P10 Yes Business and ITS Don’t know 
P11 Yes Business and ITS Don’t know 
P12 Yes Business Owner IaaS 
P13 Yes Business and ITS IaaS, PaaS and SaaS 
P14 Yes Business and ITS IaaS 
P15 Yes ITS Don’t know 
P16 Yes ITS IaaS, PaaS and SaaS 
P17 Yes ITS Don’t know 
P18 Yes ITS IaaS, PaaS and SaaS 
P19 Yes ITS Don’t know 
P20 Yes Email Not sure IaaS, SaaS 
P21 Yes Not sure Don’t know 

 

Q15–Q17 Use of Cloud-based Services: Analysis 

A large number of participants indicated that UA was already using cloud services, as detailed 

in Table 4.13. About half of these participants indicated that the decision to utilise cloud 

services had been, “Driven and made by ITS. The ITS Governance Committee would have 

approved and meets every two months.”68. A few said that, “The decision to use cloud 

services is made by both the Business and IT Departments.”69 

The responses here clearly indicate the need for more business involvement in the decision-

making process for hosting a service externally. For example, “The Director ITS made the 

decision to use cloud based email for students and hosting for Workplace Integrated Learning 

(WIL) was made jointly by the Project Steering Committee consisting of Business and IT 

staff.”70 As well, “Decision to use cloud is made by the Director ITS and also jointly.”71 The 

                                                           

68 Source: UA_ Participant Three. 

69  Source: UA_ Participant 11. 

70  Source: UA_ Participant 13. 
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reason for this is that, while the business rather than the IT department owns the data, they 

both need to manage the associated risks. 

From a risk-management perspective, a lack of involvement by the business in deciding to use 

a cloud service addresses the research question of how new forms of IS service offering 

impact on information systems risk-management preparedness and decision-making.  The 

next question will explore the key concerns associated with cloud services. 

A small number of participants, who said that UA was not using any cloud services, otherwise 

indicated that UA was thinking of using cloud services. 

In response to questions about the types of cloud services UA would procure in future, about 

a third named IaaS while about a quarter indicated SaaS and a smaller number said PaaS. The 

result also shows that a quarter of the participant didn’t know the answer to that question, as 

they indicated that they were not involved in the decision-making process. 

 

Q18–20 Cloud Concerns and Business Drivers: Data 

Responses to Q18–20 are recorded in Table 4.14.  

 

Q18–20 Cloud Concerns and Business Drivers: Analysis 

There is broad agreement among all the participants about their concern in using cloud-based 

services as shown in Table 4.14. This resonates with advice and guidance from key Australian 

Regulatory authorities that “Data retention controls would typically be in place to ensure that 

data requirements are not compromised as a result of risks associated with the storage of 

data. This includes data hosting that is outsourced and/or located offshore. APRA’s prudential 

standards and prudential practice guides on security, business continuity management and 

outsourcing, provide specific requirements and guidance in this area.”72 

 

 

                                                                                                                                                                         

71  Source: UA_ Participant 14. 

72 APRA, Prudential Practice Guide: CPG 235 (2013: 12). 



 

150 Chapter 4: Case Study 1 – University A (UA) 

Table 4.14: Cloud Concerns and Business Drivers 

 

 

Participants Question 18 Question 19 Question 20

P2
Governance, information management 
and enterprise architecture.

Any service
Ease of procurement; Use of 
commercial off the shelf (COTS) 
software.

P3 Seamlessness of connection Email;  Website Business Continuity

P4
Privacy; IP, Data Sovereignty, 
Reliability and Robustness of service.

Any service Scalability and Cost.

P5 No concerns. Lecture capture Cost
P6 Intellectual Property. Any service Cost, staff & budget constraints

P7 Privacy, Regulations and Legislation.
Library Information 
Managements Systems Portal

Cost, availability and client 
satisfaction.

P8 Contract Management Skills Don’t know Cost

P9 Security risks and vulnerabilities Don’t know Business and cost efficiencies

P10 Confidential Information. Don’t know
Cost, Availability of services and Data 
storage.

P11
Confidential Information; Business 
Continuity; Record and Data Security.

Don’t know Cost; Service Availability.

P12 Contract Terms & Conditions; Data 
security.

Any service except systems that 
have confidential data

Workforce efficiency.

For SaaS = Cost

P14 Cost; Security; Data Security. Any service
Cost savings e.g. data centre facilities; 
Faster provisioning; Scalability

P15 Security; Data; Latency. Not sure
Availability; Public Perception and 
Student Perception; Risk

P16
Security and Privacy of Information 
and Data.

Anything except SAMS Cost effective; Scalability; Availability

P17
Data Privacy; Data Retention (Legal 
concerns); Loss of control; Timelines

Only non-core services Cost

P18
SLA management; Performance; 
Overall value of service; Integration of 
on premises with cloud services.

Only non-core services
Access to more computational 
capacity; Cost

P19 Latency issues. Any service Access to more computational 
capacity

P20 Data Sovereignty; Security Any service except Identity 
Systems

Cost; Risks

P21 Loss of control; Security Risks; Don’t know Cost

P1
Any service except authoritative 
database.

Cost and Workload of staff.

P13
DR/BCP  concerns doesn’t go away in 
the cloud; Lack of due diligence

Any service

Privacy; Reliability; Legal issues around 
contract terms & conditions
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Analysis of the general themes from the responses based on intensity and extensiveness 

results in identification of five categories: Compliance; Legal; Architecture; Budget; and Loss of 

Control. Examples of these categories and their top concerns are shown in Table 4.15.  

 

Table 4.15: Top Concerns about using cloud-based services 

 
Categories Top concerns 

Compliance 
Privacy; data sovereignty; data security; information 
confidentiality  

Architecture 
Integration; reliability; performance; security; data 
latency 

Legal IP; contractual terms and conditions; SLA management 

Budget Budget 

Loss of control Loss of control 

 

Compliance 

From the findings, several risks are identified. From a compliance viewpoint, “My top 

concerns are data privacy and data retention”73 and “We are concerned about a few things in 

going to the cloud such as privacy, intellectual property and data sovereignty. So when we talk 

about elements of business continuity we would also be considering the reliability and 

robustness of the cloud service provider and their response times in dealing with issues and 

level of IT security for the service.”74 

In particular, they are worried about data security, privacy, confidentiality and integrity. As a 

university, UA has many types of sensitive data, such as student records, medical history, 

patient records, staff records and “Concerns from a research perspective, a lot of research are 

                                                           

73 Source: UA_ Participant 17. 

74 Source: UA_ Participant Four. 
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based around contracts with industry and there are always concerns about how secure the 

data will be”.75 

Participants are very concerned about data risks because, “Data risk can adversely affect a 

regulated entity and could result in a failure to meet business objectives (including regulatory 

and legal requirements). Consequently, it is important that business functions understand and 

manage the risks associated with the data required for the successful execution of their 

processes. Additionally, an understanding of data risk is beneficial when managing other types 

of risk.”76 

The IT department, as custodian, looks after these data on behalf of the business. Therefore, 

they need to ensure that as part of their decision-making and planning processes they develop 

appropriate risk-management strategies and disaster-recovery plans to protect and prevent 

the loss of any data relating to cloud services. As some data still remain on site and some are 

in the cloud, “it impacts corporate decision making if you fragment your corporate data 

without proper planning or thought about it. So that is about governance, information 

management and enterprise architecture.”77 

Prior to a service being hosted in the cloud, risk assessment should be conducted but what 

actually happens is not clear: “I know they all need to fill out that template. So the difference 

between filling out risk management template and actually seriously thinking about risk 

management, I think is something that we don’t necessarily spend as much time as we should. 

And we probably should be making some tougher decisions based on risk management than 

we currently are.”78 

From the interview data and an examination of the secondary data, it was found that compliance 

is an ongoing process at UA. For example, regular IT audits are conducted by UA’s Assurance and 

Risk Management Services for hosted services. Furthermore, the audit findings are presented to 

the Council’s Audit and Risk Management Committee, which meets bi-monthly.  

                                                           

75 Source: UA_ Participant 12. 

76 UA_APRA, Prudential Practice Guide: CPG 235 (2013: 7). 

77 Source: UA_ Participant Two 

78 Source: UA_ Participant Seven 
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Architecture 

The findings reveal that there are several risks associated with architecture when cloud 

services are utilised. IT architecture is a description in a narrative and diagrammatic form of 

how an IT system is designed and implemented. The risks identify “many concerns about 

going to the cloud such as SLA management, Service relationship management (includes 

commitments), Performance, Overall value of service (full cost = TCO), Ability to change our 

existing business processes and Integration of on premises services with cloud services.”79 

Also, based on geographical distances, there is a risk that data latency issues could lead to 

service performance degradation in that the “Primary concern would be seamlessness of 

connection to these services. I am not talking about automatic failover but certainly what we 

would want to do is to make sure it is seamless to people who want to use the service – for 

example, In case of a disaster, if people had to go via a different interface to get to the service, 

it should be a seamless process to get to it.80 

Legal 

There are concerns about legal issues, contractual terms, conditions and the service level 

agreement and data sovereignty. It is paramount to manage and mitigate any risks, as “The 

top concerns using cloud are privacy, reliability of the service and legal issues around contract 

terms and conditions.”81 Other concerns included, “Continuity and records and data 

management in particular about confidential information and that’s where risk assessment 

has picked up that this is addressed through contractual arrangements”.82 

About half the participants indicated that any service could be hosted in the cloud. 

Nonetheless, some stressed that certain systems would not be hosted externally, such as: 

“Authoritative database will not go to the cloud”;83 “If we can address the issues of Privacy, 

Intellectual property and Data Sovereignty, there is no reason why we wouldn’t put anything 

in the cloud”;84 “Anything except Student Administration and Management System”;85 and 

“All except Identity Systems that hold private information will need to understand legal and 

regulatory requirements.”86 

                                                           

79 Source: UA_ Participant 18 
80 Source: UA_ Participant Three. 
81 Source: UA_ Participant One. 
82 Source: UA_ Participant 11. 
83 Source: UA_ Participant One. 
84 Source: UA_ Participant Four. 
85 Source: UA_ Participant 16. 
86 Source: UA_ Participant 17. 
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Participants described these systems as containing very sensitive data, such as medical 

records and personally identifiable information about staff and students. As well, the systems 

contain UA’s research data and intellectual property information, while the Identity 

Management System includes user credentials like user names and passwords. 

In addition, six participants indicated that they didn’t know about these issues, while three 

participants actually named the only systems they would allow to be hosted. These included 

email; website (public facing); lecture capture; library systems; and portal. 

The participants here said that while the email system could contain personal information, it 

could be hosted externally as this service was largely provided by mature and reputable 

vendors (such as Microsoft and Google). All the other systems mentioned above do not 

contain sensitive data, so are safe to be hosted externally.  

Budget 

A significant majority of the participants implied that cost was the driving force for UA to 

utilise more cloud services. During the interviews, participants talked about their primary and 

secondary data centres reaching peak capacity within a year because, “The University has 

expanded its set of critical systems even though staff knew that due to capacity issues not all 

of the current critical services could be failed over. So now they are looking into using the 

cloud for more capacity.”87 

Loss of Control 

The participants expressed their concern about the risks involved with IT system reliability and 

service availability: “I guess some loss of control and security risks and associated 

vulnerabilities”.88 Loss of control is felt within the IT Department as it is handing over control 

to a third party, and if the hosting is within a public cloud, it is sharing computing resources 

with other organisations. Hence there is little knowledge or control of where the resources 

are operating from. 

Questions 21–24 

Questions 21 to 24 were closed questions, where participants were asked to provide either 

responses (such as 1 to 4) or select from a range of possible answers. The responses were 

                                                           

87 Source: UA_ Participant Five. 

88 Source: UA_ Participant 21. 
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entered into an Excel spreadsheet in order to conduct analysis and draw charts. In the 

following sections, each of these questions is discussed separately. 

Question 21: Level of Business Owner Involvement in DR and BCP 

Question 21: On a scale of 1 - 4, where 1 equals "no involvement" and 4 equals "fully 
involved," what is the level of involvement of the business owners in the following:  

a. Business Impact Analysis (BIA) b. Risk Assessment c. DR/BCP Plan Development  

d. DR/BCP Plan Testing    e. BCP Awareness and Training  

Question 21 was designed to investigate the level of business interaction and involvement 

with the IT department in the development, testing and communication of the disaster-

recovery and business-continuity planning (BCP). 

From an IT perspective, the goal was to understand the critical business functions and tie 

them to the various IT systems – in particular, understanding “the interdependencies of 

business and IT functions is critical to both disaster recovery and business continuity panning,” 

(Snedaker 2007: 212). As well, Teachey (2013) suggests that IT can be in the driver’s seat, but 

cannot be the only one in the car. This is why the business and the IT department ought to 

collaborate in conducting risk assessment and business impact analysis.  

While risk management consists of three key components – risk assessment, risk mitigation 

and risk monitoring and review – Question 21 is mainly about risk assessment. Moreover, risk 

assessment is about risk identification, risk analysis and risk evaluation. 

In developing a business continuity plan (BCP), a key activity is to conduct a business impact 

analysis (BIA) and risk assessment of the business processes. During this process, critical 

business functions for an organisation are identified, and the losses and impacts assessed in 

the event that these functions are unavailable. Also, in performing a BIA, it helps to create 

BCP awareness at many levels of the organisation. This is because the key input into the 

process is through the use of “interviews, questionnaires, focus groups and ‘what-if’ scenarios 

which help permeate the message throughout the organisation,” (Rittinghouse and Ransome 

2005: 70). 
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Acronyms used in this question are shown in the footnote in alphabetical order 89.  

Q21 Level of Business Owner Involvement in DR and BCP: Data 

The responses to Question 21 are recorded in Table 4.16. For the purposes of this analysis, the 

scoring of responses is as follows: 

1 = no involvement; 2 = low level; 3= high level; and 4 = fully involved. 

Table 4.16: Level of Business Owner Involvement in DR and BCP 

 

Participant 

Question 21 
(a) 
BIA 

(b ) 
Risk 
Asses  

(c) 
DR/BCP 
Dev  

(d) 
DR/BCP 
Test  

(e)  
BCP 
Aware  

P1 1 1 1 1 1 
P2 4 4 4 4 4 
P3 2 2 2 3 1 
P4 2 2 1 1 1 
P5 2 2 3 3 2 
P6 4 4 3 2 3 
P7 2 4 2 2 4 
P8 2 2 2 2 2 
P9 3 3 3 3 3 

P10 4 4 4 4 3 
P11 4 4 4 4 3 
P12 3 3 2 1 2 
P13 3 3 2 2 1 
P14 2 2 3 2 1 
P15 3 3 3 2 1 
P16 3 3 3 3 3 
P17 3 4 3 2 2 
P18 3 2 3 2 3 
P19 3 3 3 2 4 
P20 2 2 2 3 1 
P21 3 3 3 3 3 

 

 

Q21 Level of Business Owner Involvement in DR and BCP: Analysis 

As part of the second pass of the analysis, the raw data from Table 4.16 were summarised into 

a frequency table. This was then used to draw a comparison bar chart, shown Figure 4.12. 

                                                           

89 Acronyms used in this question include: Business Continuity Plan (BCP); Business Impact Analysis (BIA); Disaster Recovery (DR); 
Disaster Recovery and Business Continuity Plan Development (DR/BCP Dev); Disaster Recovery and Business Continuity Plan 
testing (DR/BCP Test); Information Systems (IS); Project Portfolio Office (PPO) and Risk Assessment (Risk Asses). 
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Figure 4.12: Level of Business Owner Involvement in DR and BCP 

From the evidence shown in Figure 4.12, it is possible to make the following deductions: 

• All the participants are aware of UA’s business owners’ involvement with the IT 
Department in the categories of BIA, risk (risk assessment), DR/BCP development, 
DR/BCP test and BCP aware. 

• All the participants indicate that the business owners’ involvement ranges from no to 
full Involvement in every category. 

• In the first three categories (BIA, Risk and DR/BCP Dev), large numbers of participants 
indicated high to full involvement while less than half said no to low involvement by 
the business owners.  

• For the DR/BCP Test category, fewer than half the participants indicated high to full 
involvement while more than half claimed no to low involvement by the business 
owners. 

In the remaining category (BCP Awareness), one-third of the participants indicated no 

involvement; some said low involvement while just under a half claimed high to full 

Involvement by business owners. 

All core services have a business owner who is responsible for the delivery of that service. It is 

common for large organisations such as UA to have services that depend on other services in 

order to deliver a business function.  

More importantly, as a minimum, the BIA and risk assessment should be undertaken for each 

of the critical business services and mission-critical IS services.  

A critical step in the development of a BCP is the need for the business owner and IT 

Department to jointly conduct business impact analysis (BIA) and risk-assessment activities for 
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all core business services. However, this activity does not receive the credence it deserves, as 

“We don’t do enough for the identification and managing of risks across the entire portfolio. 

I have one of the team in the project portfolio office (PPO) who is investigating project 

management software, so that we can look to do more analytics, dash-boarding and 

identification of things. Currently, our processes are extremely manual.”90 

Furthermore, in the process of development of DR and BCP, key risks will be identified, which 

can then be prioritised and actioned, thus shaping the decision-making framework of UA in 

developing risk-management strategies to address possible disasters arising from IS failures. 

As a result, the risks identified here strengthen the claim made by participants earlier on the 

level of business involvement with the IT department in the development, testing and 

developing awareness of disaster-recovery and business-continuity plans. These risks become 

factors that shape the decision-making framework of UA to develop risk-management 

strategies to address possible disasters arising from IS failures.  

Question 22: Top Challenges in implementing Business Continuity Management 

Question 22: Select the top three challenges of implementing and managing effective 
business continuity management (BCM) in your organisation:  

a. Lack of executive level support or does not take business continuity preparedness 
seriously  

b. Our BCM managers do not have enough authority/executive support  

c. Implementing BCM corporate wide  

d. The scope and responsibilities of our BCM program are ill-defined  

e. Inadequate funding  

f. Lack of skilled staff  

g. Our BCM program is too focused on IT disaster recovery  

h. Other, please specify  

The purpose of Question 22 was to investigate the challenges facing UA in the implementation 

and management of a business continuity strategy. For BCP to be effective, strong executive 

support is required, together with a program governance that includes accountability, funding 

                                                           

90 Source: UA_ Participant Four. 
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and implementation across UA. If effective, this will demonstrate a strong level of business 

collaboration with the IT Department.  

Acronyms used in this question are shown in the footnote in alphabetical order.91 

 

Q22 Top Challenges in Implementing Business Continuity Management: Data 

The responses to Question 22 are recorded in Table 4.17. 

Table 4.17: Top Challenges in Implementing BCM 

 

Participant 
Question 22 

a b c d e f g h 

P1 

 

  X X   X  
P2   X X   X  
P3 X   X   X  
P4 X     X X  
P5     X X X  
P6   X X    X 
P7   X   X X  
P8   X X   X  
P9   X   X X  

P10 X X X      
P11 X X X      
P12  X X  X    
P13   X X   X  
P14 X X X      
P15   X X  X   
P16   X X   X  
P17   X X X    
P18   X X   X X 
P19   X X   X X 
P20   X X   X  
P21   X   X X  

 

 

These responses are then summarised in a frequency table as shown in Table 4.18. 

 

                                                           

91 The acronyms used for this question include: Assurance and Risk Management Services (ARMS); Business Continuity 
Management (BCM). 
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Table 4.18:  Top Challenges of implementing and managing effective BCM 

 
Challenges Frequency 

a. Lack of executive level support or does not take business continuity 

preparedness seriously  5 

b. Our BCM managers do not have enough authority/executive support  4 

c. Implementing BCM corporate wide  18 

d. The scope and responsibilities of our BCM program are ill-defined  10 

e. Inadequate funding  3 

f. Lack of skilled staff  6 

g. Our BCM program is too focused on IT disaster recovery  14 

h. Other, please specify  3 

 

The responses for Challenges (a – h) from the frequency table are summarised in a bar graph 
as shown in Figure 4.13. 

 

 
 

Figure 4.13: Top Challenges of implementing and managing effective BCM 
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Q22 Top Challenges in Implementing Business Continuity Management: 
Analysis 

The analysis of the data (Figure 4.13) shows that, of the eight options, the top three challenges of 

implementing and managing effective BCM are: 

• implementing BCM corporation-wide 
• the BCM program being too focused on IT disaster recovery  
• the fact that the scope and responsibilities of the BCM program being ill-defined. 

The findings reveal that the top challenge is ‘Implementing BCM corporation-wide’. This is 

inconsistent with the responses provided in Question 12 (Does your organisation have a DR and 

BCP strategy?) where a significant number of participants indicated that both these plans were 

already in place. However, no BC plans or strategies (except for the Library) were cited. This infers 

that BC plans do not actually exist at UA; hence implementing BCM corporation-wide is becoming 

a major challenge. Not having a BCP therefore represents a significant risk. 

A possible conflict was uncovered during the interviews. One of the senior participants described 

how UA senior executives had devolved the responsibility for the BCM program to the Assurance 

and Risk Management Services (ARMS) section: “We maintain the IT disaster recovery plan which 

is to get the systems to a normal operational state. I can’t comment on whether the business 

areas have their BCP in place. This is the responsibility of the Assurance and Risk Management 

Services group.”92 

Also, this group will be helping all areas to develop their BCP. In particular, the issue here is the 

lack of separation of duties and powers between the regulator and implementer: ARMS, which 

monitors the controls, would also be doing assurance of its own work. The risk here is a conflict of 

interest, and this could lead to lack of BCP ownership by business areas in that “the Service 

Recovery Plans which are part of the Business Continuity Plans are managed and controlled by the 

Audit and Risk Management Services. They do an annual review and go to the business and tell 

them and help them with their Business Continuity Plan.”93 

Another challenge identified in the findings is that the BCM program is too focused on IT disaster 

recovery. The risk will be that, in the event of a major IS failure and in the absence of a BCP, the IT 

systems will be able to be brought up at, say, the secondary site, but the business will not be able 

                                                           

92 Source: UA_ Participant Two 

93 Source: UA_ Participant Six 
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to conduct its operations effectively. There can also be a reputational risk for UA, depending on 

the business cycle.  

This risks identified here will inform the research question of what IS-RM preparedness means to 

key decision-makers within UA, as without BCP that has been tested, kept current and 

communicated to staff, the decision-making capability of UA will be impacted.  

Question 23: Drivers of Business and IT Risk 

Question 23: Do you feel that the level of risk (business and IT) is increasing? If so, what is 
driving the increased risk. Select the top three, please:  

a. Business complexity of our organisation  

b. Increased regulatory requirements  

c. Increased reliance on technology  

d. Insider threats  

e. Geographic distribution of our organisation  

f. Increased frequency and risk of epidemics and pandemics  

g. Financial instability  

h. Age of data centre facility and associated infrastructure  

i. Increased threat of cyber attacks  

j. Increasing frequency and intensity of natural disasters  

k. Power and fuel shortages/scarcity/outages  

l. Increased reliance on third parties (i.e. outsources, suppliers, cloud service 
providers, etc.) 

 

Higher Education organisations like UA are impacted by both internal and external factors. 

External factors include increasing federal government reporting requirements, revised funding 

models and competition from new market entrants. Internal factors include new business models, 

an increased threat of cyber-attacks and need for new types of technology (such as cloud 

computing and analytical tools). The changing higher education environment has caused the 

business to become more complex as a result of increased compliance and changing business 

practices. This has led to an increased dependency on IT, inevitably increasing the level of risk. 

Thus Question 23 was concerned with finding out whether the level of business and IT risk has 
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increased at UA and to pinpoint the cause of it from a list of options provided. Acronyms used in 

this question are shown in the footnote in alphabetical order.94 

 

Q23 Drivers of Business and IT Risk: Data 

The responses to Question 23 are recorded in Table 4.19. 

 

Table 4.19: Drivers of Business and IT Risk 

 

Participant 
Question 23 

Level of risk a b c d e f g h i j k l 
P1 Yes X 

 
X 

     
X 

   P2 Yes X 
 

X 
     

X 
   P3 Yes X 

 
X 

     
X 

   P4 Yes X 
 

X 
     

X 
   P5 Yes X 

     
X 

 
X 

   P6 Yes X 
 

X 
    

X 
    P7 Yes X 

 
X 

     
X 

   P8 Yes X 
 

X 
        

X 
P9 Yes X 

 
X 

     
X 

   P10 Yes 
  

X 
    

X X 
   P11 Yes 

  
X 

    
X X 

   P12 Yes 
  

X 
    

X X 
   P13 Yes X 

 
X 

    
X 

    P14 Yes X 
 

X 
     

X 
   P15 Yes X 

 
X 

     
X 

   P16 Yes 
       

X X 
  

X 
P17 Yes 

  
X 

    
X X 

   P18 Yes X 
 

X 
        

X 
P19 Yes X 

      
X 

   
X 

P20 Yes X 
 

X 
     

X 
   P21 Yes X 

 
X 

     
X 

    
 

The above responses are summarised in a frequency table as per Table 4.20. 
                                                           

94 Acronyms used in this question include: Australian Communication and Media Authority (ACMA); Australian Computer 
Emergency Response Team (AusCERT); Business Continuity Plan (BCP); Business Impact Analysis (BIA); Disaster Recovery (DR); 
Information Systems (IS); Learning Management System (LMS) and Network File Sharing (NFS). 
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Table 4.20: Drivers of Business and IT Risk 

 

 
The responses for Challenges (a–l) from the frequency table are summarised in a bar graph, 

shown in Figure 4.14. 

 

 
Figure 4.14: Drivers of Business and IT Risk 

 

Q23 Drivers of Business and IT Risk: Analysis 

All participants agreed that the level of business and IT risk was increasing at UA. The majority 

of the participants endorsed the top three key drivers of the risk as: 

• increased reliance on technology 

• increased threat of cyber attacks  

• business complexity of our organisation. 

 

Risk Driver Frequency
a.   Business complexity of our organization 16
b.   Increased regulatory requirements 0

c.   Increased reliance on technology 18

d.   Insider threats 0

e.   Geographic distribution of our organization 0

f.    Increased frequency and risk of epidemics and pandemics 0

g.    Financial instability 1

h.   Age of data centre facility & associated infrastructure 8

i.    Increased threat of cyber attacks 16

j.    Increasing frequency and intensity of natural disasters 0

k.   Power and fuel shortages/scarcity/outages 0
l.    Increased reliance on 3rd parties (i.e. outsources, suppliers, 
      cloud service providers, etc.)
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In addition, about one-third of the participants indicated that the age of the data centre 

facility and associated infrastructure was increasing the level of risk. Similarly one-fifth 

indicated an increased reliance on third parties and one participant mentioned financial 

instability as a driver of increasing risk. 

The findings reveal that the level of business and IT risk is increasing. In particular, the top 

risks identified include technology risk, security risk and business complexity risk. First, 

technology that incorporates IT computer hardware and software is necessary to run UA’s 

business services. As an example, “The LMS system was down so no students or academic 

staff could access lecture notes for 2 days. What was the root cause? File corruption. Software 

(NFS) version mismatch following patching but produced symptoms that system had a file that 

was corrupted but corruption was spreading to other files so decided to switch system to 

offline mode.”95 

Therefore, the unavailability of technology (in part or whole) will pose a risk to the business in 

that it will lead to disruption to a service. Furthermore, depending on the business cycle – for 

example, at busy times such as an enrolment period – unavailability of the Student 

Administration and Management service can result in reputational risk, damaging the UA 

brand. 

Second, another key driver of risk is the increased threat of cyber-attacks. The Oxford English 

Dictionary defines cyber-attack as “an attempt by hackers to damage or destroy a computer 

network or system. As the complexity of both networks and systems increases, cyber-attacks, 

in parallel, are becoming more sophisticated and harder to detect”. In one security incident, 

the “Outage was due to Crypto locker that got in via a Phishing/Ransomware on a user’s 

email”,96 and this incident “directly impacted (severely) 19 staff but many more that were 

using the file-share with these users. So overall some 300,000 files were shared hence 

impacting many staff. Ransom was not paid.”97 

At the beginning of this chapter, secondary data described UA as having 44,500 staff and 

students. The implications of this are that there are many types of devices being used to 

                                                           

95 Source: UA_ Participant 13. 

96 Source: UA_ Participant 17. 

97 Source: UA_ Participant Six. 
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access UA’s services via information systems, including laptops, iPads, mobile phones and 

desktop computers. 

In particular, when thousands of users using mobile devices are accessing UA services from 

anywhere, this exposes UA’s IS infrastructure to increased levels of security risk. Cyber-

attackers, among others, exploit these vulnerabilities to gain access to UA information in 

order to steal sensitive data or personal details of users, which are then used to target more 

high-value information such as intellectual property. 

Third, another key driver of risk is the business complexity of UA. Secondary data reveal that 

the external and internal environments for higher education organisations pose many 

challenges, such as regulatory changes and increased competition. These result in increased 

business complexity and more dependence on technology for UA. Therefore, to minimise any 

risks, there is a need for a BCP to be in place in the event of IS failure, when the business may 

need to resort to manual operations. 

However, this may pose problems if manual operations are not possible due to the complexity 

of the business. Hence this reaffirms findings from Questions 21 and 22 regarding the need to 

jointly undertake BIA and risk assessment in order to develop a BCP: “I don’t think there is any 

recognition and appreciation within the university of what a long term outage might look like. 

I don’t think they see this as a high risk.”98 Thus, in the absence of a BCP and in the event of an 

IS failure, UA will be impacted in its ability to conduct business operations, even though it has 

a DR plan and is able to have IS operational.  

Question 24: Responsibility for BCP 

Question 24: Which organisational position (refer to list below) does the Manager, Business 
Continuity Management program currently report into? (if role does not exist then think in 
terms of whoever is currently responsible for BCP):  

a. Council/Senate   b. President/Vice Chancellor  c. Enterprise Risk Manager  
d. Deputy Vice Chancellor/Pro Vice Chancellor (who is responsible for IT)  
e. Director ITS/CIO   f. Vice President/CFO Finance   
g. Facilities Management  h. Other, please specify  
The BCM manager is required to have the authority and be able to work across the 

organisation:  

                                                           

98 Source: UA_ Participant Three. 
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In order to do so, you clearly need the authority and reach that executive support 
can provide … If the senior managers or executives are behind you 100%, your 
authority to move forward will be supported and others within the organisation 
will typically fall in line. (Snedaker 2007: 56) 

The purpose of Question 24 was to ascertain where the responsibility for business continuity 

management exists, as this will inform the level of senior executive sponsorship, support and 

involvement at UA for this initiative. 

Acronyms used in this question are shown in the footnote in alphabetical order.99 

Q24 Responsibility for BCP: Data 

The responses to Question 24 are recorded in Table 4.21. 

Table 4.21: Responsibility for BCP 

 

                                                           

99 Acronyms used in this question include: Business Continuity Plan (BCP); Chief Information Officer (CIO); Information 
Technology Services (ITS). 

BCM Role 
exists? a b c d e f g h

P1 No X

P2 No X

P3 No Registrar

P4 No X

P5 No X

P6 No X

P7 No X

P8 No X

P9 No X

P10 No Audit and Risk 
Management

P11 No
Audit and Risk 
Management

P12 No X

P13 No X

P14 No X

P15 No X

P16 No X

P17 No X

P18 No X

P19 No X

P20 No X

P21 No X

Participant

Question 24
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Q24 Responsibility for BCP: Analysis 

All participants confirmed that the role of Manager Business Continuity currently did not exist at 

UA. Examination of the data shows that over one-third of the participants acknowledged that the 

Director ITS/CIO was currently responsible for business continuity at UA. About a quarter indicated 

that the President/Vice Chancellor was currently responsible. A few participants described the 

Council/Senate or the Deputy Vice Chancellor/Pro Vice Chancellor as being responsible, while a 

few who did not select from the provided options described the Registrar or Audit and Risk 

Management as being responsible. 

The findings here reaffirm first that the position of Manager Business Continuity does not exist at 

UA (refer UA Organisation Structure). Second, the perceptions of the participants regarding who 

should be responsible for BCP vary, ranging from the Director ITS to the Council. In reality, the UA 

Council does not involve itself in operational matters (such as BCP). 

However, if the responses for Deputy Vice Chancellor/Pro Vice Chancellor (who is responsible for IT) 

and the Director ITS/CIO are combined, the results show approximately half of all participants indicate 

that these roles are responsible for BCP. This confirms that many of the participants who think the IT 

Department is responsible for BCP are not fully aware of the need for business involvement. 

The risks identified here are twofold. The first issue is the absence of a dedicated role responsible 

for the management of business continuity. In the absence of this role, development and 

implementation of BCP doesn’t get the priority on the executive agenda that it needs. As such, 

“BCP is of concern and not being addressed in a timely manner. We have DR plans but no business 

continuity plans. I am not sure when it will be developed as they are talking about it. I guess the 

reason for the delay is due to a lack of ownership by business.”100 Importantly, the absence of this 

role suggests there will not be a consistent approach to BCP across UA. 

Second, the reporting structure will determine the level of authority the role will have 

towards the development and implementation of UA-wide BCP. Consequently, the authority 

of the role becomes a factor that contributes to management behaviour in order to achieve 

effective outcomes, as, “We are also finding that more areas for more faculties and for more 

systems can be doing their business continuity planning.”101 That is, managers from other 

business areas will be more likely to participate in the BCP process. More importantly, a BCP is 

                                                           

100 Source: UA_ Participant Eight. 

101 Source: UA_ Participant 11. 
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a critical component in the development of risk-management strategies to address possible 

disasters arising from IS failures.  

 

Question 25: DR/BCP Reports 

 

Question 25: Are any DR/BCP Metrics or test reports made or distributed?  

a. Any reports = Yes or No b. By Who? c. Name of Report? 

The purpose of Question 25 was to gauge the participants’ awareness of the production, 

distribution and communication of any DR/BCP activity report. This is an observable IS 

outcome, which shows first the management support that led to the production of the report, 

and second, the influence the report has on the behaviour of other management (for 

example, awareness of the test report and its contents). From an organisation’s compliance 

view, such a report will be expected to be produced and tabled at a senior management 

meeting.  

Q25 DR/BCP Reports: Data 

The responses to Question 25 are recorded in Table 4.22. 

Table 4.22: DR and BCP Reports 

 

DR Test Report BCP Test Report Produced by? Name of Report
P1 Yes No Service Owner Disruption Report
P2 Yes No Service Level Manager DR Test Report
P3 Yes No Service Level Manager DR Test Report
P4 Yes No ITS DR Test Results Report

P5
Yes No ITS Project Manager

Don't know as report has 
no visibility.

P6 Yes No Service Level Manager DR Test Status Report
P7 Yes No IT Service Quality Manager DR Test Report

P8
Yes No DR Coordinator

DR Test Post Mortem 
results

P9 Yes No DR Coordinator DR Report
P10 Yes No DR Coordinator DR Test Report
P11 Yes No DR Coordinator DR Test Report
P12 Yes No Manager for Client Quality Services DR Test Status Report
P13 Yes No DR Coordinator DR Test Report
P14 Yes No DR Coordinator DR Test Report
P15 Yes No DR Coordinator DR Test Report
P16 No No N/A N/A
P17 Yes No DR Coordinator DR Test Report
P18 Yes No IT Service Quality Manager DR Test Report
P19 No No N/A N/A
P20 Yes No Manager for Client Quality Services Service Outage report
P21 Yes No ITS DR Coordinator DR Report

Participant
Question 25
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Q25 DR/BCP Reports: Analysis 

All but two participants acknowledged the existence of a DR Test Report. A significant majority 

indicated that the report was produced by the DR Coordinator or the manager of that area, 

and were able to name the report as the DR Test Report. There was a unanimous indication by 

all participants that, “Yes a DR Test report is produced by ITS and is called the DR Test Results 

Report. There is no BCP test or reports.”102 

Also, “there had been some confusion on BCP, DR and system recovery plans status report as 

it was all in one table … Each year when we do the DR test, we submit a report on the 

outcomes and it goes to the IT Governance Committee for their information and also goes to 

the Assurance and Risk Management Services section who then submit to Council Audit 

Committee.”103 Likewise, “after the DR Test has been conducted, a report is written about the 

results of the test and actions and which is tabled at the IT Governance Committee (ITGC). 

Also, Assurance and Risk Management section assure if you like, but they validate the 

continuity plans have been created and the date of its last review.”104 

A few of the participants provided a different view, such as, “We do have very good 

procedures of what to do if there is an outage. The Service Owner has to provide a Service 

Outage report within a specific timeframe and this is shared within the Division and very well 

documented and Service Owners are very well aware of their responsibilities.”105 

Summary 

The purpose of this study is to develop a theoretical framework that can be used by higher 

education organisations to develop and validate IS-RM strategies. By investigating the key 

factors that shape the decision-making framework of Australian higher education 

organisations, it hopes to provide insight into how IS-RM strategies are developed to address 

possible disasters arising from IS failures.  

As well, the study will further investigate the factors that contribute to management 

behaviour in order to achieve effective IS outcomes. In addition, the study will focus on what 

IS-RM preparedness means to key decision-makers and how new forms of IS service offerings 

                                                           

102 Source: UA_ Participant Four. 

103 Source: UA_ Participant Six. 

104 Source: UA_ Participant Two. 

105 Source: UA_ Participant Seven. 



 

Chapter 4: Case Study 1 – University A (UA) 171 

will impact on IS-RM preparedness and decision-making. Finally, the data from each case 

study will help provide understanding of how these vary across organisational contexts within 

the higher education sector. 

Participants at UA affirm their knowledge of the key strategies and services provided by the 

university, and are generally aware of the existence and use of the relevant plans and 

frameworks to deal with IS failures. However, there are some discrepancies between the 

plans that exist and plans that are actually used during IT outages.  

Although the DR plan had been used only once in a planned outage and was very successful, 

there was a degree of scepticism by some participants regarding the existence and 

effectiveness of a BCP. In fact, except for the Library, there is no evidence to suggest the 

existence of such a plan. 

Over a three-year period, there were 13 outages, 12 of which were unplanned and ranged 

from one to five days per outage. While there are several reasons for outages, the participants 

are aware of the impact on clients – in particular, their ability to log in and access email, and 

above all for the business to deliver learning and teaching.  

A critical question was asked at the interview regarding outage report recommendations. The 

findings reveal that this is not addressed in a consistent manner in order to mitigate future 

risks. Furthermore, a concern of some participants was that if the reports were entered into 

the risk register, it could not be guaranteed that a risk impact analysis would be conducted. It 

can be suggested that in some instances the technical staff do not comply with existing 

policies. 

From the findings of risk management at UA, it is evident that a number of factors are in play. 

First, risk management involves governance, process and people. Second, it is felt that an 

annual update of the risk register is a rushed process and incoherent. Third, IS risk processes 

are very manual in nature. Fourth, there is a need to include risk management in the UA 

planning process so that risks can be managed proactively.  

The IT Department is accountable for the DR plan and the business is responsible for the BC 

plan. The findings reveal that it is necessary for both these plans to be developed in a 

collaborative manner between the IT Department and the business. The core of any service 

recovery initiative is UA’s ability to identify, assess, quantify and mitigate risk. An essential 

awareness of risk and knowledge about how risks impact business processes are key elements 

in how to engage with the business to develop a level of preparedness to deal with IT outages. 
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In addition, the IT Governance Committee could play a larger role in the management and 

categorisation of IS risks. Managing risks at UA comes with three distinct roles: Governance 

and accountable; Manage and responsibility; and Documentation through the Risk Register. 

The findings reveal that the dominant organisational frameworks in use for decision-making at 

UA are Project Management, ITIL, Risk Management, Application Development Methodology, 

Financial Management Practice, GITC, Disaster Recovery Plan, Business Continuity Plan and 

Critical Business Services List.  

In contrast, dominant plans in place for decision-making to deal with IS outages include the 

Disaster Recovery Plan, Critical Business Services List, Business Continuity Plan, System 

Operating Procedures, System Recovery Plans (SRP) and Risk Management.  

However, the actual plans used for decision-making to deal with IS outages include ITIL, 

System Operating Procedures (SOP) and SRPs. The findings from Questions 5–7 reveal that the 

DR plan contains all the SRPs. Furthermore, the DR Coordinator manages the DR plan but has 

no control over other areas within the IT Department, which have their own SRPs. As well, 

whenever these SRPs are updated, the individual areas are responsible for uploading them to 

the DR plan site.  

More importantly, each month the DR Coordinator downloads all the SRPs, combines these 

into the DR plan and saves it to several USB keys (storage devices). These are then provided to 

the managers of each section within the IT Department who are members of a Disaster 

Recovery Management Team. This highlights a major risk with the disaster recovery planning 

process, in that the integrity of the DR plan cannot be guaranteed without knowing the status 

of the SRPs.  

Consequently, some of the SRPs can be out-dated, as there are no checks – as indicated by the 

DR Coordinator: “I don’t check if the plans have been updated. I just assume that the plans on 

SharePoint are up to date as I am not going to ‘baby-sit’ managers as this is not part of my 

job.” As a result, this will impact the decision-making process when using outdated SRPs in the 

DR plan in the event of an IS failure. 

Meanwhile, the findings from Questions 9–11 reveal that the manner in which IS risk is 

managed is a contributing factor that shapes the behaviour, as well as the level of IS-RM 

preparedness, of the IT department managers.  
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First, the IT Risk Register is managed in an ad hoc way, as it is a manual process: “Currently no 

systems database to record risks and manage it, so having one would be good.”106 There is a 

lack of a centralised online risk register. 

Second, the IT Risk Register is only updated when “all IT managers are asked to look at the IT 

Risk Register and update it annually”.107 Third, “there is no visibility of any IS project risks that 

are not centrally funded”.108 

Fourth, existing project risks are not proactively managed because: “We don’t look at risks 

across the entire project portfolio. It is something we don’t do well. We look at it in a less than 

rigorous way should I say.”109 

Fifth, the findings found a lack of senior management focus and attention to risks, as 

highlighted by a participant: “So the difference between filling out risk management template 

and actually seriously thinking about risk management, I think is something that we don’t 

necessarily spend as much time as we should. And we probably should be making some 

tougher decisions based on risk management than we currently are.”110 

Sixth, a lack of risk management awareness was identified as a risk, and participants discussed 

the need for staff to be given formal training, as highlighted here: “I would say that the senior 

management of the Division haven’t been risk management trained and we aren’t required to 

prove what risk management really does.”111 

Last, a recent audit finding identified information governance and lack of processes to manage 

data risks: “Recent report identified the need to have better information about how we 

manage our data here at UA. We have policies, plans, we have people but there’s nothing that 

somebody could point to (no process) and say that’s our way of managing IT and data risk.”112 

The findings from Questions 12–14 reveal that UA has an effective DR plan but lacks any BCP. 

Furthermore, Underlying IT Systems; Learning and Teaching Systems and Administrative 

Systems were deemed to be mission-critical systems. 

                                                           

106 Source: UA_ Participant 15. 
107 Source: UA_ Participant Six. 
108 Source: UA_ Participant Nine. 
109 Source: UA_ Participant Four. 
110 Source: UA_ Participant Seven. 
111  Source: UA_ Participant Seven. 
112 Source: UA_ Participant Four. 
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However, a key risk was identified for the Learning and Teaching system (LMS). Although DR 

plans are mature for other mission-critical systems, “LMS has architecture designed for high 

availability but not all its components have DR capability at present.”113 This means that, 

during the recent floods, LMS was unable to be brought up at the secondary data centre due 

to physical capacity constraints. This situation exists despite LMS being a mission-critical 

system with the highest priority for recovery compared with other critical applications, as 

documented in the Critical Business Systems List. 

Without business and IT collaboration, the lack of a BCP for critical business services and 

mission-critical systems becomes a major risk. The emergence of these risks has a twofold 

impact. First, it makes the development of risk-management strategies to address possible 

disasters arising from IS failures very challenging for decision-makers. Second, it makes IS-RM 

preparedness challenging. Again, the absence of quantified and documented RTO and RPO114 

as part of a BCP suggests that there is little collaboration between Business and IT at UA. 

The findings from Questions 15–20 identify several risks associated with using hosted or 

cloud-based services. These include: compliance; legal; architecture; budget; and loss of 

control. 

Participants’ were mainly concerned with data risks, as they were worried about data security, 

privacy, confidentiality, integrity and data sovereignty. Moreover, it is the business that owns 

the data, so any exposure or theft of the data can lead to a violation of legislation, resulting in 

prosecution and reputational damage. From a risk-management perspective, a lack of 

involvement of the business in decision-making regarding moving to the cloud addresses the 

research question of how new forms of IS service offering will impact on IS-RM preparedness 

and decision-making. 

From a budget viewpoint, procuring cloud services can be simple and cost-effective, and the 

findings confirm that many services are put into the cloud by the IT Department without any 

business involvement. On one hand, using cloud services for DR is simplified, but on the other 

hand, this can further isolate the business from seeing the need for jointly developing a BCP. 

The risk of not having a BCP will impact on the IS-RM preparedness and decision-making. 

Findings from Question 21 identified risks associated with the level of business involvement 

with the IT Department in conducting risk assessment and business impact analysis; in the 
                                                           

113  Source: UA_ Participant 16. 
114 RTO and RPO: Recovery Time Objective and Recovery Point Objective. 
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development of DR/BCP; in the testing of DR/BCP; and in BCP training and awareness. 

Furthermore, in the process of development of DR and BCP, key risks will be identified this can 

then be prioritised and actioned. Thus these risks become factors that shape the decision-

making framework of UA in developing risk-management strategies to address possible 

disasters arising from IS failures. 

There are several challenges identified in the findings of Questions 22–25. Similar to earlier 

findings, the business continuity management (BCM) program is too focused on IT disaster 

recovery. The risk will be that, in the event of a major IS failure and in the absence of a BCP, 

the IT systems will be able to be brought up – say, at the secondary site – but the business will 

not be able to conduct its operation effectively. There can also be reputational risk for UA 

depending on the business cycle.  

As well, there is no dedicated person to manage BCM corporation-wide. In the absence of this 

role, development and implementation of BCP doesn’t receive priority on the executive 

agenda. Also, there will not be a consistent approach to BCP across UA. In particular, the 

reporting structure will determine the level of authority towards the development and 

implementation of UA-wide BCP. Consequently, the authority of the role becomes a factor 

that contributes to management behaviour to achieve effective outcomes. 

In addition, the level of business and IT risk is increasing at UA, with the top risks identified 

including technology risk, security risk and business complexity risk.  

The risks identified here will also inform the research question of what IS-RM preparedness 

means to key decision-makers within UA. Without a BCP that has been tested, kept current 

and communicated to staff, the decision-making capability of UA will be impacted.  

Although it is easier to study one university, in this research a study of two universities allows 

for replication and greater generalisability of findings. In the next chapter, University B’s 

responses are analysed and summarised, and a comparison made in order to find similarities 

and differences between the two universities in how they each manage risk and respond to IS 

outages.    



 

176 Chapter 4: Case Study 1 – University A (UA) 

UA Appendix 4.1: Total number of strategies per participant for Question 1 

 

Responses to Question 1    
Key Strategies for UA Q1P1 Q1P2 Q1P3 Q1P4 Q1P5 Q1P6 Q1P7 Q1P8 Q1P9 Q1P10 Q1P11 Q1P12 Q1P13 Q1P14 Q1P15 Q1P16 Q1P17 Q1P18 Q1P19 Q1P20 Q1P21 Frequency
1. Virtual Learning Environment 
(plus tools) 1 1 1 1 1 1 1 1 8
2. Transformation of Learning and 
Teaching 1 1 1 1 1 1 1 1 1 1 1 1 1 13

3. Support Teaching and Learning 1 1 1 1 1 5
4. Workforce Planning and 
Transformation 1 1 1 1 1 1 1 7

5. Virtual Learning support 1 1 1 1 4

6. Research 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 18

7. Community 1 1 1 1 4
8. Administrative System Support 
and Delivery 1 1 1 1 1 1 1 7

9. Student services 1 1 1 1 1 5

10. Sustainability 1 1 1 1 1 5

11. E-Provisioning 1 1 1 1 1 1 6

12. Self-Services 1 1 1 3

13. Cloud Services 1 1 1 1 1 1 1 1 8

14. Mobile Services 1 1 1 1 1 1 6

Total Responses per participant 5 7 3 6 4 4 4 6 3 0 0 1 8 9 7 3 3 8 8 5 5 99



 

Chapter 4: Case Study 1 – University A (UA) 177 

UA Appendix 4.2: Total number of core services per participant for Question 2 

 

 

Question 2 Responses from UA 
Core business services provided Q2P1 Q2P2 Q2P3 Q2P4 Q2P5 Q2P6 Q2P7 Q2P8 Q2P9 Q2P10 Q2P11 Q2P12 Q2P13 Q2P14 Q2P15 Q2P16 Q2P17 Q2P18 Q2P19 Q2P20 Q2P21

Frequency

Portal Service Gateway 1 1 1 3
Research Services 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 17
Administrative Services 1 1 1 1 1 3 1 2 11
Learning and Teaching 1 1 1 1 1 1 1 1 1 1 1 1 1 2 1 16
Research Data Management 1 1 1 1 1 5
Student Administration 1 1 1 3
Community Engagement 1 1 1 1 1 5
IT Security Services 1 1 2
Learning and Teaching Design 1 1 1 1 4
Provide innovation 1 1
Support Learning Technology 1 1 1 3
Application Support 1 1 2
eTV 1 1
Enterprise Application Sup[port 1 1
Infrastructure Services 1 1 1 3
Infrmation Resources 1 1
Learning Support 1 1 2
Library Services 1 1
Inquiry Management System 1 1
Crisis Management 1 1
Emergency Management 1 1
Total 4 8 3 5 5 3 5 4 5 3 3 3 3 2 2 1 3 6 3 7 6 84
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UA Appendix 4.3: Total number of critical services per participant for Question 3 

 

 

Question 3 Responses from UA
Critical services Q3P1 Q3P2 Q3P3 Q3P4 Q3P5 Q3P6 Q3P7 Q3P8 Q3P9 Q3P10 Q3P11 Q3P12 Q3P13 Q3P14 Q3P15 Q3P16 Q3P17 Q3P18 Q3P19 Q3P20 Q3P21 Frequency
Portal Service 1 1 2
Learning and Teaching 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 16
Authentication 1 1
Student Services (recruiting students) 1 1
Student administration 1 1 1 3
Student email 1 1
Research 1 1 1 1 1 1 1 1 1 1 1 2 1 14
IT Security 1 1 2
Crisis management 1 1
Emergency management 1 1
Community 1 1 1 1 4
Learng and Teaching design 1 1 1 1 4
University administration 1 1 1 1 3 1 8
Connectivity & Data storage 1 1
Support learning system BB 1 1
Applications (Enterprise) 1 1
Applications (High Performance Computing) 1 1
Infrastrcture Services 1 1 2
Technical Services 1 1
Information resources (print & electronic) 1 1
Library 1 1
Total 1 6 3 3 2 3 2 3 3 3 3 3 3 2 2 1 2 7 3 6 6 67
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UA Appendix 4.4: What are the key IT/IS systems that underpin the critical business services outlined earlier? 

 

 

Question 4 Responses from UA                     IT Services 
that underpin critical services Q4P1 Q4P2 Q4P3 Q4P4 Q4P5 Q4P6 Q4P7 Q4P8 Q4P9 Q4P10 Q4P11 Q4P12 Q4P13 Q4P14 Q4P15 Q4P16 Q4P17 Q4P18 Q4P19 Q4P20 Q4P21

Frequency

Data Centre 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 17
Network (LAN, WAN, Internet & Wireless) 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 18
Servers & Storage 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 15
Access & Authentication 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 16
Database 1 1 1 1 1 1 1 7
Web Services 1 1 1 1 1 1 1 1 1 1 1 1 1 1 14
Email 1 1 1 1 1 1 1 1 1 1 1 1 12
SMS Communication 1 1 1 1 1 1 6
Building Entry Systems 1 1 1 3
Learning Management System 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 16
Portal 1 1 1 1 1 1 1 1 1 1 1 1 12
Student Administration and Management System 1 1 1 1 1 1 1 1 1 1 1 1 1 13
HR and Payroll 1 1 1 1 1 1 1 1 8
Finance 1 1 1 1 1 1 1 1 8
High Performance Computing 1  1 1 1 1 5
Library 1 1 1 1 1 5
Sharepoint & Collaboration 1 1 1 1 1 5
AskUA - CRM - Rightnow from Oracle. 1 1 1 3
Research Master System 1 1 1 1 1 1 6
Active Directory 1 1 1 3
Cloud Hosting (Software as a Service) 1 1 2
Lecture Capture 1 1 2
Total 7 14 10 13 7 11 3 15 9 7 7 8 6 7 8 4 17 14 8 11 10 196
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UA Appendix 4.5: What frameworks/methodologies are currently used in your organisation for decision-making? 

 

Question 5 Responses from UA                                                                                                                                      
What frameworks/methodologies are currently 
used for decision making? Q5P1 Q5P2 Q5P3 Q5P4 Q5P5 Q5P6 Q5P7 Q5P8 Q5P9 Q5P10 Q5P11 Q5P12 Q5P13 Q5P14 Q5P15 Q5P16 Q5P17 Q5P18 Q5P19 Q5P20 Q5P21 Frequency
ITIL Framework (Change, Incident and Problem 
Management) 1 1 1 1 1 1 1 1 1 1 1 1 12
Service Management Committee 1 1 1 3
Project Management Framework (PMBOK) 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 18
Agile Methodology 1 1 2
Application Development Methodology 1 1 1 1 1 5
The Open Group Architecture Farmework (TOGAF) 1 1 2
Risk Management Framework 1 1 1 1 1 1 1 1 1 1 1 11
IT Governance Committee 1 1 1 1 4
Financial Management Practice 1 1 1 1 1 5
Portfolio Management Approach 1 1 1 1 4
State Government Information Standards e.g. IS18. 1 1 1 3
GITC 1 1 1 1 1 5
Prioritisation Matrix 1 1 2
Disaster Recovery Plan  (DRP) 1 1 1 1 1 5
Business Continuity Plans (BCP) 1 1 1 1 1 5
System Recovery Plans 1 1
Strategic Management Framework 1 1
Critical Systems List 1 1 1 1 1 5
Roadmaps (e.g. service) 1 1
Pandemic Plans   1 1
Crisis Management Plans   1 1
Asset Management Plan for IT 1 1
Records Management Guidelines 1 1
Resources and Projects Steering Committee 1 1
Total 3 7 7 9 7 7 4 2 1 4 4 7 4 4 11 3 3 4 1 1 6 99
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UA Appendix 4.6: Any Plans, Frameworks or Strategies to deal with IT outages? 

 

Question 6 Responses from UA
Any Plans, Frameworks or Strategies to deal with IT outages? Q6P1 Q6P2 Q6P3 Q6P4 Q6P5 Q6P6 Q6P7 Q6P8 Q6P9 Q6P10 Q6P11 Q6P12 Q6P13 Q6P14 Q6P15 Q6P16 Q6P17 Q6P18 Q6P19 Q6P20 Q6P21 Frequency
ITIL Framework 1 1 1 1 4
Service Management Committee 0
Project Management Framework (PMBOK) 1 1
Agile Methodology 0
Application Development Methodology 0
The Open Group Architecture Farmework (TOGAF) 1 1
Risk Management 1 1 1 1 1 1 6
IT Governance Committee 1 1 2
Financial Management Practice 0
Portfolio Management Approach 0
State Government Information Standards e.g. IS18. 0
GITC 0
Prioritisation Matrix 0
Disaster Recovery Plan  (DRP) 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0 1 17
Business Continuity Plans (BCP) 1 1 1 1 1 1 1 1 1 1 1 11
System Recovery Plans 1 1 1 1 1 1 1 1 1 9
System Operating Procedures 1 1 1 1 1 1 1 1 1 1 10
Strategic Management Framework 1 1 2
Corporate Risk Register 1 1
IT Risk Register 1 1
Service Review Plan 1 1
Critical Systems List 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 17
Roadmaps (e.g. service) 0
Pandemic Plans 1 1 1 3
Crisis Management Plans 1 1 1 3
Asset Management Plan for IT 0
Records Management Guidelines 0
Resources and Projects Steering Committee 0
Total 5 10 4 3 4 7 3 2 0 8 8 2 3 4 6 4 4 3 4 1 4 89
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UA Appendix 4.7: How effective are the plans/frameworks? 

 

Question 7 Responses from UA
How effective are the plans/frameworks?
1 = Effective; 0 = In-effective Q7P1 Q7P2 Q7P3 Q7P4 Q7P5 Q7P6 Q7P7 Q7P8 Q7P9 Q7P10 Q7P11 Q7P12 Q7P13 Q7P14 Q7P15 Q7P16 Q7P17 Q7P18 Q7P19 Q7P20 Q7P21 Frequency
ITIL Framework 1 1 2
Service Management Committee 0
Project Management Framework (PMBOK) 0
Agile Methodology 0
Application Development Methodology 0
The Open Group Architecture Farmework (TOGAF) 0
Risk Management 1 1 2
IT Governance Committee 1 1
Financial Management Practice 0
Portfolio Management Approach 0
State Government Information Standards e.g. IS18. 0
GITC 0
Prioritisation Matrix 1 1
Disaster Recovery Plan  (DRP) 1 1 1 1 1 1 1 1 0 1 1 1 1 0 1 0 1 1 1 1 17
Business Continuity Plans (BCP) 0 1 1 1 1 1 1 6
System Recovery Plans 1 1 1 3
System Operating Procedures 1 1 1 1 1 1 1 7
Strategic Management Framework 1 1
Corporate Risk Register 1 1
IT Risk Register 1 1
Service Review Plan 1 1
Critical Systems List 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 17
Roadmaps (e.g. service) 0
Pandemic Plans 1 1
Crisis Management Plans 0
Asset Management Plan for IT 0
Records Management Guidelines 0
Resources and Projects Steering Committee 0
Total 4 9 4 4 3 4 3 2 0 2 2 2 2 1 2 1 3 2 4 3 4 61
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Chapter 5 
 Case Study 2: 

University B (UB) and Analysis 

Introduction  

This research is based on a comparative case study across two Australian public-sector universities, 

in order to draw meaningful parallel comparisons of findings across multiple data sources. In the 

previous chapter, data collected from University A (UA) Case Study were analysed and risks were 

identified. The next section will analyse data collected from the second case study, University B (UB).  

First a brief outline of the UB organisation will be provided in terms of its size, top-level 

organisational structure and associated portfolio responsibilities. Second, the governance process is 

described in terms of committee structure and how information systems (IS) risk is managed. Third, 

the information technology (IT) environment and top-level plans are described.  Fourth, access to 

the organisation is conditional on anonymity being maintained for participants and for the 

institution. Hence the organisation has been identified as UB and the staff who took part in the 

interviews are identified as Participants 1–21, or P1–P21. 

As a point of clarification, there were 21 participants, each of whom was asked 25 questions. These 

questions would normally be described in terms of their rationale and relevance, but it will not be 

repeated here, as this material was already presented in the UA Case Study (Chapter 4). The results 

for each question are discussed in terms of the raw data, categorisation and tabulation, followed by 

analysis and presentation of summary findings. 

Size 

University B is a leading Australian university, offering courses and research to over 44,000 

undergraduate and postgraduate students. While it has a global outlook, it has a focus on the Asia-

Pacific region. UB has several thousand international students from 130 countries and has 

approximately 4,300 staff and an annual operating budget approaching $1 billion. UB has five 

campuses within a 100-kilometre radius of a provincial capital city. 
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Organisation Structure 

UB is established under a University Act and the UB Council is the university’s governing body with 

the Chancellor as its head. The Chancellor serves as the titular head of the university, presiding over 

all major ceremonies. The council consists of UB’s elected staff, student representatives and state 

government nominees. 

The Vice Chancellor/President is the Chief Executive Officer of the University and is responsible to 

the University Council. The University’s Executive Group comprises the Vice Chancellor, Deputy Vice 

Chancellors and Pro Vice Chancellors. This group meets on a fortnightly basis to deal with current 

strategic and management matters. UB’s top-level organisational structure is shown in Figure 5.1.  

 

 

 
Figure 5.1:  UB Top Level Organisational Chart 

 

The Vice-Chancellor/President is the chief executive officer of UB, responsible to the council for 

promoting the interests and goals of UB, and advancing its development and organisational values; 

providing leadership; and the management and operation of UB, including its academic, administrative, 

financial, technical and other functions. Deputy Vice Chancellors and heads of division are responsible to 

the Vice Chancellor for the overall leadership, management and administration of their areas of 

responsibility. The principal UB officer at UB for the information systems (IS) portfolio is the Pro Vice 

Chancellor (Information Services), whose responsibilities include: Library and Learning Services; 

Information Technology Services; Research Services and Information Management. 
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Governance Structure 

Initially, the overall UB governance is presented, followed by how risks and IS risks are managed 

through various governance committees. This is important, as it describes key roles and 

responsibilities, clarifies relevant policies and frameworks used, and outlines how operational and 

strategic risks are managed. 

The council and committees at UB that perform a governance role in the management of 

information systems risk are the Council, Finance, Resources and Risk Management Committee, and 

the Audit Committee, as shown in Figure 5.2.  

 

 

 
Figure 5.2: UB Council Committees Overseeing IS Risks 

 

The Vice Chancellor is a member of all Council Committees, while the Vice Chancellor and the 

Executive Group oversee the IT Governance Committee. 

Management of Risk 

The overall accountability for strategic risk management at UB is the council, which is overseen 

through the Audit and Finance, Resources and Risk Management Committees. The Vice Chancellor is 

responsible for mitigating strategic risks. Regular reports on the status of audit and risk compliance 

are provided to these committees by the Manager Risk and Business Continuity and Manager 

Internal Audit. 

The management of risk is guided by the UB Risk Management Policy and the Risk Management 

Framework. These policies provide direction, making each of the academic schools and 
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administrative divisions responsible for managing their own business risks. For example, UB’s Chief 

Technology Officer (CTO) is accountable to the Pro Vice Chancellor (Information) for all IS risks, in 

particular strategic divisional risks. IT Managers report to the CTO and are responsible for the 

operational IT risks within their own areas. The alignment of risk management with the strategic 

planning process facilitates closer interaction between the revision of plans and the reassessment of 

risks. 

The approach taken to risk management at UB refers to the governance, information, resources and 

processes that are coordinated to help UB to manage the effect of risk on its overall performance 

and strategy. UB’s strategy is to achieve an overall approach to managing strategic, operational, 

financial and compliance risk and safeguard the university’s reputation. Any harm to UB’s reputation 

could influence its ability to attract and retain students and investors, recruit and retain quality staff 

and be financially sustainable. Mismanagement of such risk could invite increased regulatory 

scrutiny and/or political intervention.  

Both IS and non-IS risk processes for UB are shown in Figure 5.3, while the focus of this study is on IS 

risk that is overseen at the level of the UB CEO.  

The key features shown in Figure 5.3 describe how IS risk is managed at UB. Management of IS risks 

at UB include risks identified from the following areas: 

• Project risks are escalated to Project Boards and reported to Portfolio Boards. 
• IS operational risks are logged in the IT Risk Register and escalated to the Chief Technology 

Officer (CTO) and PVC (Information). As well, strategic risks are escalated to the Risk and 
Business Continuity Unit. Risk reports are submitted to the IT Governance Committee for 
discussion and noting on a regular basis.  

• Several IS audits are conducted in the UB IT department each year. All risk identified is 
presented in a formal report format to the PVC (Information) and the Chief Technology 
Officer and to the Audit Committee. 

All strategic risks are logged into UB’s Strategic Risk Register. Risk reports are submitted to the 

Council’s Finance, Resources and Risk Committee for discussion and noting on a regular basis.  
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Figure 5.3: UB Risk and IS Risk Management 

 

Decision-Making Frameworks and Key Plans 

The Council endorses a framework for the delegation of decision-making-based around committees 

within an environment of responsible corporate governance. Sound corporate governance is 

achieved by ensuring that there are adequate internal control structures in place to support 

delegated decision-making, including appropriate policy settings, and monitoring, reporting and 

compliance-management systems. The frameworks and policy settings relevant to this study are 

reviewed on a regular basis. Some of the key UB frameworks and procedures are listed below: 

• the UB Planning Framework  
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• the UB Quality Framework 
• Financial and Performance Management Standard 
• Register of Compliance Obligations 
• Risk Management Framework 
• Business Continuity Framework 
• Policy Library 
Moreover, the UB Planning Framework links UB’s Strategic Plan with other key plans as follows: 

• Core Activity Plan 
o Academic Plan 
o Research Plan 

• Key Supporting Plans 
o Development Plan 
o Information Technology Plan 
o Alumni Plan 
o Equity Plan 
o Sustainability Plan 
o International Business Plan 
o Capital Management Plan 
o Electronic Infrastructure Capital Plan 

These plans devolve to each business area’s divisional business and operational plans within UB. 

From an IT perspective, UB governance is focused around the alignment of the Strategic Plan with 

the IT plan and the Electronic Infrastructure Capital Plan. This last plan funds all IS projects at UB. 

These plans are approved by the Vice Chancellor and Council after passage through the IT 

Governance Committee and the Finance, Resources and Risk Committee. Meanwhile, the divisional 

and operational plans are the responsibility of the Chief Technology Officer (CTO) and the 

management team. The CTO is a member of the IT Governance Committee, which is chaired by the 

Vice Chancellor.  

IT Environment 

IT services and infrastructure, together with an integrated information services model, are critical in 

supporting UB to achieve its research and educational goals. Scholarly research and research-

informed teaching increasingly depend on the power of information and communication networks 

as scholars work across organisational and national boundaries on complex global problems.  

The IS environment exists across multiple campuses and is complex in nature. IT systems and 

services are fully centralised. However, some support for learning and teaching areas (such as 

lecture theatres and labs) exists onsite for each campus. There are two large data centres located at 

two of UB’s largest campuses, which are about 100 kilometres apart.  
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Business services at UB comprise processes, IT systems and people (both business and IT) to deliver 

services. The IT systems underpinning UB’s business services include: Primary and Secondary 

datacentres (across two campuses); Networking infrastructure (includes local area network, 

intercampus links, wireless and internet); Access and Authentication; IT Security; Servers and 

Storage; Databases; Applications; Portal and Website. UB Information Technology Services Structure 

is outlined in Figure 5.4.  

 

Source: UB Website 

Figure 5.4: UB Information Technology Services Structure 

Data and Analysis 

The method used to explore this study is described in detail in Chapter 3. Briefly, on-site individual 

interviews were conducted. There were 25 questions and 21 participants from UB. The participants 

included eight directors, four of whom were external to the IT Department, while the others were 

senior technical and management staff from the IT Department.  

Interviews were recorded and notes taken. The recordings were transcribed from voice to text. After 

multiple level of analysis, the text was coded, tabulated and categorised. Following this, a more 

detailed analysis of each question was conducted in a similar manner to that as described in the 

UA Case Study in Chapter 4. The rationale for asking each of the questions will not be repeated here, 

since it is already covered in Chapter 4. The format of the analysis is as follows. Each question is 

identified with keywords; actual questions are detailed; acronyms are explained in a footnote; the 

raw data are presented; detailed analysis follows and a short summary is provided. 
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Question 1: Organisation Business Strategy 

Question 1: What are the key business strategies being undertaken by the university over the next 

one to three years? 

Q1 Organisation Business Strategy: Data 

The raw data refer to UB Appendix 5.1, located in the Appendix. The number of strategies described 

by each participant (identified as Q1P1 to Q1P21) ranged from two to seven.   

The data provided by 21 participants reveal a total of 12 different strategies, which are displayed in a 

graphical radar chart in Figure 5.5. A graphical radar chart, also known as a spider chart or a star 

chart because of its appearance, plots the value of each category along a separate axis that starts in 

the centre of the chart and ends on the outer ring. For example, the category Student Experience 

and Retention has a frequency (value) of 14, which means that 14 participants made comments that 

referred to student experience and retention. 

 

 
Figure 5.5: Strategies provided by participants for Question 1 
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Q1 Organisation Business Strategy: Analysis 

As mentioned in Chapter 3,115 one of the analysis options (pre-set categories) was used to search 

through the responses for Question 1. These categories are listed below and also represent UB’s key 

strategies.116 

1. Excellent Educational Experience 
2. Improve UB’s Research Performance 
3. Excellent Staff  
4. Sustainable 
5. Engagement with the Asia-Pacific Region 

In particular, an understanding and awareness of the organisations business strategies will help 

inform the IT Department of the key IT services required to support these strategies. For example, to 

“maximise the support to the university’s Learning and Teaching activities like making the access 

greater (e.g. wireless), lecture capture, enabling collaboration environments, increased on-line 

content availability”117 introduces new forms of IS risks. The responses pertaining to each strategy 

are shown in Table 5.1.  

Table 5.1: Alignment of Question One Responses to Pre-set Categories 

 

 

                                                           

115 Refer to Chapter 3, Stage 5: Data Analysis – Pre-set categories 

116 Source: UB Strategic Plan 2013–2017. 

117 Source: UB_ Participant Two. 

UB Strategies (from UB Stratergic Document) Responses

Learning and Teaching
Student experience & retention
Online Learning
Online and self-help services
Program Quality and Structure

Improve our research performance Research/eResearch

Excellent staff Staff Diversity &  Quality

Sustainability
Online and self-help services

Engagement with the Asia–Pacific region Engagement with Asia-Pacific

Excellent educational experience

Sustainable
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Learning and teaching; student experience and retention; online learning; online and self-help 

services; program quality; and program structure all have common themes attributed to the 

category Excellent Education Experience. One response (online and self-help services) aligns with 

two of the key strategies because it has common elements of services that can provide a student 

with an Excellent Education Experience. As well, it aligns with the key strategy Sustainable, which 

means that the more online and self-help services that are implemented, the fewer physical 

resources are required.  

Three responses (Top Ten University in Australia; Administration and Use of Information Technology) 

were left out of the table (Table 5.1) because these didn’t belong to any one category. However, all 

three are still relevant. For example, two responses (Administration and Use of Information 

Technology) are more enablers or supporters to the key strategies. The third response (Top Ten 

University in Australia) is an aspirational goal, and can be achieved through all the key strategies.   

The raw data reveal that a significant majority of the participants were able to describe only two of 

UB’s five key strategies. These are: Excellent Educational Experience and Improve UB’s Research 

Performance. Fewer than half were able to name Sustainability and Staff. Only a few were able to 

name Engagement with the Asia-Pacific Region. 

Upon examination of the secondary data,118 an important observation is made that could explain 

why only a few respondents were able to name one or more of the five key strategies. Over a three-

year period, UB has implemented five key strategic documents. These are: UB_Strategic-Plan-2013–

2017; UB_2015 implementing vision; UB_2020 Plan; UB_2020 the next steps; and UB_ 

Internationalisation Strategy-2014-17. 

 

Questions 2, 3 and 4: Business Services and IT Systems 

Question 2: What are the core business services provided by your organisation? 

Question 3: Are any of these services critical in nature for the business? 

Question 4: What are the key IT/IS systems that underpin the critical business services outlined 

earlier/above? 

                                                           

118 Source: UB_ Strategic documents 
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Acronyms used in this question are shown in the footnote in alphabetical order.119 

Questions 2, 3 and 4: Data Used 

The raw data refer to UB Appendix 5.2, UB Appendix 5.3 and UB Appendix 5.4 respectively, located 

in the Appendixes at the end of this chapter.  

Question 2, 3 and 4: Analysis Conducted 

In the first pass of the thematic analysis, the raw data from Question 2 reveal that not all services 

provided by the participants are business services, as asked in the interview. This makes it necessary 

to separate these into two groups: Business Services and Enabling and Support Services, as shown in 

Table 5.2.  

Table 5.2: Grouping into Business Services, and Enabling and Support Services 

 

 

 

                                                           

119 Acronyms used in this question are: Human Resources Management (HRM); Information Systems (IS); Information Technology (IT); Learning Management System (LMS). 

Raw Data Business Services Enabling & Support Services
Provision of Electronic Infrastructure X

Access to Electronic Resources X

Learning & Teaching X

Research/eResearch X

Research Support Services X

Commercialisation of Research X

Library X

Learning Content X

Learning Management System X

Help Desk/Contact Centre X

Student Support Services X

Administrative (Student/Finance/HRM) X

Alumni X

Academic Registrar X

Marketing & Communications X

Facilities Management X

Student Accommodation X

Internal Audit Services X

Legal Services X

Community X

Knowledge Base X
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In the context of this study, Business Services are client facing while those that are backend and 

provide support are categorised as Enabling and Support Services. From the responses provided, the 

backend and support services include: Provision of Electronic Infrastructure; Access to Electronic 

Resources; Research Support Services; Learning Management System; Facilities Management; 

Internal Audit Services; Legal Services and Knowledge Base. 

In the second pass of the thematic analysis, the Enabling and Support Services were excluded and 

the Business Services (Table 5.2) were re-grouped based on common characteristics. For example, 

Research Services, eResearch and Commercialisation of Research are associated with research. 

Similarly, services associated directly with Learning and Teaching were grouped along with those 

services supporting UB Administration.  

From this, the three core business service categories – Learning and Teaching; Research; and 

Administrative Services –evolved, as illustrated in Figure 5.6. More importantly, the Enabling and 

Support Services underpin all three categories.  

Thus data (UB Appendix 5.2) reveal that a significant number of participants identified Learning and 

Teaching, Administrative Services, and Research as the three core services provided by UB. 

 

 
 

Figure 5.6: Core Business Categories 

Analysis of Question 3 reveals that two core services (from Question 2), Learning and Teaching, and 

Administrative Services, are deemed critical by a significant number of participants as shown in 

UB Appendix 5.3. In the context of this study, critical services are defined as the minimum core 

services required by an organisation (such as UB) in order to conduct key business functions. 

As well, about half the participants claimed that Research was also a critical service. An insignificant 

number of participants indicated that Student Accommodation Services, Marketing and 

Learning & Teaching Research Administrative Services
Learning & Teaching Research/eResearch Administrative (Student/Finance/HRM)
Library Commercialisation of Research Help Desk/Contact Centre
Learning Content Student Support Services
Academic Registrar Alumni

Marketing & Communications
Student Accommodation
Community

Enabling & Support Services
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Communication, Email and Commercialisation were critical in nature. However, these services can 

be aligned with Administrative Services. 

In the first pass of thematic analysis of Question 4, a total of 20 responses are recorded from all the 

participants as shown in UB Appendix 5.4. The data reveals that a significant number of participants 

indicated the following as being critical: 

• IT Infrastructure (Data centre, server and storage) 
• Learning Management System (LMS) 

In addition, more than half the participants described the following IT systems as underpinning 

critical business services: 

• Portal 
• Administrative systems (Finance/HRM) 
• Student Administration System 
• Authentication and Identity Management 
• Internet 

In the second pass of the analysis, all the responses that emerged from Question 4 were grouped 

into three pre-set IT categories: Technology, Database, and Applications. As well, IT Security was 

placed in all categories as it applies to all three. The results are shown in Table 5. 3.  

Table 5.3: Grouping of IT Services that Underpin Critical Business Services 

 

 

Question 4:    IT Services that underpin critical 
business services

Technology 
Infrastructure

Database Applications

Learning Management System (LMS) X

Collaboration Systems (Email, chat, SMS) X
Corporate Website X
Portal X
Administrative Systems (Finance, HRM) X
Student Administrative Systems X
IT Infrastructure (Datacentre, Server, Storage) X
Network (LAN & WAN) X
Authentication and Identity Management X
Research Systems (HPC) X
Data Management X
Database X
IT Security X X X
Building Management System (BMS) X
AV and Lecture Theatre Equipment X
System Backups X
Library System X
Internet X
PABX X
Desktop Support X
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Table 5.3, in conjunction with the data from UB Appendix 4, has a tally of 152 responses. Further 

examination reveals 82 responses for Application, 55 for Infrastructure and eight for Database.  

While the responses have been grouped into three categories for analysis purposes, in reality an 

application cannot run without an infrastructure and database. An infrastructure on its own is of no 

value without appropriate applications and a database. So the data from Question 4 should be 

examined in their entirety – that is the three categories working in combination such that “IT 

Infrastructure e.g. Datacentre and networks; LMS; Website; Portal; Peoplesoft Student Admin 

system, Finance system, HR/Payroll – these systems underpin all the areas of the university.”120 This 

demonstrates the importance of IT services in supporting critical business services. 

Thus far, Question 1 secondary data have revealed that UB has five key strategies: Excellent 

Educational Experience; Improve UB’s Research Performance; Excellent Staff; Sustainable and 

Engagement with the Asia-Pacific Region. However, a significant majority of respondents were able 

to identify only two of the five. Question 2 reveals the top three core services as: Teaching and 

Learning, Administrative, and Research, while Question 3 reveals that two of these (Learning and 

Teaching, and Administrative Services) and to some extent Research, are deemed critical. This 

suggests a need for better communication about strategic documents to staff, and greater 

awareness among them. 

Based on these results, it can be established that, at a minimum, for UB to continue functioning as 

an organisation will require the availability of Learning and Teaching and Administrative Services. 

Infrastructure, Database and Applications (Question 4) are part of IT systems that will be required to 

support the critical business services at UB. A service is based around an application that is not run in 

isolation of the database and infrastructure. 

The analysis of subsequent questions will investigate how IS risk is managed to prevent IT outages 

which otherwise could impact the business services. Furthermore, if there are IT outages, how will 

these be managed? 

 

                                                           

120 Source: UB_ Participant 4. 
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Questions 5, 6 and 7: Plans, Frameworks, Methodologies or Strategies 

Question 5: What frameworks/methodologies are currently used in your organisation for decision-

making?  

Question 6: From your perspective, does your organisation develop or have any plans, frameworks 

or strategies in place, to deal with IT/IS outages? 

Question 7: How effective do you consider these plans/frameworks/strategies to be? How do you 

know? 

 

Acronyms used in this question are shown in the footnote in alphabetical order.121 

 

Questions 5, 6 and 7: Data Used 

The raw data are shown in UB Appendix 5.5, UB Appendix 5.6 and UB Appendix 5.7 respectively.  

Results are summarised in Tables 5.4–5.6. 

 

Questions 5, 6 and 7: Analysis Conducted 

A total of 26 different frameworks and methodologies were identified by the participants, as shown 

in Table 5.4.  

Data collected from Question 5 affirm that responses vary widely on UB frameworks used for 

decision-making. These are listed in Table 5.4 with their frequencies. A significant number of 

participants indicated that the organisation-level framework for decision-making utilised most often 

was Risk Management. According to half the participants, ITIL and Project Management 

Methodology were also used.  

 

 

                                                           

121 Acronyms used for this question include: Business Continuity (BC); Disaster recovery (DR); Electronic Infrastructure 
Capital Plan (EICP); Government Information technology Conditions (GITC); Information Technology (IT); IT infrastructure 
Library (ITIL); System Operating Procedures (SOP); System recovery Procedures (SRP); The Open Group Architecture 
Framework (TOGAF). 
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Table 5.4: Organisational Frameworks/methodologies used for decision-making 

 

 

 

The data reveal plans and frameworks or methodologies used to deal with IT outages at UB, as 

shown in Table 5.5. 

The responses to Question 6 reveal that the framework predominantly in place to manage planned 

and unplanned IT outages at UB is the Disaster Recovery Plan. Other plans in use to some extent are 

ITIL, the Business Continuity Plan, and System Recovery Procedures. In addition, the Project 

Management Plan, System Operating Procedures and Architecture Framework are used. Risk 

Management, Testing Strategy and Test Plans are also used less often. There are other plans and 

frameworks in use, as indicated by only one or two participants.  

 

 

UB Q5 Responses

Q5            
Decision Making Framework 

Frequency

ITIL Farmework (Incident, Change) 11
Risk Management Framework 16
Financial Management Guidelines 8
Project Management Methodology 12
GITC (Procurement) 6
Research Data Management Guidelines 4
Ethics Guidelines and Protocols 1
External Grants and Funding Management Guidelines 1
Policies 3
Business Continuity Management and Resilience Policy 2
IT Governance Framework 2
Audit Management Farmework 2
Crisis Management Framework 2
Budget Allocation Model 1
Information Management Framework 4
System Recovery Procedures (SRP) 1
Disaster Recovery Plan 1
UB_Strategic Plan 2
Academic Plan 3
IT 2020 and IT Plan 3
Architecture Framework (TOGAF) 3
Electronic Infrastructure Capital Plan (EICP) 2
Quality Management Framework 2
Legal Framework 1
Equity & Diversity Plan 1
Sustainability Plan 1
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Table 5.5: IS Plans, Frameworks or Methodologies in place 

 

 

 

The effectiveness of the plans, frameworks and methodologies for Question 7 is shown in Table 5.6. 

 

Table 5.6: Effectiveness of plans, frameworks and methodologies 

 

 

 

UB Q6  Responses

Q6
IT/IS Outage Plans 

Frequency

ITIL Farmework (Incident, Change) 8
Risk Management Framework 3
Project Management Methodology 4
Business ContinuityPlan 6
IT Governance Framework 1
Audit Management Farmework 1
System Recovery Procedures (SRP) 6
Disaster Recovery Plan 14
IT Strategic Plan 1
IT Operational Plan 1
Architecture Framework (TOGAF) 4
Testing Strategy and Plans 3
System Operating Procedures (SOP) 4
Cloud Services 1
Monitoring and Alerting 1
IT Security Framework 1
Critical Response Team 1
Desktop BCP Exercise 2

UB Q 7  Responses
Q7

Plan Effective 
Frequency

Q7
Plan Ineffective

Frequency

ITIL Farmework (Incident, Change) 3
Risk Management Framework 1
Project Management Methodology 1
Business Continuity Plan (BCP) 1 9
Audit Management Farmework 1
System Recovery Procedures (SRP) 6
Disaster Recovery Plan 16 3
IT Strategic Plan 1
IT Operational Plan 1
Architecture Framework (TOGAF) 2
Critical Response Team 1
Testing Strategy and Test Plans 0 3
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A significant number of participants acknowledged that the use of the Disaster Recovery Plan was 

effective in dealing with IT outages. Some participants stated that System Recovery Procedures were 

also effective.  In contrast, only one or two participants described other frameworks that were 

effective, and these are listed in Table 5.6. 

Closer examination of the data shows that, first, approximately half the participants indicated that 

the BC plan had been used to deal with IT outages, but only one participant described its use as 

being effective while nine indicated: “BCP plan – this is ineffective and has not flowed down to IT 

department. The consultant who did the initial work never consulted the IT department.”122 This 

suggests a lack of collaboration between the Business and IT Departments.  

Second, about half the participants were not aware of whether a BC plan existed or was used at UB – 

for example, “I don’t know as I have not been involved with it.”123 

Third, while the majority of the participants thought the DR plan was effective, a small minority 

believed it wasn’t. Finally, those who indicated that Test Plans were used to deal with IT outages also 

believed these were ineffective: “Not happy with testing strategies or plans used by IT department 

as many of the HR/ Payroll issues should have been picked up earlier.”124 

The findings of Questions 5, 6 and 7 highlight a lack of consistency in terms of awareness, knowledge 

and use of all the plans, frameworks, methodology and policies in use at UB, both for decision-

making and for managing IT outages. 

First, several plans, methodologies, frameworks and policies exist, but are not widely known by all 

the participants. Second, there is no single plan, methodology, framework or policy known to all the 

participants. Third, although DR plans are known by many to be in use and prove effective, one-third 

of the participants are still are not aware of this. Finally, nine plans are not mentioned as part of the 

Decision-Making Framework, but are used in IT Outages. A possible explanation for this is that these 

plans are more technical in nature and are not mentioned in the UB Strategic Plan documents. 

Overall, apart from some inconsistencies in awareness, the results confirm that UB have “DR Test – 

proves that the technology works. It doesn’t prove if the people and the process work. It is carried 

                                                           

122 Source: UB_ Participant 18. 

123 Source: UB_ Participant Three. 

124 Source: UB_ Participant Five. 
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out in a controlled and an ideal environment. Not aware that any BC plans exist.125 In contrast, the 

most ineffective plan in place is the BC plan.  

 

Question 8: Major IT Outages at UB 

Question 8: Has the organisation ever experienced any major outages with its information 
systems? 

a. If yes, how was the business impacted?  

b. How long was the outage?  

c. What was the cause?  

d. Were any plans activated?  

 

Acronyms used in this question are shown in the footnote in alphabetical order.126 

 

Q8 Major IT Outages at UB: Data 

Responses to Question 8 are shown in Table 5.7. 

  

                                                           

125 Source: UB_ Participant 11. 

126 Acronyms used in this question include: Disaster recovery (DR); IT infrastructure Library (ITIL); Private Automated 
Branch Exchange (PABX). 
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Table 5.7: Summary of IT Outages 

IT Outages Business Impact 
Outage 
Period 
(days) 

Cause Plans used 

Learning 
Management 
System 

Impacted all teaching 
and learning; Poor 
system performance at a 
critical time – start of 
semester. Clients unable 
to access information 
due to lengthy login 
time; system unstable; 
Reputational damage. 

2 - 5 Result of system upgrade. 
Technical Problems; Process 
issues; Inappropriate advice 
from vendor; Poor executive 
management decision; Lack 
of system load and 
integration testing; Lack of 
proper project governance. 

System recovery 
plans; 
Project management; 
Testing; ITIL Change 
Process; DR plan 

Enrolment 
system 

Load issues causing 
delays and frustration 
for students. 

0.5 Insufficient computational 
capacity. 

System recovery plans 
 

Payroll 
system 

Ongoing performance 
issues; Loss of 
functionality; system 
failures 

2 Result of system upgrade. 
Lack of system testing; Lack 
of proper project 
governance. 

Project management; 
Testing 

Learning 
Management 
System 

Students and academic 
staff unable to access 
lecture material. 

2 Software file corruption due 
to version mismatch with 
NFS. 

System Recovery 
Plans; System 
Operating Procedures; 
ITIL Change Process. 

Network 
outage 

Affected single campus 1 Due to network equipment System Operating 
Procedures; ITIL 
Change Process 

Learning 
Management 
System 

Impacted all teaching 
and learning; Poor 
system performance at a 
critical time – first day of 
semester. 

1 Application problems. System Operating 
Procedures; ITIL 
Change Process; 
Testing 

Internet Loss of all external 
network access as first 
day of enrolment. 

1 Cable cut by road 
construction contractors. 

ITIL Change Process 

Phone 
services 

All voice communication 
was lost. 

1.5 Lightning strike to PABX 
equipment. Lack of budget 
led to arrester install delays. 

ITIL Change Process; 
Testing 

Website Search engine lost 0.1 Software required re-coding System Recovery 
Plans; ITIL Change 
Process; Testing 

Password 
exposure 

Annoyance 0 Security issue. All users had 
to change their password. 

ITIL Change Process 

Student 
email 

Loss of all email access 3 System upgrade; no 
development environment 

System Recovery 
Plans; ITIL Change 
Process. 

Data centre Loss of all systems 0.5 Due to electricity vendor’s 
transformer fire. 

ITIL Change Process 
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Q8 Major IT Outages at UB: Analysis 

Upon examination of the data, it was found that in recent years UB had experienced 12 major 

outages, which are listed in Table 5.7. The outage period ranged from a few hours to five days. 

Participants revealed that the outages were due to a number of factors, also listed in Table 5.7. 

Some outages were due to nature (lightning) or human error (cable cut), but most were due to 

internal controls around software issues, lack of testing and system upgrade. For example, “There 

was another outage of the LMS and was out for couple of days then intermittent for five days. Main 

cause was insufficient testing undertaken when system software was upgraded to new version. Also 

timing was not very smart as the upgraded system went live at start of Semester 1.”127 

The IT outages were all unplanned and impacted UB clients in a number of ways. Some of the longer 

IT outages that lasted two to five days will be discussed next. First, the Learning Management 

System was out on three occasions, two of which were at the start of different semesters where 

students were unable to access information due to lengthy login time. Thus the impact on clients 

demonstrates poor system performance, whereby students and staff were unable to login. Again, on 

another occasion, students and staff were unable to access lecture material due to software file 

corruption.  

Second, due to a system upgrade, the student email service became unavailable for three days. The 

main cause was the software upgrade being undertaken in a production environment as opposed to 

a development environment. Best practice recommends that software upgrades are initially 

performed in a development environment, tested, then deployed in a production environment via a 

change-management process (Murray 2006). 

Third, there were “major problems with Peoplesoft HR/Payroll system since the upgrade, where the 

key issues have been lack of rigorous testing. Also, this upgrade is very different and there are not 

many experts, and as a result it has not been thought through well.”128 As a result, the payroll 

system had ongoing performance issues, loss of functionality and system failures, causing much 

frustration to end users. The root cause was poor project governance, not properly following 

processes and procedures within the Project Management Framework at UB. 

                                                           

127 Source: UB_ Participant 11. 

128 Source: UB_ Participant Five. 
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Lastly, “all phone services were unavailable caused by burnt equipment (PABX)129 due to lightning 

strike because no arrestor was fitted, also there was a lack of PABX spare parts as our equipment is 

old.”130 The main reason why this occurred was a delay in the installation of a lightning arrester that 

had been planned but not executed.  

Every outage causes significant reputational damage, delays and frustration, such as “the load issues 

with Student Administration System during enrolments caused delays and frustration”.131 As well, 

“service unavailability prevented students from accessing content or engaging with online materials 

at start of semester causing reputation loss and may have caused loss of student”.132 

To sum up, when dealing with IT outages, the participants talked about using various plans. These 

included ITIL, SRP, Testing, SOP, Project Management and DR plans. As an example, “we have system 

operating procedures, system recovery procedures and guidelines for system administrators – about 

how to manage systems upgrades and outages e.g. patching, building systems and system 

failure”.133 Some observations can be made about the plans that exist (Question 6) compared with 

plans actually in use (Question 8).  

More specifically, only six of the 18 plans had been put into action to deal with IT outages. Even 

though a majority of the participants (Question 6) indicated that DR was in place, it was used only 

once to deal with IT outages. The plan (Question 8) used the most number of times (10 of the 12 

outages) was ITIL. Yet in Question 6, only about a third of the participants indicated that ITIL existed. 

Similarly, SRP, SOP and Testing were used a few times but were mentioned by only a small number 

of participants (Question 6). 

The findings from the analysis of responses to Question 8 reveal that there is no defined process of 

using a particular plan to deal with a major IT outage. The use of any plan/s appears ad hoc and 

dependent on who is in charge of that service. Moreover, at UB this role is called the Service 

Manager, whose job is to activate the plan/s in the event of an outage. However, there are several 

such roles, such as Service Manager Infrastructure, Service Manager Database and Service Manager 

                                                           

129 PABX – private automatic branch exchange. 

130 Source: UB_ Participant Nine. 

131 Source: UB_ Participant Four. 

132 Source: UB_ Participant 17. 

133 Source: UB_ Participant Six. 
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Applications. The implication is that each area uses a different service-recovery plan, which results in 

a lack of coordination.  

An analogy can be drawn here with the running of a relay race, where a baton is passed in a 

particular manner from one runner to the next to complete the race. A similar process occurs with 

an IT outage due to a server fault. The Service Manager Infrastructure would initiate the 

infrastructure service-recovery plan and, once the fault is resolved, the ITIL process is used to pass 

the issue on to the Service Manager Database. Here, the database service-recovery plan would be 

activated and, when the database is restored, the ITIL process would pass the baton to the Service 

Manager Applications, who would use their department’s service-recovery plan to restore the 

service. This also explains why so many participants named ITIL as the dominant plan in use to 

resolve IT outages. 

Question 9: IS Risk Management at UB 

Question 9: How is information systems risks managed in your organisation? 

Q9 IS Risk Management at UB: Data 

Responses to Question 9 are shown in Table 5.8.  

Table 5.8: Risk Management at UB 

Question 9 – How is risk managed? – RAW DATA Governance Process People 
IT Risk register for operational IT risks. Risks are 
logged, reviewed and critically decided by senior 
IT management team. 

 X X 

UB_ Corporate Risk Register for strategic risks, 
Managed by Manager Risk and Business 
Continuity; reviewed by executive group 
annually. 

 X X 

Projects are managed via Issues and Risk logs by 
Project Manager and escalated to Project 
Boards. 

X X X 

Head of section is responsible for risks in that 
area.   X 

Managed ad hoc across UB and across IT 
department.   X 

Risk Management Framework with risk matrix 
and is Managed by Manager Risk and Business 
Continuity 

X  X 

Core infrastructure risks are managed by line 
managers   X 

Risk Policy X   
Change Advisory Board manager risks to 
production services. X   

Architecture Advisory Groups X   
IT Audits  X  
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Q9 IS Risk Management at UB: Analysis 

Findings reveal that IS risk management at UB incorporates Governance, People and Process and is 

managed at three levels: 

• operational level 
• corporate level  
• project level 

At the operational level, IT risks are managed as follows: “We have identified a range of risks and for 

which we have undertaken risk assessment and identified actions which we need to take to address 

these risks e.g. after the lightning strike, we assessed the risk and installed a lightning arrestor and 

isolation power switch.”134 

Another example is an IT system risk managed by the IT Department and a business unit. When a risk is 

identified or raised it is logged in the IT Risk Register and escalated to the line manager. In situations 

where the risk cannot be resolved or where a decision on funding is required, it is escalated to senior 

management using the IT Risk Register escalation process. For example: “IT risks are managed between a 

partnership with IT and business e.g. Finance system is managed by Finance section (Business Owners) 

plus ICTS (Custodians). So there is a series of partnerships.”135 

Furthermore, “at the corporate level we have the University’s Corporate Risk Register which is for 

strategic risks and is managed by Manager Risk and Business Continuity”136 and is reviewed by the Vice 

Chancellor’s executive group on an annual basis. 

Meanwhile, at the project level, “the risk is identified, assessed and categorised e.g. in terms of security, 

technical or business risk; escalated to appropriate section or may also be escalated to the Chair of the 

Project Board and Chair of Portfolio Board”.137 

It would appear reasonable to suggest that management of IS risk at UB occurs at three levels, involving 

governance, process and people. In spite of having governance, process and people in place, “risk is 

handled very poorly as there is no central risk register that we can refer to. The risk around certain data is 

treated very lightly and is an uphill battle to get this addressed”.138 As well, “risks are not managed 

properly by the University at all as the University management don’t seem interested”. This suggests that 

there are processes in place but people don’t follow them as there is poor governance, resulting in non-

compliance. 
                                                           

134 Source: UB_ Participant 13 
135 Source: UB_ Participant Two 
136 Source: UB_ Participant One 
137 Source: UB_ Participant 19 
138 Source: UB_ Participant Ten 
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Question 10: Risk Management roles 

Question 10: What role do you play in this? 

Q 10 Risk Management roles: Data 

Responses to Question 10 were extracted from the interview data.  

The participants’ organisational roles ranged from senior executive and director (head of their 

section) to several middle managers responsible for a particular area within the directorate.  

Question 10 explores the specific role played by these individuals in the management of risk. 

In describing their roles in the management of risk, the responses are grouped into three categories 

as follows: Governance and Accountable; Manage and Responsible for Risks; and Documentation 

Through the Risk Register. 

Q 10 Risk Management Roles: Analysis 

An examination of the data reveals that the roles played by participants in managing IS risks at UB 

range from being managers of specific areas to managing partnership between business and IT to 

being a member of the IT Governance Committee and VC’s Executive Group. Moreover, the roles 

confirm that the management of risk occurs at different levels and also confirm findings reported 

earlier in Question 9. For example, “My role is that I review risks in the IT risk register, I contribute 

risks to the register and conduct risk mitigation – for risks escalated to me.”139 Or, “I am held 

accountable for the performance indicators for the success of a number of initiatives or at least for 

the successful completion of our IS initiatives. My role in all of this is as a Member of the IT 

Governance Committee and Member of the VC’s Executive Group. If any risks are escalated (High 

Risks) I need to deal with that.”140 

These quotes affirm that staff are responsible for risks, either by managing or contributing to risk. 

A few are accountable for risks through governance roles as members of the Executive Group and 

various committees. 

Accordingly, “I am responsible to make sure that individual people and parts of the university are 

accountable and responsible and that they are adequately provisioned for. Most importantly, I need 

assurance, that we have systems in place that will identify issues and problems. We have systems in 

                                                           

139 Source: UB_ Participant 13. 

140 Source: UB_ Participant One. 
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place that plan for the future and are routinised and we have systems in place that identify and 

manage risks and that there are appropriate resourcing.”141. 

Furthermore, the results demonstrate that UB has resources in place and provides opportunities to 

be involved in the process of decision-making, especially in the area of risk management: “Many of 

the university initiatives involve a range of people in implementation and execution so sometimes it 

is just not possible to hold one person accountable but certainly we have a significant role to play for 

infrastructure initiatives.”142 Everyone will have a significant role to play, and the behaviour of each 

person will impact on the decision-making. Ultimately, the VC Executive Group is held accountable 

Question 11: Opportunity to Change IS Risk Management 

Question 11: If you were given the opportunity, would you change how information systems risk is 

managed in this organisation? Please explain? 

Q 11 Opportunity to Change IS Risk Management: Data 

Responses to Question 11 are shown in Table 5.9. 

Q 11_ Opportunity to Change IS Risk Management: Analysis 

About half the responses indicated the need for a corporate or enterprise risk-management solution 

because “we spend a large amount of capital on projects but I don’t have a consolidated view of all 

project risks. There should be a link into the IT Governance Committee”.143 As well, the manner in 

which “we respond and escalate risks can be improved. We should use a commercial product”144 for 

the risk register and replace the current use of a spreadsheet. 

Furthermore, there is a suggestion of the need for more education, as “we need to improve staff’s 

understanding and awareness of risk generally e.g. privacy issues especially with students and their 

use of social media. They become very careless and potentially expose personal information.”145 

It is also suggested that there needs to be a linkage between the IT Risk Register, the Corporate Risk 

Register and IT Governance Committee to provide “better visibility of IT risks especially the Risk 

                                                           

141 Source: UB_ Participant Four. 

142 Source: UB_ Participant One. 

143 Source: UB_ Participant Four. 

144 Source: UB_ Participant 13. 

145 Source: UB_ Participant 20. 
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Register and all project risks”.146 As well, “the IT Risk Register should be a standing item on the 

Divisional level management team meetings”.147 

Table 5.9: Opportunity to Change IS Risk Management  

 
Question 11: Given the opportunity, what would you change? Summary of 
responses: 
Need to get better clarity about roles and responsibility. 
Need to have a linkage between the IT Risk Register, Corporate Risk Register and IT 
Governance Committee. 
Provide better visibility of IT Risk Register. 
Provide a consolidated view of all project risks and a link into the IT Governance 
Committee.  
Central management of all UB risks (IT and Business risks). 
Adoption of Enterprise Risk Management framework. 
Need dedicated funding to address key risks for security, data management, privacy 
and disaster recovery. 
Manner in which we respond and escalate risks can be improved e.g. by using a 
commercial software package. 
Require more visibility of desktop BCP exercises. 
To provide improved consistency and transparency for reporting of project risks. 
Proactive risk assessment needs to be conducted. 
Closer alignment and collaboration between IT department and business to manage 
risks, e.g. BCP 
Education and awareness of risks. 
More buy-in from the top otherwise people get away with ill-defined designs. 
Use of a configuration management database to minimise risks when making changes 
to systems. 
System Recovery Plans should be kept online and relevant people advised. 
The IT department need to develop their own BC Plan. 
The DR test should have broadened scope to include smaller important systems. 
There is no clear visibility in the escalation of projects risks i.e. where do these go to 
and how? 
The IT Risk Register should be a standing agenda item at Divisional management 
meeting. 

 

Several participants described the need for a closer alignment and collaboration between the IT and 

business to manage risks: “The IT Organisation is separated from the business and hence each other’s risk is 

not well understood, so needs closer alignment and collaboration.”148 This can be achieved by the business 

determining business rules, which will then be translated through software controls and implemented by 

the IT department. For example, clarification about roles, responsibilities and delegated authority for staff. If 
                                                           

146 Source: UB_ Participant Four. 

147 Source: UB_ Participant 19. 

148 Source: UB_ Participant 14 
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these rules are not in place or are incorrect, it poses a risk to the UB organisation. Therefore, a closer level of 

integration is required between the UB business and IT. 

Also, the DR test should have broadened the scope to include smaller important systems because, “while 

we do the failover of large single critical systems, we don’t test the smaller applications that are critical in 

nature”.149 In addition, there is a need to “provide more visibility of the report from the Desktop 

exercises”.150 

More importantly, “I think we need more structure for managing risks knowing what the key business are 

what services are delivered using what systems. Understand the core business services and systems and 

proactively conducting risk assessment and identifying risks. Need higher authority or Committee, so risk 

mitigation options are costed then approved and funded by this committee or whoever.”151 

The responses to Question 11 indicate a strong need for a consolidated view of all IS risks across UB. 

The benefit of this will be having a consistent but transparent view, or reports of all operational, 

corporate and project IS risks. Consequently, having this information will be of immense value to 

executive committees and management in decision-making – for example, in project prioritisation 

and funding. More importantly, the findings here address the research question in terms of  the key 

factors that shape the decision-making framework of organisations in developing risk-management 

strategies to address possible disasters arising from IS failures.  

Question 12: DR and BC plans 
Question 12: Does your organisation currently: 

a. Have a business continuity/disaster recovery (BC/DR) strategy?  

DR: Yes/No  BC: Yes/No 

b. Are planning to have a BC/DR plan in place? Yes / No 

c. If yes, by when?  

d. Why the delay? 
 

Acronyms used in this question are shown in the footnote in alphabetical order.152 

Q12 DR and BC Plans: Data 

Responses to Question 12 are shown in Table 5.10. 
                                                           

149 Source: UB_ Participant 17 

150 Source: UB_ Participant Seven 

151 Source: UB_ Participant 14 

152 Acronyms used in this question are: Business Continuity (BC); Business Continuity Plan (BCP); Disaster Recovery (DR). 
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Table 5.10: DR and BC Plans 

 

Participants 
DR Plan BCP If No, then by 

when? 
Yes No Yes No  

P1 √   √ In progress 
P2 √   √ In progress 
P3 √   √ Don’t know 
P4 √   √ In progress 
P5 √   √ In progress 
P6 √   √ No plans 
P7 √  √  Being updated 
P8 √   √ In progress 
P9 √   √ Don’t know 

P10 √   √ In progress 
P11 √   √ Don’t know 
P12 √   √ In progress 
P13 √   √ Don’t know 
P14 √   √ Don’t know 
P15 √   √ Don’t know 
P16 √   √ In progress 
P17 √   √ Cost is issue 
P18 √   √ In progress 
P19 √   √ In progress 
P20 √   √ Don’t know 
P21 √   √ In progress 

 

Q12 DR and BC Plans: Analysis 

All the respondents agreed that UB had a disaster recovery (DR) plan. In contrast, only one participant 

also indicated that the organisation had a business continuity plan (BCP). However, half the participants 

confirmed that the development of a BCP was in progress while one-third were unaware of whether the 

plan existed at all. Furthermore, the participants who described the BCP as being “In Progress” provided 

several explanations for this. 

First, “there is no BCP due to lack of buy-in and resourcing”.153 Second, while “operational DR plans in 

place by IT department but no BCP strategy. Key reason is lack of business engagement. So bottom up 

approach has been taken, but not sure which systems are more important.”154 Third, resources are in 

place but BCP is in early development stage, as “we have a DR Plan and DR policy. The BCP is being 

                                                           

153 Source: UB_ Participant Two. 

154 Source: UB_ Participant 11. 
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drafted by a new BCP person appointed for UB-wide who has commenced a process to build BCP.”155 

Fourth, “yes we have a BCP policy but no BC strategy. We only have the IT DR plan for some services. 

Also, there is no BCP for IT department and no University BCP. The delay is due to low top-level 

executive support and not high on their priority list.”156 This suggests that, while the BCP policy has 

been approved, the delay is due to BCP not being high on the business priority list. 

Several factors have emerged from DR and BCP planning and strategy development which clearly 

reiterate that, at UB, the preferred approach has been to focus on DR plans rather than BCP. This 

observation will be explored below. 

First, the DR planning at UB has taken a bottom-up approach. One reason is because the IT 

Department is in control of this process. As well, the DR plan is regularly tested and contains other 

information such as “system recovery procedures are effective as these get tested during outages 

and DR testing”.157 Second, the slower pace of development of the BCP is due to a lack of top-down 

interest and priority to focus on BCP. However, with the recent appointment of dedicated resources 

by the business, a business continuity policy has been developed and approved. Third, BCP is more 

for a crisis situation, while DR is for IT outages. As UB has not yet experienced a major crisis event, 

this explains why there is little interest in funding for or prioritisation of BCP. As well, it can be 

suggested that a lack of funding or prioritisation and a lack of collaboration between business and IT 

will influence the development of a BCP. Not having a BCP demonstrates that UB is not prepared to 

handle a disaster or crisis. 

Thus not having a BC plan increases the risk of incorrect decision-making, which then diminishes the 

level of preparedness to deal with major IT outages. As this study focuses on the factors that shape 

the decision-making framework in developing risk-management strategies to deal with information 

systems outages, this will help to develop the theoretical framework for the study. 

 

 

 

                                                           

155 Source: UB_ Participant 21. 

156 Source: UB_ Participant 12. 

157 Source: UB_ Participant Six. 
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Question 13: Mission-critical IS Services Requiring Business Continuity 

Question 13: What IS services (applications or systems) do you consider to be mission critical in terms of 
ensuring business continuity? (Think of this is in terms of services currently provided on campus.) 

 

Acronyms used in this question are shown in the footnote in alphabetical order.158 

Q13 Mission-critical IS Services: Data 

Responses to Question 13 are recorded in Table 5.11. 

Table 5.11: Mission Critical IS Services at UB  

 
Participants Mission-critical IS services – first pass 

P1 Infrastructure, LMS, Admin Services (Student/HRM/Finance),Email 
P2 Infrastructure, Access & Authentication, LMS, Admin Services, Email 
P3 LMS, Administrative Services (Student/HRM/Finance), Email 
P4 Internet, Network, LMS, Admin Services (Student/HRM/Finance), Email 
P5 Infrastructure, Internet, LMS, Admin Services (Student/HRM/Finance) 
P6 LMS, Research, Administrative Services (Student/HRM/Finance) 
P7 LMS, Research, Student Administration system, Payroll 
P8 LMS, Administrative Services (Student/HRM/Finance),email 
P9 PABX, SMS, Network, Internet, Data centre, LMS, Portal, Email, Website 

P10 Network, LMS, Library Management System, Admin Services, Email 
P11 Primary Data centre, network, storage, LMS, Admin Services  
P12 Infrastructure, Internet, LMS, Admin Services, Research system 
P13 Authentication, Network, Telephones, Internet, Payroll, LMS, Lecture capture, Student Admin 
P14 Financial, Enrolment, Website, LMS, Email 
P15 Phones, LMS, Student Admin Systems, Storage, Website, Email 
P16 Network, Voice and Communication, LMS, Admin Services, Email 
P17 Infrastructure, Network, Authentication, LMS, Email 
P18 Infrastructure, Network, Authentication, LMS, Email 
P19 Data centre, Network, Wireless, Storage, Authentication, Identity Management, LMS, 

Admin Services (Student/HRM/Finance), Internet 
P20 Infrastructure, LMS, Lecture Capture, Admin Services, Email 
P21 Infrastructure, LMS, Website, Admin Services, Library, Email, SharePoint 

 

Q13_ Mission Critical IS Services: Analysis 

In the first pass of the analysis, the raw data were tabulated as shown in Table 5.12. Most of the 

participants provided more than one response and many responses overlapped.  

                                                           

158 Acronyms used in this question are: Business Continuity (BC); Business Continuity Plan (BCP); Disaster Recovery (DR); 
Human Resource Management (HRM); Information Systems (IS); Information Systems Risk Management (IS-RM); 
Information Technology (IT); Learning Management System (LMS) and Short Messaging Service (SMS). 
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Table 5.12: Mission Critical IS Services at UB  

 
Mission-critical IS 

services 
Frequency  

second 
pass 

Third pass Frequency  
third pass 

 

Learning Management 
System (LMS)  

21 
Learning and Teaching 
Systems 25 Library system 2 

Lecture Capture 2 
 

Administrative Systems: 
(Financial, HRM, Payroll, 
Student) 

17 

Administrative 
Systems 38 

Email 14 
SharePoint system 1 
Website 4 
SMS 1 
Portal 1 
 

Datacentre  11 

Underlying IT  
Systems 53 

Server 8 
Storage 11 
Access, Authentication 
and Identity systems 

6 

Internet 6 
Network 9 
PABX  1 
Wireless 1 

 

In the second and third passes of the thematic analysis, data were organised into three pre-set 

categories in a frequency distribution table, as shown in Table 5.12. These categories are: Learning 

and Teaching Systems; Administrative Systems; and Underlying IT Systems. In the context of this 

study, mission-critical IS services can be described as the minimum set of services required to allow 

UB to continue critical business functions in the event of a major IT outage. 

In earlier responses (Question 3), the participants describe Learning and Teaching, Administrative 

and Research as critical business services and the IT Services (Question 4) as underpinning this. The 

findings from Question 13 describe Underlying IT Systems, Administrative Systems, and Learning and 

Teaching Systems as mission critical. These are shown in priority order in Table 5.13. 
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Table 5.13: Critical Business Services and Mission-critical IS  

 

 

 

The responses provided in Question 13 reveal that a vast majority of the participants described the 

Underlying IT Systems as mission critical. This is followed by Administrative and Learning and 

Teaching Systems. 

Underlying IT Systems are important because these are an intrinsic part of the “underlying 

infrastructure (Datacentre, Network, Server, Storage, Authentication)”159 required for business 

services to operate. 

As an example, in the event of a pandemic, the main business premises have become quarantined 

and at the same time a major IT outage occurs in the primary data centre. Since not all IT problems 

can be resolved remotely, staff from the IT department will be unable to physically attend to the site 

to resolve the IT problem. This would necessitate the activation of a business continuity plan. 

The absence of a BCP means that the business is not able to operate and deliver its critical services, 

even from another physical location, in a timely manner. Even with a BCP, a business can suffer lost 

time and some data loss when business is resumed. More importantly, loss of data is an IS risk that a 

business needs to mitigate, and “I would make sure we have buy-in from Vice Chancellor down. This 

will show he recognises the importance of managing the risk and allocates resources accordingly”.160 

Thus it is reasonable to conclude that without a business continuity plan, information systems risk 

management (IS-RM) preparedness for key decision-makers is challenging. Subsequent questions 

will explore this further in terms of how much data a business can afford to lose or for how long it 

can sustain a service outage in the event of an IT failure. More specifically, such information is 

included within a developed BCP. 

 

                                                           

159 Source: UB_ Participant 21 

160 Source: UB_ Participant 20 

(Q3) Critical Business Services (Q4) IT Services (Q13) Mission Critical IS 
1. Learning and Teaching Applications 1. Underlying IT Systems
2. Administrative Databases 2. Administrative Systems
3. Research Technology Infrastructure 3. Learning and Teaching Systems
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Question 14: Restoration of Mission-Critical IS Services 

Question 14: If a major IT outage occurred today (e.g. by fire, power fail or other), and your 
main/primary data centre was made inoperable/destroyed:  

a. Do you know how long would it take to bring the organisation’s mission-critical services 
(applications) back online?  

b. Is there any Recovery Point Objective (RPO)/Recovery Time Objective (RTO) for these 
mission-critical services? 

Acronyms used in this question are shown in the footnote in alphabetical order.161 

Q14 Restoration of Mission-critical IS Services: Data 

Responses to Question 14 are shown in Table 5.14. 

Table 5.14: Restoration of Mission-Critical Services 

 
Participants Service Restoration RPO RTO 

P1 2 hrs No No 
P2 2 hrs No No 
P3 Don’t know No No 
P4 Few hours No No 
P5 Don’t know No No 
P6 3 – 8 hrs No No 
P7 Don’t know No No 
P8 Few hours No No 
P9 Several hours No No 

P10 2 – 3 days No No 
P11 1 day No No 
P12 3 hrs Zero data loss 8 hrs 
P13 5 hrs – 1 day No No 
P14 4 hrs No No 
P15 2 hrs No No 
P16 3 – 5 days No No 
P17 4 - 8 hrs 1 day 8 hrs 
P18 8 hrs No 8 hrs 
P19 1 hr No No 
P20 2 days No No 
P21 3 – 5 hrs No No 

Q14 Restoration of Mission-critical Services: Analysis 

A significant number of participants were able to indicate the recovery time for UB’s mission-critical 

systems, as shown in Table 5.14. A similar number indicated that there were no agreed RPOs and RTOs in 

                                                           

161 Acronyms used in this question are: Business Continuity (BC); Business Continuity Plan (BCP); Disaster Recovery (DR); 
Information systems risk management (IS-RM); Recovery Point Objective (RPO); Recovery Time Objective (RTO). 
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place. However, only two participants162 claimed RPO and RTO were in place and were able to quantify 

the time taken to restore a service. There is no indication of any “RTO/RPO – again lack of business 

engagement163”and “RTO/RPO not well defined or agreed to by business”.164 

This is consistent with responses provided in Question 12, where the vast majority of participants 

indicated the non-existence of a CP (which would normally contain the RPO and RTO information). 

For key decision-makers, it can be argued that, in the absence of a BCP, as the level of IS-RM 

preparedness decreases, the level of IS and business risk will increase. First, the data show that there is a 

lack of business involvement in making joint decisions about RPO and RTO, as claimed by participants and 

illustrated above. 

Second, “concepts of DR/BCP exist but because our environment is fairly reliable means business is not 

that concerned. Cost is an issue.”165 One possible reason for this observation can be that the business has 

developed a risk appetite. This means that the amount and type of risk that a business or organisation is 

willing to accept in achieving its strategic objectives or business goals has increased or expanded. If the 

business hasn’t had a major disaster, then the attitude that it may not happen to them could be reflected 

in this data. Hence there is a lack of support to provide funding and business involvement.  

Third, “there are no agreed RTO/RPO requirements but IT staff design the architecture for lowest 

possible RTO”.166 This suggests that, rather than engaging and collaborating with the IT Department, the 

business depends on the IT Department to design systems that are highly available and ensures that if IT 

systems stay up, the key business services will be available.  

However, this does not take into account that the business needs to be prepared if the physical buildings 

and resources become unavailable. For example, if a lecture theatre is destroyed, how will the teaching 

take place? Again, if the Library is destroyed, how will the students access electronic or physical resources 

from another site? Accordingly, these types of contingency information will be documented in UB’s 

business continuity plans. The analysis of the data in Question 8 reveals that UB has had several IT outages, 

with some regarded as major outages. In fact, three outages involved one of the three mission-critical 

systems (Learning and Teaching), and two of these incidents occurred at a critical business time (the start of 

semester). 

                                                           

162 Source: Participants 12 and 17. 
163 Source: UB_ Participant Eight. 
164 Source: UB_ Participant 18. 
165 Source: UB_ Participant 17. 
166 Source: UB_ Participant One. 
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It is reasonable to say that UB will be ill-equipped to deal with a major disaster without joint business–IT 

involvement. So, in the event of a crisis, the key decision-makers will not have the plans or information 

required to make informed decisions.  

Although UB has a well-tested DR plan to deal with IT outages, the findings in this study reveal that there 

are no agreed RTOs and RPOs in place. Thus, in the event of a disaster, a situation could arise where the 

business will not have the latest plans. It will not know where to operate from, or how long it will take to 

restore services (RTO). As well, it will not know how much of the data will be lost (RPO).  

More importantly, this study seeks to determine how public Australian higher education 

organisations will develop and validate information systems (IS) risk management (RM) strategies to 

address possible disasters arising from IS failures. 

 

Question 15–20: Use of Cloud-based Services 

Question 15: Is the organisation already using or currently considering cloud-based services to 
supplement or outsource, business continuity and disaster recovery?  

Question 16:  Which part of the business made the decision to take this service into the cloud 
model?  

Question 17: If you have or are thinking of the cloud would it be IaaS, PaaS or SaaS or other? 
Please describe other?  

 

Acronyms used in this question are shown in the footnote in alphabetical order.167 

 

Q15–Q17 Use of Cloud-based Services: Data 

Responses to Question 15–17 are recorded in Table 5.15. 

  

                                                           

167 Acronyms used for this question include: Infrastructure as a Service (IaaS); Platform as a Service (PaaS) and Software as 
a Service (SaaS). 
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Table 5.15: Use of Cloud-based Services 

 

 

 

Q15–Q17 Use of Cloud-based Services: Analysis 

A large number of participants indicate that UB is already using cloud services, as shown in 

Table 5.15. All but one pointed out that the decision to utilise cloud services was made by both the 

business and the IT department.  However, a small number of participants said that UB was not 

currently using any cloud services and some of them indicated that UB was thinking of using cloud 

services for DR and BCP based on cost.  

In responses to the types of cloud services UB will procure in the future, about one-half identified 

IaaS while all but two indicate SaaS and only a few say that it will be PaaS.  

  

Participants Question 15 Question 16 Question 17

P1 Yes Business and IT IaaS, SaaS
P2 Yes Business and IT IaaS, SaaS
P3 Yes Business and IT IaaS, SaaS
P4 Yes Business and IT SaaS
P5 Yes Business and IT SaaS
P6 No N/A SaaS
P7 No N/A PaaS, SaaS
P8 No N/A SaaS
P9 Yes Business and IT IaaS, SaaS

P10 Yes Business and IT SaaS
P11 No N/A SaaS
P12 No N/A IaaS, SaaS
P13 No N/A SaaS
P14 Yes IT PaaS
P15 Yes Business and IT IaaS, SaaS
P16 Yes Business and IT IaaS, SaaS
P17 Yes Business and IT IaaS, SaaS

P18 Yes Business and IT
IaaS, PaaS, 

SaaS

P19 Yes Business and IT
IaaS, PaaS, 

SaaS
P20 Yes Business and IT SaaS
P21 Yes Business and IT IaaS, PaaS
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Questions 18–20: Cloud-based Services Concerns and Business Drivers 

 

Question 18: What would be your top concerns about using cloud-based business 

continuity/disaster recovery services?  

Question 19:  For which IT services or applications would you consider using, a cloud provider for 

business continuity/disaster recovery?  

Question 20: What would you say are your organisations key business drivers in the decision to 

use cloud-based business continuity/disaster recovery services?  

 

Questions 18–20 have been grouped together as all these have common characteristics of cloud 

computing. However, each of these will have the data displayed and analysed separately but the 

findings will be summarised at the end. 

 

Acronyms used in this question are shown in the footnote in alphabetical order.168 

 

Q18 Cloud Concerns and Business Drivers: Data 

Responses to Question 18 are shown in Table 5.16. 

 

 

  

                                                           

168 Acronyms used for this question include: Infrastructure as a Service (IaaS); Intellectual Property (IP); Information Systems (IS); 
Platform as a Service (PaaS); Service Level Agreement (SLA); Software as a Service (SaaS); Terms and Conditions (T & C). 
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Table 5.16: Cloud-based Services Concerns and Drivers 

 

 

Q18 Cloud Concerns and Business Drivers: Analysis 

There is broad agreement among all the participants regarding their concern about using cloud-

based services, as shown in Table 5.16. General themes identified from the responses based on the 

intensity and extensiveness resulted in five categories: Compliance; Legal; Architecture; Loss of 

Control; and Budget. Examples of these categories are illustrated in Table 5.17.  

Participants Question 18: Top Concerns

P1 Security, Data Privacy, Contract T & C

P2 Geolocation of Data, Security, Data Confidentiality & Privacy, Contract legals

P3 IP, Security, Personal data security.

P4 Vendor viability, Data sovereignty  - Geolocation of Data, Data Privacy, IP

P5 Contract T & C, Vendor viability, Data sovereignty, IP

P6 Integration issues

P7 Data access, Data Soverignity, Security, Client perceptions, Maturity of vendor, Financial stability of vendor

P8 IT Security, Availability, Performance

P9 Geolocation of Data, Security, Data Confidentiality, Privacy, vulnerability of data

P10 Scope of service, Testing by vendor, Lack of expertise in SLA management, lack of flexibility & 
customisation, Loss of corporate knowledge.

P11 Data security, Rigid SLA, Loss of resources, Loss of expertise, Still need to manage some infrastructure in-
house, Vendor viability.

P12 Data Confidentiality & Privacy, System performance and behaviour characteristics between cloud and on-
premises.

P13 Data security, Business cycle impacts, Contractual protection, Increased complexity, Loss of control, 
Reliability of network link.

P14 Customised application, Level of acccess to cloud services

P15 Legislative compliance, Co-location, Maturity of local cloud service providers, Infrastructure costs and 
Operating costs.

P16 Cost, Data Soverignity, Data Security, Job loss concerns

P17 Security, Cost

P18 Security, Lack of in-house integration skills.

P19 Data sensitivity, Jurisdiction, Staff job losses.

P20  Data Security, IP, System migration costs, Job loss 

P21 Cost, Data sensitivity
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Table 5.17: Cloud-based Services Top Concerns 

 

Categories Frequency Top Concerns from UB Participants 

Compliance 25 
Data Privacy; Geo-location; Data Sovereignty, Data Security; 
Data Confidentiality; Testing by Vendor; Legislative 
Compliance; Data sensitivity 

Legal 22 

Intellectual Property; Contractual Terms & Conditions; Vendor 
viability; Financial stability of vendor; Maturity of vendor; 
Service Level Agreement (also availability & performance); 
Scope of service; Co-location; Jurisdiction 

Architecture 15 

Integration; Security; Data access; Vulnerability of data; 
Increased complexity; Reliability of network connection; 
Application customisation; Level of access to cloud services; 
lack of in-house integration skills 

Loss of 
Control 12 

Client perception; loss of corporate knowledge; Job losses; 
Loss of expertise; Loss of Control; Lack of Flexibility and 
Customisation; User perception in usability between in-house 
and cloud; inflexibility on UB business cycle 

Budget 5 Infrastructure costs; Operating costs; Initial and on-going 
costs; Migration costs 

 

Compliance issues rated highly, “as cloud is emerging and many providers in overseas locations, 

I have real concerns around vendor viability, intellectual property and privacy of personal data”,169 

and “main concerns around geo-location of the vendor”.170 

Staff were concerned about who will have access to their personal and confidential data, as the 

“volume of effort required to understand and classify our data before deciding what services can live 

where. So I have data confidentiality and privacy concerns”.171 More importantly, organisations such 

as UB are required to comply with “Federal Privacy Legislation about where data reside; maturity 

level of our applications and infrastructure as going to the cloud requires a mature design”,172” 

especially in terms of the types of data collected, usage and sensitivity of any personally identifiable 

information about staff and students.  

It is reasonable to suggest that if UB is non-compliant, then it poses a major risk and could cause 

significant reputational damage. As an example, if staff or student personal data were exposed 

publicly, then UB would contravene federal privacy legislation. 

                                                           

169 Source: UB_ Participant Four. 
170 Source: UB_ Participant Nine. 
171 Source: UB_ Participant 12. 
172 Source: UB_ Participant 17. 
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In the Legal category, the “primary concern is sensitivity of the data and the jurisdiction (where the 

data is hosted and the laws)173” and “key concerns are around vendor contract conditions, their 

viability and protection of intellectual property174.” In addition, when some IT services remain on UB 

premises and some are hosted in the cloud, “we would still need to manage parts of the 

infrastructure in house and their capacity to cope in a DR situation, especially when a multiple of 

their tenants are impacted by a local disaster175.” Consequently, IS architecture becomes a concern 

as the services will need to be integrated and data communicated between the sites in a secure 

manner. 

Furthermore, about half the participants described that loss of control was among their top 

concerns.  Specifically, they were concerned about job security, loss of expertise and loss of control 

of the IT systems. As well, they suggested that, once in the cloud, there would be little or no 

flexibility to customise these systems. This in turn can be detrimental to end users. 

Clearly there are concerns, as revealed by the participants, and these concerns will pose a threat 

(risk) to the service. Accordingly, legal and contractual terms and conditions, and the service-level 

agreement, are paramount in order to manage and mitigate any risks that may emerge. 

 

Q19 Services that Can be Hosted Externally: Data 

Responses to Question 19 are summarised in Table 5.18. 

Table 5.18: Services that can be hosted externally 

 

 

                                                           

173 Source: UB_ Participant 21. 

174 Source: UB_ Participant Five. 

175 Source: UB_ Participant 11. 

Description of Service Allowed to be Hosted Externally Frequency
Any service 10
Any service provided due diligence conducted by relevant staff. 4
Any service approved by business owner. 2
Core - services based on risk acceptance. 4
No service 1
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Q19 Services that Can be Hosted Externally: Analysis 

An examination of responses to Question 19 reveals a significant majority of the participants 

indicated that any service could be hosted in the cloud. Nonetheless, 10 of these participants 

attached conditions for systems that could be hosted externally, such as “only the following services 

could go to the cloud: Email, Website, LMS and Portal”176 and “Services that can be hosted are ERP 

and Helpdesk.”177 Collectively, other conditions included the following: confidential data will be 

protected; due diligence will be conducted by relevant staff; service will be approved by business 

owner and will be based on risk acceptance; legal and privacy concerns will be addressed; security of 

the data will be provided; and appropriate service-level agreements will be negotiated. 

 

Q20 Key Drivers for Using the Cloud: Data 

Responses to Question 20 are summarised in Table 5.19. 

 

Q20 Key Drivers for Using the Cloud: Analysis 

Even though participants expressed strong concerns about hosting systems in the cloud, they 

nonetheless were keen to externally host any system, provided safeguards were in place: “The key 

drivers I would say are cost, higher levels of availability, business cycle peak demands, ease of 

use/economies of scale by service provider, also means cheaper, faster, better service. Default 

should be cloud services e.g. why should we run our own data centre?”178 

Sourcing cloud-based services will simplify the disaster-recovery strategy for organisations in that a 

second data centre or an outsourced service provider will not be required. Cloud-based services are 

largely subscription based, and clients will pay only for the resources they will use. A second data 

centre can cost millions of dollars, while the cost of a cloud-based solution is in the tens of 

thousands of dollars. More importantly, the cost will move form a large capital outlay to a small 

recurrent or operational budget. As a result, this new form of IS service offering will have a positive 

impact on IS-RM preparedness and decision-making. 

                                                           

176 Source: UB_ Participant Nine. 

177 Source: UB_ Participant 12. 

178 Source: UB_ Participant 13 
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Table 5.19: Key Drivers for Using the Cloud 

 

 

 

Questions 21–24 

Questions 21 to 24 are closed questions, where participants are asked to provide either responses 

(such as 1 to 4) or select from a range of possible answers. The responses were entered into an Excel 

spreadsheet to conduct analysis and such analysis was presented through charts. In the following 

section, each of these questions will be discussed separately. 

Question 21: Level of business owner involvement in DR and BCP  

Question 21: On a scale of 1 - 4, where 1 equals “no involvement” and 4 equals “fully involved”, 
what is the level of involvement of the business owners in the following:  

Participants Question 20: Key Drivers

P1 Agility, High Availability, Cost

P2 Agility, Performance, Cost

P3 Computational capacity, Cost

P4 Faster procurement cycle, Cost, Agility

P5 Cost, Agility, standardised internal business processes

P6 High Availability, Performance, Cost

P7 High Availability, Cost, Adaptability, Support, Reliability, 

P8 SLA, High Availability, Performance, Improved Security, Cost, Business Process Outsourcing

P9 Agility, Cost

P10 Service TCO, High availability, Reliability, Performance, Data security.

P11 Cost, People resources, Lack of in-house skillset, Scalability, Elasticity

P12 Cost, efficiencies (e.g. don't need to do patching), collaboration opportunities.

P13 Cost, High availability, Business cycle peak demands, Flexibility, Scalability, Ease of use.

P14 Cost, Reliability, Performance, improved support levels, Data security and Privacy.

P15 Cost, Options and Flexibility

P16 Cost, High availability, DR is easier, Scalability, Reliability

P17 Cost, Scalability, Lack of in-house skillset

P18 Cost, Availability, Lack of in-house resources, Data centre out of capacity.

P19 Capex (capital to operational budget), Data centre capacity.

P20 Cost, Integration

P21 Cost, Geo-location of cloud provider
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a. Business Impact Analysis 

b. Risk Assessment 

c. DR/BCP Plan Development  

d. DR/BCP Plan Testing  

e. BCP Awareness and Training  

Acronyms used in this question are shown in the footnote in alphabetical order.179 

Q21_ Level of business owner involvement in DR and BCP: Data 

Responses for Question 21 are summarised in Table 5.20. 

For the purposes of this analysis, the scoring of responses will be as follows: 

1 = no involvement; 2 = low level; 3= high level; and 4 = fully involved. 

 

Table 5.20: Level of business owner involvement in DR and BCP 

 

Participant 
Question 21 

(a)  
BIA 

(b)  
Risk Asses 

(c )  
DR/BCP Dev 

(d)  
DR/BCP Test 

 (e)  
BCP Aware 

P1 1 2 3 3 1 
P2 1 1 3 3 1 
P3 1 3 1 1 1 
P4 1 2 2 2 1 
P5 1 1 2 2 1 
P6 1 2 1 1 1 
P7 2 4 2 1 2 
P8 3 2 1 1 1 
P9 3 3 3 3 3 

P10 2 3 2 1 1 
P11 1 2 1 1 2 
P12 3 3 2 1 2 
P13 2 1 1 1 2 
P14 1 2 2 1 1 
P15 3 3 2 2 3 
P16 1 2 1 1 1 
P17 3 3 2 3 2 
P18 2 2 2 2 2 
P19 1 2 1 2 1 
P20 2 3 2 1 1 
P21 2 2 2 2 2 

                                                           

179 Acronyms used in this question include: Business Continuity Plan (BCP); Business Impact Analysis (BIA); Disaster recovery (DR). 
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Q21 Level of business owner involvement in DR and BCP: Analysis 

During the second pass of the analysis, the raw data from Table 5.20 were summarised into a 

frequency table. This was then used to draw a comparison bar chart, as shown in Figure 5.7. 

 

 

 
Figure 5.7: Level of Business Owner Involvement in DR and BCP 

 
From the evidence shown in Figure 5.7, it is possible to make the following deductions: 

• All the participants were aware of UB’s business owner’s involvement with the IT Department in 
the categories of BIA, Risk (risk assessment), DR/BCP Development, DR/BCP Test and BCP Aware. 

• Except for one participant, all others indicated that business owner was not fully involved in 
any of the categories. The one participant who indicated full Involvement by business owner 
was in the risk category.  

• In the case of BIA, a significant number of participants indicated no to low involvement, 
while the remainder indicated high involvement by the business owners. 

• For the Risk category, more than half the participants indicated no to low involvement and 
the remainder claim high to full involvement by the business owners. 

• In the remaining categories (DR/BCP Development, Testing and BCP Awareness), the trend is 
similar – that is, a significant majority imply the level of business owners’ involvement is no 
to low involvement.  

The findings suggest that the business is not fully involved with the IT Department to jointly conduct 

business impact analysis (BIA) and risk-assessment activities for all core business services at UB. This 

is an initial critical step in the development of a BCP because the BIA and risk assessment should be 

undertaken for each of the critical business-service and mission-critical systems. Furthermore, in the 

process of development of DR and BCP, key risks will be identified; these can then be prioritised and 

actioned, thus shaping the decision-making framework of UB in developing risk management 

strategies to address possible disasters arising from IS failures. 
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Question 22: Top Challenges in implementing Business Continuity Management 

Question 22: Select the top three challenges of implementing and managing effective business 

continuity management (BCM) in your organisation:  

a. Lack of executive level support or does not take business continuity preparedness seriously  

b. Our BCM managers do not have enough authority/executive support  

c. Implementing BCM corporate wide  

d. The scope and responsibilities of our BCM program are ill-defined  

e. Inadequate funding  

f. Lack of skilled staff  

g. Our BCM program is too focused on IT disaster recovery  

h. Other, please specify  

Q22 Top Challenges in implementing BCM: Data 

The responses to Question 22 are shown in Table 5.21. 

Table 5.21:  Top Challenges in implementing Business Continuity Management 

 

a b c d e f g h Other

P1 X X X

P2 X X X

P3 X X X

P4 X X X

P5 X X X

P6 X X X

P7 X X X High risk appetite 

P8 X X X

P9 X X X

P10 X X X

P11 X X X

P12 X X X

P13 X X X

P14 X X X

P15 X X X

P16 X X X

P17 X X X

P18 X X X

P19 X X X

P20 X X X

P21 X X X

Question 22

Participant
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Q22 Top Challenges in implementing BCM: Analysis 

In the second pass of the analysis, the responses from the Table 5.21 are summarised in a frequency 

table and shown in Figure 5.8. 

 

              
 

Figure 5.8:  Top Challenges of implementing and managing effective BCM 

An analysis of the data in Figure 5.8 reveals that the top three challenges of implementing and 

managing an effective BCM are as follows: 

• implementing BCM corporate wide 
• the BCM program being too focused on IT disaster recovery  
• a lack of executive-level support or top management not taking business continuity 

preparedness seriously. 

This finding is consistent with the responses previously provided in Questions 5, 6, 12, 14 and 21. 

The results in these questions clearly show that the level of business collaboration with the IT 

department can be enhanced further, thus suggesting that there is a lack of collaboration between 

business and IT in implementing BCM corporation-wide. The implication of this is that BCP will not 

be in place, thereby impacting on the level of information systems risk management preparedness of 

key decision-makers within the organisation. 

Question 23: Level of Business and IT Risk 

Question 23: Do you feel that the level of risk (business and IT) is increasing? If so, what is driving 
the increased risk - Select the top three please:   

a. Business complexity of our organisation  

b. Increased regulatory requirements  

c. Increased reliance on technology  

d. Insider threats  

Challenges Frequency

a 11

b 5

c 13

d 9

e 5

f 7
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e. Geographic distribution of our organisation  

f. Increased frequency and risk of epidemics and pandemics  

g. Financial instability  

h. Age of data centre facility and associated infrastructure  

i. Increased threat of cyber attacks  

j. Increasing frequency and intensity of natural disasters  

k. Power and fuel shortages/scarcity/outages  

l. Increased reliance on 3rd parties (i.e. outsources, suppliers, cloud service providers, etc.) 

 

Q23 Level of Business and IT Risk: Data 

The responses to Question 23 are shown in Table 5.22. 

Table 5.22:  Level of Business and IT Risk 

 

 

Risk Increasing a b c d e f g h i j k l

P1 Yes X X X

P2 Yes X X X

P3 Yes X X X

P4 Yes X X X

P5 Yes X X X

P6 Yes X X X

P7 Yes X X X

P8 Yes X X X

P9 Yes X X X

P10 Yes X X X

P11 Yes X X X

P12 Yes X X X

P13 Yes X X X

P14 Yes X X X

P15 Yes X X X

P16 Yes X X X

P17 Yes X X X

P18 Yes X X X

P19 Yes X X X

P20 Yes X X X

P21 Yes X X X

Participant
Question 23
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Q 23 Level of Business and IT Risk: Analysis 

All participants agreed that the level of risk was increasing at UB. The majority of the participants 

endorsed the top three key drivers of the risk in priority order as follows: 

• Option (c) Increased reliance on technology  
• Option (a) Business complexity of our organization  
• Option (i) Increased threat of cyber attacks 

In addition, just under half the participants indicated an increased reliance on third parties, which 

can increase the level of risk. Also, three participants mentioned an increase in regulatory 

requirements and two mentioned financial instability, while one each mentioned insider threat and 

age of the data centre facility. 

None of the participants selected the following options in their top three: geographic distribution of 

our organisation; increased frequency and risk of epidemics and pandemics; increasing frequency 

and intensity of natural disasters; and power and fuel shortages.  

It appears reasonable to conclude that the level of business and IT risks is increasing. Therefore, by 

incorporating the top drivers of risk into the development of IS-RM strategies, organisations such as 

UB can be better prepared to make informed decisions in the event of an IS failure. 

Question: 24 Responsibility for BCP 

Question 24: Which organisational position (refer to list below) does the Manager, Business 

Continuity Management program currently report into? (if role does not exist then think in terms 

of whoever is currently responsible for BCP.)  

a. Council/Senate  b. President/Vice Chancellor  c. Enterprise Risk Manager  

d. Deputy Vice Chancellor/Pro Vice Chancellor (who is responsible for IT)  

e. Director ITS/CIO  f. Vice President/CFO Finance  g. Facilities Management  

h. Other, please specify  

Acronyms used in this question are shown in the footnote in alphabetical order 180. 

                                                           

180 Acronyms used in this question include: Business Continuity Management (BCM); Business Continuity Planning (BCP); 
Chief Financial Officer (CFO); Chief Information Officer (CIO); Information Systems Services (ISS) and Information 
Technology Services (ITS). 
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Q24_ Responsibility for BCP: Data 

The responses to Question 24 are shown in Table 5.23. 

Table 5.23: Responsibility for BCP 

 

 

 

Q24 Responsibility for BCP: Analysis 

Examination of the data revealed that over one-third of the participants had acknowledged that the 

BCP Manager should report to the Vice President/CFO Finance. About a quarter indicated that this 

role should report to the Enterprise Risk Manager. A few participants indicated that the position 

should report to the Director ITS/CIO, while two recommended that the position should report to 

the Facilities Manager. One participant indicated that the role should report to the Manager Risk and 

Business Continuity (this was a newly re-titled role at UB, and was previously known as the 

Enterprise Risk Manager).  

The findings here affirm that the perception of the participants regarding who should be responsible 

for BCP is varied, ranging from the Vice President/CFO Finance to the Facilities Manager, and thus 

suggesting a lack of understanding of the role and its importance. 

Comments

a b c d e f g h

P1 X

P2 X

P3 X

P4 X

P5 X

P6 X

P7 X
Manager Risk and 

Business Continuity 

P8 X

P9 X

P10 X

P11 X

P12 X

P13 X

P14 X

P15 X

P16 X

P17 X

P18 X

P19 X

P20 X

P21 X

Participant
Question 24
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Question: 25 DR/BCP Reports 

Question 25: Are any DR/BCP Metrics or test reports made or distributed?  

a. Any reports = Yes or No b. By Who? c. Name of Report? 

Acronyms used in this question are shown in the footnote in alphabetical order.181 

Q25 DR/BCP Reports: Data  

The responses to Question 25 raw data were extracted and recorded, as shown in Table 5.24. 

Table 5.24: DR/BCP Reports 

 

 
 

Q25 DR/BCP Reports: Analysis 

There was unanimous agreement by all participants that no BCP Test Report was produced. All 

participants acknowledged the existence of a DR Test Report as the “process is coordinated by DR 

Test Coordinator and a report is produced”.182 
                                                           

181 Acronyms used in this question are: Business Continuity Plans (BCP); Disaster Recovery (DR). 

DR Test 
Report

BCP Test 
Report

Produced by? Name of Report

P1 Yes No DR Coordibator DisasterRecoveryTestOutcomes

P2 Yes No DR Coordibator DisasterRecoveryTestOutcomes

P3 Yes No INS N/A

P4 Yes No ITS DR Test Results

P5 Yes No Don't know. INS? DR Test

P6 Yes No DR PM DisasterRecoveryTestOutcomes

P7 Yes No DR Test Coordinator DR paper

P8 Yes No Dir ITS DR Test Results

P9 Yes No DR Coordibator DR Report

P10 No No N/A N/A

P11 Yes No DR Coordibator Not sure

P12 Yes No Dir ITS DR Test Results

P13 Yes No DR Test Coordinator DR Project Report

P14 Yes No DR Coordibator DR Test Report

P15 Yes No DR Test Coordinator DR Test Report

P16 Yes No DR Test Coordinator DR Test Results

P17 Yes No DR Test Coordinator DR Test Report

P18 Yes No DR Test Coordinator DisasterRecoveryTestOutcomes

P19 Yes No PM DR Test Results

P20 Yes No DR Test Coordinator Don't know

P21 Yes No DR Test Coordinator DisasterRecoveryTestOutcomes

Question 25
Participant
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A majority indicated that the report was produced by the DR Coordinator and a significant majority 

were able to name the report: “The DR Plan is tested annually and gives confidence to management 

that DR plans are practical and workable. Test scope is agreed, DR Test Report is produced along with 

Lessons Learnt and Recommendations. The report goes to the IT Executives.”183 This is important, as 

the feedback identifies gaps in the plan, details risks and recommendations to mitigate these.  

Furthermore, the identified risks from the DR Test ought to be in an IT Risk Register and there is a 

need to “establish an IT Risk Register that is visible, available and accessible across the management 

layer of the organisation. What happens now is that the risks are not actively monitored, identified, 

managed or has visibility”.184 

In particular, conducting a DR Test or actioning the recommendation from the results of the test are 

essential elements for building a BCP and providing confidence to decision-makers at UB that the 

DR/BCP Framework is effective and can be used as a decision-making tool. Thus it provides a level of 

confidence and preparedness in developing risk-management strategies to address possible 

disasters arising from IS failures. 

Summary 

On the whole, a significant number of the participants at UB were unsure of all current key 

strategies, but rather were aware of only some. A review of the secondary data reveals that there 

are several existing strategic plans as well as a few newer ones. This reflects the dynamic higher 

education environment, due to regulatory changes and market competition. 

For example, in competing for overseas students and gaining a dominant position in the Asia Pacific 

region, there is the UB_ Internationalisation Strategy-2014-17 document. This strategy is supported 

by objectives and marketing plans, which in turn are realised through various business and 

information systems services (ISS).  

In this instance, an example of an ISS at UB is a website supported by different Asia-Pacific languages 

because there is little point in UB marketing in China if its website is only presented in English. 

Accordingly, the website needs to be highly available, secure and scalable, and to allow for different 

time zones. 

                                                                                                                                                                                     

182 Source: UB_ Participant 17. 

183 Source: UB_ Participant 19. 

184 Source: UB_ Participant 12 
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This illustration shows how an organisation’s strategy can be used as an input factor by the 

IT Department to develop and validate IS risk-management strategies. So these strategies become 

one of the key factors shaping the decision-making framework of UB in developing risk-management 

strategies to address possible disasters arising from IS failures, which is what this study is about.  

Consequently, the unavailability of the UB website at a critical marketing campaign launch will cause 

reputational damage as well as the loss of prospective future students, leading to financial loss. 

These risks can be quantified based on the UB business model, which will then become a 

conversation about potential loss in financial terms between the Chief Financial Officer and the IT 

Department. Consequently, the outcome of this conversation can shape management behaviour 

regarding IS-RM preparedness to achieve effective IS outcomes. Furthermore, new forms of IS 

service offering, such as cloud computing, can assist in simplification of the development of risk 

management strategies, thus having an impact on IS-RM preparedness and decision-making.  

Participants reveal the top three core business services at UB as Teaching and Learning, 

Administrative, and Research, and all three are deemed critical business services. As well, from the 

analysis of the responses, it is established that, at a minimum, for UB business to keep functioning, 

the availability of Learning and Teaching and Administrative Services is required.  

More importantly, these services require IT systems such as infrastructure, database and 

applications to function. Consequently, underlying IT services are deemed mission-critical IS systems. 

For this reason, any associated IS failure will be detrimental to UB’s ability to conduct business.  

Hence the mission-critical IS systems become key factors that shape the decision-making framework 

of organisations such as UB. For this reason, organisations develop risk-management strategies to 

prevent possible disasters arising from IS failures, which is the focus of this study. 

To prevent possible IS failures, UB has several plans, frameworks, methodologies and policies in 

place. However, these are not widely known by all participants. Some observations are made about 

the plans that exist when compared with plans that are actually used. As an example, a few 

participants believed that there was a business continuity (BC) plan in place, but it was the most 

ineffective plan. In fact, a BC plan does not exist at UB but a BC policy does.  

Even though a majority of the participants indicated that a DR plan was in place and was effective, it 

was used only once to deal with an IT outage. The plan that is used the most is ITIL, largely because it 

is an international, commonly used and mature framework with predefined incident, problem and 

change-management processes to manage IS-related problems in any organisation that uses it.   
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Importantly, the finding also reveals that there is no defined process of using a particular plan to 

deal with a major IT outage. The use of any plan/s appears ad hoc and dependent on who is in 

charge of that service. This contradicts the findings regarding how IS risk is managed at UB. 

At UB, IS risk management happens in a systematic way and involves governance, process and 

people who have roles and responsibilities. These include staff who contribute to, manage or are 

accountable for risks. Everyone will have a significant role to play and the behaviour of each person 

will have an impact on how decisions are made. For this reason, such behaviour becomes a key 

factor that contributes to how IS risk is managed to achieve effective IS outcomes at UB. 

Although there is no defined process to deal with IT outages, management of IS risk ensures a 

systematic process. However, there is a strong indication of the need for a consolidated view of all 

operational, corporate and project IS risks across UB. 

Having this information will assist executive committees and management in decision-making – for 

example, in project prioritisation and funding.  More importantly, the findings here address the research 

question in terms of the key factors that shape the decision-making framework of organisations in 

developing risk-management strategies to address possible disasters arising from IS failures. 

Clearly, data show that because UB has not yet experienced a major crisis event, there is little 

interest in funding or prioritisation of BCP. This attitude at the senior management level devalues 

the business and fails to provide assurance that UB will be immune to a crisis situation in the future. 

Nevertheless, such behaviour becomes a key factor that contributes to how IS risk is managed at UB. 

Obviously, having a BC plan is necessary for UB but it is crucial for its critical business services and its 

mission-critical IS systems, which are the minimum services required to keep UB operating. Even with a 

BCP, a business can still suffer lost time and some data can potentially be lost on business resumption. 

Therefore, business should work with the IT Department to determine how much data it can afford to 

lose (restore point objective) and how long it can sustain an outage (restore time objective).  

More importantly, loss of data is an IS risk that a business should mitigate. Thus it would appear 

reasonable to conclude that without a business continuity plan, IS-RM preparedness for key 

decision-makers becomes challenging. Furthermore, without joint business and IT collaboration in 

the development of BCP, UB can be ill-equipped to deal with a major business outage, which can 

become a disaster. So in the event of a disaster, the key decision-makers will not have the plans or 

information they require to make informed decisions. 
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In recent times, new service offerings in the form of hosted or cloud solutions have emerged. 

Although participants expressed strong concerns about hosting systems in the cloud, they were 

prepared to do so provided safeguards were in place. The key drivers for cloud-based solutions are 

cost and the need for higher levels of system availability. Cloud-based services can help to improve 

and simplify the implementation of a DR strategy for UB such that this new form of IS service 

offering will have a positive impact on IS-RM preparedness and decision-making. 

Furthermore, in the process of development of DR and BCP, key risks can be identified, which will 

then be prioritised and actioned, thus shaping the decision-making framework of UB in developing 

risk management strategies to address possible disasters arising from IS failures. 

Moreover, a critical step in the development of a BCP is the need for the business owner and IT 

Department to jointly conduct business impact analysis (BIA) and risk-assessment activities for all 

core business services. In particular, “the relationship between BIA and risk assessment is 

undeniable because the results of BIA and risk assessment are merged to develop suitable BC plans” 

(Torabi, Soufi and Sahebjamnia 2014: 310).More importantly, at a minimum, the BIA and risk 

assessment should be undertaken for each of the critical and mission critical services. 

However, the examination of data regarding BIA and risk assessment activities at UB reveals that 

there is no to a low level of cooperation between the business and IT Department. Without this 

information, there will be a negative impact on the development of a BCP. This, in turn, will have an 

effect on the decision-making process and level of preparedness in the event of a major IS failure. 

There are several reasons for the low level of business involvement with the IT Department in the 

development of an effective business continuity strategy and plan: first, the lack of executive-level 

support, with staff not taking business continuity preparedness seriously; second, the challenges of 

implementing a business continuity strategy and plan corporation-wide; and third, the current 

business continuity initiatives at UB being too focused on IT disaster recovery. 

The evidence from the analysis suggests that the level of business and IT risks is increasing at UB. 

There are several key drivers causing this increase in risk level. First, there is an increase in 

complexity of the business at UB. Second, UB’s business depends heavily on information technology. 

Third, there is an increased threat of cyber-attacks.  

Consequently, strategies to mitigate IS risks are needed as an increasing level of risk also increases 

the likelihood of a major IS disaster. Hence this study is looking at key factors that shape the 

decision-making framework and development of the risk-management strategies to address possible 
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disasters arising from IS failures. For this reason, conducting BIA and risk-assessment activities is 

critical, as these are key components in developing a BCP. 

Furthermore, having regular DR testing and accompanying reports with recommendations is an 

integral part of a BCP. Accordingly, this provides confidence to decision-makers at UB that the DR 

Framework is effective and can be used as a decision-making tool. Thus this provides a level of 

confidence and preparedness in developing risk-management strategies to address possible 

disasters arising from IS failures. 
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UB Appendix 5.1: Total number of strategies per participant for Question 1 

 

  

Responses to Question 1    
Key Strategies for UB Q1P1 Q1P2 Q1P3 Q1P4 Q1P5 Q1P6 Q1P7 Q1P8 Q1P9 Q1P10 Q1P11 Q1P12 Q1P13 Q1P14 Q1P15 Q1P16 Q1P17 Q1P18 Q1P19 Q1P20 Q1P21 Frequency
Research/eResearch 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 18
Use of Information Technology 1 1 2
Learning and Teaching 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 15
Sustainability 1 1 1 1 1 1 1 7
Staff Diversity &  Quality 1 1 1 1 1 1 1 1 1 1 10
Student experience & retention 1 1 1 1 1 1 1 1 1 1 1 1 1 1 14
Engagement with Asia-Pacific 1 1 1 1 4
Administration 1 1 2
Online Learning 1 1 1 1 4
Online and self-help services 1 1
Program Quality and Structure 1 1
Top Ten Uni in Australia 1 1 1 3
Total Responses per participant 4 6 6 7 5 3 2 3 2 4 4 4 4 4 5 2 4 4 3 2 3 81
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UB Appendix 5.2: Total number of core services per participant for Question 2 

 

  

Question 2 Responses from UB 
Core business services provided Q2P1 Q2P2 Q2P3 Q2P4 Q2P5 Q2P6 Q2P7 Q2P8 Q2P9 Q2P10 Q2P11 Q2P12 Q2P13 Q2P14 Q2P15 Q2P16 Q2P17 Q2P18 Q2P19 Q2P20 Q2P21

Frequency

Provision of Electronic Infrastructure 1 1 1 3
Access to Electronic Resources 1 1 2
Learning & Teaching 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 16
Research/eResearch 1 1 1 1 1 1 1 1 1 1 1 1 1 13
Research Support Services 1 1 1 1 1 1 1 1 8
Commercialisation of Research 1 1 1 3
Library 1 1 2
Learning Content 1 1
Learning Management System 1 1 1 1 4
Help Desk/Contact Centre 1 1
Student Support Services 1 1 2
Administrative (Student/Finance/HRM) 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 16
Alumni 1 1 2
Academic Registrar 1 1 2
Marketing & Communications 1 1 2
Facilities Management 1 1 2
Student Accomodation 1 1
Internal Audit Services 1 1
Legal Services 1 1
Community 1 1 1 3
Knowledge Base 1 1 2
Total 4 8 4 8 1 4 3 5 3 6 5 3 3 3 6 3 4 4 3 3 4 87
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UB Appendix 5.3: Total number of critical services per participant for Question 3 

 

  

Question 3 Responses from UB
 Critical Services Q3P1 Q3P2 Q3P3 Q3P4 Q3P5 Q3P6 Q3P7 Q3P8 Q3P9 Q3P10 Q3P11 Q3P12 Q3P13 Q3P14 Q3P15 Q3P16 Q3P17 Q3P18 Q3P19 Q3P20 Q3P21 Frequency

Learning & Teaching Services 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 18
Research Services 1 1 1 1 1 1 1 1 1 1 1 1 12
Administrative Services (Student, Finance, HRM) 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 16
Student Accommodation Services 1 1
Marketing and Communication 1 1 2
Email 1 1 2
Commercialisation 1 1
Total 2 2 2 4 1 3 3 2 3 3 3 3 2 1 3 1 3 3 3 2 3 52
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UB Appendix 5.4: What are the key IT/IS systems that underpin the critical business services outlined earlier? 

 

  

Question 4 Responses from UB                                
IT Services that underpin critical services Q4P1 Q4P2 Q4P3 Q4P4 Q4P5 Q4P6 Q4P7 Q4P8 Q4P9 Q4P10 Q4P11 Q4P12 Q4P13 Q4P14 Q4P15 Q4P16 Q4P17 Q4P18 Q4P19 Q4P20 Q4P21

Frequency

Learning Management System (LMS) 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 16
Collaboration Systems (Email, chat, SMS) 1 1 1 1 1 1 1 1 1 1 10
Corporate Website 1 1 1 1 1 1 1 1 8
Portal 1 1 1 1 1 1 1 1 1 1 1 1 12
Administrative Systems (Finance, HRM) 1 1 1 1 1 1 1 1 1 1 1 1 12
Student Administrative Systems 1 1 1 1 1 1 1 1 1 1 1 1 12
IT Infrastructure (Datacentre, Server, Storage) 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 17
Network (LAN & WAN) 1 1 1 1 1 1 1 1 1 1 10
Authentication and Identity Management 1 1 1 1 1 1 1 1 1 1 1 11
Research Systems (HPC) 1 1 1 1 1 1 1 7
Data Management 1 1 1 1 4
Database 1 1 1 1 4
IT Security 1 1 1 1 1 1 6
Building Management System (BMS) 1 1
AV and Lecture Theatre Equipment 1 1
System Backups 1 1 2
Library System 1 1 1 1 4
Internet 1 1 1 1 1 1 1 1 1 1 1 11
PABX 1 1 1 3
Desktop Support 1 1
Total 7 7 7 7 9 3 9 7 10 6 6 8 7 5 4 13 9 8 7 8 5 152
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UB Appendix 5.5: What frameworks/methodologies are currently used in your organisation for decision-making? 

 

  

Question 5 Responses from UB                                                                                                                                     
What frameworks/methodologies are currently used for 
decision making? Q5P1 Q5P2 Q5P3 Q5P4 Q5P5 Q5P6 Q5P7 Q5P8 Q5P9 Q5P10 Q5P11 Q5P12 Q5P13 Q5P14 Q5P15 Q5P16 Q5P17 Q5P18 Q5P19 Q5P20 Q5P21 Frequency
ITIL Farmework (Incident, Change) 1 1 1 1 1 1 1 1 1 1 1 11
Risk Management Framework 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 16
Financial Management Guidelines 1 1 1 1 1 1 1 1 8
Project Management Methodology 1 1 1 1 1 1 1 1 1 1 1 1 12
GITC (Procurement) 1 1 1 1 1 1 6
Research Data Management Guidelines 1 1 1 1 4
Ethics Guidelines and Protocols 1 1
External Grants and Funding Management Guidelines 1 1
Policies 1 1 1 3
Business Continuity Management and Resilience Framework 1 1 2
IT Governance Framework 1 1 2
Audit Management Farmework 1 1 2
Crisis Management Framework 1 1 2
Budget Allocation Model 1 1
Information Management Framework 1 1 1 1 4
IT Recovery Plan 1 1
Disaster Recovery Plan 1 1
UB_Strategic Plan 1 1 2
Academic Plan 1 1 1 3
 IT 2020 and IT Plan 1 1 1 3
Architecture Framework (TOGAF) 1 1 1 3
Electronic Infrastructure Capital Plan (EICP) 1 1 2
Quality Management Framework 1 1 2
Legal Framework 1 1
Equity & Diversity Plan 1 1
Sustainability Plan 1 1
Total 5 5 4 5 7 2 1 3 7 6 3 5 2 4 4 6 7 7 4 3 3 95
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UB Appendix 5.6: Any plans, frameworks or strategies to deal with IT outages? 

 

  

Question 6 Responses from UB
Any Plans, Frameworks or 
Strategies to deal with IT outages?

Q6P1 Q6P2 Q6P3 Q6P4 Q6P5 Q6P6 Q6P7 Q6P8 Q6P9 Q6P10 Q6P11 Q6P12 Q6P13 Q6P14 Q6P15 Q6P16 Q6P17 Q6P18 Q6P19 Q6P20 Q6P21
Frequency

Business ContinuityPlan 1 1 1 1 1 1 6
Disaster Recovery Plan 1 1 1 1 1 1 1 1 1 1 1 1 1 1 14
Risk Management 1 1 1 3
Project Management Plan 1 1 1 1 4
Testing Strategy and Test Plans 1 1 1 3
System Operating Procedures 1 1 1 1 4
System Recovery Procedures 1 1 1 1 1 1 6
 IT 2020 and IT Plan 1 1
IT Operational Plan 1 1
Architecture Framework (TOGAF) 1 1 1 1 4
Critical Response Team 1 1
Desktop BCP Exercise 1 1 2
ITIL Framework - Change Process 1 1 1 1 1 1 1 1 8
Cloud Services 1 1
Audit Framework 1 1
Monitoring and Alerting strategy 1 1
IT Security Framework 1 1
IT Governance 1 1
Total 4 1 1 1 2 4 2 5 3 6 2 5 2 2 2 1 6 6 4 2 1 62
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UB Appendix 5.7: How effective are the plans/frameworks? 

 

 

Question 7 Responses from UB
How effective are the plans/frameworks?
1 = Effective; 0 = In-effective Q7P1 Q7P2 Q7P3 Q7P4 Q7P5 Q7P6 Q7P7 Q7P8 Q7P9 Q7P10 Q7P11 Q7P12 Q7P13 Q7P14 Q7P15 Q7P16 Q7P17 Q7P18 Q7P19 Q7P20 Q7P21 Frequency
Disaster Recovery Plan 0 1 0 1 1 1 0 1 1 1 1 1 1 1 1 1 1 1 1 16
Business Continuity Plan 0 0 0 0 0 0 0 0 0 1 1
Testing Strategy and Test Plans 0 0 0 0
 IT 2020 and IT Plan 1 1
IT Operational Plan 1 1
Critical Response Team 1 1
Project Management Plan 1 1
ITIL Framework 1 1 1 3
Architecture Framework (TOGAF) 1 1 2
Risk Management 1 1
System Recovery Procedures 1 1 1 1 1 1 6
Audit Framework 1 1
Total 1 1 0 1 1 4 0 2 2 2 1 3 1 1 2 2 1 2 1 3 3 34
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Chapter 6 
Cross-Case Comparative Analysis 

This chapter focuses on the cross-case analysis of universities A and B. Acronyms used in this 

chapter are shown in the footnote in alphabetical order.185 

As part of this study, two Australian public universities (UA and UB) were selected because 

they operate within the same federal regulatory framework and legislation; have similar 

governance structures; have a large and complex IT environment with significant 

dependence on IS; and have the same base funding model. The two previous chapters have 

described the primary and secondary data collected, analyses conducted and the findings 

detailed for each of the cases.  

Chapter 3 considered cross-case comparative analysis and will serve to guide the analysis 

that follows. In order to conduct the comparative analysis, the work of Eisenhardt and 

Bourgeois (1988) was adapted to develop a Cross-case Comparative Analysis Model, which is 

illustrated in Figure 6. 1 (see next page). 

The focus of this study is to determine how organisations in the higher education sector 

develop and validate information systems risk-management (IS-RM) strategies to address 

possible disasters arising from IS failures. Based on common attributes, questions were 

grouped together to form six categories: Key Business Services; Decision-Making 

Frameworks; Information Systems; Disaster Recovery and Business Continuity Planning; IS 

Risks; and Cloud Services. These are shown in Table 6.1 on the next page. 

Each of these categories will examine similarities and differences between UA and UB, as 

well as identifying any IS risk management issues. These observations will then be compared 

with what was found in the literature review, with a focus on best practice. The findings will 

then form the basis of a theoretical model.  

                                                           

185 Acronyms used in this section include: Asset Management Plan (AMP); Business Continuity Management (BCM) Framework; 
Business Impact Analysis (BIA); Critical Business Systems List (CBSL); Disaster Recovery – Business Continuity Planning (DR-BCP); 
Disaster Recovery Plan (DRP); Electronic Infrastructure Capital Plan (EICP); Government Information Technology Contracting 
(GITC) Framework; Information Systems (IS); IT Infrastructure Library Framework (ITIL); Project Management Office (PMO); 
Recovery Point Objective (RPO); Recovery Time Objective (RTO); Risk Management (RM) Framework;  Service Management 
Framework; System Operating Procedures (SOP); System Recovery Plans (SRP); The Open Group Architecture Framework 
(TOGAF); University A (UA); University B (UB). 
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Figure 6.1: Conducting a Cross-case Comparative Analysis 

Table 6.1: Question Categories 

Category Related questions 

Key business services Q1–3, Q13 

Decision-making frameworks Q5, Q6, Q8 

Information systems Q4, Q13 

Disaster recovery and 
Business continuity planning 

Q12, Q14, Q21, Q22, Q24, Q25 

IS risks  
Q9–11, Q23 

Cloud services Q15–20 
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Key Business Services Category 

Figure 6.2 explains the alignment and criticality of business and IS services at UA and UB. 

Each institution has core and critical business services in order to achieve its business 

strategies. As well, the business and IS strategies need to be aligned so that the ensuing IT 

services will underpin the core business services and enable the business to achieve its 

objectives. More importantly, the mission-critical IS services should ensure that, by having 

appropriate DR plans, the critical business services will continue to function in the event of 

an IS failure. Similarly, in the event of a major disaster, where the business and IT 

Department need to operate from another location, having a business continuity plan will 

ensure a seamless transition. 

 

Figure 6.2: Alignment of Critical Business Services and Mission-Critical IS Services 

Key Business Services Category: Similarities 

From the findings, at the organisational level, the cases reveal significant similarities in the 

key business strategies of, and core services provided by, both UA and UB. These services 

include: Research, Learning and Teaching, and Administrative and Sustainability, with IT 

support and enabling services underpinning them.  
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The critical business services were found to be the same as the core services.  This is 

supported by the following comment: “The key business services being undertaken at UA 

are around Research, Learning and Teaching and IT Infrastructure services. None of these 

activities are unique to a university but what matters is the way they go about doing 

these.”186 As well, the mission-critical IS services at UA and UB include: Learning and 

Teaching systems, Administrative systems and the Underlying IT Systems. Identifying the 

critical business services and mission-critical IS services is an important part of the study and 

its findings, as it helps us to understand what IS services are required within each 

organisation. It can also help to determine the required time for system recovery and service 

restoration in the event of a major IS failure. 

The two universities are similar because, first, they are based in the same state and operate 

in a highly regulated state and federal environment within Australia – as described, they 

“need to comply with Federal and State Government Regulatory Framework for Higher 

Education”187 and “there is a need to meet legislative requirements”.188 For example, UA 

and UB are required to comply with the Commonwealth Higher Education Support Act 2003, 

Higher Education Funding Act 1998 and Copyright Act 1968, as well as the state Information 

Privacy Act 2009 and Information Standard 40 – Record Keeping. 

Second, both have a similar top-level governance structure. Each institution operates under 

its own University Act, with the University Council as its governing body and chaired by a 

Chancellor appointed by the state government. The Vice Chancellor189 is the Chief Executive 

Officer for each university, and is responsible to the council of the university and various 

stakeholders. The University‘s Executive Group comprises the Vice Chancellor, Deputy Vice 

Chancellors and Pro Vice Chancellors. The Council and Vice Chancellor are responsible for 

various committees overseeing the functioning of the university.  

Third, both have complex IS services such as high-speed networks and large information 

systems; infrastructure; and learning and teaching, research and administration applications 

and databases. Furthermore, “the services critical in nature for the business are to varying 

degrees: learning and teaching (obligated to deliver these to a massive student population, 

and if not done then revenue becomes uncertain); administration (running of the university, 

critical business services list, datacentre, network and infrastructure, core infrastructure, 
                                                           

186 Source: UA_Participant Two. 
187 Source: UB_ Participant 19. 
188 Source: UA_Participant 19. 
189 Also called President. 
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communication (website) and collaboration tools, email, payroll, Blackboard, finance); and 

research (is critical to overall nature of the business but not time critical generally).”190 These 

underlying IT services support all business services.  

UA and UB face similar business and IS risks that need to be managed. This similarity means 

that the two universities are exposed to similar risks that include: IT security risk, 

reputational risk and financial risk in the areas of learning and teaching, research, and 

administration. In addition, research is exposed to intellectual property risk while 

administration is exposed to technology risks. 

Fourth, UA and UB operate in a competitive environment, in which they compete with each 

other for the available pool of students from school leavers to those seeking mature-age 

entry, who reside in the same geographic region. Also, both organisations compete for 

international students and conduct activities to attract students, like “Develop strategies to 

increase international student experience”.191 

Fifth, declining federal government funding impacts both UA and UB. In particular, federal 

funding for the university’s operating costs has decreased from about 90 per cent in the 

1980s to around 42 per cent in 2013. Therefore, both UA and UB are looking for greater 

efficiency in streamlining business operations, keeping IS operations up to date and 

transforming learning and teaching. This similarity means each institution has to do more 

with less and become more innovative in both the manner of their services and the way 

support is delivered and procured. 

For example, automation of services by implementing self-service facilities reduces the need 

for paper-based forms and many front-line staff, while using cloud computing helps to 

reduce budget overheads. Accordingly, “the key strategies are: Digital transformation 

including e-provisioning and virtual learning support; research support; cloud services 

provisioning; mobile services and self-service”.192 As well, offerings around online courses 

open opportunities to recruit students from outside the region and also provide flexibility to 

the non-school leaver market, where individuals are in full-time or part-time employment.  

                                                           

190 Source: UA_Participant Three. 
191 Source: UA_Participant 15, 
192 Source: UA_Participant Eight. 
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Key Business Services Category: Differences 

Although there are many similarities at the organisational level, a couple of differences were 

observed from the findings. While each university is building a distinctive national and 

international reputation, UA’s focus is on internationalisation, ensuring that by 2016 at least 

15 per cent of all graduating students will have an international study experience, while 

retaining a balanced level of international student enrolments, with an increasing proportion 

being international higher degree research students.193 

In contrast, UB’s distinct focus is “to be recognised as one of the leading Universities of the 

Asia-Pacific region”.194 The Asia-Pacific region was identified because of UB’s geographic 

location, UB’s deep engagement and identification with the region, and the rapid economic 

and intellectual development of the region.  

Hence UA and UB are different in their international strategy because each is trying to build 

a brand, image and reputation – locally, nationally and internationally– in the face of 

uncertainty. 

Key Business Services Category: Summary 

In summary, within the Key Business Services category, the two cases present many 

similarities with only a few differences. UA and UB have similar key business strategies and 

services around Learning and Teaching; Research; Administration; and Sustainability. While 

they both provide numerous services, those deemed mission-critical are: Learning and 

Teaching; Research; Administrative; Sustainability; and Underlying IT services.  

Each organisation operates within a state and federal regulatory environment. As well, they 

have a governance structure that includes a council, Vice Chancellor and other senior 

executives. There are similar committee structures that oversee the operations of the 

universities. 

The comparative analysis of UA and UB demonstrates that, at the key business services level, 

several themes became evident, which were consistent in the two universities. These were: 

governance around the key business strategies and key services; services that were critical; 

and services that were mission-critical. Understanding of the critical and mission-critical 

                                                           

193 UA Strategic Plan. 

194 UB Vision and Mission Statements. 
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services is important because it not only makes a significant contribution to theoretical 

model development, but also helps to determine the underlying IS services, disaster 

recovery and business continuity requirements. 

This section has considered the Key Business Services category. The next section will 

examine the Decision-Making frameworks used at UA and UB. 

 

Decision-Making Frameworks Category 

This category will compare and discuss the organisational and information systems (IS) 

decision-making frameworks at UA and UB. Moreover, it will look at frameworks in place (as 

per secondary data and participants’ perception from primary data) and what is actually 

used (as per the research findings), as shown in Figure 6.3. This category will then identify 

and describe the similarities and differences of each framework between UA and UB. The 

organisational frameworks will be discussed first followed by the IS frameworks. 

 

 
 

Figure 6.3: Decision-Making Frameworks in Place and Actually Implemented 
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Organisational Decision-Making Frameworks 

A comparison of documented organisational frameworks at UA and UB as found in their 

respective strategic policy documents reveals significant similarities but a few notable 

differences. An examination of the secondary data shows that at both UA and UB there are 

many frameworks and policies that are implemented. However, the key organisational 

frameworks used for decision-making are detailed in Table 6.2. 

 
Table 6.2: Organisational Frameworks at UA and UB  

 

 

In particular, to narrow the frameworks relevant to this study, Figure 6.4 and 6.5 illustrate 

the organisational level frameworks that are associated with risk management and business 

continuity planning at UA and UB. It can be seen that at UA, the risk-management, business-

continuity and project-risks reporting line is to the Audit and Risk Management Committee 

of the Council, and corporate projects are approved as part of the Asset Management Plan 

Issues Area UA UB
UA Business Continuity 
Management (BCM) Framework is 
informed by the Risk Management 
(RM) Policy.

UB BCM Framework is informed by the 
Business Continuity Management and 
Resilience Policy

UA Council Audit and Risk are part of 
one Committee i.e. Council’s Audit 
and Risk Management Committee 

UB Council Audit and Risk are part of two 
Committees i.e. Council’s Audit Committee 
and Finance, Resources and Risk 
Committee

University Emergency Management Plan
University Crisis Management Plan

Similarities Compliance Program Framework and Policy
Corruption and Fraud Control Plan

Government Information Technology Contracting (GITC) Framework
The Open Group Architecture Framework (TOGAF)

University Privacy Plan
Workplace Health & Safety Policy

Project Management Framework
Quality Framework

Financial and Performance Management Standard
Financial Accountability Act 2009

Differences

Governance Framework 
Planning Framework 

Risk Management Policy
Risk Management Framework 
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overseen by the Planning and Resources Committee. Other plans such as the Emergency 

Plan and the Crisis Plans report separately to the Registrar. 

 
 

Figure 6.4: UA Organisational Level Frameworks 

In contrast, at UB, all risks and business continuity management report to a single Finance 

Resources and Risk Council Committee, as shown in Figure 6.5. Unlike UA, business continuity 

management is not part of the Risk Policy but operates under Business Continuity Management 

and Resilience Policy. 

There are several reasons why the two organisations are similar, and some of these 

reasons have already been discussed as part of the previous section. For example, both are 
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located in the same state and operate within a highly regulated state and federal 

environment; they also have a similar top-level governance structure. 

 

 

 
Figure 6.5: UB Organisational Level Frameworks 

Consequently, certain frameworks are mandatory due to compliance requirements. For this 

reason, the Risk Management Framework and Financial and Performance Management 

Standard (FPMS) are regulatory requirement examples for public-sector organisations, which 

also include higher education organisations. Moreover, the Financial and Performance 

Management Standard requires that “each statutory body must manage the strategic and 

operational risks of the department or statutory body in accordance with the risk 

management system established, for the department” and “managing the risks that may 
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affect the ability of the department or statutory body to continue to provide government 

services”.195 

UA and UB are regularly audited against the implementation of these frameworks by the 

State Audit Office, as well as by each of the university’s Assurance or Internal Audit group. 

Both UA and UB operate under the University Act and the Corporations Acts (for not-for-

profits), which mandate that the board (council) of the organisation should oversee its 

compliance through committees that are accountable for audit, risk management, and 

finance and resources.  

Another reason why UA and UB are similar is that both use comparable IS project-management 

methodology. A significant reason for the use of this methodology is that it mandates a project 

governance structure and the way in which issues and risks are to be managed. For example, in 

relation to project management methodology used at UA and UB, “we have a project management 

framework that we use to regulate and manage the investments associated with IT projects”.196 ” 

Also, “Project Management Methodology based on Prince II and managed by project office. It has 

Project and Portfolio Boards for governance.”197 

The governance structure involves a project board and program board consisting of a 

minimum of three members: a senior business representative as the chair; members from 

the supplier (IT department); and the customer (end user). The reason for adopting this type 

of structure is that it provides a methodological way to manage project governance and 

achieve consistency in terms of project status, issues and risk reporting.  

Moreover, the project board meets on a regular basis with issues and risks as standing agenda 

items, which are discussed and escalated as required by the project management methodology. 

This is critical – especially when UA and UB are implementing or have planned projects that are 

complex and involve significant budget outlay (in excess of $50 million combined spending per 

year). In both organisations, projects are managed by the Project Management Office.  

In UA’s case, the projects are listed in the Asset Management Plan (AMP) and in UB’s case, these 

are in the Electronic Infrastructure Capital Plan. Furthermore, the state government requires 

                                                           

195 Financial and Performance Management Standard, Subordinate Legislation 2009 No. 104, pg. 21–22 (Qld). 

196 Source: UA_ Participant Four. 

197 Source:  UB_ Participant 21. 



 

Chapter 6: Cross Case Analysis 257 

organisations such as UA and UB to conduct their IT procurement for hardware, software, 

telecommunications and services through the use of the. As one participant said, “We follow state 

government policy in that all of our contracts are Government Information Technology Contracting 

Framework compliant. There are very few exceptions to that.”198 This framework is implemented 

to protect government departments and agencies from complex vendor contracts.  

While there are some similarities, several important differences are observed. First, at UA the use 

of project management methodology is not university-wide. An important observation is that 

many significant projects are not in the Asset Management Plan but funded by the faculties and 

run outside of the Project Portfolio Office at UA. These projects don’t use the UA project 

management methodology to run projects, which means that governance around these projects is 

questionable.  

As a result, at UA neither a consolidated view nor any central control and reporting of IS risks 

associated with these projects can easily be observed within the organisation. The UA Project 

Portfolio Office manager described this as a major challenge. More importantly, once these 

systems are implemented and if at a future date they became strategic in nature, this managerial 

approach may have significant inherent risks, such as data integrity, and architectural risks, such as 

scalability and performance: “So one of the risks we have is if we have a money source outside the 

Project Portfolio Office where people can do what they like. So we have core systems that we don’t 

know about. So we know that within the faculty spaces, there will be core systems that we don’t 

know about.”199 

In contrast, at UB all IS projects are funded from the Electronic Infrastructure Capital Plan and are 

managed by the Project Management Office. Where additional funding for a specific project has 

been obtained – for example, from a federal government grant or from a faculty – the projects are 

still required to be registered into the Electronic Infrastructure Capital Plan and run from the 

Project Management Office. 

Second, at UA the IT procurement processes are not uniform in that the faculties may not make 

use of the Government Information Technology Contracting Framework framework. This can 

create contractual risks or protracted legal challenges, which then can cause reputational risk 

damage to the UA brand. The benefit to UA of not using the procurement process is agility and 

                                                           

198 Source: UA_ Participant Four. 

199 Source: UA_ Participant Five. 
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financial convenience, where something can be purchased faster and more cheaply. However, the 

weaknesses here – such as being open to fraud and corruption – appear to outweigh the benefits. 

In comparison, at UB no such procurement is allowed and the policy is enforced by the purchasing 

staff within the Finance Department even when someone tries to bypass the IT department. 

Third, at UA the Business Continuity Management Framework is aligned with the Risk 

Management Framework, which is informed by the Risk Policy. The Audit and Risk Management 

Committee at UA evaluates the adequacy and effectiveness of the university‘s strategic risks on 

behalf of the UA Council. 

Meanwhile, at UB the Business Continuity Management Framework is informed by the Business 

Continuity Management and Resilience Policy, which is overseen by the Council. Comparison of the 

two approaches reveals that the UB model has a more integrated design, in that all critical 

components of continuity of business operations in the event of a major disaster or IS outage are 

all under the same framework.  

Fourth, at UA there is no dedicated role of a Business Continuity Manager and the responsibilities 

are delegated to the Assurance and Risk Management Service Group. This was described thus: 

“The Service Recovery Plans which are part of the Disaster Recovery and Business Continuity Plans 

are managed and controlled by the Audit and Risk Management Services. They do an annual 

review and go to the business and tell them and help them with their Business Continuity Plan.”200 

At UB, there is a dedicated role of a Risk and Business Continuity Manager in a separate 

department from that of the audit and assurance functions, as evidenced by the following 

comment: “We have a Disaster Recovery Plan and Disaster Recovery policy. The Business 

Continuity Plan is being drafted by a new BCP role and person appointed for UB-wide who have 

commenced a process to build the BCP.”201 

The risk implication of not having a dedicated Business Continuity Manager at UA is that it is more 

likely that risks will not be proactively managed or coordinated university-wide in a consistent 

manner. It can be further speculated that development, implementation and testing of business 

continuity plans will not receive the dedicated attention required. Furthermore, the function of 

business continuity is being led by Assurance and Risk Management Services, which potentially 

could compromise the independent audit and assurance for this function. That raises the question 

                                                           

200 Source: UA_ Participant Six. 

201 Source: UB_ Participant 21. 
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of whether Assurance and Risk Management Services can be involved with both business 

continuity and audit of the business continuity controls and planning. This poses a governance risk. 

Thus far, the discussion has largely been from the secondary data. The next section will focus on the 

findings from the two case studies and compare the frameworks in place with the frameworks that 

are actually used. Table 6.3 summarises the similarities and differences between the frameworks 

used at UA with those at UB.  

Table 6.3: Organisational Frameworks Used – Similarities and Differences 

 

 
Source: Research findings. 

 

When the findings were compared with strategic documents established by each university, 

an important observation was made: there was considerable inconsistency between 

frameworks in place and perceptions of the key IT officials. There are several reasons for this 

phenomenon:   

• There is a lack of understanding and awareness of frameworks in place. 
• Navigation of frameworks is complex. 
• Due to framework complexity, there is uncertainty about frameworks that are used 

at both the organisational and divisional levels. 
• Use of the frameworks and compliance with policy are not monitored. 

Issues Area UA UB

Differences

Application Development Methodology
BCP
CBSL
Portfolio Management Approach
State Government Information Standards
Agile Methodology
Prioritisation Matrix
Roadmaps
Pandemic Plans

Business Continuity Management & Resilience 
Policy
Research Data Management Guidelines
Information Management Framework
Academic Plan
IT2020 and IT Plan
Quality Management Framework
Sustainability Plan
Equity and Diversity Plan
Legal Services Framework
Budget Allocation Model
External Grants and Funding Management 
Guidelines
Ethics Guidelines and Protocols

Similarities

Risk Management
Project Management Framework

ITIL
Financial Management Guidelines

SRP
GITC

TOGAF
Crisis Management Plan

UA _Strategic Management Frameworks (similar to UB _Strategic Plan)
Asset Management Plan (same as UB's Electronic Infrastructure Capital Plan)
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• Use of frameworks and policy compliance are not enforced. 

The next section will explore the similarities and differences of the information systems 

decision-making frameworks at UA and UB. 

 

Information Systems Decision-Making Frameworks 

This section is organised in three parts. First, a comparison of IS decision-making frameworks 

that are in place at UA and UB will be made according to the secondary data (documents). 

Second, a comparison of the IS decision-making frameworks that are in place according to 

the perception of participants will be made using primary data (research findings). Third, a 

comparison of IS decision-making frameworks actually used at both universities will be made 

according to primary data (research findings). There will also be an attempt to find 

similarities and differences in the case study findings and search for consistencies between 

the primary and secondary data so that we may gain an understanding of the underlying 

rationale of each system. Such analysis will assist in developing a theoretical model. 

A comparison of documented Information systems frameworks at UA and UB as found in the 

secondary data reveals significant similarities but only a few differences, as shown in Table 

6.4.  

Table 6.4: IS Frameworks in place at UA and UB (Secondary) 

 

 

Source: Secondary Data Research findings. 

Similarities

Application Development Methodology or  Software Development Life Cycle

Business Continuity Management  (BCM) Framework
Disaster Recovery (DR) Plan 

Government Information Technology Contracting (GITC) Framework
Information Management Plan

IT Infrastructure Library Framework (ITIL)
IT Strategic Plan

Project Management Framework
Risk Management Framework 

Service Management Framework
The Open Group Architecture Framework (TOGAF)

Issue Areas

Critical Business Services List (CBSL)

UA System Recovery Plans (SRP)
 Differences UB System Recovery Plans are part of the DR Plan

UA UB
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The IS environment at each university is required to support similar core and critical business 

services, as well as mission-critical IS services. In addition, these environments are large and 

complex; therefore, it is important to have appropriate frameworks and methodologies in 

place to ensure compliance with regulations and consistency in decision-making, and to 

make sure any risks are managed appropriately. For these reasons, the frameworks used at 

UA and UB are similar and the reasons for of this can be attributed to several factors.  

First, appropriate system controls, configurations and governance are in place to ensure that 

any new IS systems that are developed or upgraded are included. Second, any project-

related activity will need to conform to project management methodology and, where 

necessary, conform to the software-development life-cycle: “The Enterprise applications 

development team has been using different programming techniques and software 

development life-cycle.”202 This is required so that the project scope, time, cost and any 

proposed benefits are realised. 

Third, when new IS systems are procured, this is done in accordance with the Financial 

Management and Procurement Guidelines as required by the state government – for 

example, use of the Government Information Technology Contracting Framework framework to 

enter into any contractual agreements with vendors for the procurement of IT hardware, 

software or services.  

Fourth, in the event of an IS failure, the decision-making process to restore services is 

carried out in a consistent and methodical manner. Fifth, any IS outage is communicated to 

the clients using the ITIL process, which has been incorporated into the overall Service 

Management Framework at both universities. Each case offers data supporting these 

observations as follows: “in terms of change management, incident and problem 

management, we use ITIL framework. Not currently for configuration management.203” and 

“ITIL is used as part of Incident Management and Change Management for managing all 

system changes and for communicating with clients.”204 

In contrast, the main difference is in the use of IS decision-making frameworks to restore 

and recover services in the event of an IS failure.  UA uses Critical Business Services List to 

                                                           

202 Source: UA_ Participant Four. 

203 Source: UA_ Participant Six. 

204 Source: UB_ Participant Six. 
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identify the sequence and priority order in which systems will be restored following an IS 

outage. As well, UA uses separate System Recovery Plans, which show how each system will 

be restored. While these are individual documents, they are attached to the DR Plan at UA: 

“We have a disaster recovery plan that identifies all the critical business services that the 

university runs. The IT and Infrastructure Services are used to maintain, deploy and support 

business critical services running for the university205.” The downside is that the CBSL and or 

the SRPs can be updated without reviewing the DR Plan document and vice versa. 

However, at UB the Critical Business Services List equivalent information is not in a separate 

document, but incorporated into the “DR Plan for critical system and DR Plan Testing. Report 

is produced by the DR Coordinator and goes to IT Exec”206 along with the System Recovery 

Plans. This ensures that whenever any changes or updates are completed, the whole 

document gets refreshed, thereby keeping it current.  

When a comparison is made between the primary and secondary data regarding IS 

frameworks in place, the result reveals a high degree of consistency. However, not all 

frameworks used at each university were identified by the participants, thus showing a lack 

of awareness of frameworks. This is illustrated in the similarities column in both Tables 6.4 

and 6.5.  

Table 6.5: IS Frameworks in place at UA and UB (Primary) 

 

Source: Primary Data, Research Findings. 

                                                           

205 Source: UA_ Participant Two. 

206 Source: UB_ Participant Ten. 

Issue Area UA UB

 Differences

Critical Business Services List

System Recovery Plans (SRP)

Security Incident Management Framework 
(used if outage was security related)

System Recovery Plans are part of the DR Plan

Similarities

BCP
Disaster Recovery Plan

ITIL
Project Management Methodology

Risk Management
System Operating Procedures (SOP)

TOGAF
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Even though the System Recovery Plans and System Operating Procedures do not appear in 

the secondary data, they are used by each university. The reason for this is that System 

Recovery Plans and System Operating Procedures are very technical documents, and are 

only used by specialist technical staff within the IT Departments.  

Thus far, comparisons have focused on IS Frameworks in place according to what the 

secondary and primary data have indicated. Next, the discussion will be on the comparison 

of similarities and differences for IS Frameworks that are actually being used at UA and UB 

to manage IS outages, as shown in Table 6.6. 

Table 6.6: IS Frameworks Actually Used to deal with outages 

 

Source: Primary Data, Research Findings. 

 

At UA, secondary data revealed that 13 IS frameworks were in place while primary data 

indicated that nine IS frameworks were in place and only seven were put into action to deal 

with IT outages. In addition, at UB the findings from the secondary data indicated that there 

were 12 plans as part of the IS frameworks in place while only six were put into action to 

deal with IT outages – even though, from the primary data, the participants had been able to 

name nine frameworks that were in place.   

Both UA and UB have used the DR Plan to handle a major IS outage. However, while findings 

indicate that a DR Plan is in place, it was used only once at each university to respond to an 

IT outage. Moreover, the findings reveal that the dominant plan used at each university was 

the System Recovery Plan. 

As well, each university indicated that its ITIL framework was in place but specific differences 

exist between its implementation at UA and UB. Most prominent use of the ITIL framework 

Issue Area UA UB

 Differences

BCP

CBSL

ITIL – used for communications

Testing Procedures

ITIL – used for change and communications

Similarities

DR plan

Risk Management

System Operating Procedures (SOP)

System Recovery Plan (SRP)



 

264 Chapter 6: Cross Case Analysis 

at UA is for communicating with clients in the event of a business service unavailability due 

to an IS outage.  At UB, on the other hand, not only do they use it for communicating with 

the clients but also use ITIL  as a change-management tool to coordinate any changes 

required to mitigate the IS failure. 

Risk Management Frameworks and DR Plans are in place due to the need for compliance and 

because of recommendations made from external audits at UA and UB. External audits are 

mandated by the Auditor-General and the audit findings are reported to the state 

parliament. 

At UA, the Disaster Recovery/Business Continuity plans are used to do a planned failover to 

the secondary data centre. At other times, the Critical Business Services List  and System 

Recovery Plan were used to handle IS outages. In contrast, on several occasions UB staff 

used testing plans to restore system outages. These plans are very detailed and had initially 

been developed for use during system development.  

Also, it appears that at UA and UB there is no actual connection between the decision-

making frameworks in place and those that are actually used to deal with IS outages. 

Consequently, there are frameworks in place but they do not actually have people who 

follow them and instead implement their own.  

The risk implication here is that the IT systems are getting more complex and if staff do not 

adhere to defined frameworks and follow processes, at some point these systems will not be 

able to be restored in a timely manner in the event of an IS outage. Also, if key technical 

staff have left the organisation, and if they have not followed defined procedures and 

documented processes, then all the tacit knowledge will be lost, as it will walk out the door 

with them. 

Decision-Making Frameworks Category Summary 

In summary, this section compared the decision-making frameworks in place with those that 

were actually used. The focus was narrowed to frameworks associated with Risk 

Management and Business Continuity Management . There are many similarities and a few 

notable differences between UA and UB. Certain frameworks like Risk Management and 

Financial and Performance Management Standard (2009) are regulatory requirements at 

both UA and UB. Each uses similar IS project-management methodology. At UA, Business 

Continuity Management is aligned to the Risk Management Policy, whereas at UB, Business 

Continuity Management is informed by Business Continuity Management and Resilience 
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Policy. Unlike UA, UB has a Business Continuity Management Manager in a dedicated role. 

There are inconsistencies between frameworks in place and the perception of the 

participants. 

The IS environments at the two universities are large, complex and similar in many ways, as 

they are both public universities operating within a regulatory framework. Dominant plans 

to manage information systems outages as they are used at each university are System 

Recovery Plans (SRP) and System Operating Procedures. Neither UA nor UB has a Business 

Continuity Plan in place according to the findings – except for the Library at UA. 

To ensure that the decision-making frameworks are consistent and effective to manage IS 

outages, the following findings need to be addressed. These findings will contribute to the 

development of a theoretical model: 

• Understanding and awareness of frameworks 
• Monitoring of frameworks  
• Training in the use of frameworks 
• Updating the DR plans 

 
If DR plans have System Recovery Plans and System Operating Procedures attached, these 

need to be consistent and kept current 

Thus far, the discussion has been around the following categories: Key Business Services and 

Decision-Making Frameworks. The next section will discuss the Information Systems 

category, followed by Disaster Recovery and Business Continuity Planning; IS Risks and Cloud 

Services categories. 

Information Systems Category 

The two universities have similar IT environments, consisting of: Technology Infrastructure, 

Database and Applications. The Technology Infrastructure consists of: Datacentre, Network, 

Local Area Network, Wide Area Network, Servers, Storage, Access and Authentication, 

Identity Management, High Performance Computing, and Directory Services. Also UA and UB 

have similar corporate databases and corporate applications. These applications include: 

web services, email, SMS text service, Building Management System, Learning Management 

System, portal, Student Administration Management System, Human Resource 

Management and Payroll, Finance, Library, and Research Administration System.  



 

266 Chapter 6: Cross Case Analysis 

Analysis of the two case studies reveals that UA and UB have similar core and critical 

business services and mission-critical IS services. It follows that the underlying infrastructure 

required for mission-critical IS services will also serve the majority of the needs for all other 

IS services at UA and UB. For example, the need to have a data centre to house the 

necessary servers and storage, and networking equipment for mission-critical IS services, 

would also serve the needs of all other IS services barring physical capacity constraints.  

UA and UB each support high-performance computing, as both organisations have a focus 

on research-intensive activities. The HPC system provides higher and faster computational 

capability and capacity to allow researchers to conduct modelling, simulation and complex 

mathematical analysis. For example, “We have the HPC system and now we have the UA 

Cube (visualisation). Also, provide support for visualisation laboratories and for research 

teaching software e.g. SPSS.”207 

From the findings, several participants at UA and UB agree that cooperation and 

collaboration occur at the technical level between these two universities. They state that 

any competitive practices are left to their marketing departments. Furthermore, the 

collaboration that does occur is described as intense – especially in the areas of 

infrastructure and high-performance computing – because universities require high-speed 

networks with sufficient bandwidth to handle large volumes of data traffic between 

campuses and through internet connectivity.  

Operating in a climate of tight budgets, “there is revenue allocation model based on student 

load. These are not only critical but mandatory. An activity like student load profile is 

important to understand and why financial income is dropping.”208 In order to meet 

increasing customer demand, both UA and UB have implemented certain efficiency 

measures. 

First, each has adopted the ITIL framework to standardise its service-management 

processes. This ensures having a better understanding of customer demand and balancing 

resource availability and supply versus demand. As well, this framework allows service 

metrics to be collected that can be used for forecasting service demand patterns and trends 

plus ability to do external benchmarking as espoused by a participant: “We utilise ITIL and 

use best practices. How do I know? We get reviewed externally of our service processes and 

                                                           

207 Source: UA_ Participant 12. 
208 Source: UB_ Participant Five. 
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we are rated very highly by external organisations that benchmark in how well we execute 

our process against a service standard.”209 

Second, UA, UB and other universities collaborate on procurement, such as “all purchasing 

must be done using the GITC framework or joint panel contracts with other universities, 

CAUDIT”210 or state government panels. “This allows faster procurement cycle which also 

means an increased reliance on third parties.”211 The benefit of this is that it provides 

economies of scale; allows standardisation of IT equipment deployment; provides vendor 

panel contracts that require only one legal review (rather than each university legal 

department being involved); and panel contract terms are usually three to five years with 

options to renew, thus simplifying the system and creating efficiencies in the procurement 

process.  

At UA and UB, business becomes heavily involved with the IT Department in selecting an 

application. This is because the business is interested in the product’s functionality and the 

vendor support that will be provided. However, case study findings show that this level of 

collaboration doesn’t extend to the development of business continuity and disaster-

recovery plans. 

To understand why this is so, it can be suggested that neither UA nor UB has yet to 

experience a catastrophic disaster. Another reason could be that business continuity and 

disaster recovery are seen as IT department problems: “Whether we have just been very 

lucky – and I think we have been lucky that nothing major has gone wrong – I would say that 

the senior management of the Division haven’t been risk management trained.”212 This 

supports the argument that if a disaster has not occurred, then there is little awareness of 

the associated risks.  

Despite the research findings showing some differences in the information systems in use, in 

reality – except for some applications – the technology and database architecture layers are 

very similar. In particular, some applications are different only in name. For example, at UA 

the Student Administration and Management System uses a solution from an Australian 

supplier while at UB a solution from a US-based supplier is used. However, the basic 

functionality and purpose of these two systems are very similar. 

                                                           

209 Source: UA_ Participant Two. 
210 CAUDIT – Council of Australian University Directors of Information Technology. 
211 Source: UB_ Participant 13. 
212 Source: UA_ Participant Seven. 
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While there are many similarities, there is one notable difference in terms of the 

organisational structure for IT support. At UA, the IT Department operates on a 

decentralised model with a central IT Department and faculty-based IT teams. In particular, 

the critical business services and mission-critical IS services are supported by the central IT 

Department while several IT teams provide support for faculties. In contrast UB’s IT 

Department is structured around a centralised model.  

Thus this major difference impacts on how IT is managed within the two universities. In a 

decentralised structure, some IT functions exist in a central IT Department while others exist 

within the faculties. The IT staff located within the faculties report to the faculty heads, not 

the head of the university IT Department.  

Furthermore, central IT services are used for university-wide systems that include: 

Underlying Technology Infrastructure; Learning Management System; Student 

Administration and Management System; core research administration support systems; 

email; and the Finance and Human Resources Management system. Meanwhile, the faculty-

based systems include specialised software such as scientific applications largely used by a 

particular faculty. As well, the rationale for having faculty-based IT staff is the timely delivery 

of services – especially for computer lab setup and specialist IT support for researchers. 

In contrast, at UB all IT functions are fully centralised, with the IT services developed, 

implemented and supported from a common central area. The reason for UB operating in a 

centralised mode is to achieve economies of scale, efficiency and ability to align business 

strategies to IS initiatives, and to be able to deliver the required business solutions in a 

timely manner.  

Some advantages of a centralised IT structure are: economies of scale for purchasing and 

support; faster decision-making; and the ability to implement and enforce common policies 

and practices across the organisation. A major disadvantage of a centralised structure can be 

that decisions are all made at the top level but the middle and lower levels of management 

are charged with implementation, even though these levels of management have greater 

understanding of the technology and the environment in which it operates.   

Advantages of a decentralised structure are that it improves staff motivation, as they are 

able to make decisions autonomously and closer to the customer and are also able to 

provide better levels of customer service because they have a better understanding of their 

clients’ needs. As well, it allows managers to set priorities within their own areas.  
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However, the disadvantage of a decentralised structure is that it makes it more difficult to 

implement consistent practices and policies – for example “another challenge is to bring the 

staff in faculties into the mainstream policies and practices as currently they are out of the 

loop”.213 A decentralised environment can have self-referencing systems that report to a 

whole, and there are loosely coupled systems that have no coherent line of sight. 

Additionally, decision-making will be at the faculty level and not at the organisational 

strategic level. Furthermore, there will be a duplication of roles and economies of scale will 

not be achieved.  

Thus there are several risk implications of centralised vs decentralised IT structures in terms 

of decision-making and risk-management strategies. At UA, there are IS projects that are run 

outside of the central IT Department’s visibility. These are projects that are run within 

faculties, and many of them involve use of staff and student data. 

Once implemented, case data indicate that over time many of these systems often become 

strategic in nature. “The problem is that many applications and systems are outside of 

central EIS/ITS group. Some of these at the Faculty level are large and important systems. 

Hence my concerns are about data security risk, application security risk and duplication of 

data (i.e. the data may already exist on the corporate system managed by central IT).”214 

Likewise, any of these systems have inherent risks. The first risk is a technical, from an 

architecture point of view, as the systems may not have been designed to corporate 

standards. Second, the risk could be a data risk, where the integrity of the data is unable to 

be verified as current and is from a trusted source. Third, there is likely to be fragmentation 

of corporate data. The actual IS risks here are unknown to the rest of the organisation, as 

the risks are neither asked for nor reported.  

Furthermore, any risks associated with these projects are not reported to, nor asked for by, 

the central Project Management Office, which is charged with managing UA’s IS projects. As 

an example, “We don’t look at risks across the entire project portfolio. It is something we 

don’t do well. We look at it in a less than rigorous way should I say. It is probably something 

that we should do (i.e. look at projects risks as a whole).”215 

                                                           

213 Source: UA_ Participant 11 
214 Source: UA_ Participant 19. 
215 Source: UA_ Participant Four. 
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Additionally, these risks (from faculties) do not appear on the agenda of the IT Governance 

Committee, hence they are not discussed during the IT Governance Committee meeting 

chaired by a Deputy Vice-Chancellor. This is supported by comments made by two 

participants: “Is the Risk register a standing agenda item on the management team meeting? 

No. It is an item which will come up on the IT Leadership Team meeting each year.”216 And, 

“Project risks go to the Steering Committee and if required are escalated to IT Governance 

Board. This is true for centrally funded projects only. There is no visibility of any project risks 

for projects that are not centrally funded.”217 

More importantly, this decentralised arrangement contradicts UA’s Risk Management 

Framework, which states that, “University-wide risk management is a structured, consistent 

and continuous process across the whole University which increases the likelihood of 

achieving corporate goals by ensuring that a realistic analysis of possible outcomes informs 

UA‘s decision-making, planning and management processes.” It would appear reasonable to 

conclude that what should happen as required by the corporate framework is not actually 

happening in practice. 

While the IT structures at UA and UB are different, there is a key similarity in that both have 

a centralised IT team that manages the IT systems supporting the delivery of core and critical 

business services and mission-critical IS services. However, from an IS risk perspective, the 

structure at UA compared with those at UB appear more vulnerable to risks, as the result of 

a partially decentralised vs a purely centralised IT system. 

To illustrate this, a couple of assumptions based on observation will be presented. First, the 

systems managed by the central IT team are assumed to be built to best practice standards 

to ensure compliance. Second, the IT systems within the faculties are on the university’s 

core network – that is, with all the other university’s systems including the mission critical IS 

services.  

This illustrates that any weaknesses such as security settings and configurations in the 

systems managed by the decentralised teams will make the entire UA network and all 

systems vulnerable – for example, to an externally initiated cyber-attack. An attack such as a 

denial of service at the UA Faculty-level could make any service running on the core network 

                                                           

216 Source: UA_ Participant 12. 

217 Source: UA_ Participant 12. 
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unavailable. This demonstrates that security vulnerability on a small faculty-based system 

can have a major impact on a mission-critical IS service managed by central IT. 

Moreover, at UA, because of decentralisation of IT, a major risk is the lack of 

implementation and enforcement of consistent practices and policies. For example, central 

IT is unable to enforce risk policies and mandate the use of the Risk-Management 

Framework, which can lead to inconsistent decision-making. The potential for a major 

outage as a result of an IS risk highlights why it is necessary to develop, implement, test and 

maintain disaster-recovery and business-continuity plans in a centralised manner. This is an 

important observation. 

At UB, because of the centralised structure, decisions made at the top level are able to be 

enforced. But this does not actually happen in practice. For example, policies can take a 

considerable amount of time for approval and implementation, and when communicated to 

staff the message is often lost amidst other items of communication. In particular, the 

message will only contain a ‘link’ to the policy library, which people rarely ‘click’ to read. 

Also, when induction is carried out for new staff members, the policy is not explained, but 

they are provided with the link to the policy. Further, there is no monitoring of policies. 

Irrespective of a fully centralised or partially decentralised IT support model, the challenge is 

that at university staff in either system may not be aware of or are not advised about the 

need for compliance. Also, the research finding indicated that there is no consolidated view 

of all IS risks that include operational and project risks – for example, “Currently, there is no 

clear visibility in the escalation process for risks when they move or are escalated from 

Project Board, i.e. where do these go to? And how? Need to have a consolidated view at the 

Portfolio Board or Divisional Management level for all project and operational risks 

respectively.”218 This suggests that governance at many levels may fail to oversee 

compliance. 

Information Systems Category Summary 

In summary, UA and UB have similar IT environments consisting of technology 

infrastructure, database and applications. Both use the ITIL framework to manage service-

management processes. While there are many similarities, one notable difference is that 
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UA’s IT support structure is partially decentralised whereas at UB the IT department is fully 

centralised. 

Unlike in a centralised structure, a decentralised structure has a significant disadvantage in 

that it can be difficult to implement consistent practices and policies. In comparison, a 

disadvantage of a centralised structure is that decisions are largely made at the top, but 

middle and lower level management have to implement these decisions. Even though these 

managers are closer to any policy directive issued, a challenge is that policies may not be 

explained effectively or lower levels may not be consulted for their input during policy 

formulation. Therefore, it becomes difficult for any implementation to be carried out 

successfully when these managers are unable to recommend policy changes. 

It was revealed from the findings that, at UA, risks associated with projects are not 

necessarily monitored or reported. This is inconsistent with the university’s Risk 

Management Framework. UA’s IT structure appears more vulnerable to risks when 

compared with that of UB. 

Irrespective of the type of IT support structure, what has emerged from the findings is that 

staff are not aware of or regularly advised about the need for compliance. There are several 

reasons for this: (1) lack of consultation with middle-managers during policy development; 

(2) policies not effectively communicated; (3) policies not being monitored; (4) operational 

risks not managed proactively; (5) project risks lacking the rigour of governance; (6) no 

consolidated view of operational and project risks; and (7) the university IT Director having 

little control over faculty-based IT staff.  

The findings suggest that in order to minimise non-compliance, a collaborative approach 

between central IT and faculty-based middle managers should be adopted. This could take 

the form of a formal governance group with the authority to review policies and practices 

that impact on IT and make recommendation to top-level senior management. If these 

managers are involved and their recommendations are listened to, then they are more likely 

to embrace the awareness, monitoring and implementation of policies. These findings will 

contribute to the development of the theoretical model that will grow out of this research 

program.  

In the previous sections, the discussion was around the following categories: Key Business 

Services; Decision-Making Frameworks and the Information Systems category. The next 
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section will discuss the Disaster Recovery and Business Continuity Planning category 

followed by IS Risks and Cloud Services categories. 

Disaster Recovery: Business Continuity Planning (DR-BCP) Category 

Acronyms used in this chapter are shown in the footnote in alphabetical order.219 

Each university has a Disaster Recovery Plan (DRP), which is tested regularly and a report 

produced. The findings reveal that there are no business continuity reports produced nor 

any business continuity plans developed at either university (except for the Library at UA).  

Similarities 

The common factor at each university is governance of the Business Continuity Management 

program because the “Challenges of implementing and managing an effective business 

continuity management program is a lack of executive level support and we do not have 

enough authority or executive support.”220 The lack of a senior business champion means 

that BCM is lost among other pressing business priorities on the executive agenda. “Business 

Continuity Management seems bottom-up because IT systems are more reliable – 

businesses don’t appear to engage in Business Continuity Planning.221 This implies that at 

each university little credence is given to the Business Continuity Management program. 

Another similarity between UA and UB is that there is no agreed Recovery Time Objective222 

or Recovery Point Objective223. In organisations, it is important for the underlying IT 

infrastructure that underpins all IS services – in particular, the mission critical IS services – to 

work in unison to deliver expected business service levels. Thus the architecture and the 

choice of the technology solutions that enable higher levels of business operations 

availability are critical.  

                                                           

219 Acronyms used in this section include: Business Continuity Management (BCM); Business Impact Analysis (BIA); Critical 
Business Systems List; Disaster Recovery – Business Continuity Planning (DR-BCP); Disaster Recovery Plan (DRP); Framework; 
Government Information Technology Contracting (GITC) Framework; Information Systems (IS); IT Infrastructure Library 
Framework; Recovery Point Objective (RPO); Recovery Time Objective (RTO); Risk Management (RM) Framework; Service 
Management Framework. 
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222 RTO – the time in which a particular service needs to be restored. 

223 RPO – amount of data loss that can be sustained. 
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This can be achieved at UA and UB with the collaboration of the business and the IT 

Department in confirming key business objectives, determining the amount of data loss that 

can be sustained (Recovery Point Objective) and quantifying the time in which a particular 

service needs to be restored (Recovery Time Objective) following a major IS failure. “To date 

IT has led the DR agenda on behalf of the business as we have had a degree of difficulty 

engaging the business to discuss DR in terms of recoverability and DR targets Recovery Time 

Objective and Recovery Point Objective. In future we hope it will be in conjunction with the 

business as the maturity of the university is a kind of picking up and they have appointed a 

Business Continuity Planning officer to oversee Business Continuity Planning across the 

university as a whole.”224 This further supports the need to have a Business Continuity Plan 

developed, as amongst other things it contains the required Recovery Time Objective and 

Recovery Point Objective for any agreed business service. 

In the absence of a Business Continuity Plan, the business will have no definitive 

understanding of how much of the data is likely to be lost and also the length of time 

required to restore service following an IS failure. The risk implication is loss of productivity, 

reputational damage and possibly financial loss. 

The reasons for the similarities, as discussed above, is that each university is subject to 

external state government audits, and any findings are included in a report that is tabled in 

the state parliament. As such, each has put in effort to develop and test disaster-recovery 

plans. Similarly, the Recovery Point Objective and Recovery Time Objective are very 

important criteria of any IT system design or architecture because these determine design 

qualities such as availability, reliability, data loss, backup and security, which directly impact 

the IT system, and hence the business service it underpins. Recovery Time Objective and 

Recovery Point Objective values can quantitatively determine the amount of data loss or 

how quickly the system can be restored following an IS failure, which explains why there is a 

need for collaboration between the business and the IT Department.  

As UA and UB face intense market competition for the same student cohort while facing 

budget uncertainty, Business Continuity Management does not receive either priority on the 

executive meeting agenda or the recognition that it deserves in either university. Also, 

implementing a Business Continuity Management program is an essential part of a prudent 

business practice, as well as being a part of appropriate corporate governance at both 
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universities, as evidenced in the following comment: “Yes, as Business Continuity Planning is 

of concern and not being addressed in a timely manner. We have DR plans but no business 

continuity plans. I am not sure when it will be developed as they are talking about it. I guess 

the reason for the delay is due to a lack of ownership by business.”225  

Differences 

There are a couple of key difference between UA and UB regarding Business Continuity 

Management. First, there is no dedicated Business Continuity Manager role at UA while UB 

has a dedicated corporate role. Having a dedicated person to manage Business Continuity 

Management corporation-wide provides a foundation for a consistent approach to Business 

Continuity Planning development and implementation. As a result, Business Continuity 

Planning is a priority on the executive agenda. Consequently, the level of authority of the 

Business Continuity Management role becomes a factor that contributes to management 

behaviour to achieve effective decision outcomes.  

Second, a significant majority of staff interviewed at UA reported that there was a BCP in 

place while the findings indicate otherwise. At UB, an overwhelming majority indicated that 

the university didn’t have a Business Continuity Plan in place, which was a correct 

assumption as revealed in the findings. This suggests that having a dedicated Business 

Continuity Management role helps create awareness about Business Continuity Planning. 

Regardless of whether a dedicated Business Continuity Management role exists, each 

university expressed challenges in implementing and managing an effective Business 

Continuity Management (BCM) program, but with different levels of intensity.  

Challenges 

From the research findings, the top three challenges common to UA and UB were found to 
be:  

• implementing Business Continuity Management program corporate-wide; 
• the current Business Continuity Management program being too focused on IT 

disaster recovery, and  
• the scope and responsibilities of the Business Continuity Management program 

being ill-defined. 
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The next section will further examine these challenges of implementing and managing an 

effective Business Continuity Management program. 

The first challenge for implementing a Business Continuity Management program corporate-

wide at UA and UB is the need to have an integrated approach involving business, IT and 

other departments to develop a Business Continuity Plan. The perception is that the 

business thinks that if the IT Department has a good Disaster Recovery it will solve its 

problems. Supporting this, “There are other areas of the university business who try to get 

out of all responsibility and say that IT people will recover the systems.”226 

The second challenge is that the current Business Continuity Management program is too 

focused on disaster recovery. This is because the IT Department focuses on Disaster 

Recovery planning, such as architecture design, which is carried out to high levels of system 

reliability and availability with a lot of redundancy built in: “Disaster Recovery strategy and 

plan is very technically focussed and has done some good stuff in how we recover systems 

and our capability to restore services. From a Disaster Recovery R and high availability point 

of view the risks have been identified and mitigated by IT department. The organisation has 

not engaged in this process top-level down.”227 

Therefore, the more mature the Disaster Recovery capability, and the less likelihood there is 

of any IS failure, the less chance there will be of business involvement in the development of 

a Business Continuity Plan. It seems that UA and UB have a better understanding of their 

critical assets and potential vulnerabilities because these are tangible assets. But they do not 

consider their inability to conduct business in the event of a major IS failure, as they have 

not experienced a catastrophic IS failure previously and management believes that it will not 

happen. The loss of IS would be unacceptable to both businesses, as they would be unable 

to conduct normal operations. 

However, if any other disaster such as a pandemic outbreak were to happen, resulting in 

isolation of the campus, this would mean the business would need an alternative plan, such 

as a business continuity plan, to both restore IT services and resume business operations at 

another location. However, “It doesn’t deal with many of the risks around ensuring we have 

people available to respond to disaster (no 7 x 24 hr on call), how we organise ourselves in 

                                                           

226 Source: UA_ Participant Six. 
227 Source: UB_ Participant 18. 



 

Chapter 6: Cross Case Analysis 277 

terms of governance, doesn’t address how we get people on site, doesn’t address how we 

organise management during crisis, what we do if the disaster is prolonged.”228 

More importantly, if a major system were unavailable, the damage was described as serious: 

“Caused a lot of reputational damage for the university as this occurred at the start of 

semester and students put this on social media and talkback radio. This clearly showed our 

IT department’s lack of preparedness for information system stability for students at the 

start of semester.”229 Thus having a Business Continuity Plan would avoid reputational 

damage, particularly at critical times such as during an enrolment and examination period. 

The third challenge is that the scope and responsibilities of the Business Continuity 

Management program are ill-defined at each university: “Disaster Recovery plan is okay but 

not Business Continuity Plan. So we require a joint conversation with Information 

Technology Services and other areas of UA and have a common understanding. Also need to 

clarify Roles and Responsibility for each area.”230 In addition, “We have developed a DR 

Strategy which is bottom-up mainly because only IT were more interested in doing this. 

Business Continuity Plan was attempted a few times but nothing happened. The 

development of a Business Continuity Plan should be a joint responsibility between the 

business and IT. Because even if the IT systems were up, the business will need the capability 

to be able to continue to deliver services.”231 

It is useful to understand that at UA there is no dedicated person. This would indicate a lack 

of top-level support, and may be explained by a lack of funding. In addition, where this 

position reports also becomes important as a sign of authority when trying to implement a 

program university-wide. However, the task of developing and implementing a Business 

Continuity Management program at UA has been given to the Assurance and Risk 

Management Services Group, as evidenced by the comment that “Disaster Recovery and 

Business Continuity Plans are managed and controlled by the Audit and Risk Management 

Services.”232 This can be seen to be in conflict with the same department’s audit function.  

In contrast, at UB, although there is a dedicated role, no Business Continuity Management 

program has been developed. In addition, “No BCP at present as no interaction with the 

business Also, the business believe that Disaster Recovery and Business Continuity Planning 
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is an IT problem.”233 The other challenge at UB is the lack of executive-level support –

business continuity preparedness is not taken seriously. It would appear that the Business 

Continuity Management manager does not have sufficient authority and executive support, 

largely due to the organisational reporting structure, as the role is four steps removed from 

the Vice Chancellor.  

Risks 

In the absence of a Business Continuity Plan, there are several risk implications. The first is 

the risk of reputational damage if UA or UB is unable to continue critical business operations 

and mission-critical IS services. Furthermore, other business services that are core can 

become critical, depending on the business event occurring at that university. Examples of 

these events include enrolment, start of semester, examinations and graduations.  

For example, if there is a failure of a mission-critical IS service impacting the Learning 

Management System at the start of semester, academic staff will not be able to access their 

teaching materials, while students will be unable to download lecture notes. This will lead to 

reputational damage for the university, as students spread the news via social media. In 

some instances, this could also lead to lecture cancellations. 

Second, by not conducting a business impact analysis (BIA) for UA and UB, the critical 

business functions and any risks to these functions will not be able to be identified. Hence 

the business will be unable to make recommendations to prevent these risks from 

eventuating. Furthermore, BIA is an essential component of business continuity and 

disaster-recovery plans, as it helps to develop strategies for minimising risk as a result of any 

vulnerability identified.  

Third, in the absence of a central coordination role, such as that of a Business Continuity 

Manager, it becomes more difficult to achieve organisation-wide consistency in the 

templates and plans required for the development of a Business Continuity Plan. As well, it is 

important to have top-level consensus on what are deemed mission-critical services and the 

priority order of service restoration while confirming or quantifying values for any Recovery 

Time Objective and Recovery Point Objective. 
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DR-BCP Category Summary 

In summary, both universities have a Disaster Recovery Plan that is tested regularly and a 

report produced. Except for the Library at UA, there is no evidence of a Business Continuity 

Plan.  

Each university expressed that there were challenges in implementing an effective Business 

Continuity Management program. There is a lack of an integrated approach between the 

business, IT and faculties to develop a Business Continuity Plan. The current Business 

Continuity Management is too focused on IT/DR and the scope and responsibility of a 

Business Continuity Managementprogram are ill defined. In particular, the development of a 

Business Continuity Management program could be successful and effective, provided there 

is collaboration between business, faculty and the IT Department so they have a common 

understanding of the scope and clarification of roles and responsibilities. 

The common factor at both UA and UB is governance of a Business Continuity Management 

program and the lack of top-level executive sponsorship. There is no Recovery Time 

Objective and Recovery Point Objective, further suggesting no Business Continuity 

Management, as these are components of a Business Continuity Plan. 

Findings that will contribute to the development of the theoretical framework are: 

• collaboration of business, IT and faculties to develop and implement Business 
Continuity Planning 

• the need for a dedicated Business Continuity Management role; 
• the requirement for top-level sponsorship 
• the need to identify risks through conducting BIA, and 
• the need for improved governance around the Business Continuity Management 

program. 

Thus far, the discussion has been around the following categories: Key Business Services; 

Decision-Making Frameworks, the Information Systems category and Disaster Recovery and 

Business Continuity Planning categories. The remaining section will discuss the last two 

categories: IS Risks and Cloud Services. 
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Information Systems (IS) Risks Category 

Acronyms used in this chapter are shown in the footnote in alphabetical order.234 

The findings revealed that business and information systems (IS) risks are increasing at each 

university. The key reasons provided for why this is occurring were: 

• increased reliance on technology 
• business complexity of the organisation, and 
• increased threat of cyber-attacks. 

Increased Reliance on Technology 

First, technology – which incorporates IT computer hardware and software – is necessary to 

operate each university’s business services. Therefore, the unavailability of technology (in 

part or whole) will pose a risk to the business, as it will lead to disruption to services such as 

“a minor technical change to an authentication system had a huge impact on the availability 

of a number of systems. While the main outage was just over a day, it had a cascading effect 

where many transactions and data entry was banking up waiting to be processed or 

authenticated. The effect was to slow down the system to an extent where end users were 

unable to access the systems as the response was too slow.”235 

Business Complexity of the Organisation 

Second, secondary data reveal that the external and internal environments for higher 

education organisations pose many challenges, such as regulatory changes and increased 

competition, leading to increased business complexity. As the business expands, the demand 

for service support and for new IS services increases; thus “there needs to be a timely 

recognition of the people resources required to manage these especially the workload 

associated.”236 The risk posed by not providing the resources required to implement 

regulatory change becomes a compliance risk. The changes that are required to be made are 

for both business processes and IT systems and invariably are required to be implemented 

by a fixed date. 
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Moreover, increasing competition is forcing organisations to provide new forms of academic 

offerings in the learning space. For example, “the business want to develop and deliver a 

totally new rebranded new online platform/education to Postgraduate students which 

therefore means creating a new IS capability which is separate from the mainstream.”237 

Again, the risk of not providing additional resources is that the IS Department will be unable 

to either develop new systems or be able to provide levels of IT support required for the 

new business initiatives while maintaining current services.  

Increased Threat of Cyber-Attacks 

Third, as UA and UB have combined staff and student numbers in excess of 40,000 each, 

they face an increasing threat of cyber-attacks, which are becoming more sophisticated, 

persistent and targeted. Since UA and UB are also research universities with a large 

deployment of IT, as the complexity of their networks and systems increases, cyber-attacks 

are becoming harder to detect.  

Recent years have seen an increasing number of mobile devices being used to access 

services at each university, as revealed in the primary data. These devices include laptops, 

iPads, smartphones and computer tablets. Consequently, these devices provide many 

external entry points to the university systems vs a single internet connection, thus 

increasing the probability of successful cyber-attacks.  

For example, in 2014 UA computers were targeted by a ransom ware Trojan virus called 

CryptoLocker as a result of a user clicking on a link in an email that was received. This 

incident “Severely impacted 19 staff initially but many more that were using the file-share 

with these users were also affected. So, overall some 300,000 files were encrypted by the 

perpetrator who was looking for a ransom to be paid before releasing the decrypting 

key.”238 

Mobile devices are owned by end users who do not have the same levels of security 

configuration as do corporate systems managed by the IT Department, thus posing a 

security risk. Also, these users are regarded as trusted users on the universities’ networks, 

which means if a perpetrator infiltrates one of these devices, they improve their chances of 
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attacking or stealing information from a corporate system by going undetected for some 

time.  

Similarities in IS Risk-Management at UA and UB 

There are similarities in how IS risks are managed at UA and UB. Both universities have a Risk 

Policy and a Risk Management Framework, which are governed by their respective Councils. 

One reason for the similarity is that both universities need to set the direction for how risks 

will be managed to ensure the organisation’s objectives are achieved. Another reason is to 

ensure a common and consistent approach to risk management with respect to 

international standards.239 Also, integrating the risk management into planning processes 

creates an organisational culture that ensures risk management is embedded in university 

business activities, its operations and the delivery of services. This would ensure that all 

significant risks to UA and UB were identified, evaluated, managed and reported in a timely 

manner. 

UA’s RM framework has a link to the Business Continuity Management (BCM), whereas at 

UB the framework has a section in the Risk Management document on Business Continuity 

Management, which includes: Insurance Strategy; Business Continuity Planning; and IT 

Resilience and DR Planning. This shows more of an integrated approach to risk at UB, as all 

key risk-management activities are outlined in one document. However, the findings 

revealed that no matter what type of risk-management framework is in place, neither UA 

nor UB takes a proactive approach to managing risk. This is supported by UA Participant 11, 

who, when asked what improvements could be made to managing risks, said, “so it is being 

more proactive, and continuously reviewing and updating it and embedding it into the 

university’s processes”. 

The RM framework describes the need for training and creating awareness among staff 

regarding risk management. However, there was no evidence of any training in risk 

management being conducted at either university, leading to a lack of awareness of risk 

responsibilities. As an example, this was articulated by UA Participant 7, who revealed that 

staff had not been trained in risk management and, as in many organisations, they just 

ticked boxes on a checklist. This illustrates that what is documented in the RM framework is 
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not necessarily being followed. Thus there is a need for “risk awareness, training and 

workshops especially for the IT staff”.240 

Meanwhile, IS operational risks are entered into an IT Risk Register at both UA and UB. 

According to the Risk Management Framework, at UA any significant IS risks are transferred 

to the Divisional Risk Register for annual review by the IT Governance Board. If the risk is 

deemed strategic, it is then transferred into the Corporate Risk Register, which is managed 

by the Assurance and Risk Management Services Group, for reporting to the Vice Chancellor 

and the Audit and Risk Management Committee, and finally noted at the UA Council 

meeting. Furthermore, any risks identified as part of any IT audit are responded to by the IT 

Department directly to the Assurance and Risk Management Services for review and then to 

the Audit and Risk Management Committee. These do not appear on the IT Risk Register. 

In contrast, at UB the IS risks identified through any IT audits are entered into the IT Risk 

register and, following IT Department responses and updates, any residual significant risks 

are transferred to the Divisional Risk Register. The IT Governance Board discusses these risks 

at its bi-monthly meetings, and any risks deemed strategic are escalated to UB’s Strategic 

Risk Register. These risks are then reviewed by the Council’s Finance Resources and Risk 

Committee.  

It would appear that the processes of risk management at each university are quite similar; 

however, closer inspection of secondary data reveals that governance around the review of 

risks identified through IT audits is conducted in a more integrated manner at UB compared 

with UA. This is due to the fact that at UB, once the IT Department has provided 

management updates, any outstanding IS operational risks and IT audit risks are discussed 

together at the IT Governance Board meeting. At UA, the responses to the IT audit risks are 

sent to the Assurance and Risk Management Services group, where “the high risks get 

filtered up to the top level corporate risk register which is compiled by the Assurance and 

Risk Management services area”241. This suggests that detailed deliberation of risk discussion 

does not take place. 

Moreover, the secondary data also reveal that the compositions of the two IT Governance 

Boards are quite dissimilar. At UA, membership is largely from senior IS staff and the board 
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is chaired by the Deputy Vice Chancellor responsible for IT. In contrast, at UB membership 

consists of all Pro and Deputy Vice Chancellors and the board is chaired by the Vice 

Chancellor. This suggests that a significantly more business-focused approach to risk 

deliberation occurs at UB. 

More importantly, what occurs in practice at UA and UB may not necessarily reflect what is 

in the university’s policy and framework. Each university has a risk-management process in 

place, but they do not actually have people who follow it all of the time.  

For example, in reviewing the IT risk register, “the biggest difficulty with it is that it is quiet 

large, and on an annual basis we can’t get around to reviewing it all. So no justice is done to 

it. You see there are a whole lot of competing things why people can’t get to review all the 

risks in the risk register. I guess what has happened, is that over time, people start off having 

good intentions, in terms of making a system that is important, but also is light weight to 

work.”242 Furthermore, “I think we are incredibly risk-averse. At every decision point, the 

university tries to remove all of the risk of the university, because they don’t really accept 

any failure. So it is very hard to do anything here if you ask permission and you can’t be 

agile. You can’t make mistakes and you can’t get it wrong! The university is aware it has a 

very risk-averse behaviour.”243 

In addition, other participants said that, “In my view risk management is an ad hoc process 

and there is no proactive risk identification that occurs”244 and “risk is managed very ad-hoc 

both in the university and across IT Services”.245 

Further evidence from the findings suggests that staff at UA and UB feel there is no 

consolidated approach to IS risk management in their organisation. Risks are not actively 

monitored, identified or managed. There is little visibility of the IT Risk Register across the IT 

Department. Many staff are unaware of what actually happens to IS project risks when these 

are escalated. One respondent summed up by saying there was a need to “establish an IT 

Risk Register that is consolidated, visible, available and accessible across the management 

layer of the organisation”246 
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The findings from each university reveal a need to put in place a centralised database and a 

consolidated view of IS project risks. In particular, they emphasise the need for visibility of 

the risk-escalation process across all projects, including all IS projects run by the IT 

Department, business areas and faculties. It is felt that “we don’t look at risks across the 

entire project portfolio. It is something we don’t do well. We look at it in a less than rigorous 

way. It is probably something that we should do (that is look at projects risks as a whole).”247 

Moreover, the findings reveal that the project-management framework and processes are in 

place across both universities, but in practice are not necessarily being followed, enforced or 

monitored. Accordingly, “the project risks should be handled by the Project Board. In 

principle it is fine but in reality the project manager has taken upon themselves to make the 

decision on the risk rather than ensuring the project risks are work flowed or escalated. So 

much of what goes on is not visible. When project manager does nothing about the risk and 

not documented, these risks may lay dormant and not recognised and project could be 

completed and handed to production staff and risk eventuates later. By this time the project 

team has gone. I think some sort of audit or random audit ought to take place to stop this 

sort of practice by project managers.”248 

It was suggested that more commitment from the top was required: “I would make sure we 

have buy-in from Vice Chancellor down. This will show he recognises the importance of 

managing the risk and allocates resources accordingly. Here I am talking about all the 

systems in general not just a particular system.”249 

Furthermore, it was revealed by participants at UA and UB that, in order to manage the 

risks, “reducing the gap between top level strategy and projects250” is essential so that the 

“projects receive appropriate funding and resourcing in order to minimise both the project 

risk and strategic risk”.251 Everything that an IT organisation does within the university is in 

support of the overall university strategy. Importantly, there can be a large gap between the 

top-level organisation strategy – usually expressed in business and marketing terms – and an 

IT project, which can be very low level, technical and/or operational. This means creating a 

new IS capability, which is separate from the mainstream.  
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To illustrate this from the findings, the university has established a new strategy for 

enhancing learning and teaching. To maintain and keep pace with a growing number of 

students while increasingly using a number of digital technologies in the delivery of learning 

and teaching will require developing and delivering a totally new rebranded online 

platform/education to students. This means creating a new capability, which is separate 

from the mainstream support. This may become a high-risk endeavour if the IT Department 

is not provided with the necessary budget, resources or focus to create that capability. 

Thus it is necessary to communicate the risks, in terms of where the university is focused 

and where it is heading, and to receive risk information about its ability to create the new 

capabilities it may be examining. For example, “if the IT Governance Committee understood 

that that was how the university was going to interpret the top level strategy, it might 

receive a risk report titled: what is the university’s ability to deliver that strategy”.252 

It would be reasonable to suggest that, from the findings, UA and UB need to take a 

collaborative approach to risk management, such as “collaboration with Audit and Risk 

Assurance section”.253 Additionally, “the IT Organisation is separated from the business and 

hence each other’s risk is not well understood, so needs closer alignment and 

collaboration”.254 

Differences in IS Risk Management at UA and UB 

Despite many similarities between UA and UB, the findings indicate that there are two 

notable differences. First, UA’s Risk Management Framework, in addition to managing risks, 

has a specific section and risk matrix for taking advantage of opportunities, which are 

positive risks. Importantly, if this risk is managed well, it will have a positive impact on the 

achievement of organisation objectives. In comparison, UB’s Risk Management Framework 

has a section on risk appetite, meaning that UB staff will consider the risk appetite in 

strategic and operational decision-making. Several participants agreed that for UB to achieve 

its objectives, it must at times undertake activities that carried significant risks. As a result, 

the university’s risk appetite at an operational level will often be different from that at a 
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strategic level. Thus it can be seen that either taking advantage of opportunities or having a 

risk appetite are both different means to manage uncertainty due to risk. 

Second, there are differences in the use of the risk matrix that are used to determine the 

level of risk at UA and UB, as shown in Figure 6.6. A comparison of the two matrices reveals 

that at UA the risk determination uses a 3 x 3 matrix for likelihood and consequences 

resulting in nine options to determine three risk ratings: high, medium and low. In contrast, 

at UB a 5 x 5 matrix is used, resulting in 25 options to determine four risk ratings: extreme, 

high, medium and low.  

 

 

Figure 6.6: UA and UB Risk Matrices 

It is suggested that because of the broad nature of the risk matrix, fewer options to 

categorise risk at UA means more risks are likely to fall into the medium to high rating. This 

could explain the earlier finding that UA is risk averse. However, risks are just as likely to fall 

into the low to medium rating, such that these risks may not get the priority/attention they 

deserve, as “I don’t feel that High, Medium and Low categorisation based on business risk 

translates well into technology risks. Need a better categorisation matrix for technology 

risks255.” 

Meanwhile, at UB the risk matrix is more granular because of the 25 possible options. 

Therefore, it can be suggested that it is more likely than not for an identified risk to be 

categorised with a more accurate rating. The implication of this is that the risk receives the 

priority and importance it deserves. 
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IS Risk Category Summary 

To summarise the findings of the IS Risk category, it would appear reasonable to conclude 

that the level of business and IT risks is increasing. The top drivers are increased reliance on 

technology, business complexity of the organisation and increased threat of cyber-attacks. 

Therefore, by incorporating the top drivers of risk into the development of IS-RM strategies, 

both organisations can be better prepared to make informed decisions in the event of an IS 

failure. 

Each organisation has a risk policy and framework underpinned by governance, process and 

people. While processes are in place, evidence suggests that people do not necessarily 

follow established policy. It is therefore reasonable to suggest that poor governance, lack of 

policy monitoring and enforcement are likely contributing factors. 

While one of the objectives of the RM framework is to educate, train and create awareness, 

the findings tell another story: no evidence of training and awareness is provided. Further 

evidence suggests that there is no collaborative approach to risk management, as the 

findings reveal the need for more visibility and to develop a centralised and consolidated 

database for all IS project risks. In particular, IS risk consolidation would include all projects 

run by the IT Department, business and faculties. 

The findings also suggest the need for a closer alignment and collaboration between 

business and IT to understand each other’s risk. This indicates that the following are 

contributing factors in the development of the theoretical model: 

• need for monitoring, communication, awareness and training of staff about the 
policies and frameworks in place 

• closer collaboration between business and IT in risk assessment 
• consolidation and visibility of IS project risks 
• improved governance process. 

Cloud Computing Category 

Acronyms used in this chapter are shown in the footnote in alphabetical order.256 

The findings revealed that both UA and UB are already using cloud services for a number of 

reasons and purposes. The key drivers for using the cloud are:  

                                                           

256 Acronyms used: Commercial off-the-Shelf software (COTS); Capital Expenses (CAPEX); Operating Expenses (OPEX); 
Software-as-a-Service (SaaS). 
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• increasing internal cost 
• increased system availability 
• more choices in commercial off-the-shelf software (COTS) 
• to improve efficiency 
• service provisioning 
• information risk 
• the ability to meet capacity demands 
• scalability during peak loads. 

Dominant drivers for using cloud services 

In particular, two common dominant drivers emerged from the findings for each university: 

cost and increased system availability. First, a significant majority at both UA and UB 

expressed concerns about increasing cost to maintain current IT services in-house. More 

importantly, a few described that at a time of tight budget constraints, alternate means had 

to be used – for example, “We have peak capital spending every three years or so, when a 

large part of the infrastructure is refreshed. By using cloud services the university is able to 

shift a large peak capital spending to a smaller amount of annual operational spend. So it is 

really about CAPEX vs OPEX.”257  

The second dominant driver for both universities is increased system availability. Many 

respondents expressed concerns about the availability of their current systems, especially at 

critical times and peak loads: “Cost, availability and client satisfaction”258 and “Service 

availability, up-times and total cost of ownership for service”259 In particular, “It is really 

about continuing critical business services; it is about keeping these core services running 

without any disruption whatsoever. I don’t think there is any recognition and appreciation 

within the university of what a long term outage might look like. I don’t think they see this as 

a high risk. Hence it is not really in their thinking as to why you may spread your risks by 

sourcing differently (i.e. from the cloud).260 

Adoption of Cloud Services 

While a significant majority of those surveyed at each university were aware that they were 

using cloud services, at UA only a small number were able to describe who made the 

decision to do so. In comparison, at UB a significant majority (three times as many as at UA) 

revealed that the business and IT Department jointly made the decision to go to the cloud. 
                                                           

257 Source: UB_ Participant 19. 
258 Source: UA_ Participant Seven. 
259 Source: UB_ Participant Ten. 
260 Source: UA_ Participant Three. 
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This suggests that the use of cloud services at UB is likely to be a more mature process than 

it is at UA. 

There are similarities in the adoption of the cloud service model in that each university 

predominantly chose the Software-as-a-Service (SaaS) model. The reason why UA and UB 

chose this model is because it addresses all the reasons (key drivers) for going to the cloud. 

For example, using the SaaS all system means support and service provisioning are provided 

by the vendor, thus improving efficiency and the cost of the service compared with in-house 

provision. Another example is that during peak business events at UA and UB, when more 

computational resources are required, a cloud service model has the flexibility (elasticity) to 

automatically increase or decrease computing resources as required. 

Concerns About Using Cloud Services 

While both organisations are willing to use cloud services, they have expressed serious 

concerns, and are doing so with conditional approval. First, due diligence is conducted by 

relevant staff in that the service provider is financially and legally sound and is capable of 

delivering the service based on the negotiated terms and conditions and agreed service level 

agreement.  

Second, privacy concerns need to be addressed, and the service hosting needs to be 

approved by the business owner. Both UA and UB are required to comply with state 

information privacy legislation, so they need to be aware of what types of data can be 

hosted overseas and which require an individual’s approval – that is, “State/federal privacy 

Legislation about where data reside; federal and state government Regulatory Framework 

for Higher Education.”261 

Third, there are data security and privacy concerns based on data sovereignty and geo-

location because the data are subject to the laws of the country in which they are located: 

“if we can address the issues of privacy, intellectual property and data sovereignty there is 

no reason why we wouldn’t put anything in the cloud.”262 

Fourth, as each university conducts intensive research, there were concerns about 

intellectual property protection if this data were hosted in the cloud,  especially outside 

Australia. “Key concerns are around vendor contract conditions, their viability and 

                                                           

261 Source: UB_ Participant 17. 
262 Source: UA_ Participant Four. 
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protection of intellectual property”263; “We are concerned about a few things in going to the 

cloud such as privacy and intellectual property”;264 and the “main concerns from a research 

perspective are that a lot of research is based around contracts with industry and there are 

always concerns about how secure the data will be.”265 

Fifth, a smaller number of staff were concerned about the loss of control and job security if 

existing services were sent to the cloud – for example, “We are concerned that there will be 

resources lost and loss of expertise as we would still need to manage parts of the 

infrastructure in house.”266 

However, any system that has confidential data is excluded from being hosted in the cloud. 

An example of the concern is the “volume of effort required to understand and classify our 

data before deciding what services can live where. So I have data confidentiality and privacy 

concerns.”267 

Cloud Services Category Summary  

In summary, both UA and UB are already using cloud services. In describing their reasons for 

using cloud services, two key drivers emerged: cost and increased system availability. These 

were due to increasing internal costs for managing services and increased system availability 

required, especially for critical business events/services. Earlier, it was discussed that critical 

business services depend on the availability of the information systems. Cloud services are a 

cost-effective means of achieving high levels of availability. Use of the cloud is more mature 

at UB than at UA. The preferred model of cloud services adoption is Software-as-a-Service 

(SaaS). 

Each organisation is willing to increase its use of cloud services and broaden this to other 

areas like disaster recovery. However, each has a number of concerns about using cloud 

services; if not addressed, it could pose a risk to UA and UB. 

Key findings in relation to the use of cloud services that will contribute to the development 

of a theoretical model include: 

                                                           

263 Source: UB_ Participant Five. 
264 Source: UA_ Participant Four. 
265 Source: UA_ Participant 12. 
266 Source: UB_ Participant 11. 
267 Source: UB_ Participant 12. 
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• Cloud services are cost effective and is a simple way to deliver services that can be 
scaled up or down as needed. 

• Cloud services are a cost-effective way to delivery disaster-recovery services. 
• Cloud services can have many risks that need to be addressed prior to the services 

being procured. 

Development of a Theoretical Framework 

The key findings from the cross-case analysis of UA and UB that will contribute to the 

development of a theoretical framework are summarised for each of the categories below: 

Key Business Services Category 

• Governance around the key business strategies  
• Governance around key critical business services  
• Governance around key mission critical IS services 
• Understanding of critical business services and mission critical IS services helps 

determine the underlying IS services, disaster recovery and business continuity 
requirements 

Decision-Making Frameworks Category 

• Understanding and awareness of frameworks 
• Monitoring of frameworks  
• Training in the use of frameworks 
• Updating the DR plans 
• Need to be consistent and kept current, if DR plans have SOP and SRP 

Information Systems Category 

• Staff are not aware of or advised about the need for compliance. 
• There is no centralised database and consolidated view of IS risks that includes 

operational and project risks. 

DR-BCP Category 

• Collaboration of business, IT and faculties to develop and implement BCP 
• The need for a dedicated BCM role 
• Require top-level sponsorship 
• The need to identify risks through conducting BIA 
• The need for improved governance around the BCM program 

IS Risk Category 

• The need for monitoring, communication, awareness and training for staff about the 
policies and frameworks in place 

• Closer collaboration between business and IT in risk assessment 
• Consolidation and visibility of IS project risks 
• Improved governance process  
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Cloud Services Category  

• Cloud services are cost-effective and provide a simple way to deliver services that 
can be scaled up or down as needed. 

• Cloud services are a cost-effective way to delivery disaster recovery services. 
• Cloud services have many risks that need to be addressed prior to the services being 

procured. 

Emerging Themes 

The findings from each category were synthesised into themes using thematic analysis, and 
the results were grouped based on common attributes. This has generated four themes:  

• Governance 
• Policies and Frameworks 
• Compliance 
• Business and IT Collaboration 

These four themes are illustrated in Figure 6.7, and are explained in more detail in the next 
section. 

 
 

Figure 6.7: Research Findings – Emerging Themes 
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These four themes respond to the research question – that is, the key factors that shape the 

decision-making framework of Australian higher education sector organisations in 

developing risk-management strategies to address possible disasters arising from IS failures. 

More importantly, the four themes support the following emergent factors: 

• level of governance 
• level of monitoring and enforcement of policies and frameworks 
• level of conformance to compliance 
• level of business and IT collaboration in decision-making. 

Although these conclusions are based on data gathered in a university setting, this study argues 

that these same conclusions may be relevant to any large government, non-government or 

corporate organisation. Essentially, these conclusions are relevant to every large organisational 

setting with complex IT systems. 

The next section summarises the research finding and also identifies key recommendations. 

Summary: Development of a Theoretical Framework 

First, the findings reveal that at the top level of governance – that is, the University Council 

and Vice Chancellor – committees are in place and function in a formalised and structured 

manner. However, the findings from the primary data reveal that there is a significant 

disparity in the governance process for risk management across both organisations.  

This disparity suggests that a bottom-up governance approach using a Middle Managers 

Governance Group is also required to address many of the challenges identified in the 

organisations’ operations. What appears to be lacking is a process of translating from 

“business speak” to a simpler mode of communication with the IT Department.  Once the IT 

Department managers have an understanding of the strategic directions of the organisation, 

they will be better prepared to embrace or own the process, and then be able to 

communicate and train their staff about policies and frameworks. Thus they will be able to 

establish two-way communication, not only between middle managers and their staff but 

with a feedback channel to top-level governance committees. As well, they will be able to 

enforce and monitor the use of policies and frameworks. This can be achieved by aligning or 

forming a link between the proposed Middle Managers Governance Group’s operational 

processes and the existing top-level IS Governance Committee’s strategic governance 

processes. 
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Second, while university policies and frameworks are in place, there are inherent challenges. 

The evidence revealed that these are not communicated well, monitored or enforced. There 

was no evidence of any training provided to staff with regard to these policies and 

frameworks. 

Third, as part of compliance, each university has a mature audit and assurance plan that reviews 

all areas of the university on a regular basis. The findings are provided to the relevant University 

Council and committees. While there are risk-management processes and risk registers in place, 

little proactive risk assessment is undertaken, and instead there is mostly a dependency on the 

audit findings.  

As well, the IT Risk Register is reviewed ad hoc and annually. In particular, the link to escalate risks 

from the IT and Divisional Risk Register to the Corporate Strategic Risk Register is lacking. This could 

be facilitated as part of the proposed IS Risk Management Framework. Furthermore, to comply 

with data privacy legislation and guidelines for business services being hosted externally, a formal 

governance process needs to be established between the operational areas and the IS Governance 

Committee.  

Fourth, the findings suggest that there should be greater collaboration between business 

and IT to undertake joint planning, decision-making about operations, projects and new 

forms of service offerings. As well, business and IT should jointly develop the business-

continuity and disaster-recovery plans to ensure that information systems – especially 

mission-critical IS services – required for critical services do not suffer from unplanned 

outages. 

Chapter 2 identified a gap in the area of empirical knowledge of IS decision-making 

frameworks for developing risk-management strategies to prevent IS failures. The research 

findings suggest the development and implementation of an Information System Risk 

Management Framework, incorporating a risk management and governance process, to fill 

this void. This is illustrated in Figure 6.8 as part of the theoretical model that has emerged 

from the research findings. 

The theoretical model is a high-level representation of an organisation’s key governance and 

decision-making frameworks that are used to manage information systems (IS) risks. The 

model also shows how the end-users access the services provided by the business from both 

on-prenises and remotely. As well, the model shows how information systems risk 
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management (IS-RM) strategies are implemented to mitigate IS failures that would result in 

disruption to critical business services. 

The arrows in the model (Figure 6.8) indicate direction of information flows and how 

relevant business functions impacts on an IS function. The dash arrows indicate the business 

services available to end users. The shaded boxes that is, the IS-RM Framework; Middle 

Managers IS Governance Group and the IS-RM Process; address the gaps in the findings.  

 

 
Figure 6.8: Theoretical Model to Support IS-RM Framework 
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The research found that, at the top level of both universities, the governance structure is 

well established, and policies and frameworks are in place. However, the findings revealed 

that frameworks and policies are not very well communicated, understood, monitored or 

enforced, and that IS risk management is ad hoc and fragmented for both operational and 

project risks across central IT and faculty-based IT. This indicates that compliance is 

challenging. The evidence suggests that the level of collaboration between the business and 

IT can be improved further for IS risk management, especially in relation to the creation of 

Disaster Recovery and Busines Continuity Planning. 

 

Theoretical Contribution 

In this section, a comparison between the literature and the research findings will be 

conducted. The literature review from Chapter 2 identified a gap in knowledge and the 

research question investigated that gap. The findings, together with known practices, have 

been utilised in the development of a theoretical model. This model represents the 

academic contribution from this research study. It will serve as a guide and help implement 

an IS-RM Framework that incorporates the recommendations made in this section under the 

following headings:  

• Organisation: Governance, Policies, Compliance 
• Organisational and IS DM Frameworks, Methodologies, Plans, Practices 
• IS-RM Process and IS Operations, Process and People 
• IS-RM Framework 

For each heading or theme, the literature findings will be presented followed by the 

research findings and how the gap between the literature and the research findings will 

be addressed.   

 

Organisation: Governance, Policies, Compliance 

A review of governance, policies and compliance from the literature reveals that, due to a 

lack of or poor governance, major risks have been identified – for example, a number of 

major corporate scandals leading to the downfall and/or reputational damage of major 

corporations (Bazerman and Watkins 2004; Jones 2006; Gray 2003). Other examples include 

poor communication (Bazerman 2006); project failure, causing reputational damage; and 
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objectives not realised, leading to financial loss (Ketchell 2003; Cowan 2014; Gray 2003; 

Anon University Vice-Chancellor). 

Despite risk management explicitly being included in governance processes, it is still not a 

mature business discipline and lacks rigour in identifying, assessing and mitigating risks 

(Auditor-General Victoria 2003). There is very little literature on IT governance in the public 

sector, despite this being different from the private sector (Liu and Ridley 2005). IT 

governance is more complex in the public sector than in the private sector (Beaumaster 

2002). 

Corporate Governance is defined by the ASX’s Corporate Governance Council (2010:3) as the 

“framework of rules, relationships, systems and processes within and by which authority is 

exercised and controlled”. Similarly the Australian Standard AS 800 states that computer 

governance is “the system by which entities are directed and controlled”. Supporting these 

definitions Hancock and Parakola  (2008:60), state that it is a “framework for effective 

execution and accounting of a corporate practices, ethics, morals and actions and the 

various impacts they have on key stakeholders”. So a key objective of IT Governance would 

be to ensure IT performance is met through appropriate management of IT related risk.  

Again Hancock and Parakola (2008) argue that since IT Systems impact every part of 

business, it follows that IT governance is just as important as corporate governance. 

However in a global survey of over 700 executives in 23 countries a key finding was that 

there is still substantial room for improvement in alignment between IT governance and 

Computer governance and between IT Strategy and Business Strategy. As well a common 

risk area for IT governance is the lack of transparency, risk assessment and accountability 

around IT decisions. 

According to AS/NZS ISO 31000, to be effective within an organization, risk management 

should be integrated part of the organisation’s overall governance, management, reporting 

process, policies and culture. 

The governance challenge is how to reconcile the lack of coherence between risk 

management, business continuity or crisis management. There appears to be little research 

about how these perspectives can be integrated within an effective governance framework 

(Tarrant 2010:16).  
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Meanwhile different countries have laws requiring cloud service providers to keep customer 

data and copyrighted material within national boundaries, demonstrating a need to be 

aware of the privacy risks and data privacy laws in various countries (Paquette et al. 2010), 

Subashini and Kavith 2011; Jaeger 2009; Saaty 1996). Also, “Cloud Computing providers 

would want legal liability to remain with the customer and not be transferred to them” 

(Armburst et al. 2009). 

Policies cannot be implemented successfully without social and technical aspects, including 

strategy, structure, culture and interaction with the internal and external environment of 

the organisation (Drucker 1979; Watson 2001; Miller and Rice 1967; Mullins 2002; Simon 

1976). Frameworks can be defined as conceptual and procedural constructs, and have a 

degree of formalisation with respect to procedures, policies and structures, and information 

content (Assmuth and Hilden 2007).  

The research findings reveal that there is no governance overseeing the involvement of 

business and IT in decision-making associated with either procuring new services or 

migrating an existing service to the cloud. There are many risks involved in going to the 

cloud that need to be assessed, such as privacy, data and legal risks. 

Frameworks and policies are implemented at the organisational level, but are not always 

used at the IT department manager level. Instead, other means such as systems operating 

procedures and system recovery plans are used. However, these documents may not be 

kept current and may not be maintained. There are also concerns that existing cloud policies 

do not address key risks such as legal terms and conditions, geo-location, security and 

procurement. 

The research findings also reveal that business continuity planning (BCP) is non-compliant, in 

that there are no completed BCP documentation at the organisational level. Another area of 

non-compliance is that cloud services are not monitored proactively, thereby exposing the 

organisation to increasing risks such as cyber-attacks. 

A comparison of the literature and research findings reveals the following gaps: 

• There is no mechanism in place to oversee governance at the lower levels of the 
organisation. 

• There is a lack of IS governance. 
• There is no oversight to ensure policy monitoring and enforcement. 
• A Cloud Adoption Strategy, Governance and Cloud Hosting Policy has not been 

formally articulated or communicated. 
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Organisational and IS DM Frameworks, Methodologies, Plans, Practices 

A review of the literature reveals that different leadership styles based on different 

approaches to leadership have emerged (Fiedler 1967; March and Simon 1958; Chrispin 

1996; March and Shapira 1987; Katz and Kahn 1978), and no single style of leadership fits all 

circumstances. The basic role of a decision-making framework is to help the decision-maker 

organise their thinking and to provide a structure for the decision-making process (Randall et 

al. 2012; Pugh 1990; Cosgrave 1996; Mintzberg 1975), and can be characterised by the 

degree of formalisation with respect to procedures and structures and information content 

(Assmuth and Hilden 2007). 

Organisational behaviour (practices) (Mullins 2002: 53; Simon 1976) and structures, roles, 

relationships and processes impact actions by employees, thus shaping the organisation 

(Bowey 1976; Barnard 1938; Simon 1977; Cyert and March 1992). Clarke (1998) points to the 

lack of managerial skills possessed by new managers. Likewise, Miller and Rice (1967) and 

Mullins (2002) argue that organisation may be seen as an open system in which business and 

IT must interact in harmony, including with the external environment.  

In the resolution of problems, Simon (1977) contradicts earlier views that decisions made by 

managers are fully rational. Various theories have evolved around risky behaviour, 

uncertainty and organisational change, but these have largely been ignored from an 

information systems perspective until the last decade (Galbraith 1977; March 1988; Roberts 

1993). 

A recent IT Risk Management Survey268 found that IT risk management efforts are 

experiencing an identity crisis with regard to understanding, demonstrating, and creating 

business value. Although enterprise risk management may be a mature practice in many 

organisations today, the results of this survey seem to indicate that risk management 

practices specific to IT are still emerging. As well, there is a lack of consistency based on 

where risk management sits within organisations as this make it difficult for risk 

management programs to gain visibility or the organisational support needed to make it 

more effective. 

                                                           

268 www.opengroup.org , IT Risk Management Survey, April 2015  

http://www.opengroup.org/
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A vast majority of the IT Risk Management survey269 respondents who mentioned using 

frameworks, use more than one framework, namely: ISO standards (in particular ISO/IEC 

27001, ISO/IEC 27005, and ISO 31000) are the most frequently used, followed by FAIR/Open 

FAIR, National Institute of Standards and Technology (NIST), and COBIT. 

The key recommendation270 emerging from the survey describes the need to “align strategic 

business objectives with IT risk management implementation and involve other parts of the 

organization with risk management efforts to create more comprehensive programs that are 

aligned with the business.” 

In addition to the aforementioned, there are other security frameworks like the Payment 

Card Industry (PCI); Health Insurance Portability and Accountability Act (HIPAA); Sarbanes-

Oxley Act (SOX); Grame-Leach-Bliley Act (GBLA) and Sherwood Applied Business Security 

Architecture Framework (SABSA) used by different organisations. Baskerville, Spagnoletti, 

and Kim (2014:138) suggest these involve technical, formal, and information security 

counter-measures.  

They further describe that the use of both preventative and recovery controls is common in 

well-established security frameworks. “The term prevention paradigm refers to information 

security principles and practices that are intended to prevent security incidents from 

happening while the term response paradigm refers to information security principles and 

practices that are intended to react to information security incidents that have already 

happened” (Baskerville, Spagnoletti, and Kim (2014:139). It can be argued that prevention 

models operate by looking at past trends and known threats and predicting future 

occurrences. The response models largely refer to planning actions for the future. Good 

examples of these are Disaster recovery and Business Continuity initiatives, 

Furthermore, a new concept encompassing both digital information management and 

perception has been added to business information systems security, called the information 

warfare paradigm (Baskerville, 2005). The warfare paradigm assumes that risks are 

unpredictable, not measurable, and transient. The groups who use this means to attack are 

hackers, activists and special pressure groups such as those seen during the G20 summit. 

The primary aim of such attacks is to demonstrate the inability of a government or business 

                                                           

269 www.opengroup.org , IT Risk Management Survey, pg. 13, April 2015 

270 www.opengroup.org , IT Risk Management Survey, pg. 28, April 2015 

http://www.opengroup.org/
http://www.opengroup.org/
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to protect its interests. The effect of such attacks may disrupt business operations in 

electronic commerce and many times will lead to a loss of reputation and credibility (Vatis, 

2001). 

Business continuity planning (BCP) needs to be in place to help an organisation to recover to 

a normalised situation following a major incident within an acceptable timeframe (Lindström 

2012; Lindström and Hägerfors 2009). It can be argued that, in the event of a disaster, 

organisations are at different levels of preparedness, so is only possible to consider a limited 

number of decision alternatives (Lin 2004; Wold 1997). 

Research findings reveal that frameworks and methodologies are implemented at the 

organisational level. However, decision-making practices of experienced staff who have also 

written operational procedures are not following such procedures – for example, to restore 

services following IS failure. Newer employees are using these procedures, but the danger is 

that the currency of the plans or procedures cannot be guaranteed.  

Importantly, when corporate procedures and practices are not followed, the level of risk 

increases, and has the potential to lead to an IS failure or it taking longer to restore services 

following an outage. Research also found that more training is needed for managers in the 

use of frameworks. As well, in a decentralised structure, staff “do their own thing” and do 

not necessarily follow corporate procedures, methodologies and frameworks. Risk is 

managed in an ad hoc manner. No dedicated Business Continuity Planning role and a lack of 

interaction and collaboration between business and IT are reasons for a lack of business 

support, resulting in no agreed Recovery Time Objective and Recovery Point Objectivefor 

critical services. 

Despite there being numerous decision-making processes in place, what is lacking is the 

governance and monitoring of whether frameworks are actually used, including ensuring 

that documentation is current. 

IS RM Process and IS Operations, Process and People 

The literature review confirmed there are many variations of the risk-management standard 

International Organisation for Standardization (ISO) 31000: 2009. Basically, risk management 

includes the identification, estimation and evaluation of risks (Charette 1996; Slovic and 

Weber 2002), and the design and implementation of the solution, together with ongoing 

monitoring and review processes (Frosdick 1997; Tsohou et al. 2006; NIST: 800 2002; ISO/IEC 

27001 2005; Gerber and von Solms 2005). Another variation is Deming’s quality “Plan–Do–
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Control–Act” cycle: process control, continuous process improvement, and standardisation 

concepts (Little 1992). In addition, the Livermore Risk Analysis Methodology Management 

Decision Support includes a Cost-Benefit Assessment and Prioritization and Selection 

(Guarro 1987).   

Risk management in a decentralised structure can be a challenge if decision-making is 

centralised; thus environmental hostility is positively correlated with centralisation of 

decision-making (Khandwalla 1977). Also, resistance to change due to centralisation has 

been identified as a major hurdle in higher education organisations (Kvavik and Volundakis 

2002). In support of this argument, the centralisation of structure, processes and systems in 

organisations leads to a reduction in autonomy and an increase in inflexibility, where 

balancing trust and control becomes a challenge (Lowe and Locke 2008). 

The research findings reveal that there is a lack of IS operational and project risk 

consolidation, escalation and visibility.  As well, no proactive risk assessments are being 

done – particularly on critical services – and there is no timely reporting of IT risks or project 

risks into the operational IT Risk register or Divisional/Departmental Risk Register. 

Challenges are identified in a decentralised organisation structure when there is no view of 

enterprise or consolidated view of all risks. Some of these challenges are that a 

decentralised structure does not follow central IT processes because the staff do not report 

to central IT management, so there is no control over staff. Similarly, with new forms of 

service provisioning, there are concerns about the legal terms and conditions cloud services, 

geolocation, sovereignty and security of organisational data.  

There have been relatively few empirical studies conducted into how IS risks are managed in 

public Australian higher education organisations. While there is a mature risk management 

framework at the organisational level, there is no mechanism to monitor how IS risk is 

actually managed. The basic risk-management process can be formalised to become the IS 

risk-management process, thus allowing operational and project risks to be proactively 

managed and transparent to all stakeholders. To be effective, the monitoring and 

formalisation requires a new governance model to oversee these activities. 

IS-RM Framework 

While a review of the literature found that several IS-RM frameworks exist, their focus is on 

IT security and not the security of information systems as a whole (Finne 2000; Ciechanowicz 

1997; Saleh and Alfantookh 2011; Liang and Xue 2009; Eloff et al. 1993). 
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The results of the research study revealed that an IS-RM framework does not exist within 

the university environments studied. Therefore, the organisational risk-management 

framework is generally used for decision-making. Also, IS risk is managed in an ad hoc way, 

with little oversight of formal ongoing risk assessment of operational systems – especially 

critical services. 

There is a significant gap in the existing literature within a number of disciplines, and this 

gap is confirmed by the research findings. It is evident from the conceptual model developed 

in Chapter 2 that that there is no linkage between business and IS strategy alignment, the 

interaction between business and IS decision-making frameworks and how DR and BCP are 

developed and used. Furthermore, there is no empirical data on how information systems 

risks are actually managed. 

Could this be a reason why major IS and project failures are still occurring, even though there are 

established RM frameworks. The term ‘IS Risk Management’ has been shown to focus on IT 

security and has left the term “risk management” as the standard framework for management of 

information systems risks. It is not too dissimilar to the academic discussions on the definition 

and meaning of “risk management” and “management of risk”, as well as “risk analysis” and “risk 

assessment”: the two terms are often used interchangeably in written work as well as in 

practice, yet mean different things.  

The theoretical contribution made by this study can be summarised as: 

• a theoretical model that can be used to manage risks proactively 
• the development and implementation of the proposed IS-RM Framework 
• the establishment of the Middle Managers Governance Group, growing out of the 

IS-RM Framework, which will include mechanisms to monitor, report on and oversee 
compliance in order to minimise risks to avoid IS failure. 

The final chapter concludes this thesis by demonstrating the utility of this theoretical model, 

as well as discussing the development of the proposed IS-RM Framework and how this can 

be applied in practice. The limitations of this study and scope for future research are also 

considered. 
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Chapter 7 
Conclusion 

Based on the findings, a new model – as shown in the previous chapter (Figure 6.8, repeated 

in this chapter as Figure 7.1) – is proposed to address identified challenges. The concluding 

chapter of this thesis begins with a brief description of the theoretical model, demonstrating 

its utility to guide the development and application of an Information Systems Risk-

Management (IS-RM) Framework within a complex organisation. 

More specifically, following the discussion on the theoretical model, the three components 

that address the gap and make an academic contribution will be discussed. These are: 

• IS Risk Management Framework 
• IS Risk Management Process, and  
• Establishment of the Middle Managers IS Governance Group  

Description of the Theoretical Model 

The theoretical model described in Chapter 6 and illustrated in Figure 7.1, is not exhaustive, 

as it does not show all the business functions of an organisation; rather, it is designed to 

show the key functions relevant to this research study.  

The top-level Organisational Framework oversees governance, compliance and policies. This 

clarifies how organisational decision-making frameworks, methodologies, plans and 

practices are integrated. For example the Risk Management Framework and Business 

Continuity Management Framework and Business Continuity Plans (BCP), which are relevant 

to this study, provide the foundation for the effective discharge of roles and responsibilities, 

and demonstrate a commitment to good governance. Moreover, this can be achieved by 

ensuring that there are adequate internal control structures in place to support delegated 

decision-making, including appropriate policy settings, and monitoring, reporting and 

compliance-management systems.  

Embedded in the organisation, within the elements of good corporate governance practice, 

are strategic direction-setting, planning and monitoring of the vision, goals and values. From 

these, the Business Strategy evolves.  
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Figure 7.1: Theoretical Model to Support IS-RM Framework271  

 

From an IT perspective, the IS Governance Committee will play a critical role, and has four 

key responsibilities to oversee. First, it facilitates the linkage between the Organisation 

Decision-Making Frameworks and the IS Decision-Making Frameworks. Furthermore, the IS 

                                                           

271 Note: This figure also appears as Figure 6.8. 
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Governance Committee (as indicated by the double-headed arrow in Figure 6.8) participates 

in the development and review of the organisational decision-making frameworks. That is it 

is both consulted for and informed by these frameworks. 

Second, the IS Governance Committee will help establish the proposed IS Risk Management 

Framework and monitor its ongoing compliance. The assistance it will provide is in the 

framework development in terms of scope which has already been discussed. The 

management of risk at the organisational level is guided by the Risk Management Policy and 

the Risk Management Framework. Thus the management of IS risks will be guided by the 

proposed IS Risk Management Framework which will be aligned to organisational Risk 

Management Framework. Just as the BCP is part of the Business Continuity Management 

Framework and is linked to the Risk Management Framework for the management of 

strategic business risks, the Disaster Recovery (DR) plan will be linked to the IS Risk 

Management Framework to mitigate against risks leading to IS failure. Importantly, this will 

ensure the alignment of the DR, BCP and IS Risk Management Framework to the 

organisational Risk Management Framework and Policy.  

Third, the IS Governance Committee has responsibility for overseeing the development of 

the IS Strategy ensuring its alignment to the Business Strategy. As well the IS Strategy (as 

indicated by double-headed arrow) informs the Business Strategy about emerging 

technologies which could be leveraged in support of future business objectives. From the IS 

Strategy the IT Operational plan and the IS capital project plan will evolve. 

The model will enable an increased level of collaboration between the business and IT. This 

is designed to occur as follows. At the top-level will be the IS Governance Committee, 

consisting of senior business and IT representatives. They will be responsible for the 

development of the IS Strategy and the IS Risk Management Framework. This governance 

will ensure the joint development of the IS strategy so that it is aligned to and supports the 

business strategy. 

Fourth, support is provided by the IS Governance Committee in establishing the Terms of 

Reference for the proposed Middle Managers IS Governance Group and its ongoing role. A 

revised governance process would mandate that all IS systems and projects need to 

undertake proactive risk management initially and on an ongoing basis.  

Meanwhile, to support the business strategy implementation, there are Key Business 

Services delivered by the organisation to clients. The clients can then access services using 
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any device, either on campus or remotely. There will be some services that need to be 

available at all times – for example, because of legislative requirements or to avoid 

reputational risk. These services can be categorised as critical business services. Examples in 

the university organisation are Learning and Teaching, Administrative, and Underlying 

Infrastructure Services. 

To enable the delivery of key business services, IS Services can either be delivered from on 

premises or sourced from the cloud. As well, supporting the Critical Business Services are 

Mission Critical IS Services that deliver, for example, the Learning Management System and 

Administrative Systems within a university environment. Such IS services are designed in 

such a way that the architecture, when compared with that of other business services, has 

higher levels of system availability, reliability, security and scalability in order to reduce the 

risk of IS failures. More importantly, there is an ongoing need for regular risk assessment of 

these services, whether they are in operational mode or in various stages of project 

development.  

The next section will discuss the development and application of the IS-RM Framework, 

followed by discussion on the IS risk-management process and the establishment of a 

Middle Managers IS Governance Group. 

Development of the IS-RM Framework 

The development of an IS-RM Framework, which forms part of the theoretical model 

discussed in Chapter 7, will now be described. This framework will be overseen by the IS 

Governance Committee, consisting of senior business and IT representatives.  

The key components of such a framework would be:  

• scope and objectives 
• links to other policies and frameworks 
• governance, including roles and responsibilities 
• audit and assurance 
• IS operational and project risk registers 
• risk reporting 
• a disaster-recovery plan 
• education, training and communication 
• monitoring and reviewing  
• IS risk-management process 

Each component of the IS-RM framework is now described further. 
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Scope and Objectives 

The proposed IS-RM Framework is part of the IS Decision-Making Frameworks, and is 

designed to provide guidance and support to assist the IT Department to achieve its goals 

and objectives. The purpose of the framework is to enable the IT Department to ensure that 

IS risks are proactively and effectively managed in the organisation in a consistent manner 

within a paradigm that embraces policies, frameworks and methodologies. Further, this 

framework will have top-level executive support and will be well communicated, monitored 

and enforced.  

Moreover, the intent of this framework is to provide a consistent, structured, timely and 

methodical approach to IS-RM, and to educate IT managers and incorporate risk 

management culture into daily activities. The key objectives of the proposed IS-RM 

framework should be to facilitate continual improvement of the organisation’s IS services 

and become an integral part of all IT planning and decision-making processes; take people 

and cultural factors into account; and be transparent and inclusive. 

Links to Other Policies and Frameworks 

The key purpose of this framework is to ensure that everyone proactively manages IS risk 

within their area of responsibility to help achieve the organisation’s objectives. The IS Risk 

Management Framework will be aligned with the organisation’s Risk Policy, Information 

Security Policy and Risk-Management Framework. As well, it will be closely coupled to the 

Business Continuity Management Framework, BCP and DR plans, and the Project 

Management Methodology. 

Governance Including Roles and Responsibilities 

The Middle Managers IS Governance Group will provide leadership and encourage effective 

risk management of IS operations and projects through effective dialogue with the IT 

Department. In conjunction with Internal Audit, they will develop scope and schedules so 

that periodic reviews of the IS Risk Management Framework are conducted. In particular, 

managers at all levels of the IT Department are accountable for the identification and 

effective management of risk within their areas of responsibility, which includes the 

identification, assessment, reporting and treatment of risks. All risks will be captured in an IS 

Risk Register.  



 

310 Chapter 7: Conclusion 

Audit and Assurance 

The audit function provides an independent appraisal of the adequacy and effectiveness of 

internal controls, and will normally be undertaken by the organisation’s Internal Audit or 

Assurance section.  This will be carried out through reviews of processes and controls as 

determined through the risk-planning process. As appropriate, risk-management activities 

will be embedded within IS operational areas through facilitated workshops, training and 

advice. Recommendations will be provided, where applicable, for improvements to controls, 

efficiency and effectiveness of processes. This unit will have an ongoing role to review and 

update the Risk-Management and IS Risk-Management Frameworks to ensure they are in 

line with best practice. The Audit and Assurance section will also be responsible for the 

review of risks relating to major projects and the Business Continuity Management 

Framework. Any findings will be reported to the organisation’s Audit Committee. 

IS Operational and Project Risk Register 

To have improved oversight of IS risks, it is proposed that IT and project risk registers be 

consolidated into a single register. As an ongoing activity, a proactive approach to risk 

management should be conducted for all operational IT systems and projects. This process 

could be simplified by using an appropriate risk matrix, so systems and projects that are low 

risk may not require an exhaustive evaluation process. Any critical risks would need to be 

escalated via the consolidated IS Risk Register to the organisation’s Corporate Risk Register 

via the IS Governance Committee if the risk is deemed strategic in nature. In addition, this 

will allow the consolidation of all IS operational risks and projects risks.  

Risk Reporting 

The IT Risk Register for operational risks and IS Project Risk Register for project risks should be 

consolidated into an IS Risk Register within a centralised database for reporting purposes. This 

will be overseen by the proposed Middle Managers IS Governance Group. As well, any findings 

from formal audits are reported by the Audit and Assurance unit to the Audit Committee. 

Disaster Recovery Plan 

The Disaster Recovery Plan (DRP) will be aligned to the IS-RM Framework, but it also needs 

to be integrated with the Business Continuity Management Framework and Business 

Continuity Plans. In the event of a disaster, business critical functions and/or critical 

infrastructure will need to be able to be restored within tolerable outage limits. Also, the 

DRP should be tested on a regular basis to ensure that systems can be recovered within the 
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“maximum allowable outage” timeframes, and that the documentation is current. The test 

result report will be presented to the IS Governance Committee via the Middle Managers IS 

Governance Group. 

In addition, the names, contact information, and roles and responsibilities of both primary 

and secondary (backup) staff in the event of a disaster should be included within the DRP. 

This may also contain other essential procedural documents and plans, such as System 

Operating Procedures and System Recovery Plans.  

 

Education, Training and Communication 

To improve awareness and responsiveness, staff should be provided with relevant 

education, training and communication. To ensure that risk is managed in a consistent 

manner, the IS-RM Framework should provide guidelines, tools and templates to assist IT 

staff in the identification, analysis and monitoring of IS risks. Communication of metrics and 

reporting to stakeholders will be through the Middle Managers IS Governance Group. This 

includes reporting of any escalation of critical risks originating from the IS Risk Registers as 

part of the risk-management process. 

 

Monitoring and Reviewing  

The objective for this step is to monitor the risks and effectiveness of the risk-treatment 

program. Risks should be reviewed regularly to ensure relevancy and currency, in particular 

evaluating whether the previously applied risk controls are still applicable and effective.  

 

IS Risk-Management Process 

There is a need for proactive and ongoing risk identification, analysis and assessment of 

operational and projects risks to minimise the likelihood of a service unavailability due to an 

IS failure. This process is discussed further in the next section.  

Thus far, the discussion has been on the development of the IS-RM Framework. The next section 

briefly describes the proposed IS Risk Management Process as indicated in the model. 
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Proposed IS Risk-Management Process 

The proposed IS Risk-Management Process will be an iterative process consisting of five 

stages: Plan; Implement; Review; Continuous Improvement; and Communication. These 

stages will involve the identification, assessment, mitigation and review of all IS risks, and 

reporting the status and metrics to stakeholders.  

This process and associated activities will be overseen by the proposed Middle Managers IS 

Governance Group, which needs to provide encouragement that a culture of proactive risk 

management exists within the IT Department. The IS Risk-Management Process will involve 

the management, documentation, escalation and reporting of risks around IS operations, 

including applications, databases, servers, storage, computer facilities and networks.  

As well, it includes processes, people, software development and IT security. Using software 

development as an example of being proactive and integrating risk management into other 

activities, control processes should be embedded within the software development life-cycle 

(SDLC) process, and this should be formally documented within the end-to-end SDLC procedure. 

IS projects are governed and managed using a project-management methodology that has 

in-built issues and risk registers. It is important that risk assessment be conducted in all 

phases of the project, and that while risks identified are managed as per the project 

methodology, the risks should also be reported centrally so they can be consolidated into a 

single IS Risk Register. 

Risk evaluation should be conducted using a risk matrix based on the likelihood of a risk 

occurring and the consequences if the risk eventuated. Each of these is allocated a score 

from 1 to 5. The risk score is worked out by adding the two numbers to provide the risk 

ranking. These are illustrated in Tables 7.1, 7.2 and 7.3. 
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Table 7.1: Risk Evaluation and Ranking272 

 
Consequences 

Likelihood Insignificant 
(1) 

Minor    
(2) 

Moderate 
(3) 

Major 
(4) 

Catastrophic 
(5) 

Almost certain  
(5) (one or more 
times per month)  

Medium High High Extreme Extreme 

Likely (4) 
(one or more times 
per year)  

Medium Medium High High Extreme 

Possible   (3)    
(Probably every two 
years).   

Low Medium Medium High High 

Unlikely (2)  
(Should happen 
every five years)   

Low Low Medium Medium High 

Rare (1)   
(Could happen every 
10 years)  

Low Low Low Medium Medium 

 

 

Table 7.2: Risk Evaluation – Consequences Scale 

 
Consequences scale 

Measure Description 

Extreme/catastrophic Major problems, Major outage, Wide media coverage, 
Significant recovery costs, major disclosure of highly 
confidential information 

Major  Major problems would occur and threaten the provision 
of important services resulting in significant financial loss; 
major disclosure of highly confidential information. 

Moderate  Services would continue but would need to be reviewed 
or changed. 

Minor Effectiveness of services would be threatened but dealt 
with.   

Insignificant Dealt with as a part of routine operations. 

 
 

                                                           

272 Source: Adapted from ISO31000:2009 
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Table 7.3: Risk Factor – Scoring Scale 

Risk score What should I do?  

9–10 Extreme Immediate action required.  

7–8 High 
Immediate senior management attention 
needed. Early warning to head of organisation. 

5–6 Medium 
Specific monitoring or procedures required 
and early warning to management. 

2–4 Low Manage through routine procedures.  

 

 

The next section offers a brief discussion on the establishment of the proposed Middle 

Managers IS Governance Group, as indicated in the model. 

 

Middle Managers IS Governance Group 

There are mission-critical IS services that require high levels of availability to support the 

critical business services of an organisation. Thus there is an ongoing need for regular risk 

assessment of these services, whether these are in operational mode or in various stages of 

project development. In order to facilitate this, it is strongly recommended that a Middle 

Managers IS Governance Group, consisting of middle managers, be established to oversee the IS 

Risk-Management Process for both operations and projects. This will create a bottom-up 

governance structure reporting to the IS Governance Committee on IS risk matters, thus 

overcoming the current practices where risk assessment is conducted in an ad hoc or reactive 

manner. Importantly, this does not replace any existing projects, program boards or steering 

committees, but rather enhances the management, ownership and reporting of IS risks. As well, 

this does not suggest the creation of an additional middle layer in the organisation, but rather 

utilises staff who are existing senior technical staff, team leaders or managers. 

The Middle Managers IS Governance Group will also be responsible for the monitoring of 

policies. A system of formal periodic monitoring of compliance for IS policies should be 

implemented. A program of compliance activity will need to be implemented for any non-

compliance identified, which will be overseen by the Middle Managers IS Governance Group. 

The next section demonstrates the application of the model. 
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Application of the Model 

An effective and efficient risk-management system is necessary for successful IS risk 

management. As part of the development of this model, a systematic risk-management 

approach will be used to identify and assess risks and prepare treatments. The risk 

assessment forms part of the IS-RM Process that will be a key responsibility of the proposed 

Middle Managers IS Governance Group. The main steps in the IS-RM process include: Plan; 

Implement; Review; Continuous Improvement; and Communicate, as shown in Table 7.4. 

 

Table 7.4: IS-RM Process 

 

Stage Processes involved  

Plan • Risk identification (e.g. facilitated process such as Facilitated 
Risk Analysis Process (FRAP); IT and Project Risk Registers; 
Findings of audits conducted by the organisation’s Internal 
Audit and Assurance section) 

• Risk assessment (in terms of likelihood and consequences) 
• Risk treatment plan 

Com
m

unicate: reporting to stakeholders 

Implement • Treatment implementation: 
o assign responsibility 
o allocate resources  
o risk treatment 

Review • Monitoring 
• Evaluating whether the previously applied risk controls are 

still applicable and effective 
• Metrics and reporting 

Continuous 
Improvement 

Corrective actions are applied to risks identified via:  
• Risks identified in the review stage 
• Assess effectiveness of compliance  
• Lessons learnt  
• Go to plan stage 

 

Source: Adapted from Deming Cycle: http://www.mindtools.com/pages/article/newPPM_89.htm. 

 

An example of an IS risk to illustrate the five stages of the IS Risk-Management Process is 

shown in Table 7.5. 

 

 

http://www.mindtools.com/pages/article/newPPM_89.htm
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Table 7.5: IS Risk-Management Process Example 

 

Stage Processes Involved  
Plan IS Risk = users not changing passwords frequently.  

Investigation revealed 20% of users had not changed 
passwords in the past 12 months. This posed medium to 
high risk. Solution identified = a new version of the 
password change application is available that allows policy 
enforcement that is all passwords must be changed every 
six months. 
 

Com
m

unicate: Briefing report to IS Governance Com
m

ittee w
ould 

report on the initiative and level of com
pliance regarding 

passw
ord change status. 

Implement Central IT Department tasked with implementing the new 
version of the password change application. 
 

Review As a result of implementation of the 20% of users, only 50% 
changed their passwords. Also, 10% were overseas and 40% 
for reasons unknown. 
 

Continuous 
improvement 

Following review, decision was made to send further 
communication to remainder of users advising that if 
passwords were not changed within a fixed period, the 
passwords would be forced reset by the IT Department. 
 

 

The final sections of the chapter will discuss areas for future research, provide a summary of 
the overall research, its aims and objectives, detail any limitations of this study and conclude 
with an outline of the contribution being made. 

Directions for Future Research 

Although this model is grounded in a university setting, I argue that it has relevance to any 

complex organisation. To confirm that the model is general and transferable, and to test this 

argument, further case studies of universities and other organisational setting are proposed. 

This would also provide triangulation of the data, giving further credibility to the model. The 

proposed areas of research are: another one or two more university settings; a public-sector 

organisation such as a large state or federal government department; an organisation 

outside of IT, such as Emergency Services; and, within a global context, organisations such as 

those based in New York and Geneva. This section will discuss each of these settings briefly. 
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Additional Higher Education Case Studies 

To provide further validity to the model developed as part of this research study, an 

additional one or two case studies could be undertaken within the public Australia higher 

education sector.  

The initial two cases were conducted in the same Australian state, so additional case/s 

should be undertaken in a different state. The initial premise is that all Australian public 

universities operate under the same regulatory framework environment and compete for 

students in similar jurisdiction cohorts. The public universities have similar organisational 

structures and a complex implementation of IT systems. 

This study findings revealed that frameworks, plans and methodologies adopted within the 

organisation were not necessarily those actually used in decision-making. Further study in 

this area may uncover processes and activities associated with decision-making that could 

be automated.  

Replication of this study across other universities may provide additional ways in which risk 

management decision-making could be further improved and/or automated.  

Conduct Research into Public Sector Organisations 

Public sector organisations in this context include Australian state or federal government 

departments. State government departments would need to be large, with a complex IT 

environment, such as Transport, Health, Police or Education.  

Most federal government departments would be suitable, as most are large to very large. 

Examples include Defence, Human Services, the Australian Bureau of Statistics and the 

Bureau of Meteorology. 

Similar to the higher education sector, these departments are heavily regulated, and need to 

comply with various laws and regulatory frameworks. A key difference between universities 

and governments is that the latter can be impacted by political interference in the running of 

the departments, as these follow successive election cycles. This makes their structure and 

decision-making more complex, as departments are regularly merged and demerged under 

different ministers. 

Moreover, these departments have large implementation of information systems that 

provide a range of online services to the public. As an example, the Department of Human 
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Services, which includes health, pensions and family assistance, needs to replace its existing 

core information system, a process that will cost over A$1 billion.273 

It is anticipated that future research in these very large, complex public-sector organisations 

will be able to empirically investigate how information systems’ risk-management strategies 

are implemented. Unlike the universities, an IS failure within a government department 

could involve life and death situations, and often such failures are made very public, leading 

to more than reputational damage – indeed a serious issue could even contribute to the 

incumbent government being thrown out. 

Conduct Research Outside the IT Organisation 

For validity and comparative cross-case study, another relevant sector that would be useful 

to study risk management would be organisations that are outside the mainstream IT 

organisation. This would include organisations such as the Emergency Services, which often 

include Ambulance, Fire and Rescue, and the State Emergency Service (SES). The reason for 

selecting this type of organisation is because the risks involved are outside the IT context, 

and everything the organisations do is around physical risks that involve human lives and 

natural disasters such as floods, earthquake, cyclone, bushfires, accidents and emergencies. 

While these organisations may not necessarily have complex and large information systems, 

it is imperative that their systems are available at all times, due to the critical nature of the 

situations with which they deal. For example, a software failure in a new despatch system 

for London Ambulance Services is said to have cost between 10 and 20 lives.274 Similarly, a 

failure in the Capital Region Emergency Service Telecommunications system for police in 

Victoria, BC in Canada275 was described by the Police Chief as “nothing short of a 

catastrophe”. A virus infiltrated the computer system responsible for automatically 

despatching and tracking ambulances for the NSW Ambulance service, leading to the system 

being turned off for a period of time.276 These incidents clearly highlight the critical nature of 

these services and the need to manage risks in order to avoid possible IS failures. The 

                                                           

273 http://delimiter.com.au/2014/04/29/billions-hockey-greenlights-centrelink-core-replacement.  

274 http://www.independent.co.uk/news/uk/software-failure-may-be-behind-ambulance-crisis-1560323.html  

275 http://www.timescolonist.com/news/local/crest-radio-failures-a-catastrophe-for-victoria-police-1.812542  

276 http://www.theaustralian.com.au/business/technology/world-focus-on-ambulance-system-failure/story-e6frgakx-
1226005951185  

http://delimiter.com.au/2014/04/29/billions-hockey-greenlights-centrelink-core-replacement/
http://www.independent.co.uk/news/uk/software-failure-may-be-behind-ambulance-crisis-1560323.html
http://www.timescolonist.com/news/local/crest-radio-failures-a-catastrophe-for-victoria-police-1.812542
http://www.theaustralian.com.au/business/technology/world-focus-on-ambulance-system-failure/story-e6frgakx-1226005951185
http://www.theaustralian.com.au/business/technology/world-focus-on-ambulance-system-failure/story-e6frgakx-1226005951185
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findings would lead to further contributions to the academic literature, and to best practice, 

which could be adopted by other organisations such as universities. 

Summary of Overall Research 

The research results indicate that four themes contributing to the following emergent 

factors have evolved as: 

• level of governance 

• level of monitoring and enforcement of policies and frameworks 

• level of conformance to compliance, and 

• level of business and IT collaboration in decision-making. 

The literature review identified that the gap was in the area of empirical knowledge of IS 

decision-making frameworks, as well as a lack of academic research on how risk is managed 

and how the business continuity management program is developed and implemented to 

assist in IS disaster-preparedness within public Australian higher education sector 

organisations. Furthermore, the literature review suggested that very few studies have been 

undertaken in the area of decision-making and risk management for information systems (IS) 

in Australia. This gap was the impetus for undertaking this research. 

The research method adopted in this study was a qualitative case study approach. It is an 

interpretivist research method using inductive reasoning, which allows key ideas, categories 

and themes to emerge from the raw data.  

Two in-depth case studies were undertaken across two public Australian higher education 

organisations. As part of the ethical clearance required, organisation anonymity is 

maintained. Each case involves 22 staff selected from among non-IT, senior IT and technical 

staff. They were asked 25 questions consisting of both open and closed questions. 

Secondary data were also obtained. 

Data from the two cases were presented, followed by a detailed analysis of each case. Using 

these findings, a detailed cross-case comparative analysis was undertaken using similarities 

and differences from the findings, thus allowing the theory or model to be developed in 

support of the research objectives. 
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Aims and Objective of this Research 

The aim of this research is to determine how organisations develop and validate IS-RM 

strategies. The objective of the study is to develop a theoretical model to address the 

findings. Both the aim and objective has been achieved. The results of the aim are illustrated 

in Table 7.6. 

Table 7.6: Research Question Explored and Answered 

Research question Explored and answered 
1. What are the key factors that shape 

the decision-making framework of 
public Australian higher education 
organisations in developing risk-
management strategies to address 
possible disasters arising from IS 
failures?  

• Level of governance 
• Level of monitoring and enforcement of 

policies and frameworks 
• Level of conformance to compliance 
• Level of business and IT collaboration in 

decision-making  
 

2. What are the key factors that 
contribute to management behaviour 
to achieve observable IS outcomes? 

• Centralised vs decentralised structure 
• Policies implemented vs policies used 
• Lack of governance  
• Lack of proactive risk assessment 
• No consolidated view of IS Risks 
• Lack of joint decision-making 
• Understanding, monitoring, 

enforcement and awareness of 
frameworks and policies 

 
3. How do the factors identified above 

vary across organisational contexts 
within the same industry sector? 

• This was not explored but the results 
are relevant to other higher education 
organisations as they operate within 
very similar regulatory and competitive 
environment and most have a complex 
IT implementation. 

 
4. What does IS-RM preparedness mean 

to key decision-makers within 
Australian higher education 
organisations? 

• Consistent decision-making 
frameworks, methodologies, and plans. 

• DR plans tested regularly and updated 
• Lack of top-level support for business 

continuity planning and plans. 
• No dedicated business continuity 

management role 
• Lack of IS governance 
• Lack of proactive risk assessment 
 

5. How do new forms of IS service 
offerings (for example, cloud 
computing) impact on IS-RM 
preparedness and decision making? 

• Lack of IS governance 
• Compliance issues 
• Increased levels of risk 
• Easier DR implementation  
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Limitations of This Research 

As occurs in many research studies, especially interpretivist research involving fieldwork, 

unexpected and unforeseen events, unplanned schedules, available time and resource 

unavailability can lead to delays in and limitations to research. The following limitations are 

attributed to this research: 

• Where IT is distributed (e.g. by central IT and faculties), then participant interviews 

and surveys should encompass all areas. 

• There is a need for more case studies, for better validity and triangulation of findings. 

• Common to most interpretivist research was my varying capacity to participate in 

and observe the workings of various committees. Although approval had been 

granted, I was not able to attend some of these during my field study. Therefore, I 

had to rely on interviews and discussions with participants. 

• IT staff based in faculties were not interviewed for the study at UA. 

• The need to maintain anonymity made it difficult to make comparative analysis of 

responses from management and technical staff between UA and UB. 

• It was difficult to compare Participant’s role and their responses to the identification 

of Mission critical services. For example a person working in the administration of 

research could have a different idea of what is mission critical to someone working 

in student services. 

• The need to maintain anonymity added additional responsibilities and safeguards, 

and delayed some access to both participants and secondary data. 

Conclusion  

As this study was intended to be theory-generating, the path taken in this research was 

exploratory in nature. The study investigated IS-RM strategies, but the findings indicate how 

critical this is, both as a business problem and as an organisational issue. 

The research used a qualitative case study approach, and the research design outlined in 

Chapter 3 is intended to ensure that ethical standards, validity and integrity of the data are 

maintained. The two cases were carefully chosen to ensure that access to the organisation, 

participants and secondary data would not become a challenge. 

As part of this study, a framework was developed to assist the researcher to conduct cross-

case comparative analysis, which has also made an important contribution to this discipline. 
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The findings, the theoretical model and the IS-RM Framework have significant implications 

for both organisations and future research. 

Organisations should take notice, as critical things that ought to be routinely conducted are 

actually not being done, and “luck” (it probably won’t happen to my organisation) will 

eventually run out. Further research must fill the void created by of a lack of empirical study 

in the information systems and risk-management disciplines. 
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