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Abstract 

Wireless communication systems are increasingly deployed by family, businesses, 

government and SOHO users because of the freedom wireless communications afford, 

simplicity of installation and ease of use. Along with its rapid development, the 

security problem in wireless communication network has attracted more and more 

attention. It has been estimated that the IEEE 80.211 standard is susceptible to attacks 

both on data content and user authentication, such as eavesdropping, spoofing and 

Denial of Service. These attacks are due to the standard’s inherent flaws and space 

signal sharing caused by the omni-directional antenna it usually uses.  

 

In recent years, few studies have been undertaken which examine the use of the smart 

directional antenna to mitigate the security risks in mobile wireless computing 

networks. One of the major reasons is the antenna size, as portability is a key 

requirement. Due to the dielectric-material embedding and FDTD optimal design 

technology, a smart antenna with controllable directionality can now achieve an 

overall volume reduction of 80%. This has promise for application in the wireless 

security realm. 

 

This thesis provides a conventional background in wireless computing networks and 

security theory. In addition, security level definition, program in Matlab™ and 

corresponding experimental results are provided. To show the effectiveness of 

improving security in WLAN with the use of a smart directional antenna, this thesis 

proposes a model for predicting electromagnetic environments using a directional 

transmission antenna based on the Finite Element method. To validate the numerical 

results, a new experimental method (using Network Stumbler software) to measure 
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the signal strength in different locations is introduced. Results from experiments using 

the two methods are consistent. The latter method gives the users the possibility of 

using a laptop (with an appropriate wireless card, software and roguing around) to 

detect the real-time signal strength in different locations instead of using expensive 

measure apparatus. Such an advantage can be valuable for the efficient 

implementation of indoor wireless networks for security purposes. Finally, it 

contributes a security solution using DE-ESMB and DE-ESPAR smart antennas in 

WLAN. Through these simulated and experimental results, one can conclude that the 

security performance in WLAN can be greatly improved by using smart directional 

antenna. 

 

There are five chapters in this thesis: 

 

Chapter 1 introduces the wireless communication network. Information about 

architecture, topology and popular wireless standards is presented in this chapter. 

Chapter 2 investigates the security problem in IEEE 802.11 Standards. Recent 

improvements in security, and their limitations, are also included. This problem is 

investigated by performing laboratory experiments, including a real attack on 802.11 

Standards and packet capture experiments using AiroPeek NX software. Chapter 3 

describes the useful parameters of smart directional antennas, and then presents the 

security level definition in WLAN. Simple software in Matlab™ to determine the 

security level according to the beamwidth of the adopted antenna is also introduced. 

Chapter 4 is the important part of this thesis. Simulation results of signal strength in 

different locations using FEMLAB™ are presented, which are consistent with the 

follow-up experimental results carried out in a typical office area. This chapter also 

describes the final security solution using the newly-designed DE-ESMB and 

DE-ESPAR directional antennas. Chapter 5 is a summary of the thesis. It presents the 

conclusions and suggests area of future research for improving the security level using 

smart antennas in WLAN. 
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1. Introduction 

 

 

Wireless communications have become an indispensable part of our daily life. Every 

day we use the Bluetooth headset of a mobile phone to talk with our friends with two 

hands free; we update our agendum from a Personal Digital Assistant (PDA) to a 

computer and send digital photos to a printer; we can still check our mailbox using a 

laptop computer even on our lunch break at McDonalds; when we return home in the 

evening, we use the remote control to change the TV channel at will. Wireless 

communications enable many convenient applications and greatly improve our 

standard of living.  

 

According to the operation range, there are three categories in wireless 

communication systems: Wide Area Network (WAN, distance beyond 200m), Wide 

Local Area Network (WLAN, distance within 200m), and Wide Personal Area 

Network (WPAN, distance within 100m or even 50m). Using Radio Frequency (RF) 

technology, wireless communication systems transmit and receive data over the air, 

without the help of traditional wired connections. There are three frequency bands in 

the Industrial, Scientific and Medical (ISM) band assigned by Federal 

Communications Commission (FCC) in the mid 1980s: 915MHz (902~928MHz, 

bandwidth 26MHz), 2.4GHz (2.40~2.4835GHz, bandwidth 83.5MHz), 5.8GHz 

(5.725~5.825GHz, bandwidth 125MHz)[1]. The 2.4 GHz band is available in almost 

all countries, whereas the 915 MHz and 5.8 GHz bands are limited to North America. 

In addition, the 915 MHz band seriously interferes with cellular telephones, so most 

products of wireless computing networks use 2.4 GHz and 5.8 GHz. 
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1.1. Architecture in Wireless Communication 

Networks 

 

A wireless computing network is a computing network with no physical cable 

connected to each other. There are currently two variations of mobile wireless 

network: the infrastructured network and the Ad-hoc network. 

 

An infrastructured network is one that extends an existing wired LAN to wireless 

devices by providing a base station. This spontaneous network is managed and 

hosted by the base station. Each mobile client or station (STA) connects to, and 

communicates with, the nearest base station that is within its communication radius 

[3]. The IEEE standard defines the infrastructured mode as the Basic Service Set 

(BSS). 

 

An Ad-hoc network is one in which a LAN is created solely by wireless devices 

themselves without a fixed base station. The network is peer-to-peer and 

self-managed. All nodes are capable of movement and can be connected dynamically 

[4]. Every node can act as, and is ready to act as, a route to an external network at 

any moment. The IEEE standard defines the Ad-hoc mode as the Independent Basic 

Service Set (IBSS). 

 

This thesis will focus on the first structure not only because it is more popular but also 

because Access Point (AP) acts as a bridge between the wired network and the 

wireless network. Each base station, also called an AP, has two parameters. One is its 

network ID, called the Service Set Identifier (SSID), or Extended Service Set 

Identifier (ESSID) in some manufacturers’ products. This is a text string that specifies 

the logical network a wireless station belongs to [5]. The other parameter is the 
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channel in which the AP is working. The range is from 1 to 11 in the USA and 1 to 13 

in Europe. Each channel is a portion of the frequency range assigned for WLAN 

communications (See Table 1.1). If several different logical wireless networks exist in 

the same physical space they should operate in a different channel，otherwise a 

collision will occur and communication will be impossible.  

 

Channel 
Bottom 
(GHz) 

Central 
(GHz) 

Top 
(GHz) 

1 2.401 2.412 2.423 
2 2.406 2.417 2.428 
3 2.411 2.422 2.433 
4 2.416 2.427 2.438 
5 2.421 2.432 2.443 
6 2.426 2.437 2.448 
7 2.431 2.442 2.453 
8 2.436 2.447 2.458 
9 2.441 2.452 2.463 

10 2.446 2.457 2.468 
11 2.452 2.462 2.473 

Table 1.1: 2.4 GHz ISM Band Channel Charts [2]

 

1.2. Topology in WLAN 

 
In brief, topology is the method by which the nodes make up the network, or how the 

network hosts its client. Usually there are five topologies in wired computing 

networks: Bus, Ring, Tree, Mesh and Star. In a wireless network, only Star and Mesh 

topologies have the practicable application. 

 

Star topology is the most popular topology in a wireless network. In this topology, 

there is a central computer. Every mobile client sends the datagram to a central 

computer, which analyses the correct destination and transmits to it. That means all 

http://www.signull.com/images/24ISMbandchannels.jpg
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telecommunications within the wireless network, between the mobile clients and 

between the mobile clients and the peripheral equipment (such as a printer and a 

PDA), must be handled by a central computer. One can refer to the central computer 

as the bridge between the wired network and the wireless network. 

 

In Mesh topology there is no central computer. Every mobile client can freely 

communicate with one another, and no such client can ‘see’ every datagram in the 

whole wireless network, as in the Star topology case. 

 

1.3. Wireless Standards 

 
As mentioned before, WLAN and WPAN operate within a very short range and are 

aimed at personal wireless communication. The best examples of WLAN include the 

HiperLAN and IEEE 802.11 standards. For WPAN, the most well-known examples 

are based on the IrDa, HomeRF, Bluetooth standards and their variants [6].  

1.3.1. HiperLAN 

 

The HiperLAN [7] standard was developed by the European Telecommunications 

Standards Institute (ETSI) and was published in 1995. HiperLAN is derived from 

traditional LAN environments and mainly performs in the 5 GHz band. It is 

specifically designed to support the Ad-hoc network for multimedia systems and can 

support highly effective multimedia data exchange of up to 23.5 Mbps. 

 

HiperLAN can also be used as an alternative access technology to third generation 

networks. 
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1.3.2. HomeRF 

 

HomeRF is a Radio Frequency Working Group formed in early 1997. The goal of 

HomeRF is to integrate all devices in a home (such as cordless phones, laptops, 

printers, TVs and even fridges) into a single network suitable for all applications. It 

uses Frequency Hopping Spread Spectrum (FHSS) technology at 2.4 GHz and has a 

data rate of 1.6 Mbps with coverage of 50m. 

 

A new generation technology of HomeRF is currently being developed. It is called 

FastRF. It has data rates of > 11 Mbps, as well as having increased security [8]. 

 

1.3.3. IrDA 

 

Everybody has used a remote control to change the channel on their television. That 

is one application of IrDA standard. IrDA Data is recommended for high-speed 

short-range, line-of-sight, point-to-point cordless data transfer. IrDA Control is 

recommended for lower speed, full cross range, point-to-point or point-to-multipoint 

cordless controller.  

IrDA’s standard is supported by all divisions of Microsoft and Linux. IrDA 

technology is already used in over 600 million electronic devices, including desktop 

computers, notebooks, palm PCs, printers, digital cameras, public phones/kiosks, 

cellular phones, pagers, PDAs, electronic books, electronic wallets, toys, watches 

and other mobile devices [9]. 
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1.3.4. IEEE 802.11 Standard 

 

In 1997 the Institute of Electrical and Electronics Engineers (IEEE) Working Group 

passed the first shared wireless standard, IEEE 802.11, in the United States. It uses 

the Carrier Sense Multiple Access (CSMA) and the Medium Access Control (MAC) 

protocol with Collision Avoidance (CA) at the 2.4 GHz unlicensed spectrum. This 

standard allows for both Direct Sequence (DS) and Frequency-Hopping (FH) spread 

spectrum transmissions at the physical layer. 

The IEEE 802.11 standard specifies an "over-the-air" interface between a wireless 

client and a base station. Among other wireless clients, both the Physical (PHY) and 

Media Access Control (MAC) layers are addressed to resolve compatibility issues. To 

ensure date security and privacy the Wired Equivalent Privacy (WEP) encryption 

algorithm is adopted. 

Standard Spectrum 
Max 

Physical 
Rate 

Transmission
Compatible 

with 
Actual 

Throughput 

802.11 2.4GHz 2Mbps FHSS/DSSS -   

802.11a 5.0GHz 54Mbps OFDM - 15Mbps 

802.11b 2.4GHz 11Mbps DSSS 802.11 4~6Mbps 

802.11g 2.4GHz 54Mbps OFDM 
802.11 / 
8021.11b

15Mbps 

Table 1.2: 802.11 Physical Layer Standards 

Generally, IEEE 802.11 standard has three development steps: IEEE 802.11, 802.11a 

and 802.11b (also known as Wi-Fi). The differences between them can be seen in 

Table 1.2. 
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1.3.5. Bluetooth 

 

Bluetooth is another wireless technology that operates in the 2.4 GHz unlicensed 

spectrum and uses spread spectrum technology. The name "Bluetooth™" comes from 

a Danish King who unified Denmark and Norway in the 10th century. Bluetooth was 

developed by Ericsson, Sweden, and became an open standard in May 1999. The 

Bluetooth Special Interest Group (SIG) includes promoter companies (3Com, 

Ericsson, IBM, Intel, Lucent, Microsoft, Motorola, Nokia and Toshiba) and 

adopter/associate member companies.  

 

Unlike many other wireless standards, the Bluetooth wireless specification includes 

both link layer and application layer definitions for product developers. It was 

developed as master-slave units. A master can connect up to seven slaves and 255 

parked slaves simultaneously. This is called a ‘Piconet’ in the Bluetooth specification. 

Efficient prevention of interference is managed by means of rapid frequency hopping, 

forward error correction and automatic repeat request. Using a common protocol, 

Bluetooth aims for compatibility between devices made by different manufacturers.  

 

Version 1.0A     published in July 1999 

Version 1.0B     published in December 1999 

Version 1.1      published in February 2001 (The newest version) 

 

Bluetooth specification introduces E0 as the encryption algorithm which focuses on 

the link level. The E0 algorithm is more robust than the WEP algorithm but it still 

has some flaws and is subject to attack [10]. From Jakobsson and Wetzel [11] one can 

see how an intruder can break E0 (requiring 2100 bit operations and 266 overall 

complexity) using a “birthday-type attack”. Because transmission power in 

Bluetooth equipment is usually below 2.5mW and within a 10m range, the 

http://www.ericsson.se/
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occasional signal leakage is not as serious as in the 802.11 case. Therefore, 

Bluetooth can be considered more secure than 802.11 [12]. 

 

Table 1.3 shows a comparison of wireless network standards: 

 

  Techniques 
Operational 
Spectrum 

Raw  
Data 
Rate 

(Mbps)

Range Traffic Security
Interference 

with 
Relative 

Cost

IEEE   
802.11b 

DSSS 
2.4GHz   
& 5GHz 

11 >100m Data RC4 Bluetooth Medium

HiperLAN OFDM 
2.4GHz   
& 5GHz 

23.5 >50m Data 
DES, 

3-DES
Satellite High

HomeRF FHSS 2.4GHz 1.6 >50m
Voice  
+Data

Blowfish Bluetooth Medium

IrDA 
IR 

Spectrum 
850 nm  

(wave-length)
16 <2m Data CRC No Low

Bluetooth FHSS-TDD 2.4GHz 1 <10m
Voice or 

Data 
E0  

Microwave 
oven 

Medium

Table 1.3: Comparison of Wireless Network Standard 

 

1.4. Wireless Security Issues 

 
Despite the rapid development of the wireless market, there is still an obstacle that 

prevents people from using this technology: wireless networking has inherent 

security flaws. The position-free advantage that it gives the user also enables an 

intruder to silently wiretap the important data. This is due to the broadcast character 

(caused by the omni-directional antenna it usually uses). Three common threats 

against WLAN include Eavesdropping, Spoofing and Denial of Service. Experts 

have realised this problem and have developed some solutions (such as the IEEE 

802.1X standard, MAC Address Filtering and WEP\IPSec (Tunnel) Encrypt 
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algorithms). Unfortunately these security solutions are all software-based, requiring 

a more rigid authentication or a more effective encryption mode. As we know, every 

software solution is a two-sided sword. It requires more system resources and costs 

more in bandwidth, thus decreasing ease of use. Several papers have been published 

to prove that these software solutions are not as indestructible as initially alleged.  

 

This thesis focuses on the application and advantage of using smart directional 

antennas in WLAN to improve security performance, particularly on the 

newly-designed ESMB and ESPAR antennas. The user-friendly Graphic User 

Interface is introduced to demonstrate the security level definition along with 

interrelated experimental results. These methods will significantly guide those who 

wish to implement a comparatively secure wireless computing network. 
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2. The Security Problem in the IEEE 802.11 

Standards 

 
According to the network model of the International Standard Organization (ISO), 

the entire network consists of seven layers. The 802.11 WLAN protocols specify 

the lowest layer of the Open System Interconnection (OSI) network model 

(physical) and part of the next layer (Data Link) [1]. The 802.2 protocol is used for 

the Logical Link Control (LLC) portion of the data link layer. (See Figure 2.1) 
 

 

Figure 2.1: 802.11 Frame Referenced against OSI Model 

 

The security challenge in wireless networks is more serious than in traditional 

wired networks. This is because wireless networks: (1) use air as a transmission 

medium; and (2) usually use an omni-directional, built-in antenna. This radiates 

data over an area that may exceed the limits of the area physically controlled by the 

user. A potential data-thief does not need to physically connect to the wireless 
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networks as in wired networks. 

 

2.1. Authentication  

 

Prior to the normal communication process, wireless clients and Access Point (AP) 

must establish a mapping relationship. This is called ‘association’. Any wireless 

client who wants to exchange data with the AP must firstly go through an 

authentication process to prove its legitimacy. Once their legitimacy is proven they 

are then associated [2].  

 

 

Figure 2.2: Three States of Authentication in IEEE 802.11 

 

As shown in Figure 2.2, there are three states for mobile client stations in wireless 

communications. States 1 and 2 mean clients cannot participate in the WLAN data 

communication process, as in State 3. Thus the authentication process acts as a gate 

to keep an active intruder out. 
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Two types of client authentication are defined in the IEEE 802.11 original 

standard: 

 

Open System Authentication    
A WLAN client sends a simple authentication request containing the station ID to 

the AP. The AP sends an authentication response back to indicate if the request has 

been successful. When successful, both stations are considered to be mutually 

authenticated. 

 

It is actually a ‘null’ authentication. In other words, every client who requests an 

authentication is authenticated. It is usually implemented where ease-of-use is most 

important. 

 

Shared Key Authentication    
This is an improved version of the Open Authentication. Both stations taking part 

in the authentication process must have the same ‘shared’ key. Any station wishing 

to utilise the shared key authentication must implement WEP. 

 

 

2.2. WEP Algorithm 

 

In order to protect the safety of the user’s data in WLAN, the IEEE 802.11 

standards have incorporated Wired Equivalent Privacy (WEP) encryption standard. 

Basically, WEP provides security by encrypting the information transmitted over 

the air from plaintext to ciphertext. Only the receivers with the correct encryption 

key can decrypt and see the information. WEP was chosen for the following 
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features [3]: 

• Reasonably strong. It uses a steam cipher named Rivest Cipher 4 (RC4), 

and crack-difficulty grows with key length. 

• Self-synchronising. CRC-32 algorithm is used to ensure the data integrity 

and its contents are protested by WEP. 

• Efficient. Enabling WEP in WLAN has a trivial effect on the data transition 

rate (this is called TCP throughput).  

 

2.2.1. Key Format in WEP

 

In WEP, two processes are applied to the plaintext data: One protects against 

unauthorised data modification; the other encrypts the plaintext. (See Figure 2.3) 

 

Figure 2.3: WEP Encryption Algorithm 

 

Redundancy Process: 

• Compute the Integrity Check Value (ICV, 32-bits) using CRC-32 integrity 

algorithm over the plaintext. 

• Concatenate the ICV to the plaintext to produce the plaintext Protocol Data 

Unit (PDU). 

__________________________________________________________________ 
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Encryption Process: 

• On the transmitting station, a secret key (40-bit) is concatenated with an 

Initialization Vector (IV, 24-bit) to produce a 64-bit key called “seed”. (The 

length of a seed can also be 128-bit or even 256-bit. This will be discussed 

later) 

• The seed is imported into the Pseudorandom Number Generator (PRNG). 

PRNG uses an RC4 algorithm to produce a pseudorandom key sequence 

(keystream) based on the seed. (Note that the length of the keystream is 

equal to the length of the plaintext PDU.)  

• The plaintext PDU is then XORed with the keystream to produce the 

cyphertext PDU. The IV and the cyphertext PDU form the actual data sent 

in the data frame.  

 

In the decryption process, the IV of the incoming message is used to generate the 

identical keystream to decrypt the cyphertext PDU to the plaintext PDU. An ICV is 

also produced over the plaintext. It is compared to the ICV and transmitted with the 

incoming message to check the data’s integrity. 

 

2.2.2. Weaknesses in WEP 

 

There are several deficiencies with WEP: 

 

a) Insecure distribution and storage of the secret key. 

 

In the WEP encryption process, only the shared secret key is correspondingly 

fixed and kept secret from an intruder. The WEP standard uses the same secret 
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key to encrypt and decrypt the data. Unfortunately, the IEEE 802.11 standard 

does not indicate a method for distributing the secret key to each station. It 

assumes that the secret key has been distributed by a secure means, which is 

the reason why WEP is called the pre-share key standard. 

 

The shared secret key is stored in every client’s computer. In the case of a 

Linux Operation System, the key is stored in cleartext, and can be easily read 

by any user. In Microsoft Windows, the key is stored in the windows registry as 

encrypted text. A simple crack method for hackers is to extract the key from the 

windows registry and import it to their own computer’s windows registry [4].  

 

b) Insecurity with IV 

 

The WEP standard does not require IV to be varied from packet to packet but, 

for safety purposes, it recommends this should be done. However, it employs a 

24-bit IV, which only has 224, 17,777,216, possibilities. In a busy wireless 

network, a repeat IV will appear only after several hours (called IV Collision). 

When an IV collision happens, two cyphertexts will be encrypted with the same 

keystream. If one collects these two homologous packets, the keystream in use 

can be obtained through XORing, as in the following equations. 

 

           C1=P1 XOR RC4 (v, k) 

           C2=P2 XOR RC4 (v, k) 

           C1 XOR C2= ((P1 XOR RC4 (v, k) XOR (P2 XOR RC4 (v, k)) 

           C1 XOR C2=P1 XOR P2 

                       C-ciphertext   P-plaintext    v-IV    k-secret key 
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The hacker simply stores this keystream in a table using the IV as an index. 

After collecting all the 224 possibilities of the keystream, the hacker can adopt a 

so-called “Dictionary Attack” on the wireless network. 

 

The aforementioned illustration assumes that the IV is incremented one by one 

across all possibilities. In most scenarios, the IV is selected randomly, which 

dramatically increases the chance of an IV Collision. One can see the crack 

example in Arbaugh, Shankar and Wan [5] and Borisov, Goldberg and Wagner 

[6], and in the upcoming chapter. 

 

So far, the discussion has centred on the 64-bit (40-bit secret key with 24-bit IV) 

key.  In reality, 128-bit (104-bit secret key with 24-bit IV), or even 256-bit 

(232-bit secret key with 24-bit IV) would not be rare. As the flaw in WEP 

exists in the algorithm itself, not the length of the key, the above crack method 

is still feasible but will take more time. The study outlined in Walker [7] also 

reached this conclusion and is substantiated by the outcome of experiments 

referred to in Chapter 3. 

 

c). Insecurity with RC4 

 

RC4 is a flawed stream cipher algorithm. According to the results in Fluhter, 

Mantin and Shamir [8], the important information about the shared secret key 

could be obtained by using the first word of the keystream. Many tools to 

attack RC4 have been distributed over the internet. 

 

d). Insecurity with CRC32. 
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WEP uses a well-known CRC32 algorithm to protect against unauthorised data 

modification. To circumvent this defect, an attacker can compute the new 

CRC32 number after modifying the plaintext and put it back into the data 

frame to make it act as a real data frame. 

 

e). Short of effective key management. 

 

In summary, there are three Security Architectures from the above: 

 

 Open authentication without WEP  

 Open authentication with WEP  

 Shared key authentication with WEP  

 

In reality, shared-key authentication is flawed and is rarely used. Generally, only 

the former two authentications are used. 

 

2.3. 802.11 Packet Format 

 
Prior to a discussion of wireless security, it is necessary to understand the 802.11 

packet format. This is because most of the valuable data can be gathered from the 

raw packets stolen from the air. 

 

There are many software tools available for analysing packets, including tcpdump 

(which runs under Linux) and AiroPeek NX from the Wildpackets group (which 

runs under Microsoft Windows). Because of its compatibility and popularity, 

AiroPeek NX was used for this research. In addition to packet-capture capabilities 

this software is capable of traffic analysis and provides a graphic view of the 
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network. With 23 new specific diagnosis models and comprehensive support for all 

802.11 Standards, AiroPeek NX is a real-time, expert wireless LAN analyser tool 

for WLAN users [9]. 

 

Because 802.11 protocols specify the lower layer of the physical and data link in 

the OSI network model, the first part in the 802.11 data packet (See Figure 2.4) is 

the PLCP header. This is added by the OSI physical layer and has no significance 

in the future analysis. AiroPeek NX just overlooks it.  

  

Figure 2.4: 802.11 Packet Structures 

 
The next important part of the frame is the MAC Header. This comprises the 

frame control, address and sequence control information that an intruder needs. 

The Mac Header field will be discussed more detail in the next section. 

 

The Network Data field is the data in the higher OSI layers. It usually includes the 

IP header, TCP header and application data. 

 

The Frame Check Sequence (FCS) field is a checksum calculated over the MAC 

header and the frame body using the CRC-32 integrity algorithm to ensure the 

__________________________________________________________________ 
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integrity of the message. In Figure 2.4, it is evident that this field is still plaintext 

even with WEP enabled. 
 

2.3.1. MAC Header Field Format 

 

Although the MAC Header field only contains 30 bytes, all the basic configuration 

and communication parameters of WLAN are expressed in these 30 bytes (See 

Figure 2.5). This field is essential for intruders and should be well-protected.  
 

 

Figure 2.5: 802.11 MAC Header Structure 

The Duration field indicates how long, in milliseconds, a communication channel 

is reserved. If one node has reserved the channel, no other nodes can transmit data 

at that time. The Network Allocation Vector (NAV) stores this duration information 

and it is traced for every node.  

The Address field contains BSSID, source address, destination address, the 

transmitting station address and the receiving station address. This information is 

very useful to a hacker. These addresses are usually the physical addresses of NIC, 
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called the MAC address. The MAC address is 6-bytes long and globally unique. 

The first three numbers contain information about the vendor of the hardware. 

From http://standards.ieee.org/regauth/oui/oui.txt one can identify the vendor using 

the first three numbers of the MAC address.  
 

The Sequence Control field contains information on the sequence of the 

packets and is used for reassembly purposes.  
 

One might have noticed that we leave the Frame Control field until the end. 

This is because this field is the most complicated part in the MAC header, despite 

being only 2-bytes in length. 

 

The Frame Control field consists of: 
 

 Protocol Version field is used to appoint the 802.11 standard visions 

(802.11a, b or g) of the current WLAN network to ensure compatibility.  

 

 Type and Subtype field defines the type of frame. Generally, there are three 

types of frames used in a WLAN network: Management, Control and Data. 

Subtype will define the exact type of frame.  

 

 To DS and From DS field indicates the frame flow direction. It needs to be 

combined with the Address field to make receivers understandable. 

 

 More Fragments identifies the data or management frames that have 

another fragment following. 

 

 Retry field is used for packet reassembly purposes. 

 

http://standards.ieee.org/regauth/oui/oui.txt
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 Power Management field tells the station to turn on the power-saving state 

after completing the current communication. Power is vital for portable 

equipment. 

 

 More Data field is used to remind a station in power-saving mode that there 

is still more data waiting in the buffer. 

 

 WEP field defines whether or not WEP encryption is enabled on the current 

network. If so, this field will be 1. 

 

 Order field indicates the ordering of transmitted packets.  
 
It is not hard to imagine that the Protocol Version, Type and Subtype, To DS, From 

DS and WEP fields will greatly attract an intruder’s interest. 
 

Type Subtype 

  0000 Association Request  

  0001 Association Response  

  0010 Reassociation Request  

  0011 Reassociation Response  

  0100 Probe Request  

  0101 Probe Response  

00 0110-0111 Reserved  

  1000 Beacon  

  1001 Announcement Traffic indication message 

  1010 Disassociation  

  1011 Authentication  

  1100 Deauthentication  

  1101-1111 Reserved  



 
T2.3. 802.11 Packet Format 

 

__________________________________________________________________ 
Created by: Zhaohui Sun                                  Page 27 of 201 

Table 2.1: Types of Management Packets in 802.11 

 

The management packets are used for authentication and association purposes 

(See Table 2.1). As mentioned before, any wireless station that wants to participate 

in the WLAN data communication process must firstly change its state from 1 to 3 

through sending and receiving appropriate authentication and association packets 

[10]. 

 

The Probe Request packet is used to actively seek any available networks by client 

stations. If an AP receives a Probe Request packet, it will send a Probe Response 

packet with station parameters, such as supported data rates. Once the connection 

is established, the Beacon packet will be sent by the AP to the station periodically 

to announce its presence. 

 

Type Subtype 
  0000–1001 Reserved  

  1010 Power Save (PS)-Poll  

  1011 Request To Send (RTS)  

01 1100 Clear To Send CTS  

  1101 Acknowledgment (ACK)  

  1110 Contention-Free (CF)-End  

  1111 CF-End + CF-Ack  

Table 2.2: Types of Control Packets in 802.11 

 
The Control packets are used to establish a normal communication session (See 

Table 2.2) by a 4-way handshake between the station in state 3 and the AP. Firstly 

a Request To Send (RTS) will be sent from the station to the AP. If the AP is in an 

idle state, a Clear To Send (CTS) will be sent back to start the transmission of the 
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data. After this, an Acknowledgment (ACK) packet will answer every successful 

data packet transmission received by the AP. (See Figure 2.6) 

 

Figure 2.6: A Four-way handshake process in 802.11 

 
It is conceivable that the data packet whose type code is 10 will become the 

intruder’s final target after obtaining the necessary communication parameters and 

cracking the WEP. A filter can be contrived according to type 10 to appropriately 

capture data packets in AiroPeek NX. 

 

2.4. Attacks against WLAN 

 

Owing to deficiencies in 802.11 standards, a lot of attack methods have proven to 

be practicable in recent years. Generally, these methods can be divided into passive 

attack and active attack according to whether the intruders are latent or transparent 

in targeting WLAN. Of course, the traditional attack methods aimed at TCP/IP 

wired networks are still workable in wireless networks. However, this is beyond 

the scope of this thesis.  
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2.4.1 Passive Attack against WLAN 

 

The intruders that launch passive attack are like ghosts in targeting WLAN. 

Without being known by AP and other stations, they have filched the important 

information. 

 

2.4.1.1. Crack WEP 

 

If WEP is enabled in a WLAN, the first thing an eavesdropper needs to do is to 

crack WEP. To do so, the eavesdropper’s wireless NIC needs to be put into 

‘Monitor Mode’ to capture packets without being associated with the WLAN. 

Because the eavesdropper does not transmit any packets the AP cannot detect its 

existence. There are several freeware packages published on the internet that can 

do the task (such as WEPCrack, and Airsnort  released by the Shmoo Group). [11]

WEPCrack and Airsnort require approximately 5–10 million encrypted packets to 

be gathered to calculate the WEP key, and both run under Linux. Their application 

will be discussed in the next section.

 

2.4.1.2. Eavesdrop and Traffic Analysis 

 

After cracking the WEP, the WLAN is totally open to an intruder. Now the 

intruder can set the NIC into ‘Promiscuous Mode’. This allows NIC to view all 

wireless packets on the WLAN (whether or not it is sent to you) and use a network 

traffic sniffer program to analyse the data packet. Thus important information can 

be collected. Such practicable software includes tcpdump and AiroPeek NX. 
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2.4.2. Active Attack against WLAN 

 

If a passive eavesdrop does not satisfy the intruder, he or she will probably deploy 

the active attack against WLAN to disrupt the normal network connectivity and 

service. 

 

2.4.2.1. IP Spoofing 

 
In IP spoofing, an intruder gains unauthorised access to a computer or a network 

by impersonating himself to a legal client in the target network. The intruder 

harnesses more information or sends a malicious message. From the AP’s point of 

view, all the information is coming from a trusted machine, without knowing that 

that machine has been “spoofed” by the intruder. Man-IN-Middle (MIM) attack is 

one of the IP spoofing attacks. 

 

2.4.2.2. Denial of Service (DoS) Attack 

 

Nowadays, a DoS attack is one of the most popular and problematic attacks on 

network security. It can flood or paralyse a victim network with an overwhelming 

volume of data; overload system or network resources such as bandwidth, disk 

space, CPU time; or prevent or deny legitimate users access to the AP. Examples 

of the DoS attack in wired networks include nuke, ping of death, DDoS, WinNuke 

and so on [12]. Below are counterparts in the wireless network: 

http://en.wikipedia.org/wiki/Bandwidth
http://en.wikipedia.org/wiki/Nuke_%28computer%29
http://en.wikipedia.org/wiki/Ping_of_death
http://en.wikipedia.org/wiki/WinNuke


 
T2.4. Attacks against WLAN 

 

__________________________________________________________________ 
Created by: Zhaohui Sun                                  Page 31 of 201 

 

 Duration Attack 

Intruders take advantage of the Duration field in the MAC header by sending 

frames with unusually huge duration values. This forces the AP reserve 

communication channel to wait until the value reaches zero. When the intruder 

keeps sending continuous packets with huge durations, other nodes will be 

prevented from operating for a long time, thereby denying service. 

 Deauthentication and Disassociation Flood Attack 

As mentioned before, any wireless station that wants to participate in the 

WLAN data communication process must stay in State 3. Intruders can force a 

station into the unassociated/unauthenticated state (State 2 or State 1) by 

spoofing Deauthentication or Disassociation frames from the AP to a client. 

Typically, client stations would need to reassociate to regain service until the 

intruder sends another disassociation frame. An intruder would need to 

repeatedly spoof the disassociation frames to keep the client station out of 

service. 

 Access Point Overloaded 

APs maintain the state information of associated clients (stay in State 3) in the 

client association table. Whenever the client association table reaches the 

permitted level, new association requests will be rejected by the AP. This state 

is called AP Overloaded. Intruders can achieve this by forging a number of 

client stations with different IP and MAC addresses to flood the AP’s client 

association table. 
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2.5. Recent Improvements and their Limitations 

 

The potential security problems pose a great threat to wireless popularisation. 

Multitudinous security proposals or technologies have been brought forward by 

wireless vendors and alliances to respond to it. However, as one can conclude from 

the upcoming analysis, they also have limitations. 

 

2.5.1. MAC Address Filtering 

 

Based on the fact that every Network Interface Card (NIC)’s MAC address is 

solidified in EPROM and globally unique, several vendors add Access Control List 

(ACL) in the AP through NIC’s MAC address filtering to increase security [13]. 

Whenever a wireless client wants to establish an authentication relationship with 

the AP, it must provide a legal MAC address in the AP’s list.  

 

One can see that the MAC address is easily ‘sniffed’ since it appears in the 

cleartext even when WEP is enabled. In addition, some NIC’s MAC addresses can 

be modified by a configuration program. As a result, the intruder can catch the 

legal MAC address by analysing the Beacon packet and changing the MAC 

address to masquerade as a legal client.  

 

With regard to some Network cards that do not support the function of changing 

the MAC of NIC, SMAC software is a good choice. SMAC is powerful and takes 

advantage of easy-to-use Windows software that allows users to change MAC 

address. It changes the “software based” MAC addresses instead of the hardware 

built-in MAC addresser, and the new MAC addresses will be sustained after OS 
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reboots. (See Figure 2.7) 

 

Figure 2.7: The User Interface of SMAC 

 

Because maintaining the list of legal MAC addresses will increase the wireless 

manager’s workload, MAC Address Filtering may be the best option for small and 

fairly static networks. 

 

2.5.2. WEP\IPSec (Tunnel) Encrypted 

 

In recent years, several technologies have been produced by wireless hardware and 

software manufacturers to improve security. The Virtual Private Network (VPN) is 

one of successful example. VPN can provide a secure data transport link, or tunnel, 

over the public communication lines to make it feel like a private network [14]. It 

is especially suitable for small or medium-scale corporations who can’t afford the 

expense of a special line but want to ensure data security. 
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The typical VPN technologies include Microsoft’s Point-to-Point Tunneling 

Protocol (PPTP), CISCO’s Layer 2 Tunneling Protocol (L2RP), and the Internet 

Engineering Task Force (IETF)’s IP Security Protocol (IPSec). The last one is the 

most popular and works mainly on the network layer of the OSI Model. 

 

IPSec supports two encryption modes: Transport and Tunnel. In transport mode the 

IP Authentication Header (AH) protocol is adopted, and the data portion (payload) 

of each packet is encrypted, but the header is left untouched. In Tunnel mode the 

Encapsulating Security Payload (ESP) is chosen, and both payload and header are 

protected. On the receiving side, to accurately decrypt the data packet, the user 

must share the same key with the sending device. Simple Key Management for IP 

(SKIP) is optional in distributing the key [15].  

 

Comparing Figure 2.8 with Figure 2.1 one can see that after deploying the 

WEP\IPSec the important information in the packet (such as TCP data and IP 

header) is strengthened by IPSec. The unencrypted information left includes the 

LLC header, IV and FCS, which are of little use to intruders. The source MAC 

address, is the only important information exposed and should be considered 

supplemental to other methods of authentication. 

 

http://www.webopedia.com/TERM/I/header.html
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Figure 2.8: 802.11 WEP\IPSec Encrypted Frame Referenced against the OSI Model [16]

 

2.5.3. IEEE 802.1X Standards 

 

In order to reinforce the inherently weak authentication in the initial IEEE 802.11 

standards, the 802.1X standards were passed by the IEEE 802.11 Working Group 

in 2001. They were originally designed for a wired Ethernet Network, such as 

802.3 (CSMA/CD Ethernet local area network) and 802.5 (FDDI and Token Ring 

network). The 802.1X standards work in the network layer in the OSI 7-level 

model, and network access control is port-based.  

 

To improve the authentication level, the IEEE 802.1X standards use a new protocol, 

called the Extensible Authentication Protocol (EAP). This is built around 

challenge-response communication paradigms and is an extension of PPP 

(Point-to-Point Protocol) [17]. EAP authentication contains three main components: 

a wireless client (called Supplicant), a wireless AP (called Authenticator) and an 

authentication server. The Authentication server is usually a RADIUS (Remote 

Authentication Dial-In User Service) server, which records all the information for 

legal identity. In a small-scale wireless network, the authenticator and RADIUS 
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Server can be the same computer. 

 

Figure 2.9 depicts a typical EAP authentication session.  

 

 

Figure 2.9: 802.1X Authentication Process 

 

The IEEE 802.1X standards provide better access control, authentication and key 

management than the 802.11 standards. However, there are still some flaws in the 

802.1X [20]. These include: 

 

Absence of Mutual Authentication 

The process of the 802.1X authentication is only one-way, from authenticator to 

supplicant. From the supplicant’s view, the authenticator is always a trusted entity. 

This imbalance could lead to a Man-In-Middle (MIM) attack (See Figure 2.10). 
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Figure 2.10: The Man-In-Middle Attack 

 

Race-Conditions in the Loose Consistency 

Because of loose consistency between the 802.1X and the 802.11 machines, a 

session-hijack attack can be performed [18]. An intruder waits until a valid user 

authenticates, blocks the current session, then pretends to be that user. In such a 

situation, from a real user’s view, this session has been started. From the AP’s view, 

the user still keeps the connection. 

 

2.5.4. WPA Standard 

 
At the end of 2002 the Wi-Fi Alliance proposed the Wi-Fi Protected Access (WPA) 

standard to patch the security of WEP. Certifications for implementation of the 

WPA standard started in April 2003 and became mandatory in November 2003. 

 

As a successor of WEP, the WPA standard adopts the IEEE 802.1X standards for 

user authentication and Temporal Key Integrity Protocol (TKIP) for payload 

encryption. The WPA supports two authentication modes: one is the 802.1X+EAP 

(the users are authorised by a substantive RADIUS server). The other is a simpler 

version: WPA-PSK (Pre-Shared Key). The secure key can be distributed in every 
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previous NIC, AP and router.  

 

Initially referred to as WEP2, the TKIP provides a 128-bit security key and a 48-bit 

IV (compared to the 24-bit IV in WEP). This is shared among clients and the AP. It 

then combines the temporal key with the MAC addresses of the client machines 

and adds a relatively large 16-octet initialisation vector to produce the key that will 

encrypt the data [19]. The TKIP still uses the RC4 algorithm to perform the 

encryption, but the temporal key is forced to change every 10,000 packets. As 

mentioned before, the known attack methods that aim at the vulnerability of RC4 

are still feasible in WPA. 

 

To ensure the data integrity, the WPA abandons the weak CRC-32 algorithm to 

embrace the Message Integrity Check (MIC) algorithm [17]. The MIC can 

effectively prevent the malicious alteration of the payload even without knowing 

the WEP key. 

 

The legacy wireless equipments can support the WPA standard by upgrading the 

hardware firmware and encryption software. The Wi-Fi Alliance admits that the 

WPA standard is only an interim standard between the WEP and the 802.11i 

standards.  

 

2.5.5. IEEE 802.11i Standards 

 

On 25 June 2004, after three and a half years in development, the IEEE 802.11i 

standards [21] were finally authorised by the IEEE 802.11 committee. The 

standards define a Robust Security Network (RSN) framework including a novel 

four-way handshake mechanism and a stronger encryption algorithm. 
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The security specialty of 802.11i standards can be viewed as consisting of two 

main pieces: 

 

a). Authentication and key management enhancement 

 

The 802.11i standards incorporate the 802.1X standard for robust user 

authentication and encryption key distribution. From Figure 2.11 one can see 

that the 802.11i standards support two 802.1x-based authentication modes: 

Pre-shared key and EAPOL authentication. The former is mainly designed for 

simplifying the management of wireless networks 

 

 

Figure 2.11: 802.11i Security Structure [23]

__________________________________________________________________ 
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b). Encryption Enhancement 

 

In order to enhance confidentiality, two advanced cryptographic algorithms are 

introduced in 802.11i standards: the TKIP and Counter-Mode/CBC-MAC 

protocol (CCMP). They both provide enhanced data integrity over WEP, while 

the TKIP is a short-term solution. 

 

Unlike the TKIP, the CCMP employs the Advanced Encryption Standard (AES) 

[22] as the encryption method. The AES algorithm is a symmetric block cipher 

that can encrypt and decrypt information using the same key. It is capable of 

using cryptographic keys of 128, 192 and 256 bits to encrypt and decrypt data 

in blocks of 128 bits [24]. The CCMP is a long-term solution for WLAN 

security and mandatory in 802.11i deployment. 

 

The IEEE 802.11i standards are by far the most secure in the current WLAN 

environment. There had been no published claim of success in cracking the 802.11i 

at the time this thesis was written. The main difficulty for corporations in 

deploying the 802.11i standards is, perhaps, the expense. All wireless equipment, 

such as NICs, APs and switches, are required to change to 802.11i-compatible 

products. 

 

2.6. Mounting a Real Attack in LAB 

 

Real attack experiments were done in a laboratory to validate the academic security 

analysis. Firstly, appropriate software and hardware were chosen. 
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2.6.1. Operation System Selection 

 

There is no denying that the windows operation system is the most popular 

nowadays, while Linux is the hacker’s favorite because free attack tools can be 

found on it. For compatibility and popularisation purposes, Redhat Fedora 1 was 

chosen as the crack platform and Windows XP as the packet-capture platform. 
 

2.6.2. Wireless Equipment Selection 

 
The following wireless card chipsets are currently on the market [25]: 
 

 Prism Chipset 

The Prism chipset is the oldest 802.11 transceiver chipsets produced by 

Intersil, Inc. (http://www.intersil.com). Because Intersil Inc adopts a 

completely open policy about its chipset specifications, a lot of unofficial 

tools and modified drivers can be found on the Internet. This makes it 

popular among hackers. 

 Cisco Aironet Chipset 

Like the other products of Cisco, the Aironet chipset is very good quality and 

nearly perfect for wireless network detection. This is due to its excellent 

receiving sensitivity and well-supported antenna diversity. Its shortcomings 

exist in the proprietary chipset specifications and its high cost. Generally, 

hackers use Aironet cards for site surveying, rogue access points detection, 

and multiple-channel traffic analysis. 

 Hermes Chipset 

http://www.intersil.com/
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The third very common 802.11 client card chipset is the Hermes chipset, 

developed by Lucent Inc. It has a good receiving sensitivity and is 

user-friendly. Most Hermes chipset cards have an external antenna connector 

enabling hackers to easily employ full 802.11 penetration testing.  

 Symbol Chipset 

Like the Cisco Aironet chipset, the Symbol chipset is also derived from Prism 

II cards with their own MAC layer controller. Although it has the advantage 

of saving power, its transmitting and receiving range is comparably lower. 

 Atheros Chipset 

The Atheros AR5000 chipset is the most common chipset used in 802.11a 

devices. Its features include low power consumption and good operational 

reliability. 

After comparing the advantages and disadvantages of these chipsets, the D-Link 

DWL_660 wireless card was chosen as the test NIC due to: 

 Prism II chipset whose driver is very easy to find 

 16-bit PCMCIA card (PC Card Type II) for notebook PC  

 Up to 11Mbps data transfer rate  

 Security with up to 256-bit WEP data encryption  

 Supports Windows 98, 2000, ME, XP and Linux 

 MC Card Socket for external antenna 

 Very cheap 

Considering compatibility, the AP was chosen from the same company: D-Link 

DWL-900 AP+. Its specifications include: 

 Up to 22Mbps data transfer rate 
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 Supports 64, 128 and 256-bit WEP data encryption 

 Supports Windows 98, 2000, XP and Linux  

 SMA-male connector to support external antenna 

 15 dBm (30 mw) power output 
 Cheap price 

2.6.3. WEP Cracked 

 

After selecting the proper hardware, a normal wireless computing network was set 

up; a 64-bit WEP key was put in AP; wireless traffic was generated and Airsnort 

was used to capture the data packet. ICMP Ping Flood software available at 

www.portalsec.com was chosen to generate incessant wireless traffic with a large 

number of pings and a timeout of 0.  
 
The next step was to install D-Link DWL-660 NIC in Redhat Fedora 1. As 

mentioned before, the Fedora built-in Orinoco_cs driver needed a patch [26], thus 

the monitor mode (pick up the data packages via the PF_PACKET interface) could 

be supported.  

# cd /tmp 

# wget http://ozlabs.org/people/dgibson/dldwd/orinoco-0.13b.tar.gz 

# wget http://airsnort.shmoo.com/orinoco-0.13b-patched.diff 

# tar xzf orinoco-0.13b.tar.gz 

# cd orinoco-0.13b 

# patch -p1 < ../orinoco-0.13b-patched.diff 

# make 

# make install 

http://www.portalsec.com/
http://ozlabs.org/people/dgibson/dldwd/orinoco-0.13b.tar.gz
http://airsnort.shmoo.com/orinoco-0.13b-patched.diff
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If this step is successful, when one uses iwpriv command to check the available 

private ioctl that the wireless card supports, the following message (Figure 2.12) 

should appear: 

 

Figure 2.12: Screenshot of iwpriv Return Messages 

To get Airsnort to work, one needs to have the following available software: 

• Libpcap 0.7.1 or later 

• Gtk+-1.2 or later as Airsnort is a gui application. 

• gtk+-devel 1.2 or later in order for autogen.sh to work 

As Fedora 1 already has a built-in gtk+-1.2 and gtk+-devel 1.2, the final task was to 

update the libpcap and install Airsnort 0.2.4a: 

# rpm –Uvh libpcap-0.7.2-7.1.rpm 

# tar xzf airsnort-0.2.4a.tar.gz 

# cd airsnort-0.2.4a 

# ./autogen.sh 

# make 

__________________________________________________________________ 
Page 44 of 201                                  Created by: Zhaohui Sun 

http://www.gtk.org/


 
2.6. Mounting a Real Attack in LAB 

 
Now the Airsnort executable files were in the airsnort-0.2.4a/src subdirectory. To 

get it to work, it was necessary to run Airsnort, and select the proper channel (in this 

case, channel 6 was used) and driver type (must be Host AP/Orinoco). After that, 

Airsnort started to passively monitor wireless transmissions around it.  

It took five days to crack the 40-bit security key of WEP. Airsnort grasped nearly 3 

million encrypted packets and 2226 interesting packets (the packet encrypted with a 

weak IV, whose second byte of IV is OxFF) to derive the security key--- Hex: 

35:36:37:38:39, ASCII: 56789(See Figure 2.13) 

 

Figure 2.13: Screenshot of Cracking 64-bit Password of WEP 

 

The 128-bit WEP (104-bit security key + 24 IV) case was tried. To my surprise, 

after two weeks, Airsnort had not collected enough interesting packets to derive the 

security key, to say nothing of the 256-bit WEP (232-bit security key + 24 IV). I 

thought it was due to Airsnort’s inefficiency so I found another WEP-crack software, 

released on 1 October 2004, from the internet (aircrack 2.1). Airsnort usually 

requires more than five million unique IVs to crack a 128-bit WEP, whereas aircrack 

needs many times less IVs. Additionally, most post-2002 WIFI equipment filters the 

“interesting” IVs that Airsnort relies on. In this situation, Airsnort will no longer be 
__________________________________________________________________ 
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applicable (in theory). 

 
Aircrack is also easy to use. The suite includes a capture packets tool named 

Airodump and WEP-crack tool. Like Airsnort, the results rely on the quality of 

capture file that airodump generates. 

 

Figure 2.14 and Figure 2.15 are the results of airodump and aircrack in a 128-bit 

WEP case. It only took ten hours for airodump to capture 500k unique IVs. 

 

 

Figure 2.14: Screenshot of Airodump 

 

Aircrack derived the 104-bit security key (Hex: 31323334353637383931323334, 

ASCII: 1234567891234) after analysing the capture file. 
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Figure 2.15: Screenshot of Aircrack of 128-bit WEP 

 

To compare, Airsnort was started at the same time as Aircrack. When Aircrack 

finished the crack job, Airsnort only captured 606 “Interesting” IVs. This is 

one-fourth of that needed to crack a 40-bit security key. 

 

The 256-bit WEP key (232-bit security key + 24 IV) case is much more 

complicated and time-intensive. It took eight days to capture about 1M unique IVs 

whereas aircrack derived the WEP key within half a minute. (See Figure 2.16) 
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Figure 2.16: Screenshot of Aircrack of 256-bit WEP 

 
From the above attack experiments against a WLAN, one can conclude that current 

WLAN standards are by no means indestructible and, in a way, fragile against the 

attack, without an abortive Intrusion Detection System [27]. According to aircrack’s 

manual, it can even crack a 512-bit WEP and WPA’s IV. Due to the incompatibility 

of the equipment, such experiments could not be performed. Of course, in a real 

commercial WLAN, hackers would need patience to crack WEP as there is less 

traffic than in a laboratory. 
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2.6.4. Capture Packets using AiroPeek NX 

 

As mentioned before, the intruder can also use packet analysis software like 

AiroPeek NX (See Figure 2.17) to steal the assorted information. When the 

manager in the victim’s WLAN turns the WEP function on, all the data section in 

the packet is chaotic and reveals nothing for analysis, even with AiroPeek NX. This 

is the reason why the first step for an intruder is to crack WEP. After using Airsnort 

or aircrack WEP-crack tools to derive the current WLAN WEP key, one just 

imports it into AiroPeek NX. AiroPeek NX will figure out the corrupt data packet. 

 

 

Figure 2.17: The User Interface of AiroPeek NX 2.02 

 

A full collection of 802.11 packet samples captured by AiroPeek NX is shown in 

Appendix B. 

 

Among these packets, the Beacon packet sent by the AP to announce the beginning 
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of a Contention Free period (CF) needs to be specially noticed. It carries very 

useful information about the BSS available to hackers, such as the source address, 

destination address, AP name, SSID, channel, supported data rates and number of 

clients. In fact, Airopeek NX acquires the basic knowledge about the current 

WLAN by analysing the Beacon packet. Below is a sample of the Beacon packet: 

 

Packet Info

  Flags:                0x00 

  Status:               0x00 

  Packet Length:        65 

  Timestamp:            13:44:45.275876800 12/02/2004 

  Data Rate:            4   2.0 Mbps 

  Channel:              6  2437 MHz 

  Signal Level:         50% 

  Noise Level:          0% 

802.11 MAC Header

  Version:              0 

  Type:                 %00  Management 

  Subtype:              %1000  Beacon 

Frame Control Flags:    %00000000 

                        0... .... Non-strict order 

                        .0.. .... WEP Not Enabled 

                        ..0. .... No More Data 

                        ...0 .... Power Management - active mode 

                        .... 0... This is not a Re-Transmission 

                        .... .0.. Last or Unfragmented Frame 

                        .... ..0. Not an Exit from the Distribution System 

                        .... ...0 Not to the Distribution System 

 

  Duration:             0  Microseconds 

  Destination:          FF:FF:FF:FF:FF:FF  Ethernet Broadcast 

  Source:               00:40:05:C4:BA:F7  Ani Comm:C4:BA:F7 

  BSSID:                00:40:05:C4:BA:F7  Ani Comm:C4:BA:F7 

  Seq. Number:          2143 

  Frag. Number:         0 

802.11 Management - Beacon

  Timestamp:            9689907489  Microseconds 

  Beacon Interval:      100 

  Capability Info:      %0000000001010001 

                        x....... ........ Reserved 
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                        .x...... ........ Reserved 

                        ..0..... ........ DSSS-OFDM is Not Allowed 

                        ...x.... ........ Reserved 

                        ....0... ........ Robust Security Network Disabled 

                        .....0.. ........ G Mode Short Slot Time [20 microseconds] 

                        ......x. ........ Reserved 

                        .......x ........ Reserved 

                        ........ 0....... Channel Agility Not Used 

                        ........ .1...... PBCC 

                        ........ ..0..... Short Preamble Not Allowed 

                        ........ ...1.... Privacy Enabled 

                        ........ ....0... CF Poll Not Requested 

                        ........ .....0.. CF Not Pollable 

                        ........ ......0. Not an IBSS Type Network 

                        ........ .......1 ESS Type Network 

 

SSID 

  Element ID:           0  SSID 

  Length:               7 

  SSID:                 802.11b 

 

Supported Rates 

  Element ID:           1  Supported Rates 

  Length:               5 

  Supported Rate:       1.0  (BSS Basic Rate) 

  Supported Rate:       2.0  (BSS Basic Rate) 

  Supported Rate:       5.5  (Not BSS Basic Rate) 

  Supported Rate:       11.0  (Not BSS Basic Rate) 

  Supported Rate:       22.0  (Not BSS Basic Rate) 

 

Direct Sequence Parameter Set 

  Element ID:           3  Direct Sequence Parameter Set 

  Length:               1 

  Channel:              6 

 

Traffic Indication Map 

  Element ID:           5  Traffic Indication Map 

  Length:               4 

  DTIM Count:           1 

  DTIM Period:          3 

  Traffic Ind.:         0 

  Bitmap Offset:        0 
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  Part Virt Bmap:       0x00 

 

FCS - Frame Check Sequence

  FCS (Calculated):     0xDD8248E4 

 

From the above, one can see that the MAC address of the current Access Point is 

00:40:05:C4:BA:F7, and SSID is 802.11b. It uses channel 6 and the maximum 

supporting data transfer rate is 22.0 MPS. Because the Beacon packet is sent by the 

AP to the whole WLAN network, the source address and BSSID are both 

00:40:05:C4:BA:F7, and the destination address is FF:FF:FF:FF:FF:FF. This is 

specifically referred to as a broadcast message. 

 

Similarly, the intruders can also perform the active attack against the victim 

WLAN after obtaining the basic information through a passive attack method. To 

do so, an 802.11 packet modification and injection program is needed. Aireplay, 

embedded in the aircrack suite, is perfect for this. Such an attack manual and 

procedure will not be covered in this thesis. 
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3. Increased Security Level using a 

Space-division Approach 

Unlike their counterparts in the traditional wired network, wireless communication 

equipment has a limited extent range, or coverage range. This is mainly determined 

by its transmission power, type and antenna. The antenna is an important 

component in the wireless communication system, as its parameters significantly 

affect the performance of whole wireless system. 

 

Although almost all wireless equipment uses a built-in omni-directional antenna, 

this does not exclude the possibility of using a directional antenna in WLAN. In 

recent years, several papers have been published that discuss the benefits of 

improving system capacity and decreasing multipath interference with the use of 

smart directional antennas, but few have mentioned another potential benefit: 

improving system security performance. There are two reasons why this area does 

not attract more attention: 

 

 The comparatively large volume, which makes the traditional directional 

antenna impossible to embed in wireless equipment as portability is a key 

requirement in wireless communication; 

 The inflexible fixed beam direction character, which makes it difficult to find 

other stations in the mobile wireless communication network automatically 

 

With the dielectric-embedded and FD-TD optimisation design technology, Griffith 

University’s new smart-directional antennas have achieved over 80% reduction in 

volume. They can also automatically steer the beam to find the strongest signal. 

Such antennas should have a big market in wireless communications in the near 
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future.  

3.1. Antenna Conception and Useful Parameters 

 

An antenna is a device that transmits or receives electromagnetic energy. It does 

not require external power to operate. The antenna on a transmitter changes the 

energy from electric or magnetic to electromagnetic, while the antenna on a 

receiver changes the energy from electromagnetic to electric or magnetic. In other 

words, the antenna acts as a transducer in the communication procedure. 

 

Figure 3.1: Wave Propagation in Free-Space [1]

 

The electromagnetic (EM) waves radiated or received by an antenna consist of 

both time and space varying Electric (E) and Magnetic (M) fields, which are 

orthogonal to one another and to the direction of propagation. The properties of 

these EM waves are described by their amplitude and phase. 

 

There are three traditional radiation fields or regions in free space as a result of the 

radiated power of an antenna. They are known as: 

 

1. The near-field, also called the reactive near-field region, is the region that 

is closest to the antenna and in which the reactive field dominates over 
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the radiative field. 

2. The Fresnel zone, also called the radiating near-field, is the region 

between the near-field region and the far-field region. In this region, the 

angular field distribution depends on the distance from the antenna. 

3. The far-field, or Rayleigh distance, is the region where the radiation 

pattern is steady and is independent of distance. 
 
The above fields can be calculated as follows [2]: 
 

Region                          Distance from antenna (r) 

Near-field                           0 to 0.62√D3/λ 

Fresnel zone                         0.62√D3/λ to 2D2/λ 

Far-field                            2D2/λ to ∞ 

where: D = Maximum dimension of the antenna; 

r = Distance from the antenna; and, 

λ = Wavelength. 

 

An antenna has a number of parameters to evaluate its performance. In this thesis 

several basic ones, correlated with a wireless computing network, are discussed: 

 

Impedance is defined as the ratio of voltage to current inside the antenna. To 

transfer all of the energy from the transmitter to the antenna, the antenna 

impedance must identically match the transmission line’s characteristic impedance; 

any mismatch results in transmission efficiency reduction. 

 

The radiation pattern is an intuitionistic figure that describes how the antenna 

distributes the energy in space. It is also a resultant graphical representation of the 

far field radiation properties of the antenna described as a function of spatial 

coordinates. Usually we can use a 2-D Azimuth (xy plane) pattern and an Elevation 

(yz plane) pattern or a 3-D pattern. 
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Directivity and gain can be used to scale the radiating energy ability of an antenna 

in a certain direction. In equation form, peak directivity is the ratio of the 

maximum power in some direction to the average power radiated in all directions; 

gain is the ratio of maximum power in some direction to the average power in all 

directions times the efficiency, where efficiency is the ratio of radiated power to 

total power into the antenna [3]. Gain is therefore an indicator of an antenna’s 

efficiency. If an antenna is 100% efficient, gain will be equal to its directivity.  
 
Beamwidth is the width of the main radiated beam (main lobe) in degrees between 

two directions defined by the value of -3 dB below the peak intensity. It is not hard 

to understand that the higher the gain an antenna has, the smaller the beamwidth 

will be [4], since the energy radiated is concentrated into a smaller solid angle. 
 
Polarisation describes the orientation of the radiated wave’s electric field. 

Generally, an electromagnetic wave is elliptically polarised two general types of 

which are circular and linear. To establish maximum energy transfer between the 

transmitting and receiving antenna, both sides must have the same polarisation [5]. 

If not, a polarisation mismatch loss will occur. One thing to keep in mind is that the 

antenna’s polarisation is usually calculated or measured in free space. In reality, in 

a more complicated environment, some polarisation-sensitive phenomena (such as 

reflection, refraction or diffraction) can modify wave polarisation during 

propagation. 

 

One can classify antennas according to their structure, for example, monopole 

antennas, horn antennas, loop antennas, patch antennas, reflector antennas. In the 

security solution presented in this thesis, the newly-designed smart DE-ESPAR and 

DE-ESMB directional antennas were used. 

 



 
3.1. Antenna Conception and Useful Parameters 

 
It is hard to accurately define the smart antenna. Generally, with its specially 

designed structure, control circuitry and beam-forming algorithms, the smart 

antenna can intelligently control radiation characteristics in different environments 

[6].  

 

The application of smart antennas in the wireless computing network has existed 

for some time but has received little attention. This is due to their large physical 

size and the fact they are not available for mobile terminals and portable equipment. 

To address this, dielectric-embedded electronically switched multiple-beam 

(DE-ESMB) antenna arrays have been introduced. The structure and control 

circuit of the 17-element case is shown in Figure 3.2.  

 

 
(a)                                     (b) 

Figure 3.2: Geometry of the Dielectric Embedded Antenna Array. (a) Configuration 

of 17-element DE-ESMB Antenna Array. (b) Switching Circuits for Beam Control. [7]
 

This antenna comprises one centre element surrounded by two concentric circles of 

other elements. The centre element is always shorted to the ground plane while the 

surrounding elements can be switched to a number of possible states. The inner 

circle of elements may be either active elements, passive elements shorted to the 

ground, or passive elements isolated from the ground plane. The outer circle of 

elements is always parasitic, but can be switched from open circuit to short circuit. 

This antenna can produce four beams simultaneously, separated by 45º, with four 

possible beam directions at 90º spacing through the azimuthal plane. Based on 
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adaptive simulated annealing with the Finite-Difference Time-Domain (FDTD) 

modelling method, this antenna has achieved over 80% in volume reduction 

compared with its traditional counterparts. It is now suitable for use in an AP [8]. 

 

Unlike the DE-ESMB antenna, the structure of the DE-ESPAR antenna consists of 

one central feed element and one radially concentric-circle of surrounding elements. 

It is comparatively simple, as is shown in Figure 3.3. By electrically controlling the 

loading reactance, directional beams can be intended towards the recipient and 

nullifies any interfering signals [9].   

 

 
(a) (b) 

Figure 3.3: Geometry of the Dielectric Embedded Antenna Array. (a) Configuration 
of 7-element DE-ESPAR Antenna Array. (b) Beamforming Circuits for Beam Control [10]
 

Through an optimised control circuit design, it can now dynamically switch its 

beam to record and compare the signal strength. Once it finds the strongest signal, 

it holds its beam in that direction. Such an advantage dramatically improves the 

users’ convenience and eliminates the obstacle that hampers the smart antenna’s 

application in Ad-hoc mode as mentioned before. One can see the volume and 

performance comparisons of the smart antenna in references 11, 12, and 13. 
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3.2. Wireless Signal Coverage Range 

 

The radio waves in wireless communications do not simply cover the intended area 

and stop at a boundary line. This makes it easy for intruders as is shown in a 

previous chapter. So the question of how to optimally rectify the coverage range 

and sequentially decrease signal leakage, is a major challenge that every WLAN 

manager faces. 

 

Primarily, the range of a radio system is limited by the transmitter power, the 

receiver sensitivity and the gain of the two antennas involved, as well as any path 

loss caused by the distance between the transmitter and receiver. 

 

 

Figure 3.4: Free Space Loss 

 

The path loss is the loss between the output from the transmitting antenna and the 

input to the receiving antenna. To make it calculable, the Line-Of-Sight (LOS), or 

obstruction-free condition, is assumed. Signal power is diminished by geometric 
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spreading of the wavefronts when it radiates in clean air and good weather 

conditions. This is commonly known as Free Space Loss, and the Friis free-space 

propagation equation can be used to calculate it: 

Free Space Loss=20log10 (Frequency in GHz) +20log10 (Distance in Miles) +96.6 (dB) 

[14]

 

Because the IEEE 802.11 standard is a short-range communication protocol, for 

convenience purposes, we transform the Distance from Mile to meter, and the 

frequency from GHz to MHz: 

 

Free Space Loss=20log10 (Frequency in MHz) +20log10 (Distance in Meters) -27.5 

(dB) 

Figure 3.5 is the viewdata of free space loss in 2.4 GHz: 

 

Figure 3.5: Free Space Loss in 2.4 GHz by Matlab 

 

In addition, when the weather conditions are not ideal, additional loss will occur 

because of the absorption influence of the water vapour on the radio wave. Such 

effects of precipitation due to mist, fog, rainfall and snow are discussed in detail in 

The Effects of the Atmosphere and Weather on the Performance of a mm-Wave 

Communication Link (T.L.Frey, Jr.) [15]. 
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In reality, radio waves behave unpredictably, especially in the traditional office 

environment in which most WLAN is applied. It is impossible to ensure ideal 

conditions. When the radio wave travels from transmitter to receiver, it will 

encounter obstructions along the path of the signal, such as solid objects like trees, 

walls, windows and the floors of buildings. As a result, signal power is attenuated 

because some signal powers have been absorbed by objects. Attenuation can vary 

greatly depending upon the structure of the object which the signal is passing 

through. Table 3.1 lists the additional loss of signal on different obstructions [16]:  

 

Obstruction 
Additional Loss 

(dB) 
Effective 

Range  

Open space 0 100% 

Window (nonmetallic tint) 3 70% 

Window (metallic tint) 5–8 50% 

Light wall (drywall) 5–8 50% 

Medium wall (wood) 10 30% 

Heavy wall (15 cm solid core) 15–20 15% 

Very heavy wall (30 cm solid core) 20–25 10% 

Floor/ceiling (solid core) 15–20 15% 

Floor/ceiling (heavy solid core) 20–25 10% 

Table 3.1: Signal Loss for Obstacle Types 

 

Signal loss for obstacle types listed in Table 3.1 is obtained by making the signal 

go directly through the obstacle. If the signal goes through the obstacle with a 

degree, the length within the obstacle will increase. Signal Loss will also increase 

and may sometimes even double. 

 

In the case of using an extended cable on an exterior antenna, the power loss within 
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the cable and in the connectors (that connect the cable to the antenna) should also 

be enclosed.  

 

The most common cables used in unlicensed wireless peripheral equipment 

include: 

 

 RG-58 Commonly used for short cable and is not recommended for long runs. 

Loss at 2.4GHz per 100 feet = 24.8 dB. 

 LMR 195 Identical in gauge to RG 58, but with less loss. Loss at 2.4 GHz per 

100 feet =18.6 dB. 

 LMR 400 Used most commonly for antenna runs over 6 feet. Loss at 2.4 GHz 

per 100 feet = 6.6 dB. 

 LMR 600 The best, but also the most expensive cable. Loss at 2.4 GHz per 

100 feet = 4.3 dB. 

 

In most cases, it is assumed that the loss per connector is between 0.2 and 1.0 dB. 

 

In summary: 
(Received signal) = (TX power) - (TX cable loss) + (TX antenna gain) - (Free Space 
Loss) - (Attenuation) + (RX antenna gain) - (RX cable loss) (dB) 

The receiver has a minimum power threshold called Received Signal Level (RSL). 

This means that the received signal must have to achieve a certain bit-rate to make 

it receivable － we can refer to it as receiver sensitivity; if the signal power is 

lower than it then the connection will be considered as low in accuracy and 

untrustworthy. As an example, the receiver sensitivity of the D-Link DWL-660 

802.11b wireless card is: 

-94 dBm at 1 Mbps 

-91 dBm at 2 Mbps 
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-87 dBm at 5.5 Mbps 

-82 dBm at 11 Mbps 

In theory this means that in order to maintain the communication speed at 11 Mbps, 

this card must be consistently receiving a minimum signal level of -82 dBm. Any 

less and it is likely to drop to one of the lower rates; if the signal gets lower than 

-94 dBm then the connection may drop altogether. 

Signal to noise power ratio, or S/N ratio, is another important parameter for the 

receiver. The ratio is the minimum power difference between the received signal 

and the noise power. Noise can be caused by microwave ovens, cordless telephone, 

medical equipment or even other WLAN on the same frequency band. The S/N 

ratio is defined as: 

[ ]/ [ ] 10 log( )
[ ]

Signal mWS N dB
Noise mW

= ×  

As one can see from the above formula, if the signal power is more powerful than 

the noise power, the S/N ratio will be positive. If inverse, the ratio will be negative.  

If the noise level is very low then the system will be limited more by the receiver 

sensitivity than by the S/N ratio. If the noise level is high then the Signal/Noise 

ratio will be decisive in achieving a given data rate. Sometimes the noise level is so 

high that it can saturate some Wi-Fi radios and thus kill their connections 

completely. That is the reason why, in practice, the S/N ration is more significant 

to a wireless technician than simple signal strength. We use this parameter to 

measure the connection in the succeeding experiments. 

To sum up, in order to ensure the reliability of the wireless link, (received signal) 

must be greater than (receiver sensitivity). The critical point is (received signal) = 

(receiver sensitivity).  
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If we know every parameter of the transmitter and receiver, the maximum signal 

coverage range can be figured out using the above theory. To do this, one can use a 

very good online calculator at: http://www.signull.com/fsc.php。 

 

3.3. Security Level Definition 

 
From the former experiments of WEP cracking and data packet capturing, one can 

see that as long as an intruder wants to crack a current WLAN, he or his equipment 

must be within an area that contains both the AP’s signal and the station’s signal. 

This is the intersection area of these two signal areas. If one of these is defective, 

the information that the intruder gets will be incomplete and possibly 

incomprehensible. Of course, the AP’s signal is more precious than the terminal’s 

to an intruder because a lot of important information can be obtained from its 

management packet. This doesn’t mean the terminal’s signal is dispensable. We 

will refer to this area as the “security area” of WLAN and define the corresponding 

security level as a proportion of the signal area dimension and the security area 

dimension. 

 

Because most current WLAN equipment uses an omni-directional antenna as a 

built-in antenna, the security area is usually equal to the signal area. If the 

directional antenna is introduced to wireless communications, the situation is 

different. The security area will become smaller than the signal area. From the 

view of wireless security, the smaller, the better. 

 

With the LOS condition assumed, we use the distance from the AP to the terminal 

as the radius to draw a circle. The signal within this area is the focus in this 

research. Its dimension is called S1, and the security area’s dimension is called S2. 

http://www.signull.com/fsc.php
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We also refer to the beam bandwidth for the directional antenna used in the AP as θ, 

and the one used in the terminal as α. In order to accord with our ordinary notion, a 

logarithm is used to define the security level as: 
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10 1log( )
2
S

S
η ×
=  

 
Whether the AP and the terminal are using a directional antenna or not, four 

scenarios can be discussed: 
 
Scenario 1. AP: Omni-directional antenna 

       Terminal: Omni-directional antenna 

 

Figure 3.6: Security Level Definition 1 

 
Obviously, this is the traditional way. 

Security level 10 1log( ) log(10) 1
2
S

S
η ×
= = =  

 

Scenario 2. AP: Directional antenna 

       Terminal: Omni-directional antenna 
 
Because the usual signal pattern of the directional antenna is elliptical, it is very 

difficult to calculate its dimension. The simplified case can be achieved by using a 

sector instead of an ellipse to represent the antenna’s signal area whose two-sided 

border is defined by the 3-dB point and the angle of the sector is defined by the 

AP’s beamwidth θ. From Figure 3.7, one can see that the security area is decreased 
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from a circle to a sector compared with Scenario 1. The trendline diagram drawn in 

the Matlab program is also shown in Figure 3.7. 

 

 
(a)                                                (b) 

Figure 3.7: Security Level Definition 2 

S1=  2Rπ

S2=
360

2 θπR  

Therefore, the security level can be calculated: 10 1 3600log( ) log( )
2
S

S
η

θ
×

= =  

 

Scenario 3. AP: Omni-directional antenna 

       Terminal: Directional antenna 
 

This scenario is more complicated compared with scenarios 1 or 2. With the 

security area changing from a sector to a figure like a cake, the dimension of the 

security area is the sum of the sector’s dimension and that of the two triangles. 
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(a)                                         (b) 

Figure 3.8: Security Level Definition 3 
 
S1=πR2

180360
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−
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απα RRSSS triangletor +−=+=  

Security level is obtained as:  
10 1 10log( ) log( )

2 sin(180 )
180

S
S

πη παα

×
= =

− +
 

 

Scenario 4. AP: Directional antenna 

       Terminal: Directional antenna 

 
(a)                                         (b) 

Figure 3.9: Security Level Definition 4 
 

This is the most secure way that the security area changes to a regular quadrangle. 
 
S1=πR2
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S2= 2
tan tan

2 2

(tan tan )
2 2

R

θ α

θ α π

×
×

+ ×
 

So security level 
(tan tan ) 1010 1 2 2log( ) log( )

2 tan tan
2 2

S
S

θ α π
η

θ α

+ ××
= =

×
 

Along with the increment of the two antennas’ beamwidth, θ  and α , the 

two-sided border of the quadrangle will intersect outside the circle (See Figure 3.9 

b). As mentioned before, we are only concerned about the dimension within the 

circle. In this case, the dimension of the security area changes into the sum of the 

dimensions of the two sectors and the two triangles.  
 

And the critical condition is: 180
2
=+

θα  

 

When 180
2
≥+

θα  

180
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Figure 3.10 is the trendline figure of the security level scenario 4 in Matlab: 
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Figure 3.10: Security Level Definition 4 in Matlab 

 

Through the above analysis, one can draw the following conclusions: 

 Based on the figures above, we can define the security level standard 

according to the space use as follows: 

 

Security level Standard 
1 Low Security 

1~3 Light Security 
3~4 Medium Security 
4~ High Security 

Table 3.2: Security Level Standard Definition 

 

As one can see from Figure 3.7, security level 1 is the traditional way of 

using an omni-directional antenna. If a directional antenna is used in the AP 

to achieve light security, it requires the beamwidth of the directional antenna 

to be no less than 180 degrees. This is an easy task for the directional antenna. 
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To achieve medium security, 70 degrees is required. This is very difficult for 

current directional antenna structures, and most current directional antennas 

on the market have not reached this level. High security level will belong to 

the next-generation directional antenna.  

 

 On the other side, we define security based on the LOS condition. In reality, 

due to the contribution of reflection, scattering and diffraction with solid 

objects, there are still some signals in the shadowed or obstructed areas. These 

are evident in the simulation results and experimental results in Chapter 4. 

These unexpected signal leakages mitigate the security improvements brought 

about by the directional antenna. We need to compensate for that in our 

security level definition.  

 

 Using a directional antenna instead of an omni-directional antenna in WLAN, 

communication can greatly improve the security level. 

 

 Using a directional antenna in the server or the AP can result in more 

improvements to security level than if used in the terminal. For example, if the 

same beamwidth of 100 degrees is used in the AP, security 3.7 will be 

achieved; if used in the terminal, it can only get security level 2.4. 

 

 Using a directional antenna in both the AP and the terminal is the most secure 

method in WLAN. 

 

3.4. Graphic User Interface for Security Level 

Definition 

 



 
3.4. Graphic User Interface for Security Level Definition 

 
 

For the sake of the user’s convenience, the Graphic User Interface (GUI) software 

for security level definition in wireless networks was coded with Matlab. The 

paper prototyping of the design can be found in Figure 3.112 and corresponding 

codes can be found in Appendix C-J. Refer to References 17, 18, 19, and 20 for 

very useful information and assistance provided to the author. 
 
To use this software, one just runs the start.m in Matlab. A splash window shown 

in Figure 3.12 will display on the screen for about 3 seconds.  

 

 

 

Figure 3.11: Splash Window of the GUI 
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Figure 3.12: Prototyping of Security Level Definition GUI Design 

 

Figure 3.13 is the main page of the GUI where the user can see the logo of Griffith 
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University or select the “Help” menu. On the left side of the window, the user can 

indicate the antenna type that the AP and Terminal adopted (omni-directional or 

directional antenna) to select the corresponding scenario. The “Next” button will 

bring the user to the sub-menus. Because of the technical and computational 

complications, only the new ESPAR antenna can be used in this software. 
 

 

Figure 3.13: Main Window of the GUI 

 

To leave the GUI, the user just clicks on “Quit” (bottom right). The window shown 

in Figure 3.14 will pop up to ask whether the user needs to close the software or 

not. If the answer is “Yes”, the user will return to the Matlab console.  
 

 

Figure 3.14: Confirm Quit Dialog Message Box 
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If the user chooses the omni-directional antennas both in the AP and the terminal, 

then the window shown in Figure 3.15 will pop up. The applied formula and sketch 

map are displayed at the top. From the aforementioned analysis one can identify 

this as Scenario 1 in the security level definition. The bottom right “Back” button 

enables the user to quit from the current window and return to the main menu. 

 

 

Figure 3.15: Sub-Menu 1 of the GUI 

 

If the user chooses the directional antenna in the AP and the omni-directional 

antenna in the terminal, then the window shown in Figure 3.16 will pop up. In this 

window, the user can input the six impedance loads of the ESPAR antenna (with its 

number between -50 and 50, since we adopted the 7-element ESPAR antenna in 

our security solution). An alternate method is to drag the scroll box at the right side 

of the input field. 
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Figure 3.16: Sub-Menu 2 of the GUI 

 

If a number beyond the limit is entered, an “Error Dialog” window will pop up to 

remind the user of the correct limits. The input field will automatically reset for 

another attempt. 
 

 

Figure 3.17: Error Dialog Message Box 

 

After entering the correct six impedance loads of the ESPAR antenna, the user can 

click the “Calculate” button (bottom left). The beamwidth, the S11 return loss of 

the antenna and the security level of the system will appear in the bottom left 

message box. On the right side of the window the user can see the sketch map and 
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the security level trendline figure along with the beamwidth. One thing to keep in 

mind is that to improve the accuracy of the calculation, a mat data-file (named 

FieldsDEESPAR.mat) produced by Ansoft HFSS software is used. 
 
The “Pattern” button beside the “Calculate” button is used to draw the approximate 

radiation pattern of the adopted ESPAR antenna (See Figure 3.18). To achieve this, 

the polar plot function Matlab file (coded by Robert Schlub) is used to plot the 

pattern. 

 

 

Figure 3.18: Antenna Radiation Pattern Window of the GUI 

 

The user can also click the “Demonstrate” button beside the “Pattern” button to 

watch a short movie about the connection setup procedure of the terminal using the 

smart ESPAR antenna.  
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Figure 3.19: Antenna Pattern Movie Window of the GUI 

 

If the user chooses the omni-directional antenna in the AP and the directional 

antenna in the terminal, then the window shown in Figure 3.20 will pop up. The 

layout and structure of the sub-menu 3 is similar to sub-menu 2. The user also 

needs to input the correct six impedance loads of the ESPAR antenna in the 

terminal to see the beamwidth, S11 return loss, pattern and the system security 

level. The difference exists in the formula, the sketch map and the security level 

trendline figure along with the beamwidth. The bottom right “Back” button enables 

the user to quit from the current window and return to the main menu. 
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Figure 3.20: Sub-Menu 3 of the GUI 

 

If the user chooses the directional antenna both in the AP and the terminal, then the 

window shown in Figure 3.21 will pop up. As discussed in Chapter 3.3, this is the 

most complicated scenario in security level definition. Along with the increment of 

the antenna’s beamwidth, two different formulas will be applied. 
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3.4. Graphic User Interface for Security Level Definition 

 

 

 

Figure 3.21: Sub-Menu 4_1 of the GUI 

 

The user needs to input two groups of six impedance loads of the ESPAR antenna 

in the AP and the terminal, click “Calculate”, “Pattern”, and “Demonstrate” to see 

the parameters, pattern and a movie. One advantage of the software is that it can 

automatically change the appropriate formula and sketch map according to the 

entered impedances (comparing Figure 3.21 with Figure 3.22). The 3-D trendline 

figure is introduced at the right side of the window. 
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Figure 3.22: Sub-Menu 4_2 of the GUI 

: 
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4. Simulated and Experimental Verification 

and the Final Security Solution 

When electromagnetic waves transmit in real environments, they do not always 

follow a straight line. Generally, if the dimensions of objects in the wave’s path are 

large compared to wavelength (λ), reflection will occur; if they are small 

compared to λ, scattering will occur; and if the wave encounters an obstacle with 

sharp edges, diffraction will occur. Figure 4.1 illustrates the complicated 

propagation procedure.  
 

 

Figure 4.1: Indoors Propagation of Electromagnetic Waves 

 
Such a propagation mechanism is welcomed in ordinary wireless communications 

because it allows the radio waves to propagate into shadowed or obstructed areas. 

However, it is not welcomed from a security perspective since the signal will break 

through the signal area and destroy the security system. Even worse is that it is 

nearly impossible for the receiver to distinguish which wave is direct, reflected or 

diffracted. In order to minimise the detrimental impact on wireless security, the 
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signal distribution in a real environment (and how to decrease the inflection and 

diffraction) need be further investigated. 

4.1. Simulation Results Using FEMLAB 3.1 

 
As depicted in Figure 4.2, the indoor experimental environment (where WLAN 

operation will be investigated first) is a typical office area comprising two rooms. 

The dimensions of the examined region are 20 × 18 m. The three exterior walls are 

made of homogeneous 20-cm brick blocks with a conductivity equal to σ = 4.7 

mS/m and a relative dielectric constant of εr = 7. Glass windows are placed at the 

left-hand side of rooms 1 and 2, while we have σ = 1 S/m and εr = 1 (window 

frames and supporting beams in the walls). Rooms 1 and 2 are separated by a 

thinner (10 cm) partition, mainly made of plastic, whose parameters are σ = 0 S/m 

and εr = 3. 

 

Figure 4.2: Layout of the Examined Office Area. Three potential placements of the 
transmitting antenna are indicated. 

 
By choosing a spatial step of 10cm, a lattice model with an overall size of 200×180 

square cells is obtained. The mesh resolution at the examined frequency, 2.44 GHz, 
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4.1. Simulation Results Using FEMLAB 3.1 

 
corresponds to 1.22 cells per free-space wavelength. As shown in Figure 4.2, three 

potential positions of the transmitter, which is modelled as an omni-directional 

radiating source, are examined. Glass doors have not been included in the model, 

as their presence will greatly increase the computation difficulty and have a trivial 

effect on the numerical results. Figure 4.3 demonstrates the real model structure in 

FEMLAB 3.1. For the reduction of undesirable reflections from the domain’s 

boundaries, a low-reflecting layer has been incorporated into the model. All 

simulations consider the case of the TE wave, time-harmonic variation is assigned 

to the transmitter’s position according to the operation frequency. In this way, 

channel behavior can be investigated with respect to the relative source 

positioning. 

 

 

Figure 4.3: Model Structure in FEMLAB 

 

Figure 4.4, Figure 4.5 and Figure 4.6 present the simulation results of signal 

distribution in the examined environments at 2.44 GHz with the AP in a different 

location. The attenuation of the transmitted power, due to the wall crossing, can be 

clearly observed from the results. 
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                                (a) 

 

(b) 

Figure 4.4: The 2D and 3D Signal Distribution at 2.44 GHz with the AP in Position A1 
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4.1. Simulation Results Using FEMLAB 3.1 

 
 

 

(a) 

 

(b) 

Figure 4.5: The 2D and 3D Signal Distribution at 2.44 GHz with the AP in Position A2 
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(a) 

 

(b) 

Figure 4.6: The 2D and 3D Signal Distribution at 2.44 GHz with the AP in Position A3 
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4.1. Simulation Results Using FEMLAB 3.1 

 
The differences between indoors and outdoors can be quite significant due to the 

shadowing effect of the thick wall. It is evident that the average power outdoors is 

weaker with the AP in Position A3 than in Position A1, indicating the optimal AP 

position can effectively decrease unnecessary signal leakage.  

 

Figures 4.7, 4.8, 4.9 and 4.10 further illustrate the electric field intensity 

distribution map with the DE-ESMB antenna transmission source in different 

locations. Note that the signal leakage behind the source and outside the room is 

sporadic compared with the omni-directional case. This is because, although the 

back direction does not contain the main lobe of the antenna, the reflected and 

diffracted waves can still penetrate the wall, but the strength weakens. This reveals 

the potential for using a directional antenna in WLAN to improve security 

performance. 
 

 
Figure 4.7: 2D Electric Field Intensity Distribution Map using an Omni-Directional 

Anntenna. Source’s location is position A1 
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Figure 4.8: 2D Electric Field Intensity Distribution Map using a DE-ESMB Smart Antenna. 
Source’s location is position A1 

 
 

 
Figure 4.9: 2D Electric Field Intensity Distribution Map using a DE-ESMB Smart Antenna. 

Source’s location is position A2 

__________________________________________________________________ 
Page 96 of 201                                 Created by: Zhaohui Sun 



 
4.2. Experimental Verification in Typical Office Area 

 

 
Figure 4.10: 2D Electric Field Intensity Distribution Map using a DE-ESMB Smart 

Antenna. Source’s location is position A3 
 

By taking into account the results from all the transmitter positions, some 

interesting observations can be made. Due to the shadowing effect of the thin wall, 

the mean electric field intensity in Room 1 is always stronger than in Room 2. In 

addition, within Room 1, the left side of the source is slightly weaker than the right 

side. This finding can be explained by the glass walls having a smaller relative 

permittivity (εr = 4.2) than the brick walls (εr = 7), as well as having a 

comparatively shorter width (1cm and 20cm, respectively). This causes less 

reflection and diffraction, and allows more energy from the transmitter to 

propagate outside the room than is the case for the brick wall. Such detailed 

information can be very valuable for the efficient planning of indoor wireless 

networks. 

 

4.2. Experimental Verification in Typical Office Area 

 
After getting the numerical results, corresponding experiments in a real 
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environment were required to verify them.  

4.2.1. Experiments in an Ideal Anechoic Environment 

 

Preliminary experiments were carried out in an anechoic chamber at Griffith 

University, The chamber’s dimensions (l×w×h) are 6m×3.8m×3m. There are 

electromagnetic wave absorptive materials all over this room except for the floor, 

as is illustrated in Figure 4.. It has the potential to be an ideal anechoic 

environment without the impact of wave reflection and diffraction.  
 

 

Figure 4.11: Layout of Anechoic Chamber Environment 

 

To measure the signal strength in different locations, four positions for the receiver 

are examined. These are in a homocentric circle to the position of AP. 
 
We use the same wireless equipment as in Chapter 2.6: 

AP: D_Link DWL_900AP+ (Firmware: rev. B 2.61) 
Terminal: COMPAQ PII notebook with D_Link DWL_660 802.11b wireless 
card 
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In order to ensure the comparability of the results, four different antennas were 

used. Two of them are embedded in D_Link equipment; one benchmark antenna 

comes from the Wha. Yu Industrial Co., http://www.whayu.com/eng/, and the other 

is a newly-designed DE-ESMB directional antenna. Table 4.1 and Figure 4.12, 

Figure 4.13, Figure 4.14 indicate the parameters and radiation patterns of the 

antennas. 

 

 

 

   Name Directivity 
Gain 
(dBi) 

F/B Beamwidth

Transmit D_Link 900AP+ embedded omni-directional 2.5 0 360° 

Antenna M.gear MGR-DS-06B  directional 6 18 120° 

  New DE-ESMB directional 6 20 95° 

Receive  
Antenna 

D_Link DWL-660 embedded omni-directional 2 0 360° 

Table 4.1: Parameters of the Antennas used in an Anechoic Environment 

 
 
 

 

Figure 4.12: Physical Size and H-Plane Radiation Pattern of the D_Link Embedded 
Antenna 
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Figure 4.13: Physical Size and H-Plane Radiation Pattern of the DE-ESMB 

 

       

Figure 4.14: Appearance and H-Plane Radiation Pattern of the MGR-DS-06B 

 

To measure the signal strength in different locations, Network Stumbler 0.4.0 

software (See Figure 4.15) was introduced. It can detect the available AP, MAC 

address, channel, speed and the signal intensity in a wireless computing network. 

The most important feature is it is freeware and supports most 802.11b, 802.11a 

and 802.11g wireless cards on the market. For practical reasons, the SNR 

(Signal/Noise Ratio) parameter was chosen to scale the signal strength.  
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Figure 4.15: Interface of Network Stumbler 0.4.0 

 

Conventionally, the transmission power of the D_Link DWL-900AP+ is sustained 

at 17 dBm and is unadjustable. From the detailed discussion in Chapter 3.2 one can 

deduce that a high transmit power will increase the signal coverage range and 

boost the reflection influence of our directivity experiment. To mitigate this, the 

transmit power needs to be degraded. The BIOS of 900AP+ was updated using 

version 2.61 of Power Hack Firmware found at 

http://home.earthlink.net/~mlampie/PowerHackDWL-900+.html. After that, on the 

Advanced Performance submenu of the 900AP+’s configuration menu, one can 

select the antenna transmit power range from Minimal 10 dBm to Maximal 22 

dBm (as shown in Figure 4.16). 
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Figure 4.16: Antenna Transmit Power Option in Hacked 900AP+ Configuration Menu 

 

Using the real-time analysis function of Signal/Noise Ratio of Network Stumbler, 

one can see the dramatic influence on signal strength with different levels of 

transmit power (as shown in Figure 4.17). In this and upcoming experiments in real 

environments, the minimal 10 dBm transmit power was adopted. 

 

 

Figure 4.17: DWL-900AP+ Power Hack Result 
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Figure 4.7 illustrates the experimental results in an ideal anechoic environment. As 

expected, the D_Link omni-directional antenna performed similarly in four 

positions, whereas the two directional antennas indicated significant fluctuations in 

Signal/Noise ratios with ranges from 55dB to 26dB and 73dB to 33dB, respectively. 

The maximum difference is approximately 40 dB. This result correlates with the 

directional antennas and demonstrates the effectiveness of security applications. 

 

The strongest signal was measured in Position 1 since it is aimed at the front, or 

main lobe. The back lobe made Position 2 the second strongest. The signal in 

Position 3 came from the existence of the side lobe. One seemingly strange thing is 

that in Position 4 some signal strength still existed, whereas it should have been a 

signal-vacuum area explicated in a radiation pattern. I think this can be explained 

by the deviation in antenna performance and the scattering effect of the floor (as 

the floor is not made of electromagnetic wave absorptive materials). As a whole, 

these experimental results are reasonably consistent with the respective radiation 

pattern. 

 

It is worth noticing that although the same gain and transmit power were used, the 

newly-designed DE-ESMB antenna performed better than the commercial M.gear 

MGR-DS-06B antenna. This is because the comparatively narrow beamwidth of 

the DE-ESMB antenna can better concentrate electromagnetic energy in a given 

direction. 
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(a) Transmitter: D_Link omni-directional      (b) Transmitter: M.gear MGR-DS-06B 

   

(c) Transmitter: new DE-ESMB antenna 

Figure 4.7: Experimental Results in an Ideal Anechoic Environment 
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4.2.2. Experiments in a Real Environment Using 

Fixed-Beam Antennas 

 

The second step of the experiment was undertaken in a real office environment, 

which is the prototype of the simulation in Chapter 4.1. Because the environment is 

composite and directivity will embody both transmitter and receiver, one 

omni-directional antenna (MGR-OS-05A as the transmit antenna with 5dBi gain) 

and one DE-ESPAR directional antenna (as the receiving antenna with 4.5dBi gain 

and 85°beamwidth) were added. Figure 4. and Figure 4.20 illustrate the physical 

size and radiation pattern of these two recruits. 

 

    

Figure 4.19: Physical Size and Radiation Pattern of the DE-ESPAR Antenna. 

Simulated (Red); Measured (Blue) 
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Figure 4.20: Appearance and Radiation Pattern of MGR-OS-05A 

 
To connect the external antenna with the AP or wireless card, two external cables 

from Rojone Co., http://www.rojone.com, were also introduced. One can refer to 

Figure 4.21 and Table 4.2 for the appearance and parameters of LMR-195-PVC 

and LMR-100A-PVC. 
 

    
(a) LMR-100A-PVC                     (b) LMR-195-PVC 

Figure 4.21: Two External Antenna-Connected Cables 

 

Name Material 
Length 
(cm) 

Connected to Connector Type Attenuation
(dB) 

LMR-195-PVC LMR-195 50 AP SMA-female 0.31 

LMR-100A-PVC LMR-100 100 Wireless card MC-male 1.29 

Table 4.2: Parameters of Two External Antenna-Connected Cables 

 
As discussed in detail in Chapter 3.2, the attenuation for the 20cm heavy wall is 



 
4.2. Experimental Verification in Typical Office Area 

 
about 20dB. The signal loss in the two external cable is 0.31+1.29=1.6dB, two 

connectors will contribute 1dB, and the transmit power is 10dBm. From this, one 

can infer that the coverage range is about 15m for the 2dB omni-directional 

antenna and 18m for the 4.5dB DE-ESPAR antenna as the receiver antenna. 

 

Six different positions were chosen to compare the signal strength results as shown 

in Figure 4.22. 

 

 

Figure 4.22: Layout of Antenna Experiment Environment 

 

LOS condition was achieved in a big open yard. Table 4.3, Table 4.4 and Table 4.5 

indicate the experimental results using the omni-directional antenna and the 

DE-ESPAR directional receiver antenna. To ensure the accuracy of the results, 

every experiment was repeated three times and the average value was recorded. 
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(Receiver antenna: 2dB omni-directional, non-LOS condition) 
Signal/Noise Ratio (dB) 

Transmit antenna 
P1 P2 P3 P4 P5 P6 

D_Link 2.5dBi omni-directional 35 26 10 37 17 none 

M.gear 5dBi omni-directional 39 29 14 40 23 none 

M.gear 6dBi directional(beamwidth: 120) 39 32 15 42 27 5 

ESMB 6dBi directional (beamwidth: 95) 50 38 21 51 25 7 

Table 4.3: Indoor Experimental Results using the Omni-Directional Receive Antenna 

 
 

(Receiver antenna: 4.5dB ESPAR-directional, LOS condition) 
Transmit Signal/Noise Ratio (dB) 
Antenna P1 P2 P3 P4 P5 P6 

  F/F B/F B/B F/F B/F B/B F/F B/F B/B F/F B/F B/B F/F B/F B/B F/F B/F B/B

D-Link 32 29 21 20 18 17 11 10 10 37 35 33 18 17 15 10 9 10

MGR-OS-05A 41 39 40 31 29 25 15 14 15 39 40 37 26 23 19 20 19 17

MGR-DS-06B 11 6 none 45 33 14 29 17 3 13 3 none 12 2 none 3 none none

DE-ESMB 8 4 none 48 42 6 36 23 6 11 none none 11 2 none 2 none none

Table 4.4: Open-Yard Experimental Results using the Directional Receiver Antenna 

 
 

(Receiver antenna: 4.5dB ESPAR-directional, non-LOS condition) 
Transmit Signal/Noise Ratio (dB) 
Antenna P1 P2 P3 P4 P5 P6 

  F/F B/F B/B F/F B/F B/B F/F B/F B/B F/F B/F B/B F/F B/F B/B F/F B/F B/B

D-Link 35 33 31 23 26 26 11 10 13 39 37 40 18 17 15 none none none

MGR-OS-05A 41 39 40 31 29 25 15 14 15 39 40 37 26 23 19 none none none

MGR-DS-06B 46 43 43 46 36 14 29 19 3 49 45 42 27 16 6 16 10 2 

DE-ESMB 50 51 39 48 40 8 35 23 none 51 43 40 27 14 none 12 10 none

Table 4.5: Indoor Experimental Results using the Directional Receiver Antenna 

(F/F AP antenna’s Front beam to terminal antenna’s Front beam; 
B/F AP antenna’s Back beam to terminal antenna’s Front beam; 
B/B AP antenna’s Back beam to terminal antenna’s Back beam) 



 
4.2. Experimental Verification in Typical Office Area 
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To simulate the attack procedure of intruders, on Positions 5 and 6, the AirePeek 

NX and Airsnort software was turned on to check whether they could eavesdrop on 

the packet as they could before. The results show that when the Signal to Noise 

drops to or below 5dB, they are both very unstable. It seems that 5dB is the 

specific threshold for signal strength to sustain normal wireless communication. It 

also implies that Network Stumbler is more sensitive to signal strength than normal 

software and is the right choice for our experiments. 

 

From the experimental results, one can conclude: 

 Indoor signal propagation is a highly complex process because it occurs within 

environments possessing a variety of geometric and electromagnetic 

properties; 

 The indoors signal strength fluctuation is not as pronounced as expected due to 

multiple-path issues and interactions with walls, furniture, equipment and even 

people. It should be noted that the results in open-yard embody the non-signal 

area as compared to the indoor case (refer to the notable signal strength variety 

in P1 and P4 under different conditions); 

 The signal strength in P4 is always marginally higher than in P1. This finding 

can be explained by the fact that it is easier for the electromagnetic wave to 

penetrate through the glass than through the thick wall, with more reflection 

occurring in the latter case. This is consistent with the numerically-derived 

distributions in Section 4.1; 

 Using MGR-DS-06B in the AP, ESPAR in the terminal; and ESMB in the AP, 

ESPAR in the terminal (whose corresponding security level is 3.95 and 4.14) 

— both act more securely in LOS non-LOS conditions. In some positions, (P1, 

P4, P6, etc), hardly any signal is received; 

 It should be noted that the results only show the AP’s signal strength 
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fluctuation in different positions. From the aforementioned approach, the 

security level still improves by using a directional antenna in the terminal; 

 In reality, the eavesdroppers would not usually have the physical entrance to 

the WLAN environment. Eavesdroppers would mostly use the B/F mode 

described in Positions 5 and 6. In this case, a directional antenna would boost 

security performance; 

 Further security improvements could be achieved by the following: 

 

AP: Decrease the transmit power within an acceptable range 

       Decrease the gain of the antenna 

       Rational position selection 

Terminal: Increase the gain of the antenna 

        Rational directional selection 

 

4.2.3. Experiments in a Real Environment Using the 

Switched-Beam DE-ESPAR Antenna 

 
In the aforementioned experiments, when using the fixed-beam directional antenna, 

we must manually turn the main lobe of the antenna to the direction of the AP. In 

reality this limitation is extremely inconvenient and causes significant difficulties 

for amateur users. This is one of the key reasons why the use of directional 

antennas in wireless communication has stagnated. It is critically important to 

endue the directional antenna with the capacity to dynamically switch the beam, 

find the direction of the strongest signal, and adhere to it using the appropriate RF 

detector and circuit control. 

 

At the end of the degree study, we get the sample of such DE-ESPAR antenna. 



 
4.2. Experimental Verification in Typical Office Area 

 
Although manual button-pushing on a PCB board is required to switch the beam, it 

does have the aforementioned ability. Figure 4.23 and Figure 4.24 illustrate the 

physical size of the DE-ESPAR antenna. 

 

 
Figure 4.23: Physical Size of Dynamically Switched DE-ESPAR Antenna 
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Figure 4.24: Dynamically Switched DE-ESPAR H-Plane Patterns for 6 Directions  

(Red: 2.31GHz, yellow: 2.45GHz, blue: 2.37GHz) 

 

Figure 4.25 shows the experimental results measured in the real office area with 

the AP in Position A1 and the terminal (using a dynamically switched DE-ESPAR 

antenna) in Position P2. The maximum difference is approximately 20dB, whilst 

the other signal fluctuations are not significant. This finding can be explained by 

individual radiation pattern distortion and the comparably larger beamwidth. 

 

Although this antenna is at a preliminary stage of its development, this trial does 

shed some light on the application of the dynamically switched beam in wireless 

communication. Future improvements aimed at an automatically switched beam, 

narrower beamwidth and smaller volume will be required before this technique can 
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be incorporated into routine practice. Consideration of this possibility is beyond the 

scope of this thesis. 

 

 

Figure 4.25: Experimental Results Using a Dynamically Switched DE-ESPAR 
Antenna with AP in A1 and Terminal in P2 

 

The experiments also demonstrate a method for measuring signal strength in a real 

environment using Network Stumbler. Although the software is sometimes 

unstable and is not as accurate as some professional measure apparatus, the results 

justify its use The software gives users the possibility of using a laptop (with an 

appropriate wireless card) and the ability to move around to detect the real-time 

signal strength in different locations, instead of using expensive measuring 

apparatus. Such an advantage makes it a cost effective substitute (especially for 

small companies) and a valuable tool for the efficient implementation of security 

for indoor wireless networks. 
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4.3. Final Wireless Security Solution Using Smart 

Antennas 

 

Now the question is: what kind of smart directional antenna is ideal for security 

applications in WLAN? 

 

The answer includes the following points: 

 Small volume suitable for portable equipment 

 Comparatively high gain and narrow bandwidth since it can boost the 

security level 

 Automatic beam switching to find the strongest signal direction for users’ 

convenience 

 To further increase the security performance, every antenna should be 

identified with an ID chipset. This indicates the antenna’s identity and 

distinguishes the legal client from the rogue client, since the 

authentication process is the first gate that can keep an active intruder out, 

as has been mentioned before. Every ID number in every antenna is 

unique, just as is the MAC address in NIP. Thus the ID number can be 

used in the authentication process to indicate the identity of the antenna. 

Any client without an appropriate antenna ID number will be considered 

a rogue client and its signal will be depressed. 

 

Based on the aforementioned ideal antenna, the following wireless security 

solutions, using smart antennas, were presented: 

4.3.1. Smart Antenna in BSS Mode 
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The AP is equipped with the DE-ESMB antenna. Other mobile terminals are 

equipped with the DE-ESPAR antenna, and the AP deposits a copy of antenna ID 

numbers of all legal users. At all times DE-ESMB antenna produces a 

narrow-bandwidth scan beam to identify and locate the legal user by sending and 

receiving authentication frames (See Figure 4.26). When the AP receives the 

authentication frame containing the antenna ID number from the node, it searches 

for it in the database. If the same record can be found, a normal session is set up for 

this legal user. If not, this signal will be depressed and scanning continues to find 

another node. 

 

 

Figure 4.26: AP with ESPAR Antenna in an Idle State 

 

If only one legal user can be identified (because by comparing the signal strength 

in different directions, the AP has already obtained information about the mobile 

terminal’s location), it will produce a comparatively fixed-direction 

communication beam to exchange data frames in normal mode using a 

time-difference algorithm. At the same time, the scan beam will continue switching 

to find the potential legal terminal. Any eavesdropper outside the yellow signal 

zone illustrated in Figure 4.27 will only receive a noise signal. 
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Figure 4.27: One Legal User Scenario in BSS Mode 

 

If two legal users are identified, there will be two scenarios. One scenario is that if 

the physical locations of the two users are comparatively adjacent, the AP will 

produce two joint communication beams or perhaps one to cover two positions 

according to the individual instance; the other scenario is that if the two users come 

from two totally opposite directions, the AP will adjust its beam direction to 

accommodate this (See Figure 4.28). 

 

(a)                                       (b) 

Figure 4.28: Two Legal Users’ Scenario in BSS Mode 

 

If the numbers of users keeps increasing, the AP will produce three or four beams 
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according to the individual case. 

 

 

Figure 4.29: Three Legal Users’ Scenario in BSS Mode 

 

When there are more than three users and each comes from a different direction, 

the DE-ESMB antenna in the AP will produce an omni-directional beam to cover 

all users and sustain normal communication with them. It is not difficult to see that 

this is the lowest security scenario. 

 

 

Figure 4.30: Multi-Users’ Scenario in BSS Mode 
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4.3.2. Smart Antenna in Ad-hoc Mode 

 

Each mobile node is equipped with a DE-ESPAR antenna. Because every node 

might not be authentic in Ad-hoc mode, mutual authentication is needed. Each 

node must have a copy of all legal antenna ID numbers. The process of 

authentication is as follows:  

 

1. A mobile unit keeps steering its beam to find other units. If a strong signal 

can be found, it will send an authentication request frame containing its 

antenna ID number to this direction or node. 

 

2. The node receives the authentication request frame through the DE-ESPAR 

antenna and checks the antenna ID number in its database. If it can find the 

same record, that is a legal registered user, it sends an authentication response 

indicating a successful authentication. If not, it will send a negative 

authentication and block this direction. 

 

3. Similarly, the second node sends an authentication request frame containing 

its antenna ID number to the initial node. 

 

4. The initial node receives the authentication response and authentication 

request frames and checks the antenna ID number in its database. If it 

matches, it sends an authentication response frame back to the second node. 

Thus a normal session can be established (See Figure 4.31).  
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Figure 4.31: DE-ESPAR Antenna in Ad-hoc Mode 

 

When the mobile node wants to communicate with more than one node 

simultaneously, the only choice is to steer the omni-directional beam. The same 

case in the BSS mode is in low security because the eavesdropper can easily catch 

the signal. 

 

 

Figure 4.32: Point-to-Multipoint Communication in Ad-hoc Mode 

 

If the intruder is located within the narrow range of the radio wave propagation 

(because the intruder does not have the legal ID number in its antenna hardware), 

he cannot get the AP’s authorisation and therefore cannot spoof. If the node cannot 
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offer a legal antenna ID number, any frames it sends to the AP and other nodes will 

be suppressed, so a Denial of Service attack no longer has an effect. Of course, the 

hacker still can eavesdrop as before. However, adopting a hardware security 

solution does not exclude the possibility of adopting a software solution. We can 

still adopt the IPSec or VPN technique to encrypt the data during propagation in 

the air link level to strengthen the security level.  
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5. Conclusions 

 

5.1. Thesis Conclusions 

Wireless computing networks are becoming more popular and have a large market. 

Bluetooth, IEEE 802.11b, 802.11g, 802.11a and even 802.11n standards have been 

released, or are being designed to keep up with the rapid development of wireless 

computing networks. Nevertheless, the security issue appears to be inconsistent 

with the situation. A number of publications indicate that there is a security 

problem in WLAN and that it is more serious than in the traditional wired network. 

 

This research has investigated this issue and used smart antenna hardware 

technology to improve security. Firstly, the infrastructure and Ad-hoc architecture 

in WLAN was introduced and the currently popular wireless standards of 

HiperLAN, HomeRF, IrDA, Bluetooth and IEEE 802.11 were briefly investigated. 

Later discussion and security solutions were based on the IEEE 802.11 standard. 

 

The authentication procedure and WEP algorithm were subsequently investigated 

in detail. The RC4 encryption algorithm, the CRC-32 integrity algorithm and the 

distribution method of the security key all have some hidden shortcomings that an 

intruder can make use of. To investigate this possibility, real attacks against WEP 

were simulated in the laboratory. The author used Airsnort software to crack the 

64-bit WEP, and aircrack software to crack the 128-bit and the 256-bit WEP in 

Linux. Furthermore, AiroPeek NX software was utilised to capture the 802.11 

packet (whose Management and Control packet can offer the intruder very useful 

and confidential information about the target WLAN). 
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Wireless communication experts have released several security solutions, such as 

MAC address filtering, WEP\IPSec Encrypted, IEEE 802.1X standard, WPA 

standard and IEEE 802.11i standard. A theoretical analysis shows that these 

solutions have limitations to some degree. Moreover, implementing these software 

security solutions means consuming greater system resources, increasing 

bandwidth costs and reducing user-friendliness. In the 802.11i case, a company 

needs to purchase 802.11i-compatible wireless equipment. 

 

Based on the fact that the intruder must have both the AP’s signal and the station’s 

signal, the preliminary security level definition in WLAN was brought forward. Its 

basic principle was the ratio of the dimension of the intersection area of these two 

signal areas to the dimension of the entire signal area. According to whether the AP 

and the station used a directional antenna or not, a total of four scenarios were 

discussed and respective formulas introduced. This idea was extended to a GUI 

program coding with Matlab™ 7.0. In this program, the user can input the different 

antenna type of the AP and the station to enter various submenus. In the submenu, 

the six impedance loads of the 7-element ESPAR antenna were needed to see the 

corresponding beamwidth, S11 return loss and pattern of the antenna. A visual 

movie was produced to help the user understand communication setup procedures. 

The study’s results clearly indicated the security level to the user. This study will 

be particularly useful to managers who design future wireless networks. 

 

The experiments using different antenna types were carried out in a typical office 

environment. To ensure comparability of the results, two commercial benchmark 

omni-directional and directional antennas were used along with two 

newly-designed DE-ESMB and DE-ESPAR antennas. From the results it is evident 

that after using a directional antenna (although some signal leakage can still be 
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detected outside the security zone), the signal strength is too weak to maintain 

normal communication and is thus useless for intruders. An optimal AP location 

can further enhance this benefit. The simulation results of signal distribution using 

FEMLAB 3.1 were provided and were consistent with the experimental results. 

 

Finally a security solution using DE-ESMB and DE-ESPAR smart antennas in 

WLAN was investigated. The proposed solution utilised the features of the 

directional antenna and greatly improved its security performance. It is also worth 

noting that this hardware solution can be strengthened by combining it with a 

high-layer software encryption solution such as IPSec and VPN.  

 

5.2. Future Research 

Although this thesis mainly focuses on smart antenna application in the 

infrastructure of the wireless network, the features of automatic beam-steering and 

optimum directional finding have broad potential in an Ad-hoc network. Without a 

fixed network manager, however, the Ad-hoc case is more complicated. To do the 

required research in the Ad-hoc network, the following research areas are 

suggested: 

 

 Suitable Routing Protocols for Ad-hoc Networks 

Since the nodes in an Ad-hoc network move frequently, the router 

information needs to be established and maintained in every node from time 

to time. The routing protocols can be classified as either proactive or reactive 

(also called on-demand) protocols [1].   

 

Because of long delays and excessive control traffic, pure reactive routing 

protocols may not be suitable for real-time communication. Similarly, pure 
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proactive routing protocols are not appropriate for the Ad-hoc network 

environment because they use a large portion of network capacity to maintain 

the current routing information. This leads to inefficient use of the wireless 

network capacity [2]. The combined substitute, or hybrid routing protocol [3] 

would be required for performance analysis. 

 

 Suitable MAC Protocol for Ad-hoc Networks 

Evolved from the IEEE 802.11 (release99), 802.11a, 802.11b to 802.11g 

standards, the MAC protocol remains the same with its basic access 

mechanism, or distributed coordination function (DCF). This is based on 

Carrier Sense Multiple Access/Collision Avoidance (CSMA/CA) [4]. This 

simple RTS/CTS mechanism does not perform well in Ad-hoc mode, 

especially in a multi-hop network. An enhanced version, which only needs 

minor changes to the original standard to enable compatibility, should be 

found [5] to improve communication efficiency. 

 

 Suitable Channel Reservation Schemes for Ad-hoc Networks 

It has long been known that along with the increase in the number of nodes in 

wireless networks, there has also been f channel collision. In a WLAN the AP 

can harmonise this but in Ad-hoc mode the situation is different. The 

appropriate channel reservation schemes, which can make nodes estimate the 

channel status and avoid collision, need to be investigated and measured [6, 

7]. 
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Appendix A: Wireless Networking Basic Security 

Checklist 

 

1. The wireless network should be treated as inherently unsecured and vulnerable 

network structure and reside outside any institutional firewalls. 

 

2. Change ALL the default settings on your Access Point, wireless cards, and routers. 

These include the SSID, Administrative passwords and User passwords, IP address. 

The default names and passwords are published by the manufacturers on the Internet 

and are available to anyone.  

 

3. Never use weak password such as your birthday, name of pet, whole word from 

dictionary which is easy to crack. 

 

4. Change all the passwords periodically. 

 

5. Consider disabling Automatic SSID Broadcast thus SSID is no longer appeared in 

BEACON packet. This may cause inconvenience problems for those with a multiple 

AP setup for fast roaming. However, this will help make your WLAN less likely to be 

discovered to the rogue intruders.  

 

6. Always use encryption (WEP or WPA) on your wireless network. If possible, use 

802.11i-compatible equipments and switch to it. 

 

7. If a fixed number of mobile devices are connecting to the AP(s), disable DHCP 

function and use static IP addresses. Use a MAC address filter to restrict the 
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connection. 

 

8. Design the WLAN to limit RF propagation to only those areas needed for coverage. 

Choosing the correct antenna and RF power levels can also help it. 

 

9. If privacy and security are real concerns, any higher layer security mechanisms should 

be adopted, such as IPSec or VPN. 

 

10. The use of SSH (Secure Shell) can be utilized for providing secure connections to 

your applications that are connected to a remote server. One of the SSH application is 

POP mail. There are lots of free SSH software such as OPENSSH available at 

http://www.openssh.org/. 

 

11. When connect to the web servers, using SSL (Secure Sockets Layer) is recommended. 

 

12. Perform regular network scans on both the LAN and WLAN for “rogue” APs.  

 

13. Perform regular audits and review LAN and WLAN logs.  

 

14. As a standard policy, restrict the use of wireless equipments such as AP, router, laptop, 

NIC to authorized personnel only.  

 
 
 
 
 
 
 
 

http://www.openssh.org/
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Appendix B: 802.11 Packets Format 

 

Association Request  

Packet Info

  Flags:                0x00 

  Status:               0x00 

  Packet Length:        54 

  Timestamp:            13:44:45.190015800 12/02/2004 

  Data Rate:            22  11.0 Mbps 

  Channel:              6  2437 MHz 

  Signal Level:         51% 

  Noise Level:          0% 

802.11 MAC Header

  Version:              0 

  Type:                 %00  Management 

  Subtype:              %0000  Association Request 

Frame Control Flags:    %00000000 

                        0... .... Non-strict order 

                        .0.. .... WEP Not Enabled 

                        ..0. .... No More Data 

                        ...0 .... Power Management - active mode 

                        .... 0... This is not a Re-Transmission 

                        .... .0.. Last or Unfragmented Frame 

                        .... ..0. Not an Exit from the Distribution System 

                        .... ...0 Not to the Distribution System 

 

  Duration:             213  Microseconds 

  Destination:          00:40:05:C4:BA:F7  Ani Comm:C4:BA:F7 

  Source:               00:80:C8:2D:26:13  D-link Sys:2D:26:13 

  BSSID:                00:40:05:C4:BA:F7  Ani Comm:C4:BA:F7 

  Seq. Number:          79 

  Frag. Number:         0 

802.11 Management - Association Request

  Capability Info:      %0000000001010001 

                        x....... ........ Reserved 

                        .x...... ........ Reserved 

                        ..0..... ........ DSSS-OFDM is Not Allowed 
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                        ...x.... ........ Reserved 

                        ....0... ........ Robust Security Network Disabled 

                        .....0.. ........ G Mode Short Slot Time [20 microseconds] 

                        ......x. ........ Reserved 

                        .......x ........ Reserved 

                        ........ 0....... Channel Agility Not Used 

                        ........ .1...... PBCC 

                        ........ ..0..... Short Preamble Not Allowed 

                        ........ ...1.... Privacy Enabled 

                        ........ ....0... CF Poll Not Requested 

                        ........ .....0.. CF Not Pollable 

                        ........ ......0. Not an IBSS Type Network 

                        ........ .......1 ESS Type Network 

 

  Listen Interval:      0 

SSID 

  Element ID:           0  SSID 

  Length:               7 

  SSID:                 802.11b 

 

Supported Rates 

  Element ID:           1  Supported Rates 

  Length:               5 

  Supported Rate:       1.0  (BSS Basic Rate) 

  Supported Rate:       2.0  (BSS Basic Rate) 

  Supported Rate:       5.5  (Not BSS Basic Rate) 

  Supported Rate:       11.0  (Not BSS Basic Rate) 

  Supported Rate:       22.0  (Not BSS Basic Rate) 

 

WPA 

  Element ID:           221  WPA 

  Length:               4 

  WPA Value: 

  ..(.              08 00 28 00 

 

FCS - Frame Check Sequence

  FCS (Calculated):     0x43C8EDD1 

 

Association Response 

Packet Info

  Flags:                0x00 
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  Status:               0x00 

  Packet Length:        47 

  Timestamp:            13:44:45.191807800 12/02/2004 

  Data Rate:            4   2.0 Mbps 

  Channel:              6  2437 MHz 

  Signal Level:         56% 

  Noise Level:          0% 

802.11 MAC Header

  Version:              0 

  Type:                 %00  Management 

  Subtype:              %0001  Association Response 

Frame Control Flags:    %00000000 

                        0... .... Non-strict order 

                        .0.. .... WEP Not Enabled 

                        ..0. .... No More Data 

                        ...0 .... Power Management - active mode 

                        .... 0... This is not a Re-Transmission 

                        .... .0.. Last or Unfragmented Frame 

                        .... ..0. Not an Exit from the Distribution System 

                        .... ...0 Not to the Distribution System 

 

  Duration:             258  Microseconds 

  Destination:          00:80:C8:2D:26:13  D-link Sys:2D:26:13 

  Source:               00:40:05:C4:BA:F7  Ani Comm:C4:BA:F7 

  BSSID:                00:40:05:C4:BA:F7  Ani Comm:C4:BA:F7 

  Seq. Number:          2142 

  Frag. Number:         0 

802.11 Management - Association Response

  Capability Info:      %0000000001010001 

                        x....... ........ Reserved 

                        .x...... ........ Reserved 

                        ..0..... ........ DSSS-OFDM is Not Allowed 

                        ...x.... ........ Reserved 

                        ....0... ........ Robust Security Network Disabled 

                        .....0.. ........ G Mode Short Slot Time [20 microseconds] 

                        ......x. ........ Reserved 

                        .......x ........ Reserved 

                        ........ 0....... Channel Agility Not Used 

                        ........ .1...... PBCC 

                        ........ ..0..... Short Preamble Not Allowed 

                        ........ ...1.... Privacy Enabled 

                        ........ ....0... CF Poll Not Requested 

                        ........ .....0.. CF Not Pollable 
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                        ........ ......0. Not an IBSS Type Network 

                        ........ .......1 ESS Type Network 

 

  Status Code:          0  Successful 

  Association ID:       0xC001 

Supported Rates 

  Element ID:           1  Supported Rates 

  Length:               5 

  Supported Rate:       1.0  (BSS Basic Rate) 

  Supported Rate:       2.0  (BSS Basic Rate) 

  Supported Rate:       5.5  (Not BSS Basic Rate) 

  Supported Rate:       11.0  (Not BSS Basic Rate) 

  Supported Rate:       22.0  (Not BSS Basic Rate) 

 

WPA 

  Element ID:           221  WPA 

  Length:               4 

  WPA Value: 

  ..(.              08 00 28 00 

 

FCS - Frame Check Sequence

  FCS (Calculated):     0x25AEEB56 

 

Reassociation Request 

Packet Info

  Flags:                0x02  CRC Error  

  Status:               0x00 

  Packet Length:        145 

  Timestamp:            14:21:29.427397400 12/02/2004 

  Data Rate:            22  11.0 Mbps 

  Channel:              6  2437 MHz 

  Signal Level:         1% 

  Noise Level:          0% 

802.11 MAC Header

  Version:              1 

  Type:                 %00  Management 

  Subtype:              %0010  Reassociation Request 

Frame Control Flags:    %10010011 

                        1... .... Frames Must Be Strictly Ordered 

                        .0.. .... WEP Not Enabled 

                        ..0. .... No More Data 

                        ...1 .... Power Management - power save mode 
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                        .... 0... This is not a Re-Transmission 

                        .... .0.. Last or Unfragmented Frame 

                        .... ..1. Exit from the Distribution System 

                        .... ...1 To the Distribution System 

 

  Duration:             48260  Microseconds 

  Destination:          1C:87:39:3F:93:C6 

  Source:               18:DC:48:AF:20:DA 

  BSSID:                75:C6:E7:93:9E:02 

  Seq. Number:          3693 

  Frag. Number:         11 

Application Layer

  Continued Data: 

  ..H.h.......%...  E6 AC 48 88 68 BA CF 9A B6 F1 90 DC 25 93 E3 D3 

  .ts.,.9S.|m...W.  AE 74 73 DD 2C CD 39 53 C3 7C 6D E8 E9 AC 57 8A 

  .R.L.WK%.,....W{  C0 52 9C 4C 00 57 4B 25 FE 2C D8 BD DE F1 57 7B 

  ....}x.....}Q..]  E9 A2 D3 A0 7D 78 17 D9 F5 BE 94 7D 51 C8 A0 5D 

  b.pO..h..;...WO.  62 F2 70 4F A1 B1 68 10 1F 3B B4 FF A6 57 4F 0B 

  .x......w!.V.KO`  CF 78 ED F6 C7 B9 CD 13 77 21 8C 56 E4 4B 4F 60 

  ....!....?.....S  D9 A5 AA D8 21 C6 DE E4 BD 3F 7F 06 C8 A8 EA 53 

  91.y.F            39 31 D5 79 E8 46 

FCS - Frame Check Sequence

  FCS (Calculated):     0x28A713D0 

 

Reassociation Response 

Packet Info

  Flags:                0x02  CRC Error  

  Status:               0x00 

  Packet Length:        151 

  Timestamp:            14:21:17.677108600 12/02/2004 

  Data Rate:            22  11.0 Mbps 

  Channel:              6  2437 MHz 

  Signal Level:         0% 

  Noise Level:          0% 

802.11 MAC Header

  Version:              0 

  Type:                 %00  Management 

  Subtype:              %0011  Reassociation Response 

Frame Control Flags:    %10001010 

                        1... .... Frames Must Be Strictly Ordered 

                        .0.. .... WEP Not Enabled 
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                        ..0. .... No More Data 

                        ...0 .... Power Management - active mode 

                        .... 1... This is a Re-Transmission 

                        .... .0.. Last or Unfragmented Frame 

                        .... ..1. Exit from the Distribution System 

                        .... ...0 Not to the Distribution System 

 

  Duration:             8522  Microseconds 

  Destination:          8C:39:ED:FF:8E:8F 

  Source:               24:C5:D5:C9:26:67 

  BSSID:                35:0B:40:5B:64:D7 

  Seq. Number:          1677 

  Frag. Number:         6 

Application Layer

  Continued Data: 

  h...M.......V.h.  68 FB 95 B1 4D ED D8 EE DE 8B F8 06 56 97 68 C2 

  .N.S.w...ni..A..  FA 4E C8 53 F4 77 C5 1A 8A 6E 69 86 F4 41 05 91 

  ...)\(3.s....[J(  ED DB 80 29 5C 28 33 ED 73 EC F2 05 FD 5B 4A 28 

  a..uK.....'.21..  61 EC EB 75 4B 82 9E F3 FE B5 27 8C 32 31 0A A9 

  .:`V....3.~.?..!  90 3A 60 56 F8 E1 ED E8 33 ED 7E CD 3F 88 CA 21 

  ~M{b.?O.f..'..C.  7E 4D 7B 62 A0 3F 4F CD 66 F4 F2 27 12 8C 43 E5 

  .....&....:.d_..  B4 FB 03 D3 EB 26 DF 0B C3 E9 3A C5 64 5F E2 DD 

  .d....H...x.      8B 64 09 B5 84 1D 48 1E F4 DE 78 93 

FCS - Frame Check Sequence

  FCS (Calculated):     0xB236C6AC 

 

Probe Request 

Packet Info

  Flags:                0x00 

  Status:               0x00 

  Packet Length:        47 

  Timestamp:            13:44:45.049522800 12/02/2004 

  Data Rate:            2   1.0 Mbps 

  Channel:              6  2437 MHz 

  Signal Level:         51% 

  Noise Level:          0% 

802.11 MAC Header

  Version:              0 

  Type:                 %00  Management 

  Subtype:              %0100  Probe Request 

Frame Control Flags:    %00000000 
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                        0... .... Non-strict order 

                        .0.. .... WEP Not Enabled 

                        ..0. .... No More Data 

                        ...0 .... Power Management - active mode 

                        .... 0... This is not a Re-Transmission 

                        .... .0.. Last or Unfragmented Frame 

                        .... ..0. Not an Exit from the Distribution System 

                        .... ...0 Not to the Distribution System 

 

  Duration:             0  Microseconds 

  Destination:          FF:FF:FF:FF:FF:FF  Ethernet Broadcast 

  Source:               00:80:C8:2D:26:13  D-link Sys:2D:26:13 

  BSSID:                FF:FF:FF:FF:FF:FF  Ethernet Broadcast 

  Seq. Number:          55 

  Frag. Number:         0 

802.11 Management - Probe Request

SSID 

  Element ID:           0  SSID 

  Length:               0 

 

Supported Rates 

  Element ID:           1  Supported Rates 

  Length:               5 

  Supported Rate:       1.0  (BSS Basic Rate) 

  Supported Rate:       2.0  (BSS Basic Rate) 

  Supported Rate:       5.5  (BSS Basic Rate) 

  Supported Rate:       11.0  (BSS Basic Rate) 

  Supported Rate:       22.0  (Not BSS Basic Rate) 

 

Extended Supported Rates 

  Element ID:           50  Extended Supported Rates 

  Length:               8 

  Supported Rate:       6.0  (Not BSS Basic Rate) 

  Supported Rate:       9.0  (Not BSS Basic Rate) 

  Supported Rate:       12.0  (Not BSS Basic Rate) 

  Supported Rate:       18.0  (Not BSS Basic Rate) 

  Supported Rate:       24.0  (Not BSS Basic Rate) 

  Supported Rate:       36.0  (Not BSS Basic Rate) 

  Supported Rate:       48.0  (Not BSS Basic Rate) 

  Supported Rate:       54.0  (Not BSS Basic Rate) 

 

FCS - Frame Check Sequence

  FCS (Calculated):     0x7C7F27C9 
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Probe Response 

Packet Info

  Flags:                0x00 

  Status:               0x00 

  Packet Length:        65 

  Timestamp:            13:44:45.050189800 12/02/2004 

  Data Rate:            4   2.0 Mbps 

  Channel:              6  2437 MHz 

  Signal Level:         57% 

  Noise Level:          0% 

802.11 MAC Header

  Version:              0 

  Type:                 %00  Management 

  Subtype:              %0101  Probe Response 

Frame Control Flags:    %00000000 

                        0... .... Non-strict order 

                        .0.. .... WEP Not Enabled 

                        ..0. .... No More Data 

                        ...0 .... Power Management - active mode 

                        .... 0... This is not a Re-Transmission 

                        .... .0.. Last or Unfragmented Frame 

                        .... ..0. Not an Exit from the Distribution System 

                        .... ...0 Not to the Distribution System 

 

  Duration:             258  Microseconds 

  Destination:          00:80:C8:2D:26:13  D-link Sys:2D:26:13 

  Source:               00:40:05:C4:BA:F7  Ani Comm:C4:BA:F7 

  BSSID:                00:40:05:C4:BA:F7  Ani Comm:C4:BA:F7 

  Seq. Number:          2137 

  Frag. Number:         0 

802.11 Management - Probe Response

  Timestamp:            9689681819  Microseconds 

  Beacon Interval:      100 

  Capability Info:      %0000000001010001 

                        x....... ........ Reserved 

                        .x...... ........ Reserved 

                        ..0..... ........ DSSS-OFDM is Not Allowed 

                        ...x.... ........ Reserved 

                        ....0... ........ Robust Security Network Disabled 

                        .....0.. ........ G Mode Short Slot Time [20 microseconds] 

                        ......x. ........ Reserved 
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                        .......x ........ Reserved 

                        ........ 0....... Channel Agility Not Used 

                        ........ .1...... PBCC 

                        ........ ..0..... Short Preamble Not Allowed 

                        ........ ...1.... Privacy Enabled 

                        ........ ....0... CF Poll Not Requested 

                        ........ .....0.. CF Not Pollable 

                        ........ ......0. Not an IBSS Type Network 

                        ........ .......1 ESS Type Network 

 

SSID 

  Element ID:           0  SSID 

  Length:               7 

  SSID:                 802.11b 

 

Supported Rates 

  Element ID:           1  Supported Rates 

  Length:               5 

  Supported Rate:       1.0  (BSS Basic Rate) 

  Supported Rate:       2.0  (BSS Basic Rate) 

  Supported Rate:       5.5  (Not BSS Basic Rate) 

  Supported Rate:       11.0  (Not BSS Basic Rate) 

  Supported Rate:       22.0  (Not BSS Basic Rate) 

 

Direct Sequence Parameter Set 

  Element ID:           3  Direct Sequence Parameter Set 

  Length:               1 

  Channel:              6 

 

WPA 

  Element ID:           221  WPA 

  Length:               4 

  WPA Value: 

  ..(.              08 00 28 00 

 

FCS - Frame Check Sequence

  FCS (Calculated):     0x55D6E29C 

 

Beacon 

Packet Info

  Flags:                0x00 

  Status:               0x00 
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  Packet Length:        65 

  Timestamp:            13:44:45.275876800 12/02/2004 

  Data Rate:            4   2.0 Mbps 

  Channel:              6  2437 MHz 

  Signal Level:         50% 

  Noise Level:          0% 

802.11 MAC Header

  Version:              0 

  Type:                 %00  Management 

  Subtype:              %1000  Beacon 

Frame Control Flags:    %00000000 

                        0... .... Non-strict order 

                        .0.. .... WEP Not Enabled 

                        ..0. .... No More Data 

                        ...0 .... Power Management - active mode 

                        .... 0... This is not a Re-Transmission 

                        .... .0.. Last or Unfragmented Frame 

                        .... ..0. Not an Exit from the Distribution System 

                        .... ...0 Not to the Distribution System 

 

  Duration:             0  Microseconds 

  Destination:          FF:FF:FF:FF:FF:FF  Ethernet Broadcast 

  Source:               00:40:05:C4:BA:F7  Ani Comm:C4:BA:F7 

  BSSID:                00:40:05:C4:BA:F7  Ani Comm:C4:BA:F7 

  Seq. Number:          2143 

  Frag. Number:         0 

802.11 Management - Beacon

  Timestamp:            9689907489  Microseconds 

  Beacon Interval:      100 

  Capability Info:      %0000000001010001 

                        x....... ........ Reserved 

                        .x...... ........ Reserved 

                        ..0..... ........ DSSS-OFDM is Not Allowed 

                        ...x.... ........ Reserved 

                        ....0... ........ Robust Security Network Disabled 

                        .....0.. ........ G Mode Short Slot Time [20 microseconds] 

                        ......x. ........ Reserved 

                        .......x ........ Reserved 

                        ........ 0....... Channel Agility Not Used 

                        ........ .1...... PBCC 

                        ........ ..0..... Short Preamble Not Allowed 

                        ........ ...1.... Privacy Enabled 

                        ........ ....0... CF Poll Not Requested 
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                        ........ .....0.. CF Not Pollable 

                        ........ ......0. Not an IBSS Type Network 

                        ........ .......1 ESS Type Network 

 

SSID 

  Element ID:           0  SSID 

  Length:               7 

  SSID:                 802.11b 

 

Supported Rates 

  Element ID:           1  Supported Rates 

  Length:               5 

  Supported Rate:       1.0  (BSS Basic Rate) 

  Supported Rate:       2.0  (BSS Basic Rate) 

  Supported Rate:       5.5  (Not BSS Basic Rate) 

  Supported Rate:       11.0  (Not BSS Basic Rate) 

  Supported Rate:       22.0  (Not BSS Basic Rate) 

 

Direct Sequence Parameter Set 

  Element ID:           3  Direct Sequence Parameter Set 

  Length:               1 

  Channel:              6 

 

Traffic Indication Map 

  Element ID:           5  Traffic Indication Map 

  Length:               4 

  DTIM Count:           1 

  DTIM Period:          3 

  Traffic Ind.:         0 

  Bitmap Offset:        0 

  Part Virt Bmap:       0x00 

 

FCS - Frame Check Sequence

  FCS (Calculated):     0xDD8248E4 

 

Disassociation 

Packet Info

  Flags:                0x02  CRC Error  

  Status:               0x00 

  Packet Length:        151 

  Timestamp:            14:30:51.241237600 12/02/2004 

  Data Rate:            22  11.0 Mbps 
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  Channel:              6  2437 MHz 

  Signal Level:         6% 

  Noise Level:          0% 

802.11 MAC Header

  Version:              2 

  Type:                 %00  Management 

  Subtype:              %1010  Disassociation 

Frame Control Flags:    %10100101 

                        1... .... Frames Must Be Strictly Ordered 

                        .0.. .... WEP Not Enabled 

                        ..1. .... More Data 

                        ...0 .... Power Management - active mode 

                        .... 0... This is not a Re-Transmission 

                        .... .1.. More Fragments to Follow 

                        .... ..0. Not an Exit from the Distribution System 

                        .... ...1 To the Distribution System 

 

  Duration:             15923  Microseconds 

  Destination:          21:08:BF:11:1B:A1 

  Source:               92:9E:99:FC:3D:BB 

  BSSID:                C5:EA:02:8B:12:9D 

  Seq. Number:          3946 

  Frag. Number:         10 

Application Layer

  Continued Data: 

  ...,.......)....  F6 9E C2 2C D7 98 98 B7 C6 C5 94 29 BC 09 DE 9E 

  .U..D....{.O|...  9B 55 A7 9F 44 CB A1 C3 D6 7B FC 4F 7C EB D6 19 

  l<..+M.....F....  6C 3C 0E D4 2B 4D 02 C5 F7 8E A9 46 EB E7 0E AE 

  >.(l..a....N....  3E 96 28 6C 83 1D 61 C5 BE 1E 95 4E F9 F0 80 C5 

  ..[>.w|.CG.e..`.  9B F7 5B 3E B0 77 7C DC 43 47 C0 65 BF 04 60 8E 

  ..m.X..u.......P  AF D4 6D 05 58 C4 D9 75 9B E7 F6 0C 8C D9 D8 50 

  .}.f.. ...D"...H  DD 7D F3 66 8C 86 20 B9 A8 8D 44 22 1A A4 2E 48 

  "._\.....J..      22 D3 5F 5C EE FD A4 14 D7 4A B7 95 

FCS - Frame Check Sequence

  FCS (Calculated):     0xF72F6277 

 

Authentication 

Packet Info

  Flags:                0x00 

  Status:               0x00 

  Packet Length:        34 

  Timestamp:            13:44:45.188475800 12/02/2004 
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  Data Rate:            22  11.0 Mbps 

  Channel:              6  2437 MHz 

  Signal Level:         51% 

  Noise Level:          0% 

802.11 MAC Header

  Version:              0 

  Type:                 %00  Management 

  Subtype:              %1011  Authentication 

Frame Control Flags:    %00000000 

                        0... .... Non-strict order 

                        .0.. .... WEP Not Enabled 

                        ..0. .... No More Data 

                        ...0 .... Power Management - active mode 

                        .... 0... This is not a Re-Transmission 

                        .... .0.. Last or Unfragmented Frame 

                        .... ..0. Not an Exit from the Distribution System 

                        .... ...0 Not to the Distribution System 

 

  Duration:             213  Microseconds 

  Destination:          00:40:05:C4:BA:F7  Ani Comm:C4:BA:F7 

  Source:               00:80:C8:2D:26:13  D-link Sys:2D:26:13 

  BSSID:                00:40:05:C4:BA:F7  Ani Comm:C4:BA:F7 

  Seq. Number:          78 

  Frag. Number:         0 

802.11 Management - Authentication

  Auth. Algorithm:      0  Open System 

  Auth. Seq. Num.:      1 

  Status Code:          0  Reserved 

FCS - Frame Check Sequence

  FCS (Calculated):     0xEE8638F8 

 

Deauthentication 

Packet Info

  Flags:                0x02  CRC Error  

  Status:               0x04  Encrypted  

  Packet Length:        151 

  Timestamp:            15:17:49.002287200 12/02/2004 

  Data Rate:            22  11.0 Mbps 

  Channel:              6  2437 MHz 

  Signal Level:         0% 

  Noise Level:          0% 



Improving Security in WLAN with the Use of Smart Antennas 
 

__________________________________________________________________ 
Page 144 of 201                                 Created by: Zhaohui Sun 
 

802.11 MAC Header

  Version:              3 

  Type:                 %00  Management 

  Subtype:              %1100  Deauthentication 

Frame Control Flags:    %11000101 

                        1... .... Frames Must Be Strictly Ordered 

                        .1.. .... WEP Enabled 

                        ..0. .... No More Data 

                        ...0 .... Power Management - active mode 

                        .... 0... This is not a Re-Transmission 

                        .... .1.. More Fragments to Follow 

                        .... ..0. Not an Exit from the Distribution System 

                        .... ...1 To the Distribution System 

 

  Duration:             24961  Microseconds 

  Destination:          04:6B:63:F8:B3:DB 

  Source:               C4:33:D5:37:AF:B9 

  BSSID:                8D:0B:DA:83:41:E5 

  Seq. Number:          2828 

  Frag. Number:         10 

Application Layer

  Continued Data: 

  ...g...U>.....P;  B0 92 15 67 A7 F8 D4 55 3E 85 F4 A7 A4 C3 50 3B 

  9.w..$a@&.g1....  39 9B 77 DB F9 24 61 40 26 0B 67 31 B6 04 A0 82 

  ..'[....{...5. k  86 B8 27 5B B6 90 98 00 7B 13 0C 8A 35 A7 20 6B 

  *N.....KzV...n..  2A 4E E4 9B 1D F8 C7 4B 7A 56 C4 B0 82 6E CF FB 

  ..C,.......u.L!.  CB 08 43 2C AD C8 08 CE DA 9F 13 75 09 4C 21 C7 

  .....xp..|![..s.  09 D8 02 02 01 78 70 AA F7 7C 21 5B B5 CC 73 88 

  ...k..~.........  C5 99 88 6B D9 BC 7E 19 B4 83 85 94 A5 16 A5 D6 

  1...4.......      31 D7 84 F4 34 05 87 19 CB E9 B7 88 

FCS - Frame Check Sequence

  FCS (Calculated):     0x0D12CFA1 

 

PS-Poll 

Packet Info

  Flags:                0x03  CRC Error  

  Status:               0x04  Encrypted  

  Packet Length:        20 

  Timestamp:            14:48:57.577178400 12/02/2004 

  Data Rate:            22  11.0 Mbps 

  Channel:              6  2437 MHz 

  Signal Level:         5% 
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  Noise Level:          0% 

802.11 MAC Header

  Version:              3 

  Type:                 %01  Control 

  Subtype:              %1010  Power Save (PS)-Poll 

Frame Control Flags:    %01110001 

                        0... .... Non-strict order 

                        .1.. .... WEP Enabled 

                        ..1. .... More Data 

                        ...1 .... Power Management - power save mode 

                        .... 0... This is not a Re-Transmission 

                        .... .0.. Last or Unfragmented Frame 

                        .... ..0. Not an Exit from the Distribution System 

                        .... ...1 To the Distribution System 

 

  Assoc. ID:            0x84D7 

  BSSID:                A6:5F:1E:D6:8A:33 

  Transmitter:          5A:6B:4D:A2:13:5D 

FCS - Frame Check Sequence

  FCS (Calculated):     0x047A86B9 

 

RTS 

Packet Info

  Flags:                0x03  CRC Error  

  Status:               0x00 

  Packet Length:        20 

  Timestamp:            14:30:30.863877600 12/02/2004 

  Data Rate:            22  11.0 Mbps 

  Channel:              6  2437 MHz 

  Signal Level:         5% 

  Noise Level:          0% 

802.11 MAC Header

  Version:              2 

  Type:                 %01  Control 

  Subtype:              %1011  Request To Send (RTS) 

Frame Control Flags:    %00110000 

                        0... .... Non-strict order 

                        .0.. .... WEP Not Enabled 

                        ..1. .... More Data 

                        ...1 .... Power Management - power save mode 

                        .... 0... This is not a Re-Transmission 
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                        .... .0.. Last or Unfragmented Frame 

                        .... ..0. Not an Exit from the Distribution System 

                        .... ...0 Not to the Distribution System 

 

  Duration:             27131  Microseconds 

  Receiver:             55:6C:06:67:90:51 

  Transmitter:          27:83:A0:28:CF:1D 

FCS - Frame Check Sequence

  FCS (Calculated):     0x7929BCA8 

 

CTS 

Packet Info

  Flags:                0x03  CRC Error  

  Status:               0x04  Encrypted  

  Packet Length:        14 

  Timestamp:            15:17:19.103472400 12/02/2004 

  Data Rate:            22  11.0 Mbps 

  Channel:              6  2437 MHz 

  Signal Level:         2% 

  Noise Level:          0% 

802.11 MAC Header

  Version:              3 

  Type:                 %01  Control 

  Subtype:              %1100  Clear To Send (CTS) 

Frame Control Flags:    %11100011 

                        1... .... Frames Must Be Strictly Ordered 

                        .1.. .... WEP Enabled 

                        ..1. .... More Data 

                        ...0 .... Power Management - active mode 

                        .... 0... This is not a Re-Transmission 

                        .... .0.. Last or Unfragmented Frame 

                        .... ..1. Exit from the Distribution System 

                        .... ...1 To the Distribution System 

 

  Duration:             1  Microseconds 

  Receiver:             FF:F1:00:82:CF:68 

FCS - Frame Check Sequence

  FCS (Calculated):     0x3AFFD2CA 

 



 
Appendix B: 802.11 Packets Format 

__________________________________________________________________ 
Created by: Zhaohui Sun                                 Page 147 of 201 

ACK 

Packet Info

  Flags:                0x01 

  Status:               0x00 

  Packet Length:        14 

  Timestamp:            13:44:48.857976800 12/02/2004 

  Data Rate:            4   2.0 Mbps 

  Channel:              6  2437 MHz 

  Signal Level:         52% 

  Noise Level:          0% 

802.11 MAC Header

  Version:              0 

  Type:                 %01  Control 

  Subtype:              %1101  Acknowledgment (ACK) 

Frame Control Flags:    %00000000 

                        0... .... Non-strict order 

                        .0.. .... WEP Not Enabled 

                        ..0. .... No More Data 

                        ...0 .... Power Management - active mode 

                        .... 0... This is not a Re-Transmission 

                        .... .0.. Last or Unfragmented Frame 

                        .... ..0. Not an Exit from the Distribution System 

                        .... ...0 Not to the Distribution System 

 

  Duration:             0  Microseconds 

  Receiver:             00:80:C8:2D:26:13  D-link Sys:2D:26:13 

FCS - Frame Check Sequence

  FCS (Calculated):     0x77269AC0 

 

CF End 

Packet Info

  Flags:                0x03  CRC Error  

  Status:               0x04  Encrypted  

  Packet Length:        20 

  Timestamp:            13:44:34.387773800 12/02/2004 

  Data Rate:            22  11.0 Mbps 

  Channel:              6  2437 MHz 

  Signal Level:         3% 

  Noise Level:          0% 

802.11 MAC Header

  Version:              0 
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  Type:                 %01  Control 

  Subtype:              %1110  Contention Free (CF)-End 

Frame Control Flags:    %11101001 

                        1... .... Frames Must Be Strictly Ordered 

                        .1.. .... WEP Enabled 

                        ..1. .... More Data 

                        ...0 .... Power Management - active mode 

                        .... 1... This is a Re-Transmission 

                        .... .0.. Last or Unfragmented Frame 

                        .... ..0. Not an Exit from the Distribution System 

                        .... ...1 To the Distribution System 

 

  Duration:             5558  Microseconds 

  Receiver:             27:94:10:4E:A0:1B 

  BSSID:                2A:BF:86:36:40:63 

FCS - Frame Check Sequence

  FCS (Calculated):     0x6C40095D 

 

CF End + CF ACK 

Packet Info

  Flags:                0x03  CRC Error  

  Status:               0x00 

  Packet Length:        20 

  Timestamp:            15:20:51.614744600 12/02/2004 

  Data Rate:            22  11.0 Mbps 

  Channel:              6  2437 MHz 

  Signal Level:         7% 

  Noise Level:          0% 

802.11 MAC Header

  Version:              1 

  Type:                 %01  Control 

  Subtype:              %1111  CF-End + CF-Ack 

Frame Control Flags:    %00110000 

                        0... .... Non-strict order 

                        .0.. .... WEP Not Enabled 

                        ..1. .... More Data 

                        ...1 .... Power Management - power save mode 

                        .... 0... This is not a Re-Transmission 

                        .... .0.. Last or Unfragmented Frame 

                        .... ..0. Not an Exit from the Distribution System 

                        .... ...0 Not to the Distribution System 
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  Duration:             58633  Microseconds 

  Receiver:             CF:AB:24:54:3A:92 

  BSSID:                5E:74:DD:EC:CF:01 

FCS - Frame Check Sequence

  FCS (Calculated):     0x67A77544 
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Appendix C: Matlab Code for Start and Splash 

Menu 

 

splash('bliss.jpg'); 

run main 

 

 

function splash(filename,varargin)  

% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 

%   SPLASH(FILENAME,FMT,TIME) creats a splash screen using image from the   % 

%   file specified by the string FILENAME, where the string FMT specifies   % 

%   the format of the file, and TIME is the duration time of the splash     % 

%   screen in second. If the file is not in the current directory or in a   % 

%   directory in the MATLAB path,specify the full pathname of the location  % 

%   on your system.  If SPLASH cannot find a file named FILENAME, it looks  % 

%   for a file named FILENAME.FMT.                                          % 

%                                                                           % 

%   Supported file types                                                    % 

%   JPEG,TIFF,GIF,BMP,PNG,PCX,HDF,XWD,ICO,CUR,RAS,PBM,PGM                   % 

% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 

 
if nargin ==1  % filename with format, defualt duration time  

   I = imread(filename);  

   time = 3;  

elseif (nargin == 2)&(ischar(varargin{1})) % filename without format, defualt 

duration time  

   fmt = varargin{2};  

   I = imread(filename,fmt);  

   time = 3;  

elseif (nargin == 2)&(isnumeric(varargin{1})) %filename with format, user specified 

duration time  

   I = imread(filename);  

   time = varargin{1};  

elseif nargin == 3 % filename without format, user specified duration time  

   fmt = varargin{1};  

   I = imread(filename,fmt);  

   time = varargin{2};  
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   if (~isnumeric(time))| (length(time)~=1)  

       error('INPUT ERROR: TIME must be a numeric number in seconds');      

   end  

else  

   error('INPUT ERROR: Too many imput arguments!');  

end 

  

splashImage = im2java(I); 

win = javax.swing.JWindow;  

icon = javax.swing.ImageIcon(splashImage);  

label = javax.swing.JLabel(icon);  

win.getContentPane.add(label);  

  

% get the actual screen size  

screenSize = win.getToolkit.getScreenSize;  

screenHeight = screenSize.height;  

screenWidth = screenSize.width;  

% get the actual splashImage size  

imgHeight = icon.getIconHeight;  

imgWidth = icon.getIconWidth;  

% set the splash image to the center of the screen  

win.setLocation((screenWidth-imgWidth)/2,(screenHeight-imgHeight)/2);  

win.pack  

win.show % show the splash screen  

tic;  

while toc<=time  

end  

win.dispose  % close the splash screen  
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Appendix D: Matlab Code for Main Menu

 

function varargout = main(varargin) 

% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 

% main.m                                                                  % 

% Matlab Main Graphic User Interface                                      % 

% Security Level Definition in Wireless network                           % 

% Author : Zhaohui Sun, 2145340                                           % 

% Version: 1.0                                                            % 

% Date   : 20.04.2005                                                     % 

% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 

 

% Begin initialization code - DO NOT EDIT 

gui_Singleton = 1; 

gui_State = struct('gui_Name',       mfilename, ... 

                   'gui_Singleton',  gui_Singleton, ... 

                   'gui_OpeningFcn', @main_OpeningFcn, ... 

                   'gui_OutputFcn',  @main_OutputFcn, ... 

                   'gui_LayoutFcn',  [] , ... 

                   'gui_Callback',   []); 

if nargin && ischar(varargin{1}) 

    gui_State.gui_Callback = str2func(varargin{1}); 

end 

  

if nargout 

    [varargout{1:nargout}] = gui_mainfcn(gui_State, varargin{:}); 

else 

    gui_mainfcn(gui_State, varargin{:}); 

end 

% End initialization code - DO NOT EDIT 

 
% --- Executes just before main is made visible. 

function main_OpeningFcn(hObject, eventdata, handles, varargin) 

global APVALUE1 APVALUE2 TERVALUE1 TERVALUE2 

APVALUE1=1; 

APVALUE2=0; 

TERVALUE1=1; 

TERVALUE2=0; 
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% Choose default command line output for main 

handles.output = hObject; 

guidata(hObject, handles); 

movegui(hObject,'onscreen')                 % To display application onscreen 

movegui(hObject,'center')                   % To display 

                                            % application in the 

                                            % center of screen 

                                          

axes(handles.axes1); 

handles.GU=imread('GU logo.jpg'); 

image(handles.GU); 

set(handles.axes1, 'Visible', 'off', 'Units', 'pixels'); 

  

x=[1:2:180]*pi/180; 

y=[1:2:180]*pi/180; 

for i=1:length(x) 

    for j=1:length(y) 

        if x(i)/2+y(j) > pi 

            z(i,j)=(x(i)/2+y(j))/pi+sin(pi-y(j))/pi-1; 

        else 

            z(i,j)=tan(x(i)/2).*tan(y(j)/2)./(tan(x(i)/2)+tan(y(j)/2))/pi; 

                end 

    end 

end 

set(handles.axes1,'HandleVisibility','OFF') 

set(handles.axes2,'HandleVisibility','ON') 

mesh(x*180/pi,y*180/pi,log(10./z)); 

view(55,10); 

shading interp; 

xlabel('Beamwidth θ'); 
  

ylabel('Beamwidth α');  
  

zlabel('Security level η'); 
title('Security level definition IV'); 

grid on;  

  

% Update handles structure 

guidata(hObject, handles); 

 

% --- Outputs from this function are returned to the command line. 

function varargout = main_OutputFcn(hObject, eventdata, handles)  
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varargout{1} = handles.output; 

 

% --- Executes on button press in quit. 

function quit_Callback(hObject, eventdata, handles) 

selection = questdlg(['Close ' get(gcf,'Name') '?'],... 

['Close ' get(gcf,'Name') '...'],...     

'Yes','No','Yes'); 

if strcmp(selection,'No') 

    return; 

end 

close(gcbf); 

 

function next_Callback(hObject, eventdata, handles) 

global APVALUE1 APVALUE2 TERVALUE1 TERVALUE2 

if (APVALUE2==1) & (TERVALUE1==1) 

    close(gcbf);run menu2; 

elseif (APVALUE1==1) & (TERVALUE2==1) 

        close(gcbf);run menu3; 

elseif (APVALUE2==1) & (TERVALUE2==1) 

            close(gcbf);run menu4; 

        else 

            close(gcbf);run menu1; 

        end 

  

function file_Callback(hObject, eventdata, handles) 

 

% -------------------------------------------------------------------- 

function new_Callback(hObject, eventdata, handles) 

 

% -------------------------------------------------------------------- 

function help_Callback(hObject, eventdata, handles) 

 

% -------------------------------------------------------------------- 

function about_Callback(hObject, eventdata, handles) 

msgbox('This software is designed to demonstrate the procedure of security  

level defintion in wireless communication.','About this software'); 

 

% -------------------------------------------------------------------- 

function uipanel1_SelectionChangeFcn(hObject, eventdata, handles) 

global APVALUE1 APVALUE2 

switch get(hObject,'Tag')   % Get Tag of selected object 

    case 'radiobutton1' 

        APVALUE1=1;APVALUE2=0; 
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    case 'radiobutton2' 

        APVALUE1=0;APVALUE2=1; 

end 

 

% -------------------------------------------------------------------- 

function uipanel2_SelectionChangeFcn(hObject, eventdata, handles) 

global TERVALUE1 TERVALUE2 

switch get(hObject,'Tag')   % Get Tag of selected object 

    case 'radiobutton3' 

       TERVALUE1=1;TERVALUE2=0; 

    case 'radiobutton4' 

       TERVALUE1=0;TERVALUE2=1; 

end 
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function varargout = menu1(varargin) 

% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 

% menu1.m                                                                 % 

% Calculating corresponding S11, beamwidth and security level             % 

% in scenario 1:                                                          % 

%               AP: Omni-directional antenna                              % 

%          Station: Omni-directional antenna                              % 

% Author : Zhaohui, 2145340                                               % 

% Version: 1.0                                                            % 

% Date   : 20.04.2005                                                     % 

% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 

 

gui_Singleton = 1; 

gui_State = struct('gui_Name',       mfilename, ... 

                   'gui_Singleton',  gui_Singleton, ... 

                   'gui_OpeningFcn', @menu1_OpeningFcn, ... 

                   'gui_OutputFcn',  @menu1_OutputFcn, ... 

                   'gui_LayoutFcn',  [], ... 

                   'gui_Callback',   []); 

if nargin && ischar(varargin{1}) 

   gui_State.gui_Callback = str2func(varargin{1}); 

end 

  

if nargout 

    [varargout{1:nargout}] = gui_mainfcn(gui_State, varargin{:}); 

else 

    gui_mainfcn(gui_State, varargin{:}); 

end 

  
% --- Executes just before menu1 is made visible. 

function menu1_OpeningFcn(hObject, eventdata, handles, varargin) 

handles.output = hObject; 

  

guidata(hObject, handles); 

movegui(hObject,'onscreen')                 % To display application onscreen 

movegui(hObject,'center')                   % To display 
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                                            % application in the 

                                            % center of screen 

                                          

axes(handles.axes1); 

handles.GU=imread('scene1.jpg'); 

image(handles.GU); 

set(handles.axes1, 'Visible', 'off', 'Units', 'pixels'); 

  

axes(handles.axes2); 

handles.aaa=imread('pattern1.jpg'); 

image(handles.aaa); 

set(handles.axes2, 'Visible', 'off', 'Units', 'pixels'); 

  

% Update handles structure 

guidata(hObject, handles); 

 

% --- Outputs from this function are returned to the command line. 

function varargout = menu1_OutputFcn(hObject, eventdata, handles) 

varargout{1} = handles.output; 

  

function edit12_Callback(hObject, eventdata, handles) 

 

% --- Executes during object creation, after setting all properties. 

function edit12_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

  
function edit13_Callback(hObject, eventdata, handles) 

  

% --- Executes during object creation, after setting all properties. 

function edit13_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

  

function edit14_Callback(hObject, eventdata, handles) 

 

% --- Executes during object creation, after setting all properties. 

function edit14_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 
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get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

  

% --- Executes on button press in Back. 

function Back_Callback(hObject, eventdata, handles) 

close(gcbf); 

run main 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 





__________________________________________________________________ 
Created by: Zhaohui Sun                                 Page 161 of 201 
 

 

 

Appendix F: Matlab Code for Sub-Menu2 

 

function varargout = menu2(varargin) 

% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 

% menu2.m                                                                 % 

% Calculating corresponding S11, beamwidth and security level             % 

% in scenario 2:                                                          % 

%               AP: Directional antenna                                   % 

%          Station: Omni-directional antenna                              % 

% Author : Zhaohui, 2145340                                               % 

% Version: 1.0                                                            % 

% Date   : 20.04.2005                                                     % 

% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 

 

 

gui_Singleton = 1; 

gui_State = struct('gui_Name',       mfilename, ... 

                   'gui_Singleton',  gui_Singleton, ... 

                   'gui_OpeningFcn', @menu2_OpeningFcn, ... 

                   'gui_OutputFcn',  @menu2_OutputFcn, ... 

                   'gui_LayoutFcn',  [], ... 

                   'gui_Callback',   []); 

if nargin && ischar(varargin{1}) 

   gui_State.gui_Callback = str2func(varargin{1}); 

end 

  
if nargout 

    [varargout{1:nargout}] = gui_mainfcn(gui_State, varargin{:}); 

else 

    gui_mainfcn(gui_State, varargin{:}); 

end 

  

% --- Executes just before menu2 is made visible. 

function menu2_OpeningFcn(hObject, eventdata, handles, varargin) 

handles.output = hObject; 

guidata(hObject, handles); 

movegui(hObject,'onscreen')                 % To display application onscreen 

movegui(hObject,'center')                   % To display 
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                                            % application in the 

                                            % center of screen 

                                          

axes(handles.axes1); 

handles.GU=imread('scene2.jpg'); 

image(handles.GU); 

set(handles.axes1, 'Visible', 'off', 'Units', 'pixels'); 

  

axes(handles.axes2); 

set(handles.axes1,'HandleVisibility','OFF') 

set(handles.axes2,'HandleVisibility','ON')     

        

ha=axes('position',[1 1 1 1],'units','normalized');  

box off  

uistack(ha,'down')  

I=imread('ripple.jpg');  

himg=imagesc(I);  

colormap gray  

set(ha,'handleVisibility','off','visible','off'); 

x=[1:2:180]; 

  

for i=1:length(x) 

         y(i)=log(3600/x(i)); 

end 

  

plot(x,y,'r'); 

xlabel('Beamwidth θ');  
ylabel('Security level η'); 
title('Security level definition II'); 

legend('η=log(S2/S1)=log(3600/θ)');  
axis([0 180 0 9]); 

guidata(hObject, handles); 

  

function varargout = menu2_OutputFcn(hObject, eventdata, handles) 

varargout{1} = handles.output; 

  

function edit1_Callback(hObject, eventdata, handles) 

val=str2num(get(handles.edit1,'String')); 

if isnumeric(val)&length(val)==1 &... 

        val>=get(handles.slider1,'Min') &... 

        val<=get(handles.slider1,'Max')  

        set(handles.slider1,'Value',val); 

else 
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    errordlg('Load must be number and greater than -50 and smaller than 50'); 

    set(handles.edit1,'String',''); 

end 

 

% --- Executes during object creation, after setting all properties. 

function edit1_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

  

% --- Executes on slider movement. 

function slider1_Callback(hObject, eventdata, handles) 

val=num2str(get(handles.slider1,'Value')); 

set(handles.edit1,'String',val); 

  
function slider1_CreateFcn(hObject, eventdata, handles) 

if isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor',[.9 .9 .9]); 

end 

  

function edit2_Callback(hObject, eventdata, handles) 

val=str2num(get(handles.edit2,'String')); 

if isnumeric(val)&length(val)==1 &... 

        val>=get(handles.slider2,'Min') &... 

        val<=get(handles.slider2,'Max')  

        set(handles.slider2,'Value',val); 

else 

    errordlg('Load must be number and greater than -50 and smaller than 50'); 

    set(handles.edit2,'String',''); 

end 

 

function edit2_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

  

% --- Executes on slider movement. 

function slider2_Callback(hObject, eventdata, handles) 

val=num2str(get(handles.slider2,'Value')); 

set(handles.edit2,'String',val); 
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% --- Executes during object creation, after setting all properties. 

function slider2_CreateFcn(hObject, eventdata, handles) 

if isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor',[.9 .9 .9]); 

end 

  

function edit3_Callback(hObject, eventdata, handles) 

val=str2num(get(handles.edit3,'String')); 

if isnumeric(val)&length(val)==1 &... 

        val>=get(handles.slider3,'Min') &... 

        val<=get(handles.slider3,'Max')  

        set(handles.slider3,'Value',val); 

else 

    errordlg('Load must greater than -50 and smaller than 50'); 

    set(handles.edit3,'String',''); 

end 

  

% --- Executes during object creation, after setting all properties. 

function edit3_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

  

% --- Executes on slider movement. 

function slider3_Callback(hObject, eventdata, handles) 

val=num2str(get(handles.slider3,'Value')); 

set(handles.edit3,'String',val); 

 

% --- Executes during object creation, after setting all properties. 

 

function slider3_CreateFcn(hObject, eventdata, handles) 

if isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor',[.9 .9 .9]); 

end 

  

% --- Executes on slider movement. 

function slider4_Callback(hObject, eventdata, handles) 

val=num2str(get(handles.slider4,'Value')); 

set(handles.edit4,'String',val); 
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% --- Executes during object creation, after setting all properties. 

function slider4_CreateFcn(hObject, eventdata, handles) 

if isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor',[.9 .9 .9]); 

end 

  

function edit4_Callback(hObject, eventdata, handles) 

val=str2num(get(handles.edit4,'String')); 

if isnumeric(val)&length(val)==1 &... 

        val>=get(handles.slider4,'Min') &... 

        val<=get(handles.slider4,'Max')  

        set(handles.slider4,'Value',val); 

else 

    errordlg('Load must greater than -50 and smaller than 50'); 

    set(handles.edit4,'String',''); 

end 

 

% --- Executes during object creation, after setting all properties. 

function edit4_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

  

function edit5_Callback(hObject, eventdata, handles) 

val=str2num(get(handles.edit5,'String')); 

if isnumeric(val)&length(val)==1 &... 

        val>=get(handles.slider5,'Min') &... 

        val<=get(handles.slider5,'Max')  

        set(handles.slider5,'Value',val); 

else 

    errordlg('Load must greater than -50 and smaller than 50'); 

    set(handles.edit5,'String',''); 

end 

 

% --- Executes during object creation, after setting all properties. 

function edit5_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 
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% --- Executes on slider movement. 

function slider5_Callback(hObject, eventdata, handles) 

val=num2str(get(handles.slider5,'Value')); 

set(handles.edit5,'String',val); 

 

% --- Executes during object creation, after setting all properties. 

function slider5_CreateFcn(hObject, eventdata, handles) 

if isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor',[.9 .9 .9]); 

end 

  

function edit6_Callback(hObject, eventdata, handles) 

val=str2num(get(handles.edit6,'String')); 

if isnumeric(val)&length(val)==1 &... 

        val>=get(handles.slider6,'Min') &... 

        val<=get(handles.slider6,'Max')  

        set(handles.slider6,'Value',val); 

else 

    errordlg('Load must greater than -50 and smaller than 50'); 

    set(handles.edit6,'String',''); 

end 

  

% --- Executes during object creation, after setting all properties. 

function edit6_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

  

% --- Executes on slider movement. 

function slider6_Callback(hObject, eventdata, handles) 

val=num2str(get(handles.slider6,'Value')); 

set(handles.edit6,'String',val); 

  

% --- Executes during object creation, after setting all properties. 

function slider6_CreateFcn(hObject, eventdata, handles) 

if isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor',[.9 .9 .9]); 

end 
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function edit7_Callback(hObject, eventdata, handles) 

 

% --- Executes during object creation, after setting all properties. 

function edit7_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

  

function edit8_Callback(hObject, eventdata, handles) 

 

% --- Executes during object creation, after setting all properties. 

function edit8_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

  

function edit9_Callback(hObject, eventdata, handles) 

 

% --- Executes during object creation, after setting all properties. 

function edit9_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

  

% --- Executes on button press in Back. 

function Back_Callback(hObject, eventdata, handles) 

close(gcbf); 

run main 

  

% --- Executes on button press in Pattern. 

function Pattern_Callback(hObject, eventdata, handles) 

Response=deespar(str2num(get(handles.edit1,'String')),str2num(get(handles.edit2,

'String')),str2num(get(handles.edit3,'String')),... 

    

str2num(get(handles.edit4,'String')),str2num(get(handles.edit5,'String')),str2nu

m(get(handles.edit6,'String'))); 

figure; 

clf reset; 

pp(Response.Fields.Angle,Response.FarField,'CentreValue',Response.Min.Farfield,'

MaxValue',Response.Max.Farfield) 
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% --- Executes on button press in demonstrate. 

function demonstrate_Callback(hObject, eventdata, handles) 

figure; 

subplot(1,2,1) 

theta=0:pi/20:2*pi; 

plot(sin(theta),cos(theta)) 

axis('square') 

axis off; 

subplot(1,2,2) 

Response=deespar(str2num(get(handles.edit1,'String')),str2num(get(handles.edit2,

'String')),str2num(get(handles.edit3,'String')),... 

    

str2num(get(handles.edit4,'String')),str2num(get(handles.edit5,'String')),str2nu

m(get(handles.edit6,'String'))); 

pp(Response.Fields.Angle,Response.FarField,'CentreValue',Response.Min.Farfield,'

MaxValue',Response.Max.Farfield) 

hold on 

axis('square') 

xx = Response.FarField.*cos(Response.Fields.Angle); 

yy = Response.FarField.*sin(Response.Fields.Angle); 

axis equal; 

fill(xx,yy,'r'); 

  

M=moviein(18); 

for k = 1:18 

    hold off; 

    

pp((Response.Fields.Angle*180/pi+k*20)*pi/180,Response.FarField,'CentreValue',Re

sponse.Min.Farfield,'MaxValue',Response.Max.Farfield) 

    hold on; 

    xx = Response.FarField.*cos((Response.Fields.Angle*180/pi+k*20)*pi/180); 

    yy = Response.FarField.*sin((Response.Fields.Angle*180/pi+k*20)*pi/180); 

    fill(xx,yy,'r'); 

    M(k)=getframe; 

end 

movie(M,0) 

 

% --- Executes on button press in calculate. 

function calculate_Callback(hObject, eventdata, handles) 

Response=deespar(str2num(get(handles.edit1,'String')),str2num(get(handles.edit2,

'String')),str2num(get(handles.edit3,'String')),... 
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str2num(get(handles.edit4,'String')),str2num(get(handles.edit5,'String')),str2nu

m(get(handles.edit6,'String'))); 

beamwidth=Response.beam; 

S11=Response.R_dB; 

set(handles.edit7,'String',beamwidth); 

set(handles.edit15,'String',S11); 

bili=log(3600/beamwidth); 

set(handles.edit8,'String',bili); 

if 1<bili & bili<3 

        set(handles.edit9,'String','Light Security'); 

elseif 3<=bili & bili<4 

        set(handles.edit9,'String','Medium Security'); 

else  

        set(handles.edit9,'String','High Security'); 

end 

  
function edit15_Callback(hObject, eventdata, handles) 

  

% --- Executes during object creation, after setting all properties. 

function edit15_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 
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function varargout = menu3(varargin) 

% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 

% menu3.m                                                                 % 

% Calculating corresponding S11, beamwidth and security level             % 

% in scenario 3:                                                          % 

%               AP: Omni-directional antenna                              % 

%          Station: Directional antenna                                   % 

% Author : Zhaohui, 2145340                                               % 

% Version: 1.0                                                            % 

% Date   : 20.04.2005                                                     % 

% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 

  

% Begin initialization code - DO NOT EDIT 

gui_Singleton = 1; 

gui_State = struct('gui_Name',       mfilename, ... 

                   'gui_Singleton',  gui_Singleton, ... 

                   'gui_OpeningFcn', @menu3_OpeningFcn, ... 

                   'gui_OutputFcn',  @menu3_OutputFcn, ... 

                   'gui_LayoutFcn',  [] , ... 

                   'gui_Callback',   []); 

if nargin && ischar(varargin{1}) 

    gui_State.gui_Callback = str2func(varargin{1}); 

end 

  
if nargout 

    [varargout{1:nargout}] = gui_mainfcn(gui_State, varargin{:}); 

else 

    gui_mainfcn(gui_State, varargin{:}); 

end 

% End initialization code - DO NOT EDIT 

 

% --- Executes just before menu3 is made visible. 

function menu3_OpeningFcn(hObject, eventdata, handles, varargin) 

handles.output = hObject; 

guidata(hObject, handles); 

movegui(hObject,'onscreen')                 % To display application onscreen 



Improving Security in WLAN with the Use of Smart Antennas 
 

__________________________________________________________________ 
Page 172 of 201                                 Created by: Zhaohui Sun 
 

movegui(hObject,'center')                   % To display 

                                            % application in the 

                                            % center of screen 

                                          

axes(handles.axes1); 

handles.GU=imread('scene3.jpg'); 

image(handles.GU); 

set(handles.axes1, 'Visible', 'off', 'Units', 'pixels'); 

  

axes(handles.axes2); 

handles.aaa=imread('security3.jpg'); 

image(handles.aaa); 

set(handles.axes2, 'Visible', 'off', 'Units', 'pixels'); 

  

axes(handles.axes3); 

handles.bbb=imread('formula3.jpg'); 

image(handles.bbb); 

set(handles.axes3, 'Visible', 'off', 'Units', 'pixels'); 

  

% Update handles structure 

guidata(hObject, handles); 

  

% --- Outputs from this function are returned to the command line. 

function varargout = menu3_OutputFcn(hObject, eventdata, handles)  

varargout{1} = handles.output; 

  

  

% --- Executes during object creation, after setting all properties. 

function edit4_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

  

function edit6_Callback(hObject, eventdata, handles) 

val=str2num(get(handles.edit6,'String')); 

if isnumeric(val)&length(val)==1 &... 

        val>=get(handles.slider7,'Min') &... 

        val<=get(handles.slider7,'Max')  

        set(handles.slider7,'Value',val); 

else 

    errordlg('Load must greater than -50 and smaller than 50'); 

    set(handles.edit6,'String',''); 
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end 

 

% --- Executes during object creation, after setting all properties. 

function edit6_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

  

% --- Executes on slider7 movement. 

function slider7_Callback(hObject, eventdata, handles) 

val=num2str(get(handles.slider7,'Value')); 

set(handles.edit6,'String',val); 

  

% --- Executes during object creation, after setting all properties. 

function slider7_CreateFcn(hObject, eventdata, handles) 

if isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor',[.9 .9 .9]); 

end 

 

function edit7_Callback(hObject, eventdata, handles) 

val=str2num(get(handles.edit7,'String')); 

if isnumeric(val)&length(val)==1 &... 

        val>=get(handles.slider8,'Min') &... 

        val<=get(handles.slider8,'Max')  

        set(handles.slider8,'Value',val); 

else 

    errordlg('Load must greater than -50 and smaller than 50'); 

    set(handles.edit7,'String',''); 

end 

 

% --- Executes during object creation, after setting all properties. 

function edit7_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

 

% --- Executes on slider7 movement. 

function slider8_Callback(hObject, eventdata, handles) 

val=num2str(get(handles.slider8,'Value')); 

set(handles.edit7,'String',val); 
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% --- Executes during object creation, after setting all properties. 

function slider8_CreateFcn(hObject, eventdata, handles) 

if isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor',[.9 .9 .9]); 

end 

 

function edit8_Callback(hObject, eventdata, handles) 

val=str2num(get(handles.edit8,'String')); 

if isnumeric(val)&length(val)==1 &... 

        val>=get(handles.slider9,'Min') &... 

        val<=get(handles.slider9,'Max')  

        set(handles.slider9,'Value',val); 

else 

    errordlg('Load must greater than -50 and smaller than 50'); 

    set(handles.edit8,'String',''); 

end 

 

% --- Executes during object creation, after setting all properties. 

function edit8_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

  

% --- Executes on slider7 movement. 

function slider9_Callback(hObject, eventdata, handles) 

val=num2str(get(handles.slider9,'Value')); 

set(handles.edit8,'String',val); 

 

% --- Executes during object creation, after setting all properties. 

function slider9_CreateFcn(hObject, eventdata, handles) 

if isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor',[.9 .9 .9]); 

end 

 

% --- Executes on slider7 movement. 

function slider10_Callback(hObject, eventdata, handles) 

val=num2str(get(handles.slider10,'Value')); 

set(handles.edit9,'String',val); 
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% --- Executes during object creation, after setting all properties. 

function slider10_CreateFcn(hObject, eventdata, handles) 

if isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor',[.9 .9 .9]); 

end 

 

function edit9_Callback(hObject, eventdata, handles) 

val=str2num(get(handles.edit9,'String')); 

if isnumeric(val)&length(val)==1 &... 

        val>=get(handles.slider10,'Min') &... 

        val<=get(handles.slider10,'Max')  

        set(handles.slider10,'Value',val); 

else 

    errordlg('Load must greater than -50 and smaller than 50'); 

    set(handles.edit9,'String',''); 

end 

 

% --- Executes during object creation, after setting all properties. 

function edit9_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

 

function edit10_Callback(hObject, eventdata, handles) 

val=str2num(get(handles.edit10,'String')); 

if isnumeric(val)&length(val)==1 &... 

        val>=get(handles.slider11,'Min') &... 

        val<=get(handles.slider11,'Max')  

        set(handles.slider11,'Value',val); 

else 

    errordlg('Load must greater than -50 and smaller than 50'); 

    set(handles.edit10,'String',''); 

end 

 
% --- Executes during object creation, after setting all properties. 

function edit10_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 
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% --- Executes on slider7 movement. 

function slider11_Callback(hObject, eventdata, handles) 

val=num2str(get(handles.slider11,'Value')); 

set(handles.edit10,'String',val); 

 

% --- Executes during object creation, after setting all properties. 

function slider11_CreateFcn(hObject, eventdata, handles) 

if isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor',[.9 .9 .9]); 

end 

 

function edit11_Callback(hObject, eventdata, handles) 

val=str2num(get(handles.edit11,'String')); 

if isnumeric(val)&length(val)==1 &... 

        val>=get(handles.slider12,'Min') &... 

        val<=get(handles.slider12,'Max')  

        set(handles.slider12,'Value',val); 

else 

    errordlg('Load must greater than -50 and smaller than 50'); 

    set(handles.edit11,'String',''); 

end 

 

% --- Executes during object creation, after setting all properties. 

function edit11_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

 
% --- Executes on slider7 movement. 

function slider12_Callback(hObject, eventdata, handles) 

val=num2str(get(handles.slider12,'Value')); 

set(handles.edit11,'String',val); 

 
% --- Executes during object creation, after setting all properties. 

function slider12_CreateFcn(hObject, eventdata, handles) 

if isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor',[.9 .9 .9]); 

end 

 

% --- Executes on button press in Back. 
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function Back_Callback(hObject, eventdata, handles) 

close(gcbf); 

run main 

 

% --- Executes on button press in Pattern. 

function Pattern_Callback(hObject, eventdata, handles) 

Response=deespar(str2num(get(handles.edit6,'String')),str2num(get(handles.edit7,

'String')),str2num(get(handles.edit8,'String')),... 

    

str2num(get(handles.edit9,'String')),str2num(get(handles.edit10,'String')),str2n

um(get(handles.edit11,'String'))); 

figure; 

clf reset; 

pp(Response.Fields.Angle,Response.FarField,'CentreValue',Response.Min.Farfield,'

MaxValue',Response.Max.Farfield) 

 
% --- Executes on button press in demonstrate. 

function demonstrate_Callback(hObject, eventdata, handles) 

figure; 

subplot(1,2,2) 

theta=0:pi/20:2*pi; 

plot(sin(theta),cos(theta)) 

axis('square') 

axis off; 

subplot(1,2,1) 

Response=deespar(str2num(get(handles.edit6,'String')),str2num(get(handles.edit7,

'String')),str2num(get(handles.edit8,'String')),... 

    

str2num(get(handles.edit9,'String')),str2num(get(handles.edit10,'String')),str2n

um(get(handles.edit11,'String'))); 

pp(Response.Fields.Angle,Response.FarField,'CentreValue',Response.Min.Farfield,'

MaxValue',Response.Max.Farfield) 

hold on 

axis('square') 

xx = Response.FarField.*cos(Response.Fields.Angle); 

yy = Response.FarField.*sin(Response.Fields.Angle); 

axis equal; 

fill(xx,yy,'r'); 

  

M=moviein(18); 

for k = 1:18 

    hold off; 
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pp((Response.Fields.Angle*180/pi+k*20)*pi/180,Response.FarField,'CentreValue',Re

sponse.Min.Farfield,'MaxValue',Response.Max.Farfield) 

    hold on; 

    xx = Response.FarField.*cos((Response.Fields.Angle*180/pi+k*20)*pi/180); 

    yy = Response.FarField.*sin((Response.Fields.Angle*180/pi+k*20)*pi/180); 

    fill(xx,yy,'r'); 

    M(k)=getframe; 

end 

movie(M,0) 

 

function edit12_Callback(hObject, eventdata, handles) 

 

% --- Executes during object creation, after setting all properties. 

function edit12_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

 

function edit13_Callback(hObject, eventdata, handles) 

 

% --- Executes during object creation, after setting all properties. 

function edit13_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

  

function edit14_Callback(hObject, eventdata, handles) 

 
% --- Executes during object creation, after setting all properties. 

function edit14_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

 

% --- Executes on button press in calculate. 

function calculate_Callback(hObject, eventdata, handles) 

Response=deespar(str2num(get(handles.edit6,'String')),str2num(get(handles.edit7,

'String')),str2num(get(handles.edit8,'String')),... 

    

str2num(get(handles.edit9,'String')),str2num(get(handles.edit10,'String')),str2n
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um(get(handles.edit11,'String'))); 

beamwidth=Response.beam; 

S11=Response.R_dB; 

set(handles.edit12,'String',beamwidth); 

set(handles.edit15,'String',S11); 

bili=log(10*pi/sin((180-beamwidth)*pi/180)/pi+beamwidth*pi/180); 

set(handles.edit13,'String',bili); 

if bili==1 

    set(handles.edit14,'String','Low Security'); 

elseif 1<bili<3 

        set(handles.edit14,'String','Light Security'); 

elseif 3<=bili<4 

        set(handles.edit14,'String','Medium Security'); 

else bili>=4 

        set(handles.edit14,'String','High Security'); 

end 

 

function edit15_Callback(hObject, eventdata, handles) 

  

% --- Executes during object creation, after setting all properties. 

function edit15_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

  

 

 

 

 

 

 

 

 

 





__________________________________________________________________ 
Created by: Zhaohui Sun                                 Page 181 of 201 
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function varargout = menu4(varargin) 

% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 

% menu4.m                                                                 % 

% Calculating corresponding S11, beamwidth and security level             % 

% in scenario 4:                                                          % 

%               AP: Directional antenna                                   % 

%          Station: Directional antenna                                   % 

% Author : Zhaohui, 2145340                                               % 

% Version: 1.0                                                            % 

% Date   : 20.04.2005                                                     % 

% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 

  

% Begin initialization code - DO NOT EDIT 

gui_Singleton = 1; 

gui_State = struct('gui_Name',       mfilename, ... 

                   'gui_Singleton',  gui_Singleton, ... 

                   'gui_OpeningFcn', @menu4_OpeningFcn, ... 

                   'gui_OutputFcn',  @menu4_OutputFcn, ... 

                   'gui_LayoutFcn',  [] , ... 

                   'gui_Callback',   []); 

if nargin && ischar(varargin{1}) 

    gui_State.gui_Callback = str2func(varargin{1}); 

end 

  
if nargout 

    [varargout{1:nargout}] = gui_mainfcn(gui_State, varargin{:}); 

else 

    gui_mainfcn(gui_State, varargin{:}); 

end 

% End initialization code - DO NOT EDIT 

  

  

% --- Executes just before menu4 is made visible. 

function menu4_OpeningFcn(hObject, eventdata, handles, varargin) 

handles.output = hObject; 

guidata(hObject, handles); 
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movegui(hObject,'onscreen')                 % To display application onscreen 

movegui(hObject,'center')                   % To display 

                                            % application in the 

                                            % center of screen 

                                          

axes(handles.axes1); 

handles.GU=imread('formula4_1.jpg'); 

image(handles.GU); 

set(handles.axes1, 'Visible', 'off', 'Units', 'pixels'); 

  

axes(handles.axes2); 

handles.aaa=imread('scene4_1.jpg'); 

image(handles.aaa); 

set(handles.axes2, 'Visible', 'off', 'Units', 'pixels'); 

 

 

x=[1:2:180]*pi/180; 

y=[1:2:180]*pi/180; 

for i=1:length(x) 

    for j=1:length(y) 

        if x(i)/2+y(j) > pi 

            z(i,j)=(x(i)/2+y(j))/pi+sin(pi-y(j))/pi-1; 

        else 

            z(i,j)=tan(x(i)/2).*tan(y(j)/2)./(tan(x(i)/2)+tan(y(j)/2))/pi; 

                end 

    end 

end 

set(handles.axes1,'HandleVisibility','OFF') 

set(handles.axes2,'HandleVisibility','OFF') 

set(handles.axes3,'HandleVisibility','ON') 

mesh(x*180/pi,y*180/pi,log(10./z)); 

view(55,10); 

shading interp; 

title('Security level definition IV'); 

set(handles.edit1,'Visible','ON') 

set(handles.panel2,'Visible','ON') 

set(handles.panel3,'Visible','ON') 

  

grid on;  

  

% Update handles structure 

guidata(hObject, handles); 
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% --- Outputs from this function are returned to the command line. 

function varargout = menu4_OutputFcn(hObject, eventdata, handles)  

varargout{1} = handles.output; 

 

function edit1_Callback(hObject, eventdata, handles) 

val=str2num(get(handles.edit1,'String')); 

if isnumeric(val)&length(val)~=1 |... 

        val>=50 |  val<=-50  

    errordlg('Load must be number and greater than -50 and smaller than 50'); 

    set(handles.edit1,'String',''); 

end 

 
% --- Executes during object creation, after setting all properties. 

function edit1_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

 

function edit2_Callback(hObject, eventdata, handles) 

val=str2num(get(handles.edit2,'String')); 

if isnumeric(val)&length(val)~=1 |... 

        val>=50 |  val<=-50  

    errordlg('Load must be number and greater than -50 and smaller than 50'); 

    set(handles.edit2,'String',''); 

end 

 

% --- Executes during object creation, after setting all properties. 

function edit2_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

 

function edit3_Callback(hObject, eventdata, handles) 

val=str2num(get(handles.edit3,'String')); 

if isnumeric(val)&length(val)~=1 |... 

        val>=50 |  val<=-50  

    errordlg('Load must be number and greater than -50 and smaller than 50'); 

    set(handles.edit3,'String',''); 

end 

 

% --- Executes during object creation, after setting all properties. 
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function edit3_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

 

function edit4_Callback(hObject, eventdata, handles) 

val=str2num(get(handles.edit4,'String')); 

if isnumeric(val)&length(val)~=1 |... 

        val>=50 |  val<=-50  

    errordlg('Load must be number and greater than -50 and smaller than 50'); 

    set(handles.edit4,'String',''); 

end 

  

% --- Executes during object creation, after setting all properties. 

function edit4_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

 

function edit5_Callback(hObject, eventdata, handles) 

val=str2num(get(handles.edit5,'String')); 

if isnumeric(val)&length(val)~=1 |... 

        val>=50 |  val<=-50  

    errordlg('Load must be number and greater than -50 and smaller than 50'); 

    set(handles.edit5,'String',''); 

end 

 
% --- Executes during object creation, after setting all properties. 

function edit5_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

 

function edit6_Callback(hObject, eventdata, handles) 

val=str2num(get(handles.edit6,'String')); 

if isnumeric(val)&length(val)~=1 |... 

        val>=50 |  val<=-50  

    errordlg('Load must be number and greater than -50 and smaller than 50'); 

    set(handles.edit6,'String',''); 

end 
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% --- Executes during object creation, after setting all properties. 

function edit6_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

 

function edit7_Callback(hObject, eventdata, handles) 

val=str2num(get(handles.edit7,'String')); 

if isnumeric(val)&length(val)~=1 |... 

        val>=50 |  val<=-50  

    errordlg('Load must be number and greater than -50 and smaller than 50'); 

    set(handles.edit7,'String',''); 

end 

 
% --- Executes during object creation, after setting all properties. 

function edit7_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

 

function edit8_Callback(hObject, eventdata, handles) 

val=str2num(get(handles.edit8,'String')); 

if isnumeric(val)&length(val)~=1 |... 

        val>=50 |  val<=-50  

    errordlg('Load must be number and greater than -50 and smaller than 50'); 

    set(handles.edit8,'String',''); 

end 

 
% --- Executes during object creation, after setting all properties. 

function edit8_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

 
function edit9_Callback(hObject, eventdata, handles) 

val=str2num(get(handles.edit9,'String')); 

if isnumeric(val)&length(val)~=1 |... 

        val>=50 |  val<=-50  

    errordlg('Load must be number and greater than -50 and smaller than 50'); 
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    set(handles.edit9,'String',''); 

end 

 

% --- Executes during object creation, after setting all properties. 

function edit9_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

 

function edit10_Callback(hObject, eventdata, handles) 

val=str2num(get(handles.edit10,'String')); 

if isnumeric(val)&length(val)~=1 |... 

        val>=50 |  val<=-50  

    errordlg('Load must be number and greater than -50 and smaller than 50'); 

    set(handles.edit10,'String',''); 

end 

 

% --- Executes during object creation, after setting all properties. 

function edit10_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

 

function edit11_Callback(hObject, eventdata, handles) 

val=str2num(get(handles.edit11,'String')); 

if isnumeric(val)&length(val)~=1 |... 

        val>=50 |  val<=-50  

    errordlg('Load must be number and greater than -50 and smaller than 50'); 

    set(handles.edit11,'String',''); 

end 

 

% --- Executes during object creation, after setting all properties. 

function edit11_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

 

function edit12_Callback(hObject, eventdata, handles) 

val=str2num(get(handles.edit12,'String')); 

if isnumeric(val)&length(val)~=1 |... 
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        val>=50 |  val<=-50  

    errordlg('Load must be number and greater than -50 and smaller than 50'); 

    set(handles.edit12,'String',''); 

end 

 

% --- Executes during object creation, after setting all properties. 

function edit12_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

 
function edit13_Callback(hObject, eventdata, handles) 

 

% --- Executes during object creation, after setting all properties. 

function edit13_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

 

function edit14_Callback(hObject, eventdata, handles) 

 

% --- Executes during object creation, after setting all properties. 

function edit14_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

 

function edit15_Callback(hObject, eventdata, handles) 

 

% --- Executes during object creation, after setting all properties. 

function edit15_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

 

% --- Executes on button press in calculate. 

function calculate_Callback(hObject, eventdata, handles) 

%AP 

Response=deespar(str2num(get(handles.edit1,'String')),str2num(get(handles.edit2,
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'String')),str2num(get(handles.edit3,'String')),... 

    

str2num(get(handles.edit4,'String')),str2num(get(handles.edit5,'String')),str2nu

m(get(handles.edit6,'String'))); 

beamwidth_AP=Response.beam; 

AP.S11=Response.R_dB; 

set(handles.edit17,'String',beamwidth_AP); 

set(handles.edit18,'String',AP.S11); 

%Terminal 

Response=deespar(str2num(get(handles.edit7,'String')),str2num(get(handles.edit8,

'String')),str2num(get(handles.edit9,'String')),... 

    

str2num(get(handles.edit10,'String')),str2num(get(handles.edit11,'String')),str2

num(get(handles.edit12,'String'))); 

beamwidth_TER=Response.beam; 

TER.S11=Response.R_dB; 

set(handles.edit19,'String',beamwidth_TER); 

set(handles.edit20,'String',TER.S11); 

  

if beamwidth_AP/2+beamwidth_TER<180 

    

bili=log((tan(beamwidth_AP*pi/90)+tan(beamwidth_TER*pi/90))*10*pi/(tan(beamwidth

_AP*pi/90)*tan(beamwidth_TER*pi/90))); 

else 

    

bili=log(10*pi/(sin((180-beamwidth_TER)*pi/180)+pi*(beamwidth_AP/2+beamwidth_TER

-180))); 

    set(handles.axes3,'HandleVisibility','OFF') 

    set(handles.axes2,'HandleVisibility','OFF') 

    set(handles.axes1,'HandleVisibility','ON') 

    handles.aaa=imread('formula4_2.jpg'); 

    image(handles.aaa); 

    set(handles.axes1, 'Visible', 'off', 'Units', 'pixels'); 

     

    set(handles.axes1,'HandleVisibility','OFF') 

    set(handles.axes3,'HandleVisibility','OFF') 

    set(handles.axes2,'HandleVisibility','ON') 

    handles.aaa=imread('scene4_2.jpg'); 

    image(handles.aaa); 

    set(handles.axes2, 'Visible', 'off', 'Units', 'pixels'); 

end 

  

set(handles.edit14,'String',bili); 
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if 1<bili & bili<3 

        set(handles.edit15,'String','Light Security'); 

elseif 3<=bili & bili<4 

        set(handles.edit15,'String','Medium Security'); 

else  

        set(handles.edit15,'String','High Security'); 

end 

  

% --- Executes on button press in pattern. 

function pattern_Callback(hObject, eventdata, handles) 

figure; 

subplot(1,2,1) 

Response=deespar(str2num(get(handles.edit1,'String')),str2num(get(handles.edit2,

'String')),str2num(get(handles.edit3,'String')),... 

    

str2num(get(handles.edit4,'String')),str2num(get(handles.edit5,'String')),str2nu

m(get(handles.edit6,'String'))); 

pp(Response.Fields.Angle,Response.FarField,'CentreValue',Response.Min.Farfield,'

MaxValue',Response.Max.Farfield) 

axis equal; 

subplot(1,2,2) 

Response=deespar(str2num(get(handles.edit7,'String')),str2num(get(handles.edit8,

'String')),str2num(get(handles.edit9,'String')),... 

    

str2num(get(handles.edit10,'String')),str2num(get(handles.edit11,'String')),str2

num(get(handles.edit12,'String'))); 

hold on; 

pp(Response.Fields.Angle,Response.FarField,'CentreValue',Response.Min.Farfield,'

MaxValue',Response.Max.Farfield) 

axis equal; 

 
% --- Executes on button press in demonstrate. 

function demonstrate_Callback(hObject, eventdata, handles) 

figure; 

subplot(1,2,1) 

Response=deespar(str2num(get(handles.edit1,'String')),str2num(get(handles.edit2,

'String')),str2num(get(handles.edit3,'String')),... 

    

str2num(get(handles.edit4,'String')),str2num(get(handles.edit5,'String')),str2nu

m(get(handles.edit6,'String'))); 

pp(Response.Fields.Angle,Response.FarField,'CentreValue',Response.Min.Farfield,'

MaxValue',Response.Max.Farfield) 

hold on; 
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axis('square') 

xx = Response.FarField.*cos(Response.Fields.Angle); 

yy = Response.FarField.*sin(Response.Fields.Angle); 

axis equal; 

fill(xx,yy,'r'); 

  

M=moviein(18); 

for k = 1:18 

    hold off; 

    

pp((Response.Fields.Angle*180/pi+k*20)*pi/180,Response.FarField,'CentreValue',Re

sponse.Min.Farfield,'MaxValue',Response.Max.Farfield) 

    hold on; 

    xx = Response.FarField.*cos((Response.Fields.Angle*180/pi+k*20)*pi/180); 

    yy = Response.FarField.*sin((Response.Fields.Angle*180/pi+k*20)*pi/180); 

    fill(xx,yy,'r'); 

    M(k)=getframe; 

end 

hold off; 

subplot(1,2,2) 

Response=deespar(str2num(get(handles.edit7,'String')),str2num(get(handles.edit8,

'String')),str2num(get(handles.edit9,'String')),... 

    

str2num(get(handles.edit10,'String')),str2num(get(handles.edit11,'String')),str2

num(get(handles.edit12,'String'))); 

hold on; 

pp(Response.Fields.Angle,Response.FarField,'CentreValue',Response.Min.Farfield,'

MaxValue',Response.Max.Farfield) 

axis('square') 

xx = Response.FarField.*cos(Response.Fields.Angle); 

yy = Response.FarField.*sin(Response.Fields.Angle); 

axis equal; 

fill(xx,yy,'r'); 

  

M=moviein(18); 

for k = 1:18 

    hold off; 

    

pp((Response.Fields.Angle*180/pi+k*20)*pi/180,Response.FarField,'CentreValue',Re

sponse.Min.Farfield,'MaxValue',Response.Max.Farfield) 

    hold on; 

    xx = Response.FarField.*cos((Response.Fields.Angle*180/pi+k*20)*pi/180); 

    yy = Response.FarField.*sin((Response.Fields.Angle*180/pi+k*20)*pi/180); 
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    fill(xx,yy,'b'); 

    M(k)=getframe; 

end 

 

% --- Executes on button press in back. 

function back_Callback(hObject, eventdata, handles) 

close(gcbf); 

run main 

 

function edit16_Callback(hObject, eventdata, handles) 

 

% --- Executes during object creation, after setting all properties. 

function edit16_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

 

function edit17_Callback(hObject, eventdata, handles) 

 

% --- Executes during object creation, after setting all properties. 

function edit17_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

 

function edit18_Callback(hObject, eventdata, handles) 

 

% --- Executes during object creation, after setting all properties. 

function edit18_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 

 
function edit19_Callback(hObject, eventdata, handles) 

 
% --- Executes during object creation, after setting all properties. 

function edit19_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 
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end 

 

function edit20_Callback(hObject, eventdata, handles) 

 

% --- Executes during object creation, after setting all properties. 

function edit20_CreateFcn(hObject, eventdata, handles) 

if ispc && isequal(get(hObject,'BackgroundColor'), 

get(0,'defaultUicontrolBackgroundColor')) 

    set(hObject,'BackgroundColor','white'); 

end 
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Appendix I: Matlab Code for Calculate Function 

 

function Response = DEESPAR(Load1,Load2,Load3,Load4,Load5,Load6) 

  

Z = [ 

16.66170321665379 + 56.61967677300485i, -0.4192490925647208 + -13.94051947245442i, 

-0.4638990886429373 + -14.93794098338072i, -0.1293980355677044 + 

-14.65098168655134i, -0.2005556118135679 + -14.11478967381832i, 

-0.7593251898987289 + -14.66814550103829i, -0.5910320574334402 + 

-14.04702348683598i, -0.4192490925410737 + -13.94051947246338i, 21.69535298031745 

+ 30.18509370288582i, -3.046647969606611 + -30.0735784289532i, -10.312765805386 + 

-3.966205972561363i, 5.570241377593562 + 36.89124776474291i, -10.56347569483266 + 

-1.682015841391635i, -3.042662334506968 + -31.33743311823486i, -0.4638990886363995 

+ -14.93794098339552i, -3.046647969620387 + -30.07357842899526i, 21.68064442880289 

+ 30.81859548345918i, -3.232185486866086 + -29.53607079968912i, -10.49277262864299 

+ -5.231809145551784i, 6.370724744534989 + 38.17861709108298i, -11.04585741661688 

+ -3.600894478684768i, -0.1293980356175871 + -14.65098168650965i, 

-10.31276580535843 + -3.966205972584287i, -3.232185486847304 + 

-29.53607079978809i, 20.93831245964358 + 29.73083375791983i, -2.288674050773642 + 

-28.92941784556425i, -10.88389478465382 + -4.599293774106478i, 6.023840883442929 + 

38.00204676617956i, -0.2005556117994163 + -14.11478967386624i, 5.570241377539108 + 

36.89124776482947i, -10.49277262862595 + -5.231809145520185i, -2.288674050707265 + 

-28.9294178456374i, 20.88245004478777 + 29.88933826049366i, -3.211972107444261 + 

-30.37610449906714i, -10.36319502835691 + -2.118603105392982i, -0.7593251898991649 

+ -14.66814550102836i, -10.56347569485315 + -1.68201584141139i, 6.370724744563365 

+ 38.17861709106718i, -10.88389478469544 + -4.599293774089921i, -3.211972107460879 

+ -30.37610449902927i, 22.90130040675795 + 31.02099332675194i, -4.216050788214642 

+ -32.19133491435442i, -0.5910320574761152 + -14.04702348682103i, 

-3.042662334442197 + -31.33743311820104i, -11.0458574166503 + -3.600894478730682i, 

6.023840883414965 + 38.00204676615753i, -10.36319502831718 + -2.118603105341261i, 

-4.216050788198672 + -32.19133491438033i, 23.2779752877502 + 32.54471002916561i; 

]; 

   

load FieldsDEESPAR.mat -mat 

  

inc = 1; 

for b=1:7 

    for a=1:7 
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        ZMatrix(a,b) = Z(inc); 

        inc = inc + 1;     

    end 

end 

  

V=[1 

    0 

    0 

    0 

    0 

    0 

    0 

]; 

  

Load1 = Load1*i; 

Load2 = Load2*i; 

Load3 = Load3*i; 

Load4 = Load4*i; 

Load5 = Load5*i; 

Load6 = Load6*i; 

  

XLoad = [0 0 0 0 0 0 0 

    0 Load1 0 0 0 0 0 

    0 0 Load2 0 0 0 0 

    0 0 0 Load3 0 0 0 

    0 0 0 0 Load4 0 0 

    0 0 0 0 0 Load5 0 

    0 0 0 0 0 0 Load6]; 

  
ZMatrix = ZMatrix + XLoad; 

  

ZMatrix_I = inv(ZMatrix); 

I = ZMatrix_I*V; 

 

Pattern1 = I(1)*Fields.Centre; 

Pattern2 = I(2)*Fields.Element1; 

Pattern3 = I(3)*Fields.Element2; 

Pattern4 = I(4)*Fields.Element3; 

Pattern5 = I(5)*Fields.Element4; 

Pattern6 = I(6)*Fields.Element5; 

Pattern7 = I(7)*Fields.Element6; 

  

FarField = Pattern1+Pattern2+Pattern3+Pattern4+Pattern5+Pattern6+Pattern7; 
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Zin = V(1)/I(1); 

R = (Zin-50)/(Zin+50); 

R_Mag = abs(R); 

R_Angle = angle(R)*(180/pi) 

R_dB = 20*log10(R_Mag); 

  

FarField = real(FarField); 

FarField = FarField - min(FarField); 

FarField = FarField/max(FarField); 

  

beamwidth=abs(R_Angle); 

  

Response.R_dB = R_dB; 

Response.beam=beamwidth; 

Response.Fields.Angle=Fields.Angle*pi/180; 

Response.FarField=FarField; 

Response.Min.Farfield=min(FarField); 

Response.Max.Farfield=max(FarField); 
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Appendix J: Matlab Code for Pattern Function 

 

function Response = pattern(Load1,Load2,Load3,Load4,Load5,Load6) 

% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 

% pattern.m                                                               % 

% Drawing the corresponding antenna pattern in Matlab                     % 

% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 

 

Z = [ 

16.66170321665379 + 56.61967677300485i, -0.4192490925647208 + -13.94051947245442i, 

-0.4638990886429373 + -14.93794098338072i, -0.1293980355677044 + 

-14.65098168655134i, -0.2005556118135679 + -14.11478967381832i, 

-0.7593251898987289 + -14.66814550103829i, -0.5910320574334402 + 

-14.04702348683598i, -0.4192490925410737 + -13.94051947246338i, 21.69535298031745 

+ 30.18509370288582i, -3.046647969606611 + -30.0735784289532i, -10.312765805386 + 

-3.966205972561363i, 5.570241377593562 + 36.89124776474291i, -10.56347569483266 + 

-1.682015841391635i, -3.042662334506968 + -31.33743311823486i, -0.4638990886363995 

+ -14.93794098339552i, -3.046647969620387 + -30.07357842899526i, 21.68064442880289 

+ 30.81859548345918i, -3.232185486866086 + -29.53607079968912i, -10.49277262864299 

+ -5.231809145551784i, 6.370724744534989 + 38.17861709108298i, -11.04585741661688 

+ -3.600894478684768i, -0.1293980356175871 + -14.65098168650965i, 

-10.31276580535843 + -3.966205972584287i, -3.232185486847304 + 

-29.53607079978809i, 20.93831245964358 + 29.73083375791983i, -2.288674050773642 + 

-28.92941784556425i, -10.88389478465382 + -4.599293774106478i, 6.023840883442929 + 

38.00204676617956i, -0.2005556117994163 + -14.11478967386624i, 5.570241377539108 + 

36.89124776482947i, -10.49277262862595 + -5.231809145520185i, -2.288674050707265 + 

-28.9294178456374i, 20.88245004478777 + 29.88933826049366i, -3.211972107444261 + 

-30.37610449906714i, -10.36319502835691 + -2.118603105392982i, -0.7593251898991649 

+ -14.66814550102836i, -10.56347569485315 + -1.68201584141139i, 6.370724744563365 

+ 38.17861709106718i, -10.88389478469544 + -4.599293774089921i, -3.211972107460879 

+ -30.37610449902927i, 22.90130040675795 + 31.02099332675194i, -4.216050788214642 

+ -32.19133491435442i, -0.5910320574761152 + -14.04702348682103i, 

-3.042662334442197 + -31.33743311820104i, -11.0458574166503 + -3.600894478730682i, 

6.023840883414965 + 38.00204676615753i, -10.36319502831718 + -2.118603105341261i, 

-4.216050788198672 + -32.19133491438033i, 23.2779752877502 + 32.54471002916561i; 

]; 

   

load FieldsDEESPAR.mat -mat 
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inc = 1; 

for b=1:7 

    for a=1:7 

        ZMatrix(a,b) = Z(inc); 

        inc = inc + 1;     

    end 

end 

  

V=[1 

    0 

    0 

    0 

    0 

    0 

    0 

]; 

  

Load1 = Load1*i; 

Load2 = Load2*i; 

Load3 = Load3*i; 

Load4 = Load4*i; 

Load5 = Load5*i; 

Load6 = Load6*i; 

  

XLoad = [0 0 0 0 0 0 0 

    0 Load1 0 0 0 0 0 

    0 0 Load2 0 0 0 0 

    0 0 0 Load3 0 0 0 

    0 0 0 0 Load4 0 0 

    0 0 0 0 0 Load5 0 

    0 0 0 0 0 0 Load6]; 

  

ZMatrix = ZMatrix + XLoad; 

  
ZMatrix_I = inv(ZMatrix); 

I = ZMatrix_I*V; 

  

Pattern1 = I(1)*Fields.Centre; 

Pattern2 = I(2)*Fields.Element1; 

Pattern3 = I(3)*Fields.Element2; 

Pattern4 = I(4)*Fields.Element3; 

Pattern5 = I(5)*Fields.Element4; 
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Pattern6 = I(6)*Fields.Element5; 

Pattern7 = I(7)*Fields.Element6; 

  

FarField = Pattern1+Pattern2+Pattern3+Pattern4+Pattern5+Pattern6+Pattern7; 

  

Zin = V(1)/I(1); 

R = (Zin-50)/(Zin+50); 

R_Mag = abs(R); 

R_Angle = angle(R)*(180/pi); 

R_dB = 20*log10(R_Mag); 

  

Response.R = R; 

Response.R_Mag = R_Mag; 

Response.R_dB = R_dB; 

Response.FarField.Real = real(FarField); 

Response.FarField.Imag = imag(FarField); 

Response.FarField.Complex = 

complex(Response.FarField.Real,Response.FarField.Imag); 

Response.FarField.Max = max(abs(Response.FarField.Complex)); 

  

Response.Angle = Fields.Angle; 

Response.I = I; 

  

FarField = real(FarField); 

FarField = FarField - min(FarField); 

FarField = FarField/max(FarField); 

  

pp(Fields.Angle*pi/180,FarField,'CentreValue',min(FarField),'MaxValue',max(FarFi

eld)); 

hold on; 
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