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Abstract

Maintaining control over the autonomous agents is a major concern in MultiAgent

Systems (MAS). Social laws or norms are used to specify the expected ideal behaviors

from the agents. Although several norm enforcement mechanisms are developed to

encourage the agents to remain compliant with the norms or the social laws, still

there is a lack of a formal analysis of punishment in MAS. In this thesis, we develop

punishment models and analyze certain implementation issues.

Our contributions are twofold, firstly, we model the punishment procedure and

then, we study certain side effects of executing the punishment. We model a MAS as a

network and punishment as cuts in that network. A cut separates the violators from the

compliant agents. As they can not interact with the compliant agents, they are deprived

from the utility that they would get from executing certain joint actions with the

compliant agents. Hence they get punished. This form of punishment is common in our

society such as ‘jail’ or ‘economic sanctions’. In this context, we use auctions, coalitional

games and party affiliation game to analyze the punishment procedure. Based on these

models of punishment we develop a punishment regimentation mechanism, that compels

the compliant agents to punish the violators. Additionally, we use NAE-SAT games to

analyze the adverse effects of such regimentation.

In the second part of the thesis, we study the side effects of isolating the violators,

which can decrease the connectivity of the MAS. As connectivity is decreased, agents are

less likely to collaborate. Hence the efficiency of the MAS also decreases. We use edge

augmentation to recover connectivity. In this context, we study Nash equilibrium of an

edge augmentation game and finally, we use multiple source spanning tree completion

problems to study more complex scenarios of connectivity recovery.
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Introduction

In this thesis we study social control in MultiAgent Systems (MAS). First, let us men-

tion few definitions of relevant concepts. An agent is defined as “An agent is a computer

system that is situated in some environment, and that is capable of autonomous action

in this environment in order to meet its design objectives Weiss (1999).” Capabilities

of an agent are:

Reactive: Intelligent agents are able to perceive their environment, and respond in a

timely fashion to changes that occur in it in order to satisfy their design objectives.

Proactive: Intelligent agents are able to exhibit goal-directed behaviour by taking the

initiative in order to satisfy their design objectives.

Social ability: Intelligent agents are capable of interacting with other agents (and

possibly humans) in order to satisfy their design objectives.

A MAS is composed of autonomous agents who interact among themselves to

achieve their goals. The development of MAS is significantly influenced by the research

in human and animal societies. Solutions to the majority of complex computation prob-

lems in MAS are drawn from social science, economics and biology. Being a collection

of autonomous decision making entities and an open system, one of the central problem

in MAS is ‘How to exhibit regulated and predictive behavior, i.e., how to achieve social

control?’. Social control is an interdisciplinary topic between sociology and MAS and

it is a mechanism that encourages agents to exhibit expected behavior Mukherjee et al.

(2007). Social laws and norms are developed to achieve social control. Social laws or

norms Boella and van der Torre (2007); Therborn (2002) act as constraints which reg-

ulate and structure social order and promote cooperation among heterogeneous agents.
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1. INTRODUCTION

There are several definitions of norms or social law. According to Merriam-Webster

Dictionary MERRIAM-WEBSTER, norm is defined as follows:

1. an authoritative standard

2. a principle of right action binding upon the members of a group and serving to

guide, control, or regulate proper and acceptable behavior

3. average:

(a) a set standard of development or achievement usually derived from the av-

erage or median achievement of a large group

(b) a pattern or trait taken to be typical in the behavior of a social group

(c) a widespread or usual practice, procedure, or custom.

In deontic logic, a norm is viewed as an obligation or a permission that an individual

has to a larger social system Boella et al. (2007). In social science, norms are behavioral

constraints enforced and considered to be valid by majority of the group Ehrlich and

Levin (2005). Literature on norms in social science can be divided into three categories:

Social function on norms Duangsuwan and Liu (2009): ‘What is accepted by

majority of the population?’,

Social impact of norms Savarimuthu et al. (2008b): ‘How much individual agents

and social system is benefited by norms and the cost of practicing norms?’,

Emergence of norms : Which identifies the conditions under which norms emerge

TUOMELA (1995) In MAS, norms are represented by deontic logic which is a

variant of modal logic which have been studied in Boella and van der Torre (2006);

MEYER and Wieringa (1993). In game theory norms are the successful behaviors

adopted by majority of the population.

A normative MAS is composed of normative agents, who have some additional capabili-

ties as (a)they can represent and recognize norms, (b)transmit norms, detect violations,

and (c)can place sanction against violators. Abstractly, a normative MAS Boella et al.

(2008) is developed to provide a solution to the problem of social control in an open

system Artikis and Pitt (2009). Jones and Carmo (2001) has defined normative MAS

as follows:

2



1.1 Compliance, enforcement and punishment

“Normative multiagent systems are sets of agents (human or artificial) whose in-

teractions can fruitfully be regarded as norm-governed; the norms prescribe how the

agents ideally should and should not behave. [...] Importantly, the norms allow for the

possibility that actual behavior may at times deviate from the ideal, i.e., that violations

of obligations, or of agents rights, may occur ”

Research in normative multi agent systems can be classified into three major cate-

gories: (a) representation of norms, (b)compliance detection algorithms and (c) norm

enforcement mechanisms. Let us briefly mention a few works in these topics.

1.1 Compliance, enforcement and punishment

By complying with norms et al. (2007); Ågotnes et al. (2007); Fitoussi and Tennenholtz

(2000); Shoham and Tennenholtz (1992c, 1995), agents can

1. avoid certain undesirable situations which may lead to the failure of the MAS,

2. achieve certain global goal of the MAS such as maximization of the social utility,

3. make their behavior predictable which improves the coordination among them.

Yet, norm violations occur because,

1. some selfish agents may prefer to choose cheaper actions to achieve their goals

and these actions may violate certain norms,

2. there may be certain situations, where an agent must violate certain norm to

achieve its goal.

The first cause of violation suggest that, there may be some opportunistic agents and

the second reason suggests that, there is some problem with the design of norm, i.e.,

norms are not aligned with the purpose of the MAS. In this thesis, we assume that

norms are ‘perfect’ and the only reason of violation is the opportunistic behavior of an

agent1. Research in compliance and enforcement are concerned with the detection of

violation and mechanisms to encourage the agents to remain compliant, respectively.

Let us briefly mention the literature in these two topics.

1This means the cause of violation is only the opportunistic behavior of the agents.
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1. INTRODUCTION

1.1.1 Compliance

Compliance in MAS, has recently received some attention as compliance checking al-

gorithms are developed in Governatori and Rotolo (2010, 2011); Governatori et al.

(2011). These algorithms require appropriate representation of norms and violations.

Apart from works in MAS for compliance checking, there are two relevant research

fields as follows:

Compliance checking in business process: The compliance checking problem in

business processes Sadiq et al. (2007) Hepp et al. (2007) Linington et al. (2004)

Namiri and Stojanovic (2008) Liu et al. (2007) Ly et al. (2008) Governatori (2005)

Ghose and Koliadis (2007) Governatori et al. (2006) Yip et al. (2007) is similar

to compliance checking problem in MAS Governatori et al. (2011). The literature

in this field can be classified into two categories as (a)compliance checking at

design, is concerned with deciding on whether a business process is compliant by

its design and, (b)compliance checking at runtime, is concerned with checking the

logs generated by execution of business process.

Conformance testing in services: Conformance testing is a well researched topic

in web service composition. A composition mechanism states global behaviors

of individual processes and conformance testing matches it with the output of

individual web service.

1.1.2 Enforcement mechanisms

Norm enforcement can be classified into two categories:

1. Norm regimentation: The designer of the MAS, can make certain rules which

makes violations impossible Grossi et al. (2010). The main problems with this

approach are, (a) it reduces the efficiency of the MAS, as it reduces the executable

actions and (b) it contradicts the basic definition of autonomous agents, who are

supposed to freely choose its action.

2. Mechanism design: In the second approach, agents can be discouraged for viola-

tions as it can bring some sanction. In this approach mechanisms are developed

to encourage the agents to remain compliant but it do not force the agent to

remain compliant.

4



1.2 Motivation: Why we should model punishment in MAS?

Let us briefly discuss the second approach. Norm enforcement via mechanism design

can be classified into two categories:(a)third party enforcement and (b)self-enforcement.

Third party enforcement mechanism requires intervention of an external agent. Thus

an agent is responsible to detect the violation and decide on the sanction against the

violator. But in the self enforcement mechanism, compliant agents are responsible

to detect and execute sanction against violators. In this thesis we focus on the self

enforcement mechanism.

Majority of the literature on self enforcement use manipulation of reputation or trust

punish violators Castelfranchi et al. (1998); Hales (2002); Hubner et al. (2007); Perreau

De Pinninck et al. (2010) . Informally these mechanisms works as follows: Agents

interact with another agent if it is trustworthy. An agent can use recommendation

from other agents in its group about reputation of another agent to compute its trust

value. If an agent detects a violation then not only it decreases its trust value on the

violators but also recommends other agents to do so. Thus eventually the reputation of

a violator can be decreased to certain level such that compliant agents will not interact

with it as it is no longer trustworthy.

Although there are several approaches to model self enforcement in MAS, still there

is no formal model of punishment. In this thesis we propose formal models of punish-

ment and study certain implementation problems regarding it.

1.2 Motivation: Why we should model punishment in

MAS?

1.2.1 Cooperation and emergence

MAS thrives on cooperation. An agent may lack the ability or resources to achieve its

goals by itself. This is the main motivation of creating a society of autonomous agents

or MAS so that they can cooperate, share resources and involve in joint actions. So in

a MAS we must encourage agents to cooperate. In the context of public good games1

it has been shown that punishment is an appropriate tool to maintain cooperation. In

the literature of evolutionary dynamics of public good and punishment several papers

have investigated ‘How a trait (that punishes the non-contributors) can emerge if the

1In a public good game, an agent’s contribution towards the public good is optional but each agent

enjoys equal share of the public good. So selfish agents may choose not to contribute.

5



1. INTRODUCTION

cost of punishment is too high?’. In this context, Brandt et al. (2006), Fehr and

Gchter (2000), Brandt et al. (2003), Kroll et al. (2007) have developed conditions under

which punishment can maintain cooperation. In a slightly different setting, Kroll et al.

(2007) shown that punishment can be modelled using voting where agents can vote

for punishing the free riders. It has shown that voting for punishment significantly

improves the cooperation.

The literature in norm emergence Kittock (1994); Savarimuthu et al. (2008a);

Walker and Wooldridge (1995b) have shown that certain constraints are necessary to

guide the emergence process. These conditions resemble ‘punishment’.

1.2.2 Cost of punishment

There is a lack of attention towards the cost of punishment in the literature of (Nor-

mative MultiAgent Systems) NMAS. This is particularly important from the self en-

forcement point of view.

• The cost of punishment in self enforcement can be interpreted as the loss of utility

due to not executing certain joint actions which would also benefit the violators.

Thus, cost of punishment can identify the bounds of efficiency of a MAS which

executes punishment actions by itself. Hence it can help us to check whether

the MAS is capable to execute punishment by itself. If the cost of executing

punishment is too high, then we can conclude that the MAS is not capable of self

enforcement.

• Also if the cost of punishment is too high then we can infer that norms are not

appropriate for the MAS. As ‘violations’ are a common choice of the agents. So

we need to re-design norms.

1.3 Research problems

The research problems analyzed in this thesis are as follows:

How to model punishment in MAS?

Research Problem.

6



1.3 Research problems

Given a formal model of MAS, we study the exact procedure to punish violators, ana-

lyze complexity of such punishment mechanism and develop approximation algorithms

where the complexity is too high.

How relations, goals and topology of the MAS affect punishment?

Research Problem.

Relations among heterogeneous agents in a MAS varies with their respective goals.

For some agents punishing a violators can be too costly as it may not receive further

cooperation from it. But also there may some agents who does not need violator’s

cooperation to achieve their goals. This difference becomes more complex when the

MAS has certain topology, i.e., there are certain rules which dictates which agent can

communicate with which agent. Given these constraints we study whether it is possible

to punish certain violators. Also we analyze the effect of executing punishment on the

efficiency of the MAS.

What are side effects of punishment and how to neutralize it?

Research Problem.

Punishment is costly. In this thesis we formulate this cost due to (a) the lost of coop-

eration from violators and (b) the disturbance of the topology of the MAS caused by

punishing violators. We develop algorithms for neutralizing side effects of punishment

and analyze its complexity.

In this thesis we assume that compliant agents can and would punish violators.

There are certain concerns regarding this assumptions as follows:

1. Is punishing violators an evolutionary stable behavior of complaint agents?

2. What motivates certain compliant agents to punish violators although it may be

costly?

These issues describe validity of our punishment models.

7



1. INTRODUCTION

1.4 Is punishing violators an evolutionary stable behav-

ior?

Evolution of cooperation is an important topic in biology, social science and economics.

It has been shown that usually non-cooperation brings more utility than cooperation1

Nowak (2006). So cooperation can evolve only under certain restrictions. In Nowak

(2006); Sigmund (2010) such conditions are studied. First burden of executing punish-

ment is it always comes with certain cost. In Fehr and Gaechter (1999); Gürerk et al.

(2006); Yamagishi (1986) it have been shown that agents are willing to incur the cost

of punishment in human society.

Altruistic cooperation can benefit unrelated agents. In Fehr and Gaechter (2003)

the authors differentiate altruistic cooperation and altruistic punishment. And they

have shown that altruistic punishment is evolutionary stable. Similar results are shown

in Fowler (2005).

Nakamaru and Iwasa (2006) studied co-evolution of altruism and punishment. It

considers 4 kinds of behaviors: the altruist punisher (AP, a cooperator who punishes

defectors), the altruist non-punisher (AN, a pure cooperator), the selfish punisher (SP,

a defector who punishes defectors), and the selfish non-punisher (SN, a pure defector).

It has shown that punishment is a spite behavior.

Boyd and Richerson (1992) studies how reciprocal behavior sustain with respect to

the group size.

In a contrast Rand and Nowak (2011) shows how anti-social punishment can limit

the increase of cooperation. In presence of anti-social punishment cooperation increases

with increment of punishment up to certain limit.

1.5 Why such reciprocal behavior is stable?

Punishing the violators can be modelled using reciprocity. Reciprocal behavior Sethi

and E.Somanathan (2002) means recipient of harm respond in kind i.e., by harming

1Note that it is true only under certain conditions. It may be possible that cooperation brings more

utility than non-cooperation. Cooperation can be seen as compliance of norms. As we study norm

violation in this thesis we assume that non-cooperation (i.e., non-complaince) brings more utility than

cooperation.
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the other. An agent with strong reciprocity is willing to punish and reward while it

may not benefit its own utility. The main problems with such behavior are:

1. Reciprocal behavior Guth (1995) can lead to loss of utility, so how it can be a

stable behavior?

2. Agents punish violators after they have committed violations. Why this behavior

is rational even if the damage due to the violation can not be prevented any more?

In a general setting strong reciprocal behavior does not sustain. But Sethi and So-

manathan (2001) has shown some conditions such as dissolving the group and forma-

tion of new group can help to sustain such behavior. Guth (1995) have shown that

reciprocal behavior is rational from the view point of evolutionary stability. It shows

that mutants established with the incentives to reciprocate are more effective in terms

of reproduction.

Also reciprocal behavior can improve the chance of success for collective actions.

Sethi (2008) discusses the success of collective action and reciprocity. A collective

action is a coordination problem where the common interest of the group may require

its members to sacrifice some private interest. In MERRIAM-WEBSTER it has been

shown that individuals would be unable to overcome such a problem unless external

norms are imposed and enforced. But there are many examples that show that it can

be achieved by imposing internal rules Bromley (1992). In these systems punishment

is modelled as a reciprocal behavior. Fehr and Gaechter (1999) shows that individuals

are willing to take actions that further the common interest provided they are sure that

other members will also do that.

1.6 How to punish? Monetary fines Vs Isolation

The form of punishment Masclet et al. (2003) can be classified into two categories (a)

formal methods of punishment such as monetary fines and isolation and (b) informal

methods of punishment such as gossip, or social ostracism. In this thesis we choose

isolation as a form of punishment. The main problem with using monetary fines is

that it is difficult to model in MAS. Fines requires exact function that can evaluate the

damage caused by a violation. Also impact of a violation varies across agents, so their

9



1. INTRODUCTION

evaluation also varies. Thus it is better to leave the decision on monetary fines to some

agent who can look after the entire MAS or needs human intervention.

Our model of punishment requires agents to monitor its neighbours and in case it

detects some violations, it should take appropriate sanctions such as not engaging joint

actions with them. There are some evidence in economics and social science that this

model works in human society.

In the domain of microcredit leading Ghatak and Guinnane (1999); van Bastelaer

and Leathers (2006) it has been shown that peer monitoring improves repayments.

Usually, neighbours of an agent has more opportunity to monitor its behavior and if

there is a group liability (if some agent violates then the whole group suffers) then

agents have incentives to place sanction against the violators (in this context they can

report any violation to the creditors).

In our model of punishment agents monitor their neighbours and try to influence

them to remain compliant. This has been termed as peer pressure in social science. Peer

pressure Joseph P. Allen and McElhaney (2005) is the influence exerted by neighbours

of an agent to change its behavior so that it can conform to some norms. The question

here is whether peer pressure can lead to successful punishment against violators?.

Mittone and Ploner (2011) shows that peer pressure fosters reciprocity which enhances

the possibility of sanction.

Additionally our model to isolate norm violators has some scope in computer net-

works. In MANET (mobile and ad-hoc network) detection of malicious nodes and

isolating them is a main concern. Several mechanisms Abdalla et al. (2011) have been

developed to modify routing protocol to isolate malicious nodes. In Refaei et al. (2005)

reputation based models are developed to isolate malicious agents. Moreover in Wang

et al. (2009) non-cooperative games are studied to model co-existence with malicious

agents.

1.7 Conclusion

We have shown that modeling punishment is an important problem in MAS. In this

thesis we study punishment as isolation of violators and its effects. Also we have shown

that our approach to model punishment as isolation is feasible and already applied in

other socio-economic scenarios.
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2

Organization of the thesis

The thesis is organized into two parts. In the first part, we develop punishment mecha-

nisms and in the second part, we analyze certain implementation issues regarding those

punishment mechanisms.

2.1 Part 1: How to punish?

Chapter 3: Auction for cut problems: 1 Isolation of violators in a MAS can be

implemented by a cut that separates malicious agents from compliant agents.

Unfortunately, this procedure of punishment brings the side effect that, certain

compliant agents also lose utility due to suspension of joint actions which involve

malicious agents. Such a loss of utility, can be a private information (only known

to respective agents) and can be different for different agents as their goals varies.

In this context, we use auctions as a tool to identify cuts in a network that

separates malicious agents from rest of the agent population when the loss of

utility due to any such separation is is only known to the respective compliant

agent.

Chapter 4: Banzhaf index in cut problems: Cuts can be used to isolate mali-

cious agents but the decision of blocking certain communication links (edges in a

graph) can be only taken by respective agents. So it is important to identify the

most influential agents whose decision on blocking certain communication links

1Note that here cut problems are not same as general cut problems in graph theory. Here a cut in

a network means that it isolates certain vertices who represent the violators.
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decides whether a malicious agent is isolated or not. Thus we use Banzhaf index

to measure the power of individual agents to isolate malicious agents. Although

complexity of deciding Banzhaf index is high (#-P complete), if we restrict the

possible cuts as the outcome of the auction developed in previous chapter, then

we can measure the Banzhaf index in polynomial time.

Chapter 5: Modelling punishment with demographic constraints: In the pre-

vious chapter we have analyze the power of individual agents w.r.t isolation of

malicious agents. In this chapter, we identify certain number of agents whose co-

operation (as their decision to punish) is necessary to keep the MAS functional.

We develop a mechanism, punishment regimentation, that compels these agents

to punish malicious agents.

It is important to analyze how regimentation limits utility of compliant agents.

In this context we study a non-cooperative game that models the trade-off be-

tween regimenting punishment and efficiency of the MAS. In this game, the set

of strategies of a compliant agent (i.e., either to punish the violators or continue

interacting with them) is constrained by punishment regimentation. As a certain

number of compliant agents are always required to execute the punishment, the

strategy for a number of agents is only punishment of the violators. A Nash

equilibrium describes the utility that an agent gets under regimentation.

Chapter 6: Punishment regimentation and efficiency of a MAS: In this chap-

ter we analyze how punishment of malicious agents can prevail under demographic

constraints. We use party affiliation game to model the punishment problem.

2.2 Part 2: How to recover connectivity after executing

punishment?

Chapter 7: Nash equilibrium in edge augmentation: Agents may exhibit self-

ish behavior while restoring connectivity after isolation. Even some of them may

use it as an excuse to maximize its own connectivity. In this chapter we study

Nash equilibrium of such selfish interactions.
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Chapter 8: Isolation and coordination: In this chapter we study more complex

recovery problems such as recovery of coordination, preferences and neighbour-

hood.

2.3 Assumptions

The list of assumptions made in this thesis is as follows:

• We assume that specific representation of norms, complexity of recognizing norms

or violations are not related with punishment.

• We assume that there are certain compliance checking algorithms available which

can identify the norm violators. Our analysis of punishment starts after these

algorithms have identified violators.

• We assume that it is physically possible to disconnect communication links and

connect new links between two agents.

14



Part I

Punishment mechanisms

15





3

Frugality in cut auction

Abstract. In a MAS with self enforcement, compliant agents can punish the norm

violators or malicious agents by not interacting with them. If the MAS is represented

as a network, then such a punishment procedure can be implemented by a cut that

separates the malicious agents from the compliant agents. Unfortunately, this procedure

of punishment brings the side effect that, certain compliant agent also loses the utility

due to the suspension of joint actions which involve the malicious agents. Such a loss

of utility can be a private information (only known to the respective agents) and can be

different for different agents as their goals varies. In this context, we use auctions as a

tool to identify the cut in a network that separates malicious agents from rest of the agent

population when, the loss of utility due to such separation is only known to the respective

compliant agent. In these auctions, bids of compliant agents indicate ‘How important

the malicious agents are for their respective goals?’. If such a auction is strategyproof

then it indicates that the cut is fair. The problem with the truthful mechanism is that it

makes overpayment to the bidders. Thus, we analyze the overpayment required to make

such auction strategyproof. This overpayment indicates the cost required to implement

a strategyproof self enforcement in a MAS.

3.1 Introduction

Monetary fines and isolation (e.g., jail, exile) are two very common and well under-

stood forms of punishment in society. In the context of MAS, a monetary fine can be

understood as a reduction of the utility of an agent (for example a malicious agent is

not granted access to a resource). However, it is problematic to automate the decision

regarding the amount of reduction of utility as a function of violations. On the other
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hand, isolation can be modeled as a decision problem, i.e., ‘whether to interact with

the malicious agents or not’. Isolation of the malicious agents implies that they lose

certain utility if compliant agents do not interact with them, as they cannot execute

joint actions. Hence they get punished. This model of punishment is realistic to imple-

ment rather than defining a function on monetary fine which should be left for human

intervention1.

Let a MAS be represented as a graph where vertices represent agents and edges

represent communication links among the agents. Assume that agents cannot execute

joint actions if they cannot communicate. Thus a natural model of punishment is to

disconnect (i.e., remove certain edges) the norm violators or malicious agents from the

compliant agents. A cut in this context is a solution.

Cut problems are extensively studied in graph theory and complexity analysis.

Given a graph G = (V,E), a cut (or cut set) is a set of edges F ⊆ E which partitions

the graph into two connected sub-graphs. If the graph is edge weighted, then various

measures can introduced to characterize a cut set, such as maximum cut or minimum

cut. In this chapter we focus on two cut problems :-

Simple Max Cut (SMC): In the Simple Max-Cut problem, we need to find a cut

whose size (number of edges in that cut-set) or total weight of edges in that cut

set, is maximal.

Max-k-Cut (k-MC): In a Max-k-Cut problem, we need to partition the vertices into

k groups such that the weight of the cut set is maximal.

These cuts can be used to isolate malicious agents as follows:

• An SMC can be used in the scenario where the set of malicious agents forms a

connected component. The size of cut-set can be used as the cost for executing

punishment and given a budget, we can analyze if the MAS can execute the

punishment within the budget.

• A k-MC game can be used in the scenario where the malicious agents form k− 1

connected components. The last component is the set of compliant agents.

1Although monetary fines are widely used in our society. It is difficult implement such fines in the

context of MAS. Also it is quite complex to model such fines in a MAS.
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Note that, impacts of a cut on compliant agents are different as their respective goals

are different. Some compliant agents may need to interact with violators to achieve

their respective goals while others may not need their cooperation. Thus, it may happen

that, by isolating violators some compliant agents may suffer more than others. So we

need to identify a cut that is ‘fair’. We consider a cut as fair cut1, if it maximizes the

total utility of the compliant agents 2, while separating malicious agents from as many

compliant agents as possible. Such a fair cut, may separate malicious agents along

with some complaint agents from the remaining compliant agents. In other words,

to maximize the utility of compliant agents, while minimizing the same for malicious

agents, we may need to allow some compliant agents to interact with malicious agents

(who are more useful to them than the remaining compliant agents). In this chapter,

we assume that, only compliant agents know ‘how important malicious agents are to

achieve their goals’ and use auctions to identify such a fair cut. The auction proposed

in this chapter is as follows: Compliant agents report their bids to the auctioneer, which

indicates how important the malicious agents are for their respective goals. Based on

this bids the auctioneer generates a cut and a payment vector. The payment vector is

the cost of deletion of certain edges.

The main problem with such auction is that, some agent can manipulate the out-

come of the auction by bidding low or high, which may shift the cut in its favor. For

example, by lower or higher bidding an agent can shift the cut in such a way that, more

compliant agents remains disconnected with malicious agents, so it can enjoy interac-

tions with them although some of these agents may suffer due to not interacting with

malicious agents. Thus, we need to develop a mechanism such that truthful bidding

becomes the dominant strategy. In order to do so, we use VCG mechanism. We pay

each compliant agent (if it is a winner) an extra payment equal to the loss of total util-

ity if that agent has not been chosen as winner. It is easy to verify that such incentive

makes the auction strategyproof. But the major concern with such mechanism is the

1Note that a cut that maximizes the utility of all agents while punishes the violators by isolating

them is called as fair cut. This is because, it may be the situation that some compliant agents must

collaborate with the violators to achieve certain critical objectives. In such cases it may not be desirable

to separate them from the violators.
2Note that, as we are interested in cuts that maximizes the social utility, we study the max-cut

problems.
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amount of overpayment1 which is measured by frugality ratio. Thus, our main results

in this chapter are frugality ratio for cut problems. Additionally we extend simple cut

problem with a tolerance factor, so that malicious agents are maximally punished. The

chapter is organized into the following sections: In section 2 and 3 we study auction for

simple max-cut, Max-k-cut. Further in section 4 we extend the simple max cut problem

with a tolerance factor that shrinks the subgraph containing malicious agents as much

as possible within a given tolerance (this tolerance indicates how much reduction we

should allow in order to maximally punish the violators). We conclude the chapter

with a brief discussion on related works and some directions for future works.

3.2 Preliminaries

• In this chapter, a MAS will be represented as a graph G = (V,E) where each

vertex represents an agent and edges represent communication links among them.

• We assume that there is a proper subset of vertices which have been identified as

norm violators or malicious agents, and the MAS practices self- enforcement, i.e.,

compliant agents are responsible for executing punishment against norm violators.

• The punishment model is isolation, i.e, certain edges in G are deleted such that

violators are disconnected from the rest of the graph. As violators can not interact

with compliant agents, they can not benefit from executing joint actions with

them. Hence they are punished.

• Given a cut θi for G, CS(θi) ⊆ 2E denotes the corresponding cut set.

• Given a graph or a subgraph G, V (G) denotes the set of vertices.

3.3 Auction for simple max cut

A MAS is denoted as a undirected graph G = (V,E) where vertices V represent agents

(n = |V |) and edges E represent communication links among them. The bid of an

agent i ∈ N is a tuple (e ∈ E,Bi) where e is an edge in G and Bi is a positive or

1Overpayment means the extra payment made to the agents in VCG auction compared with simple

auction such as first price auction.
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negative real number but not zero1. Bi will be referred to as the ‘value of violators’ for

the compliant agent i. We assume that each agent can bid for only those edges which

are incident at its vertex and multiple agents can not bid for the same edge. A bid

vector 2 is a collection of bids, one from each agent. We also assume that a bid vector

covers all edges in G. The interpretation of ‘value of violators’ or bids is as follows:

• If Bi > 0, then it indicates that according to i, violators are necessary to achieve

certain joint actions and Bi indicates the total utility from these joint actions.

• If Bi < 0, then it indicates that according to i, violators are not necessary to

achieve any joint actions and Bi indicates a measure of vengeance, i.e., if violators

are not punished, then i gets a nonutility Bi.

Note that we have assumed that agents can execute joint actions either with some

violators or with some compliant agents. But not with a combination of both. For

each bid Bi, there is a true value Ci which is known to the respective agent.

Definition 1. A cut C in G is associated with a cut-set CS(C) ⊆ 2E such that if

edges CS(C) are removed from G then two connected subgraphs are formed. For any

cut C we denote these two subgraphs as GLC (left subgraph) and GRC (right subgraph).

We assume that the left subgraph contains all violators and right subgraph contains only

compliant agents.

In a simple max cut problem, we assume that vertices representing malicious agents

(X ⊆ V ) can form a connected subgraph and X ∈ GLC for a cut C. Among all possible

cuts of G we discard all cuts that allows at least one violator in the right subgraph.

Definition 2. The feasible set θ for the auction is a proper subset of all possible cuts

in G such that, for each cut θi ∈ θ, GLθi contains X. It is assumed that the feasible set

is finite.

For any cut C after we remove edges CS(C), if an agent resides in the left subgraph

and its bid is positive (i.e., it needs violators to execute certain joint actions), then

1Note that we assume the compliant agents either prefer to remain connected with the violators or

not. We need this condition as the auction produces connected components. If an agent’s bid is zero

then it means non-participation. Hence it will be possible to produce connected components.
2Note that the violators do not place bids. Only compliant agents places bids that indicates whether

they want to remain connected with the violators or not.

21



3. FRUGALITY IN CUT AUCTION

it gets positive utility. Similarly, if an agent is in the right subgraph and its bid is

negative then it gets positive utility (as it does not need violators to achieve its goals

and also it wants to punish violators). Note that we do not consider the case that a

compliant agent may need both violators and other compliant agents to execute its

joint actions. We assume that if an agent bid is positive, then it indicates the total

utility from executing joint actions with violators (that does not include any compliant

agent who is willing to punish) is more than the same for executing joint actions with

only compliant agents. A similar interpretation is assumed for negative bids.

The valuation of a cut with respect to an agent is defined as follows:

Definition 3. Valuation v(j)(θi) of a cut θi with respect to an agent j for the auctioneer

is as follows:

v(j)(θi) =


bj if bj > 0, j ∈ Glθi
bj if bj < 0, j ∈ GRθi
0 Otherwise

Definition 4. The auctioneer computes the cost of a cut θx ∈ θ is as follows:

C(θx) =
∑
i∈N

v′(i)(θx) =
∑
i∈GLθx
bi>0

|bi|+
∑
i∈GRθx
bi<0

|bi|

Thus the cost of a cut is the total utility that the compliant agents get from that cut.

Now, we are ready to define the auction for simple cut.

Definition 5. Auction for simple cut: Auction MSMC is defined as follows:

Input: A MAS G = (V,E), a set of norm violators X ⊆ 2V and a bid vector {(ei, Bi)}.

Output: a cut θi ∈ θ and a payment vector P .

θi is such that C(θi) is maximum and for a payment vector P , Pj denotes the payment

to agent j. An agent j is a winner if e ∈ CS(θi) and e is incident on the vertex j,

otherwise it is a loser. If j is a loser then Pj = 0. If j is a winner then Pj is computed

as follows:

Pj = (C(N)− C(N\j))

where C(N) is the equal to C(θi) and C(N\j) is the maximum cost for any feasible cut

θk such that j /∈ CS(θk).
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It is easy to verify that MSMC is strategyproof. Now, let us compute the maxi-

mum payment for this auction and the frugality bound which will be used to compute

frugality ratio.

3.3.1 Payment of the auction MSMC

In this section, we will compute total payment made by MSMC . First, we compute the

cost for the cut generated by MSMC . Next we compute number of winners and over-

payment for one winner. Finally using these information we compute total payment.

Cost of the cut generated by M:
If M ’s outcome is a cut θi, then its cost C(θi) = nb4−n

2 , where n > 4 is the
number of agents and bids of the agents are either +b or −b.

Lemma 1.

Proof. Let,

• the cut θi generates subgraphs GLθi and GRθi ,

• |V (GLθi)| = γ ∗ n and |V (GRθi)| = (1− γ) ∗ n,

• Assume that bids of the agents are either +b or −b where b is a positive real.

• Let there are βL∗n′ number of agents choose positive bids and (1−βL)∗n′ agents

choose negative bids in the left subgraph. Also, there are βR ∗ n′′ agents choose

positive bids and (1− βR) ∗ n′′ agents choose negative bids in the right subgraph

(n′, n′′ are the number of vertices in the left and the right graph respectively).

So the cost of the cut θi can be computed as follows:

C(θi) =
∑
i∈Glθi
bi>0

|bi|+
∑
i∈GRθi
bi<0

|bi|

= γ ∗ n ∗ βL ∗ b+ (1− γ) ∗ n ∗ (1− βR) ∗ b

= nb(γ ∗ (βL − 1) + 1 + βR(γ − 1))

So we need to compute γ, βL and βR. For another cut θj , we have

C(θj) = nb(γ′ ∗ (β′L + β′R − 1) + 1− β′R)
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Now C(θi) > C(θj),

nb(γ ∗ (βL + βR − 1) + 1− βR) >nb(γ′ ∗ (β′L + β′R − 1) + 1− β′R)

(γ ∗ (βL + βR − 1)− βR) >(γ′ ∗ (β′L + β′R − 1)− β′R)

Let θj be such that γj < γ. Thus θi is maximal because vertices in the set (γ−γj)∗n
are in the right subgraph for the cut θi. So we have the following inequality:

∑
i∈(γ−γj)∗n

i∈GLθi
bi>0

bi >
∑

i∈(γ−γj)∗n
i∈GRθj
bi<0

bi

βL ∗ (γ − γj) ∗ nb >(1− βl) ∗ (γ − γj) ∗ nb

βL >1/2

Let θk be such that γk > γ. Thus θi is maximal because vertices in the set (γk−γ)∗n
are in the left subgraph for the cut θi. So we have the following inequality:

∑
i∈(γk−γ)∗n

i∈GRθi
bi<0

bi >
∑

i∈(γk−γ)∗n
i∈GLθj
bi>0

bi

(1− βR) ∗ (γk − γ) ∗ nb >(βR) ∗ (γk − γ) ∗ nb

βR <1/2 (3.1)

Thus maximum βR = 1/2− 1/n. Now we know that,

βL ∗ γ ∗ n+ (1− γ) ∗ βR ∗ n = β ∗ n

βL ∗ γ + (1− γ) ∗ βR = β

βL ∗ γ + (1− γ) ∗ (1/2− 1/n) = β

βL =
β − (1− γ) ∗ (1/2− 1/n)

γ
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As βL = 1/2 + 1/n

β − (1− γ) ∗ (1/2− 1/n)

γ
= 1/2 + 1/n

β − (1− γ) ∗ (1/2− 1/n) = γ(1/2 + 1/n)

β − (1/2− 1/n) + γ ∗ (1/2− 1/n) = γ(1/2 + 1/n)

β − (1/2− 1/n) = γ(1/2 + 1/n)− γ ∗ (1/2− 1/n)

β − (1/2− 1/n) = γ ∗ 2/n

n/2(β − (1/2− 1/n)) = γ

γ =
2βn− n+ 2

4

Thus the cost for θi is

C(θi) =
∑
i∈Glθi
bi>0

|bi|+
∑
i∈GRθi
bi<0

|bi|

= nb(γ ∗ (βL − 1) + 1 + βR(γ − 1))

= nb
4− n

2

The size of the cut-set corresponding to a cut with maximal value is at most
2βn−n+2

4 ∗n∗ d
1+d where β ∗n is the total number of agents who choose positive

bids, d is the minimum degree of the graph and bids of the agents are either
+b or −b.

Lemma 2.

Proof. Using lemma 1, we know that size of the left subgraph is at most z = 2βn−n+2
4 ∗n

for a cut with maximal cost. Assume that, in this subgraph, a fraction of vertices λ ∗ z
is such that every vertex in this set has at least one edge which is in the cut-set. These

vertices will be called boundary vertices. If we assume that the maximum degree of the

graph is d, then there are at most (d− 1) ∗ z ∗ λ edges in the cut set. This is because

in the maximum case, there is at most one edge that does not belong to the cut set

for every agent in the boundary set. So z ∗ λ edges go from the boundary set towards

the left (shown in the figure 7.3). Now, as the maximum degree is d, if there are y

remaining vertices in the left subgraph, then we λ = d
1+d

25



3. FRUGALITY IN CUT AUCTION

LEFT SUBGRAPH                RIGHT SUBGRAPH  
 

 

 

 

 

 

 

 CUT 

Boundary set at most one edge goes to left. 

   

Figure 3.1: Proof for maximum size of cut-set

So the number of edges in the cut-set is 2βn−n+2
4 ∗ n ∗ d

1+d .

Overpayment for an agent is at most d ∗ b/n where d is the minimum degree
of the graph, bid of an agent is either +b or −b and n is the total number of
agents.

Lemma 3.

Proof. Let θi be the maximum cut. To measure the overpayment for an agent (u, v),

we need to find the maximum cost cut θj where (u, v) /∈ CS(θj). Such an alternate cut

can be constructed as follows: We assume that maximum degree of the graph is d and

position of (u, v) is shown in figure 4.3.

• For the vertex u(v), there are at most d − 1 edges that go to the left (right)

subgraph.

• Include u in the right(left) subgraph.
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LEFT SUBGRAPH                RIGHT SUBGRAPH  
 

 

 

 

 

 

  

                        u                     v     

   

 Initial cut 

Alternative cuts without the edge (u, v) 

Figure 3.2: Alternate cuts without an agent from the maximum cut

• Add all d − 1 edges from u (v) to vertices on the left(right) subgraph to the

cut-set.

So we need to choose whether to include u in the right subgraph or v to the left

subgraph. If u is moved to the right subgraph then the change in the utility is due to

the change of side of u and its d− 1 neighbours. Now the loss is βL ∗ d ∗ b and gain is

(1− βL) ∗ d ∗ b. So the total change is (1− 2βL) ∗ d ∗ b. Similarly, if we have chosen v

then the change would be (2βR − 1) ∗ d ∗ b. If we assume that βL = βR, then we have

the overpayment for an agent as d ∗ b/n.

Corollary 1. The total payment made by the auction M is [2βn−n+2
4 ∗ n ∗ d

1+d ] ∗ (b +

d ∗ b/n).
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3. FRUGALITY IN CUT AUCTION

3.3.2 Bound for frugality

Following Karlin et al. (2005), the frugality bound ξ can be defined as follows (we refer

Karlin et al. (2005) for details of ξ and notations in its formulation): Let (E,F ) be a

set system such that F ⊆ E and |E| = n. S be the cheapest feasible set with respect

to true cost ce.

ξ = Minimize
∑
e∈S

be

where

(1)be ≥ Ce,∀e ∈ S(2)
∑
e∈S\T

be ≤
∑
e∈T\S

Ce

(3)∀e ∈ S, ∃Te ∈ F : e /∈ Te,
∑

e′∈S\Te

be =
∑

e′∈T\S

C ′e

The first condition describes rationality. The second condition guarantees that, S is

the cheapest feasible set and the third condition states that any agent S can not bid

more. Now, let us interpret this bound for a simple max cut scenario. We modify the

frugality bound as follows: Let, θi and θk be two cuts such that,

• At θi subgraphs are GLθi and GRθi such that |GLθi | = γ ∗ n. Additionally there are

βLθi and βRθi agents chooses positive bids in left and right subgraphs respectively.

• At θk subgraphs are GLθk and GRθk such that |GLθk | = γ′ ∗n. Additionally there are

βLθk and βRθk agents chooses positive bids in left and right subgraphs respectively.

• Assume that I is the set of agents who moves to right subgraph as we go to θk

from θi. For any two cuts θi, θk we denote such set as I(θi, θk).

Now we modify the linear equation for frugality bound as follows:

ξ = Maximize
∑

j∈CS(θi)

C(θi), where

(1)bj ≥ Cj ,∀j ∈ CS(θi), (2)V θi(I(θi, θk)) ≥ V θk(I(θi, θk))

(2)V θi(I(θi, θk)) ≥ V θk(I(θi, θk))

(3)∀j ∈ CS(θi), if j changes its bid then there exists a cut

θksuch that with the modified bidV θi(I(θi, θk)) ≥ V θk(I(θi, θk))
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3.4 Auction for k-MC cut

The first condition is same as the usual definition of frugality bound. The second

condition verifies if a cut maximizes the utility of compliant agents. The third condition

makes sure that, if an agent changes its strategy from being a punisher to a cooperator

of malicious agents (or the opposite) then, there is another cut that gives better value

of total utility of the compliant agents. By using 2nd and 3rd conditions of the above

linear equation we can compute the frugality bound.

Suppose λ1 and λ2 are two functions such that, λ1 takes the input as a subset
of agents and returns the total number of agents who bid +b and λ2 takes the
input as a subset of agents and returns the total number of agents who bid −b.
We assume that such a function can be constructed as the auctioneer knows
all bids. Given such a function, cost of a cut is λ1 ∗γ ∗n∗ b+λ2 ∗ (1−γ)∗n∗ b,
where γ ∗ n are in the left subgraph and (1 − γ) ∗ n agents are in the right
subgraph according to the cut. Thus the frugality bound is f = λ1 ∗ γ ∗n ∗ b+
λ2 ∗ (1− γ) ∗ n ∗ b
where

γ =
−b±

√
b2 − 4a ∗ c
2a

where a = (n2 + 2 ∗ n3), b = (n− 2n2 − 3n3) and c = (n3 + n2 − n+ 4).

Lemma 4.

Frugality ratio for simple cut auction is [2βn−n+2
4 ∗ n ∗ d

1+d ] ∗ (b + d ∗ b/n)/f
where β ∗ n is the total number of agents who choose positive bids, d is the
minimum degree of the graph and bids of the agents are either +b or −b.

Theorem 5.

3.4 Auction for k-MC cut

In a Max-K cut problem we need to find a maximum partition of a give graph into k

subgraphs. Basic notations and interpretation of bid for k-MC auction remains same

as simple max cut auction. Only difference is that, we create k subgraphs instead

of 2 subgraphs. Autionner of k-MC cut considers only those cuts as feasible which

contain all violators in k−1 subgraphs and keeps one subgraph free of violators. These

k− 1 subgraphs contain violators and their cooperators and the kth subgraph contains

compliant agents who are willing to punish the violators.
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3. FRUGALITY IN CUT AUCTION

Definition 6. A k-cut C in G yields k subgraphs. We assume that there are X ⊆ V

violators such that:

• all violators can be contained in at most k − 1 subgraphs.

• there is a subgraph that only contains compliant agents.

We assume that there are finite number of such cuts as θ = {θ1, . . . , θm}. For each cut

θi we create the following subgraphs {GL1

θi
, . . . , GL

k−1
θi
}, called left subgraphs and GRθi,

called the right subgraph. The subgraphs GL
j

θi
|j < k contains at least one violator and

GRθk does not contain any norm violator.

Definition 7. Valuation v(j)(θi) of a cut θi with respect to an agent j for the auctioneer

is as follows:

v′(j)(θi) =



0 if bj > 0, j ∈ GRθi
0 if bj < 0, j ∈ GLiθi
bj if bj > 0, j ∈ GLiθi
bj if bj < 0, j ∈ GRθi

Thus if the bid is positive and according to the cut an agent belongs to the left subgraph

then it gets a positive utility and if the bid is negative and according to the cut an agent

belongs to the right subgraph then it gets a positive utility. Otherwise its gets utility 0.

Definition 8. The auctioneer computes the cost of a cut θi ∈ θ is as follows:

C(θi) =
∑
i∈GL1

θi
bi<0

bi + · · ·+
∑

i∈GLk−1

θi
bi<0

bi +
∑
i∈GRθi
bi>0

bi

Thus cost of a cut is the total utility that compliant agents gets from that cut.

Now we are ready to define the auction.

Definition 9. Auction for k-max cut: Auction Mk−MC is defined as follows:

Input: A Mas G = (V,E), a set of norm violators X ⊆ 2V and a bid vector {(ej , Bj)}.

Output: A k-cut θi ∈ θ and a payment vector P .

θi is such that C(θi) is maximum and for a payment vector P Pj denotes the payment

to agent j. An agent j is a winner if j ∈ CS(θj) otherwise it is a loser. If j is a loser

then Pj = 0. If j is a winner then Pj is computed as follows:

Pj = (C(N)− C(N\j))

where C(N) is the equal to C(θi) and C(N\j) is the maximum cost for any feasible cut

θk such that j /∈ CS(θk).
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3.4 Auction for k-MC cut

3.4.1 Total payment for Mk−MC

First, we compute the cost of the cut generated by Mk−MC , then we compute number of

winners and overpayment for one winner. Finally using these information we compute

total payment.

The maximum cost for Mk−MC auction is

(2− n)(2β ∗ n− n− 2) + (n+ 2)

2n

where β ∗n is the total number of agents who chose positive bids, n is the total
number of agents and the bids of the agents are either +b or −b.

Lemma 6.

Proof. Let,

• the cut θi generates subgraphs GL
1

θi
, . . . , GL

k−1

θi
and GRθi ,

• |V (GLθi)| = γ ∗ n = (γ1 + · · ·+ γk−1) ∗ n and |V (GRθi)| = (1− γ) ∗ n,

• Assume that there bids are chosen from a finite set of k elements {b1, . . . , bk,−b1, . . . ,−bk}
where bi is a positive real.

• Let there are βL
i ∗n′ agents choose positive bids and (1− βLi) ∗n′ agents choose

negative bids in the left subgraph GL
i

θi
. And, there are βR ∗ n′′ agents choose

positive bids and (1− βR) ∗ n′′ agents choose negative bids in the right subgraph

(n′, n′′ are number of vertices in ith left and right graph respectively).

So the cost of an cut θi can be computed as follows:

C(θi) =
∑
i∈GLjθi
bi>0

|bi|+ · · ·+
∑

i∈GLk−1

θi
bi>0

|bi|+
∑
i∈GRθi
bi<0

|bi|

= γ1 ∗ n ∗ βL1 ∗ b+ · · ·+ γk−1 ∗ n ∗ βLk−1 ∗ b

+ (1− γ) ∗ n ∗ (1− βR) ∗ b

= nb(γ1 ∗ βL1
+ · · ·+ γk−1 ∗ βLk−1

)

+ nb((1− (γ1 + · · ·+ γk−1)) ∗ (1− βR))

= nb[γ1(βL
1 − 1 + βR)] + · · ·+ nb[γk−1(βL

k−1 − 1 + βR)]

+ nb(1− βR)
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3. FRUGALITY IN CUT AUCTION

As γ > 0, C(θi) is maximum when both βL and βR is maximum.

For another cut θj , we have

C(θj) = nb[γ1
j (βL

1 − 1 + βR)] + · · ·+ nb[γk−1
j (βL

k−1

j − 1 + βRj )]

+ nb(1− βR)

For another cut θk, we have

C(θk) = nb(γ′′ ∗ (β′′L + β′′R − 1) + 1− β′′R)

Now C(θi) > C(θj),

nb[γ1(βL
1 − 1 + βR)] + · · ·+

nb[γk−1(βL
k−1 − 1 + βR)] + nb(1− βR)

≥

nb[γ1
j (βL

1 − 1 + βR)] + . . .

+nb[γk−1
j (βL

k−1

j − 1 + βRj )] + nb(1− βR)

• Assume that, there is a interger k′ ≤ k such that γL
x

θi
≥ γLxθj for all j ≤ k′.

• And γ ≥ γ′.

So we have the following inequalities: For each left subgraphs GL
i

θi
, GL

i

θj
the difference

is : ∑
i∈(γ1−γ1j )∗n

i∈GL1

θi
bi>0

bi −
∑

i∈(γ1−γ1j )∗n
i∈GRθj
bi<0

bi

= βL
1

θi
(γ1 − γ1

j ) ∗ n ∗ b− (1− βL1

θj
)(γ1 − γ1

j ) ∗ n ∗ b

= (γ1 − γ1
j ) ∗ n ∗ b(βL1

θi
− 1 + βL

1

θj
)

Similarly we compute the difference between other left subgraphs and get the following

inequality:

(γ1 − γ1
j )(βL

1

θi
− 1 + βL

1

θj
) + . . .

+(γk−1 − γk−1
j )(βL

k−1

θi
− 1 + βL

k−1

θj
) ≤ 0

(∆1)(βL
1

θi
− 1 + βL

1

θj
) + . . .

+(∆k−1)(βL
k−1

θi
− 1 + βL

k−1

θj
) ≤ 0
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3.4 Auction for k-MC cut

Similarly we have,

(∆1)(1− βRθi − β
R
θj

) + . . .

+(∆k−1)(1− βRθi − β
R
θj

) ≥ 0

Assume that, all βL
x

θj
= βLθj and βL

x

θi
= βLθi . So we get the following inequalities:

βLθi + βLθi − 1 ≤ 0

1− βRθi − β
R
θi
≥ 0

As γiθi ≥ γiθj , we have, βLθi ≥ βLθj . So maximum βLθi = 1/2 + 1/n. Similarly,

βRθi = 1/2− 1/n.

Now we know that,

β = βLθi ∗ γ
1
θi

+ · · ·+ βLθi ∗ γ
k−1
θi

+ (1− γ) ∗ βRθi
= βLθi ∗ γ + (1− γ) ∗ βRθi
= βLθi ∗ γ + βRθi − γ ∗ β

R
θi

= γ(βLθi − β
R
θi

) + βRθi

(3.2)

Thus γ = 2β∗n−n−2
2 .

Thus the cost is:

C(θi) = nb[γ1(βL
1 − 1 + βR)] + . . .

+ nb[γk−1(βL
k−1 − 1 + βR)] + nb(1− βR)

=
(2− n)(2β ∗ n− n− 2) + (n+ 2)

2n

The size of the cut-set corresponding to a cut with maximal value is at most
(k − 1) ∗ 2βn−n+2

4 ∗ n ∗ d
1+d . where β is the total number of agents who chose

positive bids, d is the minimum degree of the graph and n is the total number
of agents.

Lemma 7.
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3. FRUGALITY IN CUT AUCTION

Proof. Using lemma 1, we know that size of the left subgraph GL
x

θi
is at most z = γx for

a cut with maximal cost. Assume that in this subgraph, a fraction of vertices λ ∗ z are

such that every vertex in this set has at least one edge which is in the cut-set. These

vertices will be called boundary vertices. If we assume that the maximum degree of the

graph is d then there are at most (d− 1) ∗ z ∗ λ edges in the cut set. This is because in

the maximum case, there are at most one edge that does not belong to the cut set for

every agent in the boundary set. So z ∗ λ edges go from the boundary set towards left

(shown in the figure 7.3). Now as the maximum degree is d, if there are y remaining

vertices in the left subgraph then we have the following equation:

y ∗ d = z ∗ λ

(1− λ) ∗ z ∗ d = z ∗ λ

d− dλ = λ

d = λ+ dλ

d = λ(1 + d)

λ =
d

1 + d

(3.3)

So the number of edges in the cut set is (k − 1) ∗ 2βn−n+2
4 ∗ n ∗ d

1+d .

The overpayment for an agent is at most d ∗ b/n.

Lemma 8.

The total payment made by Mk−MC is

(k − 1) ∗ 2βn− n+ 2

4
∗ n ∗ d

1 + d
(|b|+ d ∗ b/n).

Theorem 9.

3.4.2 Frugality bound for Mk−MC

We modify frugality bound defined in Karlin et al. (2005) as follows: Let, θi and θk are

two cuts such that,
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3.4 Auction for k-MC cut

LEFT SUBGRAPH                RIGHT SUBGRAPH  
 

 

 

 

 

 

 

 CUT 

Boundary set at most one edge goes to left. 

   

Figure 3.3: Proof for maximum size of cut-set

• At θi subgraphs are {GLxθi } and GRθi such that
∑k−1

x=1 |GL
x

θi
| = γ ∗ n.

• At θk subgraphs are {GLxθk } and GRθk such that
∑k−1

x=1 |GL
x

θk
| = γ ∗ n.

• Assume that I is the set of agents who moves to right subgraph side as we go to

θk from θi. For any two cuts θi, θk we denote such set as I(θi, θk).

I(θi, θk) = {GLxθi −G
Lx

θk
}x∈{1,...,k−1}

= {∆x}x∈{1,...,k−1}

• Let λ1 and λ2 are two functions that gives the number of positive and negative

bids for a given set of bids.

Frugality bound ξ is defined as follows:
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3. FRUGALITY IN CUT AUCTION

ξ = Maximize
∑

j∈CS(θi)

C(θi)where

(1)bj ≥ Cj ,∀j ∈ CS(θi)

(2)

k−1∑
x=1

V θi(∆x) ≥
k−1∑
x=1

V θk(∆x)

(3)∀j ∈ CS(θi),

if j changes its bid then there exists a cut

θk such that with the modified bid,

k−1∑
x=1

V θi(∆x) <

k−1∑
x=1

V θk(∆x)

The second condition makes sure that, the outcome of the mechanism brings maximum

utility for the compliant agents and the third condition states that if an agent changes

its bid, then there exists another cut will become the optimal cut(brings maximum

utility to compliant agents). Thus agents do not have the incentive to change their

bids (this means this is a Nash equilibrium).

The frugality bound is fk−mc = λ1 ∗ γ1 ∗ n ∗ b+ . . . λ1 ∗ γk−1 ∗ n ∗ b+ λ2 ∗ (1−∑k−1
i=1 γ

i) ∗ n ∗ b. where

γi =
−b±

√
b2 − 4a ∗ c
2a

where a = (n′2 + 2 ∗ n′3), b = (n′ − 2n′2 − 3n′3), c = (n′3 + n′2 − n′ + 4) and
n = (k − 1) ∗ n′.

Lemma 10.

Corollary 2. The frugality ratio for simple cut auction is [(k − 1) ∗ 2βn−n+2
4 ∗ n ∗

d
1+d(|b|+ d ∗ b/n)]/fk−mc.

3.5 Simple cut with tolerance

Given a positive real number ε, simple cut with tolerance, shrinks the subgraph con-

taining the violators as much as possible. Assume that we are given a tolerance factor
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3.5 Simple cut with tolerance

ε ∈ R+. So the auctioneer can choose a cut whose value is C(θi) − ε where C(θi) is

maximum cost. The another requirement is that, there is no other cut θj such that,

C(θi) = C(θj) but |GLθj | > |G
L
θi
|.

                                                       Maximum – ε  Cut 
                      Another Cut with size > Maximum – ε 

 

 

 

 

 

 

 

 

 

 Maximum Cut 

Figure 3.4: Simple cut with tolerance

The left subgraph for MAX − ε cut has size γ′ = γ − ε
n∗b∗(βL+βR−1)

where

γ, βL, βR are size of the left subgraph, number of agents with positive bids in
left and right subgraphs for the maximum cut.

Lemma 11.

The size of the cut set for a MAX − ε cut is

Lemma 12.

Proof. Using similar explanation as lemma 2, we get the size of cut set as γ′∗n∗ d
1+d .
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3. FRUGALITY IN CUT AUCTION

Overpayment for an agent in MAX − ε cut is d ∗ b/n.

Lemma 13.

Total payment in MAX − ε auction is

γ′ ∗ n ∗ d

1 + d
∗ (b+ d ∗ b/n).

Lemma 14.

3.5.1 Frugality bound for MAX − ε cut

Frugality bound for MAX − ε cut is nb
2n(4n+1

2n + n− 2)− ε

Lemma 15.

Proof. Note that frugality bound for auction in simple max cut is nb
2n(4n+1

2n +n− 2). In

this case it is less by ε.

The frugality ratio for MAX − ε cut is

γ′ ∗ n ∗ d
1+d ∗ (b+ d ∗ b/n)

nb
2n(4n+1

2n + n− 2)− ε
.

Theorem 16.

3.6 Related works and conclusion

In this chapter we use cuts in a graph to isolate the malicious agents in a MAS. We

assume that, how much the violators are worth to execute joint actions is a private in-

formation and use auction to identify fair cuts. Our contributions are novel in the sense

that, there is a lack of formal model of punishment and analysis of how self-enforcement

can affect compliant agents. This chapter also contributes towards mechanism design

problem that involves cuts in a network and it can used in network formation problems.
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3.6 Related works and conclusion

Elkind et al. (2004) discusses frugality in path auction. In this chapter, each agent

owns an edge in a path and strategyproof auction is developed to identify the cheapest

path. In Kempe et al. (2010), strategyproof auctions are developed for vertex cover and

cuts. But its formulation of cut auction differs as it intends to relate the auction with

the flow of a network. Similarly, Yan (2007) also discusses frugality in path auction.

In this chapter we use the notion of frugality bound developed in Karlin et al. (2005).

The max cut problem is known to be NP-complete. Although there is a polynomial

time algorithm for planar graphs. In Goemans and Williamson (1995) it has been

shown that there is an approximation of 1.1383. But Papadimitriou and Yannakakis

(1988) has shown that Max cut problem is APX-complete. Max K-cut problem is also

know to be MAX SNP-hard Papadimitriou and Yannakakis (1988). Approximations

for max-k-cut is studied in Frieze and Jerrum (1995).

There are few works on the noncooperative game based on cut problems. Gourvès

and Monnot (2009) has studied the Nash equilibrium for the Max cut game. Bhal-

gat et al. (2010) studies the Nash equilibrium for Max-k-cut problem. The minimum

multiterminal cut problem is modeled as noncooperative game in Anshelevich et al.

(2011).

In this chapter we extend a model of punishment using isolation. The frugality ratios

derived in this chapter can be used in predicting how much cost is need to implement

a strategyproof self-enforcement mechanism in a MAS. In this chapter we assume that

an agent can achieve its goals either with the help of violators or compliant agents, but

not with a combination of both. In future we intend to relax this assumption by using

multi-item auctions, which will give richer model of MAS.
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4

Power in cut games

Abstract. In a MAS with self-enforcement, the compliant agents are responsible to

execute punishment against the malicious agents. If the MAS is represented as a graph,

where agents are vertices, then to execute of punishment we need to find a cut that

separates compliant agents from malicious agents. In this context, in this chapter we

study the problem of identifying a set of influential agents whose cooperation is necessary

to punish a given number of violators. A solution to this problem helps us to examine

a MAS whether it is capable to punish a given number of agents.

4.1 Introduction

Assume that a MAS practicing self-enforcement, (i.e. the compliant agents punishes

malicious agents) is represented as a graph, where the agents are represented as the ver-

tices and the edges represent the communication links among them. In such a model

compliant agents punish malicious agents by disconnecting them. As the malicious

agents could not interact with the compliant agents they can not benefit from any fur-

ther interactions. Such a disconnection can be realized by deleting certain edges in the

graph(representing the MAS) and these edges can be identified by any cut algorithm.

We assume that the authority of such an edge deletion belongs to the agents, i.e. an

agent can decide whether to delete any edge that is incident on its vertex (the vertex

representing that agent). So in the context of isolating the malicious agents, it is im-

portant to identify the agents who are necessary to isolate the malicious agents. In this

chapter we study the Banzhaf index Banzhaf (1965) to to identify such agents.

Cut problems are extensively studied in graph theory and complexity analysis.
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4. POWER IN CUT GAMES

Given a graph G = (V,E), a cut (or cut set) is a set of edges F ⊆ E which partitions

the graph into two connected sub-graphs1. If the graph is edge weighted then various

measures can introduced to characterize a cut set, such as maximum cut or minimum

cut. In this chapter we focus on three cut problems.

Simple Max Cut (SMC): In the Simple Max-Cut problem we need to find a cut

whose size (number of edges in that cut-set) or total weight of edges in that cut

set is maximal.

Max-k-Cut (k-MC): In a Max-k-Cut problem we need to partition the vertices into

k groups such that the weight of cut set is maximum.

Minimum Multiterminal Cut (MTC): In a Minimum MultiTerminal Cut we need

to find the minimum subset of edges (by minimum we mean either the total

number of edges or total weight of that subset) which disconnects each vertex

from others in a given set of terminals (terminals are a distinct subset of vertices).

The three problems above are known to be NP-complete and various approximation

schemes have be developed. In this chapter we develop coalition games that describe

the above cut problems. Coalition games for cut problems are as follows: Assume that

in a graph every vertex is assigned to an agent. Each agent can decide whether any edge

incident on its vertex can contribute towards a cut set. A coalition, a set of vertices, is

successful if it contains a set of edges that is a cut set. A swing player can be defined

as a vertex such that there is an edge incident on it which is necessary to form the cut

set. The Banzhaf index of an agent is a measure of the importance of that agent in

forming a cut set. The formal definition of Banzhaf index is as follows:

Definition 10. Given a set of n players as N = {1, 2, . . . , n} a coalition is a subset

of N . A simple game on N defined with a characteristic function θ : 2N 7→ {1, 0}. A

coalition S ⊆ N is called winning if and only if θ(S) = 1. Otherwise it is a losing

coalition. Given a winning coalition S, a player i ∈ S is called a critical player if

θ(S − i) = 0. So player i is critical for a coalition S if {S − i} becomes a losing

1Note that in general the cut-set definition does not require the components to be connected. But

in the context of our problem we separate the violators (and the compliant agents who cooperate with

them) from the compliant agents who punish the violators. Hence we need to find connected components

as in each component there are either all violators (and the compliant agents who collaborate with them)

or compliant agents who are also the enforcers.
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4.1 Introduction

coalition. The banzhaf index for the player i is the ratio between all winning coalition

where it is a critical player and all winning coalition.

Cut games can be used to isolate malicious agents as follows:

• An SMC can be used in the scenario where the set of malicious agents forms

a connected component. The size of cut-set can be used as the cost for exe-

cuting punishment and given a budget we can analyze if the MAS can execute

punishment within the budget.

• A k-MC game can be used in the scenario where the malicious agents forms k−1

connected components. The last component is the set of compliant agents.

• An MTC game can be used in the following scenario: assume that there is a subset

of agents (A) who suspects another subset of agents (B) as malicious agents. So

A wants to get disconnected with every agent in (B).

Accordingly cut games are appropriate techniques to execute punishment.

Banzhaf indexes can be used to identify ‘influential’ elements in a set where such

elements can change the behaviour of the set. We use Banzhaf indexes to identify

vertices which are essential to form optimal cut sets, if vertices represent agents then

it will help us to identify influential agents whose cooperation is necessary to execute

punishment. Now let us clarify the importance of Banzhaf indexes in this context.

Assume that in a MAS with n agents, we need to punish at least q < n agents to

keep the MAS functional. Such a limit on the fraction of the agent population can be

formulated using the approach developed in Agotnes et al. (2008). Let the Banzhaf

index for the agents be β1, . . . , βn. We can order it as follows:

βamin ≤ βci ≤ · · · ≤ βzmax,

where βamin and βzmax are the minimum and maximum Banzhaf index which belongs to

agent a and z respectively and it holds that βxi ≤ βyi+1 for any 1 ≤ i ≤ n− 1. Now to

punish q agents,

• we may need to confine them into a single subgraph and in this case of simple

max cut can be used.
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• We may need to confine them into k − 1 connected subgraphs and in this case

Max-k-Cut can be used.

• we may need to confine them into a set of q vertices such that they are mutually

non-adjacent and in this case multiterminal cut can be used.

Consider the case of confining them into a single subgraph. In this case there can

be at most
(
n
q

)
coalitions that contains q number of agents. Thus, to punish q number

of agents we need to find a set of agents who are critical to form at least
(
n
q

)
coalitions.

These agents can be found by choosing the agent with maximum Banzhaf index and

successively adding agents with less Banzahf index. This procedure gives the minimum

number of agents who can punish q number of malicious agents. So if we can compute

the Banzhaf index for cuts games then we can check if a MAS is capable to punish a

given number of agents.

The results presented in this chapter are as follows:

1. Core solutions1 to these games give optimal solutions to corresponding cut prob-

lems. The size of a cut set corresponding the core gives the maximum cost of

punishing any arbitrary subset of agents. We show that The complexity of Core

of all three cut problems is NP-Complete.

2. Complexity of finding a dummy agent: It is Co-NP-complete for all three cut

problems.

3. Complexity of computing Banzhaf index:It is #-P-complete for all three cut prob-

lems.

4. There are polynomial time approximations for computing the Banzhaf index for

all three cut problems.

The chapter is organized into sections according to the order of above mentioned results.

4.2 Preliminaries

In this chapter we use an undirected but edge-weighted graph G = (V,E) where we|e ∈
E denotes the weight of the edge e.

1By core solution we mean coalitions which are stable.
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4.2 Preliminaries

Simple Max Cut game: In a simple max cut problem we are given a positive integer

k and asked to find a cut F ⊆ E in G such that
∑

e∈F we ≥ k. A coalition C is denoted

as a set of vertices which contains a partition as C = C l ∪Cr. A coalition is said to be

successful if F = {(x, y) : x ∈ C l, y ∈ Cr} forms a cut for G. Our objective is to design

a coalition game in such a way that a cut with size more than k is a core solution. We

define the characteristics function V of the game as follows: Let λ(S)|S ⊆ V denotes a

cut set for S(if it exists).

V(S) =


|λ(S)|
k−1 − 1 if S is a cut and

S agrees to form a coalition

0 either S disagrees for a coalition or

it does not have a cut set

The above definition differs from the classical definition of characteristics function which

associates each coalition to its value. In an SMC game we have an additional condition:

the player’s consensus to form a cut set. It may happen that a coalition can form a cut

set but it is not the maximum cut, in that case it draws a penalty as λ(S)/k− 1− 1 is

negative. So it will be rational for that coalition not to form the cut.

Any cut with size greater than k is a core solution for the above SMC game.

Lemma 17.

Proof. If the cut of a coalition S is less than k then it draws a penalty (|λ(S)|/k−1)−1.

In this case the coalition would be better off by not forming a cut set as it will get

utility 0. If the cut set if more than k then there is a reward to form it as the utility

becomes positive. Thus any cut of size greter than k is in the core.

In a Max-k-cut problem we are given two integers K ≤ |V | and k′ as the limit of

cut size, and asked to find a partition P = (P1, . . . , PK) of V such that Pi∩Pj = ∅ and⋃k
i=1 Pi = V . Here the optimality condition is on the weight of the cut set F , where for

each f = {x, y} ∈ F x ∈ Pi, y ∈ Pj and i 6= j. A coalition C in a max-k-cut problem

contains a partition C = (C1 ∪ · · · ∪ Ck) with k disjoint groups. A coalition is said to

be successful if it forms a cut with size greater than k′. We define the characteristics
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function1 as follows:

V(S) =

{
|λ(S)|
k′−1 − 1 if S is a K cut and there is a consensus

0 either no consensus or no cut set

A k-cut with size greater than k′ in a core solution for the above SMC game,
where k and k′ are same as above description of Max-k-cut problem.

Lemma 18.

Proof. Same explanation as lemma 1.

In a Multiterminal cut problem (MTC game) we are given a set of terminals S ⊆ V and

asked to find a minimum weight cut F ⊆ E such that if we remove F from G then each

si ∈ S is disconnected from any other sj ∈ S. A coalition C ⊂ V is a set of vertices

such that F ⊆ E(S) forms a multi terminal cut for G. The characteristics function is

defined as follows:

V(S) =


1− |λ(S)|

k−1 if S is a multiterminal cut and

there is a consensus

0 either no cut set or no consensus

The minimum multicut is a core solution of a MTC game.

Lemma 19.

Proof. Same as lemma 1.

4.3 Complexity of Core

A core solution for an SMC game gives the maximum cut set for the corresponding

Max-Cut problem. As it is in core, it means (a) agents do not have any incentive to

form any other cut as such cuts will have less size and (b) they must participate for

the formation of MAX-CUT (which gives a positive utility), otherwise they gets utility

1Note that we have formulated the utility functions in such a way that it is possible that there

exists a stable coalition for the cut problems.
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0. The cut-size of a core solution indicates the maximum cost required to punish any

arbitrary set of malicious agents. Hence given a budget for executing a punishment,

it can suggest whether or not the MAS is able to execute the punishment. Similar

explanation can be given for k-MC and MTC game.

To determine the core of a Simple Max cut game is NP-complete.

Theorem 20.

Proof. We prove NP-completeness by a reduction from MAX-CUT problem. In a graph

G = (V,E), let we|e ∈ E denotes the weight of edge e. Assume that F ⊆ E is a MAX-

CUT. We can construct a coalition from F as C = {u : ∃e ∈ F, u ∈ V (e)} where V (e)

are the pair of vertices which are the endpoints for e. Similarly, if C is a core solution

then we can construct a MAX-CUT as F = {f = (u, v) : u, v ∈ C, (u, v) ∈ E}.

To determine the core of a Max-k-cut game is NP-complete.

Theorem 21.

Proof. Max-k-Cut is known to be NP-complete. We can construct a coalition from

a Max-k-CuT which will be in core. And from a coalition in core we can create the

Max-k-Cut.

To determine the core of a Multi-terminal cut game is NP-complete

Theorem 22.

Proof. We can prove NP-completeness from minimum multiterminal cut problem which

is NP-complete. If F ⊆ E is the minimum multiterminal cut then we can create the

coalition as the set of vertices who are the endpoints of F . On the other hand, given a

core solution we can create a multiterminal cut which will be minimum.

4.4 Complexity of Banzhaf index

In a simple coalition game (where the value of a coalition can be either 1 or 0) a player

is called a swing player for a coalition if the value of that coalition is 1 and if that
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player leaves the coalition then the value becomes 0. The Banzhaf index for an agent is

defined over the number of coalitions for which that agent is a swing player. A player

is called a dummy if it is not a swing player for any coalition. Next we present the

formal definitions of Banzhaf index and dummy player and show that the complexity

of computing Banzhaf index is #-P-complete.

Definition 11. In a coalition game a player i is a swing player for a coalition S if

V(S ∪ {i}) > 0 and V(S\{i}) ≤ 0. The Banzhaf index is defined as β = (β1, . . . , βn)

where

βi =
1

2n−1
∆i.

and ∆i is the number of coalitions where i is a swing player.

In SMC-BANZHAF, k-MC-BANZHAF, MTC-BANZHAF problems we are asked to

compute the Banzhaf index for an agent in a SMC, k-MC and MTC game respectively.

Definition 12. #-SAT: We are given a formula in CNF, φ = c1 ∧ · · · ∧ cn where

ci = li1 ∨ · · · ∨ iin. We are asked to return the number of truth assignment that satisfies

φ.

Definition 13. NAE-SAT: We are given a form in CNF, φ, and asked whether there is

an NAE-truth assignment. An NAE-truth assignment is a truth assignment satisfying

φ such that for each clause there is at least one literal that is false by the assignment.

#-NAE-SAT: We are given a form in CNF, φ, and asked to return the number of

NAE-truth assignment for φ.

Definition 14. A player i is dummy in a coalition game if for every coalition S,

V(S) = V(S ∪ {i}). The decisions problems are defined as follows:

• SMC-DUMMY: Check whether a player i is a dummy in a SMC game.

• k-MC-DUMMY: Check whether a player i is a dummy in a k-MC game.

• MTC-DUMMY: Check whether a player i is a dummy in a MTC game.

SMC-DUMMY is Co-NP-complete.

Theorem 23.
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V x1

V x1

V ' x1

V ' x1

V xn

V ' xn

W x1

W x1

W ' x1

W ' x1

W xn

W ' xn

P

Figure 4.1: Reduction for simple cut

Proof. We prove Co-NP completeness by a reduction from a NAE-SAT problem. Let

the NAE-SAT instance be as follows: We are given a formula f = C1 ∧ · · · ∧ Cm with

m clauses over n lemmaal variables X = (x1, . . . , xn). For each variable xi we create 4

vertices vxi , v¬xi , wxi , w
′
xi . For each clause ci = (li1∨· · ·∨ lit) we create vertices vi1, . . . , v

i
t

and wi1, . . . , w
i
t. We call vertices v and w left vertices and right vertices respectively.

v¬xi and w¬xi will be called negative vertices and vxi and wxi positive vertices. If

li1 = x1 then vix1 , w
i
x1 are called positive vertices otherwise they are called negative

vertices. Each vxi is connected with every vjxi and each wxi is connected with every

wjxi . Additionally, each vxi is connected with wxi and every wjxi , each vxi is connected

with wxi and every wjxi . Finally, we create a vertex P and the last left vertex and last

right vertex are connected with P . Given a truth assignment A let

La = {vxi |xi ∈ T} ∪ {v¬xi |xi ∈ F}

∪{V j
xi |l

j
i = xi, xi ∈ T} ∪ {vjxi |l

j
i = ¬xi, xi ∈ F}
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4. POWER IN CUT GAMES

R¬a = {wxi |xi ∈ F} ∪ {w¬xi |xi ∈ T}

∪{wjxi |l
j
i = xi, xi ∈ F} ∪ wjxi |l

j
i = ¬xi, xi ∈ T}

Assume that there is a NAE-SAT truth assignment a we show that there is a coalition C

such that P is non-dummy. Let the coalition be C = (La∪R¬a). Let k = 3(n+m)+1.

We prove that, |λ(C)| is less than k. First we prove that C has a cut set. The cut set

F is defined to be the edges incident in C between left and right vertices. For each

variable xi either vxi or wxi is in the coalition and vice versa. So F is a cut set. The

size of f is 3(n+m). Thus |λ(C)| < k. If P is in the coalition then the cut set would

be increased by n/2 + 1/3m (there would be n/2 edges with left positive vertices for

the variables and at least 1/3m positive vertices in the clause vertices as the clause is

NAE-SAT). Thus P is a non-dummy player for C.

Assume that P is non-dummy for the coalition C, we prove that there is a NAE-SAT

truth assignment. We can construct the truth assignment as follows: If C contains vxi
then set xi = F and if it contains v¬xi then set xi = T . We show that this assignment

is an NAE-SAT truth assignment. As P is non-dummy, C must not contain both vxi
and v¬xi . As either vxi or v¬xi is in C, for all vertices of a clause there is at least one

vertex which is in C (as such vertex is connected with the corresponding variable vertex

which is in C). On the other hand, not all the vertices of a clause is in C because in

that case P is dummy.

SMC-BANZHAF is #− P complete.

Theorem 24.

Proof. We follow the procedure discussed in Bachrach and Porat (2010) to prove #−P
completeness. SMC-BANZHAF is #-P since it is possible to test whether a coalition

is winning or losing in polynomial time. #-NAE-SAT is #-P complete since there

exists a parsimonious reduction from SAT to NAE-SAT Garey and Johnson (1990).

Given an #NAE-SAT instance the SMC can be constucted by the gadget used in

theorem 23. We note that any coalition C where v is a critical vertex can encode a

NAE truth assignment. We can get the Banzhaf index from the number of NAE truth

assignments.

k-MC-DUMMY is Co-NP complete

Theorem 25.
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4.4 Complexity of Banzhaf index

Proof. We prove Co-NP completeness by a reduction from NAE-SAT. Assume that k

is even. For each lemmaal variable xi we create k/2 column vertices vxi and v¬xi and

another k/2 column vertices wxi and w¬xi . For each clause Cj = lj1 ∨ · · · ∨ l
j
t we create

k/2 column vertices vjx1 , . . . , v
j
xt and another k/2 column vertices wjx1 , . . . , w

j
xt . Thus

there are k columns. v vertices are called Left vertices and w vertices are called Right

vertices. The vertices vxi and wxi are called positive vertices and v¬xi and w¬xi are

called negative vertices. Each positive left vertex vxi is connected with each positive

right vertex between two consecutive columns. Column k−1 is connected with column

k and there are no more edges from column k. In each column, each vxi is connected

with each vjxi (clause vertices). Additionally, there is a particular vertex P which is

connected with every vertex in the first column.

V x1

V x1

V ' x2

V ' x1

V xn

V ' xn

W x1

W x1

W ' x1

W ' x1

W xn

W ' xn

V x1

V x1

V ' x1

V ' x1

V xn

V ' xn

V x1

V x1

V ' x1

V xn

V x1

V x1

V ' x1

V ' x1

V xn

V ' xn

p

Figure 4.2: Reduction for Max-K-Cut

Given a truth assignment A let

L1
a = {vxi |xi ∈ T} ∪ {v¬xi |xi ∈ F}

∪{V j
xi |l

j
i = ¬xi, xi ∈ T} ∪ {vjxi |l

j
i = xi, xi ∈ F}

All vertices are in 1 and 2 column
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R1
¬a = {wxi |xi ∈ F} ∪ {w¬xi |xi ∈ T}

∪{wjxi |l
j
i = ¬xi, xi ∈ T} ∪ wj¬xi |l

j
i = xi, xi ∈ T}

All vertices are in 1 and 2 column

Similarly we construct L2
a, R

2
¬a, . . . , L

k
a, R

k
¬a. We prove that if there is a NAE-SAT truth

assignment then there is a non-dummy agent. Let the coalition be
⋃k
i=1{Lia∪Li¬a}. We

test whether P is a non-dummy. Set the size limit as LIM = 3k ∗ (n+m) + 1. For any

variable xi, either vxi or wxi is in C and vice versa. Hence there is a k-cut set where

each cut set contains the edges between vertices in C between the adjacent columns.

The total size of the cut set is 3k ∗ (n+m). So |λ(C)| < LIM . If P joins C then the

size of the cut set will be increased by at least n/2+1/3m. Hence |λ(C∪{P})| > LIM .

Hence P is a non-dummy agent.

Next we prove that if there is a non-dummy agent then there is a NAE-SAT truth

assignment. We can construct the truth assignment as follows: If C contains vxi then

set xi = F and if it contains v¬xi then set xi = T . We show that this assignment is an

NAE-SAT truth assignment. As P is non-dummy, C must not contain both vxi and

v¬xi . As either vxi or v¬xi is in C, for all vertices of a clause there is at least one vertex

which is in C (as such vertex is connected with the corresponding variable vertex which

is in C). On the other hand, not all the vertices of a clause is in C because in that case

P is dummy.

k-MC-BANZHAF is #-P complete.

Theorem 26.

Proof. As k-MC-DUMMY is Co-NP complete, we can use same explanation we used

in theorem 24 to prove that #− P− complete.

MTC-DUMMY is Co-NP complete.

Theorem 27.

Proof. We prove Co-NP completeness by a reduction from NAE-SAT problem. Given

a formula f = (c ∧ · · · ∧ cm) defined over lemmaal variables X = (x1, . . . , xn), for each
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variable we create 4 vertices vxi , v¬xi , wxi , w¬xi . For each clause Cj = lj1 ∨ · · · ∨ l
j
t we

create vertices vjx1 , . . . , v
j
xt and wjx1 , . . . , w

j
xt . v and w vertices are called left and right

vertices. vxi , wxi are called positive vertices and v¬xi , w¬xi are called negative vertices.

vjxi is called a positive vertex if lji = xi and negative vertex if it is ¬xi. Connect all

positive left vertices with positive right vertices and vice versa. Connect each vxi with

v¬xi , each vxi with vxi+1 and each v¬xi with v¬xi+1 . Similarly we connect the right

vertices. Create a source-sink pair (S1, T1), where S is connected with the first two left

vertices and T is connected with last two right vertices. Repeat this construction x/2

times with source-sink pair (S2, T2), . . . , (Sx/2, Tx/2). Each of these constructions will

be called a layer. In the first layer, between the left and right vertices create 4 vertices

(p1, p2, p3, p4). (p1, p2) is connected with the last two left vertices with two multiple

edges and (p3, p4) is connected with the first two right vertices with two multiple edges.

Create a vertex p such that it is connected with each (p1, p2, p3, p4). For the rest of the

layers, create a vertex qi that connects last two left vertices and first two right vertices

in each layer. Finally connect (p1, p2, p3, p4) with q1 of the second layer and each qi

is connected with qi+1. For any truth assignment A, we create the following sets of

vertices for each layer.

L1
a = {vxi |xi ∈ T} ∪ {v¬xi |xi ∈ F}

∪{V j
xi |l

j
i = ¬xi, xi ∈ T} ∪ {vjxi |l

j
i = xi, xi ∈ F}

R1
¬a = {wxi |xi ∈ F} ∪ {w¬xi |xi ∈ T}

∪{wjxi |l
j
i = ¬xi, xi ∈ T} ∪ wj¬xi |l

j
i = xi, xi ∈ T}

We denote a coalition C = (L1
a ∪ · · · ∪ L

k/2
a ∪ R1

¬a ∪ · · · ∪ R
k/2
¬a ) ∪ ({p1, p2, p3, p4} ∪

q1 ∪ . . . qk/2). If there is a NAE-SAT truth assignment then we prove that p is non-

dummy for C. First note that, C is a multiterminal cut set as it disconnects each pair

x, y ∈ {S1, . . . , Sk/2, T1, . . . , Tk/2}. If P joins the coalition then the size of the cut set

will be decreased by 2. Thus P is a non-dummy agent for C.

We can construct the truth assignment in the similar way of theorem 4. Due to

space limitation we omit it.

MTC-BANZHAF is #− P complete.

Theorem 28.
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x1 x2

x2x1 x1 x1 x1x2x2x2

x1x1x1x1
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p1
1 p2

1

p3
1

x1 x2

x2x1 x1 x1 x1x2x2x2

x1x1x1x1
x1x1x1 x1x2x2x2 x2 x2

S 1
T 1

p

p1

Figure 4.3: Reduction for minimum multiterminal cut

Proof. As MTC-DUMMY is Co-NP complete, the same explanation to prove #-P-

completeness can given as in theorem 24.

4.5 Approximation of Banzhaf index

In Fatima et al. (2009) Bachrach et al. (2008) random sampling methods were used to

develop polynomial time algorithms to give an approximate Banzhaf index. We will

follow a similar approach. We briefly mention the approximation procedure: If there

are n players then to check the marginal contribution of a player i we need to check 2n−1

coalitions. This is computationally infeasible. So we fix the coalition size as X. Let the

player’s weight is given by any probability distribution function where µ and ν are the
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mean weight and variance respectively. We draw a random sample and approximate

the sum of player’s weight in the sample given by the following rule:

If w1, . . . , wX is a random sample of size X drawn from any distribution with mean µ

and variance ν, then the sample sum has an approximate normal distribution N with

mean Xµ and variance ν/X. The marginal contribution of player i to this random

sample is 1 if the total weight of X players in the sample is greater than or equal to

q − wi but less than b = q − ε. Thus the expected marginal contribution of player i is

the area under the curve defined by N(X,µ, νX ) in the interval [a, b].

z1 z2

a−e(σ x) b+e(σ x)
a b

B

A

Figure 4.4

E∆X
i =

1√
2πν/X

∫ b

a
e−X

(x−Xµ)2
2ν dx (4.1)
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Let T denotes the total number of possible coalitions of size X. i’s approximate number

of swings for coalition size X is

ηXi = T × E∆X
i

Thus the total number of swing is ηi =
∑n

x=1 η
X
i . Hence the approximate Banzhaf

index is β̄i = ηi/2
n−1. We find the limits a and b and interpret the weight of the

coalition for cut games.

In the graph G = (V,E), if C be a coalition that contains a simple cut F ⊂ E
then a vertex i /∈ C joins C then it can increase the cut size by at least 1 if it
at all increases the cut size.

Lemma 29.

To approximate the Banzhaf index for an SMC game, the total weight of a sample is

the total weight of cut set. If there is no cut set for a sample then its weight is 0. Using

lemma 29 the limits (a, b) in equation 4.1 for both SMC and K −MC games are as

follows:

a = k − 1, b = k − ε.

In the case of MTC, the limits are

a = −∞, b = k − ε.

This is because any arbitrary cut whose size is less than k can be among the core

solutions. The absolute error analysis would be same as Fatima et al. (2009).

4.6 Related works and conclusion

Max cut problem is known to be NP-complete. Although there is polynomial time

algorithm for planar graphs. Goemans and Williamson (1995) shows that there is an

approximation of 1.1383. but Papadimitriou and Yannakakis (1988) has shown that

Max cut problem is APX-complete. Max K-cut problem is also know to be MAX SNP-

hard Papadimitriou and Yannakakis (1988). Approximations for max-k-cut is studied

in Frieze and Jerrum (1995). Minimum multiterminal cut is known to NP-complete

although there is polynomial time algorithm for planar graphs Dahlhaus et al. (1994).
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There are few works on the noncooperative game based on cut problems. Gourvès

and Monnot (2009) has studied the Nash equilibrium for Max cut game. In Bhal-

gat et al. (2010) studies the Nash equilibrium for Max-k-cut problem. The minimum

multiterminal cut problem is modeled as noncooperative game in Anshelevich et al.

(2011).

Although there is no analysis on Banzhaf index for the cut problems studied in

this chapter, the most relevant works are Aziz and Sørensen (2011) Bachrach and

Porat (2010). These games have a close resemblance to multiterminal cut problems.

Here a coalition is called successful if it can cut two sets of vertices. In contrast the

multiterminal cut problem requires disconnection between each pair of vertices in a

given set of terminals also it is required that the cut set is minimal.

The most relevant analysis of Banzhaf index is in Bachrach and Rosenschein (2007).

Here Banzhaf index is analyzed for network flow problems which is relevant to cut prob-

lems as maximum cut in a graph means minimum flow. Our results on the approxi-

mation of Banzhaf index is based on the approximation algorithms studied in Fatima

et al. (2009) Bachrach et al. (2008).

In future we want to extend this work as a mechanism design problem based on

path auctions. In a path auction problem, agents bids for the paths in a graph that

connects a source with a sink and the mechanism chooses the cheapest path and decides

on the cost. The mechanism is called strategy-proof if there is no coalition that can

manipulate the cost of connecting the source with the sink. In this context a mechanism

design problem for cut games will be concerned with finding a strategy-proof algorithms

for (a) maximal weighted cut (b) maximal weighted k-cut and (c) minimal weighted

multiterminal cut.
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5

Modelling punishment with

demographic constraints

Abstract. Consider a Multi-Agent System (MAS) where the neighbours of every agent

can be partitioned into two groups as its friends and enemies. An agent is more likely

to benefit from interacting with friends rather than with enemies. Further, if the MAS

practices self-enforcement as isolation of malicious agents, i.e., compliant agents do

not interact with malicious agents or norm violators, then a compliant agent faces the

dilemma whether to continue interaction with an agent who is known to be malicious

but friend. By interacting with them, this brings the risk that other compliant agent

may stop interacting with them. But it may also happen that most of them (who are

willing to punish) are enemies. In this chapter we investigate how self-enforcement in a

MAS can prevail in presence of such demographic dilemma. For this purpose we extend

the party affiliation game with sanction. Our main results are the price of anarchy and

the price of stability, which indicates whether it is possible to punish a certain number

of malicious agents given the demographic information (who are friends and who are

enemies) of the MAS . Also we explore the complexity of the Nash equilibrium for these

games and study a small scale simulation of social networks based on these results.

5.1 Introduction

In this chapter we investigate whether such model of punishment can be used in a

complex formulation of MAS. Our model of MAS is inspired by social networks. In a

MAS, let for each agent, the rest of the agent population be divided into two groups, (a)

friends and (b)enemies. An agent is more likely to benefit from interactions with friends
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rather than enemies. In this context, an agent’s strategies are either to cooperate with

malicious agents or punish them. If a compliant agent cooperates with a malicious

agent, then another compliant agent (who is willing to punish that malicious agent)

may also punish it. Thus by engaging in joint actions with malicious agents, a compliant

agent brings the risk that, other compliant agents may not interact with it. On the

other hand, although there is a risk of isolation from other compliant agents, still, it is

possible that, in the case of a certain compliant agent, most of the malicious agents are

its friend while other compliant agents are its enemies. So being isolated from other

compliant agents may not cause decrease in its utility. This model of interaction is

quite common in social networks and it can be used as a model of MAS. For example,

‘Friends’ can be seen as agents who needs to swap their respective resources to achieve

their goals and ‘Enemies’ can be seen as the set of agents who are competing for

a resource. In this chapter we investigate whether isolation of malicious agents can

prevail as a form of punishment in presence of such demographic constraints.

We will use party affiliation game to model the above problem. Our main results

are the quality of Nash equilibrium in terms of the Price of Anarchy (PoA) and the

Price of Stability (PoS). To determine PoA and PoS, we formulate the social utility in

two ways, (a)Absolute social utility (ASU) and (b)Collateral social utility (CSU). ASU

is measured as the difference between the total utility of the agents who punishes and

who continue cooperation with malicious agents. Thus a higher (lower) value of PoA

(PoS) indicates that, isolation succeeds in punishing malicious agents. If a complaint

agent continues cooperation with malicious agents , then its friends (who are compliant)

may stop interacting with it. CSU measures this loss of cooperation from compliant

agents who decides to interact with malicious agents. Lower PoA (higher POS) in this

context (when social utility is measured as CSU) indicates that isolation of malicious

agents is successful.

Further we develop a small scale simulation and show the dependency between these

demographic constraints and punishment.

The chapter is organized as follows: In section 3 we analyze party affiliation game

with sanction, in section 4 we study its complexity, in section 5 we present results based

on simulation and finally, we conclude the chapter with brief discussion on relevant

works and some future research directions.
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5.2 Notations

The basic notations and concepts used in this chapter is as follows:

• Let N = {1, 2, . . . , n} be the set of n agents.

• A strategy profile S = (s1, . . . , sn).

• S is the set of all strategy profiles.

• di is the degree of vertex i.

• A strategic game is a tuple (N, (Ai)i∈N , (ui)i∈N ) where N is a set of n agents,

Ai is the set of strategies of player i and ui : A1 × · · · × An 7→ R is the utility

function for player i.

• A pure state or a pure strategy profile is an element in (A1×· · ·×An). In a state

a, (a−i, bi) denotes the state where ai is replaced by bi.

• A state a is a Nash equilibrium (NE) if there are no players i ∈ N and a strategy

bi ∈ Ai such that ui(a−i, bi) > ui(a).

• Given two states a,a′ and a coalition C ⊆ N , (a−C , a
′) denotes the state where

each i ∈ C ai is replaced by a′i.

• Price of Anarchy (PoA) is the worst ratio between an optimal solution and a Nash

equilibrium.

5.3 Party affiliation game

Let G = (V,E) be a graph with non-negative weights we|e ∈ E on the edges. In a

party affiliation game, the strategy set si for an agent i ∈ V is {−1,+1}. If si = +1

then it means agent i agrees to punish malicious agents. Otherwise it indicates that i

supports the malicious agents and continues to interact with them. Thus we have two

parties (-1) compliant agents who support malicious agents and (+1) compliant agents

who punish them. Let edges of G be partitioned as E = Ee ∪ Ef where (u, v) ∈ Ee
indicates that u is an enemy of v and (u, v) ∈ Ef indicates that u is a friend of v. In

a party affiliation game, the utility of an agent depends on how many of its friends are

in its party and how many of its enemies are in the opposite party.
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Definition 15. Given a strategy profile S = (s1, . . . , sn), the benefit U ′i(S) of an agent

i is

U ′i(S) =
∑

{j:(i,j)∈Ee∧si 6=sj}

wij +
∑

{j:(i,j)∈Ef∧si=sj}

wij .

Note that utility of an agent increases when its enemies reside on a different party.

This is because an agent is less likely to involve in joint actions with it enemies.

To model the punishment problem we need to consider the following cost:

• It may happen that two agents are friends but they choose different parties. If

we assume that the two parties do not interact, in this case both agents lose the

service of each other. Thus we need to incorporate the cost of losing a friend to

the opposite party.

• Also it may happen that two agents are enemies but they choose the same party.

Even if they are in the same party, as they are enemies, they do not help each

other. Thus we need to incorporate the cost of having a friend in the same party.

Definition 16. The collateral cost Ci(S) of an agent i in the strategy profile S is as

follows:

Ci(S) =
∑

{j:(i,j)∈Ee∧si=sj}

wij +
∑

{j:(i,j)∈Ef∧si 6=sj}

wij .

Definition 17. The utility ui(S) of a player i in a strategy profile S is defined as

Ui(S) = U ′i(S)− Ci(S) where u′i(S) and Ci(S) are benefit and cost respectively..

Now let us define the absolute social utility as the difference between the total

utility of compliant agents who punish and those who do not.

Definition 18. ASU for a strategy profile S is defined as

ASU(S) =
∑

u∈V :Su=+1

Uu −
∑

v∈V :Sv=−1

Uv

where Uu and Uv are the utility of u and v respectively.

Definition 19. The collateral social cost is defined as the loss of friends of agents who

choose +1 and the loss due to the presence of enemies in the party +1.

CSU(S) =
∑

u∈V :Su=+1
v∈V :Sv=−1

(u,v)∈Ff

wuv +
∑

u∈V :Su=+1
v∈V :Sv=+1

(u,v)∈Fe

wuv
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Note that in the above definition it may be possible that the number of compliant

agents are high yet the social utility is low. This is because the number of enemies of

the compliant agents are also compliant. So although the overall number of compliant

agents are increased yet it is less likely they will engauge in joint actions. Hence the

social utility will be less.

5.3.1 Results for ASU

We determine PoS and PoA as follows:

• First we compute optimal ASU in Lemma 1.

• In Lemmas 2 and 3, we observe an important criteria of Nash equilibrium which

is used in next lemma.

• In Lemma 4 we characterize any Nash equilibrium in terms of number of agents

cooperating with malicious agents.

• Using lemma 4, we derive minimum and maximum social utility for any Nash

equilibrium in lemma 5.

In a MAS G = (V,E) with n number of agents (vertices), assume that the
minimum degree is d, and for every agent i there are at most bdi/2c number
of friends. Then the optimal ASU, ASU(S)OPT is d + (2k−1 − 1)d2 where

k = log2
n+d2−2d−1

d2−d + 1.

Lemma 30.

Proof. From the definition of ASU, the optimal ASU can be described as follows:

ASU(S)OPT = arg max
S∈S
{

∑
u∈V :Su=+1

Uu −
∑

v∈V :Sv=−1

Uv},

where S is the set of all possible strategy profiles. We construct such a strategy profile

S as follows:

Step 1 : Select any vertex i and assign its strategy +1. For all of its bdic friends,

assign their strategy as +1 and for its ddi/2e enemies assign their strategy −1.

Thus the utility of agent i is at a maximum and it’s strategy is +1. Let +(i)
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denote neighbours of i whose strategy is +1 and −(i) denote neighbours of i whose

strategy is −1. At this step, the benefit of vertex i is maximum and the collateral

cost is 0. So ASU is ASU1 =
∑

si=1 Ui −
∑

sj=−1 Uj = bdi/2c+ ddi/2e = d.

Step 2 : For all j ∈ +(i), assign +1 to the strategy of any z : (j, z) ∈ Ef and assign

−1 to the strategy of any a : (j, a) ∈ Ee. For all j ∈ −(i), assign +1 to the

strategy of any z : (j, z) ∈ Ef and assign −1 to the strategy of any a : (j, a) ∈ Ee.
At this step, for all agents with strategy +1 the benefit is maximum and the

collateral cost is zero and for all agents with strategy −1, the benefit is zero and

the collateral is maximum. So the ASU is ASU1 is as follows:

ASU1 = d+ (d/2 ∗ d) + (d/2 ∗ d) = d+ d2. (5.1)

step 3 : Repeat the same strategy assignment for the remaining vertices. So the ASU

at step 3 is as follows:

ASU3 = d+ d2 + (d/2 ∗ d) + (d/2 ∗ d) + (d/2 ∗ d) + (d/2 ∗ d) = d+ 3d2.

step 4 At this step,

ASU4 = d+ 7d2. (5.2)

step 5 At this step,

ASU4 = d+ 15d2. (5.3)

step k At step k,

ASUk = d+ (2k−1 − 1)d2.
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: Thus we get,

n = 1 + [d/2 + d/2] + [d/2[d− 1] + d/2[d− 1]]

+ [d/2[d− 1] + d/2[d− 1] + d/2[d− 1] + d/2[d− 1]] + . . .

+ . . .

= 1 + d+ [d2 − d] + [2d2 − 2d] + [4d2 − 4d] · · ·+ [(k − 2)d2 − (k − 2)d]

= 1 + d+ [d2 + 2d2 + 4d2 + · · ·+ (k − 2)d2]− [2d+ 4d+ · · ·+ (k − 2)d]

= 1 + d+ [1 + 2 + 4 + 8 + · · ·+ (k − 2)]d2 − []d

= 1 + d+ [20 + 21 + 22 + 23 + · · ·+ (k − 2)]d2 − []d

= 1 + d+
1− 2(k−1)

1− 2
d2 − []d

= 1 + d− d2 + 2(k−1)d2 + d− 2(k−1)d

= 1 + 2d− d2 + (d2 − d)2(k−1).

Thus we get,

2(k−1) =
n+ d2 − 2d− 1

d2 − d

(k − 1) = log2

n+ d2 − 2d− 1

d2 − d

k = log2

n+ d2 − 2d− 1

d2 − d
+ 1.

Let G = (V,E) be a graph with the same degree d for all vertices and where the
enemy and friend relationship are uniformly distributed, i.e., for each vertex
there are d/2 friends and d/2 enemiesa. At a strategy profile S, for a vertex u
with strategy +1, if there are a∗d/2 friends who choose +1 and b∗d/2 enemies
who choose +1 and i’s better off with its current strategy, then a > b.

aBy uniform distribution we mean that the difference between the average number of

friends and enemies for all agents is very low.

Lemma 31.

Proof. The benefit for i is

U ′i(S) = a ∗ d/2 + (1− b) ∗ d/2
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The collateral cost for i is

Ci(S) = (1− a) ∗ d/2 + b ∗ d/2

So the utility of i at S is

Ui(S) = a ∗ d/2 + (1− b) ∗ d/2− (1− a) ∗ d/2− b ∗ d/2

= (2a− 1) ∗ d/2 + (1− 2b) ∗ d/2

(5.4)

If i changes its strategy to −1 then its benefit and cost is as follows:

U ′i(S) = (1− a) ∗ d/2 + b ∗ d/2

Ci(S) = a ∗ d/2 + (1− b) ∗ d/2

So the utility of i after it changes its strategy(say the new strategy profile is S′) is as

follows:

Ui(S
′) = (1− a) ∗ d/2 + b ∗ d/2− a ∗ d/2− (1− b) ∗ d/2

= (1− 2a) ∗ d/2 + (2b− 1) ∗ d/2

(5.5)

If i is better off by not changing its strategy then

Ui(S) > Ui(S)

(2a− 1) ∗ d/2 + (1− 2b) ∗ d/2 > (1− 2a) ∗ d/2 + (2b− 1) ∗ d/2

a > b (5.6)

Let G = (V,E) be a graph with the same degree d for all vertices and where the
enemy and friend relationships are uniformly distributed, i.e., for each vertex
there are d/2 friends and d/2 enemies. At a strategy profile S, for a vertex u
with strategy −1, if there are a∗d/2 friends who choose −1 and b∗d/2 enemies
who choose −1 and i’s better off with its current strategy, then a > b.

Lemma 32.

Proof. Same as the previous Lemma.
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The above lemmas characterizes any Nash equilibrium in terms of number of agents

punishing violators. Using the above Lemmas, we derive the following:

Let a strategy profile S be in a Nash equilibrium such that, k′ agents choose
+1 and (n − k′) agents choose −1. The maximum and minimum values of k′

are as follows:

k′max = 1 + d/2 +
2(1− (d

2

4 )(x−1))

1− d2

4

(5.7)

k′min = 1 + d2/4 +
1− (d2/4)2(x−1)

1− (d2/4)2
+

1− (d− d2/4)2(x−1)

1− (d− d2/4)2
, (5.8)

where x = (2−log∇ logα)/2, (a∗d/2+b∗d/2) = α, ((1−a)∗d/2+(1−b)∗d/2) =
β and ∇ = (n−2−d)/2∗ (1−α2)∗ (1−β2)− (2−α2−β2). We have assumed
that the friends and enemies are uniformly distributed.

Lemma 33.

The above lemma gives us the maximum and the minimum number of agents who

punishes the violators in any Nash equilibrium. This will be used to derive the maxi-

mum and the minimum ASU for any Nash equilibrium.

Let G = (V,E) be a graph with the same degree d for all vertices and where the
enemy and friend relationships are uniformly distributed, i.e., for each vertex
there are d/2 friends and d/2 enemies. Let at a strategy profile S, k′ agents
{1, 2, . . . , k′} choose +1 and (n− k′) agents {k′ + 1, . . . , n} chose −1. Let, for
agents with strategy +1, (a1, . . . , ak

′
) be the fraction of friends who choose

+1 and (b1, . . . , bk
′
) is the fraction of enemies who chose +1. Similarly for an

agent who chooses −1, (ak
′+1, . . . , an) is the fraction of friends who choose −1

and (bk
′+1, . . . , bn) are the fraction of enemies who choose −1. The minimum

ASU is 2k′ ∗ d− n ∗ d where x′ = minx′ .

Lemma 34.

Proof. Utility of any agent i is as follows:

Ui(S) = U ′i(S)− Ci(S)

= ai ∗ d/2 + (1− bi) ∗ d/2− (1− ai) ∗ d/2− bi ∗ d/2

= (2ai − 1) ∗ d/2 + (1− 2bi) ∗ d/2 (5.9)
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ASU at strategy profile S is as follows:

ASU =

k′∑
i=1

Ui −
n∑

i=k′+1

Ui

=
k′∑
i=1

[(2ai − 1) ∗ d/2 + (1− 2bi) ∗ d/2]−
n∑

i=k′+1

[(2ai − 1) ∗ d/2 + (1− 2bi) ∗ d/2]

=

k′∑
i=1

[(2ai − 2bi)] ∗ d/2−
n∑

i=k′+1

[(2ai − 2bi) ∗ d/2]

=

k′∑
i=1

[(ai − bi)] ∗ d−
n∑

i=k′+1

[(ai − bi) ∗ d] (5.10)

Using previous Lemmas we get the minimum ASU as k′ ∗d− (n−k)∗d = 2k′ ∗d−n∗d
where k′ is minimum.

Using the above Lemma, we compute PoA as follows:

The PoA of the party affiliation game with sanction is

2 mink′ ∗d− n ∗ d
ASUOPT

(5.11)

Theorem 35.

Next, we compute maximum ASU which leads us to the value of PoS.

The Maximum ASU for a Nash equilibrium is (k′ ∗ d2/2) − (n − k′)d where
k′ = maxk′ .

Lemma 36.

Proof. From equation,

ASU(S) =

k′∑
i=1

[(ai − bi)] ∗ d−
n∑

i=k′+1

[(ai − bi) ∗ d]. (5.12)

For maximal ASU, ai− bi = 1 for all i > k. For i ≤ k, the maximal ai− bi is d/2. Thus

we get the maximal ASU as

ASUMAX = (k′ ∗ d2/2)− (n− k′)d,

where k′ = maxk′ .
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Under the assumption that the friends and enemies are uniformly distributed
The PoS for ASU is

ASUOPT

(maxk′ ∗d2/2)− (n−maxk′) ∗ d
.

Theorem 37.

5.3.2 Results for CSU

First, we compute optimal value for CSU, then we compute minimum and maximum

value of CSU for any Nash equilibrium using Lemma 4. Finally, we compute PoA and

PoS for CSU.

The minimum CSU for a Nash equilibrium is

CSUOPT =
(n/2− k − 1)

2
[n/2− k],

where

k =
(d− 13n)2 − 172n2 + 20d− 60n− 4

16
.

Lemma 38.

Proof. There are n/2 agents who choose +1 and n/2 enemies who choose −1. Assume

that the degree of each agent is d, friends and enemies are uniformly distributed, each

+1 agent has d/2 friends and d/2 enemies. Note that, the value of CSU under these

assumption can be only more than the same for any relaxation of any assumption. So

we can use the value of CSU under these assumptions as optimal CSU.

We will construct an allocation of parties for which CSU is optimal. From the given

graph construct a graph as shown in figure 5.1 by creating two sets of vertices (left and

right) such that in each set agents are friends and if there an edge between two agent

in different sets then they are enemies. Starting from the top right vertex (shown as

a1) allocate parties to the agents such that it minimizes CSU.

The allocation is as follows:

Step 1: Agent a1 has d/2 friends on the right side who are +1.
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 a_1 

 

 

 

 

 

 

 

 

LEFT SET     Enemy edge                   RIGHT SET            

       Friend edges 

Figure 5.1: Computation of optimal CSU

Step 2: Agent a2 has d/2 friends on the right side who are +1.

. . . :

Step k1 Agent ak1 has d/2− 1 friends on the right side who are +1.

Step k2 Agent ak2 has d/2− 1 friends on the right side who are +1.

. . . :

Step kx−1 Agent akx−1 has 1 friend on the right side who are +1.

Step kx Agent akx has 0 friend on the right side who are +1.

We have to find k1.
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n/2 = d/2 + · · ·+ d/2 + (d/2− 1) + (d/2− 2) + · · ·+ 1 + 0

n/2 =

k∑
i=1

d/2 +

n/2∑
j=k+1

(d/2− j − k)

n/2 = k ∗ d/2 +
n/2− k − 1

2
[2 ∗ (d/2− 1) + (n/2− k − 2) ∗ 1]

n/2 = k ∗ d/2 +
n/2− k − 1

2
[2 ∗ (d/2− 1) + (n/2− k − 2) ∗ 1]

(5.13)

Solving the above equation we get

k =
(d− 13n)2 − 172n2 + 20d− 60n− 4

16
(5.14)

Thus the optimal CSU is as follows:

CSUOPT =
(n/2− k − 1)

2
[n/2− k]. (5.15)

Maximum CSU for a state which is a Nash equilibrium is k′max∗n∗d/2(2−a−b)

Lemma 39.

Proof. • γ ∗ n agents choose +1 and (1− γ) ∗ n choose −1.

• For any agent i such that si = +1, a ∗ d/2 friends choose +1,

• for any agent i such that si = +1, b ∗ d/2 enemies choose +1,

• Same for agent with strategy −1.

CSU =
∑

i∈N,si=+1
j∈N :(i,j)∈Ef

sj=−1

wij +
∑

i∈N,si=+1
j∈N :(i,j)∈Ee

sj=+1

wij

= γ ∗ n(1− a) ∗ d/2 + γ ∗ n(b) ∗ d/2

= γ ∗ n ∗ d/2(2− a− b).

Thus maximum CSU is CSUmax = k′max ∗ n ∗ d/2(2− a− b) using Lemma 4.
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Minimum CSU for a state which is a Nash equilibrium is CSUmin = k′min ∗n ∗
d/2(2− a− b), where k′min is computed in Lemma 4.

Lemma 40.

PoA for CSU is CSUmin

CSUOPT
.

Theorem 41.

PoS for CSU is CSUOPT

CSUmax .

Theorem 42.

5.4 Complexity

Pure Nash equilibrium exists for a party affiliation game with sanction.

Theorem 43.

Proof. We define a potential function as follows:

Φ(S) =
∑
i∈N

Ui.

Now the utility of an agent is

Ui =
∑

j:(i,j)∈Ef
si=sj

wij +
∑

j:(i,j)∈Ee
si 6=sj

wij

For any agent there are d neighbours, half of whom are friends. Assume that a ∗ d/2
friends and b ∗ d/2 enemies have the same strategy as i. Now at this state, i’s utility

is (1 − a)d/2 + b ∗ d/2 = (1 − a + b)d/2. If i changes its utility, then it becomes

(a)d/2 + (1− b) ∗ d/2 = (1 + a− b) ∗ d/2. So the change in i’s utility is (b− a)d/2. Now

as i changes its strategy, the total change of utility of its neighbours is also (b− a)d/2.

So there exists a pure Nash equilibrium.
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The complexity of finding the Nash equilibrium of the party affiliation game
is PLS(polynomial local search) complete.

Theorem 44.

Proof. We will use weighted-not-all-equal SAT (W-NAE-SAT) (which is PLS complete)

to prove PLS-completeness. A W-NAE-SAT problem can be described as follows:

Input: Monotonic 3-cnf clauses. A clause is considered to be satisfied if not all literals

are true or false.

Output: A truth assignment that satisfies the maximal weight of clauses.

Cost: Sum of the weight of all unsatisfied clauses.

Locality: In the local version of the game, two assignments are considered to be neigh-

bours if they have different values for exactly one variable.

The reduction is as follows:

• For each clause create 3 vertices and connect them to form a triangle. Each edge

in a clause is a friend edge.

• Between two clauses connect literals of the same variable. If they are both nega-

tive or positive, then connect them as friends otherwise they are enemies.

Note that, if an agent changes its strategy, i.e., if a literal xi becomes ¬xi (or the

opposite), then change in that the change of an agent’s utility will be the same as the

change if we change a variable. So Nash equilibrium in party affiliation game with

sanction is equivalent to a local-minima of w-NAE-SAT problem. Hence the game is

PLS complete.

5.5 Simulation

We use a small scale simulation of a social network to verify our results. We use R1 to

create a network of 200 agents with approximately 1000 edges among them. Using the

1www.r-project.org
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                                          x7     

 

                       -x5 C2            -x6 

         e    e    

   x5              f                  e              x6 
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x1                     x6  -x5      x4  

    

Figure 5.2: Reduction for the formula: (x1∨x6∨x5)∧ (x6∨¬x5∨x4)∧ (x7∨¬x6∨¬x5)

above derivation of PoA and PoS, we find that, PoA and PoS increases and decreases

respectively as we increase the number of agents. This suggests that, isolation of

malicious agents works better as number of agents are increased. Also, PoA and PoS,

decreases and increases respectively as number of edges increased. This suggests that

isolation of malicious agents works better with least dense graph.

In case of CSU, we observe that, PoA (PoS) decreases (increases) as number of

agents increases and PoA (PoS) increases (decreases) as number of edges increases.

This also suggests that, isolation of malicious agents works better with less number of

agents and more dense graph.
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Figure 5.3: A MAS: Red vertices indicate violators, Blue vertices indicate compliant

agents, Green edges indicate ‘Friends’ and Red edges indicate ‘Enemies’.
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Figure 5.4: PoA with social utility as ASU Vs number of agents
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Figure 5.5: PoS with social utility as ASU Vs number of agents

5.6 Related Works

This chapter is based on potential games introduced in Perreau De Pinninck et al.

(2010). The main subclass of potential game is the congestion game introduced in

Rosenthal (1973). In Perreau De Pinninck et al. (2010) it proved that congestion

games are exact potential games. The price of anarchy of congestion games is studied
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Figure 5.6: PoA with social utility as ASU Vs number of edges
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Figure 5.7: PoS with social utility as ASU Vs number of edges
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Figure 5.8: PoA and PoS with social utility as CSU Vs number of agents
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Figure 5.9: PoA and PoS with social utility as CSU Vs number of edges

in Awerbuch et al. (2005); Axelrod (1986); Christodoulou and Koutsoupias (2005);

Eswaran and Tarjan (1976a). Carpenter et al. (2004) has shown that finding a pure

Nash equilibrium for congestion game is PLS complete.

In this chapter we study the feasibility of isolation as punishment under certain de-

mographic constraints. We show that, under certain conditions, such as higher number

of agents, punishment of malicious agents can prevail. The present literature in NMAS

is primarily focused on the representation of the norms and its violation. Although

there are some works on compliance checking problem, there is a lack of attention to-

wards the punishment models. Modeling punishment is important because it gives the

insight of the sanctions required to promote compliant behavior. Boella and van der

Torre (2005) gives a notion of enforceable social laws in terms of the efficiency of the

system to remain compliant. In de Pinninck et al. (2007) a similar concept of punish-

ment is introduced. The effect of demographic constraints on the implementation of

sanction never analyzed in MAS literature. In that regard this chapter is an important
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step towards formalizing punishment in MAS. Also its gives an insight of successful im-

plementation of laws in social networks. These results can help us to build enforcement

laws in MAS and social networks, in such a way that in case there are some violators,

they can be punished.

In the future, we intend to extend these results on large scale social networks and

identify conditions and develop mechanisms such that isolation of malicious agents

becomes inescapable.
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6

Punishment regimentation and

efficiency of a multiagent system

Abstract. Norm enforcement mechanisms are developed to encourage autonomous

agents to remain compliant. Unfortunately, in any self enforcement mechanism (where

compliant agents are responsible for punishing violators), agents may choose not to pun-

ish norm violators as the cost of executing punishment may be high. In this background,

we propose a punishment regimentation model that compels compliant agents to punish

norm violators. If we assume that the model of punishment is isolation, i.e., compliant

agents stop interactions with violators, then it may happen that they will be forced not

to execute some joint actions. This will affect the utility of a compliant agent. So it is

important to analyze how regimentation limits the utility of compliant agents. In this

context we study a non-cooperative game that models this trade-off between regiment-

ing punishment and efficiency of the MAS. In this game, the strategies of a compliant

agent (either punish violators or continue interaction with them), are restricted by the

punishment regimentation as certain number of compliant agents are always required to

execute punishment. A Nash equilibrium describes the utility that an agent gets under

regimentation. The quality of such equilibrium is measured as the price of anarchy and

the price of stability. We also explore the computational complexity of such a game.

6.1 Introduction

Punishment regimentation is a way to compel autonomous agents to punish norm

violators. It does so by introducing certain rules in the MAS such that, by not punishing

malicious agents, an agent brings more non-utility than the gain from avoiding the cost
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of implementing punishment.

If norms are self-enforced then complaint agents are responsible for punishing mali-

cious agents. In this chapter we use isolation as the model of punishment. In isolation,

compliant agents stop interactions with malicious agents. As malicious agents cannot

engage in joint actions with compliant agents, they are deprived of receiving certain

utility. Hence they are punished. This form of punishment is quite common in our

society and it is more practical to use in MAS rather than other forms of punishment

such as monetary fines. Such a model of punishment is studied in Thakur et al. (2012)

where a MAS is represented as a graph (vertices represent agents and edges denote

communication links among them). Isolation in a graph based MAS requires discon-

nection of vertices representing malicious agents from the rest of the MAS (remaining

vertices).

If punishment is regimented in a MAS then it may happen that some agents will

be forced not to execute some joint actions. These joint actions may involve at least

one malicious agent and, as compliant agents are not allowed to interact with malicious

agents, such joint action will fail. This will affect the utility of a compliant agent. So it

is important to analyze how punishment regimentation limits the utility of compliant

agents. In this context we study a non-cooperative game that models this trade-off

between regimenting punishment and the efficiency of the MAS. In this game, strategies

of a compliant agent are either to punish violators or continue to interact with them,

provided some conditions are satisfied. These conditions arise from the regimentation of

punishment. Before we proceed towards an informal description of the non-cooperative

game, let us clarify these conditions.

In this chapter we assume that malicious agents are norm violators. First, consider

a notion of the robustness of a normative system. As introduced in Agotnes et al.

(2008) there exists a fraction of the agent population such that if this fraction of agents

are compliant, then the MAS remains functional. So the objective of punishment

regimentation is: there should be a guaranteed punishment that keeps the number of

violators below such a fraction. In the context of self-enforcement, it means that a

fraction of compliant agents must be compelled to execute punishment in order to keep

the number of violators below a certain level. Punishment regimentation is concerned

with finding such a fraction of compliant agents who will be compelled to punish,

and with the mechanism to compel them to punish. So the restriction on a compliant
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agent’s strategy is: it can choose to cooperate with malicious agents if there are enough

compliant agents who already punish them.

Now, let us informally describe the non-cooperative game that models the trade-

off between punishment regimentation and the efficiency of the MAS. We use the (Not

All Equal) NAE-SAT game Gourvès and Monnot (2009) for this purpose. Although

there are various applications of a NAE-SAT game let us explain a simple one. Animal

migration modelQuint and Shubik (1994):

“ Consider a landscape on which live a set N = {1, . . . , n} of animals. The

landscape itself is partitioned into a group of territories T = {T1, . . . , T l}.
Due perhaps to its initial location (or other physical factors), animal i has

a set m(i) ⊆ T of feasible territories to which it may migrate. These will

be its strategies in a game theoretic sense. Define τ = m(1) × · · · ×m(n),

and let τ be a generic element of τ .

The object for each animal is to try to migrate to feasible territory it thinks

“best”. Two factors determine the desirability of a territory: physical fea-

tures of the territory and the number of other animals present there. To

this end, define the payoff function h by: h(i, t, k) is the payoff to animal i

if it migrates to territory t, and there is a population of k animals there.

Given τ = (t1, . . . , tn) (for which ti ∈ m(i) for all i) we define the integer

valued function u(t) by ut(τ) = |i ∈ N : ti = t|, t ∈ T . Hence, the t-th

component of u gives the number of animals that migrate to territory t

given that the animals use strategy vector τ . It follows that if strategy τ is

chosen , the payoff to animal i is then H i(τ) = h(i, ti, uti(τ)).

The quantities (N,T,m.h) are sufficient to define a migration game. ”

In a NAE-SAT game, agents are represented as propositional variables and clauses

represent joint actions. Assume that agents have two strategies (a) True and (b) False.

By choosing true, an agent punishes violators if, in a clause containing at least one

literal corresponding to a malicious agent, it is required to be False to satisfy that

clause. Similarly an agent can choose False to punish certain malicious agents. If a

clause is NAE satisfied, then it will mean there is at least one agent who does not

interact with the rest of the agents in a joint action represented by that clause. Thus if
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a clause is NAE satisfied, then the corresponding joint action fails, otherwise the joint

action is achieved. Now to model restrictions imposed by punishment regimentation,

we assume that all strategy profiles are such that there is at least q compliant agents

who are willing to punish the violators. The limit q is such that it can punish at least

a fraction of agents whose violation can lead to a dysfunctional MAS. Thus, given a

strategy profile S, an agent can change its strategy from ‘punishing malicious agents’

to ‘cooperating with them’, if there are at least q+1 agents who have chosen to punish.

The utility of an agent is the difference between the total weight of not NAE satisfied

clauses and the total weight of NAE satisfied clauses where it is present. A Nash

equilibrium will indicate the utility that an agent receives under regimentation.

To measure the quality of a Nash equilibrium, we use Price of Anarchy (PoA) and

Price of Stability (PoS). PoA is the worst ratio between any Nash equilibrium and the

optimal social utility and PoS is the best ratio between the optimal social utility and

any Nash equilibrium. In this chapter we will use two formulations of social utility.

Absolute Social Utility (ASU) is the difference between the total utility of agents

who chose ‘punish’ and ‘avoid’ respectively.

Collateral Social Utility (CSU) is the total loss of utility of the compliant agents

who chooses strategy ‘punish’ due to the loss of cooperation from other compliant

agents who chose not to punish (as they are also isolated).

The motivation of ASU is that, as some agents are compelled to select the strategy

‘punish’, we must analyze whether they are better off under the regimentation. Higher

ASU indicates that the MAS is better off under regimentation. Lower CSU indicates

that it is less likely agents will choose not to punish violators, even if they have the

opportunity to do so. This means agent do not need to support a violator to achieve its

goals. It means there is a better cohesion between the norms and the individual goals

of the agents. In other words, the norms are well designed and aligned with possible

interaction patterns in the MAS. Apart from analysing PoA and PoS, we also show

that the complexity computing the Nash equilibrium is (polynomial local search)PLS

complete. Thus, even if the Nash equilibrium exists, it may take an exponential time

for agents to reach it. So instead of approximating the Nash equilibrium, we find the

approximation of the optimal social utility that can be achieved in polynomial time
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when each agent gets a chance to improve its utility. The results presented in this

chapter are as follows:

1. We compute the number of compliant agents who must be compelled to punish

in order to successfully punish a given number of violators.

2. We derive a penalty for not punishing violators such that it forces the above

number of compliant agents to punish.

3. We show that the non-cooperative game that models the trade-off between the

punishment regimentation and the efficiency of the system, has a pure Nash equi-

librium and the complexity of determining the Nash equilibrium is PLS(polynomial

local search)-complete.

4. We determine the PoA and PoS for the above game where the social utility

function is either ASU or CSU.

5. We determine the upper and lower limits of an approximate solution with respect

to the optimal social utility that can be computed in polynomial time.

The chapter is organized as follows: In section 2 we briefly describe the model of punish-

ment. In section 3, we present a non-cooperative game for punishment regimentation.

In section 4 we study the trade-off between punishment regimentation and the efficiency

of the MAS. We conclude the chapter with a brief discussion on relevant works and

some directions for future research.

6.2 Punishment regimentation

Before we introduce the concept of punishment regimentation let us clarify the idea of

the robustness of a normative system Agotnes et al. (2008) . Assume that in a MAS

there are 3 agents, a, b and c and there are 7 resources r1, r2, . . . , r7. Each agent needs

at least two resources to achieve its goal and they can hold at most 3 resources. Let the

norm of the system be that any agent should not hold more than 2 resources. Suppose

a violates the norm and it holds resources r1, r2, r3. Still, as b and c are compliant, they

will access at most 2 resources at a time. Thus they can still achieve their respective

goals. Thus the MAS will remain functional if there is at most 1 violator. This fraction

of the agent population will be called the compliance threshold of the MAS.
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Definition 20. A MAS is said to be dysfunctional at a certain state where the number

of norm violation is such that compliant agents become unable to reach their respective

goals.

The above definition means that a MAS is dysfunctional if there are too many norm

violations which prevents the compliant agents to acquire certain resources which are

necessary for their respective goals.

Definition 21. In a MAS, the compliance threshold is the fraction of the agent pop-

ulation such that any more violators than this threshold will result in a dysfunctional

MAS.

Now assume self-enforcement is practiced in the above MAS. This means the com-

pliant agents are responsible for punishing violators. The punishment regimentation

problem is concerned with finding the minimum number of compliant agents who can

punish a set of violators whose size is at least the compliance threshold, and compelling

these compliant agents to execute punishment. The usefulness of a regimented punish-

ment is that it is guaranteed that the MAS is able to punish any fraction of violators

who make the MAS dysfunctional. Thus agents will have the incentive to comply with

norms.

In this chapter we assume that the punishment model is isolation. Let there be a

function that gives the non-utility that the non-cooperation of a compliant agent brings

to a violator. This function can be formulated as the non-utility from not executing all

joint actions between these two agents. Now we characterize the success of a punishment

as follows:

Definition 22. A punishment is said to be successful if the non-utility it brings a

violator is more than the utility that the violator receives by violating the norms.

To compel a set of compliant agents to execute punishment we assume that there

is a penalty for not executing punishment actions against violators.

6.2.1 Regimentation game

We can define punishment regimentation as follows:

Definition 23. In a MAS, given the compliance threshold, enforcement regimentation

is concerned with
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1. Finding a fraction of compliant agents whose non-cooperation with violators brings

enough non-utility such that punishment becomes successful for all violators.

2. Additionally, we are also required to find a minimum penalty for compliant agents

in case they do not punish.

This fraction of compliant agents will be called the critical fraction. Compliant agents

who punish will be called enforcers and otherwise will be called avoiders. The amount

of penalty should be such that there is at least a fraction of compliant agents whose size

is more, or equal to the critical fraction, has the incentive to become enforcers rather

than avoiders.

Before we start the formal analysis of the regimentation problem let us clarify

notations and assumptions made in our analysis.

• In a MAS, there is a set of n agents N = (1, 2, . . . , n) and a set of m norms

∆ = {δ1, . . . , δm}. Each agent executes only one action and each action can

violate at most one norm. Each norm can be violated by multiple actions. So

there are multiple agents who violate the same norm but this may be by executing

different actions.

• Let τ denote the compliance threshold for the above MAS.

• For any norm δi, u(δi) ∈ R+ will denote the utility received by achieving goals

with an action that violates δi. We assume that the utility received by violating

a particular norm is the same across all goals that could be achieved by violating

it.

• We assume that for a particular norm, there is a function that gives the non-

utility that non-cooperation from a compliant agent will bring to any agent who

violates that norm. We denote such a function as u′ : δi 7→ R+. It is assumed

that u′(δi) is the same for any compliant agent who wishes to punish any violator

for the norm δi.

• For any norm, a compliant agent either punishes every violator of that norm or

continues cooperation with all of them1.

1It is assumed that for any compliant agent there is at least one compliant neighbour. Otherwise

it may be the situation that all neighbours of a compliant agent are violators. In this case punishing
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• There is a cost of executing punishment actions against violators. C(δi) ∈ R+ will

denote the cost of punishing any agent who violates the norm δi. It is assumed

that C(δi) is the same for any compliant agent who punishes any agent who

violates δi.

• There is a penalty for not executing a punishment. P (δi) ∈ R+ denotes the

penalty for not executing a punishment action against any agent who violated

δi. It is assumed that, the penalty is the same for all compliant agents for not

punishing a violator for a particular norm.

• Let k ∈ R+ be the utility that any compliant agent receives. We assume that

utility for all compliant agent for not violating norms is same.

• Finally, assume that agent i’s action can violate norm δi.

Now let us define a non-cooperative game for punishment regimentation.

Definition 24. Strategies for agents in a regimentation game is as follows:

{c, v} →comply or violate: for any agent,

{p, a} →punish or avoid: for any compliant agent.

Definition 25. The utility of an agent is defined as follows:

Norm violator: Utility uvioi of a norm violator i is the difference between the utility

it receives by achieving a goal through an action which violates a norm, and the

total non-utility due to the punishment received from all enforcers,

uvioi = ui(δi)−
∑
i∈E

u′(δi),

where E is the set of enforcers. It is assumed that, utility of a violator i, uvioi ,

is greater or equal to zero. It is a reasonable assumption that there must be at

least some non-negative utility for violation. Otherwise there is no incentive for

violation.

the violators is not a feasible option because by doing so the compliant agent will be itself isolated.

This assumption on the neighbourhood of compliant agents is necessary for simplification of the model.

It will be relaxed in later chapter. In chapter 8 we investigate how to restore connectivity among

compliant agents who gets disconnected as it punishes its neighbours. In this chapter we remove the

assumption that there is at least one compliant neighbour for each compliant neighbour.
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Enforcer: Utility uenfj of a norm enforcer j is defined as follows:

uenfj =
k

1 + 1∑
i∈{1,...,V }uvioi

−
∑

i∈{1,...,V }

C(δi),

where k is the fixed utility that any compliant agent receives,
∑

i∈{1,...,V } u
vio
i is the

total utility of the violators and C(δi) is the cost to punish any agent who violates

the norm δi. Note that if the utility of violators is negative, then an enforcer’s

utility is maximal. Thus an enforcer’s utility is maximal when the punishment is

successful.

Avoider: The utility uavoidj of an avoider j is defined as follows:

uavoidj =
k

1 + 1∑
i∈{1,...,V }uvioi

−
∑

i∈{1,...,V }

P (δi).

where k is the fixed utility that any compliant agent receives,
∑

i∈{1,...,V } u
vio
i is

the total utility of the violators and P (δi) is the penalty for not punishing any

agent who violates the norm δi. Note that if the utility of violators is negative,

then an enforcer’s utility is maximal. Thus an avoider’s utility is maximal when

the punishment is successful. Additionally, if there are enough enforcers such

that the enforcement is successful, then an agent may choose to avoid the cost of

punishment if it is less than the penalty.

Definition 26. A state S in the enforcement regimentation game will be denoted as a

partition of the agent population as

S =


V norm violators,

E norm enforcers,

A compliant but avoiders.

Given a strategy profile S, |V |, |E| and |A| denote the number of violators, enforcers and

avoiders respectively. The strategy profile for a state S is consist of three parts (a)the

set of strategies of the violators (b)the set of strategies of the enforcers and (c)the set

of strategies of the avoiders. Note that, as we denote the applicable norms for an agent

i as {δi}.

Definition 27. A state S will be in a Nash equilibrium for a given set of violators if

any enforcer does not have the incentive to become an avoider and any avoider does

not have the incentive to become an enforcer.
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Definition 28. A state S will be in a Nash equilibrium with successful punishment for

a given set of violators whose size is more, or equal to, the compliance threshold of the

MAS if S is a Nash equilibrium and all violator’s utility is less, or equal to 0, after the

punishment.

Note that in this definition we have assumed that there is a set a violators who

have already violated some norms. So Nash equilibrium depends on the strategy of the

compliant agents. A Nash equilibrium is a set of strategies when no player has any

incentive to change its strategy.

6.2.2 Results for punishment regimentation

If τ is the compliance threshold of a MAS, then the minimum number
of enforcers required to make punishment successful is q ≥ k′

n−τ where

arg maxi∈V
UV ioi
U ′i(δi)

= k′.

Lemma 45.

Proof. Assume that a fraction q of the compliant agents are enforcers. As the utility

of a violator is less, or equal to 0, we get the following inequality:

UV ioi = ui(δi)− q(n− τ)U ′i(δi) ≤ 0

q ≥ UV ioi

(n− τ)U ′i(δi)
(6.1)

If arg maxi∈V
UV ioi
U ′i(δi)

= k′ then q ≥ k′

n−τ .

In a MAS if there is a Nash equilibrium with successful punishment then the
lower limit of the penalty is

k ∗ |V | ∗ y
[θ1 − θ2] ∗ |V |

+ α, (6.2)

where θ1 = (|V |∗x)2+|E|∗|E−1|∗(|V |∗y)2 and θ2 = (2∗|E|−1)∗(|V |2∗x∗y).

Theorem 46.
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Proof. Compliant agents would like to avoid the cost of punishment as long as there

are enough enforcers such that violators are successfully punished. Assume that at a

state S = (V,E,A), an agent i ∈ E wants to become an avoider. It can do so if the

following holds: Let S′ = (V,E′, A′)||E′| = |E| − 1, |A′| = |A|+ 1 be the state where i

has changed its strategy and other agent’s strategies remain the same as in the state

S.

• Violators are still successfully punished at state S′.

• The loss of utility due to i’s change of strategy (as the utility of violators will

increase hence its utility will decrease), is less than the benefit of becoming an

avoider (assuming the cost of punishment is more than the penalty for not pun-

ishing violators).

If we assume that ∀ui(δi) = x and u′i(δi) = y, then we get the following equation:

∑
i∈V

uvio(S) =
∑

i∈{1,...,x}

[ui(δi)−
∑
i∈E

u′(δi)]

= |V | ∗ x− |E| ∗ |V | ∗ y∑
i∈V

uvio(S′) =
∑

i∈{1,...,x}

[ui(δi)−
∑
i∈E′

u′(δi)]

= |V | ∗ x− (|E| − 1) ∗ |V | ∗ y.

(6.3)

Now, the change of i utility θ due to the change of utility of the violators is as follows:

θ =
k

1 + 1∑
i∈{1,...,x} u

vio
i (S)

− k

1 + 1∑
i∈{1,...,x}uvioi (S′)

=
k

1 + 1
|v|∗x−(|E|−1)∗|V |∗y

− k

1 + 1
|v|∗x−|E|∗|V |∗y

.

The benefit due to avoiding the cost of punishment is as follows:

∇ =
∑
j∈V

p(δj)−
∑
i∈V

C(δi) (6.4)
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If S is a Nash equilibrium then

θ ≤ ∇
k

1 + 1
|V |∗x−(|E|−1)∗|V |∗y

− k

1 + 1
|V |∗x−|E|∗|V |∗y

≤ ∇

k ∗ (|V | ∗ x− (|E| − 1) ∗ |V | ∗ y)

1 + (|V | ∗ x− (|E| − 1) ∗ |V | ∗ y)

−k ∗ (|V | ∗ x− |E| ∗ |V | ∗ y)

1 + |V | ∗ x− |E| ∗ |V | ∗ y
≤ ∇

k ∗ |V | ∗ y
(|V |∗x)2+|E|∗|E−1|∗(|V |∗y)2

−(2∗|E|−1)∗(|V |2∗x∗y)

≤ ∇.

Assumeing that any punishment cost is α and any penalty is β, then we get

k ∗ |V | ∗ y
(|V |∗x)2+|E|∗|E−1|∗(|V |∗y)2

−(2∗|E|−1)∗(|V |2∗x∗y)

≤ |V |(β − α).

(6.5)

Thus the lower limit of the penalty is

k ∗ |V | ∗ y
[θ1 − θ2] ∗ |V |

+ α (6.6)

where θ1 = (|V | ∗x)2 + |E| ∗ |E− 1| ∗ (|V | ∗ y)2 and θ2 = (2 ∗ |E| − 1) ∗ (|V |2 ∗x ∗ y).

In this section we have identified the number of compliant agents who must be

compelled to punish malicious agents to keep the MAS functional and we have shown

that a particular amount of penalty for not executing punishment actions, compels this

fraction of compliant agents to execute punishment. In the next section we analyze the

trade-off between punishment regimentation and the efficiency of the MAS.

6.3 The NAE-SAT game for punishment

A NAE-SAT problem is as follows: We are given a formula f = C1 ∧ · · · ∧ Cm with m

clauses defined over a set of n propositional variables X = x1, . . . , xn. A clause is said

to be NAE satisfied if not all of its literals are either ‘True’ or ‘False’. In a NAE-SAT

problem we are asked to find a truth assignment so that NAE satisfies f . In a NAE-

SAT game Gourvès and Monnot (2009), agents are variables and the strategy set for

each agent is {T, F} (True or False). Additionally we also have a function w : C 7→ R+
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that assign a positive weight to each clause. The utility of an agent in a NAE-SAT

game with respect to a strategy profile is defined as the total weight of NAE satisfied

clauses where it is present.

6.3.1 P −NAE − SAT game

The NAE-SAT game for punishment (P-NAE-SAT)is described as follows:

• In P-NAE-SAT each variable represents an agent. The strategy set of an agent

is S = (T, F )(True,False).

• Each clause represents a joint action. We denote the joint action for a clause Ci

as γi.

• We assume that each agent (variable) participates in β joint actions (present in

β clauses).

• In a clause if a variable xi (corresponding agent is i) is present as xi then it

indicates that agent i is supposed to execute its action and if it is ¬xi then it

indicates that i is supposed to hold or suspend its action.

• We assume that each agent can execute only one action. By choosing T as its

strategy an agent indicates that it will execute its action, and by choosing F it

indicates that it will suspend its action.

• A joint action fails if it is NAE satisfied because, there are some compliant agents

who do not cooperate with malicious agents (i.e. some compliant agent is re-

quested to execute or suspend its action and it does the opposite). A joint action

succeeds if all literals in that corresponding clause are evaluated as T .

• We assume that all clauses are unique, each clause contains 3 literals and each

variable is a positive literal in at least one clause.

• Cj ∈ NAE indicates that clause Cj is NAE satisfied and Cj ∈ SAT indicates

that the clause is satisfied and all literals are evaluated as true.
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For any agent x, we split the clauses where x is present into two groups, Cls(x)V and

Cls(x)E , where Cls(x)V are those clauses in which there is at least one literal repre-

senting a violator and Cls(x)V are those clauses in which there is no literal representing

a violator.

Definition 29. Given a P − NAE − SAT game as a set of n agents (propositional

variables) x1, . . . , xn and a set of joint actions (clauses) C = (C1, . . . , Cm), a strategy

profile S (truth assignment of X) and a set of violators V ⊆ X, enforcers E and

avoiders A are identified as follows:

E: x ∈ E if ∃Ci ∈ Cls(x) such that if x ∈ Ci then S(x) = False and if ¬x ∈ Ci then

S(x) = True.

A: x ∈ A if ∃Ci ∈ Cls(x) such that if x ∈ Ci then S(x) = True and if ¬x ∈ Ci then

S(x) = False.

A compliant agent can be labelled as an enforcer in the following situations:

• Agent i(corresponding variable is xi) chooses T and there is a joint action (a

clause C) which involves a malicious agent (another literal) and xi is present as

¬xi in C.

• Otherwise agent i chooses F where C contains literal xi. Thus in both cases C is

NAE satisfied. Hence the corresponding joint action fails and the malicious agent

is punished.

Similarly a compliant agent can be labelled as an avoider in the following situations:

• Agent i(corresponding variable is xi) chooses T and there is a joint action (a

clause C) which involves a malicious agent (another literal) and xi is present as

xi in C.

• Otherwise agent i chooses F where C contains literal ¬xi. Thus in both cases C

can be such that all of its literals are true. Hence the corresponding joint action

with malicious agents succeeds.

Note that in the above definitions of enforcers and avoiders, there may be some situa-

tions where an agent can be labelled as both enforcer and avoider. It may be possible
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for a compliant agent (say i) to punish all malicious agents (who participate in joint ac-

tions with it), as it may happen that, by choosing T even if it punishes some malicious

agents (where literal is ¬xi in corresponding clauses), there can be some joint action

with a malicious agent where the literal is xi. A similar explanation can be given for

strategy F . Also, if an agent punishes some malicious agents, it does not mean that it

can cooperate with enforcers. It may happen that it has chosen T to fail a joint action

with a malicious agent, but it is required to be F to achieve another joint action with

enforcers. Thus we assume the following:

• An enforcer chooses its strategy in such a way that it can punish a maximal

number of malicious agents.

• An avoider chooses its strategy in such a way that it cooperates with a maximal

number of malicious agents.

The ‘unwanted’ cooperation with malicious agents and the failure of joint action due

to a truth assignment that minimizes the number of successful joint actions with mali-

cious agents, will considered in the social utility of the MAS as explained later in this

section. For the time being, let us clarify the restrictions on an agent’s strategy due to

punishment regimentation.

As mentioned before, a regimented MAS requires at least q compliant agents (critical

fraction of compliant agents in definition 23) to be enforcers. A strategy profile is a

collection of strategies which contains exactly one strategy from each agent. Thus if S
is the set of all strategy profiles, then the regimented strategy profile set SR is defined

as follows:

SR ⊂ S : ∀S ∈ SR, |E(S)| ≥ q,

where E(S) gives the set of enforcers. In P-NAE-SAT, agents are allowed to change

their strategy if the updated strategy profile remains in SR.

Definition 30. Given a strategy profile S ∈ SR, an agent xi is called a flip agent for

a joint action γj(xi or ¬xi is present in the corresponding clause Cj), if all literals are

evaluated as T according to S, except xi or ¬xi, which are false. If an agent is a flip

agent for a clause, then that clause is called the flip clause for that agent.

A flip agent can change the corresponding literal by changing its strategy. Now let

us find the bounds for the number of flip clauses for an agent.
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In a P-NAE-SAT where the critical fraction is q, the compliance threshold is
τ and each agent is present in β clauses, the bounds for the number of flip
clauses f(i) for an agent i is as follows:

f(i) =

{
1 Minimum,

τ/2 + q/2 + 1 Maximum.

Lemma 47.

Proof. Note that, a clause is a flip clause for an agent if it is evaluated as F ∨ T ∨ T
given a strategy profile (a truth assignment). So we need to find the fraction of total

β clauses for any agent i such that each clause is evaluated as F ∨ T ∨ T . As xi is

presented as a literal xi in at least one clause, the minimum number of flip clauses is

1. This is because there can be a clause xi, xj , xk where j and k are malicious agents.

As malicious agents will try to successfully execute their joint actions, we can assume

that literals xj , xk are true.

Maximally xi can be presented as xi in all q clauses, provided the number of agents

is sufficiently large. We can partition q as follows:

• a number of clauses, denoted as A, are such that the remaining two literals belong

to malicious agents (one literal belongs to i and it is False).

• b number of clauses, denoted as B, are such that one of the remaining literals

belongs to a malicious agent and the other belongs to an enforcer.

• c number of clauses, denoted as C, are such that the remaining two literals belong

to enforcers.

Note that if two violators occupy two literals then they can maximally satisfy both

literals once. Thus the number of flip clauses in A is τ/2. Similarly the number of flip

clauses in C is q/2. Now b can be at most 1 if τ and q are odd. Thus the maximal flip

number is τ/2 + q/2 + 1.

6.3.2 Utility Functions

Now let us define the utility functions for an agent.

Definition 31. Utility Ui(S) of an agent i is defined as the difference between the total

weight of all clauses which are not NAE satisfied(and evaluated as True) and those

94



6.3 The NAE-SAT game for punishment

which are NAE satisfied.

Ui(S) =
∑
i∈γj ,

Cj=SAT

W (Cj)−
∑
i∈γj ,

Cj=NAE

W (Cj).

We will use two formulations of social utility, (a)absolute social utility (ASU) and

(b) collateral social utility (CSU).

Definition 32. The Absolute Social Utility (ASU) for a strategy profile (S) is defined

as the difference between the total utility of the compliant agents who punish and that

of compliant agents who do not.

ASU(S) =
∑
xi∈E

Ui −
∑
xi∈A

Ui.

The motivation of ASU is such that, as some agents are compelled to select the

strategy ‘punish’, we must analyze whether they are better off under the regimentation.

A higher ASU indicates that the MAS is better off under regimentation.

Recall that at the beginning of the section, we have identified two cases where it

may be possible that, although an enforcer punishes a malicious agent by choosing

T or F , in that process it may cooperate with some other malicious agents where

the corresponding literal for those agents in clauses with these malicious agents, is

‘positive’ or ‘negative’. Also it may happen that an enforcer chooses T or F to punish

some malicious agents, while it is required to be F or T so satisfy some clause where

all other agents are enforcers. This loss of utility will be called the collateral cost and

we define the collateral social utility as follows:

Definition 33. Collateral Social utility (CSU)for a strategy profile (S) is defined as

the loss of a compliant agent who punishes.

CSC(S) =
∑
xi∈E

∑
Cj∈ClsV (xi)
Cj∈SAT

W (Cj) +
∑
xi∈E

∑
Cj∈ClsE(xi)
Cj∈NAE

W (Cj)

A lower CSC indicates that it is less likely agents will choose not to punish violators

even if they have the opportunity to do so. This means agents do not need to support

a violator to achieve its goals. It means there is a better cohesion between the norms

and the individual goals of the agents. In other words, norms are well designed and

aligned with possible interaction patterns in the MAS.
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Given a strategy profile S with b∗β NAE satisfied clauses for each agent, then
S is in a Nash equilibrium if b ≥ 1

1+f(i) . Additionally, the limits for b are as
follows:

b =

{
1/2 Maximum,

1
τ/2+q/2+2 Minimum.

Lemma 48.

Proof. In a strategy profile S, let an agent i be present in β clauses and for each agent,

b ∗ β clauses are NAE satisfied. Let the strategy profile become S′ if i changes its

strategy and others do not. If S is a Nash equilibrium then the following holds:

∆(Ui(S)) = Ui(S)− Ui(S′) ≤ 0.

Now,

Ui(S) =
∑
i∈γj ,

Cj=SAT

W (Cj)−
∑
i∈γj ,

Cj=NAE

W (Cj)

= (1− b) ∗ β − b ∗ β

= (1− 2b) ∗ β.

(6.7)

If i changes its strategy then,

• All (1− b) ∗ β clauses will become NAE which were SAT before.

• All f(i) ∗ b ∗ β clauses will become SAT and (1− f(i)) ∗ b ∗ β clauses will remain

NAE.

Thus,

Ui(S
′) =

∑
i∈γj ,

Cj=SAT

W (Cj)−
∑
i∈γj ,

Cj=NAE

W (Cj)

= f(i) ∗ b ∗ β − (1− b) ∗ β − (1− f(i)) ∗ b ∗ β

= (f(i) ∗ b− (1− b)− (1− f(i)) ∗ b) ∗ β

= (2f(i) ∗ b− 1) ∗ β.

(6.8)
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As S is a Nash equilibrium we have the following:

Ui(S)− Ui(S′) ≤ 0

Ui(S)− Ui(S′) ≤ 0

(1− 2b) ∗ β − (2f(i) ∗ b− 1) ∗ β ≤ 0

(1− 2b)− (2f(i) ∗ b− 1) ≤ 0

2− 2b− 2 ∗ f(i) ∗ b ≤ 0

1− b− f(i) ∗ b ≤ 0

1 ≤ b(1 + f(i))

b ≥ 1

1 + f(i)
.

Now by lemma 1, the limits of f(i) are as follows:

f(i) =

1 Minimum,

τ/2 + q/2 + 1 Maximum.

Thus the limits for b are as follows:

b =

1/2 Maximum,

1
τ/2+q/2+2 Minimum.

6.3.3 Optimal Social Utility

Now let us formulate the minimum, maximum and optimal social utility which will be

used to compute PoA and PoS.

Let S be a strategy profile with a fraction q′ ≥ q of the compliant agents being
enforcers. If there are b1 ∗β, . . . , bn ∗β NAE satisfied clauses for agent 1, . . . , n
respectively, then ASU(S) ≥ [2 ∗ q − n− (b1 + · · ·+ bn)] ∗ β.

Lemma 49.
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Proof.

ASU(S) =
∑
i∈E

Ui −
∑
j∈A

Uj

= [q′ ∗ β − (b1 + · · ·+ bq′) ∗ β]

− [(n− q′) ∗ β − (bq′+1 + · · ·+ bn) ∗ β]

= [(2 ∗ q′ − n) ∗ β − (b1 + · · ·+ bn) ∗ β].

As q′ ≥ q, we get,

ASU(S) ≥ [2 ∗ q − n− (b1 + · · ·+ bn)] ∗ β.

The minimum ASU for a Nash equilibrium is [2 ∗ q − n− n
τ/2+q/2+2)] ∗ β.

Lemma 50.

Proof. Using lemma 2 we get,

ASU(S) ≥ [2 ∗ q − n− (b1 + · · ·+ bn)] ∗ β

≥ [2 ∗ q − n− n

τ/2 + q/2 + 2
)] ∗ β.

(6.9)

The maximum ASU for a Nash equilibrium is [2 ∗ q − n− n
2 )] ∗ β.

Lemma 51.

Proof. Using lemma 2 we get,

ASU(S) ≥ [2 ∗ q − n− (b1 + · · ·+ bn)] ∗ β

≥ [2 ∗ q − n− n

2
)] ∗ β.

(6.10)
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Optimal ASU,ASUOPT , is [q − n] ∗ β.

Lemma 52.

Proof. The MAS is optimal when it punishes the maximal number of malicious agents.

As there are q enforcers, they can maximally fail β ∗ q joint actions. Thus the total

number of NAE satisfied clauses is β ∗ q. Using lemma 3 we get the optimal utility:

ASUOPT ≥ [2 ∗ q − n− (b1 + · · ·+ bn)] ∗ β

≥ [2 ∗ q − n− q] ∗ β

≥ [q − n] ∗ β.

Optimal CSU, CSUOPT is q ∗ (τ/2 + q/2).

Lemma 53.

Proof. CSU is optimal when it is minimal. For any compliant agent i with β clauses,

we can partition β as follows:

• A : set of clauses with malicious agents,

• B : set of clauses with both malicious agents and enforcers,

• C : set of clauses with enforcers.

Now, in the set A, 2 malicious agents can occupy 4 clauses when the strategy for i is

fixed and it can minimally satisfy one clause. Thus in A, at least τ/2 clauses are in

SAT when the number of agents is sufficiently large. Similarly, in C there can be at

least q/2 satisfied clauses. Thus the collateral cost for an agent is at least τ/2 + q/2.

As there are at least q enforcers, the minimum collateral cost is q ∗ (τ/2 + q/2).

Let S be a strategy profile with a fraction q′ ≥ q of the compliant agents as
enforcers. If there are b1 ∗β, . . . , bn ∗β NAE satisfied clauses for agent 1, . . . , n
respectively, then CSU(S) ≥ q ∗ [2 ∗ τ − 2 ∗ (τ − q)[b1 + · · ·+ bn]].

Lemma 54.
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Proof. For any compliant agent i with β clauses, we can partition β as follows:

• A : set of clauses with malicious agents,

• B : set of clauses with both malicious agents and enforcers,

• C : set of clauses with enforcers.

Two variables from malicious agents can occupy 4 clauses. Thus all τ malicious agents

can occupy 2τ clauses at most. Similarly, there can be at most 2 ∗ q clauses with

enforcers. Now each agent i has bi ∗ q clauses NAE satisfied. Thus it has (1− bi) ∗ 2 ∗ τ
clauses in SAT where the other two literals belong to malicious agents and (bi) ∗ 2 ∗ q
clauses in NAE where the other two literals belong to enforcers. Thus we compute CSU

as follows:

CSU(S) ≥
∑
i∈E

[
∑

cj∈ClsVi
cj∈SAT

w(cj) +
∑

cj∈ClsEi
cj∈NAE

]w(cj)

≥ q ∗ [(1− bi) ∗ 2 ∗ τ + (bi) ∗ 2 ∗ q]

≥ q ∗ [2 ∗ τ − 2 ∗ (τ − q)[b1 + · · ·+ bn]].

The minimum CSU for a Nash equilibrium is q ∗ [2 ∗ τ − 2 ∗ (τ − q)[n/2]].

Lemma 55.

Proof.

CSU ≥ q ∗ [2 ∗ τ − 2 ∗ (τ − q)[b1 + · · ·+ bn]]

≥ q ∗ [2 ∗ τ − 2 ∗ (τ − q)[n/2]].

The maximum CSU for a Nash equilibrium is q ∗ [2 ∗ τ − 2 ∗ (τ − q)[ n
τ/2+q/2 ]].

Lemma 56.
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Proof.

CSU ≥ q ∗ [2 ∗ τ − 2 ∗ (τ − q)[b1 + · · ·+ bn]]

≥ q ∗ [2 ∗ τ − 2 ∗ (τ − q)[ n

τ/2 + q/2
]].

6.3.4 Price of Anarchy

PoA for a MAS with ASU is
[2∗q−n− n

τ/2+q/2+2
)]

[q−n] .

Theorem 57.

Proof. Follows from previous lemmas.

PoA for a MAS with CSC is [2∗τ−2∗(τ−q)[n/2]]
(τ/2+q/2) .

Theorem 58.

Proof. PoA is

PoA =
[2 ∗ τ − 2 ∗ (τ − q)[n/2]]

(τ/2 + q/2)
.

6.3.5 Price of Stability

PoS for a MAS with ASU is [q−n]
[2∗q−n−n

2
)] .

Theorem 59.

Proof. Follows from previous lemmas.

PoS for a MAS with CSC is (τ/2+q/2)
[2∗τ−2∗(τ−q)[ n

τ/2+q/2
]] .

Theorem 60.

Proof. Follows from previous lemmas.
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6.4 Complexity

Consider a graph with vertices as strategy profiles (S1, . . . , Sn). There is an edge (S, S′)

whenever S and S′ differ by a single component, say Si, and Ui(S
′) > Ui(S). This graph

captures Nash dynamics and if it is acyclic, then the Nash dynamics converges.

If the Nash dynamics converges then there is a pure Nash equilibrium.

Lemma 61.

Proof. By Fabrikant et al. (2004).

Pure Nash equilibrium exists for P −NAE − SAT .

Theorem 62.

Proof. Utility Ui(S) of an agent i for a strategy profile S is as follows:

Ui(S) =
∑

cj∈SAT
w(cj)−

∑
cj∈NAE

w(cj).

Let the number of NAE satisfied clauses for i be b ∗ β. So we get,

Ui(S) = (1− b) ∗ β − b ∗ β = (1− 2 ∗ b ∗ β).

If i changes its strategy then it can only change the flip clauses. Now the number of

flip clauses f(i) for any agent i is as follows:

f(i) =

1 Minimum,

τ/2 + q/2 + 1 Maximum.

Thus at strategy profile S′ = S−i ∪ s′i (the same as S except strategy for i) its utility is

as follows: Assume that (τ/2 + q/2 + 1) NAE clauses are changed to SAT as i changes

its strategy.

Ui(S
′) = 2(τ/2 + q/2 + 1)− β.

Thus the change in i’s utility is ∆Ui = 2bβ + τ + q + 1. Now as each clause is 3-SAT,

i’s change of utility can affect at most 2β agents. Let the potential function be:

potential :
∑
i∈N

Ui.
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Note that, the change in the number of clauses in NAE is equal to that for clauses

in SAT. So the number of agents who gain from i’s change in strategy (as some of its

clause becomes SAT), is equal to the number of agents who lose from i’s change in

strategy (as some of its clause becomes NAE). As we have assumed that the weight for

each clause is 1, it proves that the change in the potential is the same as the change in

an agent’s utility. Hence there exists a pure Nash equilibrium.

P-NAE-SAT is PLS complete.

Theorem 63.

Proof. A weighted Not All Equal 3SAT (NAE-3SAT) problem is described as follows:

• INPUT: Clauses are monotonic 3-CNF. Each clause c has weight wc. A clause is

considered to be satisfied if it is not all true or not all false.

• OUTPUT: An assignment that satisfies maximal weight of clauses.

• COST: Total weight of unsatisfied clauses.

• Locality: Two assignments are neighbours if they have different values for exactly

one variable.

We construct a P −NAESAT game as follows: Variables represent agents and clauses

represent joint actions. The utility of an agent i for a truth assignment S is

Ui(S) =
∑

cj∈SAT
w(cj)−

∑
cj∈NAE

w(cj).

We show that there is a 1-to-1 correspondence between a Nash equilibrium in P −
NAE − SAT and NAE − 3SAT .

Assume that an agent changes its strategy from T to F . Its gain from this change

is:

Ui(S
′) = 2(τ/2 + q/2 + 1)− β.

Now in the NAE-3SAT, if we change a variable, then the corresponding change of an

agent’s utility will be the same,

U ′i(S
′) = 2(τ/2 + q/2 + 1)− β.

Thus P −NAE − SAT is PLS-complete.
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6.5 Convergence towards the Optimal Social Utility

As discussed in Christodoulou et al. (2006), although the higher value of PoA indicates

that the ‘augmentation’ is not successful as a lower value of PoA, it does not necessarily

mean the PoA is successful. This is because (a) repeated selfish behavior of the agents

may not lead to a Nash equilibrium and (b) the rate of convergence to a Nash equilib-

rium may be slow. We show that the Nash equilibrium for isolation is PTS-complete

Schäffer and Yannakakis (1991). Thus there is no polynomial time convergence to the

Nash equilibrium from the local optimal solution. This motivates us to study the ‘rate’

of convergence to an approximate optimal solution. Christodoulou et al. (2006) have

developed the procedure for convergence towards an optimal solution in polynomial

time. We will follow the same principles to derive the approximation of an optimal

solution that can be achieved in polynomial time. Let a state graph be a graph where

each vertex is a strategy profile and there is an edge between two vertices if they differ

because of changes made by a single agent. A one round walk is defined as follows:

Consider an arbitrary ordering of the players id1, . . . , i
d
k in the layer L(e, d) 1. Let σ

be the set of ordering that includes an ordering for every layer around e. A walk P

of length n in the state graph is a one round walk if for each j ∈ [n], the jth edge is

labeled with ij .

The upper limit for ASU of convergence is

ASUOPT

ASU init +
∑n

i=q+1Change
i
,

where

• ASUOPT = [q − n] ∗ β,

• ASU init = 2 ∗ q − n− n
τ/2+q/2+2)] ∗ β,

•
∑n

i=q+1Change
i = (n− q) ∗ [q ∗ (τ/2 + q/2 + 1) + (τ + q) ∗ β].

Theorem 64.

1A layer means a neighbourhood of an agent within a specific distance. L(e, d) denotes the neigh-

bourhood around e such that distance between e and any other vertex in this neighbourhood is at most

d (number of edges).
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Proof. ASU at the optimal state is [q − n] ∗ β. We assume that the initial state is the

one where there are exactly q enforcers and ASU is minimal. Thus ASU at the initial

state, ASU init, is [2 ∗ q − n − n
τ/2+q/2+2)] ∗ β. Starting from the state init we allow

each agent to change their strategy once until every agent gets a chance to change its

strategy. The strategy profile at init is as follows:

1 . . . q︸ ︷︷ ︸
enforcers

︷ ︸︸ ︷
q + 1 . . . n
avoiders

.

Let agents get the chance to change their strategies according to the order 1, . . . , q, q+

1, . . . , n. As punishment is regimented for at least q enforcers, the first q agents (who

are enforcers at the initial state), do not change their strategies. Any agent q + i|i ∈
{1, . . . , n− q} can become an enforcer at its respective turn. Assume that the number

of NAE satisfied clauses for agents q + 1, . . . , n are bq+1, . . . , bn at initial state. As the

initial state is a Nash equilibrium we have the following:

∀, i ∈ {q + 1, . . . , n}, bi =

1/2 Maximum,

1
τ/2+q/2+2 Minimum.

Now the number of flip clauses f(i) for any agent i is as follows:

f(i) =

1 Minimum

τ/2 + q/2 + 1 Maximum

Thus if any agent i ∈ {q + 1, . . . , n} changes its strategy then it can maximally make

(τ/2 + q/2 + 1) ∗ β/2

clauses SAT. Thus the utility of i at this state is as follows:

Ui(S
′) = (τ/2 + q/2 + 1) ∗ β/2− (β − (τ/2 + q/2 + 1) ∗ β/2)

= (τ/2 + q/2 + 1) ∗ β − β

= (τ/2 + q/2) ∗ β.

Due to the change of i strategy, there are at most q/2 ∗ (τ/2 + q/2 + 1) clauses which

can be changed to SAT from NAE. Thus the utility of the first q agents is increased to

at most q ∗ (τ/2 + q/2 + 1) (we have to add q/2 ∗ (τ/2 + q/2 + 1) to the total utility of

SAT clauses and subtract the same from the total non-utility of NAE clauses).
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As agent i becomes an enforcer the ASU changes as follows: We have to add Ui(S
′)

to the total utility of the enforcers and subtract Ui(S
′) from the total utility of the

avoiders.

Changeq+1 ≤ q ∗ (τ/2 + q/2 + 1) + (τ + q) ∗ β.

After n− q steps the total change is

n∑
i=q+1

Changei ≤ (n− q) ∗ [q ∗ (τ/2 + q/2 + 1) + (τ + q) ∗ β].

Thus the upper limit is as follows:

ASUOPT

ASU init +
∑n

i=q+1Change
i
.

The lower limit of ASU convergence is

ASUOPT

ASU init +
∑n

i=q+1Change
i
.

where

• ASUOPT = [q − n] ∗ β,

• ASU init = 2 ∗ q − n− n
τ/2+q/2+2)] ∗ β,

•
∑n

i=q+1Change
i ≤ (n− q) ∗ [q ∗ (τ/2 + q/2 + 1) + 2 ∗ β 2−τ/2−q/2−z

τ/2+q/2+z ],

• 2− τ/2− q/2 ≥ z.

Theorem 65.

Proof. ASU at the optimal state is [q − n] ∗ β. We assume that the initial state is the

one where there are exactly q enforcers and ASU is minimal. Thus ASU at the initial

state ASU init, is [2 ∗ q − n − n
τ/2+q/2+2)] ∗ β. Starting from the state init we allow

each agent to change their strategy once until every agent gets a chance to change its

strategy. The strategy profile at init is as follows:

1 . . . q︸ ︷︷ ︸
enforcers

︷ ︸︸ ︷
q + 1 . . . n
avoiders

.
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Let agents get the chance to change their strategies according to the order 1, . . . , q, q+

1, . . . , n. As punishment is regimented for at least q enforcers, the first q agents (who

are enforcers at the initial state) do not change their strategies. Any agent q + i|i ∈
{1, . . . , n− q} can become an enforcer at its respective turn. Assume that the number

of NAE satisfied clauses for agents q + 1, . . . , n are bq+1, . . . , bn at the initial state. As

the initial state is a Nash equilibrium we have the following:

∀, i ∈ {q + 1, . . . , n}, bi =

1/2 Maximum,

1
τ/2+q/2+2 Minimum.

Now the number of flip clauses f(i) for any agent i is as follows:

f(i) =

1 Minimum,

τ/2 + q/2 + 1 Maximum.

Thus if any agent i ∈ {q + 1, . . . , n} changes its strategy, then it can maximally make

β

τ/2 + q/2 + 2

clauses SAT. Thus the utility of i at this state is as follows:

Ui(S
′) =

β

τ/2 + q/2 + 2
− (β − β

τ/2 + q/2 + 2
)

= 2 ∗ β

τ/2 + q/2 + 2
− β

= −β τ/2 + q/2

τ/2 + q/2 + 2
.

As this change of utility is negative, agent i will not make this change. Now it can

choose to change the following number of clauses:

f(i)+ =
1

τ/2 + q/2 + z
,

where f(i)+ denotes the number of clauses it should change such that it has yields a

positive change in its utility. Thus we get the following:

Ui(S
′) =

β

τ/2 + q/2 + z
− (β − β

τ/2 + q/2 + z
)

= 2 ∗ β

τ/2 + q/2 + z
− β

= β
2− τ/2− q/2− z
τ/2 + q/2 + z

/
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Ui(S
′) is positive when 2− τ/2− q/2− z ≥ 0 or 2− τ/2− q/2 ≥ z.

Due to the change of i strategy, there are at most q/2∗(τ/2+q/2+1) clauses which

can be changed to SAT from NAE. Thus the utility of the first q agents is increased to

at most q ∗ (τ/2 + q/2 + 1) (we have to add q/2 ∗ (τ/2 + q/2 + 1) to the total utility of

SAT clauses and subtract the same from the total non-utility of NAE clauses).

As agent i becomes an enforcer, the ASU changes as follows: We have to add Ui(S
′)

to the total utility of enforcers and subtract Ui(S
′) from the total utility of avoiders.

Changeq+1 ≤ q ∗ (τ/2 + q/2 + 1) + 2 ∗ β 2− τ/2− q/2− z
τ/2 + q/2 + z

.

After n− q steps, the total change is

n∑
i=q+1

Changei ≤ (n− q) ∗ [q ∗ (τ/2 + q/2 + 1)

+ 2 ∗ β 2− τ/2− q/2− z
τ/2 + q/2 + z

].

Thus the lower limit is as follows:

ASUOPT

ASU init +
∑n

i=q+1Change
i
.

The upper limit of convergence for CSU is

CSUOPT

CSU init + (n− q) ∗ bi ∗ q/2− τ/2− q/2− 1
.

The lower limit of convergence for CSU is

CSUOPT

CSU init + (n− q) ∗ (bi ∗ q/2− 1)
.

where

• CSU init = q ∗ [2 ∗ τ − 2 ∗ (τ − q)[ n
τ/2+q/2 ]],

• CSUOPT = q ∗ (τ/2 + q/2).

Theorem 66.

108



6.5 Convergence towards the Optimal Social Utility

Proof. CSU at the optimal state CSUOPT , is q∗(τ/2+q/2). We start from a worst case

scenario and improve CSU in successive steps. The initial state is a Nash equilibrium

where CSU, CSU init, are maximal.

CSU init = q ∗ [2 ∗ τ − 2 ∗ (τ − q)[ n

τ/2 + q/2
]].

The strategy profile at init is as follows:

1 . . . q︸ ︷︷ ︸
enforcers

︷ ︸︸ ︷
q + 1 . . . n
avoiders

.

Let agents get the chance to change their strategies according to the order 1, . . . , q, q+

1, . . . , n. As punishment is regimented for at least q enforcers, the first q agents (who

are enforcers at the initial state) do not change their strategies. Any agent q + i|i ∈
{1, . . . , n− q} can become an enforcer at its respective turn. Assume that the number

of NAE satisfied clauses for agents q + 1, . . . , n are bq+1, . . . , bn at the initial state. As

the initial state is a Nash equilibrium, we have the following:

∀, i ∈ {q + 1, . . . , n}, bi =

1/2 Maximum,

1
τ/2+q/2+2 Minimum.

Now the number of flip clauses f(i) for any agent i is as follows:

f(i) =

1 Minimum,

τ/2 + q/2 + 1 Maximum.

Recall that CSU is defined as follows:

CSU =
∑
i∈E

[
∑

cj∈NAE
cj∈ClsE

w(cj) +
∑

cj∈SAT
cj∈ClsV

w(cj)].

Note that there can be at most τ/2 clauses with malicious agents and at most q/2

clauses with enforcers. In the initial state, which is the worst case Nash equilibrium for

CSU(has the maximal value), assume that all τ/2 clauses with malicious agents are in

SAT. So if an agent i changes its strategy, then it can make τ/2 clauses with malicious

agents NAE. But this change will also increase the number of NAE satisfied clauses in

with enforcers. The number of NAE satisfied clauses with enforcers is at most bi ∗ q/2.

Among these clauses i, can change at least 1 clause and at most τ/2 + q/2 + 1 clauses.

Thus the number of NAE satisfied clauses with enforcers after i changes its strategy is:

|Cj ∈ ClsEi | =

bi ∗ q/2− 1 maximum,

bi ∗ q/2− τ/2− q/2− 1 minimum.
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So the change in CSU, ∆i(CSU) after agent i changes its strategy is as follows:

∆i(CSU) =

bi ∗ q/2− 1 maximum,

bi ∗ q/2− τ/2− q/2− 1 minimum.

After n− q changes, CSU will become,

CSUn =

CSU init + (n− q) ∗ (bi ∗ q/2− 1) maximum,

CSU init+(n−q)∗bi∗q/2
−τ/2−q/2−1

minimum.

Thus the upper limit of convergence for CSU is

CSUOPT

CSU init + (n− q) ∗ bi ∗ q/2− τ/2− q/2− 1
.

The lower limit of convergence for CSU is

CSUOPT

CSU init + (n− q) ∗ (bi ∗ q/2− 1)
.
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6.6 Related Works

In this chapter we have studied punishment in MAS. Although there are not many

literature in MAS about punishment, there is a large literature about norms, compliance

checking algorithms and norm enforcement. We have discussed these literature in the

introduction of the thesis.

Now let us highlight our contribution in this chapter compared with other relevant

works on MAS. The most relevant contribution is Grossi et al. (2010), where norm

regimentation models are proposed. In a norm regimentation model, certain rules are

introduced such that an agent cannot execute any action that leads to a norm violation.

Although, by using this model we can compel all agents to become compliant, it suffers

from the disadvantage that certain actions are not possible to execute if the norms are

regimented. This reduces the efficiency of the system.

Another comparable work is Boella and van der Torre (2005) where a concept of

enforceable social laws is developed. A social law (a weaker version of a norm) is said

to be enforceable, if complying with it brings at least a certain amount of utility.

In contrast, in this chapter we analyze the cost of punishment. This model is an

improvement over the above results because, compared with these works our regimented

MAS is more flexible. We consider a MAS with a tolerance factor Agotnes et al.

(2008) that indicates the maximum number of violations where the MAS still remain

functional.

In future we intend to the model punishment regimentation problem using cooper-

ative games.

111



6. PUNISHMENT REGIMENTATION AND EFFICIENCY OF A
MULTIAGENT SYSTEM

112



Part II

Recovering connectivity after

executing the punishment
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7

Nash Equilibrium in an Edge

Augmentation Game

Abstract. Edge Augmentation (EA) is extensively studied in graph theory and com-

plexity analysis. In this chapter we study a non-cooperative game based on an EA

problem where each agent controls a vertex and wants to maximize its own connectiv-

ity. We study two EA games, (a) EA with connectivity requirement (EA-CR) and (b)

EA with local area connectivity (EA-LA). We derive the price of anarchy and the price

of stability for these two augmentation problems. Further, we show that the complexity

of determining the Nash equilibrium is PLS-complete for both problems. This motivates

us to find the upper and lower limits that can be reached in a single round walk, (each

agent modifies its strategy once) with respect to the optimal solution.

7.1 Introduction

In an EA problem, we are given an undirected graph G = (V,E) with vertex connec-

tivity k and asked to find the minimum set of new edges F such that G′ = (V,E ∪ F )

becomes k′ vertex connected, where k′ − k ≥ 1. There are several algorithms to in-

crease the connectivity by 1, 2 or any arbitrary k. The complexity of EA is known to

be NP-hard and good approximations have been developed.

In this chapter we intend to solve the EA problem through the selfish interaction

among agents who control vertices of a graph. We assume that each agent controls a pair

of vertices and can decide on creating new edges that improves connectivity between

its vertices. By creating a new edge, an agent can not only increase its connectivity
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but may also increase the connectivity of other agents. We assume that agents are

selfish as their utility depends on the difference between their connectivity and other

agents’ connectivity. Thus even if an agent can increase its connectivity by creating a

new edge, if such an action results in a greater increment of the connectivity of other

agents, then it will not create such an edge. In this context, a Nash equilibrium will

indicate a solution to the augmentation problem. The quality of a Nash equilibrium is

analyzed using Price of Anarchy (PoA) and Price of Stability (PoS) where the optimal

solution is the one which satisfies the given connectivity requirement. Now let us clarify

the motivation modeling such non-cooperative behavior in EA.

The Edge Augmentation games introduced in this chapter can be used for modeling

punishment in a MAS, where punishment is achieved by isolation, i.e. compliant agents

stop interacting with malicious agents. This form of punishment is common in our

society, e.g. sentencing somebody to jail. Assume that a MAS is represented as a graph

where the vertices are the agents and edges represent communication links among the

agents. Assume that the MAS practices self-enforcement mechanisms. So compliant

agents are responsible for punishing malicious agents and they do so by disconnecting

them. After a disconnection, malicious agents could not interact with compliant agents

so they can not benefit from any further interactions. Hence they are punished. The

problem with this model of punishment is that, as we remove some edges in the MAS to

disconnect malicious agents, the overall connectivity of the MAS decreases. This can be

problematic as some compliant agents may be no longer connected to other compliant

agents after executing the punishment. So they can not perform joint actions or act

as mediators. Thus the efficiency of the MAS decreases. To resolve this problem

we can use edge augmentation as it can restore the connectivity. In this context,

if agents are selfish, then they will try to increase their own connectivity and some

of them may consider this connectivity restoration problem as an excuse to increase

their connectivity as much as possible. Thus EA-CR and EA-LA can be used to test

whether it is possible to reach a solution (an augmented graph corresponding to a Nash

equilibrium), that recovers the loss of connectivity due to executing punishment against

the malicious agents.

The chapter makes the following contributions:

1. There exists a pure Nash equilibrium for both EA− CR and EA− LA.
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2. To determine the Nash equilibrium for both games is PLS-complete.

3. The price of anarchy for EA− CR and EA− LA is 1/(1− 1
k ).

4. The price of stability for EA− CR and EA− LA is n∗(k−1)
K .

5. The upper limit for convergence towards the optimal solution is n∗k
(k−d)(n−d) .

6. The lower limit for convergence towards the optimal solution n ∗ k/(k+1
2 ∗ (n +

1) + (k−1)(k+5)
8 ).

The chapter is organized into sections corresponding to the above results. We conclude

the chapter with a discussion on a potential application and comparison of relevant

works.

7.2 Preliminaries

Let G = (V,E) be an undirected graph with weights on edges (i.e., we|e ∈ E). The

EA-CR problem is associated with a connectivity requirement function R : V ×V 7→ R
where we are asked to find a minimum number of new edges F , such that G′ = (V,E∪F )

satisfies the connectivity requirement that in G′ there are R(u, v)|u, v ∈ V edge disjoint

paths between u and v. An EA-LA problem is associated with a set of local areas

W = (W1, . . . ,Wk) where Wi ⊆ V and the connectivity requirement function is defined

in these local areas as R : W 7→ R. In an EA-LA problem we are asked to find

a minimum set of new edges F such that G′ = (V,E ∪ F ) satisfies the connectivity

requirement that in G′ for every (u, v) ∈ Wi, there are R(Wi) edge disjoint paths

between u and v. A vertex may reside in two local areas and its connectivity requirement

with other vertices depends on their common area. It is assumed that if u and v do

not share any local area, then there is no obligation for improving their connectivity.

We propose non-cooperative games for EA-CR and EA-LA problems as follows:

Assume that agents control vertices. Each agent will be referred to by the name of

the vertex it controls. For an agent v ∈ V , Sv denotes possible strategies, i.e. a set

of possible new edges originating from v. We assume that the agents are allowed to

make a maximal d number of new edges and may choose not to create any new edge.

A strategy profile will be denoted as S = (S1, . . . , SN ) where Si is the set of new edges

chosen by agent i.
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The utility ui of an agent i is defined as follows: Let pi ∈ P denote the pair of

vertices assigned to agent i and wi ∈ W denote the local area assigned to i. For the

strategy profile S, λ(pi, S) and λ(wi, S) denote the vertex connectivity of pi and wi

respectively1.

EA-CR: Ui(S) =
∑
j∈N−i

[λ(pi, S)− λ(pj , S)] (7.1)

EA-LA: Ui(S) =
∑
j∈N−i

[λ(wi, S)− λ(wj , S)] (7.2)

The social utility SC for a strategy profile S is defined as follows:

EA-CR: SC(S) =
∑
i∈N

λ(pi, S) (7.3)

EA-LA: SC(S) =
∑
i∈N

λ(wi, S) (7.4)

We say the social utility is optimal if all pairs of vertices (or local areas) satisfy their

connectivity requirements. Assume that k is the requirement for all pairs and local

areas.

EA-CR: OPT = k ∗ n (7.5)

EA-LA: OPT = k ∗ n (7.6)

A strategy profile S is said to be in Nash equilibrium if for all agents i, Ui(S) ≥ Ui(S/s′i),
where S/s′i is like S but with an alternate strategy s′i for i. The price of anarchy (PoA)

τ = arg maxγ∈ΓOPT/SC(γ) where Γ is the set of Nash equilibria. The price of stability

(PoS) is defined as ∆ = arg maxγ∈Γ SC(γ)/OPT where Γ is the set of Nash equilibria.

Finally we assume the following restrictions on the strategy set of an agent.

• An agent does not choose an action that decreases its connectivity although it

may be beneficial, as it may cause more decrement of others connectivity.

• An agent does not alter a sub-path which is a part of a vertex independent path

(two paths are called vertex independent if they do not share any vertex).

1λ(pi, S) indicates the number of vertex independent paths between the vertices in the pair of

vertices pi for the given strategy profile S. λ(wi, S) denotes the minimum number of vertex independent

paths for any pair of vertices among all vertices in the local area wi.
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We make use of the following simple observations for the complexity proofs.

In an EA-CR or EA-LA game, if a player i changes its strategy, then it can
maximally gain d− 1 more connectivity for its assigned pair of vertices or its
local area and other agents can benefit by at most 1.

Lemma 67.

u1
u2

v1

v2

y2y1
yd

x1

u1
u2

v1

v2

y2y1
yd

x1

Figure 7.1

Proof. Consider the situation illustrated in figure 7.1. Agent 1 owns the vertex v1 and

wants to increase connectivity with u1. It is allowed to create at most d new edges

originating from v1. There is already a path between (u1, v1) through x1. Agent 2

benefits from it as there is a path between (u1, v2) that goes through v1, x1. As agent

1 is rational, it will not destroy a valid path, which is (v1 → x1 → u1). So any change

of agent 1’s strategy does not decrease the connectivity of 2. Initially, agent 2 does

not benefit from the strategies of 1. But if 1 changes its strategy and creates a path

v1 → y− d→ u1, then its connectivity will be increased by 1. The maximal increment

is 1, because, as we consider vertex connectivity (number of vertex independent paths)

any additional paths that go though v1 are discarded. Thus change of 1’s strategy can

maximally increase 2’s connectivity by 1.
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7.3 Complexity of determining the Nash Equilibrium

Consider a graph with vertices as strategy profiles (S1, . . . , Sn). There is an edge (S, S′)

whenever S and S′ differ by a single component, say Si, and Ui(S
′) > Ui(S). This graph

captures Nash dynamics, and if it is acyclic, then the Nash dynamics converges.

If the Nash dynamics converges, then there is a pure Nash equilibrium.

Lemma 68.

Proof. By Fabrikant et al. (2004)

Every EA-CR has a pure Nash Equilibrium.

Theorem 69.

Proof. Let the initial strategy profile be S and agent i changes its strategy to s′i so that

the strategy profile becomes S′. The potential function Φ is defined as follows:

Φ(S) :
∑
i∈N

∑
j∈N−i

max{[λ(pi, S)− λ[pj , S]], 0}.

Let ∆(ui) and ∆(Φ) denote the change in utility for agent i and the potential function.

We need to show that ∆(pi) = ∆(Φ). First, suppose that s′i brings more connectivity

to i. By Lemma 1 it can gain at most (d− 1) and others can benefit by at most 1. So

∆(pi) = (n− 1) ∗ (d− 2). In this case,

∆(Φ) = Φ(S′)− Φ(S)∑
i∈N

∑
j∈N−i [λ(pi, S

′)− λ(pj , S
′)]

−
∑

i∈N
∑

j∈N−i [λ(pi, S)− λ(pj , S)]

= ∆(p1) + · · ·+ ∆(pi) + · · ·+ ∆(pn)

= ∆(pi)

Every EA-LA game has a pure Nash Equilibrium.

Theorem 70.
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Proof. Let the initial strategy profile be S and agent i changes its strategy to s′i so that

the new strategy profile becomes S′. The potential function Φ is defined as follows:

Φ(S) :
∑
i∈N

∑
j∈W−i

max{[λ(Wi, S)− λ[Wj , S]], 0}

Let ∆(Wi) and ∆(Φ) denote the change in utility for agent i and the potential function.

We need to show that ∆(pi) = ∆(Φ). First suppose that, s′i brings more connectivity

to i. It can gain at most (d− 1) and others can benefit by at most 1 by lemma 1. So

∆(Wi) = (n− 1) ∗ (d− 2). In this case,

∆(Φ) = Φ(S′)− Φ(S)∑
i∈N

∑
j∈N−i [λ(Wi, S

′)− λ(Wj , S
′)]

−
∑

i∈N
∑

j∈N−i [λ(Wi, S)− λ(Wj , S)]

= ∆(p1) + · · ·+ ∆(Wi) + · · ·+ ∆(pn)

= ∆(pi)

Next we show that the complexity of determining the Nash equilibrium for both EA-CR

and EA-LA games is Polynomial Local Search (PLS)-Complete.

The complexity of determining the Nash equilibrium for both EA-CR and
EA-LA games is PLS.

Lemma 71.

We will just show the proof for PLS-completeness. We do so using a reduction from a

NAE-3SAT problem which is known to be PLS-complete. A weighted Not All Equal

3SAT (NAE-3SAT) problem is described as follows:

• INPUT: Clauses are monotonic 3-CNF. Each clause c has weight wc. A clause is

considered to be satisfied if it is not all true or not all false.

• OUTPUT: An assignment that satisfies maximal weight of clauses.

• Locality: Two assignments are neighbours if they have different values for exactly

one variable.
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It is PLS-complete to determine the Nash Equilibrium of EA-CR.

Theorem 72.

Proof. Given an instance of a weighted NAE-3SAT problem, we build a corresponding

EA-CR game. To prove PLS completeness we have to show that the Nash equilibrium of

the EA-CR game is equivalent to the local minima of the weighted NAE-3SAT problem.

The reduction is as follows: Let the formula for NAE-3SAT be f = c1∧c2 · · ·∧cm defined

as the set of propositional variables X = (x1, . . . , xn). For each variable xi, we create

4 vertices vxi , v¬xi , wxi , w¬xi . For each clause cj = lj1 ∨ · · · ∨ l
j
t , we create vertices

(vjx1 , . . . , v
j
xt) and (wjx1 , . . . , w

j
xt). v vertices are called Left vertices and w vertices are

called Right vertices. Vertex vxi is called a Positive vertex and v¬xi is called a Negative

vertex. Connect each positive left vertex vxi with every left vertex vjxi for all clauses.

Similarly connect the right vertices. Now for each clause ci = (lia ∨ lib ∨ lic) create two

vertices ai and bi. Connect ai with the positive left vertices vxa , vxb , vxc for the variables

and all the left vertices of that clause. Similarly, connect bi with the right vertices. The

construction is shown in figure 7.3.

V x1

V x1

V ' x2

V ' x1

V xn

V ' xn

W x1

W x1

W ' x1

W ' x1

W xn

W ' xn

V x1

V x1

V ' x1

V xn

bm

a1

a1

am

b1
b2

Figure 7.2
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Given a truth assignment A, the augmentation set for an agent i (who controls

pi = (ai, bi)), is as follows: Each vertex vxi is connected with all clause vertices wjxi
which are positive if xi ∈ True. Similarly, v¬xi is connected with all clause vertices wjxi
which are negative if xi ∈ False. Note that the augmentation set is such that if Fi is

the augmentation set for pi then any change in Fi does not affect connectivity of any

other pj . Thus a change of utility of an agent i only depends on the connectivity of pi.

Also it is easy to verify that, if the truth assignment changes by 1, then the connectivity

for any pi (which is connected with the left vertices vxi), is also 1. So there is a 1-to-1

correspondence between the change of any player’s utility and the change in the truth

assignment.

It is PLS-complete to determine the Nash Equilibrium of EA-LA.

Theorem 73.

Proof. We show the PLS completeness by a reduction from a weighted NAE-3SAT.

Given an instance of NAE-3SAT as a formula f = (c1 ∧ · · · ∧ cm), we create k layers

of the graph used in the previous theorem. Two consecutive layers are assumed to be

the mirror image of each other as we connect the last left and right vertices of the

first layer with the first left and right vertices of the first layer. Note that the last

left vertex of the first layer is the same as the first left vertex of the first layer. Each

layer will be called a local area. Note that the connectivity of {ai, bi} in any layer is

minimal. So each agent should improve the connectivity of {ai, bi} in order to improve

the connectivity of its local area.

Given a truth NAE-3SAT assignment A, the augmentation Fi set for each agent i

(which controls area wi) is as follows: Fi = F 1
i ∪ . . . Fmi where each F ji is as follows:

Each vertex vxi is connected with all clause vertices wjxi which are positive if xi ∈ True.
Similarly, v¬xi is connected with all clause vertices wjxi which are negative if xi ∈ False.

Note that in this augmentation set, a change in the augmentation set for area wi

does not affect the connectivity of wj |j 6= i. Thus the change of the utility for an agent

depends only on the change of connectivity in its area. It is easy to verify that, if we

change the NAE-SAT by one variable, then the change in the agent’s utility is also 1.

Thus there is a 1-to-1 correspondence between the truth assignment and the utility of

the players.
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Figure 7.3

Next we derive the Price of Anarchy and the Price of Stability of both games to char-

acterize the quality of a Nash equilibrium as a solution for the augmentation problem.
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7.4 Price of Anarchy

7.4 Price of Anarchy

Consider two strategy profiles S and S′ which differ by a change in i’s strategy.
Let N be the set of agents. If S is a Nash equilibrium then

∀j ∈ N, j 6= i,∆(pi, S, S
′) ≤ ∆(pj , S, S

′),

where ∆(pi, S, S
′) = λ(pi, S)−λ(pi, S

′), i.e. the change in connectivity for the
pair pi.

Lemma 74.

Proof. As an agent i’s utility is the difference of connectivity between pi and pj , j 6= i.

So S can be a Nash equilibrium if any change in strategy only increases the relative

connectivity.

The price of anarchy in an EA-CR game is 1
1−(di−1)/k where the connectivity

requirement for every pair of vertices is k.

Theorem 75.

Proof. Let N be a set of agents. Let S be the strategy profile for the worst Nash

equilibrium. Let the connectivity of the pairs in S be k−d1, . . . , k−di, . . . , k−dn. Now

consider two more strategy profiles S′ and S′′ where the connectivity is k′1, . . . , k
′
i, . . . , k

′
n

and k′′1 , . . . , k
′′
i , . . . , k

′′
n. Assume that S′ is obtained from S by the change in i’s strategy,

and S is obtained from S′′ by the change in i’s strategy.

S is in Nash. Utility at S is:

Ui(S) =
∑
j∈N−i

(λ(pi, S)− λ(pj , S))

=
∑
j∈N−i

(k − di − k + dj)

=
∑
j∈N−i

(dj − di)

Utility at S′ is

Ui(S
′) =

∑
j∈N−i

(λ(pi, S
′)− λ(pj , S

′))

=
∑
j∈N−i

(k′i − k′j).
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Utility at S′′ is

Ui(S
′′) =

∑
j∈N−i

(λ(pi, S
′′)− λ(pj , S

′′))

=
∑
j∈N−i

(k′′i − k′′j ).

As S is in a Nash equilibrium

Ui(S) ≥ Ui(S′)∑
j∈N−i

(dj − di) ≥
∑
j∈N−i

(k′i − k′j)∑
j∈N−i

(dj)− (n− 1)(di) ≥ (n− 1)k′i −
∑
j∈N−i

(k′j)∑
j∈N

(dj)− (n)(di) ≥ (n)k′i −
∑
j∈N

(k′j)∑
j∈N

(dj) ≥ (n)(di) + (n)k′i −
∑
j∈N

(k′j).

Similarly we get, ∑
j∈N

(dj) ≥ (n)(di) + (n)k′′i −
∑
j∈N

(k′′j )

By adding them we get

2
∑
j∈N

(dj) ≥ 2(n)(di) + (n)k′′i + (n)k′i −
∑
j∈N

(k′′j )−
∑
j∈N

(k′j)

≥ 2(n)(di) + (n)k′′i + (n)k′i −
∑
j∈N

(k′′j )−
∑
j∈N

(k′j)

≥ 2(n)(di)−
∑
j∈N

(k′′i − k′′j )−
∑
j∈N

(k′i − k′j)

Now the relative increment can be at most 1. So,

2
∑
j∈N

(dj) ≥ 2(n)(di) + (n)k′′i + (n)k′i −
∑
j∈N

(k′′j )−
∑
j∈N

(k′j)

≥ 2(n)(di) + (n)k′′i + (n)k′i −
∑
j∈N

(k′′j )−
∑
j∈N

(k′j)

≥ 2(n)(di)− 2n
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Thus the SU at S is

SU(S) = kn−
∑
i∈N

di

= kn− ndi + n

Thus Price of anarchy is

PoA =
kn

kn− ndi + n

=
k

k − di + 1

=
1

1− (di − 1)/k

(7.7)

Where di is the lowest connectivity among all pairs of vertices.

The price of anarchy in an EA-CR game is 1
1−(di−1)/k where the connectivity

requirement for every pair of vertices is k.

Theorem 76.

7.5 Price of Stability

The Price of Stability for EA-CR is n∗(k−1)
K where connectivity requirements

are uniform and equal to k and where n is the number of agents in the game.

Theorem 77.

Proof. Given 3 strategy profiles (s, s′′, s′) with connectivity of m pair of vertices whose

connectivity should be increased.

S′′ → k′′1 . . . k
′′
i . . . k

′′
m

S → (k − d1) . . . (k − di) . . . (k − dm)

Let S be the best case Nash equilibrium. Assume that ∀j ∈ m, k′′j ≥ k − dj . Thus

S′ is not a Nash equilibrium as otherwise it would be the best case. As S is a Nash
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equilibrium we have the following:

∆(wi, S, S
′′) ≤ ∆(wj , S, S

′)

(k′′i − k − di) ≤ (k′′j − k − dj) (7.8)

(k′′i − k − di) ≤ (k′′j − k − k + k′′j )

k′′i + k − 2k′′j ≤ di
k − 1 ≤ di (7.9)

PoS is computed as follows:

PoS =

∑
i∈N pi

m ∗K

=

∑
i∈N pi

m ∗K

=

∑
j∈N−1

[λ(p1)− λ(pj)] + · · ·+
∑

j∈N−1
[λ(p1)− λ(pj)]

m ∗K

=
[d1 − n ∗ (d2, . . . , dn)] + · · ·+ [dn − n ∗ (d1, . . . , dn−1)]

m ∗K

=

∑
i∈N (di)− (n− 1)

∑
i∈N (di)

m ∗K

=

∑
i∈N (di)(−n)

m ∗K

=

∑
i∈N (di)

K
(7.10)

From equation 7.8 we get

(k′′i − k + di) ≤ (k′′1 − k + d1)

. . .

(k′′i − k + di) ≤ (k′′n − k − dn)

Adding the above equations we get,∑
j∈N−i

[k′′i − k′′j ] + n ∗ di ≤(d1 + · · ·+ di + · · ·+ dn)

n ∗ di ≤(d1 + · · ·+ di + · · ·+ dn) (7.11)

So we get the PoS by equations 7.10, 7.9, 7.11

Pos =
n ∗ (k − 1)

K
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The PoS for EA-LA is n∗(k−1)
K .

Theorem 78.

7.6 Upper Limit of Convergence

As discussed in Christodoulou et al. (2006), although the higher value of PoA indicates

that the ‘augmentation’ is not as successful as the lower value of PoA, it does not nec-

essarily mean that the PoA is successful. This is because (a) repeated selfish behavior

of the agents may not lead to a Nash equilibrium and (b) the rate of convergence to

a Nash equilibrium may be slow. We show that the Nash equilibrium for isolation is

PTS-complete Schäffer and Yannakakis (1991). Thus there is no polynomial time con-

vergence to the Nash equilibrium from the local optimal solution. This motivates us

to study the ‘rate’ of convergence to an approximate optimal solution. Christodoulou

et al. (2006) have developed the procedure for convergence towards an optimal solution

in polynomial time. We will follow the same principles to derive the approximation of

an optimal solution that can be achieved in polynomial time. Let a state graph be a

graph where each vertex is a strategy profile and there is an edge between two vertices

if they differ by changes made by a single agent. A one round walk is defined as follows:

Consider an arbitrary ordering of the players id1, . . . , i
d
k in the layer L(e, d). Let σ be the

set of ordering that includes an ordering for every layer around e. A walk P of length

n in the state graph is a one round walk if, for each j ∈ [n], the jth edge is labeled with

ij .

There is an approximation n∗k
(k−d)(n−d) of the optimal solution for a single round

walk for a EA-CR game.

Theorem 79.

Proof. The social utility is the sum of the connectivity of the pairs of vertices. Let

the initial solution S0 be such that ∀i ∈ N,λ(pi) = 1. The optimal solution SOPT is

n ∗ k as every pair’s connectivity is increased to k. Starting from S0, we improve the

solution for n steps as an agent gets exactly one chance to improve the solution. Let
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the agents get a chance to augment in the order 1, 2, . . . , n. Each improvement is such

that it does not decrease the corresponding agent’s utility. So at state Si−1,

∀j∈i[λ(pi, s
i)− λ(pi, s

i−1)] ≥ [λ(pj , s
i)− λ(pj , s

i−1)] (7.12)

Otherwise i does not augment. Assume that each agent can form d edges at its turn. So

the maximum change of connectivity at the first step is d for the the agent who changes

its strategy. Due to this change the utility of other agents changes to a maximum of 1.

Thus we get the following equation.

∆S1 = S1 − S0 = d+ 1 + · · ·+ 1

At the second step, agent 2 changes its strategy.

∆S2 = S2 − S1 = 1 + d+ · · ·+ 1

Until step k− d, ∆Sk−d = S2−S1 = 1 + · · ·+ d+ · · ·+ 1. At this step the connectivity

of the pairs are:

p1 p2 . . . pk−d . . . pn

↓ ↓ ↓ ↓ ↓ ↓

S0 →1 1 . . . 1 . . . 1

S1 →d+ 1 2 . . . 2 . . . 2

S2 →d+ 2 d+ 2 . . . 3 . . . 3

. . . . . . . . . . . . . . . . . . . . .

Sk−d−1 →k k . . . k . . . k − d

(7.13)

Thus after step k− d− 1, if an agent changes its strategy its utility will be less. Hence

there will be no further augmentation. So the maximum social utility for a single round

walk is

SC(Sk−d−1) = k ∗ (k − d) + (k − d) ∗ (n− k + d)

= (k − d)(k + n− k + d) (7.14)

= (k − d)(n− d). (7.15)

Thus there is an approximation of n∗k
(k−d)(n−d) .
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There is an approximate n∗k
(k−d)(n−d) of the optimal solution for a single round

walk for a EA-CR game where we assume that the connectivity requirement
is k for every pair of vertices.

Theorem 80.

7.7 Lower Limit of Convergence

The single round walk can reach an approximation of the optimal solution.

Theorem 81.

Proof. The initial state is the one where each agent has connectivity 1. Assume that

each agent chooses the strategy which causes the minimal increment of its utility.

Agents get the chance to choose their strategies in the order (1, 2, . . . , n). At step k−1
2 ,

at least one agent (agent 1) reaches the connectivity k. Since by lemma 1, any further

change can only increase the connectivity of 1, the utility of agent k + 1/2 does not

change by taking any further actions.

p1 p2p3 . . .p k−1
2

. . .pn

↓ ↓ ↓ ↓ ↓ ↓ ↓

S0 →1 11 . . .1 . . .1

S1 →3 22 . . .2 . . .2

S2 →4 53 . . .3 . . .3

S3 →5 67 . . .4 . . .4

· · · → . . . . . . . . . . . . . . . . . . . . .

S
k−1
2 →k − k − 1

2
− 1 k − k − 1

2
− 2 . . . k

k − 1

2
+ 1 . . .

k − 1

2
+ 1.

Thus the social utility is

SC(S
k−1
2 ) =

k + 1

2
∗ (n+ 1) +

(k − 1)(k + 5)

8

Thus there is an approximation of n ∗ k/(k+1
2 ∗ (n+ 1) + (k−1)(k+5)

8 )

The above result also holds for EA-LA.
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7.8 Extended game with altruistic players

A player is said to be altruistic if it cooperates with another player although it may

not gain more utility from this interaction. The formal definition of altruistic player is

as follows: We extend the EA-CR and EA-LA games with altruistic players as follows:

Definition 34. Let α be a vector in [0, 1]n. α altruistic extension of the EA game is

defined as follows:

Uαi = (1− αi)Ui(S) + αiSC(S)

The price of anarchy in an EA-CR game with altruistic players is PoA =
kn

kn−
∑
i∈N [di]

where
αi[

∑
i∈N [2k]]−αikn2+2(n−1)(1−αi)

4αi
.

Theorem 82.

Proof.

Ui(S) =
∑
j∈N−i

(λ(pi, S)− λ(pj , S))

=
∑
j∈N−i

(k − di − k + dj)

=
∑
j∈N−i

(dj − di)

(7.16)

Social utility at S is kn−
∑

i∈N di. Altruistic utility for i is Uαi = (1−αi)
∑

j∈N−i(dj−
di) + αi(kn−

∑
i∈N di).

Utility at S′ is

Ui(S
′) =

∑
j∈N−i

(λ(pi, S
′)− λ(pj , S

′))

=
∑
j∈N−i

(k′i − k′j)

SU at S′ is
∑

i∈N k
′. Altruistic utility for i is Uαi = (1−αi)

∑
j∈N−i(k

′
i−k′j)+αi

∑
i∈N k

′

Utility at S′′ is

Ui(S
′′) =

∑
j∈N−i

(λ(pi, S
′′)− λ(pj , S

′′))

=
∑
j∈N−i

(k′′i − k′′j )

132



7.8 Extended game with altruistic players

SU at S′′ is
∑

i∈N k
′′. Altruistic utility for i is Uαi = (1 − αi)

∑
j∈N−i(k

′′
i − k′′j ) +

αi
∑

i∈N k
′′

Uαi (S) ≥ Uαi (S′)

(1− αi)
∑
j∈N−i

(dj − di) + αi(kn−
∑
i∈N

di) ≥ (1− αi)
∑
j∈N−i

(k′i − k′j) + αi
∑
i∈N

k′i

(1− αi)[
∑
j∈N−i

(dj − di)− (k′i − k′j)] ≥ αi[
∑
i∈N

[k′i − di − kn]]

Similarly we get,

(1− αi)[
∑
j∈N−i

(dj − di)− (k′′i − k′′j )] ≥ αi[
∑
i∈N

[k′′i − di − kn]]

Adding left hand side we get

(1− αi)[
∑
j∈N−i

(dj − di)− (k′i − k′j)] + (1− αi)[
∑
j∈N−i

(dj − di)− (k′′i − k′′j )]

= (1− αi)
∑
j∈N−i

[2(dj − di)− (k′i − k′j)− (k′′i − k′′j )]

= (1− αi)
∑
j∈N−i

[2(dj − di)]− (1− αi)
∑
j∈N−i

[(k′i − k′j) + (k′′i − k′′j )]

(7.17)

Adding the right hand side we get

αi[
∑
i∈N

[k′i − di − kn]] + αi[
∑
i∈N

[k′′i − di − kn]]

αi[
∑
i∈N

[k′i − di]] + αi[
∑
i∈N

[k′′i − di]]− αikn2

αi[
∑
i∈N

[k′i − di]] + αi[
∑
i∈N

[k′′i − di]]− αikn2

αi[
∑
i∈N

[k′i + k′′i ]]− αi[
∑
i∈N

[di + di]]− αikn2

αi[
∑
i∈N

[k′i + k′′i ]]− 2αi[
∑
i∈N

[di]]− αikn2

(7.18)
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Now by the inequality we get,

(1− αi)
∑
j∈N−i

[2(dj − di)]− (1− αi)
∑
j∈N−i

[(k′i − k′j) + (k′′i − k′′j )]

≥

αi[
∑
i∈N

[k′i + k′′i ]]− 2αi[
∑
i∈N

[di]]− αikn2

2αi[
∑
i∈N

[di]]

≥

αi[
∑
i∈N

[k′i + k′′i ]]− αikn2 − ((1− αi)
∑
j∈N−i

[2(dj − di)]− (1− αi)
∑
j∈N−i

[(k′i − k′j) + (k′′i − k′′j )])

αi[
∑
i∈N

[k′i + k′′i ]]− αikn2 − (1− αi)
∑
j∈N−i

[2(dj − di)] + (1− αi)
∑
j∈N−i

[(k′i − k′j) + (k′′i − k′′j )]

αi[
∑
i∈N

[k′i + k′′i ]]− αikn2 − (1− αi)
∑
j∈N−i

[2(dj − di)] + 2(n− 1)(1− αi)

αi[
∑
i∈N

[k′i + k′′i ]]− αikn2 + 2(n− 1)(1− αi)

αi[
∑
i∈N

[2k − 2di]]− αikn2 + 2(n− 1)(1− αi)

2αi[
∑
i∈N

[di]] + αi[
∑
i∈N

[2di] ≥ αi[
∑
i∈N

[2k]]− αikn2 + 2(n− 1)(1− αi)

4αi[
∑
i∈N

[di]] ≥ αi[
∑
i∈N

[2k]]− αikn2 + 2(n− 1)(1− αi)

∑
i∈N

[di] ≥
αi[
∑

i∈N [2k]]− αikn2 + 2(n− 1)(1− αi)
4αi

(7.19)

Thus Price of anarchy is

PoA =
kn

kn−
∑

i∈N [di]

Where di is the lowest connectivity among all pairs of vertices.

7.9 A coordination mechanism to lower PoA

In Christodoulou et al. (2009) coordination mechanism is developed to lower price

of anarchy for non-cooperative games. The basic idea of coordination mechanism is
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to develop certain scheduling or delay function which compels the agents to choose

certain coordinated actions so that PoA improves. We propose a similar coordination

mechanism.

The coordination mechanism for improving PoA for EA-CR is as follows:

1. Order the vertices according to their degrees.

2. Order the pair of vertices according to the the total degrees of the vertices as

pi � pj if total degree of pi is less than that of pj . Thus for pairs (a, b) and (u, v)

with degrees (1, 2) and (2, 3) (a, b) � (u, v).

3. Exclude any pair of vertices which are already connected as we don’t allow multi-

graph.

4. Schedule the new connections based on the order � among the pair of vertices.

The pair of vertices with the least total degree is first scheduled to be connected

by a new edge between them and so on.

5. Ties are broken at random.

6. Any agent can join any new edge only when it is scheduled.

It is easy to verify that this mechanism lowers the PoA. Note that the PoA depends on

‘How much the connectivity of other agents improves as one agent changes its strategy?’.

Higher this value better the PoA. The above mechanism guarantees that, there is at

least one agent who benefits from the strategy of another agent. Consider the graph

in figure 7.4. The pair (x, y) is scheduled before the pair the (a, b) as total degree of

the first pair is less than the second pair. As the total degree of (a, b) is more, it is

guaranteed that some other pair (d, e) will also benefit.

7.10 Related Works and Conclusion

There is a large amount of literature on EA problems. In Eswaran and Tarjan (1976b)

and Watanabe (1988), augmentation problems are studied with k = 1 and k = 2 respec-

tively. In Jordán (1995), vertex connectivity augmentation problems are analyzed for

any arbitrary k. In Cai and Sun (1989), an algorithm is developed to increase the con-

nectivity up to k for any arbitrary graph. Frank (1990) studied the EA−CR problem
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Figure 7.4: Red edge is the new edge

and developed algorithms to augment a graph that satisfies the pairwise connectiv-

ity requirements. In Frederickson and Ja’Ja’ (1981), approximations are proposed for

augmentation problems. In Bang-Jensen et al. (1999), a special case of augmentation

problem is studied with partition constraints. In Ishii and Makino (2009), edge aug-

mentation problems with local area connectivity are analyzed. ? studies the similar

local area connectivity problem.

In the future we want to extend this chapter with cooperative games. We want

to explore the Banzhaf index of the agents for EA games. The Banzhaf index in EA

problems would identify the influential agents whose cooperation is necessary to achieve

the connectivity requirements.
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8

Isolation and coordination

Abstract. In this paper we study isolation as a form of punishment in multiagent

systems. We represent a multiagent systems as an undirected graph where the vertices

represent the agents and the edges represent relations among the agents, meaning that

two agents can interact if they are connected. In this model of punishment, malicious

agents (the corresponding vertices) are isolated (edges incident on these vertices are

removed). This form of punishment can be interpreted as compliant agents stop inter-

acting with the malicious agents. Although, the isolated malicious agent is punished as

it can not benefit from the interactions with other agents, some compliant agents may

also suffer as their connectivity decrease and in some cases some compliant agents are

isolated as well. Thus, to execute punishment we must modify the multiagent systems

(MAS) (create new edges) so that the affected compliant agents are compensated. In

this paper we analyze such graph modification problems. In this paper we show that

deciding on these modifications is NP-complete and we give approximation algorithms.

8.1 Introduction

Compliance with the norms makes an agent’s behavior more predictable, which helps

the agents to perform better coordinated actions Shoham and Tennenholtz (1992a,b);

Walker and Wooldridge (1995a). Besides improving the coordination, compliance with

the norms also satisfies some system level conditions set by the designer of the norms.

Although norms are beneficial for the agents, violations of norms occur because certain

self-interested agents may prefer to achieve some individual goals over complying with

the norms because the non-complaint behavior could result in a better payoff for the

agent. To encourage compliant behavior, various norm enforcement techniques are
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developed. Punishment is a form of enforcement intended to reduce (future) payoff of

a non-compliant agent.

The techniques of norm enforcement can be classified Yarbrough and Yarbrough

(1999) into two categories as (a) self-enforcement and (b) third party enforcement. In

self-enforcement, the agents execute the punishment by themselves and in the case of

third party enforcement, an external agent decides on the amount of punishment and

executes the necessary punishment procedures. For example, applications where the

payoff of an agent depends on the number of interactions with other agents, then the

payoff of an agent depends on the reputation of the agent. Thus downgrading the

reputation is a mechanism to induce isolation.

Downgrading the violator’s reputation is a common practice Castelfranchi et al.

(1998)Hales (2002). As the reputation of a malicious agent is downgraded, the com-

pliant agents do not interact with it as they do not treat the violator as trustworthy.

Thus the violator’s payoff is reduced.

Although there is a vast amount of literature dedicated towards norm enforcement

models, there is a lack of formal models of punishment. Most of the existing models

of punishment suggest that, a violator must not be engaged in further joint actions

or other multiagent activities. But these models do not consider the effects of this

isolation on the compliant agents. As the compliant agents are not interacting with the

violators, they may lose some utility. This can happen because a violator owns certain

unique abilities and it can no longer act as a mediator. In this paper we assume that,

the abilities of a violator are not replaceable, but its role as a mediator can be replaced.

Let us consider the following example that illustrates the adverse effect of isolation:

Consider the multiagent systems (MAS) depicted in Figure 8.1 as a graph where the

nodes (a1, . . . , a7) represent compliant agents and v a malicious agent. The edges

represent communication links between the agents. Agents can perform joint actions

if they are connected. To isolate v, the edges incident on v are removed. One of the

adverse effects of this isolation is that, a5 can not perform any joint actions with other

agents as it is also disconnected.

It has been shown that mediators play an important role in a variety of multiagent

problems, for example trust and joint actions Levien and Aiken (1998); Ziegler and
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Figure 8.1: Effect of Isolation

Lausen (2005), recommendation systems Perreau De Pinninck et al. (2010), and mul-

tiagent negotiations Chalamish and Kraus (2007); Rauenbusch (2002). Also, suppose

that agents interact with other agents if they are trustworthy. An agent computes the

trust of other agents by recommendations from neighbours. Trust propagation models

typically assume that the trust between two agents is proportional to the number of

mediators between them. So it may happen that, as v is not mediating between a7 and

a4, the trust of a4 by a7 results lower after the isolation of v, and, as a consequence,

a4 and a7 will not interact. Thus punishment mechanisms based on isolation must

consider the minimization of these adverse effects.

The main research problems studied in this paper are as follows: We model a

MAS as an undirected graph where vertices represent the agents and edges represent

communication links among the agents.

Problem 1 We start with a MAS which has established a coordinated joint action

that satisfies certain preferences of the agents. After the isolation of the malicious agent,

it is no longer possible to execute this joint action as the structure of the MAS changed.

So we investigate ‘How to recover such a coordinated joint action with minimum cost?’

In the formal model of this problem the coordinated joint action is represented as a

minimum cost spanning tree over multiple sources. Assume that, there is a set of nodes

called sources. Agent’s preferences over the sources are described as an order over the

sources, such that an agent is willing to pay more to connect with a more preferred

source than a less preferred one. Agents coordinate their actions to form a minimum
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cost spanning tree over the MAS such that the cost to connect with the sources along

the spanning tree is according to their preferences. Assume that, before isolating the

violator, there was such a spanning tree. So the isolation problem becomes the creation

of new edges at a minimum cost such that it is possible to construct such a spanning

tree.

Problem 2 We start with a MAS where the neighbourhood of each agent is defined

as the set of agents within a certain distance. Due to isolation of the malicious agents

some compliant agents may lose some of its neighbours. So we investigate ‘How to

reestablish the neighbourhood of each agent with minimum cost?’

Assume that, before the isolation for every agent, there is a subset of agents who

can be reached within a predefined length (say K). Due to the isolation of the violators,

some edges are no longer in use. So an agent loses certain agents within its reachable

range. So, in this case, the isolation problem becomes the creation of certain new edges,

at a minimum cost such that each affected agent can reach the previously lost agents.

The paper is organized as follows: In Section 2, we study the first problem and

analyze the complexity to determine its solution and propose approximation algorithms.

In Section 3, we analyze problem 2. We finish the paper with a brief discussion on

related works in Section 4.

8.2 Isolation and Coordination

8.2.1 MAS over a graph

We model a MAS as a graph (where vertices are the agents and edges represents the

communication links or relations among the agents) with some distinguished nodes

labelled sources. The objective of an agent is to get connected with the sources in

the most economical way as per its preferences over the sources. If an agent prefers

one source over another source then, it must not pay more to connect with the latter

compared with the cost to connect the former source. Sources are abstractions for either

resources or agents providing certain services. We assume, that if an agent is connected

with a source then, that resource or service is available to the agent. Also, we assume

that, the utility from a resource or a service depends on the length of the path that

connects an agent with it. There are real world examples that supports this assumption.

For example, the quality of a food product decays with time (thus, shorter the distance
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between the user and the product, better the quality). In other cases, shorter distance

with the source means less communication cost and less vulnerability (for example

distance from the service provider is a parameter that determines the quality of service

in Mesh network ?).

Definition 35. A MAS is a network G = (V,E) where A ⊂ V denotes the set of

the agents, S = V \A denotes a set of distinguished nodes as sources and E is the

communication links between the nodes.

A path between two nodes ai and aj is a set of consecutive nodes p = (ai, a1, . . . , ak, aj)

that connect them. Pai,aj denotes the set of paths between ai and aj . Let L : 2E 7→ R be

a length function that gives the length of a path. Next we define the cost of connecting

an agent with a source as its distance from that source.

Definition 36. The cost of connecting two nodes is the length of the shortest path

between them, i.e.,

cost(ai, aj) = min
p∈Pai,aj

L(p).

Let O(S) be the set of all total ordering of S. The preferences of the agents are

orders among the sources. �ai⊆ O(S) will denote the preference for the agent ai.

sx �ai sy denotes that the source sx is more preferred than the source sy by the agent

ai. It is assumed that, if ai prefers sx over sy, then it will not spend more utility to

connect with sy than the cost to connect with sx. �A is the set of all preferences for

the agents.

We use a similar preference over the sources to represent the norms. Given three

resources s1, s2 and s3, a preference s2 �N s1 �N s3 can be interpreted as

• it is obligatory to use resource s2 before resources s1 and s3, or

• there is a permission to use resource s2 before s1 and s3.

In another interpretation, where sources represent ‘services provided by some agents’,

this preference will mean if service s2 could not be provided then service s1 must be

provided. Here s1 represented a service that compensates the loss due to the failure

of service s2. A similar representation of norms can be found in ? where a norm is

represented as a→ O(b1)⊕O(b2)⊕O(b3). This norm states that: if a is satisfied then
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there is a obligation to achieve b1. If b1 is not achieved then as a compensation it is

obligatory to achieve b2 and so on.

We assume that, the agents are cooperative and their objective is to maximize the

social utility. As sources are represented as resources, we assume that, the shorter the

distance between a resource and an agent, the more is the utility. The social utility is

the total utility of the agents. So the social utility is maximum when the distance of

the resources to the agents is minimum. If we assume that there is a certain cost to

use any edge then, the social utility is maximum when every agent uses a single path

to get connected with a resource rather than using multiple path to get connected with

the same source. Thus agents must form a spanning tree to get connected with the

sources. Again an agent can choose any edge(s) incident on its vertex to get connected

with the sources. So a coordinated action of the agents is a set of edges chosen by

the agents which forms a spanning tree. As the objective of the agents to maximize

the social utility, an efficient coordinated action can be represented as a minimum cost

spanning tree (MCST).

Definition 37. A multiagent problem (to be called a MAP ) is concerned with con-

structing a spanning tree T in a graph G = (V,E) such that for every agent ai ∈ A with

preference �ai

cost(ai, s1) ≥ cost(ai, s2) · · · ≥ cost(ai, sx) ≥ cost(ai, sy) ≥ cost(ai, sz),

if

s1 �ai s2 �ai . . . sx �ai sy �ai sz.

A spanning tree T is a solution to a MAP iff the tree has the same preference order as

the MAP.

Example: Consider the MAS in figure 8.2. There are 7 agents a1, . . . , a7 and three

sources x1, x2, x3. Assume that the preferences of the agents over the sources are as

follows:

(a1, a2, a3) : x1 � x2 � x3

(a4, a6) : x1 � x3 � x2

(a5) : x2 � x1 � x3

(a7) : x3 � x1 � x2
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The cost of connecting agent a3 with (x1, x2 and x3) along the paths in red-dashed is

2,4 and 2 respectively. If a spanning tree includes these paths then it does not satisfies

a3’s preference, because the cost of connecting with x1 should be less than that with x2.

The spanning tree drawn in red dashed edges in the right figure satisfies the preference

of a3 (as well as the other preferences).

 

 x3 x3 

 

 

 a1 a2 a1 a2 

 

   x1         a3   a4            x1  a3 a4 

 

a5 a6 a5 a6 

 

 a7 x2  a7         x2 

Figure 8.2: The left figure shows the cost to connect a3 with the sources. The right figure

shows the spanning tree that satisfies all preferences

8.2.2 Isolation with Cost

Isolating the malicious agents can cause disconnection of certain compliant agents.

So we must modify the MAS to recover the connectivity of the isolated compliant

agents. Reconfiguring the MAS will require the creation of certain new edges. In

a real MAS this reconfiguration can be either establishing a physical link such as a
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communication channel or a conceptual link such as enhancement of trust between two

agents. Both cases bring certain costs. Costs of establishing physical links are obvious.

The cost of enhancing trust between two agents can be seen as (a) cost of providing

positive recommendation or (b)cost of providing an assurance to the agents who are

asked to trust each other. This can be seen as a providing an ‘insurance’ in case the

recommended enhancement of trust yields negative results (this means although agents

have increased trust on each other and commence interactions but one of them do not

act as trustworthy as it should. In such failure, the ‘insurance’ will compensate the

suffered agent). We do not analyze the establishment of such links in this paper and

assume that, it is possible to establish such links. A reconfiguration cost of a MAS is

the total cost of such new links. In this section we study ‘How to reconfigure the MAS

with the minimum reconfiguration cost after isolation of the malicious agent?.

Given a MAS G = (V,E) let S ⊂ V be the sources, and X ⊂ V \S be the violators.

Let H = (V ′ = V \X,E′ = E\e) be the graph obtained from deleting the edges e with

the violators and removing the nodes representing the violators. Assume that in H

there is no spanning tree which is a solution to the MAP 1. So we must form some new

edges such that it becomes possible to construct a solution to the MAP . We consider

three cases of the edge completion of H as follows.

Continuing from the previous example, say agents a1 and a5 are malicious and we

isolate them by deleting all edges which are incident on them. The resultant MAS is

shown in figure 8.3(A). For example three new edges from a2 can be an instance of edge

completion.

The issue of isolation is that some compliant agents can loose connectivity. The

general problem is how to restore connectivity, i.e., creation of new edges while sat-

isfying certain constraints. The first set of constraints we address is how to obey the

individual preferences of the agents.2

1Note that when we mention a solution to a MAP it is necessarily a spanning tree on the graph

that excludes all edges incident on the violators.
2There are two exceptional cases w.r.t this general connectivity restoration problem. First, it may

happen that, after isolation of a violator, there may not exist any optimal solution to restore the

connectivity. In this case the social utility of the agents after isolation is more that the social utility of

the restored network as the cost of restoration may be more than the gain in social utility.

In another exceptional case, it may happen that after isolation the social utility increases. It can

happen if the isolation leads to a graph which separates an agent with the least preferred sources but
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Figure 8.3: The left figure shows the MAS after isolation of a1 and a5 and the right figure

shows an instance of edge completion.

Definition 38. Isolation with preference: F is a minimum edge completion for H such

that a spanning tree T can be constructed that satisfies: For any agent a ∈ V ′\S, the

costs to connect the sources S can be ordered as costT (a, si) > costT (a, si) > · · · >
costT (a, sk) along the paths on T, where the preference of the agent is si �a sj �a
· · · �a sk.

The next problem is how to restore connectivity by respecting the order imposed

by the norms.

Definition 39. Compliant edge completion: F is a minimum edge completion for H

such that a spanning tree T can be constructed that satisfies the following: For every

creates shorter paths to the most preferred sources.

We discuss these cases later in this paper. A solution to the general restoration problem can be used

as tool to measure the cost of restoration connectivity of the network after isolation. Based on this

information the actual decisions can be made whether to execute such a restoration.
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agent a ∈ V ′\S, the costs to connect the sources S can be ordered as cost(a, si) >

cost(a, si) > · · · > cost(a, sk) along the paths on T, where the preference of the norm

(N) is si �N sj �N · · · �N sk.

Finally, we define the edge completion problem with the objective of minimizing

the reconfiguration cost. In this problem, we assume that there is a predefined budget

for reconfiguration of the MAS (that is there is a limited number of new edges that can

be created) and any solution to the edge completion problem should yield less or equal

cost with respect to this budget.

Definition 40. Edge completion with minimum cost: F be an minimum edge com-

pletion for H such that a spanning tree T can be constructed that satisfies the follow-

ing: For any agent a ∈ V ′\S the costs to connect the sources S can be ordered as

cost(a, si) > cost(a, si) > · · · > cost(a, sk) along the paths on T, where the preference

of the agent is si �a sj �a · · · �a sk and for a predefined K ∈ R, Cost(F ) ≤ K.

Example: continuing from previous example, the MAS after isolation of a1 and a5

become a disconnected graph shown in figure ??(A). The preferences of the compliant

agents are:

(a2, a3) : x1 � x2 � x3

(a4, a6) : x1 � x3 � x2

(a7) : x3 � x1 � x2

Let the budget for the reconfiguration be 2 i.e., only two new edges can be constructed.

One instance of a reconfiguration that satisfies the budget constraint is shown in figure

8.4(B). In figure 8.4(B) we create two new edges (x1, a7) and (a4, a6) to construct a

spanning tree (red dashed lines) that satisfies the preference of the agents while the

cost of reconstruction remains within the budget.

8.2.3 Complexity of isolation with cost minimization

In this section we analyze the complexity of the edge completion problems discussed in

previous section. Before examining the complexity of the decision problems related to

Definitions 4, 5 and 6, we introduce the main construction(gadget) to investigate them.

In particular a gadget is a construction that allows us to encode an instance of 3-SAT

into a graph.
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Figure 8.4: The left figure shows the MAS after isolation of a1 and a5 and the right figure

shows an instance of edge completion with budget 2.

Definition 41. Gadget

Given an instance of 3-SAT with m clauses C1, . . . , Cm and n variables x1, . . . , xn, we

construct a graph G. For each variable xi, we create a 4-cycle gadget labeled in the

order x′i, x
T
i , x

′′
i , x

F
i . There is a chain of these gadgets x′′i = x′i+1. For each clause Cj,

a vertex Cj is created. For each of the three literals in a clause, the clause is connected

to the literal gadget via a path of n nodes such that if it contains xi then it is connected

with the vertex xTi , otherwise with xFi in the gadget of xi. Finally, s1 = x′1 and s2 = x′′n.

In the above gadget it is easy to compute the shortest distance between two ver-

tices along a specific path (the shortest distance between the end points in the variable

vertices is (2n + 1)(n is the number of variables)). This distance is used to verify the

equivalence between a 3-SAT instance and the decision problems described in Defini-

tions 4, 5 and 6.

According to Definition 4, isolation with preference requires finding a new set of
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edges such that the graph augmented with these new edges contains a multiple source

spanning tree that satisfies the preferences of the agents. We can prove the existence

of such a spanning tree in any augmented graph by identifying two rational numbers

L and L′ such that, the cost of connecting to a source (say s) for any agent (say ai)

can be expressed as L − x ∗ L′ where x is the ranking of s in ai’s preference among

the sources. For example, given such a pair (L,L′), two sources s and s′ with ranking

x = 1 and x′ = 3 respectively according to the preference of ai, it holds

L− x ∗ L′ ≥ L− x′ ∗ L′.

Thus if we can find such L and L′ then it proves that for each agent, its distances from

the sources are ordered according to its preference.

Isolation with preference(from Definition 4)

Instance: Given a graph G′ = (V ′, E′), a set of sources S ⊂ V ′, X is a

vector of integers with |S| elements as {1, 2, . . . , |S|}. �ai
Question: Fix some L,L′ ∈ R. Is there a multi-source spanning tree T

such that for each vertex, the cost to connect it to a source is

cost(s, ai) ≤ L− xi × L′.

where xi is the ranking of s according to the preference of ai?

We will show that isolation with preference is NP-complete for two sources. It is

enough to prove that the same problem is NP-complete for more than 2 sources. We

prove NP-hardness by a reduction from the 3-SAT problem. We will use the gadget in

Definition 41 to construct a graph G from an instance of 3-SAT.

Isolation with preference is NP-complete for two or more sources.

Theorem 83.

Proof. We construct a graph from an instance of a 3-SAT problem and we show that

if there is a truth assignment for the 3-SAT then there is an ordering of the distance

between the nodes and the sources and vice-versa. Note that the shortest distance

between the end points in the variable vertices is (2n+1)(n is the number of variables).
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Figure 8.5: Construction of the gadget when n is even

We show that if there is a truth assignment that satisfies the clause then the shortest

distance between the end vertices in the variable vertices is (2n+ 1) and vice versa.

Let the 3-SAT instance have n variables. We set the preferences of the agents as

follows:

• If n is even, divide the variable gadget chain into two parts, CL (the set of gadgets

for variables x1, . . . , xn
2
) and CR (the set of gadgets for variables xn

2
+1, . . . , xn).

In both CL and CR include all nodes in the paths from variable gadgets to the

clause node. Include the clause node to CL if it is connected with a variable

gadget in CL, otherwise put it in CR.

• If n is odd, divide the variable gadget chain into two parts, CL (the set of gadgets

for variables x1, . . . , xn−1
2

) and CR (the set of gadgets for variables xn+1
2

+1, . . . , xn).

In both CL and CR include all nodes in the paths from the variable gadgets to

149



8. ISOLATION AND COORDINATION

the clause node. Include the clause node to CL, if it is connected with a variable

gadget in CL, otherwise put it in CR. Assume that nodes in variable gadget for

xn+1
2

, and all nodes, including the clause vertex in the path from this variable

gadget to the clause node, have the preference as s1 = s2.

Let us have two limits,

L = 3n and L′ = n,

when n is even, and if n is odd, these limits are changed to

L = 3n and L′ = n+ 2.

As we have two sources, the possible orderings are s1 � s2 and s2 � s1. Let D1 and

D2 be the maximal distance from any node in CL to s1 and s2 respectively. We need

to show that if D2 ≤ L, then D1 ≤ D2 −X ∗L′. Similarly we define D′1 and D′2 as the

maximal distances from any node in CR to s1 and s2 respectively. In this case we show

that if D′2 ≤ L, then D′1 ≤ D′2 −X ∗ L′.
(⇐:) We prove that if there is a truth assignment that satisfies the clause, then

there is a spanning tree for which the distance to the sources can be ordered for any

other node. Given a truth assignment we construct the spanning tree as follows:

In this tree a path from s1 to s2 traverses through the variable gadget chain as per the

truth assignment. If xi is TRUE, then xTi is in this intra-source path; otherwise xFi is

in that path. Among the three paths from each clause vertex, we only keep one path

that leads to a critical variable whose satisfaction is necessary to satisfy the clause. For

example, if xi is assigned FALSE then we keep the path from the clause to xFi . For the

remaining two paths from the clause, we remove the edges from the clause to the next

nodes in these paths. Finally, an additional edge is joined in each variable gadget. The

maximal distance from s1− s2 path to a node in D(s1), is at a maximal distance n+ 1.

Now consider the following cases:

• n is even: In this case the maximal distance from a node in CL to S2 is 3n.

The maximal distance from a node in the path between a clause vertex and the

intra-source path is n + 1. The maximal distance from the connecting point in

the intra source path to s2 is 2n − 1. So the total maximal distance is 3n. The

maximal distance from a node CL in the path between a clause node and the

intra-source path is 2n. This is because the maximal distance to the intra-source

path is n + 1 and the maximal distance to s1 from the connecting node in the

intra-source path is maximum n− 1. So for all nodes in CL, D1 is 2n and D2 is

3n.
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• n is odd: In this case the maximal distance from a node in CL to s2 is 3n and

that to s1 is 2n− 2.

Thus in both cases,

D2 ≤ L and D1 ≤ L−X ∗ L′.

Similarly, we can show that

D′2 ≤ L and D′1 ≤ L−X ∗ L′.

(⇒:) We prove that if there is an optimal spanning tree, then there is an assignment

which satisfies the clauses. We construct such an assignment from the intra-source path.

If the path traverses through xTi , then we assign TRUE to variable xi otherwise it is

FALSE. We need to show the completeness of such construction, i.e. we can assign

truth values to every variable. Thus we need to show that the intra-source path does

not contain any clause vertex as, if there is a clause vertex in this path, then it will

not go through at least one variable gadget. Thus we can not assign a truth value to

at least one variable. Consider the following cases:

• If there is one clause vertex in the intra-source path, then the length of the intra-

source path is at least 2n+ 4. So if n is even, then D1 is 2n+ 2 and D2 is 3n+ 2

(similarly, D′1 = 2n + 2 and D′2 = 3n + 2). Thus the optimality conditions are

violated. In the case that n is odd, then D1 is 2n and D2 is 3n + 2 (similarly,

D′1 = 2n and D′2 = 3n+ 2). Thus the optimality conditions are also violated.

• If there are 2 or more clause vertices in the intra-source path, then the length of

the intra-source path is at least (4n+ 6), which will make the D1 and D2 exceed

the limits (similarly D′1 and D′2 will also exceed the limits).

Thus no clause vertex can be in the intra-source path. If the tree does not correspond

to a satisfying assignment, then a clause must be at least n + 2 distance from the

intra-source path. In this case, both D1 and D2 will be increased by 1; hence they will

exceed the limits (also for D′1 and D′2 and for both cases where n is odd or even). Thus

for an optimal tree, there will always be a satisfying truth assignment.

The complexity results for the remaining edge completion problems follow from the

result just proved (or can be obtained by simple modification of the technique used

above).
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Edge completion for isolation (from Definition 5)

Instance: Given a graph H = (V ′, E′), a set of sources S ⊂ V ′, a set of

agents A = V ′\S and the preference of the agents to be �ai .
Question: Is there an edge completion F such that there is a minimum

cost spanning tree that satisfies the cost problem?

Edge completion for isolation is NP-complete.

Theorem 84.

Proof. An algorithm for the edge completion problem can be: Given a finite set of new

edges, say F = {F1, F2, . . . , Fn}, we modify H with each set of new edges such that

H1 = (V ′, E′ ∪ F1), . . . ,Hn = (V ′, E′ ∪ Fn). In each H i we need to check if there is a

spanning tree so that for every node, the distance from the sources can have a specific

order. This checking part is NP-complete by Theorem 1.

Compliant edge completion (from Definition 6)

Instance: Given a graph H = (V ′, E′), a set of sources S, the preference

of the agents �a and preference of the norms to be �N .

Question: Is there an edge completion F such that there is a spanning tree

that satisfies the cost with a compliance problem?

Compliant edge completion is NP-complete.

Theorem 85.

Proof. Follows from Theorem 1.

Edge completion with minimum cost

Instance: Given a graph G′ = (V ′, E′), a set of sources S, the preference

of the agents �a, a cost function Cost : F 7→ R and a positive integer k

Question: Is there an edge completion F such that there is a minimum

cost spanning tree so that the distance from each node to the sources can

be ordered according to the agent’s preferences and the cost to create new

edges is less than K?
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Edge completion with minimum cost is NP-complete.

Theorem 86.

Proof. Follows from Theorem 1.

Compliant edge completion with minimum cost

Instance: Given a graph H = (V ′, E′), a set of sources S, preference of

the norms �N , a cost function Cost : F 7→ R and a positive integer k.

Question: Is there an edge completion F such that there is a minimum

cost spanning tree that satisfies the criteria so that the distance from each

agent to the nodes can be ordered according to �N?

Compliant edge completion with minimum cost is NP-complete.

Theorem 87.

8.2.4 Approximation algorithm

We have shown that isolation with preference (and other conditions) is computationally

infeasible. In this section we present an approximation algorithm that generates a

spanning tree whose size is 1
1−m ∗ S (where S is the size of the optimal spanning tree)

and it satisfies the preferences of the agents.

The approximation algorithm is based on the approximation algorithm developed

in Chen et al. (2006). First we identify the shortest path between the sources. Then

we divide the path into two parts and identify the shortest forest with roots as either

half of these paths. Finally the combination of these forests gives the spanning tree.

Algorithm Simple-2-source spanning tree with preference finds a ( 1
1−m)-

approximation solution for the problem of isolation with preference at a poly-
nomial time.

Lemma 88.
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Algorithm 1: Simple-2-source spanning tree with preference

Data: A graph H = (V ′, E′), two sources S = {sl, sr}, Vl ⊂ V ′ has the

preference as sl � sr, Vr ⊂ V ′ has the preference as sr � sl such that

V ′ = Vl ∪ Vr
Result: A spanning tree T of G such that the distance from each vertex to the

sources has the same order as its preference over the sources.

begin
P ← shortest path between the sources s1 and s2

if |P | is even then
Pl ← {sl∪ left half of vertices in P}
pr ← {sr∪ right half of vertices in P}
Fl ← is the shortest path forest with Vl and multiple roots as Pl

Fr ← is the shortest path forest with Vr and multiple roots as Pr

if |P | is odd then
Pl ← {s1∪ left half of vertices in P with the middle node in P}
pr ← {s2∪ right half of vertices in P with the middle node in P}
Fl ← is the shortest path forest with Vl and multiple roots as Pl

Fr ← is the shortest path forest with Vr and multiple roots as Pr
F ← Fl ∪ Fr
T ← construct a tree T as the union of P and F
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Proof. Let Y be the optimal solution for a 2-dedicated source minimum cost spanning

tree.

For any u1 ∈ sl, if dY (u1, sl) − dY (u1, sr) > d′Y (u1, sl) − d′Y (u1, sr) for spanning

trees Y and Y ′, then Y is the better solution as it is more likely that the distance from

u1 to sl is more than that to sr. So we develop a distance function for the spanning

tree as

CV (Y ) = max
u1∈Vl

{dY (u1, s1)− dY (u1, s2)}+

max
u2∈Vr

{dY (u2, s2)− dY (u2, s1)}.
(8.1)

Let d̄Y (u) be dY (u1, s1) − dY (u1, s2) if u ∈ sl, otherwise it is dY (u1, s2) − dY (u1, s1).

For any two vertices u′1 ∈ Vl and u′2 ∈ Vr, we have,CV (Y ) ≥ d̄G(u′1) + d̄G(u′2).

[d̄G(u′1) + d̄G(u′2)] = [(dG(u′1, sl)− dG(u′1, sr)) + (dG(u′2, sr)− dG(u′2, sl))]

= [(dG(u′1, sl) + dG(u′2, sr))− (dG(u′2, sl) + dG(u′1, sr))].

Let S′ be the middle point in the path between sl and sr so that Pl has an end point

as s′ and Pr has the starting point as s′. So we have

dG(sl, s
′) ≤ dG(u′1, sl) + dG(u′1, s

′)

dG(sr, s
′) ≤ dG(u′2, sr) + dG(u′2, s

′).

Adding the above equations and rearranging the terms we get

dG(u′2, s2) + dG(u′1, s1) ≥ dG(s1, s
′) + dG(s2, s

′)− dG(u′1, s
′)− dG(u′2, s

′).

Adding −(dG(u′2, sl) + dG(u′1, sr)) in the above equation we get

dG(u′2, s2) + dG(u′1, s1)− (dG(u′2, sl) + dG(u′1, sr)) ≥ dG(s1, s
′) +

dG(s2, s
′)− dG(u′1, s

′)− dG(u′2, s
′)− (dG(u′2, sl) + dG(u′1, sr)).

(8.2)

Using equation 8.2 we get

CV (Y ) ≥ dG(s1, s
′) + dG(s2, s

′)− dG(u′1, s
′)

− dG(u′2, s
′)− (dG(u′2, sl) + dG(u′1, sr)).

(8.3)

By 8.2 and 8.3 we get

2CV (Y ) ≥ dG(s1, s
′) + dG(s2, s

′)− dG(u′1, s
′)− dG(u′2, s

′)

− (dG(u′2, sl) + dG(u′1, sr)) + d̄G(u′1) + d̄G(u′2).
(8.4)
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P is the shortest path between sources and each vertex is connected with the path by

another shortest path. For any u′1 ∈ Vl and u′2 ∈ Vr we have

dT (u′1, Pl) ≤ min{dG(u′1, sl), dG(u′1, s
′)}

≤ 1

2
(dG(u′1, sl) + dG(u′1, s

′))

dT (u′2, Pr) ≤ min{dG(u′2, sr), dG(u′2, s
′)}

≤ 1

2
(dG(u′2, sr) + dG(u′2, s

′)).

Adding the above inequalities with some additional terms we get

2dT (u′1, Pl) + 2dT (u′2, Pr) + dT (s1, s2)− 2(dG(u′2, s
′) + dG(u′1, s

′))−

(dG(u′2, sl) + dG(u′1, sr)) + d̄G(u′1) + d̄G(u′2)

≤

(dG(u′1, sl) + dG(u′1, s
′)) + (dG(u′2, sr) + dG(u′2, s

′)) + dT (s1, s2)−

2(dG(u′2, s
′) + dG(u′1, s

′))− (dG(u′2, sl) + dG(u′1, sr)) + d̄G(u′1) + d̄G(u′2).

(8.5)

By 8.4 we have

2dT (u′1, Pl) + 2dT (u′2, Pr) + dT (sl, sr)− 2(dG(u′2, s
′) + dG(u′1, s

′))

− (dG(u′2, sl) + dG(u′1, sr)) + d̄G(u′1) + d̄G(u′2) ≤ 2CV (Y ).
(8.6)

By definition

CV (T ) = max
u′1∈Vl

{d̄T (u′1)}+ max
u′2∈Vr

{d̄T (u′2)}. (8.7)

We know that

dT (u′1, sl) + dT (u′1, s
′) = dT (sl, s

′) + 2dT (u′1, pl) (8.8)

dT (u′2, sr) + dT (u′2, s
′) = dT (sr, s

′) + 2dT (u′2, pr). (8.9)

So we have

2dT (u′1, pl) + 2dT (u′2, pr) + dT (sl, sr) = dT (u′1, sl) + dT (u′1, s
′) +

dT (u′2, sr) + dT (u′2, s
′).

(8.10)

Replacing in equation 8.7 we get

2CV (Y ) ≥ dT (u′1, sl) + dT (u′1, s
′) + dT (u′2, sr) + dT (u′2, s

′)

− 2(dG(u′2, s
′) + dG(u′1, s

′))− (dG(u′2, sl) + dG(u′1, sr))

+ d̄G(u′1) + d̄G(u′2) (8.11)

≥ dT (u′1, sl) + dT (u′1, s
′) + dT (u′2, sr) + dT (u′2, s

′)

− (dG(u′2, sl) + dG(u′1, sr)) + d̄G(u′1) + d̄G(u′2) (8.12)

≥ 2(CV (T ))− (dT (u′2, s
′) + dT (u′1, s

′)) (8.13)
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8.3 Isolation with neighbourhood maintenance

Let m = (dT (u′2, s
′)+dT (u′1, s

′)/2(CV (T )), so we have (2CV (Y ) ≥ 2CV (T )−2mCV (T )).

Thus the algorithm gives ( 1
1−m) approximation of the optimal solution. It is easy to

verify that the algorithm takes polynomial time Chen et al. (2006).

8.3 Isolation with neighbourhood maintenance

In the previous sections we have analyzed the reconfiguration of a MAS after the iso-

lation of malicious agents which satisfies two conditions, (a) the reconfiguration cost

is minimum and (b) a coordinated action is possible in the reconfigured MAS which

satisfies the preferences of the agents. In this section we analyze the reconfiguration

of the MAS with the objective of maintaining the neighbourhood of each compliant

agent. As isolation of the malicious agents removes certain edges, some agents in the

neighbourhood of each agent might be disconnected. So the reconfiguration problem

is concerned with reconnecting the disconnected agents in the neighbourhood of each

agent.

Given a MAS as a graph, we assume that the agents only interacts with the agents in

its neighbourhood and the cost of interacting with them depends on the paths it chooses

to communicate with them. Two agents can communicate if they are connected and

the cost of their interaction is the length of the path they use to communicate. An

agent can maximize its utility by minimizing the communication cost. Also the social

utility (total utility of the MAS) will be maximum if the total communication cost is

minimum. We assume that the agents are cooperative and want to maximize the social

utility. Thus it is rational for the agents to decide on a minimum cost spanning tree to

communicate. In this section, we investigate the restoration problem that minimizes

the communication cost for the overall MAS.

First we define the neighbourhood in a MAS and later we use this definition to

identify agents who have lost certain neighbours due to isolation of the violators.

Definition 42. Given a MAS as a graph G = (V,E) let X ⊂ V be the set of violators.

Also, let G′ = (V,E′) be the graph obtained from deleting the edges incident on the

violators and V ′′ = V \(X ∪ S) be the set of compliant agents. L(p) will indicate the

length of any path in G.

Definition 43. A peer limit for every agent a is an integer K such that a can interact

with the agents who are at a maximal distance K apart from a. Similarly, a variable

157



8. ISOLATION AND COORDINATION

 

 

 

 

 

                                

                                                                                                                   

 

 

 

 (A)       (B) 

Figure 8.6: The left figure shows the MAS and the right figure shows a spanning tree

that can be used to minimized the communication cost.

peer limit for an agent ai is an integer Ki such that ai can interact with other agents

within distance Ki.

After the isolation of the violators, some compliant agents lose certain paths which

would connect them with other agents within their peer limit (or variable peer limit). So

we can define the side effects of isolation as a function which gives the set of disconnected

neighbours for each affected agent.

Definition 44. The side effect of isolation is defined as below function.

side− effect : V
′′ 7→ 2V

′′
.

Side − effect(v) is the set of agents who are no longer connected with v by some

path whose maximum distance is less of equal to the peer limit (or variable peer limit).

Example: Consider the MAS in figure 8.7. Here the peer limit is 2 and neighbour-

hood of a1 is shown in red-dashed line. a1 loses neighbours c1 and c2 after isolation of
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Figure 8.7: The left figure shows the MAS with the neighbourhood of a compliant agent a1

and two violators v1, v2 and the right figure shows the neighbourhood of a1 after isolation

of v1 and v2. c1 was in the neighbourhood of a1 before isolation of v1 and v2.

violators v1 and v2.

As a solution to the side effect problem, we propose the construction of a spanning

tree with new edges. We assume that,

• Agents are cooperative and their objective is to maximize the social utility.

• There is a cost to use the edges. Thus instead of using different paths to interact

with its neighbours, an agent prefers to use a spanning tree. As in a spanning

tree there is only one path that connects two vertices, the cost of using edges to

interact with its neighbours is less than using separate paths.

Thus a solution to the side effect problem is the construction of new edges in

such a way that in the reconstructed graph the cost of the spanning tree is minimum.

Accordingly we define the solution to the side effect problem as follows.
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8. ISOLATION AND COORDINATION

Definition 45. Given a MAS as G = (V,E) let V ′′ be the set of the compliant agents

and E′ ⊂ E be the set of edges after the isolation of the violators. Also, let H =

(V ′′, E′∪F ) be a graph which is constructed from G by adding a set of new edges F . Any

spanning tree T over H is a solution to the side-effect problem if costT (v) ≤ k|v ∈ V ′′,
where the cost function is defined as

costT (v) = arg max
v′∈side−effect(v)

L(p),

where p is the minimal path that connects v with v′. In the case of a variable peer limit

we change the condition to CostT (vi) ≤ ki where the peer limit for vi is ki. k denotes

the ’budget’ for the reconstruction of the MAS, i.e., it denotes the number of new edges

that can be constructed (if we assume that the cost for each new edge is 1).

The side effect problem can be translated to the problem of finding a set of new edges

such that the augmented graph (the resultant graph after addition of these new edges)

contains the minimum cost spanning tree with dedicated multiple sources (MCST-DS).

An MCST-DS problem is defined as follows:

Definition 46. Given a graph G = (V,E) with a set of sources S ⊂ V and a function

f : S 7→ 2V

that indicates which vertex want to get connected with which source, a MCST-DS prob-

lem is concerned with finding a spanning tree T that satisfies∑
s∈S

∑
v∈f(s)

L(pvs) ≤ k.

Here k is a predefined integer and L(pvs) gives the distance between v and s on the

spanning tree T.

Thus the side effect problem is translated as follows: each affected compliant agent

is represented as a source and the function side− effect becomes the function f . The

set of new edges whose addition generates the minimum cost spanning tree is a solution

to the side effect problem.

8.3.1 Complexity of isolation for maintaining the neighbourhood

To analyze the complexity of designing a solution to the side effect problem with the

same peer limit, we will use a K-dedicated source-minimum cost spanning tree. In such

a tree each source is allocated a subset of agents which it should join at a minimum

cost.
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8.3 Isolation with neighbourhood maintenance

K-dedicated source-minimum cost spanning tree (from Definition

11)

Instance: Given a graph H = (V ′, E′), a set of sources S and the side

effect function is D : S 7→ 2V
′
.

Question: Is there a spanning tree T such that
∑

s∈S arg maxv∈D(s) L(s, v) ≤
K for some K ∈ R?

K-dedicated source-minimum cost spanning tree is NP-complete for two or
more sources.

Theorem 89.

Proof. We prove NP-hardness by a reduction from the 3SAT problem. We construct

a graph from an instance of 3− SAT using the gadget in Definition 41.

Let, for source s1, D(s1) be the set of nodes adjacent to the clause vertices and for

source s2, D(s2) be the set of nodes in the clause-variable path at a distance 2 from

the clause vertex. We fix K as 6n− 1 where n is the number of variables in the 3-SAT

instance.

(⇐): We prove that if there is a truth assignment to the variables that satifies the

clauses, then there is a K-dedicated source-minimum cost spanning tree. To prove this

we construct such a spanning tree from a satisfying assignment. In this tree, a path

from s1 to s2 traverses through the variable gadget chain as per the truth assignment.

If xi is TRUE, then xTi is in this intra-source path; otherwise xFi is in that path.

Among three paths from each clause vertex, we only keep one path that leads to a

critical variable whose satisfaction is necessary to satisfy the clause. For example, if xi

is assigned FALSE then we keep the path from the clause to xFi . For the remaining

two paths from the clause, we remove the edges from the clause to the next nodes in

these paths. Finally, an additional edge is joined in each variable gadget. The maximal

distance from s1− s2 path to a node in D(s1) is at a maximal distance n+ 1. Thus the

maximal distance from a node in D(s1) to s1 is (n+ 1) + 2n− 1 = 3n, as the distance

between the sources is 2n. Similarly, the maximal distance from the s1 − s2 path to a

node in D(s2), is n. So the maximal distance from s2 to a node in D(s2), is 3n− 1. So

the maximal total cost is 6n− 1. Thus
∑

s∈S arg maxv∈D(s) L(s, v) ≤ (6n+ 1).

(⇒) : We prove that if we have a K-dedicated source-minimum cost spanning tree,

then there is an assignment of the variables that satisfies the given instance of 3-SAT.
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Figure 8.8: Reduction of clause Cj = (¬x1 ∨ ¬xi ∨ ¬xn).

We construct such an assignment from the intra-source path. If the path traverses

through xTi , then we assign TRUE to variable xi otherwise it is FALSE. We need

to show completeness of such construction, i.e. we can assign truth values to every

variable. Thus we need to show that the intra-source path does not contain any clause

vertex as, if there is a clause vertex in this path, then it will not go through at least one

variable gadget. Thus we can not assign truth value to at least one variable. Consider

the following cases:

• If there is one clause vertex in the intra-source path, then the length of the intra-

source path is at least 2n+ 4. In this case the cost for s1 will be 3n+ 5 and that

for s2 will be 3n+ 4. Thus the total cost will be 6n+ 3.

• If there are 2 or more clause vertices in the intra-source path then the length of

the intra-source path is at least (4n + 6), which will make the total cost exceed
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6n+ 1.

Thus no clause vertex can be in the intra-source path. If the tree does not correspond

to a satisfying assignment, then a clause must be at least n+ 2 distance from the intra-

source path. In this case the cost is (6n) and it exceeds K. Thus for an optimal tree

there will always be a satisfying truth assignment.

Now we analyze the complexity for a variable peer limit.

K-dedicated source-minimum cost spanning tree with variable

peer limit

Instance: Given a graph H = (V ′, E′), a set of sources S, the side effect

function is D : S 7→ 2V
′

and a set of positive integers K = (k1, . . . , k|S|).

Question: Is there a spanning tree T such that for each source si, arg maxv∈D(s) L(s, v) ≤
ki?

K-dedicated source-minimum cost spanning tree with variable peer limit is
NP-complete for 2 or more sources.

Theorem 90.

Proof. We prove NP-hardness by a reduction from the 3−SAT problem. We construct

a graph from an instance of 3− SAT using the gadget in Definition 41.

Let, for source s1, D(s1) be the nodes adjacent to the clause vertices and for source

s2, D(s2) be the set of nodes in the clause-variable path at a distance 1 from the variable

gadget. We fix k1 as 3n and k2 as 2n+ 1.

(⇐): We prove that if there is a truth assignment to the variables, then there is

a K-dedicated source-minimum cost spanning tree. To prove this we construct such a

spanning tree from a satisfying assignment. In this tree, a path from s1 to s2 traverses

through the variable gadget chain as per the truth assignment. If xi is TRUE, then

xTi is in this intra-source path, otherwise xFi is in that path. Among three paths

from each clause vertex, we only keep one path that leads to a critical variable whose

satisfaction is necessary to satisfy the clause. For example, if xi is assigned FALSE,

then we keep the path from the clause to xFi . For the remaining two paths from the
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Figure 8.9: Reduction of clause Cj = (¬x1 ∨ ¬xi ∨ ¬xn)

clause, we remove the edges from the clause to the next nodes in these paths. Finally,

an additional edge is joined in each variable gadget. The maximal distance from s1−s2

path to a node in D(s1) is n + 1. Thus the maximal distance from a node in D(s1)

to s1 is (n + 1) + 2n − 1 = 3n as the distance between the sources is 2n. Similarly,

the maximal distance from the s1 − s2 path to a node in D(s2) is 2. So the maximal
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distance from s2 to a node in D(s2) is 2n− 1 + 2 = 2n+ 1. So we have,

arg max
v∈D(s1)

L(s1, v) ≤ (k1), arg max
v∈D(s1)

L(s1, v) ≤ (k2).

(⇒) : We prove that if we have a K-dedicated source-minimum cost spanning tree,

then there is an assignment of the variables that satisfies the 3-SAT. We construct such

an assignment from the intra-source path. If the path traverses through xTi , then we

assign TRUE to variable xi otherwise it is FALSE. We need to show completeness of

such construction, i.e. we can assign truth values to every variable. Thus we need

to show that the intra-source path does not contain any clause vertex as, if there is

a clause vertex in this path, then it will not go through at least one variable gadget.

Thus we can not assign a truth value to at least one variable. Consider the following

cases:

• If there is one clause vertex in the intra-source path, then the length of the intra-

source path is at least 2n+ 4. In this case the cost for s1 will be 3n+ 4 and that

for s2 will be 2n+ 5, which will violate the optimality conditions.

• If there are 2 or more clause vertices in the intra source path, then the length

of the intra-source path is at least (4n + 6). In this case, the maximal distance

from s1(s2) to a node in D(s1)(D(s2)) is 5n + 6(4n + 7), which will violate the

optimality conditions.

Thus no clause vertex can be in the intra-source path. If the tree does not correspond to

a satisfying assignment, then a clause must be at least at n+ 2 distance from the intra-

source path. In this case, the maximal distance from s1(s2) to a node in D(s1)(D(s2))

is 3n+1(2n+2), which will violate the optimality conditions. Thus for an optimal tree

there will always be a satisfying truth assignment.

8.3.2 Approximation algorithm

Similar to Section 2.4, in this section we present a polynomial time algorithm to ap-

proximate the optimal solution.

In a graph H = (V ′, E′), dG(u, v) is the shortest path between u and v and dT (u, v)

is the length of the path between u and v along the tree T . We will use the following

algorithm for approximation.
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Algorithm 2: Simple-2-dedicated source minimum cost spanning tree

Data: A graph H = (V ′, E′), two sources S = {s1, s2}, side effect function

D : S 7→ 2V
′

Result: A spanning tree T of G

begin
P ← shortest path between the sources s1 and s2

if |P | is even then
Pl ← {s1∪ left half of vertices in P}
pr ← {s2∪ right half of vertices in P}
Fl ← is the shortest paths forest with V \{S2} and multiple roots as Pl

Fr ← is the shortest paths forest with V \{S1} and multiple roots as Pr

if |P | is odd then
Pl ← {s1∪ left half of vertices in P with the middle node in P}
pr ← {s2∪ right half of vertices in P with the middle node in P}
Fl ← is the shortest paths forest with V \{S2} and multiple roots as Pl

Fr ← is the shortest paths forest with V \{S1} and multiple roots as Pr
F ← Fl ∪ Fr
T ← construct a tree T as the union of P and F

Algorithm simple 2-dedicated source minimum cost spanning tree finds a 2-
approximation solution to a 2-dedicated source minimum cost spanning tree in
polynomial time.

Lemma 91.

Proof. Let Y be the optimal solution for a 2-dedicated source minimum cost spanning

tree. For any two vertices u′1 ∈ D(s1) and u′2 ∈ D(s2) we have,

CV (Y ) = max
u1∈D(s1)

{dY (u1, s1)}+ max
u2∈D(s2)

dY (u2, s2)}

≥ dG(u′1, s1) + dG(u′2, s2) (8.14)

Let S′ be the middle point of the s1, s2 path. So Pl ends at s′ and Pr starts at s′. So

we have,

dG(s1, s
′) ≤ dG(u′1, s1) + dG(u′1, s

′) (8.15)

dG(s2, s
′) ≤ dG(u′2, s2) + dG(u′2, s

′) (8.16)
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Adding 8.15 and 8.16 and rearranging the terms we get

dG(u′2, s2) + dG(u′1, s1) ≥ dG(s1, s
′) + dG(s2, s

′)− dG(u′1, s
′)− dG(u′2, s

′)

Using 8.14 we get

CV (Y ) ≥ dG(s1, s
′) + dG(s2, s

′)− dG(u′1, s
′)− dG(u′2, s

′) (8.17)

By 8.14 and 8.17 we get,

2CV (Y ) ≥ dG(u′1, s1) + dG(u′2, s2) + dG(s1, s
′) + dG(s2, s

′)−

dG(u′1, s
′)− dG(u′2, s

′)
(8.18)

P is the shortest path between sources and each vertex is connected with this path by

another shortest path. For any u′1 ∈ D(s1), u′2 ∈ D(s2) we have

dT (u′1, Pl) ≤ min{dG(u′1, s1), dG(u′1, s
′)} ≤ 1

2(dG(u′1, s1) + dG(u′1, s
′))

dT (u′2, Pr) ≤ min{dG(u′2, s2), dG(u′2, s
′)} ≤ 1

2(dG(u′2, s2) + dG(u′2, s
′))

Adding these above equations with additional terms we get

2dT (u′1, Pl) + 2dT (u′2, Pr) + dT (s1, s2)− 2(dG(u′2, s
′) + dG(u′1, s

′))

≤

(dG(u′1, s1) + dG(u′1, s
′)) + (dG(u′2, s2) + dG(u′2, s

′))

+dT (s1, s2)− 2(dG(u′2, s
′) + dG(u′1, s

′))

(8.19)

Using 8.19 we get

2CV (Y ) ≥ 2dT (u′1, Pl) + 2dT (u′2, Pr) + dT (s1, s2)−

2(dG(u′2, s
′) + dG(u′1, s

′))
(8.20)

CV (T ) = maxu′1∈D(s1){dT (u′1, s1)}+ maxu′2∈D(s2){dT (u′2, s2)}

We know that,

dT (u′1, s1) + dT (u′1, s
′) = dT (s1, s

′) + 2dT (u′1, pl) (8.21)

dT (u′2, s2) + dT (u′2, s
′) = dT (s2, s

′) + 2dT (u′2, pr) (8.22)

Adding these above equations and by the definition of CV (T ) we get

dT (u′1, s1) + dT (u′2, s2) = dT (s1, s
′) + 2dT (u′1, pl) + dT (s2, s

′) +

2dT (u′2, pr)− dT (u′1, s
′)− dT (u′2, s

′)

= CV (T )
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Replacing 20 we get

CV (T )− (dG(u′2, s
′) + dG(u′1, s

′)) ≤ 2CV (Y ) (8.23)

So Algorithm 2 is a 2-approximation of the optimal solution. It is easy to verify that

Algorithm 2 has polynomial time complexity.

8.4 Related Works and Conclusion

In this paper we study punishment in MAS where the punishment is implemented

as isolation of the violators. We study the adverse effects of this procedure on the

MAS as we study two problems: (a)isolation with cost : Violators are isolated and a

minimal set of new edges are formed so that the compliant agents can optimise their

coordination and (b)isolation with neighbourhood maintenance: Violators are isolated

in such a way that they are irrelevant as mediators. Unfortunately, we show that the

solutions to neutralise these adverse effects are computationally hard. We also give

approximation algorithms. In this paper we mainly use multiple source spanning trees

for formalization of the isolation process. Connamacher and Proskurowski (2003) Chen

et al. (2006) give complexity results of multiple source spanning trees under various cost

matrices although the cost matrices used in this paper are unique. As a comparison with

relevant works in MAS, Boella and van der Torre (2005) gives a notion of enforceable

social laws in terms of the efficiency of the system to remain compliant. In de Pinninck

et al. (2007) a similar notion of punishment (similar to isolation) is developed but

they overlook the side-effects of isolation. In ? a dynamic sanctioning mechanism has

been explored. But the adverse effect of punishment on the compliant agents is never

analyzed in MAS literature. In that regard this paper is the first towards formalizing

the cost of punishment. A theory of cost of punishment would help in build enforcement

laws in MAS in such a way that the cost of punishing the agents becomes affordable.

Note that, we have mentioned two extreme cases of isolation in Section 2.1 as (a)

it may be the case that there is no optimal solution after the isolation and (b) it

may happen that after the isolation the social utility increases. In the first case, the

algorithms developed in this paper would provide the information about the possible

loss of social utility due to the future isolation of the malicious agents. Based on

this information the designer of the MAS can decide on whether to implement the
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punishment or not. In the second case, our algorithms give approximate solutions w.r.t

the optimal solution after the isolation.

In this paper we assumed that the agents are cooperative and their objective is

to maximize the social utility while reconfiguring the MAS after the isolation of the

malicious agents. In future we intend to use non-cooperative agents whose objective is

to maximize their own utility rather than the social utility.
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Conclusion

In this thesis our objective was to develop formal model of punishment in MAS. We have

developed a punishment mechanism based on isolation of the malicious agents. Also,

we have analyzed its side effects and proposed mechanisms to recover from it. Formal

model of punishment in MAS should help us to build more secure MAS. Algorithms

developed in the thesis can also be used in other domains such as network formation

problem, social networks and general connectivity restoration problems. Our main

contributions are as follows:

1. We have developed a truthful auction mechanism that decides on the cuts in a

network which separates compliant agents from the norm violators.

2. We have analyzed the coalitional power of the agents in the context of isolating

the violators.

3. We have analyzed price of anarchy for isolating the violators.

4. We have proposed a model of punishment regimentation and evaluated its impact

on the efficiency of the MAS.

5. We have shown that the complexity of recovering the connectivity of the MAS

after the isolation of the violators is computationally hard and proposed approx-

imation algorithms.

6. We have also analyzed a congestion game when the agents are asked to invest to

improve the network after the isolation of the malicious agents.
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Some of these results are published in the context of punishment in MAS and

other results are published as solutions to other problems in MAS. In section 3 we

have proposed a cut auction for punishment. This result is published as a market

segmentation problem. The punishment regimentation chapter is extended as a tool to

evaluate meta norms. Chapter 8 is published as an extension congestion games. Some

directions of future works are as follows:

1. In this thesis we have isolated the malicious agents permanently as we punish

them. It may be useful for to isolate them for a specific amount of time. Such

temporal isolation can provide much richer model of isolation. Although devising

the function that maps a violation to a duration is a challenging task.

2. Also instead of completely isolating the malicious agents it may be useful to

contain their activities. For example we can allow the malicious agents to interact

with a limited number of neighbours. Based on the feedback from further actions

of the maclisious agents this restriction can become more strict or less strict i.e.,

if the malicious agents improves its behaviors by becoming more compliant then

we can relax these restrictions on interactions.

3. A potential application of punishment is containment the propagation of a con-

troversial content in social network. Isolation models developed in this thesis can

be extended to stop the propagation of a potentially harmful content in social

network. The extension of isolation in the context of information propagation in

social network is another challenging task.

172



Bibliography

Thomas , Wiebe van der Hoek, and Michael Wooldridge. Normative system games.

In Proceedings of the 6th international joint conference on Autonomous agents and

multiagent systems, AAMAS ’07, pages 129:1–129:8, New York, NY, USA, 2007.

ACM. ISBN 978-81-904262-7-5. doi: http://doi.acm.org/10.1145/1329125.1329284.

URL http://doi.acm.org/10.1145/1329125.1329284. 3

Ahmed M. Abdalla, Imane A. Saroit, Amira Kotb, and Ali H Afsari. Misbehavior nodes

detection and isolation for manets olsr protocol. Procedia Computer Science, 3(0):115

– 121, 2011. ISSN 1877-0509. doi: 10.1016/j.procs.2010.12.020. URL http://www.

sciencedirect.com/science/article/pii/S1877050910003959. ¡ce:title¿World

Conference on Information Technology¡/ce:title¿. 10
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