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ABSTRACT
With the advent of online services, the Internet has become extremely busy and
demanding faster access. The increased dependency on the Internet obliges Internet
service providers to make it reliable and secure. In this regard, researchers are tirelessly
working on a number of technologies in order to ensure the continued viability of the
Internet. Intrusion detection is one of the fields that enables secure operation of the
Internet. An intrusion detection system (IDS) attempts to discover malicious activities in
a network. However, with the increasing network throughput, IDSs should be able to
analyse high volumes of traffic in real-time. Flow-based analysis is one of the methods
capable of handling high-volume traffic. This method reduces the input traffic of IDSs
because it analyses only packet headers. Flow-based anomaly detection can increase the
reliability of the Internet, provided this method is functional at an early stage and
complemented by packet-based IDSs at later stages.
Employing artificial intelligence (AI) methods in IDSs provides the capability to
detect attacks with better accuracy. Compared with typical IDSs, AI-based systems are
more inclined towards detecting unknown attacks. This thesis proposes an artificial
neural network (ANN) based flow anomaly detector optimised with metaheuristic
algorithms. The proposed method is evaluated using a number of flow-based datasets
generated. An ANN-based flow anomaly detection enables a high detection rate; hence,
this thesis investigates this system more thoroughly. The ANN-based system is a
supervised method which needs labelled datasets; however, labelling of a large amount
of data found in high-speed networks is difficult. Semi-supervised methods are the
combination of supervised and unsupervised methods, which can work with both
labelled and unlabelled data. A semi-supervised method can provide a high detection
rate even when there is a small proportion of labelled data; therefore, the application of
this method in flow-based anomaly detection is considered.
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Scrutinising the increasing number of flow records in high-speed networks can be
resource intensive. Sampling methods can be used in flow generators to reduce the
traffic volume. Existing sampling methods are mostly for monitoring purposes, and they
negatively affect anomaly detection. The size of a flow is an important feature when
analysing the characteristics of the flow traffic. Although the majority of malicious
flows are small in size, sampling methods often have bias towards large flows, which
are important for monitoring. Therefore, this thesis addresses the impact of sampling on
flow-based anomaly detection, and proposes two sampling methods. In the first method,
a feedback from a flow anomaly detector determines the type of the sampling method.
This method is an adaptive sampling that samples benign and malicious flows
differently. In benign traffic, the proposed method samples large flows more often. If
anomalies are detected, the sampling method will be switched to sample small flows. To
evaluate this method, a number of flow-based datasets are generated. This sampling
method reduces the number of malicious flows disregarded by existing methods by up
to 12%. Anomalies affect the characteristics of flow traffic and distort the distribution of
important flow features. This thesis investigates the distribution of malicious flows
based on their destination IP addresses; then, the second sampling method is proposed.
The second proposed method determines IP addresses which receive the majority of
flow traffic, and then samples these IP addresses with higher priority. This method can
improve flow-based anomaly detection by sampling both small and large malicious
flows, and increases the percentage of sampled malicious flows by up to 7%.
The research in this thesis may be extended in a number of directions. Flow-based
anomaly detection can be considered in IPv6 environment. In addition, other AI
methods could be investigated to further improve anomaly detection in specific
scenarios.
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INTRODUCTION

The increasing dependence on the Internet places a great demand on the Internet
bandwidth. Different technologies are being developed to boost network speed to
improve the quality of services. However, the security of data in high-speed Internet is a
key challenge for researchers. An intrusion detection system (IDS) is used in many
networks to monitor malicious activities. A network-based IDS (NIDS) monitors
network activities to detect actions, which can compromise the confidentiality and / or
availability of data. Most traditional NIDSs cannot analyse the high volume of data in
high-speed networks, and hence may disregard many attacks; therefore, intrusion
detection in high-speed networks has become a major challenge for network
administrators. The research community has developed several different types of
intrusion detection systems to counter this challenge. Hardware-based IDS is a scalable
method which uses some specialised hardware such as field-programming gate array
(FPGA) to boost processing speeds [1]. Flow-based intrusion detection increases the
speed by analysing only packet headers [2]. Distributed intrusion detection analyses
data at more than one location [3].
Flow-based intrusion detection can be deployed to detect attacks in early stages.
Volume anomalies generate a large amount of malicious flows directed towards a
specific server, and stop clients from accessing that server (a “denial of service” attack).
As these attacks generate high traffic on the network, detecting them in the early stages
helps protect the quality of network services.
1

In modern networks, flow-based network management techniques utilise sampling
techniques to manage the high volume of flow traffic. However, traffic statistics such as
the flow size distribution may be changed with the sampling methods used. This affects
the accuracy of flow-based analysers such as flow-based IDSs, because they use
sampled traffic as input.
In this thesis, we consider the accuracy of flow-based anomaly detection. In
addition, we investigate the impact of sampling methods on the performance and the
accuracy of flow-based anomaly detection. A number of flow-based datasets are
generated to evaluate the proposed methods.

1.1

Motivation and significance

The increasing number of threats in the Internet makes IDS an essential device for
networks. On the other hand, the recent spread of 1 to 100 Gbps technologies has
highlighted that scalability is a growing problem. Therefore, IDSs should be able to
analyse more traffic in real-time in modern networks. Hence, flow-based solutions can
help solve the problem of processing a large number of packets by reducing the amount
of packets processed, opening the way to high-speed detection / monitoring in large
network infrastructures.
A flow is a group of IP packets with some common properties, passing a
monitoring point at a specified time interval [4]. The flow traffic is used for monitoring
and traffic management. Recently, researchers have used flow traffic to detect
anomalies [5]. This method has several advantages over packet-based methods. A flowbased anomaly detection method is based only on packet headers. Therefore, it
processes fewer numbers of flows in comparison to the number of packets in a packetbased method [6, 5]. This method is more efficient computationally in terms of memory
and processing times, due to a significant decrease in the volume of packets. Flowbased analysis also decreases privacy concerns in comparison with a packet-based
method, as the packets’ payloads are not used.
An important and challenging issue in packet-based IDSs is the increasing use of
encrypted protocols. Using these protocols, the packet payload is encrypted while the
header is not. Therefore, the merit of flow-based methods is that they are not affected by
encrypted protocols. Moreover, flow-based methods are supported by routers and rely
2

on flows generated by existing network elements. NetFlow, which is a Cisco proprietary
protocol, is an example of a flow generator which is enabled on Cisco routers to identify
the flows [7].
However, a flow-based method cannot detect attacks related to payloads because it
only deals with packet headers. It is applicable to only volume anomalies such as denial
of service (DoS), scans, worms, and botnets, which cause volume changes in the
network traffic. These attacks can be detected using only the headers in packets.
Therefore, flow-based IDSs are not a replacement for packet-based IDSs [7], but
augment the use of packet-based IDS. Using a flow-based method, a network
administrator can be provided with hierarchical anomaly detection, in which flow-based
systems are used in earlier stages of high-speed networks while packet-based systems
may be used in small networks. A variety of methods have been proposed to improve
the accuracy of flow-based anomaly detection. These methods will be considered in this
thesis.
Flow-based methods significantly reduce the amount of data that needs to be
examined. However, the volume of flow traffic generated from high-speed networks can
be very large. Analysing this large volume of data is still time-consuming. One solution
is to reduce the traffic using sampling methods [8]. Sampling methods are widely used
in flow-based management tools. However, as flow-based anomaly detection is new,
traditional sampling methods often have a negative impact on the accuracy of the
anomaly detection method. The reason is that sampling methods change the statistics of
the flow traffic used in anomaly detection methods.
An ideal sampling method should have minimal loss of information. There are two
approaches for sampling [9]: packet sampling and flow sampling. Flow sampling is
applied to flows while packet sampling selects packets before grouping them into flows.
Packet sampling is easier to implement and is used in NetFlow. However, flow
sampling is more efficient in preserving the characteristics of traffic, and is hence used
in this study.
One important feature of each flow is its size, the total number of packets in the
flow. This feature is very useful in sampling. Large proportions of packets appear in
large-sized flows, which are important for monitoring. Therefore, the traditional
sampling methods have a bias towards large flows. These traditional methods can bias
anomaly detection, because anomalies are often small in size. An alternative sampling
3

method, which can sample small flows at a higher priority, reduces the negative impact
on the anomaly detection. The impact of sampling on flow-based anomaly detection is
further researched in this thesis.
Many important types of traffic anomalies change the distribution of flow features.
In addition to the flow size, source/destination IP and source/destination port are
important metrics. The distribution of these metrics is changed during different attacks.
The impact of sampling method on the different features is considered in this thesis.

1.2

Research scope

An intelligent system can be trained to adapt to environmental changes. Different
techniques of artificial intelligence (AI) have been deployed for intrusion detection, for
example, artificial neural network (ANN), fuzzy logic, and genetic algorithms (GA). In
addition, hybrid intelligent IDSs such as evolutionary fuzzy neural networks (EFuNN),
and evolutionary neural networks (ENN) based IDSs are also used [10]. Most of these
proposed intelligent systems cannot easily be employed in high-speed networks. Several
researchers have considered the application of intelligent methods in high-speed
networks. A hardware-based intelligent IDS [11], a multi-agent based intelligent IDS
[12], and a distributed intelligent IDS [13] are the different scalable methods that need
to be evaluated using benchmark datasets.
This thesis investigates ANN-based flow anomaly detection as a solution for
dealing with high-speed networks. These methods provide accurate classification, but
only a few researchers have applied them to flow-based anomaly detection studies. An
ANN-based flow anomaly detection method, which uses a two-layer multi-layer
perceptron (MLP), is proposed in this thesis. Sometimes, the convergence of traditional
ANN training algorithms is to the local minima, which are the best solution locally. In
this thesis, several metaheuristic algorithms, such as gravitational search algorithm
(GSA), particle swarm optimisation (PSO), hybrid PSOGSA, and Cuckoo algorithms
are used for training the ANN-based flow anomaly detector to avoid local minima, and
the results are compared. These optimised methods are tested and evaluated using
labelled flow datasets. The results confirm the high performance of these methods in
detecting malicious flows in high-speed networks.

4

These optimised ANN classifiers are efficient anomaly detectors when network
operators can label the whole traffic of the high-speed networks. However, this is not
practical in the modern networks. Therefore, the application of semi-supervised learning
is studied in this thesis to address the problem of labelling the traffic. Semi-supervised
learning is the combination of supervised and unsupervised learning. In this method,
unlabelled data is provided in the dataset beside labelled data. When labelling is
expensive, this method can be useful even with a small amount of labelled data. A
SVM-based semi-supervised method called S4VM is used in this thesis to detect
anomalies in flow traffic. The results show the efficiency of S4VM in flow-based
anomaly detection.
Sampling methods are used at routers to reduce the number of flows. An ideal
sampling method should be able to preserve the required information as much as
possible. In this regard, two sampling methods are proposed in this thesis. The first
method uses two probabilistic sampling methods, which sample based on flow size. The
proposed method handles malicious flows and benign flows with different sampling
methods. In this proposed sampling method the type of sampling is determined by a
feedback from the ANN-based flow anomaly detector. This method minimises potential
information loss.
Anomalies may affect different flow features. For example, DoS attacks change the
distribution of destination IPs. Therefore, a suitable sampling method should take the
important features into consideration. This thesis proposes another sampling algorithm
to accommodate the changes in the distribution of destination IP addresses. The IP
addresses, which receive more traffic are important for network managers, and are
sampled with greater priority in the proposed algorithm. This algorithm improves flowbased anomaly detection in sampled traffic and can sample both small and large
malicious flows. Therefore, it can be employed by both flow-based anomaly detectors
and flow-based monitoring tools.

5

1.3

Thesis outline

This thesis is organised as follows:


Chapter 2 provides a background to, and a literature review of, the research
topic.



Chapter 3 provides research questions in the context of flow-based anomaly
detection in high-speed networks. Hypotheses are also provided in Chapter 3
in response to the research questions, and then, the methodology is discussed
to support the hypotheses.



Chapter 4 considers the application of AI-based methods in flow-based
anomaly detection. This chapter proposes some supervised ANN methods and
a semi-supervised method to improve the performance of anomaly detection
in flow traffic. Flow-based datasets are required to evaluate the proposed
anomaly detectors; therefore, a number of datasets are generated in this thesis.
This chapter explains some existing flow-based datasets, and the method used
to generate our own datasets. The details of these generated datasets are also
provided. The performance of the proposed flow-based anomaly detectors is
evaluated in this chapter using performance metrics.



Chapter 5 explains the first proposed sampling method, which is based on
flow size. In this chapter, the characteristics of flow traffic are investigated to
find the behaviour of traffic. Then, the sampling method is proposed using the
collected information on flow traffic. The proposed method is evaluated using
flow-based datasets. The results show the improvement in the performance of
flow-based anomaly detection using the proposed sampling method.



Chapter 6 describes the second sampling algorithm proposed to improve
flow-based anomaly detection in sampled traffic. This algorithm is a
probabilistic algorithm based on destination IP addresses of flow traffic.
Destination IP addresses are considered in this chapter based on the number
of received flows. Sampling IP addresses that receive the major part of the
6

traffic helps to preserve more information and improve anomaly detection in
the sampled traffic. The results given in this chapter confirm the efficiency of
the proposed method.


Chapter 7 describes the major contribution of this thesis, and explains future
directions of this research.

7
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2
2.1

BACKGROUND

Introduction

Due to our increasing dependence on the Internet, it is important to achieve greater
security on this environment. An IDS is responsible for discovering malicious activities
in a network. Increasing numbers of attacks have been observed in computer networks.
In addition, network throughput is increasing and hence, IDSs should be able to process
the high volume of traffic in real-time. Different models have been proposed to improve
the processing speed of these systems. This chapter critically examines a number of
packet-based intrusion detection systems in high-speed networks. Flow-based analysis
improves the speed of intrusion detection system by processing only packet headers.
Overview of the flow-based anomaly detection, used in our research, is also discussed
in this chapter.
Several methods have been proposed to improve the accuracy of intrusion
detection. AI techniques have widely been used in intrusion detection systems. AI-based
IDSs can detect unknown attacks. This chapter explains the applications of AI-based
schemes in IDSs.
In modern networks, the number of flow records is increasing. Different flowbased network management software uses sampling to handle the large number of flow
records. These sampling methods and their impact on flow-based anomaly detection are
also critically discussed.
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2.2

Intrusion detection

Over the years, the number of attacks in computer networks has grown extensively. One
way of detecting these suspicious activities is to use IDS. The spread of Gbps speed in
wired networks has encouraged researchers to work on intrusion detection in high-speed
networks. An IDS should monitor traffic and detect malicious activities. IDSs can be
categorised based on different modules. Figure 2.1 shows IDS classes upon four
modules [14]: data source, data analysis and response.

Host-based IDS
Data source
Network-based IDS
Misuse-based IDS
Data analysis
Anomaly-based IDS

IDS

Passive Reaction
Response

Real-time
Detection

Active Reaction

Centralised

Off-line
Detection

Architecture
Distributed
Figure 2.1.IDS classes

Data source can be as follows:


An individual computer (host-based IDS (HIDS))



A network (network-based IDS (NIDS))

There are two methods for analysing the collected data:
 Anomaly-based detection
 Misuse-based detection

These methods are explained in the following sections. Anomaly and misuse based
detection have general meaning for all environments. The third module specifies a
suitable response for suspicious data. This response can be passive or active in terms
of behaviour.
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 Passive response: In this method, the IDS only generates alarms to an attack;
 Active response: As opposed to passive methods, active IDSs detect and
respond to attacks [10, 15]. In other words, in an active response, the IDS has a
predefined reaction to an attack. In terms of time, an active response has two
methods:
o

Real-time detection: IDS can detect attacks on-line;

o

Off-line detection: The monitored data is stored and later will be
analysed.

There are two existing architectures for IDS:
-

Centralised: This architecture uses a centralised IDS to analyse data;

-

Distributed and heterogeneous: In a distributed IDS, the analysis of data
happens at a number of locations. Using intelligent agents is a popular method in
distributed IDS. Also, mobile agents based IDS is very advantageous because
agents can be added or removed without changing other agents [16]. There are a
number of agent-based distributed IDSs such as: Distributed intrusion detection
system (DIDS), autonomous agents for intrusion detection (AAFID), Argus, and
intrusion detection agent (IDA).

2.2.1 Anomaly-based detection
The normal behaviour pattern which is used in anomaly-based detection can be either
self-learnt or programmed [7]. In the self-learnt anomaly detection, the normal
behaviour of a system is built automatically. On the other hand, in the programmed
detection, a system developer provides the model of normal behaviour. The anomalybased method detects activities deviating from the established patterns for network
traffic. This method is able to detect unknown attacks but it cannot distinguish between
different types of attacks. A number of anomaly detection methods are listed below [7,
17, 18]:
 Statistical technique: This technique uses statistical models for defining normal
behaviour of the components of the system. All traffic variance from normal
behaviour is known as anomalies. This technique assumes that the probability of
normal data instances is higher in a stochastic model in comparison with the
probability of an anomaly.
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 Clustering-based method: In this method, normal data belong to a cluster and
data not included in any cluster is considered as anomalies [17].
 Information theoretic: This method assumes that anomalies cause irregularities
in information content of the dataset. Different information theoretic measures are
used to analyse the information content, for example, entropy and Kolomogorov
Complexity.
 Bayesian networks: The probabilistic relationships among variables are encoded
in Bayesian methods. The combination of this method with statistical scheme
provides high detection capability [19].
 Data mining methods: Data mining is the application of machine learning in
large databases to provide simple models [20].
 Neural networks: This method is inspired by the human brain. Neural networks
are flexible and adaptable to environmental changes. They can be deployed to
create user profile, to detect intrusion and to predict the future behaviour of the
traffic [19].
 Support vector machines (SVM): The SVM is based on statistical learning
theory. One-class SVM and multi-class SVM are well-known methods in
classification and regression [21].
 Nearest neighbour-based technique: In this method, the distance or similarity
between two data instances is measured. Although normal data instances occur in
dense neighbourhoods, anomalies occur far from their closest neighbours [17].
 Pattern matching: Online learning is used in the pattern matching methods to
generate a traffic profile for each network. The profiles are used for anomaly
detection. However, pattern matching may need to build traffic profiles for new
networks, which results in time-consuming processes [18].
 Group outlier: The detection of rare events and malicious behaviour is very
important for network intrusion detection. There are different approaches to find
such outliers in large datasets. Group Outlier Score (GOS) can differentiate
between legitimate and illegitimate events in a network using outlier based data
association techniques [22].
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2.2.2 Misuse-based detection
A misuse-based IDS has a programmed method that compares user’s activities with
predefined signatures to find malicious traffic. Although this method is very accurate in
detecting known attacks, it is not able to detect unknown attacks. Different misuse
detection methods are shown in Figure 2.2 with examples, and further discussed
below [23].
 State-modelling: Intrusions are defined as states in this method. State-transition
[24] and Petri-net [25] are two important methods of state-modelling. These
methods are different in the types of states, which make up the intrusions. The
state transition analysis technique (STAT) is an example of the state-transition
method and is able to detect new attacks [26]. In this technique, the sequences of
actions performed by attackers are specified to describe computer penetrations.
There are different types of STAT techniques: host-based (USTAT) [24],
network-based (NETSTAT) [27] and distributed multi-host (NSTAT). Analysis
tools use a system's audit trail or network traffic to obtain required information.
They then make a comparison between state changes and the state transition
diagrams of known attacks. STAT family was used to propose STATL [28], a
language for specifying attack actions. A state / transition based language is used
in STATL to describe both network and host based attacks. Since knowing the
whole states of a system is not possible, this language specifies and records only
the part of system, which is necessary to define an attack signature. There are
several attack languages. For example, P-Best [29], STATL, LogWeaver [30],
CISL [31], BRO [32], Snort Rules [33], IDMEF [34], LAMBDA [35] and
JIGSAW [36] are attack languages [37, 38].

Misuse detection

State-modeling

Statetransition

Petri-net

Expert-system

NIDES

EMERALD

MIDAS

Figure 2.2. Misuse detection methods
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Stringmatching

Simple
rule-based

NSM

NADIR,
ASAX

 Expert system: There are set of rules in an expert system which describe attack
behaviour. The expert system can be used to consider the security state of the
system. Next-generation intrusion detection expert system (NIDES) [39],
EMERALD [40] and MIDAS [41] are expert system based IDSs.
 String matching: Numbers of misuse/signature based IDSs use this technique,
which matches substrings of characters in texts. If there is a change in attack
signature, this method is unable to detect the attack. NSM is a model, which is
proposed in [42].
 Simple rule-based: Experts knowledge about attacks can be modelled by rulebased methods. NADIR [43, 44] and ASAX [45] are two methods, which use
rule-based methods.
Both anomaly detection and misuse detection methods in traditional networks have
been discussed. However, the increasing network speed is the challenging problem. The
following sections discuss intrusion detection in recent high-speed networks.

2.3

High-speed packet-based intrusion detection methods

The state-of-the-art NIDSs should be applicable at the speed of Gbps. Various
techniques have been used to improve the scalability of NIDSs in packet-based traffic.

High-speed packet-based intrusion
detection methods

Different techniques are shown in Figure 2.3 and discussed in the next sections.

Using specialised hardware
Parallel data processing using a load
balancer

Distributed intrusion detection
Multi-agent based intrusion detection

Other proposed techniques

Figure 2.3. Packet-based intrusion detection methods in high-speed networks
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2.3.1 Using specialised hardware
Hardware-based intrusion detection is a scalable method, which is able to inspect
packets in high-speed networks. Most hardware-based NIDSs have been proposed to
improve deep packet inspection (DPI), using some specialised hardware such as fieldprogramming gate array (FPGA), application-specific integrated circuit (ASIC) and
ternary content addressable memories (TCAM) [46-52]. For example, a regular
expression method is proposed using TCAM [48] and shows that this method is useful
for throughput up to 18.6 Gbps. In another study [1, 53] the input traffic of a software
NIDS/network intrusion prevention system (NIPS) is reduced using a proposed prefiltering mechanism based on FPGA. However, hardware based methods are costly
solutions. They provide higher detection speed compared to software-based IDSs but
they are not flexible to new attacks.

2.3.2 Distributed intrusion detection
DIDSs are groups of IDSs or sensors, which cooperate and work together. DIDS can be
homogeneous or heterogeneous. In a homogeneous model, DIDS contains sensors with
the same type, while a heterogeneous model has a mixture of types. In addition, there
are different types of management in DIDS such as central management and
hierarchical central management [54]. Two distributed intrusion detection methods are
described below.
2.3.2.1 Paralleldataprocessingusingaloadbalancer
A load balancer divides huge amounts of network traffic among multiple IDSs. An
example is a stateful intrusion detection (SID) proposed in [55]. The method divides the
traffic and sends it to a number of intrusion detection sensors. In this method, the
portion of traffic required to detect an attack is sent to the sensor specified for the
detection of that attack. In this proposed stateful intrusion detection method, there is no
interconnection among sensors. This stateful intrusion detection analysis is a misuse
detection method in which the signature should be matched with streams. It contains
some sensors, each of which is responsible for detecting a subset of signatures. Each
sensor has a number of signatures assigned to that sensor. Therefore, each sensor has
access to the traffic required for detection of these signatures. The author claims that
this method is scalable by just adding components to match increased network
15

throughput [55]. However, this static technique has weakness with partitioning,
especially in complex stateful signatures where there are more problems.
Foschini [56] extends the work of SID [55] and proposes a similar parallel
intrusion detection method. It also uses partitioning to divide traffic into reasonable and
affordable sizes among intrusion detection sensors. The difference is that the sensors
can communicate with others. This makes IDSs able to synchronise their scanning
process. This method boosts the performance of high-speed intrusion detection; no
predefined relationships between packets and sensors are needed and each packet can be
sent to any sensor. In this case, we do not need any prior knowledge about packets.
The SPANIDS load balancer is another method, which utilises a hash-based packet
distribution mechanism [57]. In this method, network packets related to the same
connection are forwarded to the same sensor node. Dynamic feedback from sensors
helps SPANIDS to avoid overloading of sensor nodes. It is claimed that SPANIDS
technique can handle 1 Gbps and above.
2.3.2.2 Multi-agentbasedintrusiondetection
Traditional IDSs are generally used to monitor a local area and there is no interoperation
between IDSs. An agent-based computing is proposed to address this problem. In this
method, intrusion detection is divided between a number of processors. As an agentbased IDS can obtain an overall view of the network, it will give a better detection rate.
There are two types of agent-based methods: autonomous distributed agents and mobile
agents. In the distributed agents-based IDS, agents can monitor traffic and share data
with other agents [12]. Mobile agents are similar to distributed agents but they also can
move throughout the network to detect attacks [58]. A mobile agent distributed IDS
(MADIDS) [59] is an example of a multi-agent based intrusion detection system.
MADIDS provides a good performance for high-speed networks. If the observing IDS
moves throughout the network, it will have a better detection performance. In a multiagent method, IDS can move and share data about occurring attacks. Moving in the
network lets agents find a better vantage point to detect attacks. A multi-agent based
IDS has the advantages of both network-based and anomaly-based IDS [3].

2.3.3 Other proposed techniques
An IDS called the rule-based high performance network intrusion detection system
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(RHP-NIDS) is proposed for high-speed networks [60]. This system divides the
detection method into four steps:
1) Data capture;
2) Packet filter;
3) Application-protocol analysis; and
4) A rule-based detection engine.
Different optimisation methods are employed in this IDS. For instance, use of zerocopy in the packet capture and a multi-rule packet filter mechanism improve
performance. RHP-NIDS improves data collection and data analysis. Using the zerocopy technique improves the number of captured packets.
In the second step, RHP-NIDS uses a multi-rule packet filter at the user layer to
reduce the input data. Uninteresting network packets are removed in this step to reduce
data and to protect IDS from attacks. The third step is an application-protocol analysis.
The proposed NIDS takes the application layer into consideration, while a traditional
NIDS only performs analysis up to the transport layer. Applying the application protocol
analysis has the following advantages:
1) Improving the detection rate;
2) Detecting evasion attacks, which are used by attackers to avoid detection; and
3) Boosting the security of the proposed NIDS
Finally, the study [60] uses a rule-based detection engine, which is based on rulebased pattern recognition. This phase looks for interesting packets through complete
matching. A rule-based detection can be applied in protocol-analysis based signature
detection, in protocol-based anomaly detection and in statistical-based anomaly
detection.
Xinidis [61] provides an active splitter architecture, which utilises early filtering to
reduce the load on sensors. To improve scalability, several methods have been proposed
such as EMERALD [40], GriDS [62] and AAFID [63]. These methods have a
hierarchical structure in which low-level IDSs send information to higher level IDSs.
The common intrusion detection framework (CIDF) [64] enables the interoperation
between intrusion detection components in a distributed environment. Mining audit data
for automated models (MADAM) [65] reduces the gap between the discovery and the
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detection of new attacks by using a CIDF. It uses audit data to build signatures for new
attacks. To provide real-time intrusion detection, many papers have improved detection
mechanisms to be able to handle a high volume of traffic. For example, string matching
and regular expression matching are used to provide an IDS with fast analysis [66, 67].
Distributed intrusion detection, hardware-based intrusion detection, and other highspeed methods can be packet-based or flow-based. However, most studies considered in
the literature are packet-based. All these packet-based systems have a privacy concern
because of packet payloads. On the other hand, the spread of encrypted protocol causes
problems for packet-based methods. A flow-based method can avoid some of these
problems but it still needs to work with a packet-based IDS to cover payload-based
attacks.

2.4

Applications of artificial intelligence in intrusion

detection
Artificial Intelligence is a well-studied approach for intrusion detection. Flexibility,
learning ability and adaptability are characteristics of AI based IDSs. ANNs, Fuzzy
systems, artificial immune systems, genetic algorithm (GA) and swarm intelligence
have been widely applied to intrusion detection [10, 15]. This thesis exploits AI-based
classifiers to improve anomaly detection in high-speed networks. Therefore, a brief
overview of the applications of AI methods to intrusion detection is discussed in the
following sections. Scalable AI methods in packet-based intrusion detection will also be
considered.

2.4.1 Learning methods
AI methods are flexible methods and are adaptable to changes in the environment. For
example, ANNs, which are considered in this thesis, are capable of learning and
generalizing noisy and incomplete data. In ANNs, the weight coefficients are initialised
in the first step. A training process is responsible for minimizing error by adjusting
weight coefficients. Figure 2.4 shows different learning methods [10, 20, 68, 69, 70].
The ANNs can be combined with other algorithms in intrusion detection. In these hybrid
models, one can optimise the network structure of another one, for example, EFuNN
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and ENN [10, 71]. An adaptive Neuro-Fuzzy IDS is also a proposed method to detect
intrusions [72].
Learning methods

Supervised

Unsupervised

Semi-supervised

Feed-Forward NN

SOM

LDS

Recurrent NN

ART

TSVM

Figure 2.4. Learning methods

2.4.1.1 Supervisedlearning
The supervised method learns to map inputs to outputs using the correct values defined
by the supervisor. The feed-forward neural network (FFNN) and the recurrent neural
network (RNN) are two important methods, which use supervised learning.
Multi-layered feed-forward (MLFF) NN and radial basis function (RBF) are two
examples of FFNN. The calculation of the distance between inputs and the centres of
hidden neurons is the basis of RBF classification. In comparison with the MLFF BackPropagation (BP), RBF is better for a large amount of data since it is faster [10]. A
hierarchical RBF [73] combines anomaly and misuse detection. This proposed method
enables IDS to detect known and unknown attacks. A comparison between RBF and
MLFF-BP shows that, in misuse detection, MLFF-BP has a better detection rate and
lower false positive than RBF although it takes more training time. RBF has better
performance in anomaly detection compared to misuse detection and has a shorter
training time [10, 73].
An Elman recurrent neural network and cerebellar model articulation controller
(CMAC) neural network are two examples of RNN, which are used for anomaly
detection. A labelled dataset is needed to train and evaluate a supervised IDS. A threelayer RNN is proposed in [74] which compares the performance of the Elman and RNN

19

in misuse detection in computer networks. The results show that the RNN has better
performance.
2.4.1.2 Unsupervisedlearning
There is no supervisor in unsupervised learning and the AI is trained using unlabelled
data only. Unsupervised learning is similar to a statistical clustering, in which they
identify various groups of inputs using the similarity [20]. Self-organizing maps (SOM)
and adaptive resonance theory (ART) are two examples of unsupervised learning. SOM
is an important neural network method used for the anomaly and misuse detection [10].
However, the performance of ART and SOM based intrusion detection are compared
[75]. The results show the higher detection performance of ART on both offline and
online data compared to SOM.
2.4.1.3 Semi-supervisedlearning
The semi-supervised learning method combines the supervised and the unsupervised AI
learning capabilities. In this method, some unlabelled data is provided in the dataset
beside labelled data. When labelling is expensive, this method can be useful even with
less labelled data [68]. The semi-supervised method can act as supervised or
unsupervised learning according to the availability of labelled data. This method is
employed for intrusion detection in several studies [69, 70, 76, 77]. The semi-supervised
learning based method can be trained by both labelled and unlabelled data and has more
accurate prediction compared to unsupervised methods. Low-density separation (LDS)
[78] and transductive SVM (TSVM) [79] are examples.

2.4.2 Optimisation algorithms
Optimisation algorithms can be either deterministic or stochastic. Deterministic
algorithms do not have any random nature and work in a mechanically deterministic
manner. In these algorithms, with the same initial point, there will be the same solution.
On the other hand, stochastic algorithms have some randomness. These algorithms
reach different points whenever they run. Therefore, the results are different even if the
initial points are the same. For example, a genetic algorithm with a random restart is a
stochastic algorithm.
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In terms of type of randomness, stochastic algorithms employ different types. For
example, a very simple and efficient method is using a random starting point for a
deterministic algorithm. This method is efficient in most cases and is easy to implement.
On the other hand, another way of introducing randomness to an algorithm is by using
randomness inside different components of an algorithm. Such algorithms are called
heuristic or more often metaheuristic. For example, genetic algorithms use randomness
for crossover and mutation in terms of a crossover probability and a mutation rate.
Heuristic means to search by trial and error. On the other hand, metaheuristic is a higher
level of heuristics. Metaheuristic algorithms are very important research topics and new
algorithms appear every year.
In terms of mobility point, algorithms are local or global. In local search
algorithms, typical convergence is toward a local optimum, often not to the global
optimum. These algorithms often are deterministic and cannot escape local optima.
However, finding the global optimum is always required for a problem, although it is
not guaranteed to always find global optimality. For global optimisation, a global search
algorithm is needed. Modern metaheuristic algorithms are suitable for global
optimisation [80]. Metaheuristic algorithms with a number of examples are described as
follows. In ANN, these algorithms can be employed in terms of the optimisation of the
structure such as neuron numbers. Furthermore, metaheuristic algorithms are useful for
training ANNs to avoid local minima. There is a diversity of metaheuristic algorithms.
Following is a brief description about some optimisation algorithms [81]:
 Genetic algorithm: Natural genetic variation and natural selection operators are
utilised in this algorithm to evolve a population of candidate solutions.
 Simulated annealing (SA) algorithm: It is based on the steel annealing process.
 Ant colony optimisation (ACO): This algorithm models ant colony behaviour in
finding its shortest path between its nest and food source.
 Particle swarm optimisation (PSO): This algorithm has a population based
search procedure in which particles (individuals) change their position (state) with
time.
Some recent optimisation algorithms include: GSA, and Cuckoo algorithm.


GSA: This is an optimisation algorithm based on the Newtonian gravity [82].



Cuckoo optimisation algorithm: This is a population based algorithm which is
inspired by the life of the Cuckoo bird. The characteristics of these birds in egg
21

laying and breeding are the main factors for researchers to develop this
optimisation algorithm [83, 84].

2.4.3 Scalable artificial intelligent methods in packet-based intrusion
detection
In the increasing network throughput, an intelligent IDS should be able to handle highvolume traffic [85]. This section examines a number of AI-based intrusion detection
techniques for high-speed packet-based networks.
2.4.3.1 Multi-agentintrusiondetectionsystem
A distributed soft computing-based IDS (D-SCIDS) [86] is an agent-based method. The
D-SCIDS consists of several distributed intelligent agents. These agents can
communicate with each other. In this study, three Fuzzy rule-based classifiers were
deployed to detect attacks.
Multi-agent reinforcement learning (MARL) [87] is the next method proposed for
intrusion detection. MARL is used to detect flooding-base DoS (FBDoS) and floodingbase DDoS (FBDDoS) attacks. It has a hierarchical architecture in which there are
sensor agents (SA) and decision agents (DA). SA are responsible for collecting and
analysing state information about the environment and its information about the global
state of the environment is limited. DA receive the information of SA. MARL uses a
hierarchical architecture of DA, which are based on reinforcement learning.
2.4.3.2 DistributedintelligentIDS
DIDS is a solution to handle a high volume of network traffic. It includes several IDSs
that can communicate with each other. A distributed neural network learning algorithm
(DNNL) is proposed in [13]. DNNL is used in a distributed anomaly detection system.
This distributed learning algorithm uses independent neural networks which process
subsets of training data in parallel. The parallel neural networks help to overcome the
problems of concentrated training. Initially, in DNNL, a large dataset is divided
randomly into smaller subsets. Each subset is sent to an independent neural network.
These neural networks are trained by these subsets in parallel. Afterwards, using the
training results of each neural network, new training data are created. Finally, there is
concentrated learning using the new training data [13].
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An IDS can be utilised for either anomaly or misuse detection but a powerful IDS
should be capable of detecting both misuse and anomaly attacks. Two hierarchical IDSs
using radial basis functions (RBF) are proposed in [88]: a serial hierarchical IDS
(SHIDS) and a parallel hierarchical IDS (PHIDS). Both SHIDS and PHIDS include
misuse and anomaly detection. However, PHIDS is deployed to improve SHIDS
performance. These methods are able to have real-time intrusion detection. These
approaches can train new classifiers for novel intrusions then their structures are
modified adaptively.
2.4.3.3 AI-basedensembleIDSs
Traditional IDSs are based only on single-classification techniques. Ensemble IDSs
employ multiple classifiers, which complement the weakness of each other. A
combination of multiple classifiers leads to a decrease in false alarms and improves the
performance. False alarm is an important factor in IDSs. The state-of-the-art IDSs
should generate fewer false alarms, be able to handle a high volume of network traffic
and be adaptable to environmental changes. Ensemble IDS is an example. Multiple base
classifiers are deployed in the ensemble in which the individual predictions of classifiers
are combined to provide an accurate prediction. Ensemble for intrusion detection may
present information at multiple abstraction levels. It also collects information from
multiple sources. This information is understandable at the human level [89].
AI methods are effective to develop ensembles for intrusion detection. In this
regard, a number of studies are listed here: A heterogeneous ensemble of linear genetic
programming (LGP), adaptive neural fuzzy inference system (ANFIS) and random
forest (RF) is proposed [90] for intrusion detection. This ensemble model uses roughdiscrete PSO to select features for the specific class of KDD cup 99 dataset. In the
study, the final ensemble prediction is used to assign weights to classifiers. This
heterogeneous ensemble improves the detection performance of all classes in the
dataset. In the next study [91], base classifiers are C4.5 decision tree [92], Naïve Bayes
[93], K-NN clustering [94], VFI-voting feature intervals [95], and OneR [96] classifiers.
The third study [97] uses ANN and Fuzzy clustering to propose FCANN. Different
homogeneous training subsets were generated in FCANN from the heterogeneous
training set. In the final example, Muda et al. [98] use a combination of clustering and
classification in their model. The K-means algorithm based clustering groups similar
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data in the earlier stage. The output of clustering is classified in the next stage using a
Naïve Bayes classifier.
As it is explained before, most of these methods are packet-based in which privacy
concern and encrypted payloads are the main problems. In this regard, intelligent flowbased analysis can provide a solution with learning ability, and hence it will be
discussed in detail in the following sections:

2.5

Flow-based analysis

An overview of a number of studies about anomaly detection in high-speed packetbased networks has been provided so far. A flow-based method is a scalable method
which lets network administrators have hierarchical intrusion detection. High-speed
IDSs are normally classified into two main groups: packet-based methods and flowbased methods (see Figure 2.5). Packet-based methods, which analyse both packet
headers and packet payloads, are very time consuming. However, they can detect most
attack types. Recently, researchers have used flow traffic to detect anomalies.
A flow record is defined as a group of packets with a number of common
properties which pass a monitoring point in a certain time interval. Each flow record has
a number of features, for example: source IP address, source port, destination IP
address, destination port, packets, octets, TCP flags, IP protocol. A flow-based method
has several advantages over packet-based methods [6, 5]:
 A flow-based anomaly detection method is based only on packet headers.
Therefore, it processes a lower number of flows in comparison to the number of
packets in a packet-based method. For instance, in the University of Twente
network, the ratio between packets exported by NetFlow and packets on the
network was 0.1 [5, 7]. Therefore, it is a suitable option for anomaly detection in
high-speed networks.
 A flow-based method is more efficient computationally in terms of memory and
time.
 Flow-based analysis also decreases privacy concerns in comparison with the
packet-based method, due to the absence of payload.
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 The spread of encrypted protocols is a challenging issue for packet-based
systems and it is addressed in flow-based methods.
 Moreover, a flow-based method is supported by routers and relies on existing
network elements.

Since a flow-based method cannot detect attacks related to payloads, it can be
deployed as an early warning system for a number of specific attacks. This approach
will be complementary to traditional packet-based methods [7, 99]. A network
administrator can use a flow-based method to have hierarchical anomaly detection and
to reduce the computational load on high-speed networks. This research aims to
consider the application of flow-based analysis in detecting anomalies in high-speed
networks.
NetFlow, which is a Cisco proprietary protocol, is an example of a flow generator,
which is enabled in Cisco routers to provide network flows [7]. Service providers use
NetFlow for the prediction of network growth, resource management and anomaly
detection. Flow-based monitoring is capable of processing high volumes of data. There
are different flow-based monitoring tools such as FlowMon probe and nProbe which are
suitable for Gigabit speed networks [100].

Packet-based anomaly detection:
- Able to detect all attack types
- Very time consuming

Flow-based anomaly detection:
- Processes less traffic
- Requires less memory and time
- Decreases the privacy concerns
- Is not affected by encrypted payload
- Can be enabled on existing network elements
Figure 2.5. Anomaly detection methods
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2.5.1 Attacks detected by flow-based analysis
A flow-based NIDS can be implemented in high-level routers to complement packetbased intrusion detection [7]. In an ideal world, the attacks detected by a flow-based
NIDS should also be detectable by a packet-based NIDS. In high-speed networks this
may not be possible mainly because of limitations such as the high resource requirement
of a packet-based NIDS. These different NIDSs can cover different categories of attacks
in the real world [101]. The flow-based method is applicable only for volume-based
anomalies such as DoS, scans, worms and botnets, which cause volume changes in the
traffic. These anomalies change the distribution of a number of flow features such as the
flow size, source/destination IP and source/destination port (see Table 2.1). Several
studies consider flow-based intrusion detection [102, 103]. A brief description about
attacks detectable in flow-based methods is as follows [7]. These attacks are called
volume-based anomalies as they cause changes in the volume of flow traffic.
 DoS attacks deny authorised users from using the resources. Attacks related to
packet payload cannot be detected with flow-based NIDS [7]. DoS attacks,
which overload the network, are easily detectable by this method. On the other
hand, semantic DoS attacks that are related to payload contents are impossible to
be detected by a flow-based method;
 Probing attacks scan networks and collect information about some specified
valid IP addresses to find vulnerabilities to use for future attacks;
 Botnets are a number of computers, which are infected with malicious
programs. These computers may operate against their owners’ intentions; and
 Worms programs that replicate and can propagate.

Recall that a flow size is the number of packets in a flow. Volume-based anomalies
mostly have small sized flows. On the other hand, some unusual activities in the
network cause changes in the features of flow traffic and they generate large flows. For
example, Flash Crowd is defined as a large demand for a specific service on a server
(see Table 2.1) [104]. These activities have large sized flows and they affect the
destination IP/port.

26

Table 2.1. Flow features affected by anomalies
Anomaly
Label
DoS
Flash Crowd

Port Scan

Definition

Traffic feature distribution affected

Denial of Service attack
(distributed or single-source)

Destination IP, destination port

A large amount of unusual demand
to a single destination

Slightly changes source IP/port, destination
IP/port, flow size

Send probe packets to a large
number of ports on a host to find
the available services

Mainly source IP/port, and destination IP
Slightly affects destination port and flow size
Mainly source IP and destination port

Worms

Infecting other systems to exploit a
vulnerability

Slightly affects destination IP, source port,
and flow size

NetFlow has two components: NetFlow exporter and NetFlow collector. DDoS
attacks affect both the flow exporter and the flow monitoring system. In DDoS attacks,
the flow exporter uses a number of rules to manage its internal memory. However, in
extreme cases, for systems analysing the flows, such as IDSs, there are various
problems. The behaviour of flow monitoring applications under DDoS attack is
investigated in [105] using a simple queuing model.
There are two types of DoS attacks: semantic and brute-force attacks. Some types
of brute-force attacks, causing a great change in flow traffic, have an impact on the
monitoring application. Since a DDoS attack uses several attackers, it generates a high
volume of SYN packets and causes a great change in the flows. In this attack type, the
attacker can exhaust the flow cache, which is the internal memory, and which is very
fast. In DDoS attacks, each SYN packet generates a flow record so the flow cache will
be full.
The paper [105] considers the changes of flow traffic when there is a DDoS attack,
then a simple queuing model is proposed to describe the behaviour of a flow monitoring
application under DDoS attack. The results show that the changes in the flow traffic
affect flow monitoring. This affects both attack and normal flow traffic. DDoS attacks
also affect some flow features. For instance, the DDoS flow record will be smaller and
shorter, and the number of aggregated packets in a flow record will also be decreased in
DDoS traffic. These changes in flow characteristics affect monitoring applications.
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2.5.2 Existing flow-bsed IDSs
Some flow-based IDSs are described in the following sections.
2.5.2.1 HiFIND
There are two methods to evade an IDS:
1) Using a DoS attack; and
2) Fooling the IDS to generate a lot of false positives. The higher the rate of false
positive alarms, the more that real alerts are ignored.
Current IDSs are vulnerable to DoS attacks. In this regard, the resiliency of IDS against
attacks is very important. A high-speed flow-level intrusion detection system (HiFIND)
[2] is proposed. HiFIND is an online DoS resilient system for high-speed networks.
Sketches are used in this system to record flow-level traffic. The recorded traffic is
the basis for statistical intrusion detection. A sketch is a one-dimensional hash table used
for storing information. Compact sketches from multiple routers are aggregated to
detect intrusion. In HiFIND, the traffic is recorded in each router using sketches. The
sketches over multiple routers are aggregated into a new sketch. Then, a time series are
applied and the forecast sketches are obtained. Forecast sketches give a forecast error,
which is the key metric for detection in HiFIND. It records traffic for specific keys.
HiFIND uses two-dimensional (2D) sketches, which have a set of flow-derived fields
for each dimension. The 2D sketches are employed in HiFIND to distinguish between
different types of attacks. This method is employed to detect SYN flooding and port
scans. Compact sketches from multiple routers are aggregated to detect intrusion.
HiFIND can be used as a black box and can connect to high-speed routers of ISPs
without any negative impact. HiFIND includes two parts: the recording stage and the
detection stage. First, attacks are detected using reversible sketches. The 2D sketches
are used in the second step to reduce the false positives for port scans introduced by a
SYN flooding attack. Finally, the heuristics are utilised to reduce the false positive rate
of SYN flooding attacks. The paper claims that HiFIND is resilient against negative
effects of attack and uses a small amount of memory. For instance, in respect to attack
resiliency, one possible attack is creating a collision in hash tables of sketches to
introduce false positive or false negative errors. Reverse engineering of hash functions
of sketches is required to create collisions. However, inferring the parameters from
input and output of sketches is difficult because the interval parameters of hash
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functions, which are used by sketches, and the functionality sketches, which are
archived, are independent. Consequently, attacks on HiFIND are very difficult [2].
In summary, in HiFIND architecture, initially, the network traffic is recorded with
sketches using the UPDATE function in each router. The sketches over multiple routers
are aggregated into one sketch. The author applies different time series analysis methods
for aggregate sketches to obtain the forecast sketches for change detection by the
COMBINE function. By subtracting the forecast sketch from the current one, the
forecast error sketches are obtained. A large forecast error shows that there is an
anomaly. The author argues that the streaming data recording process should be done
continually in real-time but with a detection process which is run at intervals with more
memory [2].
2.5.2.2 Artificialintelligence-basedflowanomalydetection
Flow-based methods can learn the behaviour of normal traffic to provide high
performance and detect new attacks. Therefore, intelligent flow-based analysis is a
valuable method for high volumes of traffic.
Various Artificial Intelligence methods are deployed in intrusion detection, for
example [10-17], ANNs, fuzzy logic and genetic algorithms GA, and evolutionary fuzzy
neural networks and evolutionary neural networks-based IDSs. However, these
intelligent systems are not suitable for high-speed networks, as they need to analyse all
packets. Several researchers have considered the application of intelligent methods in
large datasets [106]. In addition, different AI methods have been used in flow-based
intrusion detection such as: statistical methods, data‐mining methods and support vector
machines (SVMs). Statistical techniques are used for flow-based anomaly detection in a
controlled environment, which represents consistent patterns of network activities [103].
This is used for the prediction of future activities and any deviation from the forecast is
an anomaly. According to the results, the proposed method can be used in real-time
anomaly detection.
A flow-based IDS [107] is provided using five learning algorithms, SVM, C4.5,
AdaBoost, Naïve Bayesian and RIPPER, to classify encrypted traffic. The results show
that C4.5 has the best performance in the classification of traffic. However, the traffic is
limited to SSH and Skype protocols.
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Hidden markov model (HMM) [108] and data mining and visualisation [109] are
other intelligent methods used to detect anomalies in flow traffic. A HMM-based IDS
has a low false positive rate and a high detection rate but it spends a long time
modelling normal behaviour. The privileged transition flows are used in an improved
HMM-based IDS, which reduces computational costs and improves performance [108].
In another example, a combination of data mining and an optimised visualisation
technique is used to increase the detection rate of botnets in flow-based traffic [109].
The next study considers the application of three algorithms - Bayesian networks,
decision trees and MLP - in the classification of flow-based traffic [110]. Because of the
flexibility of AI methods for learning and detecting new attacks, this thesis will use
these methods to improve the efficiency of flow-based anomaly detection.
2.5.2.3 Hardware-basedflowanomalydetection
Software-based IDSs can adapt to new attacks quickly but they have limited detection
speed. On the other hand, hardware-based IDSs have higher detection speed while they
are ineffective against unknown attacks.
An improved Block Based Neural Network (BBNN) [11], which is an intelligent
learning algorithm, is integrated with a high-frequency Field-Programming Gate Array
(FPGA). This combination provides flexibility to learn and detects unknown attacks
with a high detection rate and a low number of false alarms. A flow-based DARPA
dataset is also generated [11] to evaluate the proposed hardware-based IDS. The results
show that it has real-time intrusion detection.

2.6

Flow-based anomaly detection in sampled traffic

The increasing network throughput causes an issue for network managers in monitoring
this high-volume traffic. Monitoring devices should be efficient enough to handle such
traffic. One possible way is using sampling methods. Sampling methods are useful for
monitoring and traffic engineering (TE). Sampling methods are used at routers, for
example, Cisco’s NetFlow and Juniper’s Traffic Sampling [111]. The sampling helps
routers to decrease the measurement overhead in their CPU, and memory. Also,
sampling decreases high bandwidth usage, which is used for transporting the collected
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data records [112, 113]. In other words, for traffic measurement in high-speed networks,
sampling methods are required.
Researchers have proposed various sampling methods most of which concentrate
on preserving the volume characteristics of the monitored traffic such as the number of
transferred bytes, packets and flows. The impact of sampling on monitoring is mature
study, however, the effect of sampling methods on anomaly detection has only been
considered in recent years. Therefore, the impact of sampling methods on anomaly
detection is an open issue [112]. In fact, sampling severely harms the effectiveness of
anomaly detection and data analysis algorithms [112]. Pattern recognition and statistical
traffic analysis are the basis of these analysis algorithms, therefore, the distortion of
traffic features can enhance the error rate by changing the traffic characteristics, which
were the assumption of underlying -methods [113].
Sampled traffic is the input for anomaly detection methods to detect attacks such as
DoS attacks and worms. However, the traffic statistics such as mean rate and flow size
distribution are negatively affected by sampling methods. As the region of information
where anomaly detection operates is different from TE, a comprehensive sampling
method is required to cover both [114, 115].
The size of a flow is widely used in sampling algorithms. A significant number of
packets are present in large-sized flows, which are important for monitoring. Therefore,
the traditional sampling methods are biased towards large-sized flows. However, these
methods can corrupt anomaly detection because anomalies have often flows with small
sizes [104].
This section addresses the issues associated with the impact of sampling on
anomaly detection. Anomaly detection assumes that any deviation from normal
behaviour suggests the presence of anomalies. Network anomaly detection techniques
[116] analyse the network traffic and the characterisation of the dynamic statistical
properties of traffic normality to provide accurate network anomaly detection. However,
in anomaly detection, based on the observation, a large part of the information is
contained in a small fraction of flows [104].
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2.7

Sampling methods

Network administrators need to monitor and analyse network traffic to manage it and to
ensure that it operates reliably. There are a large number of flows on high-speed links,
and hence, storing and processing all flows with limited resources is a challenging issue.
In this regard, sampling methods provide a suitable solution to collect statistical
information about flows. In sampling methods, the conclusion about the behaviour of
the whole traffic is drawn using partial observation of the traffic.
Anomalies may affect different flow features. For example, DoS attacks change the
distribution of destination ports/IPs. Therefore, a suitable sampling method should take
important features into consideration. In other words, a sampling method should not
affect anomaly detection significantly [104]. To make the sampling method scalable and
accurate, information loss should be minimised. Inaccurate sampling can lead network
administrators to react inappropriately. Several studies consider sampling issues within
high-speed networks. Based on the sampling point, there are two categories [117]:
 The online method: This is performed at the flow exporter and it samples at
routers when they capture packets; the online method reduces memory
requirements at routers. The data communication from the router to the collector
is decreased in this method.
 The offline method: This method samples flows at flow collectors after
receiving flows from flow exporters. The offline method reduces the data
communication from the collector to the analysing points and, hence, they
reduce the processing and memory requirements.

2.7.1 Ideal sampling technique
The characteristics of an ideal sampling method for anomaly detection are described as
follows [113]:
1) Using an ideal sampling method, the samples of the input flows should be in the
maximum rate allowed by the available memory budget.
2) The selection of the number of samples and their distribution in an ideal model
should cause minimum loss of information. Therefore, the sampled traffic
should have similar information to the original traffic (as much as possible).
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3) Each

flow

has

five

basic

features:

source/destination

IP

address,

source/destination port and protocol. Also, there is additional information such
as timestamp, number of bytes, etc. These features are the input for the detection
procedure. The statistics of the features are computed using anomaly detection
methods. Therefore, these statistics have to be preserved in sampling methods as
much as possible.

2.7.2 Sampling rate
Different methods have been proposed to determine sampling rate. For example [7,
118]:
1) Static sampling: This takes the worst traffic conditions into consideration to set
the sampling rate.
2) Adaptive sampling: In sampling, various sampling methods have been
proposed, for example, adaptive sampling techniques [119, 120] select the
sampling rate based on the current traffic. This method provides better traffic
statistics.
In NetFlow, the operator needs to specify a fixed (static) sampling rate which is
selected based on the worst situation. Therefore, adaptive sampling is a solution for this
tool. However, Cisco’s NetFlow still uses static sampling because of two problems:
i) Adaptive sampling uses complex algorithms and data structures which are
difficult to implement in hardware;
ii) In addition, it uses a large amount of CPU.

The impact of several packet and flow sampling techniques on specific anomaly
detection algorithms is investigated in [112, 114]. According to the results, the packet
sampling introduces fundamental bias which decreases the detection performance of the
algorithms and dramatically increases false positives.

2.7.3 Existing sampling methods
Based on types of sampling, there are two groups:
1) Packet sampling which samples network packets; and
2) Flow sampling in which traffic is aggregated into network flows first and then
the sampling is applied to the flows.
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Different types of sampling methods are described below (see Figure 2.6) [7, 112, 104,
114, 121].
Systematic sampling
Packet sampling

Random sampling

Adaptive packet sampling

Sampling methods

Random flow sampling
Smart flow sampling

Flow Sampling
Sample-and-hold flow sampling
Selective flow sampling

Figure 2.6. Categories of sampling methods

2.7.3.1 Packetsampling
A number of important types of packet sampling methods are discussed as follows:
 Systematic packet sampling: With this method, a time interval or a sequence of
packet arrivals is used to sample a packet.
 Random packet sampling: This method uses the probability distribution
function as the basis of its sampling. NetFlow, which is used for Cisco routers,
uses the random packet sampling method. There are two types of random
sampling:
o n-in-N sampling, in which n packets are sampled out of a sequence of
N packets. This method is used in Cisco’s NetFlow [7].
o Probabilistic sampling, which assigns a probability to each packet.

Random packet sampling is described in Figure 2.7 [112]. The impact of
random packet sampling on the blaster worm anomaly is investigated in [122,
123]. The results show that the effect of sampling on entropy-based metrics is
less than on volume-based metrics. Therefore, entropy-based metrics are more
appropriate for anomaly detection purposes.
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Sample a packet with a probability p<1

The sampled traffic is classified into flows using special features.

Flows are terminated by one of the following circumstances:
•A default timeout of 1 minute
•Explicit TCP protocol semantics
Figure 2.7.Random packet sampling
-

Adaptivepacketsampling
Application of packet sampling on network traffic measurements is investigated
in [124, 125], mainly for traffic analysis, planning, and management purposes.
Researchers have proposed schemes that follow an adaptive packet sampling
approach in order to achieve more accurate measurements of network traffic
[126, 127].
Adaptive sampling has costly maintenance. Therefore, this method is not
widely implemented in routers. An adaptive NetFlow (ANF) performs according
to the following order:
1) Sampling all packets;
2) Collecting flow aggregate in a table;
3) Reducing the packet sampling rate for future when the memory
becomes full; and
4) Updating all flow entries in the same time (renormalisation procedure)
[118].
This method is beneficial because it chooses a new sampling rate based on
traffic conditions. Therefore, the fraction of discarded flows corresponds to the
traffic distribution. According to step 2, there is a table of active flows in the
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adaptive NetFlow [120], which decreases the sampling rate when this table is
full and then, updates the table entries.
Another packet sampling method is proposed in [128]. The proposed
method tries to decrease the impact of sampling on the anomaly detection.
Therefore, it samples malicious packets with higher probability.
Implementation of packet sampling is easy, but it causes a serious bias in
flow statistics [129, 124], while the statistical properties of the whole traffic will
be estimated using the sampled data. Compared to packet-based sampling, flow
sampling preserves the flow distribution more effectively.
2.7.3.2 Flowsampling
In Flow sampling, the traffic is aggregated into network flows. As opposed to packet
sampling, flow sampling is applied to all flows instead of packets. Flow sampling is
more accurate than packet sampling. However, it needs more memory and CPU power
[113]. Various methods have been proposed to decrease memory requirements, for
example, Smart sampling [129] and sample-and-hold [130]. A flow-based traffic has
heavy-tailed distribution for packets and bytes [113]. In this distribution, the majority of
flows have small sizes, and a few of them have large sizes (called elephant flows which
carry a large number of packets). On the other hand, although there are a large number
of small flows, called mice, they carry little Internet traffic [131]. Due to the unbalanced
number of small and large flows, the aforementioned sampling methods provide a
biased output. These sampling methods have bias towards elephant flows, as they are
vital for efficient bandwidth management. These methods cannot capture small flows,
which are the source of a large number of attacks [112]
However, these sampling methods can corrupt anomaly detection because
anomalies mostly have a small size. In this way, a sampling method which is able to
sample small flows with a higher priority improves anomaly detection. Most studies
about sampling methods focus on effective network traffic accounting, and not on
anomaly detection. Some important flow sampling methods are discussed as follows:
 Random flow sampling
Random probability is used in random sampling to select flows. First, random
flow sampling classifies packets into flows. Then, each flow is sampled with a
probability p < 1 [112].
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 Smart sampling
A random flow sampling method seems to be an ideal option for traffic
engineering and anomaly detection but it has poor scalability and heavy resource
requirements. This is why administrators avoid the widespread deployment of
this method. In this regard, smart sampling, which requires fewer resources, is
proposed [129].
Smart sampling proposed in [129] is a size-dependent flow selection
algorithm. This technique is a probabilistic sampling in which each flow is
sampled with a certain probability [132, 133]. Smart sampling is a type of flowbased sampling that focuses on the selection of large flows. The reason is that
omitting large flows can cause substantial errors in network administrators’
estimation of original traffic behaviour. If S  xi : i  1,..., n is a set of flow
sizes, smart sampling selects a flow of size x with a probability p(x). The
probability is defined according to Eq. (2-1).

x / z
p ( x)  
1

xz
xz

(2-1)

where x is the flow size in bytes and z is a threshold. According to Eq. (2-1),
flows that are larger in size than z are sampled with probability 1. On the other
hand, flows smaller than z are sampled with probability proportional to their
size. In Smart sampling, the sampling rate is controlled by the sampling
threshold. This sampling scheme is suitable for detecting anomalies that are
caused by large flows [134, 112, 104]. For example, z = 40000:

xi  z

Flow 1, 40 bytes

Flow 2, 5350789 bytes

xi  z

xi  z

Flow 3, 4000 bytes

: p ( xi ) 

:

xi
40

 0.0001  0.1%
z 40000

p( xi )  1  100%

xi
4000
: p( xi )  z  40000  0.1  10%

Researchers have realised that the distribution of traffic features is changed
in sampling procedures [112]. This negatively affects the flow-based anomaly
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detection. Smart sampling concentrates on large flows which carry more
information than small flows. Therefore, it is a suitable method for traffic
monitoring. As most malicious flows have small sizes, smart sampling is not
applicable for anomaly detection [104].
 Sample-and-holdmethod
In this method, a flow table lookup is performed for each incoming packet to
check whether a flow entry exists for it [130]. The procedure of this method is
shown in Figure 2.8. In spite of random packet sampling, the sample-and-hold
method updates a flow entry by all the subsequent packets when it is created.
Therefore, a flow table lookup for all of the incoming packets is required. This
method decreases the memory size for the flow table because it is biased towards
large flows which is called “elephant” [112].
Perform a flow table lookup
for each incoming packet.

Yes

Does a flow entry
exist for the
incoming packet?

No

The packet is randomly sampled and a flow
entry created with a probability hs. This is
chosen when each byte is sampled with the
probability of h.

The entry is updated.

The sampling probability for the packet of
size s is
Figure 2.8. Sample and hold method
 SelectiveSampling

It is shown [124] that flow sampling improves estimation accuracy of flow
statistics. Therefore, flow sampling is more suitable for anomaly detection
purposes. In addition, it is shown that small flows are usually the source of many
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network attacks (e.g., DDoS, port scans, worm propagation) [116]. Therefore, to
have high anomaly detection performance, these flows should be preferentially
selected.
To address the poor anomaly detection of smart sampling, selective
sampling, which targets small flows, is proposed. Selective flow sampling is
suitable for anomaly detection [116, 135, 136, 137]. The selective sampling
method selects an individual flow with probability p(x) as shown in Eq. (2-2)
[104, 136]:

c
p ( x)  
z / n  x

xz
xz

(2-2)

where x is the flow size in packets, 0  c  1, n  1 and z is a threshold
(measured in packets). According to Eq. (2-2), flows that are smaller in size than
z are sampled with a constant probability c. On the other hand, flows larger than
z are sampled with probability inversely proportional to their size. If the
parameter c is defined appropriately, a significant proportion of small flows can
be selected without decreasing anomaly detection effectiveness. In addition,
increasing the value of parameter n may cause the selection of large flows to be
further decreased.
Selective sampling and its impact on a sequential non-parametric changepoint anomaly detection method are studied in [136]. According to the results,
even with a small sampling rate the performance of the anomaly detection
method is better than random flow sampling and smart sampling. In addition, for
DDoS attacks, worms, botnets and port scans, selective sampling is valuable and
it can preserve the changes in the entropy of small flows [104].

2.7.4 Limitations of sampling methods
Sampling is a well-known method to help network managers to monitor and analyse
high-speed network traffic. It is an important method to reduce memory usage and
packet processing time. However, sampling methods cause the loss of information and
have negative impact on the accuracy of anomaly detection.
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In respect of sampling, the results of recent research [112, 138] show that flow
sampling can estimate the flow statistics more efficiently. Therefore, flow sampling is
more suitable for anomaly detection. However, a number of anomalies can change the
distribution. Therefore, a suitable sampling for anomaly detection should preserve the
distribution as much as possible. Using an entropy value, the distribution of flow
features is examined to identify any changes in the distribution.
Some important flow features for anomaly detection are: source/destination IP,
source/destination port, and flow size. The entropy method can be used to investigate
the impact of sampling methods on the distribution of flow features. Distribution of
each feature has a specific meaning which can be used by different methods to detect
anomalies. An adaptive, feature-aware sampling technique, which is designed for
anomaly detection is proposed in [113]. This method is based on two main ideas:
1) Sometimes, the same feature value occurs frequently in the original set. In this
situation, the method adds this value to the same sampled set.
2) This method computes moment values from the original data before the
sampling procedure. This is helpful because it retains exact statistical
information about the original set. This statistical information can be used either
for sampling techniques or for subsequent anomaly detection. This technique,
called late sampling technique, is very useful for any anomaly detection
method.
The effect of four sampling methods on the performance of a wavelet-based
volume anomaly detection method and two port scan detection algorithms is
investigated in [112]. All four sampling methods degrade the detection rate and the false
positive rate of anomaly detection methods. In respect of anomaly detection, selective
sampling is proposed [136] but it only focuses on small flows and it does not sample a
large number of packets included in large flows.
Table 2.2 shows a comparison of four sampling methods [112, 129, 130]. Sampling
methods are also compared in [113]. According to the comparison, sampling methods
often focus on traffic monitoring and do not preserve the traffic features required for
anomaly detection. It is shown in [114] that the random packet sampling method distorts
traffic features, which are important for various port scan detection methods. The paper
also shows a number of fundamental biases in the data from sampling:
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1) Sampling methods reduce the deviation of local variance from global variance.
This negatively affects the performance of the wavelet-based volume anomaly
detection method.
2) Sampling methods shorten flow size distribution. This may affect scanner
detection methods to provide high false positive and false negative ratios
because the source access patterns are the basis of scanner detection methods.

The sampling methods in Table 2.2 use different parameters for sampling. The
paper [112] uses resource consumption, such as CPU and memory usage, as metrics to
provide comparisons. The paper sets the parameters of these four sampling methods to
sample the same number of flows because the anomaly detection results related to
different sampling methods are comparable if the total numbers of sampled flows are
the same. All sampling methods in Table 2.2 have negative impact on anomaly
detection.
Another comparison between different sampling methods [112] also shows that the
majority of sampling methods do not pay sufficient attention to preservation of the
traffic features for anomaly detection. In this paper [112], the authors also consider the
impact of sampling methods on the performance of anomaly detection algorithms. The
results show that packet sampling introduces bias and decreases detection rates. Flow
sampling is suitable for anomaly detection because it improves the estimation accuracy
of flow statistics (see Table 2.3) [113]. Distribution of each feature has a specific
meaning which can be used by different methods to detect anomalies. This thesis will
address the negative impact of sampling methods on flow-based anomaly detection
through the development of appropriate algorithms.
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Table 2.2. Comparison of different sampling methods

Sampling

Advantages /disadvantages
Advantages:
This is the easiest method to implement. There is low CPU power and memory

Random

requirements.

packet
sampling

Disadvantages:
According to [112], the flow shortening effect of this method causes a high
number of false positives in port scan detection. This method is inaccurate for
inference of flow statistics such as the original flow size distribution.
Advantages:
The flow sampling method could improve accuracy compared to packet
sampling. Among flow sampling methods, random flow sampling has the least
distortion of the important traffic features for volume-based anomaly detection.

Random

The aim of proposing this method was improvement in the estimation accuracy

flow

of flow statistics. This method seems to be an ideal option for both traffic

sampling

engineering and anomaly detection.

Disadvantages:
The main problems of this method are poor scalability and heavy resource
requirement. These reasons are why administrators avoid the widespread
deployment of this method.
Advantages:
This method requires less resources than random flow sampling.
Smart
sampling

Disadvantages:
In terms of anomaly detection, this method performs poorly. This method cannot
capture small-sized flows, which are the source of a large number of attacks.
Advantages:
Similar to Smart sampling, this method requires less resources than random flow

Sample

sampling.

and hold
Disadvantages:
In terms of anomaly detection, this method, similar to Smart sampling, performs
poorly.
42

Table 2.3. The impact of different sampling methods on anomaly detection
Preservation of

Preservation of

traffic volume

traffic distribution

Random flow sampling

Suitable

Particularly suitable

Particularly suitable

Sample and Hold sampling

Suitable

Not suitable

Not suitable

Smart sampling

Suitable

Not suitable

Not suitable

Selective flow sampling

Not suitable

Not suitable

Suitable

Sampling method

2.8

Anomaly Detection

Problems and limitations

Intrusion detection is a significant issue in computer networks. Nowadays, the networks
operate at high-speed, and analysing all packets decreases the quality of the service.
This chapter presented a critical review of existing methods of intrusion detection in
high-speed networks. High-speed IDSs are classified into two main groups: packetbased methods and flow-based methods. Several packet-based methods for high-speed
networks are described in this chapter, including hardware-based methods, and
distributed methods. Previous methods are often packet-based methods in which both
packet headers and packet payloads are analysed. Packet-based IDSs face different
limitations. For example, they have privacy concerns because of analysing payloads
which contain private data. In addition, the spread of encrypted protocols is a
challenging issue for payload-based systems. The flow-based method addresses these
problems. It is a promising method because: 1) Flows are monitored by specific existing
modules at routers. 2) Flow-based IDSs have to analyse considerably lower traffic. 3)
Unlike packet-based methods, flow-based IDSs are not affected by encrypted protocols.
4) Flow-based IDSs decrease the privacy concern because they only analyse packet
headers. Therefore, the flow-based method will be considered in this thesis.
Efficient classifiers should be used in the flow-based methods to detect anomalies.
Because of the flexibility of artificial intelligent methods in learning and detecting new
attacks, researchers have been considering the application of intelligent methods in
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high-speed networks. In this chapter, this area in which hardware-based intelligent IDS,
and distributed intelligent IDSs are examples is also reviewed.
Most previous studies are related to intelligent anomaly detection in packet-based
traffic. Flow-based methods can also provide high performance if they can learn the
behaviour of normal traffic and detect new attacks, and hence intelligent flow-based
anomaly detection is a valuable method in high-speed networks. In anomaly detection,
high performance and low false alarms are two important criteria. In this thesis, an
ANN-based flow anomaly detector will address these requirements. As flow-based
anomaly detection is a recent issue, there are few papers, which have considered the
application of AI methods in analysing flow traffic. However, as the flow-based method
can only detect volume anomalies, it cannot be a replacement for the packet-based
method, and it is the complement of traditional packet-based IDSs. Flow-based IDSs
can detect anomalies in earlier stages.
Another issue in high-speed networks is the limitation of processing resources.
While flow-based methods can reduce the traffic, analysing these large numbers of
flows is still very time consuming and needs large memory. In this regard, sampling is
an important concept to be exploited. The sampling methods help routers to decrease the
measurement overhead in their CPU, memory and bandwidth. Sampling techniques are
deployed at different routers such as Cisco’s NetFlow and Juniper’s Traffic Sampling
[111] to cope with increasing volume of flow traffic. As monitoring is an important task
in high-speed networks, traditional sampling methods usually aim to provide suitable
information for monitoring, while they affect anomaly detection negatively.
The researchers [112] realised that a numbers of important traffic “features” are
distorted by sampling procedures. This negatively affects different anomaly detection
techniques. Therefore, investigating the impact of sampling on anomaly detection
performance is an open issue and will be investigated in this thesis.
The sampling method, which is used in Cisco’s NetFlow is n-in-N sampling in
which n packets are sampled out of a sequence of N packets [7]. The size of a flow is
vital in sampling because attacks mostly are small-sized. Due to the unbalanced number
of small flows and large flows, sampling methods mostly provide a biased output and
they have bias towards large flows important for efficient bandwidth management
[131]. This feature can be used in sampling methods to preserve more information.
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Research gaps which will be addressed in this thesis are as follows:
• Problem1: Packet-based anomaly detection in high-speed networks is costly and
time-consuming.
• Problem2: Sampled flow traffic is widely used in networks while it negatively
affects the performance of flow-based anomaly detection.
• Problem3: The lack of appropriate public benchmarked flow-based datasets makes
it difficult to provide a comprehensive comparison among existing anomaly
detection methods.

The next chapter will explain the research method used in this thesis and it will
define research questions, hypothesis and the methodology. The research questions in
the next chapter will be based on the problems and limitations of existing intrusion
detection methods discussed in this chapter.
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3

METHODOLOGY

The overall framework used in this thesis is discussed in this chapter. This chapter also
contains research questions and hypotheses. It provides a detailed description and
evaluation of the methods employed, and the procedures used in the investigation. The
scope and aims of the research are also described in detail.

3.1 Research questions
From the problems and limitations discussed in the previous chapter, there are a number
of important research questions to be addressed in the field of flow-based anomaly
detection in high-speed networks. The research questions identified are:
1. What is the most effective sampling method that can be proposed to handle more
traffic?


How can flow features be used to propose a sampling method to improve
anomaly detection performance compared to other sampling methods,
and to decrease the negative impact on the detection rate?

2. How can AI-based classifiers be optimised to provide better performance and
fewer false alarms than state-of-the-art techniques in high-volume flow traffic?
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3.2 Hypotheses
The research questions are addressed by the following hypotheses:


Flow-based anomaly detection is suitable for high-speed networks because it
analyses only packet headers. This method is beneficial for detecting specific
attacks in the early stages. However, to handle more traffic in a flow-based
anomaly detector, sampling techniques may be employed. Sampling methods are
used in network management to decrease the required processing resources.
Packet sampling is applied to packets at routers before flows are generated.
However, flow sampling is performed on flows. Packet sampling is inaccurate
for inference of flow statistics. Flow sampling may thus be more beneficial in
preserving the distribution of flow features such as flow size distribution.



Sampling techniques in network traffic affect flow-based anomaly detection
negatively. Improving sampling techniques helps to handle more traffic with
minimum error. In many attacks, flows have small size, while large flows are
important for the monitoring of the networks. Traditional sampling methods
have been biased towards large flows to provide an efficient monitoring service.
We aim to optimise traditional sampling methods to sample small flows to
improve the performance of anomaly detection. In this regard, we will make use
of an adaptive probabilistic sampling method, which handles benign and
malicious traffic differently. With this technique, we will be able to sample large
flows of benign traffic and small flows of malicious traffic.



Sampling methods distort traffic characteristics, and the distribution of a number
of important flow features is changed. This negatively affects anomaly detection
methods. We aim to develop a sampling method which takes different flow
features into consideration. This method may have less distortion of flow
features. Volume anomalies such as DDoS attacks generate a large number of
flows. These anomalies change the distribution of flows to an attacked IP
address. Therefore, we plan to utilise flow features to propose a sampling
method which samples attacked IP addresses with greater priority. We will make
use of a probabilistic sampling method which can capture victim IP addresses
with a higher probability. This method will enable us to detect victim IPs which
are the target of volume anomalies.
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Artificial neural networks provide high performance classifiers to detect
anomalies in flow traffic. We will improve the performance of artificial neural
network classifiers using hybrid state-of-the-art optimisation methods. A
combination of these methods may help to consistently detect all malicious
flows. By training the hybrid ANN classifier, we will be able to detect new
attacks in flow traffic. This classifier is a supervised method which will be
trained and tested by labelled data. For networks where labelling of traffic is
difficult, we will develop a semi-supervised method which needs only a small
number of labelled data.

3.3 Research methodology
The three major steps of the methodology of this thesis are shown in Figure 3.1.


Preliminary investigation: In Figure 3.1, initially, intrusion detection
techniques in traditional networks are investigated to find the challenging issues.
Next, a survey about intrusion detection techniques in recent high-speed
networks is provided. The authors selected flow-based anomaly detection in
high-speed networks to be considered in this study. Flow-based anomaly
detection is a scalable method, which increases the processing speeds. Flowbased methods and their applications in high-speed networks are studied. AIbased anomaly detection as a flexible method in detecting new attacks is also
described in this phase and then, its performance in modern networks is
considered. Most AI-based anomaly detectors are used in packet-based traffic.
The next step of this phase is identifying problems. In this regard, the
requirements and limitations of flow-based methods are considered to identify
the research gap. Flow-based anomaly detection systems need to employ
scalable classifiers to improve the accuracy. Many flow analysers use sampling
methods to handle the high volumes of flows. Different sampling methods and
their impact on anomaly detection are discussed in this phase. An adaptive
sampling method needs to be proposed to improve anomaly detection in sampled
traffic.
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Investigate intrusion detection
area in high-speed networks

Preliminary
investigation

Identify problems

Develop anomaly
detectors

Design phase

Propose sampling
methods

Generate flow-based
datasets

Performance analysis
Test and
evaluation

Figure 3.1. Research methodology



Design phase: An efficient classifier is required to process flows and detect
anomalies. A number of supervised ANN methods are optimised in this phase to
detect anomalies accurately. However, due to the difficulty in labelling data, a
semi-supervised anomaly detector, which works with both labelled and
unlabelled data, is also required to be examined. Both supervised and semisupervised anomaly detectors need to be evaluated and compared in terms of
accuracy, and false alarm rate.
In the second step of the design phase, the impact of existing sampling
methods on the performance of the anomaly detection classifiers is investigated
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to find the affecting factors. However, the performance of these classifiers needs
to be improved to provide a high detection rate in sampled traffic. Proposing an
adaptive sampling method is the next requirement which is considered in this
phase. All of the experiments in this phase need to evaluate the impact of the
proposed sampling methods on the accuracy of anomaly detection. The results of
all experiments should be compared with existing methods.


Test and evaluation: The design phase may produce a number of algorithms
that are suitable for flow-based anomaly detection in high-speed networks. In the
test and evaluation phase, flow-based datasets should be generated to test and
evaluate the proposed classifiers. NetFlow simulation in Linux generates the
required flow-based datasets. Next, the results are analysed and compared with
other studies. In addition, the impact of different sampling methods on these
anomaly detectors is analysed. Generated flow-based datasets are used to
evaluate the proposed sampling methods. These phases are described in detail in
the following sections:

3.3.1 Preliminary investigation
There are two analysing methods for intrusion detection: anomaly detection, and misuse
detection. Anomaly detection, as employed in this thesis, has flexibility in detecting
unknown attacks. Different proposed anomaly detection methods are discussed in the
literature review. Then, AI-based methods, which provide important anomaly detection
techniques, are considered in traditional networks. A large number of studies have
examined the effectiveness of different AI methods in intrusion detection. These
methods are helpful in decreasing the false alarm rate.
As network speed is increasing, intrusion detection in high-volume data is
challenging. Various methods have been proposed to examine both misuse and anomaly
detection methods in high-speed IDSs which are discussed in the literature review.
High-speed IDSs should analyse the traffic in real-time. In this thesis, the flow-based
analysis is chosen to address anomaly detection in high-volume traffic. This method
relies only on packet headers, and hence decreases the amount of traffic to be analysed.
Flow-based analysis, which is applicable to most routers, decreases the concern about
privacy issues due to the lack of packet payloads. The efficiency of AI-based flow
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anomaly detection is investigated in this thesis. Characteristics that are important when
examining an AI-based IDS include: detection rate, false alarm rate, and datasets.
In the modern network, the number of flows is increasing, and analysing the entire
flow traffic is also challenging for flow-based analysers. Most of these tools employ
sampling methods to reduce the volume of flow traffic. However, sampling methods
only capture a small proportion of the whole population. Therefore, they should be able
to reflect the behaviour of the original traffic. Flow-based anomaly detection is an
almost new research area and most traditional flow analysers have been used to provide
monitoring services. Therefore, traditional sampling methods were designed for
monitoring purposes, and these degraded the accuracy of flow-based anomaly detection.
The performance of flow-based anomaly detection in sampled traffic is investigated in
this thesis.

3.3.2 Design phase
The examination of existing AI-based algorithms in high-speed networks needs to be
considered in this phase to propose efficient classifiers. These algorithms need to be
evaluated in terms of accuracy and false alarm rate. In this phase, an ANN-based and a
semi-supervised-based classifier are developed to detect anomalies in flow-based traffic.
These classifiers should be trained with the generated flow-based datasets. Then, the
performance of these intelligent methods in flow-based anomaly detection is compared.
This phase contains two subsections: developing an appropriate sampling method to
decrease the negative impact on anomaly detection, and proposing AI-based anomaly
detectors.
3.3.2.1 Proposingsamplingmethods
Each research question addresses a different problem, and thus different characteristics
become important for each question. The first research question asks, “What is the most
effective sampling method that can be proposed to handle more traffic?” In this thesis,
flow-based anomaly detection is examined. Flow-based anomaly detection is a suitable
method that can increase the detection speed since it processes only packet headers. It
helps to detect a number of serious and important attacks in early stages. However,
when traffic volume increases, the existing resources cannot handle traffic analysis.
Therefore, sampling is required to manage resources. An ideal sampling should provide
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a distribution close to the distribution of original traffic. In addition, a suitable sampling
method disregards the minimum amount of information, and also, a sampling method
should not affect anomaly detection significantly. Flow size is an important feature for
sampling algorithms. Monitoring tools focus on large flows which carry the majority of
traffic data. However, anomaly detectors need to sample small flows as most malicious
flows are small in size. Therefore, an adaptive sampling method that is capable of
sampling both small and large flows is the appropriate choice to be enabled at flow
analysers. Moreover, different attacks cause changes in the distribution of flow features.
For example, DoS attacks change the distribution of destination IP addresses. Victim IP
addresses which receive volume anomalies should be sampled with greater priority. A
sampling method should be able to use several features to calculate the probability of
each flow.
3.3.2.2 Developinganomalydetectors
The second research question asks, “How can AI-based classifiers be optimised to
provide better performance and fewer false alarms than state-of-the-art techniques in
high-volume flow traffic?”. Flow-based anomalies can be detected efficiently if an
accurate classifier is applied. Different papers show that AI methods have high
performance in anomaly detection. Using AI methods helps to provide flexible anomaly
detectors which can learn the traffic behaviour and detect unknown attacks. These
methods are adaptable to environmental changes. There are several AI-based methods
useful for flow-based anomaly detection. For instance, ANNs provide highly accurate
classifiers in which supervised methods may be used if labelled datasets are available.
MLP neural networks are accurate classifiers, but sometimes, trapping in local minima
negatively affect their classification results. This thesis focuses on metaheuristic
algorithms to design hybrid classifiers which address the problem of local minima and
improve the accuracy. When labelling of data is very difficult in high-speed networks, a
semi-supervised method is useful. A semi-supervised method helps flow-based anomaly
detectors to be trained with only a small amount of labelled data. A safe semisupervised method has high accuracy when the percentage of unlabelled data increases.
A safe semi-supervised method is required to detect anomalies in flow traffic. In total,
flow-based anomaly detection addresses volume anomalies such as DoS attacks and
Botnets.
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3.3.3 Test and evaluation
This phase contains two subsections: generate flow-based datasets, and performance
analysis.
3.3.2.1 Generateflow-baseddatasets
To evaluate the proposed methods, flow-based datasets are required. Therefore, these
datasets should first be generated. NetFlow is a Cisco product, and has two components:
NetFlow exporter and NetFlow collector. NetFlow simulators, Softflowd and Flowd, are
selected to simulate NetFlow exporter and NetFlow collector respectively. The software
is open source and it is installed in Linux. SoftFlowd can generate flow records by
reading packet-based datasets. Then, these flow records are sent to Flowd, which stores
the data in a local disk. These flow records are used for the evaluation of the proposed
methods.
3.3.2.2 Performanceanalysis
A suitable sampling method preserves the distribution of flows, and disregards the
minimum amount of information while reducing the flow traffic. Different sampling
methods can be implemented in MATLAB and compared with other algorithms. To
evaluate sampling methods, the generated flow-based datasets can be used. Then, the
percentage of preserved malicious flows needs to be calculated for each sampling
method. The accuracy of anomaly detection is higher if the sampling method samples
more malicious flows.
Different optimisation algorithms may be used to optimise an ANN-based
classifier. These classifiers can be implemented in MATLAB. MLP neural network
based classifiers can be optimised by metaheuristic algorithms to avoid local minima. In
addition, a semi-supervised classifier also needs to be examined to analyse flow traffic
when labelling of data is difficult. For evaluation, flow-based datasets should be used to
train and test the flow-based anomaly detectors. In each dataset, 50% of the dataset is
used for training and 50% is for testing. Training time, accuracy, and the false alarm
rate need to be calculated for each anomaly detector. Finally, the results should be
compared with other algorithms. The impact of sampling methods on the accuracy and
false alarm rate of flow-based anomaly detection also need to be investigated.
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3.4 Conclusion
This chapter defined the research questions and provided hypotheses to address these
questions. Next, the research methodology used in this thesis was described. The
methodology of this thesis included three phases: 1) Preliminary investigation; 2)
Design phase; and 3) Test and evaluation.
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4

EVALUATION OF ARTIFICIAL
INTELLIGENCE BASED
DETECTORS IN FLOW TRAFFIC

4.1

Introduction

Different anomaly detection methods have been applied in traditional intrusion
detection, for example, statistical methods, ANNs, data‐mining methods and SVMs
[17]. ANNs are important methods for the researcher due to their impressive properties
such as adaptability, ability to generalise and learning capability. A FFNN is a wellknown method in anomaly detection. The feed-forward neural network is known as
MLP.
Figure 4.1 shows an example of an MLP. MLPs are widely used for classification.
This model is very popular since it is capable of forecasting and classifying. MLP is a
supervised method which has an input layer and an output layer as well as one or more
hidden layers. In this model, the information flow from input to output goes through
hidden layers and is affected by weights and activation functions. The training of an
ANN is adjusting the interconnection weights to achieve less error. The Back-

57

propagation (BP) algorithm is usually used to train FFNNs. An MLP with two layers is
suitable in the classification of input patterns.
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Figure 4.1. Feed-forward NNs with two hidden layers

First, inputs are propagated forward through neurons and the output values are
computed. Then, the error of the actual output in comparison with the desired output is
calculated. Second is a back-propagation process in which appropriate weight changes
are calculated to minimise the error [139, 140]. Training is required in ANNs, since it is
responsible for minimising error. A training dataset is applied to the input to determine
the related output, and then, a testing dataset is utilised to evaluate the generalisation
capability of ANNs.
The training process repeats continuously to adjust the weights correctly to achieve
an output close to desired output [139]. The weight coefficients are changed in each
iteration to achieve the minimum error. A well-known and popular training algorithm in
ANNs is BP. BP is a gradient descent method and it tries to minimise the mean-square
error between output and desired output. Sometimes, the convergence of this method is
to the points which are the best solutions locally (local minima) not globally (global
minimum). Falling into the local minima leads a network to give suboptimal solutions.
This problem is discussed in this chapter.
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Different flow-based NIDSs have been proposed. Statistical techniques are used for
anomaly detection in network flows in a controlled environment [103]. This
environment represents consistent patterns of network activities. This can be used for
the prediction of future activities. Any deviation from the forecast shows anomaly. The
results show that the proposed method can be used in real-time anomaly detection.
Alshammari and Zincir-Heywood [107] used five learning algorithms such as SVMs
and C4.5 to classify SSH and Skype based encrypted traffic using flow-based features.
The results show that C4.5 has the best classification performance.
While benchmark datasets are essential, researchers suffer from the lack of public
datasets for evaluating their flow-based NIDS. The first labelled dataset including
network flows is called Sperotto dataset [141]. This dataset is very large and difficult to
be processed by flow analysers. The Winter dataset is a modification of this labelled
dataset [6]. This modified dataset is used in [6] to train a one-class SVM (OC-SVM) to
detect malicious activities. A number of flow-based datasets are generated in this
chapter.
This chapter also discusses the application of intelligent methods in flow-based
anomaly detection. A number of hybrid classifiers are proposed to improve detection
rate.
Flow-based anomaly detection in which several optimisation algorithms are used to
optimise the interconnection weights of the two-layer MLP is considered in this chapter.
For example, in our first experiment, the GSA optimisation algorithm is employed. The
optimised MLP in our GSA-based flow anomaly detection system (GFADS) is trained
with a flow-based dataset to distinguish between benign and malicious traffic. We use
the modified version of the first labelled flow-based dataset, Winter dataset, for the
evaluation of our proposed GFADS. This modified dataset, includes flows defined
according to NetFlow version 5. In version 5, a flow has the following features:
Source/Destination IP address, Source/Destination ports, the level 3 protocol type, total
number of packets transferred in a flow, the amount of transferred octets in a flow, the
TCP header flags and the start and end time of the flow [141].
A flow-based DARPA dataset [11] is another flow-based dataset proposed. A
prototype is designed [11] with a hybrid software-enabled detection engine based on an
improved block-based neural network (BBNN). To provide real-time intrusion detection
this prototype is integrated with a high-frequency Field Programmable Gate Arrays
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(FPGA) board. The method is evaluated by the flow-based DARPA dataset. In the
second experiment of this chapter, we train the optimised flow-based anomaly detection
with both Winter and flow-based DARPA datasets to distinguish between benign and
malicious traffic. Finally, in the third experiment, a semi-supervised classifier is used to
detect malicious flows in flow-based datasets.

4.2 Improvement using optimisation algorithms
Different metaheuristic algorithms have been proposed to address the problem of local
minima. Two important components of metaheuristic algorithms are selection of the
best solutions and randomisation. The convergence to the optimality is ensured by the
first component. The randomisation avoids trapping at local optima and enhances the
diversity of the solutions. Therefore, combining the components appropriately will
ensure that global optimality is achievable. Most metaheuristic algorithms such as GA,
firefly algorithm, Bee Algorithm, Simulated Annealing, Ant Colony Search Algorithm
and PSO are nature-inspired [142].
An ANN method is employed in our thesis to detect anomalies in flow-based
traffic. This method is capable of detecting unknown attacks in high-speed networks.
Three metaheuristic algorithms, Cuckoo, GSA and PSOGSA, are examined in different
experiments to optimise the interconnection weights of an MLP neural network with
one hidden layer. These optimised MLPs are evaluated using two different flow-based
datasets. Three metaheuristic algorithms used in this thesis are described in follows:

4.2.1 Gravitational search algorithm
According to Newton’s law, each particle in the universe attracts other particles. This is
the basis of the GSA algorithm [82]. In GSA, agents are considered as objects and their
masses are used for measuring their performance. All objects move towards the objects
with heavier masses. Heavy masses move more slowly and are known as good solutions.
There are three kinds of masses [82].
 Ma is an active gravitational mass which shows the strength of the gravitational
field because of a particular object.
 Mp is a passive gravitational mass which is related to the strength of an object’s
interaction with the gravitational field.
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 Mi or inertial mass, is related to the resistance of an object to changing its state of
motion when a force is applied. The agents with a bigger inertia mass have
slower motion in search space and a more accurate search while the bigger
gravitational mass has faster convergence due to having a higher attraction.
Each mass (agent) in GSA also has position corresponding to the solution of a
problem. Also, a fitness function [82] is used to determine the gravitational and
inertial masses. Eq. (4-1) shows the positions of agents. In this equation, the position
of ith agent in the dth dimension is 𝑥𝑖𝑑 .
𝑋𝑖 = (𝑥𝑖1 , … , 𝑥𝑖𝑑 , … , 𝑥𝑖𝑛 )

𝑓𝑜𝑟 𝑖 = 1,2, … . , 𝑁

(4-1)

In Eq. (4-2), 𝐹𝑖𝑗𝑑 (𝑡) is the force on mass i from mass j at time t. 𝑀𝑎𝑗 is the active
gravitational mass of agent j. The passive gravitational mass of agent i is 𝑀𝑝𝑖 .
Gravitational constant at time t is G(t), and 𝜀 is a small constant [82].

𝐹𝑖𝑗𝑑 (𝑡) = 𝐺(𝑡)

𝑀𝑝𝑖 (𝑡)×𝑀𝑎𝑗 (𝑡)
𝑅𝑖𝑗 (𝑡)+𝜀

(𝑥𝑗𝑑 (𝑡) − 𝑥𝑖𝑑 (𝑡))

(4-2)

𝑅𝑖𝑗 (𝑡) shows the Euclidian distance between agents i and j. 𝑅𝑖𝑗 (𝑡) is defined as in
Eq. (4-3), where, randj shows a random number in the interval [0, 1].
𝑅𝑖𝑗 (𝑡)=||𝑋𝑖 (𝑡), 𝑋𝑗 (𝑡)||2

(4-3)

The total force on agent i is as in Eq. (4-4). The acceleration of the agent i in
direction dth is defined as in Eq. (4-5) [82].
𝑑
𝐹𝑖𝑑 (𝑡) = ∑𝑁
𝑗=1 𝑗≠𝑖 𝑟𝑎𝑛𝑑𝑗 𝐹𝑖𝑗 (𝑡)

(4-4)

𝐹𝑑 (𝑡)
𝑖𝑖 (𝑡)

𝑎𝑖𝑑 (𝑡) = 𝑀𝑖

(4-5)

The next velocity and position of an agent are defined as in Eqs. (4-6) and (4-7).
𝑣𝑖𝑑 (𝑡 + 1) = 𝑟𝑎𝑛𝑑𝑖 × 𝑣𝑖𝑑 (𝑡) + 𝑎𝑖𝑑 (𝑡)

(4-6)

𝑥𝑖𝑑 (𝑡 + 1) = 𝑥𝑖𝑑 (𝑡) + 𝑣𝑖𝑑 (𝑡 + 1)

(4-7)
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G, the gravitational constant, is G0 at the beginning and will be decreased with the
time. In GSA, G is defined by Eq. (4-8), where α is a constant. T is the total number of
iterations and t is the current iteration.
𝑡

𝐺(𝑡) = 𝐺0 𝑒 −𝛼𝑇

(4-8)

The inertial mass is defined as in Eq. (4-9) while 𝑓𝑖𝑡𝑖 (𝑡) is the fitness value of
agent i.

𝑚𝑖 (𝑡) =

𝑓𝑖𝑡𝑖 (𝑡)−𝑤𝑜𝑟𝑠𝑡(𝑡)

,

(4-9)

𝑏𝑒𝑠𝑡(𝑡)−𝑤𝑜𝑟𝑠𝑡(𝑡)

The best(t) and worst(t) for minimisation problems are defined by Eqs. (4-10) and
(4-11) and for maximisation they are defined by Eqs. (4-12) and (4-13):
𝑏𝑒𝑠𝑡(𝑡) = 𝑚𝑖𝑛𝑗∈{1,…,𝑁} 𝑓𝑖𝑡𝑗 (𝑡)

(4-10)

𝑤𝑜𝑟𝑠𝑡(𝑡) = 𝑚𝑎𝑥𝑗∈{1,…,𝑁} 𝑓𝑖𝑡𝑗 (𝑡)

(4-11)

𝑏𝑒𝑠𝑡(𝑡) = 𝑚𝑎𝑥𝑗∈{1,…,𝑁} 𝑓𝑖𝑡𝑗 (𝑡)

(4-12)

𝑤𝑜𝑟𝑠𝑡(𝑡) = 𝑚𝑖𝑛𝑗∈{1,…,𝑁} 𝑓𝑖𝑡𝑗 (𝑡)

(4-13)

In GSA, only Kbest agents attract other agents. Kbest has the initial value of K0 but
it is reduced with time. At first, all agents apply the force and finally only one agent
remains applying force to the others so there will be Eq. (4-14) instead of Eq. (4-4).
𝐹𝑖𝑑 (𝑡) = ∑𝑗∈𝐾𝑏𝑒𝑠𝑡𝑗≠𝑖 𝑟𝑎𝑛𝑑𝑗 𝐹𝑖𝑗𝑑 (𝑡)

(4-14)

We can summarise the function of GSA [82] as follows:

1) Initialise population;
2) Evaluate fitness for each agent;
3) Update G(t), best(t) and worst(t);
4) Calculate M and acceleration for agents;
5) Calculate the new velocity and position; and
6) If meet end of criterion, it is the best solution else go to step 2.
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The comparison between GSA and PSO shows that GSA has merit in the field of
optimisation [82]. GSA is proposed to overcome the slow convergence and local
minima problem in BP (gradient descent technique) [143]. In addition, GSA has merits
compared to some well-known algorithms like PSO. PSO uses memory to update the
velocity while GSA is memory-less, and its updating procedure is based on the current
position of the agents. GSA has a faster convergence in comparison with PSO. Also,
GSA has an adaptive learning rate [82]. An algorithm based on GSA and a heuristic
search algorithm (GSA-HS) is proposed to improve clustering of the tested dataset in
[144]. A prototype classifier based on GSA is used in [145] to classify instances in
multi-class datasets and paper compares the result with other algorithms like PSO and
Artificial Bee Colony (ABC). The results show the effectiveness of a GSA based
classifier in resolving classification problems. In the first experiment, we employed
GSA to optimise the interconnection weight of MLP.
GSA has slow search speed in the last iterations. Several hybrid GSA algorithms
have been proposed to overcome limitations in GSA. The hybrid of GSA and SVM
algorithms [146] improves the classification of binary problems. A modified GSA
(MGSA) is employed to optimise the interconnection weights of a neural network
anomaly detector in [147]. The results show that the MGSA-based method can monitor
flow traffic in high-speed networks [147].

4.2.2 Particle swarm optimisation algorithm
Particles of PSO algorithm, proposed by Kennedy and Russell [148], fly around in a
multidimensional search space. Each particle changes its position during flight. These
changes are according to its own experience and neighbouring particles to use the best
position encountered by itself and its neighbours. The position of each particle is as in
Eq. (4-15) [147]:
𝑥𝑖 (𝑘 + 1) = 𝑥𝑖 (𝑘) + 𝑣𝑖 (𝑘 + 1)

(4-15)

k is the discrete time index. 𝑣𝑖 is the velocity and 𝑥𝑖 is the position of ith particle. In
our simulations, Eq. (4-16) is used for velocity [147]:
𝑣𝑖 (𝑘 + 1) = 𝜑(𝑘)𝑣𝑖 (𝑘) + 𝛼1 [𝛾1𝑖 (𝑃𝑖 − 𝑥𝑖 (𝑘))] + 𝛼2 [𝛾2𝑖 (𝐺 − 𝑥𝑖 (𝑘))]
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(4-16)

𝑃𝑖 is the personal best which is the best position found by ith particle and G is the
global best which is the best position found by swarm. 𝛾1𝑖 and 𝛾1𝑖 are two random
numbers applied to ith particle. These numbers are in the interval [0,1]. 𝛼1 and 𝛼2 are
the acceleration constants. 𝜑(𝑘) is the inertia function. A linear decreasing strategy is
used so an initially large inertia weight is linearly decreased to a small value as in Eq.
(4-17):

𝜑(𝑘) = [𝜑(0) − 𝜑(𝑁𝑇 )]

(𝑁𝑇 −𝑘)
𝑁𝑇

+ 𝜑(𝑁𝑇 )

(4-17)

𝑁𝑇 shows the maximum number of time steps. The initial inertia weight is 𝜑(0)
and the final inertia weight is 𝜑(𝑁𝑇 ). The steps of PSO algorithm are summarised as
follows:
Step1: Generate initial swarm and random position and velocity of each particle
(𝑥𝑖 , 𝑣𝑖 ; 𝑖 = 1, … . , 𝑀).
Step2:Calculate the fitness function for each particle (𝑦(𝑖) = 𝑓𝑖𝑡𝑛𝑒𝑠𝑠(𝑥𝑖 )).
Step3: Generate initial value for each 𝑃𝑖 and G as 𝑃𝑖0 = 𝑦𝑖 and 𝐺 = 𝑚𝑖𝑛(𝑃𝑖0 );
i=1,….,M.
Step 4: Calculate the new velocity of each particle by dynamic inertia weight
(Eqs. (4-16) and (4-17)) and use velocity clamping as in Eq. (4-18) to control it.
Update the position Eq. (4-15).
Step5: Update 𝑃𝑖 and G. 𝑦𝑖,𝑛𝑒𝑤 = 𝑓𝑖𝑡𝑛𝑒𝑠𝑠(𝑥𝑖,𝑛𝑒𝑤 ) 𝑃𝑖 = 𝑦𝑖,𝑛𝑒𝑤 and 𝐺 = 𝑚𝑖𝑛(𝑃𝑖 ).
Step6: If it meets the stop conditions, stop and return G as the best solution else
go to Step 4.
𝑣 (𝑘 + 1) 𝑖𝑓 𝑣𝑖 (𝑘 + 1) < 𝑉𝑚𝑎𝑥
𝑣𝑖 (𝑘 + 1) = { 𝑖
𝑉𝑚𝑎𝑥 𝑖𝑓 𝑣𝑖 (𝑘 + 1) ≥ 𝑉𝑚𝑎𝑥

(4-18)

This thesis addresses a neural network based anomaly detector. A light weight
MLP is used for this purpose. Two new optimisation metaheuristic algorithms are also
used for training of MLP: the Cuckoo and the hybrid PSOGSA algorithms. These
algorithms and the proposed system are reviewed in this section.
64

4.2.3 Cuckoo optimisation algorithm
The Cuckoo optimisation algorithm (COA) [83, 84] is also a metaheuristic algorithm.
There is an initial population in COA. The survival competition among Cuckoos is the
basis of the COA algorithm. There are two types of Cuckoos in COA: mature Cuckoos
and eggs. Mature Cuckoos lay their eggs in other bird nests. If the host bird does not
recognise and kill the Cuckoo eggs, these eggs will grow up and become mature
Cuckoos. The eggs which are more similar to the host bird’s eggs will survive.
The immigration of Cuckoo groups and the environmental situation will converge
for these birds to find the best place for breeding. The best place will be the global
maximum of objective functions. More profit is gained in an area which has more
survival. The grown eggs in each area show that the nests in the area are suitable and
COA uses this area for optimisation. The COA algorithm continues to find the best
position with the maximum profit value. The best position for growing eggs will be the
destination of all Cuckoos society.
Cuckoos immigrate to the best position and live somewhere near there. The array
related to the value of problem variables in COA is called “habitat”. The dimension of
optimisation problem is N var and the habitat array is 1 N var . The array shows the current
living position of Cuckoos, Eq. (4-19). (x1 , x 2 ,…, x N var ) are floating point
numbers [84].

habitat = [x1 , x 2 ,…, x N var ]

(4-19)

f p is the profit function for calculating profit of a habitat Eq. (4-20). The COA

maximises a profit function.
profit = f p (habitat)  f p (x1 , x 2 ,…, x N var )

(4-20)

If COA is used in cost minimisation problems, Eq. (4-20) will be changed with
Eq. (4-21).
profit = -cost(habitat)  f c (x1 , x 2 ,…, x N var )
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(4-21)

In the COA algorithm, a candidate habitat matrix is initially generated with size
N pop  N var . In the second step, a number of eggs for each of the initial habitats is

randomly produced. Each Cuckoo can lay from 5 to 20 eggs. These values are the upper
and lower limits of eggs dedicated to each Cuckoo. These upper and lower limits are

varhi and varlow respectively. Each Cuckoo has an egg laying radius (ELR) defined as
Eq. (4-22). In the whole Cuckoo eggs, (1-p) % of all eggs hatch and grow up in host
nest.
ELR   

Number of current Cuckoo eggs
 (varhi  varlow )
Total number of eggs

(4-22)

First Cuckoo groups are formed in various areas. The society with the best profit
value is chosen as a goal for other groups to immigrate to. The K-means clustering is
used in COA to do the grouping of Cuckoos. Finally, after several iterations, Cuckoo
groups converge to the best habitat with the maximum profit which has the maximum
similarity of Cuckoo eggs to host bird eggs and the maximum food resource. COA will
be finished when more than 95% of Cuckoos converge in the same habitat. Figure 4.2
shows different steps of COA [84]. COA is compared with PSO and GA in [84] which
shows that COA has merit in fast convergence and global minima achievement. COA is
also used to train neural networks in [149, 150].

1. Initialise Cuckoo habitats with random points
2. Determine egg numbers for each Cuckoo
3. Define ELR for each Cuckoo
4. Cuckoos lay eggs inside their ELR
5. Kill the eggs recognised by host birds
6. Eggs hatch and grow up
7. Evaluate the habitat of each grown Cuckoo
8. Limit Cuckoo’s maximum number in habitats and kill Cuckoos
who live in worst habitats
9. Cluster Cuckoos and find the goal habitat
10. New population immigrate towards the goal habitat
11. If it meets end condition stop otherwise go to 2

Figure 4.2. COA algorithm
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4.2.4 PSOGSA algorithm
The GSA [82] is a metaheuristic method based on the newton law of gravity. This
algorithm is claimed to search for the global optimum very well. However, GSA has
slow search speed in the last iterations. A hybrid of PSO and GSA algorithm called
PSOGSA [143] is proposed to improve the GSA. It is shown that PSOGSA is faster
than GSA in terms of converging speed. In this hybrid algorithm, the ability of social
thinking (gbest) in PSO and local search capability of GSA are combined. The
algorithm works as follows.
All agents are initialised in PSOGSA, and then gravitational force is calculated as
in Eq. (4-23). M a and M p are active and passive gravitational mass respectively. Rij is
the Euclidian distance between agent i and j. xi shows the position.

Fijd (t )  G(t )

M pi (t )  M aj (t )
Rij (t )  

( x dj (t )  xid (t ))

(4-23)

In addition, gravitational constant and force among agents are calculated using,
Eqs. (4-24) and (4-25) respectively [143]. G is a gravitational constant and

G0 is

the

initial gravitational constant. Current iteration and maximum number of iterations are
shown by iter and maxiter. Fi is the total force on agent i and rand is a random number
in interval [0 1].
G (t )  G0  ( 

Fi d (t ) 

iter
)
maxiter

(4-24)

Fijd (t )

(4-25)

N

 rand

j 1, j  i

j

The acceleration of each particle is defined as in Eq. (4-26). M i is the mass of
object i. Next, the velocities are calculated using Eq. (4-27). vi (t ) is the velocity of
'

agent i. c j is acceleration coefficient and w is weighting function. The acceleration of
agent i at iteration t is aci (t ) and gbest is the best solution.

aid (t ) 

Fi d (t )
M ii (t )'

(4-26)
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vi (t  1)  w  vi (t )  c1'  rand  aci (t ) 
c2'  rand  ( gbest  xi (t ))

(4-27)

The positions of agents are updated after each iteration as in Eq. (4-28). The
process of updating velocity and positions is stopped when the end criterion is
met [143].

xi (t  1)  xi (t )  vi (t  1)

(4-28)

The PSOGSA is summarised as follows:
1) Initialise the population;
2) Evaluate the fitness for all agents to define agents’ masses;
3) Calculate new G and gbest for the population;
4) Calculate M, forces and accelerations for agents;
5) Update the velocity and position; and
6) If it meets end criterion, return the best solution, otherwise go to step 2.

4.3

Validation data

Classification methods are widely used by researchers for traffic management purposes.
Different studies need to evaluate the performance of their proposed classification
methods and compare the results with other studies. In this regard, public datasets are
required. Studies about IDSs suffer from inaccurate evaluation due to the lack of
reliable public datasets. The existing datasets are unable to give an adequate evaluation
of an IDS. A suitable public dataset should be realistic and capable of covering evolving
intrusions. Using a common dataset helps researchers to provide a comprehensive
comparison with other methods.
Flow-based anomaly detection considered in this thesis needs flow-based datasets
extracted from packet-based data. In this chapter, we explain a number of existing
packet-based datasets and the methods used to generate flow-based datasets.
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4.3.1 Existing packet-based datasets
Packet-based datasets are compromised of the entire packets including packet headers
and packet payloads. Some public packet-based datasets are listed below [151]:


CAIDA



The Internet Traffic Archive (Lawrence Berkeley National Laboratory (LBNL))



DEFCON



DARPA



UNB ISCX

CAIDA Various datasets are released by CAIDA such as a CAIDA DDoS dataset,
CAIDA Witty worms, and CAIDA Internet traces. These datasets are anonymised
with respect to their payloads, and sometimes protocol information and destination.
Most of CAIDA datasets include specific attacks or events.
The CAIDA DDoS dataset contains one hour of DDoS attacks which occurred
in 2007. This dataset contains special types of DDoS attacks which use all the
bandwidth of the network from the Internet to the server. These DDoS attacks stop
access to that server. The CAIDA DDoS dataset is very large with a total size of 21
GB; therefore, it is presented in 5-minutes pcap subnets. These are anonymised sets
in which payloads are removed. These subsets include all packets from attackers to
the victim and all responses from the victim to the attackers. As in flow-based
anomaly detection, we are looking for attacks which overload networks, so the
CAIDA DDoS dataset is useful for our thesis.
Another dataset is the CAIDA Traces 2013 dataset. This dataset is captured by
monitoring high-speed Internet backbone links. The traces are in two groups,
CAIDA’s Equinox-Chicago and Equinox-Sanjose. These traces are publicly
available for research about Internet traffic and security systems. In CAIDA Traces
2013, all payloads are removed. These anonymised traces are provided in pcap
format. Therefore, they can be read with software which can read pcap (tcpdump)
format.
LBNL This dataset is also anonymised and some packet information is eliminated.
This dataset captures the traffic of a medium-sized network which seems to have
similar traffic to wide-area Internet traffic. The packet traces of several thousand
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internal hosts are captured for more than 100 hours. This is an anonymised dataset
which is publicly available for researchers.
DEFCON

This dataset includes only attack traffic which is captured during

DEFCON competition.
DARPA

Due to privacy concerns, many public datasets eliminate payload

information and even some header information. The DARPA 99 dataset addresses
this issue. However, this dataset is very old. DARPA 1999 datasets were collected
in the MIT Lincoln Laboratory to provide a public dataset for the evaluation of
IDSs. Researchers working on the area of intrusion detection can compare their
results with other studies using this public dataset. This dataset including payloads
is in the tcpdump format. The DARPA dataset is a labelled dataset consisting of
three weekly training datasets and two weekly testing datasets. In the training
datasets, weeks one and three have normal traffic, and week two has attacks.
There are four categories of attacks in DARPA datasets: probe, DoS, Remote
to Local (R2L), and User to Root (U2R). Probes scan computers and DNS servers
to find valid IP addresses, open ports, and vulnerabilities. DoS attacks use the entire
bandwidth to a server; therefore, they stop access to the server. R2L attacks try to
gain illegal local access to a victim machine. In U2R attacks, a local user obtains
the privilege of an administrator and gains access to all information. Table 4.1
shows the names of all attacks in the DARPA 1999 datasets [152].
Table 4.1. Attacks in DARPA 1999 dataset
Attack

Attack name

category
Probe

Portsweep, ipsweep, queso, satan, msscan, ntinfoscan, Isdomain, illegalsniffer
Aphache2, smurf, Neptune, dosnuke, land, pod, back, teardrop, tcpreset,

DoS

syslogd, crashiis, arppoison, mailbomb, selfping, processtable, udpstorm,
warezclient

R2L

U2R

Dict, netcat, sendmail, imap, ncftp, xlock, xsnoop, sshtrojan, framespoof,
ppmarco, guest, netbus, snmpget, ftpwrite, httptunnel, phf, named
Sechole, xterm, eject, ps, nukepw, secret, perl, yaga, fdformat, ffbconfig,
casesen, ntfsdos, ppmacro, loadmodule, sqlattack
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UNB ISCX A new labelled dataset called UNB ISCX intrusion detection
evaluation dataset is proposed in [151] to address the problems of the datasets
above. Table 4.2 provides a comparison between different packet-based
datasets [151].
Table 4.2. Comparison of packet-based datasets
Datasets

Realistic configuration

Realistic traffic

Labelled

CAIDA

Yes

Yes

No

LBNL

Yes

Yes

No

DARPA 1999

Yes

No

Yes

DEFCON

No

No

No

UNB ISCX

Yes

Yes

Yes

Concern for privacy is the main reason for researchers not sharing their datasets.
This limits the evaluation and comparison of studies about intrusion detection methods.
Most of the aforementioned datasets are unlabelled. The UNB ISCX dataset, DARPA
and DEFCON have several attack scenarios. All of the aforementioned datasets are
captured in a realistic network configuration except for DEFCON. All of the mentioned
datasets are packet-based [151]. However, while flow-based intrusion detection is an
important issue, there are only a few public flow-based datasets. Therefore, for the
evaluation of a flow-based IDS, we can either use the existing flow-based datasets or
extract flows from the aforementioned packet-based datasets. The existing flow-based
datasets will be explained in the next section.

4.3.2 Existing flow-based datasets
NetFlow has three components: NetFlow cache, NetFlow exporter and NetFlow
collector. Headers of packets which pass an observation point are extracted by the
NetFlow Exporter. Afterwards, the exporter turns this data into flow records. Initially,
flow records are kept in the NetFlow cache. These flows are sent to the NetFlow
collector after they have expired. A collector receives this data for further analysis such
as anomaly detection (see Figure 4.3) [153].
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Figure 4.3. The entire process to the flow-based analyser

The following are the flow record expiry rules [7]:
1)

If the flow does not receive packets for a duration longer than a threshold
value–this is defined as inactive timeout.

2)

If the flow lifetime is equal to the maximum permitted lifetime-this is defined
as active timeout.

3)

If TCP flows contain FIN or RST flags.

4)

If the flow–cache memory becomes full.

Expired flow records are grouped into NetFlow datagrams to be exported through
the device with enabled NetFlow. NetFlow uses user datagram protocol (UDP) to export
data to a NetFlow collector. The collector then sends flow records to a flow analyser.
Figure 4.3 shows all the components to the flow-based analysis. Different NetFlowbased analysers, such as intrusion detection or monitoring systems, can be used for
processing. There are five versions of NetFlow export data:

Version 9, Version 8,

Version 7, Version 5 and Version 1. Version 9 and Version 5 are the most commonly
used. Table 4.3 shows the differences between the flow features in NetFlow version 5
and version 9 [154].
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Table 4.3. NetFlow record format for NetFlow Versions 5, and 9
Field

NetFlow Version 5

NetFlow Version 9

Source IP address (srcaddr)

Yes

Yes

Destination IP address (dstaddr)

Yes

Yes

Source TCP/UDP application port (srcport)

Yes

Yes

Destination TCP/UDP application port (dstport)

Yes

Yes

Next hop router IP address (nexthop)

Yes

Yes

Input physical interface index (input)

Yes

Yes

Output physical interface index (output)

Yes

Yes

Packet count for this flow (dPkts)

Yes

Yes

Octets (bytes) in the flow (dOctets)

Yes

Yes

Start of flow timestamp (first)

Yes

Yes

End of flow timestamp (last)

Yes

Yes

IP Protocol (for example, TCP=6; UDP=17) (prot)

Yes

Yes

Type of Service (ToS) byte

Yes

Yes

TCP Flags (cumulative OR of TCP flags) (tcp_flags)

Yes

Yes

Source AS number (src_as)

Yes

Yes

Destination AS number (dst_as)

Yes

Yes

Source subnet mask (src_mask)

Yes

Yes

Destination subnet mask (dst_mask)

Yes

Yes

Flags (indicates which flows are invalid)

Yes

Yes

Other flow fields

No

Yes

Versions 5 and 9 have some common fields in their flow records. These fields are
common between Versions 5 and 9, but Version 9 can also have other flow fields.
NetFlow Version 5 adds a broad gateway protocol (BGP) AS number and a flow
sequence number. NetFlow Version5 uses UDP to export data so datagrams can be lost.
The flow sequence number specifies whether the flow export data has been lost.
NetFlow Version 5 has a fixed export format so it cannot be extended and cannot
support new features. Up to 30 flow records can be included in a NetFlow Version 5
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export datagram. NetFlow Version 9 has an extendable format, which supports new
features [155].
NetFlow version 9 also supports some technologies including multiprotocol label
switching (MPLS) and BGP next hop. NetFlow Version 9 is template based, meaning it
can support an extendable record format, and allow future progress; so record formats
are defined by templates in Version 9. Using templates brings a number of other
benefits. For example, it is possible to export any information, such as routing
information, IPv6, IPv4 and MPLS information, from a router or switch. In addition,
NetFlow Version 9 is independent of the underlying transport protocol (UDP, TCP,
SCTP etc.) [155]. A number of flow-based datasets are discussed below.
Cisco routers have different commands to enable monitoring of traffic; however, by
default, these tools are not enabled. NetFlow is used to monitor network traffic and it
should be enabled in Cisco routers. Various open source software can read Cisco flow
records. For example, nfdump and Nfsen are Linux software which receives flow
records and visualises them to graphs. These graphs are helpful for network operators to
manage the network [156].
Cisco routers should be configured to enable the NetFlow exporter on the router
and then, send the flow records to the Netflow collector. The following commands are
used to enable Cisco NetFlow [154]:

Router(config)#ip flow-export destination {{ip-address | hostname} udp-port}
Router(config)#ip flow-export source interface-type interface-number

NetFlow monitoring software such as Nfsen can use flow records to show detailed
information about different protocols in the network traffic. Recently, NetFlow
monitoring technologies have been used to detect anomalies in high-speed networks.
A sudden spike in network traffic shows anomalies which are called volume
anomalies. This flow traffic is analysed by NetFlow analysers to detect anomalies. This
analysis helps to find useful information about attacks, such as their duration, the
number of packets in the attacks, and the IP address of the victim [157].
There are some flow-based datasets some of which are captured by monitoring real
networks. These datasets are explained in the following sections:
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4.3.2.1 Firstlabelledflow-baseddataset
The first public labelled flow-based dataset [141], named the Sperotto dataset, was
captured through monitoring a honeypot in the University of Twente network in 2009.
In this study, the honeypot was exposed to the Internet for 6 days and then, the flow
records were captured from traffic targeted to the honeypot. Three services, SSH
(OpenSSH) service, FTP and Apache Web server, were installed in this honeypot [141].
The datasets were captured by monitoring the log files of these services. About 14
million malicious flows were generated in this dataset. The majority of attacks are
related to SSH protocol. FTP flows captured in these datasets are not malicious;
therefore, the malicious flows in these datasets are limited to SSH and HTTP. Figure 4.4
shows the protocol distribution of the flow traffic in the Sperotto datasets [6].
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Figure 4.4. Distribution of flows in different services in Sperotto dataset

There are a large number of flows in the Sperotto datasets; therefore, the training
phase will be time consuming for intelligent flow-based methods. To address this
problem, Winter [6, 21] modifies this dataset and provides a smaller dataset.
Figure 4.5 shows the distribution of attacks in the Sprotto dataset [6]. Manual and
successful attacks are more important for network administrators. Figure 4.5 shows that
the number of manual and successful attacks in the Sperotto datasets is very small.
Therefore, the size of the Sperotto datasets can be reduced. In addition, two reasons are
75

mentioned for reducing the size of the Sperotto datasets [6]: due to the presence of 14
million flows in Sperotto datasets, training of flow-based anomaly detector is very timeconsuming; and there are many flows in Sperotto datasets which are not malicious and
should be deleted from the dataset. Therefore, in Winter’s dataset in 2011, all irrelevant
flows were deleted from the Sperotto dataset.
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Figure 4.5. Distribution of attacks in Sperotto dataset

For this modification, first, unlabelled flows, side-effect flows, duplicate flows and
protocols other than SSH and HTTP were deleted. After deleting all of these flows, there
were still approximately 13 million flows. From these 13 million flows, around 20,000
samples were randomly chosen, then successful flows were added to them. The modified
dataset then only contained 22,924 malicious flows.
Each flow record in the Winter dataset has seven features (see Table 4.4). All flow
records in the Sperotto dataset are malicious, but the benign flows are also necessary for
the evaluation. Therefore, in the 2011 modified dataset, Winter [6] provides a
combination of malicious and benign flows. Table 4.4 presents the flow features of
Winter datasets.
To capture the required benign traffic in the Winter dataset, the traffic of a virtual
machine was captured, and a tcpdump generated. Then, they were converted to flows.
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The benign dataset contained HTTP, SSH, DNS, ICMP and FTP. The benign dataset
consisted of 1.904 flows. The Winter dataset is used in [21] to train a OC-SVM to detect
malicious flows. ANN-based anomaly detection systems in [158] are also evaluated by
means of Winter datasets.
Table 4.4. Feature set of Winter dataset
Feature Name

Description

Packets/flow

Number of packets carried by the flow

Octets/flow

Number of bytes carried by the flow

Duration

The duration between start and end time of the flow

Source port

Source port number of the flow

Destination port

Destination port number of the flow

TCP flags

TCP flags in the flow

IP protocol

IP protocol number of the flow

4.3.2.2 DARPAflow-baseddataset
The Winter dataset is suitable for the evaluation of anomaly detectors but it has some
weaknesses. In this dataset, the number of malicious flows is highly overrepresented
compared to benign flows. In the real networks, the number of malicious flows is very
small compared to the overall flows. When the number of malicious flows increases, it
may affect the results of anomaly detection. DARPA datasets address this problem. A
comparison between the Winter dataset and the DARPA dataset is shown in
Table 4.5 [11].
Table 4.5. Comparison of Winter and DARPA datasets
Winter dataset
Ratio between benign and

Few benign data compared

malicious traffic

to malicious data

Generating malicious traffic

Based on the concept of
honeypot

DARPA dataset

There is amount of both

Manually

Attack types

Limited types

Various types

Format

NetFlow

Tcpdump
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The DARPA dataset is in the format of tcpdump, so it is necessary to convert it into
the NetFlow format. The inside.tcpdump data from the DARPA dataset is utilised [11].
Flow-based DARPA datasets using two open-source softwares: Softflowd and flowd
were generated in 2012 [11]. Table 4.6 shows detailed information about generated
flow-based DARPA datasets.
Table 4.6. Detail of flow-based DARPA dataset
Name

No.

Size of tcpdump files

11,044694,114 (bytes)  11Gb

Total number of flows

2,684,830

Total number of attack

244

Total number of victims

329

Number of flows to host A

129,571

Number of attacks to host Pascal
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Number of attack flows to host A

24,538

Number of benign flows to host A

105,033

The distribution of malicious flows based on their destination IP addresses is
shown Figure 4.6 [11]. As this figure shows, the destination of most of attacks is
172.16.112.50. Because of this, the paper [11] concentrates more on flow traffic to
172.16.112.50.

78

80

Number of attacks

70
60
50
40
30
20
10
0

IP addresses of victim machines in flow-based DARPA datasets
Figure 4.6. Destination of malicious flows in the DARPA dataset

The destination port of flow records to the IP address, 172.16.112.50, is
considered. Figure 4.7 shows the distribution of flow traffic based on their destination
Port number.
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Figure 4.7. Distribution of malicious flows based on their destination ports
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As this figure shows most of the flows are going to port 25. The flow-based
DARPA datasets [11] focuses only on flows sent to host 172.16.112.50. Therefore, we
call this dataset the single-host flow DARPA dataset. This dataset which includes
malicious and normal flows is publicly available. Host 172.16.112.50 is called host A in
this thesis. The distribution of malicious activities in this flow-based DARPA dataset is
shown in Table 4.6 and Table 4.7 [159].
Table 4.7. Distribution of Winter and DARPA datasets

Benign flows
Winter
Dataset

Flowbased
DARPA
Dataset

Malicious flows

Training
dataset

Testing
dataset

962

942

15236

7688

Description
 Few benign flows compared to malicious flows
 Malicious flows are generated based on the
concept of honeypot

Total traffic

16198

8630

Benign flows

59980

45053

 Limited attack types
 Format: NetFlow
 There is enough of both malicious and
benign flows

Malicious flows

5952

18586

Total traffic

65932

63639

 Malicious flows are generated manually
 Various attack types
 Format: Tcpdump

4.3.3 Implementation of NetFlow simulator
The flow-based DARPA dataset is extracted from existing packet-based DARPA [11]
using Softflowd and Flowd software. Figure 4.8 shows the procedure of generating a
flow-based dataset. Softflowd [160] and Flowd [161] are open-source software
simulating NetFlow exporters and collectors respectively [11].

Packetbased
traffic

Softflow
d

Flowd

Flow-based
traffic

Netflow simulation
Figure 4.8. NetFlow simulation
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 Softflowd [160] can generate flow records by reading a packet-based captured
file. Then, these flow records are sent to a NetFlow collector, Flowd [161]. This
software is used to read tcpdump files and create NetFlow records [11]. Softflowd
version 0.9.9 is used in this thesis. Softflowd can export like NetFlow Version 1,
Version 5 and Version 9 exporter. It is able to track and report on IPv6 traffic
since NetFlow version 9 is IPv6 capable. Softflowd can also listen to the traffic. In
this thesis, Softflowd is installed on Linux [160].
 Flowd [161] version 0.9.1 is also an open source software used in this thesis as a
NetFlow collector. In addition to collecting flows, this software parses fields of
the flows and stores the data in the local disk. Flowd has a tool called Flowdreader. This tool reads the following NetFlow fields: Source/destination IP,
Source/Destination Port, Packets, Octets, Start and end time, Flags and Protocol.
These fields can be used for intrusion detection. After generating flow records in
DARPA datasets, malicious flows are manually labelled [11]. Flowd is a secure
NetFlow collector. It understands NetFlow protocols (Versions 1, 5, 7 and 9),
hence, it can support both IPv4 and IPv6 flows. The NetFlow exporter can be
either hardware-based like routers or software-based such as Softflowd. Flowd
can work with both of these exporters [161].
A prototype is designed [11] with a hybrid software-enabled detection engine based
on a BBNN. To provide real-time intrusion detection this prototype is integrated with a
high-frequency field programmable gate arrays (FPGA) board. The method is evaluated
by the single-host flow DARPA dataset. This dataset is also used to evaluate two
metaheuristic algorithms [159]. Winter datasets, DARPA datasets, and CAIDA datasets
are used in our thesis.

4.3.4 Generating flow-based datasets
In this thesis, the flow-based anomaly detection and the impact of sampling methods on
its performance is considered. For the evaluation of the proposed methods, a number of
flow-based datasets are required. As there are not enough public flow-based datasets, it
is required in this thesis to generate flow-based datasets extracted from a number of
existing packet-based datasets.
In this thesis, NetFlow exporter, Softflowd, and collector, Flowd, are installed on
an Ubuntu machine. As Figure 4.8 shows, the software comprise NetFlow simulation.
81

This simulation receives packet-based datasets in its input and provides flow-based
datasets in output.
In this thesis, different flow-based datasets are generated to provide a
comprehensive evaluation and comparison. Figure 4.8 shows the process of generating
flow-based datasets. Using the NetFlow simulator, two different flow-based datasets are
generated, complete flow DARPA and flow CAIDA datasets. These datasets are
described in this chapter and Chapter 5. Table 4.8 presents the distribution of the
datasets.
In this table, complete flow DARPA and flow CAIDA datasets are generated using
existing packet-based datasets (pcap files). Softflowd processes the whole captured file
and only expires flows when maximum flows are exceeded. However, in section 4.7,
there will be a cloud dataset which is generated by listening to the flow traffic. A FIN
flag is selected for flow termination in this case. In the cloud dataset, we left both
inactive and active timeout to default (15 seconds and 30 minutes respectively). The
reason is that the cloud dataset is only used to train an intelligent method to classify the
dataset based on the patterns learned. Winter dataset is the modification of the first
labelled flow-based dataset [141] in which the experiments showed that shorter active
timeout is common in real networks. In addition, operators adjust inactive timeout based
on network requirements. In Winter dataset, the active timeout is one minute, and the
inactive timeout is 30 seconds.
Table 4.8. Distribution of NetFlow-based datasets
Benign flows

Malicious flows

Total traffic

Training dataset

962

15236

16198

Testing dataset

942

7688

8630

Total traffic

1904

22924

24828

Training dataset

59980

5952

65932

Testing dataset

45053

18586

63639

Total traffic

105,033

24,538

129,571

Total traffic

969016

406284

1375300

Flow CAIDA DDoS

Total traffic

……

32638466

32638466

Flow CAIDA traffic traces

Traffic traces-2013

Winter dataset

Single-host flow DARPA
dataset

Complete flow DARPA
dataset
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4273773

……

4273773

4.3.5 Datasets summary
Various methods have been proposed to improve the accuracy of flow-based anomaly
detection systems. Public flow-based datasets are required to evaluate flow-based
analysers. These datasets allow a study to compare its results with other studies for
more validation. However, due to privacy issues, there are few publicly available
datasets most of which are packet-based datasets. A number of these datasets were
discussed in this chapter. We will use two of the existing flow-based datasets for the
evaluation of our ANN-based flow anomaly detector in the following sections. An
important problem in current modern networks is the increasing number of flow records
which is managed by using sampling methods. Two sampling methods are proposed in
Chapter 5 and Chapter 6 . In this regard, a number of new flow-based datasets are
required for the evaluation of sampling methods. A NetFlow simulator is implemented
in this thesis to generate two flow-based datasets. This chapter explained the generated
flow-based datasets and the method used to generate flow records in a simulated
environment.
In the next sections, our proposed intelligent anomaly detectors will be discussed.
The experiments in these sections are organised as the research progressed, focusing on
different aspects (feature sets, algorithms, and datasets). The subsequent experiments
(including algorithms and datasets) are based on the previous experiments.

4.4

Experiment in GSA-based system

In this experiment, a GSA-based flow anomaly detection system called GFADS is
proposed. In the proposed GFADS, we first employ a GSA algorithm to optimise the
interconnection weights of a two-layer MLP and then the optimised MLP is deployed to
detect anomalies in a flow-based traffic. The two-layer MLP has one hidden layer and an
output layer. Figure 4.9 shows the structure of GFADS. The MLP has three nodes in the
hidden layer and two nodes in the output layer. Two output nodes perform the
classification of the flow-based traffic into malicious and benign subsets.
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Packets / flow
Octets / flow
Duration
Source Port
Destination port
TCP flags
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1
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2
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.
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GSA

7

GSA

Figure 4.9. Structure of GFADS

The performance of GSA is compared with PSO algorithm. The parameters of the
GSA and PSO algorithms are shown in Table 4.9. Three nodes in the hidden layer and
the selected GSA parameters gave the best performance.
Table 4.9. GSA and PSO parameters
Algorithm

Parameters

Value

Number of masses (M)

5

G0

100

Alfa ( 𝛼)

20

Population size

10

Maximum particle velocity

4

𝛼1

2

𝛼2

2

Initial inertia weight

0.9

Final inertia weight

0.1

GSA

PSO

Total number of Iteration (T)

84

600

In the first experiment, only Winter’s datasets are used to evaluate our system.
Therefore, GFADS is trained using Winter’s datasets. Each flow in the training dataset
has seven features. We implemented our system in MATLAB version R2012a
(7.14.0.739). After training, the optimised MLP is able to detect new and unknown
attacks. However, it cannot be trained with the dataset in its original form, therefore,
pre-processing is required. The dataset should be scaled to the range [-1; +1] to achieve
optimal classification results. We use the Min-Max normalisation method performing as
given in Eq. (4-29) [162]:
(𝑥𝑖 −𝑥min )

𝑥 ′ = (𝑡𝑚𝑎𝑥 − 𝑡𝑚𝑖𝑛 ) × (𝑥

𝑚𝑎𝑥 −𝑥𝑚𝑖𝑛 )

+ 𝑡𝑚𝑖𝑛

(4-29)

𝑥𝑚𝑎𝑥 and 𝑥𝑚𝑖𝑛 are the maximum and minimum values of each feature. The data is
rescaled to the range of values (𝑡𝑚𝑎𝑥 ,𝑡𝑚𝑖𝑛 ).

4.4.1 Experimental results and discussion
For measuring the performance, four metrics are used [6]:


Accuracy



Error Rate (ER)



Miss Rate (MR)



False Alarm Rate (FAR)

These metrics are defined as Eqs. (4-30) to (4-33). True Positive (tp) and True
Negative (tn) show correct detection of malicious and benign traffic respectively. False
Positive (fp) corresponds to wrong detection of benign traffic and False Negative (fn) is
the error in the detection of malicious traffic. Limiting FAR in anomaly detection is a
priority [6].

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝐸𝑅 =
𝑀𝑅 =

𝑡𝑝 +𝑡𝑛

(4-30)

𝑡𝑝 +𝑡𝑛 +𝑓𝑝 +𝑓𝑛

𝑓𝑛 +𝑓𝑝

(4-31)

𝑡𝑝 +𝑡𝑛 +𝑓𝑝 +𝑓𝑛
𝑓𝑛

(4-32)

𝑡𝑝 +𝑓𝑛

𝐹𝐴𝑅 =

𝑓𝑝

(4-33)

𝑡𝑛 +𝑓𝑝
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The impact of the number of masses and hidden layer nodes on FAR are
investigated in our thesis. The MLP has three nodes in hidden layer and other
parameters. GFADS is trained with pre-processed training dataset and is evaluated in
classifying the testing flows into malicious or benign subsets. Datasets contain flows
with seven features. To compare GSA with some other training algorithms in
optimisation of MLP weights, five gradient descent algorithms are evaluated.
Updating weight and bias values are carried out according to gradient descent
momentum and an adaptive learning rate in traingdx. Gradient descent backpropagation
(traingd), Gradient descent with adaptive learning rate backpropagation (traingda),
Gradient descent with momentum backpropagation (traingdm) and sequential order
incremental training with learning function (trains), are used to update weights. The PSO
algorithm is also deployed to train MLP. The parameters of PSO are shown in Table 4.9.
The performance of GSA and these training algorithms in tuning MLP weights are
investigated and the experiments are repeated 10 times. Table 4.10 shows the averaged
results. The iteration number is 600 for all of the networks. According to Table 4.10,
GSA creates the highest accuracy, which is comparable with traingdx and PSO.
Additionally, GSA has the lowest FAR.
As shown in Table 4.8, Winter dataset has separate training and testing datasets. In
Table 4.10, GFADS is trained using Winter training dataset and tested using testing
dataset.
Table 4.10. Performance metrics of GFADS and other algorithms
Train

Train

Train Train

gdx

gd

gda

gdm

tn

933

233

933

tp

7640

7678

fp

9

fn

Trains

GSA

PSO

429

873

936

935

7560

7666

7650

7645

7642

709

9

513

69

6

7

48

10

128

22

38

43

46

Accuracy (%)

99.33

91.67

98.41 93.80

98.76

99.43

99.38

ER (%)

0.66

8.3

1.59

6.20

1.24

0.56

0.61

MR (%)

0.62

0.13

1.67

0.29

0.49

0.56

0.60

FAR (%)

0.96

75.27

0.96

54.46

7.33

0.64

0.74
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The maximum and minimum values of accuracy of these algorithms over 10
experiments are reported in Table 4.11.
Table 4.11. Accuracy of GFADS and other algorithms over ten experiments
Minimum Accuracy

Maximum accuracy

Average of accuracy

(%)

(%)

(%)

Traingdx

98.52

99.49

99.33

Traingd

90.09

93.24

91.67

Traingda

96.42

99.47

98.41

Traingdm

91.12

94.09

93.80

Trains

96.32

98.95

98.76

GSA

98.90

99.63

99.43

PSO

97.69

99.52

99.38

For cross validation, the testing dataset is divided into two separate datasets (called
dataset 1 and dataset 2) each of which has equal benign and malicious flows. Table 4.12
compares the performance of GFADS when it is tested by different testing datasets. In
this table, initially, GFADS is trained using Winter training dataset. Then, it is tested
using the whole Winter testing dataset (first row), and two separate subsets of testing
dataset (the second and third rows). In the last row, the same Winter training dataset is
used for training and testing.
Table 4.12. Performance of GFADS with different testing sets
Testing dataset

Accuracy

Correct

Incorrect

Total

(%)
99.43

8581

49

8630

99.47

4292

23

4315

Dataset 2

99.30

4285

30

4315

Training dataset

99.64

16140

58

16198

Whole test dataset
Dataset 1

The results are the averaged results of 10 experiments. According to this table,
GFADS has high accuracy in all datasets. To investigate the performance of GFADS,
these examinations are repeated with small numbers of iteration. Figure 4.10 represents
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the results. GSA has better accuracy in low iterations compared to the gradient descent
based algorithms. According to these results, GSA achieves the desired performance
earlier than the others and it converges faster.
100
98

Accuracy %

96

traingdx

94
traingd

92
90

traingda

88

traingdm

86
trains

84
82

GSA
50

100

150

200

Iteration number
Figure 4.10. Training algorithms with different iteration numbers

Having a limited FAR is very important in anomaly detection. This should be a
priority [6]; therefore, feature selection is done based on that. Flow-based intrusion
detection by using a one-class SVM is implemented in [6]. Different parameters of SVM
and different feature subsets are examined and a subset containing the following four
features is proposed in [6]: source port (SP), destination port (DP), TCP flags (TF) and
IP protocol (PR). In our thesis, we also test the effect of different subsets of seven
features on the error rates of GFADS. The accuracy of GSA is approximately stable after
100 iterations. In this step, 150 is chosen for the iteration number to find the best subset.
Table 4.13 represents the subsets generating low FAR. According to this table, GFADS
highly depends on SP and DP. The set, including Octets/flow (O), SP, DP and TF, gives
the lowest FAR which is close to the FAR of the subset proposed in [6]. We selected this
new subset as the best features for our GFADS. The results are approximately equal to
seven-feature based results.
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Table 4.13. GFADS trained with different feature subsets
Features

tn

Tp

fp

Fn MR (%)

FAR(%)

SP, DP, TF

930

7642

12

46

0.60

1.27

O, SP, DP

933

7642

9

46

0.60

0.96

D, SP, DP

921

7652

21

36

0.47

2.23

SP, DP, TF, PR

934

7642

8

46

0.60

0.85

P, SP, DP, PR

933

7642

9

46

0.60

0.96

D, SP, DP, PR

922

7650

20

38

0.49

2.12

O, SP, DP, TF

935

7643

7

45

0.59

0.74

O, D, SP, DP

933

7642

9

46

0.60

0.96

Table 4.14 compares the performance of GFADS and OC-SVM based NIDS trained
with SP, DP, TF and PR features. OC-SVM [6] trained with only malicious flows. This
affects the FAR. The parameters of OC-SVM are adjusted to achieve zero FAR [6] but it
causes lower accuracy in comparison with GFADS. The training set in our thesis has
both malicious and benign traffic. The results show that OC-SVM gives lower FAR and
higher MR than GFADS. High MR shows a lot of intrusions go undetected. FAR leads
NIDS to generate false alarms. Therefore, both of them should be low.
Table 4.14. Performance of GFADS and OC-SVM trained with four features
Accuracy (%)

MR (%)

FAR (%)

GFADS

99.37

0.60

0.85

OC-SVM based NIDS [6]

98.29

4.71

0

These results are related to our first step of preliminary experiment. The results
show that GFADS is suitable for high-speed networks and it generates low FAR.
Selecting an appropriate subset of features is also examined to evaluate the impact of
different featues on FAR and to find the most important features giving similar
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performance as all features. A reduced number of features requires less analysis time
while they give similar results. Winter dataset is the only dataset used during this
experiment. As this dataset is a small dataset, we do not investigate the analysis time for
different subsets of features.
GSA has a high convergence speed [82] and is confirmed by our results. PSO and
GSA use agent movement to do optimisation but they have some differences which
make GSA more attractive. For example, only two best positions are used by PSO to
calculate the direction of an agent while the GSA uses the overall force obtained by all of
the agents to calculate this direction. GSA is memory-less while PSO uses memory to
update velocity. As opposed to PSO, distance between solutions is considered in GSA
[82]. These differences gave a better performance for GSA shown in our results.
GFADS is scalable and it works with lightweight traffic. It does not include
sensitive data due to the lack of payload. Flow-based detection is a complement of
packet-based intrusion detection. Both methods should be used but in two separate stages
to cover all attacks in high-speed networks. First, flow-based NIDS can detect some
attacks. The packet-based method can do more analysis while some malicious activities
are discovered in the first stage [7]. However, in some situations flow-based NIDS is not
appropriate. For instance, in Distributed DoS attacks (DDoS), for each packet passing the
observation point, a flow is created. Sampling techniques are used to address this
problem. GFADS also cannot detect attacks related to packet payload.
In this stage, we propose a GSA-based Flow Anomaly Detection System. GFADS is
capable of detecting unknown attacks using ANN. We use an MLP with one hidden
layer for network anomaly detection. A new optimisation algorithm called GSA is
deployed to optimise the interconnection weights of MLP. GFADS is evaluated using the
modified version of the first public flow-based dataset. The trained GFADS has 99.43%
accuracy in classifying benign and malicious traffic. The performance of GSA is
compared with a number of gradient descent algorithms and the PSO algorithm.
In Epoch 600, the results show the effectiveness of GFADS in detecting attacks
related to packet header. The repetition of investigation with different Epochs shows that
GSA converges faster than gradient descent algorithms. For cross validation, GFADS is
also tested with different testing sets. The accuracy is very good in all testing sets. All
results are averaged over ten experiments. Finally, we find the most efficient features
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subset which consists of four features. This thesis has been done based on centralised
processing.

4.5

Experiment in the metaheuristic based system

In our second experiment, MLP with one hidden layer is used as an anomaly detector in
flow-based traffic. The MLP has [7 3 2] structure. This flow-based anomaly detector is
suitable for high-speed networks. Two metaheuristic algorithms, PSOGSA and Cuckoo
algorithms, are separately used to optimise the interconnection weights of an MLP neural
network. The PSOGSA is a hybrid algorithm which improves the GSA algorithm. To
determine the optimum values of interconnection weights of the MLP, PSOGSA
algorithm generates an initial population of masses. The weight coefficients of MLP
correspond to masses. The displacement of a mass in space shows updating weights to
decrease mean square error (MSE).
After calculating the new velocity in each step, the positions of all masses are
updated. These new positions correspond to new weights which can be used to calculate
MSE. The mass with minimum MSE will be the best. Training is finished if it achieves
an acceptable error or maximum number of iterations [147]. In the Cuckoo algorithm, the
weights of MLP correspond to habitats. This algorithm also starts with an initial
population. Then, Cuckoos immigrate to an area with more profit in each step. This
continues until the habitat with maximum profit is obtained. These new habitats are the
new weights in the MLP [84]. The parameters of the PSOGSA and Cuckoo algorithms
are shown in Table 4.15. We implemented our system in MATLAB version R2012a
(7.14.0.739).
The results are compared with GSA and PSO algorithms, parameters of which are as
given in Table 4.9. Inititial values are suggested in [82, 143] for parameters of these
algorithms. Based on these values, we use trial and error to select the parameters giving
the highest accuracy and lowest false alarm rate.
To find the parameters of each algorithm, different sets of parameter values are
selected, and their relevant FARs and accuracies are calculated. The group of parameters
which gives the highest accuracy and lowest false alarm rate is selected as shown in
Table 4.9 and Table 4.15. Figure 4.11 shows a number of calculated FARs and
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accuracies of PSOGSA in Winter dataset for different stes of parameters. Detection
performance shown are sensitive to parameter variations.
The values in Table 4.9 and Table 4.15 give the best results in two datasets used;
Winter dataset and sinlge-host DARPA dataset. This shows that the values are
independent from datasets collected from different network characteristics and at
different times.
Table 4.15. Parameters of Cuckoo and PSOGSA algorithms
PSOGSA

Cuckoo

Number of masses =10

Initial number of Cuckoos = 20

G0=100

Minimum number of eggs = 5

Alfa (  ) = 20

Maximum number of eggs = 10

c1' = 2

Upper limit for variables = 20
Lower limit for variables = -20

c 2' = 2

Total number of iteration (T)= 150

PSOGSA parameters
100
99

Accuracy (%)

98
97
96
95
94
93
92
91
90
0.21

0.76

0.88

1.23

2.23

5.16

FAR (%)

Figure 4.11. PSOGSA parameters

The optimised MLP is able to detect known and unknown attacks after training.
However, pre-processing is needed since MLP cannot be trained with the datasets in
their original forms. Therefore, datasets should be scaled to [-1; +1]. The Min-Max
normalisation method is used as in Eq. (4-29) [147].
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4.5.1 Results and discussion
To provide a comprehensive comparison, two datasets, Winter and single-host flow
DARPA datasets, are used. These datasets are pre-processed and used to train and test
our optimised MLP-based anomaly detector. The optimised MLP can distinguish benign
and malicious flows and hence classify them. Table 4.16 and Table 4.17 represent the
results.
As shown in Table 4.8, both Winter dataset and single-host DARPA dataset have
separate training and testing datasets. In this experiment, training datasets are used to
train the optimised MLP. Then, the testing datasets are used for testing.
All experiments are repeated 10 times. Table 4.16 and Table 4.17 show the
averaged results of the PSOGSA and Cuckoo algorithms in comparison to results from
other studies [6, 147, 11]. EBP is the traditional error back-propagation method. The
results show that all examined algorithms have high accuracy using the Winter dataset.
Not available (N/A) is used where the study does not provide the value.
Table 4.16. Performance metrics of different algorithms

Winter dataset

DARPA

Single-host flow

Detector

tp

tn

fp

fn

Training Time (s)

PSOGSA based MLP

17927

44515

538

659

4.125e+03

Cuckoo based MLP

17883

44456

597

703

7.909e+01

GSA based MLP

17775

44356

697

811

3.170e+03

PSO based MLP

17414

44138

915

1172

2.957e+03

PSOGSA based MLP

7651

940

2

37

2.626e+03

Cuckoo based MLP

7650

933

9

38

4.563e+01

GSA based MLP

7636

925

17

52

1.564e+03

PSO based MLP [158]

7493

939

3

195

N/A

EBP based MLP [158]

7367

930

12

321

N/A
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Table 4.17. Performance comparison of flow-based anomaly detectors

Winter dataset

Single-host flow DARPA

Training Algorithm

Accuracy (%) ER (%) MR (%)

FAR (%)

PSOGSA based MLP

98.12

1.88

3.55

1.19

Cuckoo based MLP

97.96

2.04

3.78

1.33

GSA based MLP

97.63

2.37

4.36

1.55

PSO based MLP

96.72

3.28

6.31

2.03

BBNN [11]

99.92

3.18

N/A

5.14

SVM (RBF) [11]

92.07

6.56

N/A

5.20

SVM(sigmoid) [11]

99.73

3.54

N/A

5.59

Naïve Bayes [11]

46.83

23.02

N/A

2.49

PSOGSA based MLP

99.55

0.45

0.48

0.21

Cuckoo based MLP

99.46

0.55

0.49

0.96

GSA based MLP

99.20

0.80

0.68

1.81

PSO based MLP [158]

97.71

2.29

2.54

0.32

EBP based MLP[158]

96.14

3.86

4.18

1.27

OC-SVM [6]

98.29

N/A

4.71

0

KNN [163]

91.31

N/A

N/A

0

Liblinear [163]

91.37

N/A

N/A

5.9

We also use the flow-based DARPA dataset which has shown that it is closer to real
network traffic. According to Table 4.17, the PSOGSA has the lowest FAR in both
datasets. On the other hand, the Cuckoo algorithm has the lowest training time
(Table 4.16). Although, the Cuckoo and PSOGSA have high accuracy comparable with
other algorithms, they provide lower FAR which is an important factor in anomaly
detection.
BBNN [11] in Table 4.17 is a hardware-based system. The table shows that in the
flow-based DARPA dataset, BBNN and SVM (sigmoid) have the highest accuracy but
their FAR is not comparable with Cuckoo and PSOGSA algorithms. A OC-SVM [6] in
this table is trained with only malicious flows of Winter dataset. This affects the FAR of
OC-SVM which achieve zero FAR. However, the OC-SVM has lower accuracy and
higher MR in comparison with the PSOGSA and Cuckoo algorithms.

94

The accuracies of PSOGSA are compared with other metaheuristic algorithms in
ten similar trials. The distribution of the accuracies is shown in Figure 4.12, using the
black boxes. Results indicate that PSOGSA has the least variation, showing that it has
the most reliable performance compared to other methods.
100

Accuracy (%)

99
98
97
96
95
94
93
92

PSOGSA
(singlehost flow
DARPA)
Maximum 99.2
Minimum 97.56
Average
98.12

Cuckoo
GSA
PSO
EBP
(single- (single- (single- (single- PSOGSA Cuckoo
GSA
PSO
EBP
host flow host flow host flow host flow (Winter) (Winter) (Winter) (Winter) (Winter)
DARPA) DARPA) DARPA) DARPA)
98.74
98.7
98.19
96.83
99.8
99.84
99.37
98.62
97.05
93.5
96.11
93.2
94.46
98.61
96.41
97.09
96.69
95.5
97.96
97.63
96.72
96.05
99.55
99.46
99.2
97.71
96.14

Figure 4.12. Accuracy with ten trials

Consequently, these results are related to our second step of preliminary experiment.
We propose an MLP-based flow anomaly detection system for high-speed networks. Our
system is capable of detecting unknown attacks. An MLP with one hidden layer is used
for network anomaly detection. Two optimisation algorithms called the PSOGSA and
Cuckoo are separately deployed to optimise the interconnection weights of the MLP. The
optimised anomaly detection system is evaluated using two flow-based datasets. Both
PSOGSA and Cuckoo based systems have high accuracy in classifying benign and
malicious traffic. The results are compared with different algorithms. The PSOGSA has
the lowest false alarm rate, while the Cuckoo has the lowest training time. The results
show the effectiveness of the algorithms in detecting attacks associated with packet
headers. All results are averaged over ten experiments.
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4.6

Experiment in semi-supervised based system

In recent years, flow-based anomaly detection has been used as a scalable method for
high-speed networks. The application of supervised learning in flow-based anomaly
detection has been considered in a number of studies. However, supervised methods are
not very useful as they are only trained with labelled data. Therefore, in this section, we
use a semi-supervised method to address the problem of the limitation of labelled data.
S4VM is a semi-supervised method which can work with both labelled and unlabelled
data. This method is used in this section to detect anomalies in flow traffic. The results
show that S4VM has high accuracy when a large proportion of data is unlabelled.
Although the accuracy of S4VM is slightly less than supervised learning, this method
reduces the cost of labelling data, as only a small number of labelled flows are required.
To evaluate the proposed anomaly detection method, a number of flow-based datasets
are generated.
Due to the flexibility of machine learning classifiers, researchers have considered
the application of these intelligent methods in flow-based anomaly detection [17].
Supervised learning methods require a large amount of labelled data for training and
testing. This is not practical for high-speed networks in the real world. Semi-supervised
learning (SSL) is the combination of supervised and unsupervised methods and they can
be trained by both labelled and unlabelled data. As labelling is an expensive procedure,
these methods can be useful with a small amount of labelled data [164]. Semi-supervised
methods are used in several studies [165, 166] to detect anomalies in computer networks.
A semi-supervised clustering method is used for network traffic classification [167]. In
addition, an active learning framework is proposed [168] for active learning about
anomalies and it provides a practical learning method for intrusion detection. In another
paper [166], a co-training method framework based on a semi-supervised method is
proposed for intrusion detection.
Many studies show that sometimes unlabelled data may decrease the performance of
semi-supervised learning [169, 170, 171, 172, 173]. The reason why unlabelled data have
a negative impact on the classification results is considered in [174]. Therefore, safe
semi-supervised learning has been considered in a number of papers. These methods do
not significantly reduce the accuracy of semi-supervised methods when using unlabelled
data [171, 175].
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Semi-supervised support vector machines (S3VMs) [176, 177] are very effective
semi-supervised methods for the regularisation of a decision boundary which then can
pass through low-density regions [178]. The performance of this method is sometimes
reduced due to unlabelled data. S3VM is used in various studies, most of which address
its complexity [169, 177, 179, 180], not its safety. S4VM is introduced to improve
S3VM and it does not reduce the performance in unlabelled data. S4VM uses several
low-density separators to approximate the ground-truth decision boundary and to
improve the performance. Under the low-density assumption, S4VM is a safe method
which causes significant improvement in the performance of S3VM [164]. S4VM
predicts unseen data. It addresses the problem of S3VMs in unlabelled data. S4VMbased flow anomaly detection is considered in this section. The main contributions are as
follows:
 Flow-based datasets are required for the evaluation of flow anomaly detection
method. A cloud environment is installed in this thesis to generate a flow-based
dataset. To provide better evaluation, other flow-based datasets, flow-based CAIDA
datasets and single-host flow DARPA datasets, are also used [11, 181, 182].
 Although SSL-based methods provide efficient anomaly detection, many traditional
payload-based IDSs are based on supervised learning. Flow-based anomaly detection
is a high-speed method which is considered in this thesis. We study anomaly
detection in flow data using an SSL-based system. In this regard, S4VM is used to
detect malicious flows. Unlike supervised learning, our anomaly detector can classify
both labelled and unlabelled data.

4.6.1

Datasets

To evaluate the proposed S4VM-based flow anomaly detector, flow-based datasets are
required. In this regard, a number of datasets are generated.
4.6.1.1 Clouddataset
The first flow-based dataset is generated using packets collected from a private cloud.
The cloud consists of two data centres, one based on Citrix XenServer and the other on
VMware ESXi. The Citrix data centre consists of four Dell PowerEdge R320 servers
each with 32GB of RAM and 6 TB shared storage. The VMware data centre consists of
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four Dell PowerEdge R410 servers each with 32GB RAM and 2 TB shared storage.
Both data centres together hold more than one hundred Windows 7, Windows 2008
Server and Ubuntu 12.04 Server virtual machines. All virtual machines connect to a
single virtual LAN. These virtual machines are used to simulate various attacks.
From the above setup, packets are collected over a period of two weeks. Various
computer attacks such as Ping flood, DDoS, brute force, man-in-the-middle are
simulated as follow:
-

Ping: this command is used to simulate a ping flood attack which is a DoS
attack based on ICMP echo request packets.
# sudo ping -f -s 56500 ‘victim IP address’

-

DDOS Simulator (DDOSIM): this is a tool to simulate application layer DDoS
attacks in a testbed environment. This tool simulates a number of zombie hosts
which make full TCP connections to the victim. Then, DDoSim can send traffic
to application layer services such as HTTP and SMTP [183, 184]. In this thesis,
we use DDoSim to:
o establish several TCP connections from random IP addresses to a WWW
server, and send invalid HTTP requests.
(ddosim -d 192.168.1.3 -p 80 -c 10 -r HTTP_INVALID -i eth0) and
(ddosim -d 192.168.1.3 -p 80 -c 0 -w 0 -t 10 -r HTTP_VALID -i
eth0)
o establish infinite connections to a SMTP server and to send EHLO
requests.
(ddosim -d 192.168.1.3 -p 25 -k 10.4.4.0 -c 0 -r SMTP_EHLO -i
eth0)
o establish

infinite

connections

to

a

POP3

server

(port

110).

(ddosim -d 192.168.1.3 -p 110 -c 0 -i eth0)

-

Man-in-the-Middle Attack: the attacker places himself between the server and
the client, and evesdrops and sends the information between them. The attacker
can read or change information. There are some tools which help the attacker to
sniff the traffic. The sniffing tool used in our experiment is called dsniff.
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For the simulation of Man-in-the-Middle attack, Ubuntu Linux virtual machine
(VM) was used to perform the attack. A Windows 7 VM played the role of a
client of the web server which was installed on a Windows 2008 VM.
Arpspoof was used to replace the MAC addresses of the client and the server
with the MAC address of the Man-in-the-Middle. After placing between client
and server, we turned on ip_forward function in the Man-in-the-Middle to
forward packets that were received. In the final step, Man-in-the-Middle sniffed
clear text traffic using a sniffing tool called dsniff.

-

Brute force attack: Hydra is a tool used to simulate brute force attacks. For
example, if we have a user “test@email.com”. The following command uses to
find the password [185]:
# hydra server smtp –l test@email.com –P wordlist –s port –S –v –V

These attacks were simulated in a Lab environment where a number of students
used these tools to perform the attacks. Therefore, attack intensity and inter-arrival time
were not measured. The quality of the cloud dataset was not studied systematically.
Benign flows were also required for the evaluation. In this regard, a web server was
installed on a virtual server. All traffic to this server was collected as benign traffic.
To extract flow records from packet-based datasets, NetFlow was simulated in this
thesis using open-source software, Softflowd [160] and Flowd [161]. Softflowd and
Flowd were used to capture flow records in our cloud and they were installed on a virtual
machine. These simulators can generate flows by listening to the real traffic or by
reading off-line packet-based datasets. Softflowd generates flow records from packets,
and then sends flows to the NetFlow collector, Flowd, see Figure 4.13. The generated
dataset in this section is called cloud datasets. The captured dataset is made up from the
combination of normal and attack packets.
In this cloud dataset, active and inactive timeout were left at by default. The cloud
dataset was generated only during the last experiment; therefore, it was not feasible to
use it in the previous sections. Table 4.18 shows the distribution of captured datasets.
Due to default timeout values and manually attack generation, small number of flow
records was collected. In this experiment, each flow record has seven features:
(packets, octets, duration, source port, destination port, TCP flags, IP protocol)
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NetFlow exporter
(Softflowd)

NetFlow collector
(Flowd)

Flow-based anomaly
detector

Figure 4.13. Generating flow records using NetFlow simulators

4.6.1.2 DARPAdatasets
Single-host flow DARPA datasets are also used in this section for the evaluation of our
proposed system [11]. Table 4.18 shows detailed information about this flow-based
DARPA datasets. The single-host flow DARPA datasets focus only on flows to a
specific IP address which receives the most number of attacks.
4.6.1.3 CAIDAdatasets
Packet-based CAIDA datasets including CAIDA DDoS dataset and CAIDA internet
traces 2013 [181, 182] are also used in this experiment. As we explained, the CAIDA
DDoS dataset includes packets captured from DDoS attack traffic for one hour. CAIDA
internet traces 2013 is another packet-based dataset used in this thesis. These packetbased datasets are used in NetFlow simulators shown in Figure 4.13, to generate flowbased datasets. The numbers of flow records extracted from CAIDA datasets are shown
in Table 4.8.
As CAIDA datasets are very large, a small number of flows are randomly selected.
The size of the new selected dataset (129571 flows) is equal to the size of the DARPA
dataset. The ratio of benign to malicious flows in the selected flow-based CAIDA dataset
is also equal to that of the DARPA dataset as shown in Table 4.18.
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Table 4.18. Distribution of flow-based datasets
Benign

Malicious

flows

flows

Total flows

Flow-based DARPA [11]

Total traffic

105,033

24,538

129,571

Selected flow-based CAIDA

Total traffic

105,033

24,538

129,571

Cloud datasets

Total traffic

6927

1260

8187

4.6.2 S4VM
S3VM is a semi-supervised method which is an extended version of inductive
supervised SVMs. This method is a maximum-margin classification algorithm which is
based on labelled and unlabelled data. S3VM can simultaneously learn the optimal
decision function and the unlabelled data. For the decision boundary, S3VM assumes a
large margin on both labelled and unlabelled data. It is shown that S3VM realises the
low-density assumption [180]. Therefore, the decision boundary in this method goes
across low-density regions.

y  {1} is the label space. {xi , yi }li 1 shows a set of

In S3VM, x is the input space,

l labelled instances and {xi }ljul 1 is a set of u unlabelled instances. Finding a decision
function

f : x  {1}

and

a

label

assignment

on

unlabelled

instances

y  { yl 1 ,...., yl u }   are considered in S3VM; therefore, the function in Eq. (4-34) is

minimised.

1

l u

l

|| f || C  l ( y , f ( x ))  C  l ( y , f ( x
min
 2
f
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j l 1
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(4-34)

))

is a set of label assignments from domain knowledge and it is defined as Eq.

(4-35). The inconsistency of class proportion is controlled by
C1 and C2 are regularisation parameters.
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While supervised SVMs need labelled training datasets, S3VM infers the integervalue labels of unlabelled data. However, S3VM has difficult mixed-integer
programming. Many researchers have tried to address the complexity of S3VMs [175,
158, 17]. While it is shown in many studies that the performance of S3VM is sometimes
seriously decreased with unlabelled data, there is little effort on the safety of S3VM.
S3VM is based on low-density separation. This method realises the ground-truth by
using a large-margin low-density separator. Usually there are several large-margin lowdensity separators. As it is explained, in unlabelled data, there may be a serious
performance reduction in S3VMs.
S4VM is a semi-supervised method which is used in this thesis. This method
improves S3VM to provide an accurate SSL which has a high performance in the
presence of unlabelled data. S4VM addresses the problem of S3VM by generating a pool
of diverse large-margin low-density separators. Then, S4VM maximises the
improvement of performance for any separator. The S4VM algorithm can be summarised
as follows:
1. Receive input D  {{xi , yi }li l ,{x j }ljul 1}
^

2. A pool of diverse low-margin low-density separators { y }Tt l is generated for D.
t

3. The

performance

of

separator

^

y

t

, t  1,...., T

is

maximised

by

assigning

y  { yl 1 ,...., yl u } to unlabelled instances.

The fundamental assumption of S3VM, such as the low-density separator, is used
[164] to propose S4VM. S4VM is a safe S3VM which assumes that there are several
low-density separators for the training data. It is shown [164] that S4VM improves
S3VM, which sometimes has a significant reduction in performance.

4.6.3 Experimental results
This thesis introduces S4VM into anomaly detection in flow traffic with a small amount
of labelled data. S4VM is a safe semi-supervised algorithm, which is used to classify the
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flow traffic to benign and malicious flows [164]. The parameters of S4VM are selected
as Table 4.19 and RBF kernel is used.
In this experiment, cloud dataset, CAIDA and DARPA datasets, are used to
evaluate the proposed S4VM-based flow anomaly detection system. Each dataset is
divided into training and testing datasets in which the training dataset has 50% of the
flows and the testing dataset has 50% of the flows. Then, the labels of the testing
datasets are removed and testing flows are classified by S4VM. Ten percent of each
training dataset is labelled.
Our intelligent algorithms cannot be trained with the original form of datasets, and
datasets need to be scaled to [-1; +1]. In this regard, a Min-Max normalisation method
defined as Eq. (4-29) is used in this experiment [147].
The accuracy of a flow-based anomaly detector is defined as in Eq. (4-30), where
tp and tn are true positive and true negative respectively. tp and tn show the correct
detection of benign and malicious flows. fp is false positive and shows the wrong
detection of benign traffic. fn, false negative, shows the wrong detection of malicious
flows [147].

Parameters

Table 4.19. S4VM parameters
Description

Numbers

C

regularisation parameter

100

C1 , C2

regularisation parameter

100, 0.1



regularisation parameter

0.1

N

sampling size

100

T

number of separators

10



risk parameter

3

FAR defined as in Eq. (4-33) is another parameter used to evaluate anomaly
detectors. An anomaly detector should have a low FAR. Table 4.20 shows the
experimental results. All experiments are repeated 10 times; therefore, the results shown
in Table 4.20 are average results.
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In this section, S4VM is trained with the flow-based datasets and the accuracy is
compared with a number of optimised MLPs and with other studies (see Table 4.20).
According to the results, although a small proportion of each dataset is labelled, the
accuracy of the classification for S4VM is high. The accuracy of S4VM is less than
supervised methods, as it has only 10-percent labelled data.
The advantage of S4VM is that with a small labelled dataset, S4VM will be able to
detect a large number of unknown attacks in the real world. This method is cheap, as it
does not need labelling of all traffic.

Dataset

DARPA
datasets

Table 4.20. Accuracy of S4VM compared to supervised algorithms
Method
Accuracy
FAR
S4VM(%10 labelled data)

91.96

3.84

GSA-based MLP [159]

97.63

1.55

PSO-based MLP [159]

96.72

2.03

EBP-based MLP

96.55

3.15

SVM (RBF) [11]

92.07

5.20

SVM(sigmoid) [11]

99.73

5.59

S4VM(%10 labelled data)

90.62

3.97

GSA-based MLP

97.11

1.81

PSO-based MLP

96.27

2.16

EBP-based MLP

95.47

2.98

S4VM(%10 labelled data)

93.76

3.86

GSA-based MLP

99.12

0.97

PSO-based MLP

98.26

1.12

EBP-based MLP

96.94

2.45

CAIDA
datasets

Cloud dataset

For more evaluation, the accuracy of S4VM is considered with different amounts
of labelled data, see Figure 4.14. As this figure shows, the accuracy improves when
there are more labelled data. In a larger amount of labelled data, the accuracy of S4VM
is comparable with supervised methods in Table 4.20.
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It is shown [164] that S4VM improves the results of S3VM, and it does not reduce
performance with unlabelled data. S4VM also has good accuracy when the number of
labelled instances is very small [164].
Default timeout values in the cloud dataset do not affect the accuracy of classifiers,
because, the weight coefficients of these classifiers are adjusted based on the patterns of
training datasets. Classifiers detect attacks in the testing datasets based on the updated
weights.
100
98

Accuracy (%)

96
DARPA

94
92

CAIDA
90
Cloud

88
86
84
10%

20%

40%

60%

Percentage of labelled data
Figure 4.14. Accuracy with different amounts of labelled data

4.7

Conclusion

In this chapter, we proposed ANN-based flow anomaly detection systems for highspeed networks. These systems were capable of detecting unknown attacks. We used an
MLP with one hidden layer for network anomaly detection. A number of optimisation
algorithms, GSA, PSOGSA and Cuckoo, were separately deployed to optimise the
interconnection weights of the MLP. To evaluate these optimised MLPs, flow-based
datasets were required. In this chapter, NetFlow was simulated to extract flow records
from a number packet-based datasets. Two flow-based datasets were generated. The
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optimised anomaly detection systems were evaluated using these flow-based datasets
and the results were compared. PSOGSA based systems had the highest accuracy in
classifying benign and malicious traffic. It also had the lowest false alarm rate, while the
Cuckoo had the lowest training time. The results showed the effectiveness of the
algorithms in detecting attacks associated with packet headers. All results were
averaged over ten experiments.
Supervised learning algorithms need labelled data, however, labelling network data
is very costly in the real networks. Semi-supervised methods are very effective for both
labelled and unlabelled data. This chapter proposed a semi-supervised anomaly detector
to detect anomalies in flow traffic. S4VM is a safe semi-supervised method which has
high accuracy when there is a small amount of labelled data. This method is very
accurate to detect anomalies in unlabelled data. For the evaluation of the proposed SSLbased anomaly detection method, a number of generated flow-based datasets were used.
The results showed the high accuracy of S4VM in detecting malicious flows. The
results of S4VM were comparable with supervised methods when the percentage of
labelled data is increased.
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5

ANOMALY DETECTION WITH
ADAPTIVE SAMPLING

5.1

Introduction

Flow analysis, based on packet header information, is increasingly used for traffic
monitoring and management. In the recent past, a number of studies have been carried
out using flow traffic to detect anomalies in high-speed networks. Different flow-based
network management techniques typically employ sampling techniques to manage the
high volume of network traffic. However, sampling processes degrade the accuracy in
detecting anomalies [112]. This chapter addresses the research gaps in anomaly
detection using sampled traffic.
Two sampling methods, packet sampling and flow sampling, are widely
investigated [9]. Packet sampling is performed at routers before flows are generated, but
flow sampling is applied to flows at NetFlow collectors. Implementation of a packet
sampling method is easy, yet it causes a serious bias in flow statistics. Compared with
packet sampling, flow sampling is more efficient in terms of preserving the
characteristics of network traffic [113]. In this regard, several flow sampling methods
have been proposed. For example, intelligent flow sampling (IFS) [186] uses two-stage
flow sampling to reduce the negative impact of sampling on traffic analysis. The first
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stage of IFS is responsible to extract the features required for analytic algorithms, and
an adaptive sampling algorithm is proposed for the second stage. The adaptive sampling
method focuses more on the flows with rare features to improve anomaly detection in
sampled traffic.
In this chapter, we propose an adaptive flow sampling technique to improve the
accuracy of anomaly detection in sampled traffic. In the proposed technique, we use our
ANN-based anomaly detector, explained in Chapter 4, to determine the required
sampling methods. The sampling methods are selected dynamically based on the current
situation. Therefore, we may preserve information effectively.

5.2

Intelligent sampling using an optimised neural network

method
Modern Internet has enabled wider usage, resulting in increased network traffic. Due to
the high volume of data packets in networks, sampling techniques are widely used in
flow-based network management software to manage traffic load. However, sampling
processes reduce the likelihood of anomaly detection. Many studies have been carried
out to improve the accuracy of anomaly detection. However, only a few studies have
considered it with sampled flow traffic. In this chapter, we investigate the use of an
ANN-based classifier to improve the accuracy of flow-based anomaly detection in
sampled traffic. A feedback from the ANN-based anomaly detector determines the type
of the flow sampling method that should be used. The proposed technique handles
malicious flows and benign flows with different sampling methods. The contributions
of this chapter are as follows:


PSOGSA algorithm - we optimise an MLP neural network using PSOGSA
algorithm to improve its accuracy and reliability in the classification of flow traffic
in high-speed networks [143, 159]. This optimised classifier is trained with flowbased datasets to distinguish between benign and malicious flow traffic.



Flow sampling technique - we propose this adaptive technique to reduce the
negative impact of sampling on the performance of the flow-based anomaly
detector. Our proposed flow sampling technique shown in Figure 5.1 determines
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the required sampling method based on the feedback from the flow-based anomaly
detector.

Flows

Packets

Anomalies
Flow
extraction

NetFlow-based
anomaly
detection

Sampling

F(x)

Proposed sampling technique

Figure 5.1. Architectural components

5.2.1 Architectural components
The architectural components of the proposed technique are shown in Figure 5.1. There
are four main modules in this technique: flow extraction, sampling, flow-based anomaly
detection, and feedback.
5.2.1.1 Flowextraction
The flow extraction module is responsible for generating flow traffic which is a
prerequisite for detecting malicious flows. This module is a NetFlow simulator,
explained in Chapter 4. It receives packet-based datasets and generates flows. In this
thesis, Softflowd and Flowd are used to generate flow-based datasets.
5.2.1.2 Samplingmodule
Researchers have realised that the distribution of traffic features is distorted by sampling
procedures [112]. This negatively affects different volume anomaly detection
techniques. This thesis proposes a modified flow sampling technique to improve
anomaly detection in sampled traffic.
Smart and selective sampling methods are the main components of our proposed
technique and they were discussed in Chapter 2. In our technique, the flow anomaly
detector can accurately determine whether there is an attack. The results show which
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flows (small or large) are important and then a suitable sampling method is selected by
means of feedback from the anomaly detector.
5.2.1.3 Flow-basedanomalydetectionandfeedbackmodules
The flow traffic from the sampling module is fed to the flow-based anomaly detection
module, which is based on an artificial neural network (ANN) classifier. A lightweight
MLP which is a supervised ANN method is used for this purpose. A metaheuristic
algorithm, the hybrid PSOGSA, is used in this chapter to train MLP to improve the
accuracy and reliability [159].
The flow-based anomaly detection module can detect volume anomalies such as
DDoS, DoS, worms, botnets, and port scans. When this module detects an anomaly, the
feedback module identifies a specific metric which shows which sampling method is
required. The sampling module selects the appropriate method using this metric. In this
experiment, the sampling method can be smart or selective.

5.2.2 Proposed sampling technique
A sampling technique based on an ANN-based flow anomaly detector is proposed. This
technique is used for two purposes. It can both detect anomalies and determine the
sampling type, as discussed below.
5.2.2.1 ANN-basedflowanomalydetectionsystem
In this experiment, we use a PSOGSA-based anomaly detector, explained in Chapter 4.
Our flow anomaly detection system uses an MLP with one hidden layer ([7 3 2]
structure). To avoid local minima and to improve performance, a metaheuristic
algorithm, PSOGSA, is used to optimise the interconnection weights of the MLP neural
network. The proposed system is implemented in MATLAB version R2012a
(7.14.0.739). The parameters of the PSOGSA and Cuckoo algorithms are shown in
Table 4.15 in Chapter 4. The Min-Max normalisation method is used in this experiment
to rescale the datasets to [-1; +1]. The optimised MLP is able to detect known and
unknown attacks after training.
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5.2.2.2 Sampling
Depending on the sampling point, there are two categories of samples [117]: an on-line
method which samples at NetFlow exporters when they capture packets, and an off-line
method which samples flows at NetFlow collectors after receiving flows from NetFlow
exporters. As this thesis deals with flows, it proposes an off-line method in which the
data communication from the NetFlow collector to the analysing point is reduced.
Flow-based traffic entails heavy-tailed distribution for packets [115]. In this
distribution, a large number of flows are small and a small number of them are large.
Although there are few large flows, they carry the majority of packets. In this regard,
many sampling methods are biased towards large flows because they are important for
efficient bandwidth monitoring.
Two well-known flow sampling methods which are used in this thesis are smart
sampling and selective sampling. Our proposed off-line sampling technique provides
the sampled traffic based on the network conditions. This method is a hybrid of
selective and smart sampling methods.
Smart sampling targets large flows to preserve more traffic information desired for
monitoring purposes whereas selective sampling is suitable for anomaly detection.
Therefore, our proposed method can sample both small and large flows based on the
dictation of the flow-based anomaly detector. In other words, the type of the sampling
method is determined using the output of the flow-based anomaly detection system.
Initially, it is assumed that the traffic which should be sampled is benign and smart
sampling is the default method for producing sampled flow traffic. If an anomaly is
detected, the proposed technique changes the sampling method to the selective sampling
method. Figure 5.2 shows the flowchart of the proposed sampling technique. A fixed
sampling rate is chosen in this thesis. This rate shows the number of sampled flows.
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Figure 5.2. Flowchart of proposed sampling technique

As it is explained in Chapter 2, smart and selective sampling methods work as
follows:
 Smart sampling: It calculates the probability of flows based on their sizes, Eq. (5-1)
[104]. x is the flow size in packets and z is a threshold. In smart sampling, the
sampling rate is controlled by a sampling threshold.

x / z
p( x )  
1

xz
xz

(5-1)

 Selective sampling: It selects an individual flow with probability p(x), as shown in
Eq. (5-2). Where x is the flow size in packets, 0  c  1, n  1 and z is a threshold.

c
p( x )  
 z /( n  x )

xz
xz
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(5-2)

5.2.3 Datasets
To evaluate the sampling technique, we need the NetFlow simulator to generate two
different flow-based datasets from: 1) packet-based DARPA datasets [187], 2) packetbased CAIDA DDoS datasets, and 3) packet-based CAIDA Traces 2013, as explained in
Chapter 4. Table 5.1 provides the distribution of the generated datasets.
Table 5.1. Distribution of NetFlow-based datasets
Benign

Malicious

Total

Flows

flows

traffic

Week1

485877

…..

485877

Complete flow

Week2

……

406284

406284

DARPA dataset

Week3

483139

…….

483139

Total traffic

969016

406284

1375300

Flow CAIDA DDoS

Total traffic

……

32638466

32638466

Flow CAIDA traffic traces

Traffic traces-2013 4273773

……

4273773

5.2.3.1 Characteristicsofcompleteflow-basedDARPAdatasets
Different flow-based datasets are required to examine our proposed method. In our
generated datasets, each flow record has seven features: a) Packets; b) Octets; c)
Duration; d) Source port; e) Destination port; f) TCP flags; and g) IP protocol.
DARPA datasets provide the packet-based data collected over five weeks. The
first- and third-week datasets are attack-free whereas the second-week dataset contains
labelled attacks. The fourth- and fifth-week datasets are for testing purposes. The singlehost flow DARPA dataset, which is provided in [11] contains only flows to a specific
host. In this thesis, using Softflowd and Flowd software, all existing flows in the first,
second and third weeks were extracted to evaluate the statistics of the entire traffic. The
generated dataset is called complete flow DARPA dataset and its distribution is shown
in Table 5.1.
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In this chapter, DARPA datasets are examined to find the characteristics of real
traffic. Figure 5.3 shows the distribution of normal and malicious flows in complete
flow DARPA datasets. Each point represents the frequency of a flow size. According to
these figures, the concentration of the traffic is in flows with small size, but large flows
containing the majority of packets are rare.
To give a clear picture of flow record concentration, only the flow sizes with a
frequency of more than 100 are shown in Figure 5.4.
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Figure 5.3. Distribution of flows in DARPA datasets
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Figure 5.4. Distribution of flows with high frequency in DARPA datasets
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Figure 5.5 compares between the amount of information included in small flows
and large flows, and Table 5.2 provide the statistical information about extracted flows.
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Figure 5.5. Small and large flows in different subsets of DARPA datasets
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Table 5.2. Statistical information of flow-based DARPA
Flow size≤10

Week 3

Week 2

Week 1

Total

Flow size≤5

Max

Min

Packet No. in

Size

Size

5% of the

Flow

Packet

Flow

Packet

No.

No.

No.

No.

largest flows

(%)

(%)

(%)

(%)

(%)

Monday

90260

87.99

32

63.81

18.76

14164

1

61.27

Tuesday

102938

91.42

46.11

67

28.05

9488

1

49.44

Wednesday

105058

88.74

33.69

63.68

19.55

19002

1

60.22

Thursday

99202

87.06

25.38

62.24

13.93

20083

1

68.11

Friday

88419

88.78

32.16

57.65

16.10

20880

1

62.26

Monday

20726

78.64

29.61

54.83

16.13

8778

1

48.95

Tuesday

129345

90.53

40.10

68.62

24.13

15991

1

54.44

Wednesday

51221

95.04

45.03

85.18

30.24

8960

1

55.06

Thursday

116109

91.38

33.86

73.75

21.14

16670

1

61.75

Friday

88883

91.17

30.44

75.48

19.50

27391

1

65.06

Monday

96959

86.10

27.28

60.80

15.76

28492

1

65.33

Tuesday

113850

82.91

29

59.80

17.27

68772

1

55.95

Wednesday

92849

87

30.31

64.78

18.12

14903

1

62.16

Thursday

48917

70.75

16.76

56.11

10.64

17413

1

53.94

Friday

130564

88.40

39.24

62.33

22.72

15088

1

53.41

Figure 5.5 and Table 5.2 are used to give a picture of flow behaviour in short
periods (days), before analysing the characteristics of flow traffic in the entire dataset.
Figure 5.6 shows more information about the distribution of normal and malicious
flows, based on their sizes, in the complete flow-based DARPA datasets. The
cumulative number of packets shows how many packets are included in the flows so far.
According to this figure, the concentration of the traffic is in flows of small size but
large flows containing the majority of packets are rare. In respect of anomaly detection,
sampling small flows helps to preserve more attack information.
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Figure 5.6. Distribution of flows in complete flow-based DARPA datasets
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5.2.3.2 Flow-basedCAIDAdatasets
The second dataset used in this experiment is called CAIDA dataset including the
CAIDA DDoS dataset and CAIDA Internet Traces 2013 [181, 182].
5.2.3.2.1 Flow-based CAIDA DDoS datasets
CAIDA DDoS datasets contain one hour of DDoS attack traffic related to 4th August,
2007. This type of denial-of-service attack uses the whole available bandwidth to the
server and blocks access to its services. As the datasets are very large, four CAIDA
DDoS datasets are randomly selected in this thesis and converted to flow-based
datasets. The flow-based DDoS dataset is generated using CAIDA packet-based DDoS
datasets. Table 5.3 provides the statistical information about CAIDA DDoS flow.
Table 5.3. Statistical information of CAIDA DDoS datasets

Total

Flow size≤10

Flow size≤5

Min

Max

(%)

(%)

Size

Size

Packet in 5% of
the largest flows
(%)

DDoS_134936

3988

80.62

40.42

1

235

%26.86

DDoS_135436

1297

95.99

83.5

1

21081

%96.90

DDoS_135936

3582

87.72

54.83

1

23041

%84.64

DDoS_140436

1062

97.46

93.89

1

24488

%97.93

DDoS_140936

979

97.96

97.96

1

22578

%98.24

DDoS_141436

1314690

98.87

93.2

1

6898

%21.19

DDoS_141936

6678740

99.93

99.26

1

43

%12.59

DDoS_142436

6686212

99.92

99.20

1

61

%12.59

DDoS_142936

3015941

99.87

99.08

1

55

%12.70

DDoS_143436

2659763

99.84

99.00

1

49

%12.70

DDoS_143936

2724018

99.82

98.93

1

69

%12.70

DDoS_144436

2891152

99.83

98.91

1

61

%12.62

DDoS_144936

2756026

99.82

98.83

1

64

%12.54

DDoS_145436

3901016

98.38

95.32

1

27619

%31.35

Total

32638466

99.65

98.38

1

27619

……

Figure 5.7 (a) shows the distribution of the generated flow-based CAIDA DDoS
datasets. As DDoS attacks generate small flows, almost all DDoS flow sizes number
fewer than 10. On the other hand, CAIDA traffic traces are normal traces, which are
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assumed not to have DDoS attacks. This confirms the reverse proportion of the
frequency and the flow size.
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(a) Distribution of flow-based CAIDA DDoS datasets
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Figure 5.7. Distribution of flow-based CAIDA datasets
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5.2.3.2.2 Flow-based CAIDA Traces 2013
CAIDA Traces 2013 is used as benign traffic in this experiment to generate benign
flows. Table 5.4 shows the statistical information about CAIDA flow traffic traces
2013. Figure 5.7 (b) also provides information about flows generated from CAIDA
Traces 2013.
The generation of these packet-based traces is not one of the main contributions of
this thesis. A number of publicly available packet-based traces (pcap files) are used, to
generate flow-based traces.
CAIDA Traces 2013 and CAIDA DDoS dataset were generated in two different
networks. The source and destination IPs of the flow records in these datasets are
completely different. Therefore, the intelligent anomaly detector learns CAIDA Traces
2013 as benign traffic, and the performance is not affected by the assumption.
Table 5.4. Statistical information of CAIDA traces
Packet size≤10

Packet size≤5

(%)

(%)

2013-07-18

92.34

2013-02-21 dirA

Chicago

Sanjose

Name

5.2.4

Total

Max size

85

580232

1557

92.55

85

178884

1205

2013-02-21 dirB

91.60

83

426308

5909

2013-06-20

92.00

85

789285

4634

2013-07-18 dirA

86.52

77

310346

5177

2013-07-18 dirB

91.65

83

886873

1154

2013-05-29 dirA

90.39

82

317772

1596

2013-05-29 dirB

94.41

88

616935

2596

2013-08-15

88.90

80

167138

27317

Results and discussion

To measure the performance of our proposed flow-based anomaly detector, four metrics
are used: accuracy, ER, MR and FAR. These metrics are defined as in Eqs. (4-30) to
(4-33) in Chapter 4.
Our thesis requires an accurate classifier for the flow-based anomaly detector
because the results of the anomaly detector is used to determine the type of sampling
method. In this regard, we use a PSOGSA-based MLP classifier which is explained in
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Chapter 4. PSOGSA, which is the combination of GSA and PSO, has better
convergence speed compared to GSA and PSO individually [143].
As shown in Table 4.17, PSOGSA-based MLP provides the highest accuracy and a
low FAR. Accordingly, we use PSOGSA-based MLP for our ANN anomaly detection
technique. The performance of this anomaly detector is evaluated using flow-based
CAIDA and complete flow DARPA datasets as shown in Table 5.5. All results are
averaged over ten experiments.

Table 5.5. Performance comparison of PSOGSA and other algorithms

CAIDA
flow

DARPA

Flow-based
Complete

Dataset

Accuracy

MR

FAR

(%)

(%)

(%)

PSOGSA based MLP

97.16

1.27

1.42

PSOGSA based MLP

97.63

3.52

0.95

Detector

5.2.4.1 Impactofsamplingmethods
The proposed sampling technique is evaluated with the complete flow-based DARPA
datasets and the flow-based CAIDA datasets. The results are compared with other
sampling methods and with another study. Table 5.6 compares different sampling
methods in preserving malicious flows. Because of the huge amount of complete flowbased DARPA and flow-based CAIDA data, initially, 200,000 flows are randomly
selected from each dataset as shown in Table 5.6. The proportion of malicious to benign
flows is the same for both selected datasets, and it is equal to that of complete flow
DARPA dataset. Similar to NetFlow, a fixed sampling rate, which is 0.1, is selected in
this study. In the complete flow-based DARPA dataset, training and testing datasets are
different but they are the same size.
For each sampling method, various values are tested for sampling parameters to
achieve the desired sampling rate in a dataset.
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Selective sampling is the method proposed to improve anomaly detection in
sampled flow traffic. According to Table 5.6, the results from the proposed sampling
and selective sampling are very close. In flow-based CAIDA datasets, they sample
twice as many malicious flows as smart sampling. Therefore, the proposed technique is
almost as effective as selective sampling for anomaly detection. However, the
advantage of the proposed technique is that it samples large flows in normal situations
of a network, and hence it can preserve more packets than selective sampling. Therefore,
it can be used in both traffic monitoring and anomaly detection.
Table 5.6. Different sampling methods in preserving malicious flows
Complete

Flow-based CAIDA

flow DARPA

Flow-based CAIDA

datasets

datasets
Test

Total flows

406284

969016

Randomly

59082

140918

selected
Sampling rate

0.1 (20000 flows)

……

……

0.1 (20000 flows)

Selective

12401 malicious

……

……

14361 DDoS flows

sampling

flows (20.99 %)
8088 malicious

Smart sampling

2659763
59082

346022

6792168

140918

59082

146710
5

140918

(24.31%)
……

……

7090 DDoS flows (12 %)

……

……

14170 DDoS flows

flows (13.69 %)
Proposed

12125 malicious

technique
Random

flows (20.52 %)
15 %

(23.98%)
……

……

20 %

……

……

7%

sampling [188]
Smart sampling

10 %

Chicago-2013718

CAIDA
Traces 2013
Sanjose-2013718

CAIDA_DDoS

DDoS_145436

CAIDA
Traces2013

Test

DDoS_144436

CAIDA_DDoS

Chicago-2013815

Train

Sanjose-2013221

Train

DDoS_143436

Benign

Malicious

datasets

[188]

Selective sampling always has bias towards small flows [104, 136]. Sampling small
flows in all time slots causes the loss of most large flows; hence, selective sampling
loses the majority of packets carried by large flows [104]. On the other hand, smart
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sampling mostly samples large flows and it does not effectively sample small flows,
which are the source of a large number of anomalies [113]. Although there is poor
detection of anomalies when using smart sampling, this method can preserve the
majority of packets and it is desired for monitoring tools [104]. Our technique proposes
switching between selective sampling and smart sampling methods based on specific
network situations.
NetFlow exports flows when the number of expired flows is equal to a
predetermined maximum number, or after every active/inactive time slot. In this thesis,
a time slot is defined as the time interval between two flow exports. In this experiment,
the flow traffic is divided into different groups related to consecutive time slots. The
traffic in each time slot is considered and the suitable sampling method is determined
for flows in the following time slot.
The performances of sampling methods in preserving malicious flows are
compared in Table 5.6. In addition, Figure 5.8 and Figure 5.9 compare these methods
based on the number of preserved packets.

Flow-based CAIDA dataset
45
40
35
30
25
20
15
10
5
0
Smart

Preserved packets (%)

Selective

Proposed technique

Preserved DDoS packets (%)

Figure 5.8. Preserved packets in flow-based CAIDA dataset
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Complete flow DARPA dataset
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30
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0
Smart

Preserved packets (%)

Selective

Proposed technique

Preserved malicious packets (%)

Figure 5.9. Preserved packets in complete flow DARPA dataset

These figures show that the efficiency of our technique in preserving packets is
almost equal to that of smart sampling. In addition, selective sampling helps our
technique to sample malicious packets carried by malicious flows [104]. Therefore, for
both flow-based CAIDA and complete flow DARPA datasets, the percentage of
malicious packets preserved by our proposed technique is close to that of selective
sampling (see Figure 5.8 and Figure 5.9). The results confirm that the proposed
technique can be used in traffic monitoring and anomaly detection.
As these figures show, smart sampling efficeintly preserves packets including a
small number of malicious packets. This confirms that smart sampling is a suitable
method for benign packets. In Figure 5.8 and Figure 5.9, the percentage of preserved
malicious packets is the ratio between sampled malicious packets and the total number
of malicious packets. However, the ratio of the sampled malicious packets to the total
number of packets is very small for both smart sampling and the proposed technique.
Therefore, these techniques can preserve almost equal numbers of benign packets.
Another important issue is that a number of attacks are disregarded by the use of
inappropriate sampling methods. An ideal sampling should improve the detection rate.
In this thesis, IP addresses which are targets of malicious flows, are called attacked IPs.
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On this assumption, Table 5.7 compares the number of sampled attacked IPs. Smart
sampling has the lowest sampled attacked IPs and it disregards many attacks. On the
other hand, the proposed technique and selective sampling can preserve most attacked
IP.
Table 5.7. Numbers of sampled attacked IPs in different sampling methods
Sampled attacked

Un-sampled attacked

IP

IP

Original traffic

208

0

Selective sampling

151

57

Smart sampling

45

163

Proposed sampling

144

64

Original traffic

186

0

Selective sampling

175

11

Smart sampling

116

70

172

14

PSOGSA based system

Flow-based
CAIDA

technique

Complete flow
DARPA

Proposed sampling
technique

For more evaluation, the impact of the proposed technique on the accuracy of
anomaly detection is investigated. PSOGSA-based MLP is evaluated with three flow
sampling methods: smart sampling, selective sampling and Proposed sampling (see
Table 5.8). In the sampled traffic, the false negative is fns and it is as in Eq. (5-3), where
um is the number of unsampled malicious flows. Therefore, fns is used in Eq. (4-30) to
calculate Accuracy in sampled traffic.

f ns  f n  um

(5-3)

Table 5.8 compares the impact of different sampling methods on the accuracy of
the PSOGSA-based anomaly detector. The results are also compared with another study
[112]. Due to a 0.1 sampling rate, 90% of the traffic will be lost. As Table 5.8 shows, in
sampled traffic there is a significant drop in the accuracy of the anomaly detector. As
selective sampling and the proposed technique can efficiently sample malicious flows,
they provide higher accuracy compared to smart sampling.
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Table 5.8. Performance of PSOGSA-based anomaly detector with sampling
Flow-based

PSOGSA-based MLP

DARPA

dataset

Detector

Trace
flows

CAIDA

PSOGSA-based MLP

Volume anomaly
detection

Sampling

Accuracy

Original traffic

97.63
(%)

Selective sampling

20.49

Smart sampling

13.36

Proposed sampling

20.03

Original traffic

97.16

Selective sampling

23.60

Smart sampling

11.65

Proposed sampling

23.29

Smart sampling[112]

18

Random sampling[112]

6

5.2.4.2 Comparisonofdifferentsamplingrates
To compare the time complexity of our technique, we analyse the time complexity of
different sampling methods adding to the time complexity of the NetFlow-based
anomaly detector (see Figure 5.10). This is due to the fact that the sampling method of
our technique is chosen based on the output of the NetFlow-based anomaly detector.

Smart technique

Selective technique

Proposed sampling technique

Smart sampling

Flow-based anomaly detector

Selective sampling

Flow-based anomaly detector

Smart/selective sampling

Flow-based anomaly detector
F(x)

Figure 5.10. Three sampling techniques
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The processing times of the three techniques, as in Figure 5.10, are shown in ten
consecutive time slots in Figure 5.11 where sampling rate is 20000 (0.1). Figure 5.11
illustrates that the required time for our technique changes based on the selected
sampling method and it is between the processing time of smart and selective
techniques.
0.35

Processing time (s)

0.3
0.25
0.2

Smart technique

0.15

Selective technique

0.1

Proposed sampling
technique

0.05
0
1

2

3

4

5

6

7

8

9

10

Time slots
Figure 5.11. Processing times of sampling techniques

In addition, the performance of our sampling technique in preserving traffic
information is evaluated for different sampling rates and it is compared with other
sampling methods (see Figure 5.12). Our technique can preserve packets similar to
smart sampling in all sampling rates, however, its sampled malicious flows are
significantly better and it is almost equal to that of selective sampling.
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Figure 5.12. Preserved traffic information in different sampling rates
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5.3

Conclusion

Our proposed flow-based anomaly detection technique increases the accuracy of
anomaly detection in sampled flows. An MLP neural network was employed as a flowbased anomaly detector in which a metaheuristic algorithm called PSOGSA was
deployed to optimise the interconnection weights of the MLP. The results confirmed
that this supervised method could provide high accuracy in classifying benign and
malicious flows and it had a low false alarm rate in flow traffic. Sampled flow traffic is
a monitoring solution which is widely used in computer networks. The negative impact
of sampling on anomaly detection is a challenging issue. In this regard, we proposed a
technique to improve the performance of the anomaly detector in sampled flow traffic.
In this technique, we selected the sampling type based on the output of the flow-based
anomaly detector. The proposed technique could efficiently detect anomalies in sampled
traffic and increases the percentage of sampled malicious flows by about 7%. In
addition, it also decreases the loss of information. Therefore, this technique can be used
for both anomaly detection and monitoring. One limitation in the evaluation of the flowbased anomaly detection methods is the lack of public datasets. In this research, we
generated two flow-based datasets, complete flow-based DARPA and flow-based
CAIDA datasets.
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6

PROBABILISTIC SAMPLING FOR
ANOMALY DETECTION

6.1

Introduction

The impact of sampling on the performance of anomaly detection is the gap that is also
addressed in our second sampling experiment which is explained in this chapter. In this
chapter, we propose an efficient probabilistic flow sampling method that can preserve
flow traffic distribution. The proposed sampling method takes into account two flow
features: destination IP address and octet. The destination IP addresses are sampled
based on the number of received bytes. Our method provides efficient sampled traffic
which has the required traffic features for both flow-based anomaly detection and
monitoring. The proposed sampling method is evaluated using a number of generated
flow-based datasets. The results show improvement in preserved malicious flows.
Flow sampling is more efficient than packet sampling in terms of preserving the
characteristics of traffic [113]. In this chapter, we propose a probabilistic flow sampling
(PFS) method which is evaluated with a number of generated flow-based datasets. This
method uses destination IP addresses of the flows to make flow groups. A specific
threshold is used to determine the desired groups which are sampled with a probability
based on their byte numbers. The loss of information is decreased using the PFS
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method. This method is useful for flow-based analysis, including monitoring and
anomaly detection. Figure 6.1 shows the architectural components of PFS. A key
advantage of this method is that it can sample all victim IPs which are the destination of
volume anomalies.
Several flow-based datasets are used in this chapter to evaluate the performance.
CAIDA DDoS datasets, CAIDA Traces 2013, and CAIDA Traces 2012 are packetbased datasets, which are used to generate flow-based datasets for the evaluation [181,
182,189].
Flow-based
traffic
Packet-based traffic

Sampling

Flow extraction

Flow-based analysis

Figure 6.1. Architectural components of the proposed PFS method

In this experiment, the flow size is defined as the number of bytes uses in all the
packets in a flow.

6.2

Architectural components

Two main modules of PFS method are flow extraction and sampling (Figure 6.1).

6.2.1 Flow extraction module
The flow extraction module uses packet-based traffic to generate flow traffic. This
module simulates NetFlow components, NetFlow exporter and NetFlow collector.
Softflowd and Flowd are used in this experiment to generate the required flow-based
datasets. Then, the sampling module applies the proposed sampling method to these
datasets.

6.2.2 Sampling module
The accuracy of flow-based anomaly-detection methods is negatively affected by
sampling methods because of changes in the distribution of flows. Both smart and
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selective sampling methods lose many informative flows, as they are uni-purpose. This
chapter proposes a flow-sampling method to address the weaknesses of these methods.
Our proposed method is a probabilistic sampling method in which stratified random
sampling is used to calculate the probability. Stratified sampling divides the population
into a number of groups. Each group is identified with its corresponding stratum. In our
probabilistic sampling method, two main flow features, destination IP address and octet,
are used. Our method divides the flow traffic into flow groups with the same destination
IPs and then samples are taken from each group. In this method, IPs which receive bytes
above a predefined threshold are sampled with greater priority. This sampled traffic is
suitable to be used by flow-based analysers for monitoring and anomaly detection
purposes.

6.3

Intrinsic characteristics of flow traffic

Flow-based datasets are required for the evaluation of the proposed sampling method. In
this experiment, CAIDA Traces 2013, CAIDA Traces 2012, and CAIDA DDoS datasets
are used to generate flow-based datasets for the evaluation of the proposed method [181,
182]. CAIDA datasets are very large, therefore, subsets of these datasets are randomly
selected in this chapter. Table 6.1 shows the detailed information of the generated flowbased datasets. Each flow has eight features: a) source IP address, b) source port, c)
destination IP address, d) destination port, e) packets, b) octets, f) TCP flags, and g) IP
protocol.
Table 6.1. Generated flow-based CAIDA datasets
Dataset

Total Flows

Flow CAIDA DDoS

6730479

225

Flow CAIDA traffic traces 2013

1273303

337

Flow CAIDA traffic traces 2012

225177

304
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Total destination IPs

6.3.1 Characteristics of flow sizes
An important flow feature is the “octet”, which is the byte number carried by a flow
record and is called flow size. There is a heavy-tailed distribution for bytes in flowbased traffic [115]. A large number of the flows are small but a small number are large.
Small flows carry low numbers of bytes while large flows carry lots of bytes (see
Figure 6.2). Figure 6.2 and Figure 6.3 show the distribution of flows in CAIDA datasets.
According to this figure, most DDoS flows and benign flows are small-sized. The
cumulative number of bytes shows the numbers of bytes included in the flows so far.
Traditional sampling methods bias themselves towards large flows important for
traffic monitoring and they do not sample small flows effectively. On the other hand, a
number of methods focus on small flows to improve anomaly detection but they lose a
lot of large flows [104].
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Figure 6.2.Distribution of flow-based CAIDA traces
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Figure 6.3.Distribution of flow sizes in CAIDA DDoS datasets

6.3.2 Distribution of destination IP addresses in flow traffic
Flows have different features. The statistics of these features is used in anomaly
detection methods. This chapter aims to propose a sampling method based on different
features to cover all changes in the distributions. Therefore, instead of using a simple
flow feature to determine a threshold, we can have a feature moment which is based on
several features. There are two types of feature moments: feature counts and feature
entropies. These two feature moments should be preserved in an ideal sampling method.
These feature moments are used in [113] to improve anomaly detection in sampled
traffic. The feature counts are the number of flows through the feature X k and it is
shown by c( x | X k ) . Unsampled traffic is shown with U and sampled traffic is shown
U
with S, then, c ( x | sIP ) means the number of flows from the original traffic with the

same source IP address. Therefore, the threshold in the study [113] is based on several
features or a feature moment as in Eq. (6-1), where, t is the threshold. Higher moments
have a lower sampling rate. This method is a feature-aware sampling method [113]. In
this chapter, a similar approach will be used to propose a sampling method.
138

s

p( x | X 1 ,...., X k )  
s. log t
 log c( x | X ,..., X )
1
k


c( x | X 1 ,..., X k )  t
c( x | X 1 ,.., X k )  t

(6-1)

Small flows often carry anomaly information, while large flows carry the majority
of the network information [104]. For efficient sampling, both large and small flows
should be preserved.
Our proposed method uses two flow features: destination IP address and octet. The
destination IP address is an important feature of a flow, because IPs which receive a
considerable number of flows and bytes are important for monitoring and for anomaly
detection. The proposed method can sample both small and large flows based on the
sum of bytes targeting a particular destination IP address.

Definition 1: If dstIPi denotes the destination IP address of a flow record i, the sum of
all octets (bytes) targeting this particular destination IP address is shown by s(o | dstIPi ) ,
defined in Eq. (6-2). Where n is the number of flows with dstIPi , m is the number of
destination IP addresses as in Eq. (6-3).

n

s( o | dstIPi )  ( octet j ( dstIPi ))

(6-2)

desIPi  dstIP1 , dstIP2 ,....., dstIPm 

(6-3)

j 1

Definition 2: The sum of bytes targeting all destination IP addresses is shown by
s_total, defined in Eq.(6-4). This parameter is used in this chapter for normalisation of
the probability of dstIPi with s( o | dstIPi ) larger than a particular threshold. In this
regard, s(o | dstIPi ) / s _ total provides normalised probability.
m

s _ total   s(o | dstIPi )

(6-4)

i 1

The sum of all normalised probabilities is 1 (as shown in Eq. (6-5). This
guarantees that all destination IP addresses with normalised probabilities will be
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sampled at least once. In the proposed method, it is assumed that l is the number of
samples from destination IPs receiving s( o | dstIPi ) above the threshold. Therefore,

p( dstIPi )  l shows the number of flows that our proposed method samples from flows
targeting dstIPi .
m

m

s(o | dstIPi )


s _ total
i 1

 s(o | dstIP )
i

i 1

s _ total

1

(6-5)

Volume anomalies such as DDoSs, worms, and port scans cause large changes in
the volume of the flow traffic targeting victim destination IP addresses [190]. These
anomalies generate a large number of bytes. An ideal sampling method should preserve
the victim IP addresses which are the attacker targets.
In addition, IP addresses that receive large flows carrying a great number of bytes
are important for monitoring purposes. Both large flows and volume anomalies cause an
increase in the numbers of bytes received by the destination IP addresses. In this
chapter, informative IP addresses are defined as IP addresses receiving more bytes than
a particular threshold. The proposed method samples informative IP addresses with
greater priority and can preserve the distribution of flows. Figure 6.4 shows s( o | dstIPi )
versus destination IP address for flow CAIDA Trace 2013. This distribution is shown
for flow CAIDA Trace 2012, and flow CAIDA DDoS in Figure 6.5, Figure 6.6 and
Figure 6.7 respectively. IP addresses are anonymised in these figures.
According to Figure 6.4, a few IP addresses receive the majority of bytes and
others receive a small number of bytes. For example, if we have threshold = 2×107, only
a few IPs receive more bytes than the threshold. Also, if an IP address receives 10×107
bytes malicious traffic, this malicious traffic will make the destination machine crash.
Even, if an IP address receives about 10×107 bytes of benign traffic, this is a huge
amount of traffic that should be monitored. In this regard, these IP addresses should be
sampled with greater priority. This distribution is shown in Figure 6.5.
Figure 6.6 shows the behaviour of DDoS flows. These attacks target a specific
server and try to stop it by sending a large amount of traffic to the server. As the server
does not have enough resources to process the entire traffic, it will crash. Figure 6.6
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shows 9×108 bytes being sent to an IP address. Given this case, a sampling method
should concentrate on the traffic targeting this IP address.
The logarithms of s( o | dstIPi ) in CAIDA DDoS datasets are shown in Figure 6.7.
According to this figure, there are also a number of smaller DDoS attacks to other IP
addresses. A network administrator has enough information about the network and the
servers. Therefore, he / she can use a suitable threshold to specify how much malicious
traffic can be dangerous for the network, and to specify which IPs receive more
malicious traffic than the threshold. A sampling method should take more samples from
this dangerous malicious traffic since the output of these sampling methods can be used
by the anomaly detector to detect anomalies.
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Figure 6.7. Logarithmic distribution in flow CAIDA DDoS datasets

6.4

Proposed sampling method

The proposed sampling method is a probabilistic method in which each flow is sampled
with the probability p as shown in Eq. (6-6), where t is threshold.

b

p(dstIPi )   s(o | dstIPi )
 s _ total


s(o | dstIPi )  t
s(o | dstIPi )  t

(6-6)

IP addresses which receive bytes above the threshold are sampled with normalised
probability. Therefore, all of these informative IPs are sampled at least once. This is
very helpful for anomaly detection, as our proposed method can sample all victim
destination IP addresses.
The number of samples from each informative IP address is directly proportional to
the number of bytes that it receives. Therefore, in anomaly situations, the number of
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samples from the victim IPs is increased. For IP addresses receiving fewer bytes than
the threshold, this method uses a constant value b, 0

 b  1.

A small value is desirable

for parameter b to decrease the probability of this area. The pseudo-code of the
proposed sampling method is shown in Algorithm 6.1.

Algorithm 6.1. Pseudo-code of the proposed sampling method
while (there is a flow group in which the destination IP is dstIPi ) do
Compute s( o | dstIPi ) 

n

 ( octet
j 1

j

( dstIPi )) for the dstIPi

if ( s( o | dstIPi )  threshold )
Sample flows with a normalised probability
else
Sample flows with a constant probability b
end if
end while

The sampling rate in NetFlow is a fixed (static) rate which is based on the worst
situation [7]. This chapter also has a static sampling rate which is adjusted by the
threshold and b. Threshold is defined for a time slot. In each time slot, if an IP address
receives more traffic than the threshold, it will sample with greater priority.
The parameters of the proposed sampling method are selected by trial and error to
achieve the desired sampling rate. In the real networks, as the sampling rate is based on
the worst traffic condition, the parameters will be valid for the network, if the traffic
characteristics change over time.
Based on our knowledge, the use of destination IP addresses has not been
considered for the improvement of anomaly detection. Using the threshold, the
proposed method filters out unimportant destination IPs. Therefore, the majority of
samples are selected from the desired area, which is above the threshold. As a result,
flows are preserved efficiently.
This sampled traffic can be used for flow-based anomaly detection, which is useful
for detecting volume anomalies. In the following sections, the performance of the
proposed method is compared with those of other sampling methods with the same
sampling rate. This chapter decreases the amount of information loss compared with
other methods.
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Two probabilistic flow sampling methods, smart sampling and selective sampling,
are used in this chapter for the evaluation of our proposed method. In both sampling
methods, it is assumed that the flow size is the number of bytes in the packets of the
flow.
Inactive timeout shows the time interval that the flow can be idle before expiration
[7]. The flow sampling method used in this thesis analyses traffic at NetFlow collector,
and it aims to reduce the volume of traffic between NetFlow collector and flow
analyser. Therefore, the impact of inactive timeout is not investigated in this study.
When flow records are received, the sampling method can change the priority.

6.5

Experimental results and analysis

The efficiency of the proposed flow sampling method in preserving traffic information
is compared with smart and selective sampling in this section. The number of sampled
flows in the proposed method is directly proportional to the number of bytes that each
IP address receives. In volume anomalies such as DDoS attacks, victim IP addresses
receive a large number of malicious flows and hence, this method samples these
anomalies with high priority. The same situation occurs for IP addresses which receive
large flows with a large number of bytes. The performance of the proposed sampling
method in preserving DDoS flows and large flows are evaluated in this section.
Table 6.2 shows the performance of different sampling methods in preserving
DDoS flows from the flow-based CAIDA datasets. Two datasets are randomly selected
from the large number of flows in Table 6.1. Each of these datasets has 270,000 flows
which are the input of the sampling methods. The ratio of malicious to benign flows is
1:5 for both datasets. As CAIDA Traces 2012 have 225,177 flows, the selected datasets
have 270,000 to have the ratio 1:5. A fixed sampling rate, 27,000, is selected in this
chapter.
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Table 6.2. Performance of different sampling methods

Sampling rate

Flow-based datasets1

Flow-based datasets2

(CAIDA_DDoS,

(CAIDA_DDoS,

CAIDA_traces_2013)

CAIDA_traces_2012)

27000

27000

10255

8952

6101

4672

9989

7654

Preserved DDoS flows in
Selective sampling
Preserved DDoS flows in
Smart sampling

Preserved DDoS flows in
the proposed method

Selective sampling improves anomaly detection and it always has bias towards
small flows, which are the source of a large number of anomalies [104]. According to
Table 6.2, the results from the proposed sampling method and selective sampling were
very close. In both datasets, they sample considerably more DDoS flows than Smart
sampling. This experiment is repeated with ratios 1:2 and 1:10 and the results confirm
the similarity of the proposed method and selective sampling in preserving DDoS flows.
Therefore, our method is almost as effective as selective sampling for preserving DDoS
flows. However, the advantage of the proposed method is in preserving large flows and
all informative destination IPs.
According to [104], some anomalies generate large flows; an example is a great
number of requests for downloading a particular new service released for Linux. In
addition, a number of DDoS flows are large in size (see Figure 6.3). These large
anomalies carry a lot of bytes but there are a small number of them in flow traffic.
Destination IPs of these anomalies receive more bytes than the threshold in the
proposed sampling method; therefore, these IPs are sampled with normalised
probability. As these anomalies are large-sized, they are not sampled in the selective
sampling method [104].
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Smart sampling has a bias towards large flows and it does not sample malicious
flows effectively [104, 113]. However, in spite of the poor anomaly detection in smart
sampling, this method can preserve the majority of bytes because it samples large
anomalies.
According to Figure 6.8, the results from the proposed sampling and smart
sampling in terms of preserving bytes are close. Smart sampling focuses on large sizes,
and samples all flows which have large size. These large flows carry a large proportion
of bytes. In Figure 6.8, sampling large flows helps smart sampling to preserve the
maximum bytes.
The proposed method has merit in sampling both small and large flows; therefore,
it can sample both small and large anomalies. As the proposed method can sample lots
of small malicious flows which are disregarded by smart sampling, its preserved DDoS
bytes is greater. It also preserves more DDoS bytes than selective sampling which most
often samples small anomalies. The proposed sampling method can sample all
destination IP addresses which receive DDoS attacks. Therefore, the network
administrators will have the list of IP addresses have been attacked. Then, using access
control tools, administrators can deny access to the attacked IP, or define other types of
reaction against DDoS attacks. The high performance of our method is shown in
Figure 6.8.
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Figure 6.8. Comparison of preserved bytes

In a scenario where there is an IP address which receives 10×1018 malicious bytes,
this attack can affect the whole network services. The attacked IP address should be
rapidly detected to cease the attack. However, a challenging issue in sampling methods is
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the number of un-sampled attacked IP addresses. An ideal sampling should be able to
preserve the informative attacked IPs important for flow-based anomaly detection;
otherwise, the attack can flood all connections to that IP address. Table 6.3 compares the
number of sampled victim destination IPs. The highest number of un-sampled victim
destination IP addresses belongs to Smart sampling, which loses many attacks. However,
the proposed method can preserve all informative victim destination IP addresses.

Table 6.3. Comparison of sampled victim IPs
Sampled victim

Sampled informative

IPs

victim IPs

207

104

Selective sampling

115

71

Smart sampling

77

49

Proposed sampling method

101

104

212

92

Selective sampling

127

67

Smart sampling

88

54

Proposed sampling method

106

92

Sampling methods

Dataset 1 Original traffic

Dataset 2 Original traffic

6.6

Sampling complexity

The processing time of the proposed sampling method is compared with smart and
selective sampling methods where the sampling rate is 27,000. The processing times of
sampling methods in 10 consecutive time slots are shown in Figure 6.9. The results
illustrate that the proposed method needs less processing time compared with other
methods.
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Figure 6.9. Processing times of sampling methods

Sampling rate in this study is defined as the number of samples permitted. In this
section, the impact of sampling rate on the performance of sampling is investigated. The
proposed sampling method is evaluated by analysing traffic information with different
sampling rates, and the results are compared with other sampling methods (see
Figure 6.10). Figure 6.10 shows that by increasing the sampling rate, the percentages of
preserved bytes and of preserved DDoS bytes are improved in all sampling methods.
The percentage of preserved bytes in the proposed method is similar to that in
Smart sampling for all sampling rates. However, in respect of sampled malicious bytes,
the performance of the proposed method is significantly better than that of smart
sampling and similar to that of selective sampling. This chapter proposes a sampling
method which samples both small and large flows. This method can be used for
monitoring high-speed networks without decreasing the performance of flow anomaly
detection. A fixed sampling rate is used in this chapter.

150

70
60

Preserved bytes (%)

50
40
30
20
10
0

Sampling rate (Dataset1 (D1), Dataset2 (D2))

Smart

Selective

Proposed method

20
18

Preserved DDos bytes (%)

16
14
12
10
8
6
4
2
0

Sampling rate (Dataset1 (D1), Dataset2 (D2))

Smart

Selective

Proposed method
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6.7

Conclusion

Several sampling methods have been proposed to improve flow-based monitoring in
sampled traffic, the impact of sampling on flow-based anomaly detection has not been
investigated sufficiently. This experiment addressed this problem by proposing a
sampling method using two flow features: destination IP address and octet. Informative
IPs were defined as IP addresses which received more bytes than a predefined threshold.
This threshold was used as a filter to omit undesired flows. The proposed method often
sampled flows from the area above the threshold and flows with informative destination
IP addresses were sampled with higher priority. Three packet-based datasets were used
to evaluate our proposed sampling method: CAIDA Traces 2013, CAIDA Traces 2012,
and CAIDA DDoS. The number of preserved DDoS flows in the proposed method was
similar to that of selective sampling used for anomaly detection. However, the proposed
method improved the number of preserved DDoS bytes. This method also sampled all
informative victim IP addresses, therefore, it was comparable with smart sampling used
for monitoring purposes.
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7
7.1

Conclusion

Contributions

Intrusion detection is an inevitable feature that exists on most of today’s fast computer
networks. Packet throughput on these networks is increasing exponentially; hence
monitoring and analysing all of these packets for anomalies, decreases the quality of the
service of IDSs significantly. Flow-based analysis is an option for handling high
volumes of packets. This method reduces overheads because it analyses only packet
headers. Flow-based tools are useful for monitoring, troubleshooting, anomaly
detection, and so on. In this thesis, this method is considered in view of improving the
performance of intrusion detection systems. Flow-based anomaly detection increases the
overall efficiency of IDSs in high-speed networks.
The use of artificial intelligence helps intrusion detection systems to learn the
behaviour of malicious traffic, thus enabling the detection of unknown attacks. An
artificial neural network-based flow anomaly detector, which is a supervised method,
was proposed in this thesis. The proposed system enabled a higher detection rate of
malicious flows. An important issue in supervised method is the requirement of labelled
data. As labelling the traffic is very expensive and time-consuming, especially in highspeed networks, a semi-supervised anomaly detector, which is able to work with both
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labelled and unlabelled data, was proposed in this thesis. This semi-supervised anomaly
detector was based on SVM, and it enabled a high detection rate when only a small
proportion of the dataset was labelled.
The use of sampling techniques to reduce the amount of traffic in flow-based
analysis is also on the increase. Most existing sampling methods are used for
monitoring, and negatively affect anomaly detection. In this regard, a number of
sampling methods are proposed in this thesis to improve flow-based anomaly detection
in sampled traffic, and were evaluated using a number of generated datasets. The
proposed sampling methods proved efficient for both monitoring and anomaly
detection.
Anomalies affect the characteristics of the flow traffic, and distort the distribution
of important flow features. This thesis considered the behaviour of flows (benign and
malicious), and then investigated the changes in a number of flow features to propose
two efficient sampling methods. Two flow features (flow size and destination IP
address) were used in the proposed sampling methods.
The outcomes of this research were published in three conference papers [147, 159,
191], two book chapters [106, 192], and three journal papers [138, 188, 193].

7.2

Existing problems and limitations

The flow-based methods were considered in this thesis as a solution for dealing with the
high volume of traffic in high-speed networks. Flow-based analysis is a scalable
method, because it only analyses packet headers. Flow-based anomaly detection in
high-speed networks was investigated in this thesis and the following limitations were
addressed:


Flow-based anomaly detector – Because of the flexibility of artificial intelligence
methods in learning the behaviour of attacks, researchers have been considering the
application of intelligent methods for anomaly detection in high-speed networks.
Most previous studies were related to intelligent anomaly detection in packet-based
traffic. Since flow-based anomaly detection gained popularity in recent times, there
are only a few studies that considered the application of AI methods in analysing
flow traffic. This thesis considered the application of AI methods in detecting
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anomalies in flow traffic. In this regard, two supervised ANN methods and a semisupervised method were studied.
ANNs provide important classifiers due to their impressive properties such as
accuracy, adaptability, ability to generalise and learning capability. Supervised
ANNs use labelled datasets. In these methods, training is necessary as it is
responsible for adjusting weights and biases to minimise errors. A well-known
training algorithm is back-propagation. Sometimes, the convergence of BP is to the
points which are the best solutions locally (local minima) not globally (global
minimum). When local minima happen, ANN methods give suboptimal
solutions [147]. This thesis used metaheuristic algorithms to address the problem of
local minima. In ANNs, these algorithms can be employed in terms of the
optimisation of the structure such as neuron numbers.
An important limitation in supervised learning is labelling of data. Supervised
learning methods require a large amount of labelled data for training and testing.
However, it is not feasible to label all flows in high-speed networks. Semi-supervised
learning, which is the combination of supervised and unsupervised methods, can
work with both labelled and unlabelled data. These methods can be trained with a
small amount of labelled data. A semi-supervised learning was employed in this
thesis to detect malicious flows in network traffic. The proposed semi-supervised
anomaly detector provided high efficiency when there were a small number of
labelled flows.
 Datasets - One limitation in the evaluation of the flow-based anomaly detection
methods is the lack of public datasets. This thesis generated a number of flow-based
datasets using packet-based datasets. In this regard, NetFlow was simulated in
Ubuntu to extract flow records.
 Sampling – Another issue in high-speed networks is the limitation of processing
resources. While flow-based methods can reduce the data volume, analysing these
large numbers of flows is still very time-consuming and needs large memory. In this
regard, sampling becomes an important solution. As monitoring is a necessary task in
high-speed networks, traditional sampling methods usually aim to provide suitable
information for monitoring, while they affect anomaly detection negatively.
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Therefore, investigating the impact of sampling on the performance of anomaly
detection is an open issue and it was investigated in this thesis. In this regard, a
number of sampling methods that improved the performance of anomaly detection
were proposed.
A population is the whole set from which a conclusion can be drawn. A sample
is defined as a sub-set of the population. Sometimes, it is needed to sample to save
time, memory and effort. For a suitable sample size, the sampled data is beneficial in
drawing a conclusion about the population. There are two main kinds of
sampling [113]: packet sampling and flow sampling. Sampling helps to decrease
memory usage and compute power. In addition, it makes the monitoring of highspeed networks easier. The packet sampling is performed on network packets, but it
causes a bias in flow statistics. On the other hand, flow sampling is applied to all
flows instead of packets. This method preserves the flow distribution better than
packet sampling. Therefore, flow sampling is considered in this thesis.

7.3

Addressing research questions

Network monitoring and traffic analysis are very challenging in high-speed networks.
One solution to handle the high volume of traffic is recording traffic aggregates on a
per-flow basis. This helps to reduce data volumes considerably. NetFlow is a known
tool which is enabled at routers to make them able to export per-flow traffic
aggregates [118]. Flow-based analysis can be used for various purposes such as
monitoring, reporting, security alerting, and validating policy and configuration. Flowbased anomaly detection, considered in this research, can be used for early investigation
of network traffic. Therefore, it can cover more hierarchies of network layers [174].

RQ 1. What is the most effective sampling method that can be proposed to handle
more traffic?
 How can flow features be used to propose a sampling method to improve
anomaly detection performance compared to other sampling methods, and to
decrease the negative impact on the detection rate?
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With recent increases in network speeds, traffic sampling has become inevitable
to support flow-based analysis. In traditional flow sampling methods, large flows
have more priority because they contain the most fractions of data and they are
important for monitoring. As a large number of flows including malicious flows are
small in size, the traditional methods negatively affect anomaly detection
performance. In this thesis, a number of flow sampling methods suitable for anomaly
detection were proposed. However, since flow sampling is deployed at the flow
collector, our sampling methods can provide a logical distribution, which is helpful
for both monitoring and anomaly detection.
Many important types of traffic anomalies cause a change in the distribution of
flow features. In addition to the flow size, source/destination IP and
source/destination port are important metrics. The distribution of these metrics is
changed during different attacks. Two flow features were used in this thesis to
propose sampling methods: flow size, and destination IP address. The impact of
these proposed methods on the distribution of traffic features and on the
effectiveness of ANN-based anomaly detection methods were calculated.
In addition to sampling, another concern about the anomaly detection methods is
the lack of public datasets. Because of privacy issues, researchers usually use their
own datasets. Therefore, providing a comprehensive comparison between different
methods is not possible. Therefore, we had to generate our own datasets. This
allowed accurate examination of the proposed methods. To provide a comprehensive
evaluation, different flow datasets were generated in this thesis. CAIDA datasets, and
DARPA datasets were the existing packet-based datasets used to generate flow-based
datasets.
Using Softflowd and Flowd software which are implemented in Ubuntu,
NetFlow exporter and collector were simulated to generate the flow-based traffic. To
investigate the impact of sampling on our anomaly detection, first anomalies were
detected, while no sampling method was applied. This was the baseline to be
compared with the performance of anomaly detection in sampled traffic. Then,
different sampling methods were applied to calculate the performance. This helped to
provide a correct comparison. Finally, the impact of sampling on the AI-based flow
anomaly detection was investigated.
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In this research, two comprehensive sampling methods were proposed. These
methods can capture the flow traffic which is desired for both monitoring and
anomaly detection tools. The performance of the proposed sampling methods was
examined in preserving the information of malicious flows. The results confirmed
that the accuracy of the flow-based anomaly detection was improved using the
proposed sampling methods.

RQ 2. How can AI-based classifiers be optimised to provide better performance and
fewer false alarms than state-of-the-art techniques in high-volume flow traffic?

Various methods have been proposed to improve the accuracy of flow-based
anomaly detection, for example, artificial neural network. In our research, the
efficiency of intelligent flow-based anomaly detection systems was examined.
The hybrid ANN methods were used in this thesis to provide accurate
classifiers. These light weight intelligent classifiers were implemented in MATLAB.
The performance of hybrid classifiers was evaluated in the detection of anomalies.
ANN-based flow anomaly detection was a method considered in our
research [147, 159]. A light-weight MLP neural network was used to detect
malicious flows. To improve the detection rate, the MLP model was optimised with
metaheuristic algorithms. GSA [82], which is based on Newtonian gravity, is
employed in our research [147] to optimise the interconnection weight of the MLP.
Then, the optimised MLP is used to detect malicious flows. We compared the
performance of the GSA with PSO, and three gradient descent algorithms [147]. The
results show that the GSA is more efficient for the flow-based IDS compared to PSO
and gradient-based algorithms. Modified GSA-based methods were also used in our
research to train ANN-based anomaly detectors [158, 159]. The results show
improvement in flow-based anomaly detection compared to GSA.
The first public labelled flow-based dataset was generated in [141] for the
evaluation of flow-based NIDSs. Winter [6] modified this dataset and used it to train
a OC-SVM to detect malicious flows. This public dataset includes flows defined
according to NetFlow Version 5. This dataset was also used in our research [147,
158, 159] for the evaluation of the proposed flow-based anomaly detection systems.
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PSOGSA was another metaheuristic algorithm which was examined to improve
the performance of the MLP-based classifiers. Some flow-based datasets were used
to evaluate this optimised flow-based anomaly detector, Winter datasets and DARPA
datasets. The results as explained in the previous chapters showed the effectiveness
of the proposed flow-based anomaly detection systems in high-speed networks. The
PSOGSA had higher accuracy compared with GSA and PSO.
Supervised methods should be trained with labelled data. However, labelling the
traffic is very costly. Therefore, due to the limitation of labelled data, a semisupervised method called S4VM was used in this research to detect anomaly in flow
traffic. S4VM is able to work with both labelled and unlabelled data. This method
was evaluated using three flow-based datasets, and the results confirmed that S4VM
has high accuracy when a large proportion of flows were unlabelled. Although the
accuracy of this semi-supervised method was slightly less than supervised methods,
this method reduced the cost of labelling flow traffic.

The main findings of this research are as follows:


Optimised supervised ANN classifiers to improve the accuracy of flow-based
anomaly detection.



Proposed a semi-supervised method to address the difficulties in labelling data. The
proposed method provided a high accuracy when it was trained with a small
number of labelled flows.



Proposed two probabilistic flow sampling methods to decrease the negative impact
of traditional sampling methods on anomaly detection.



Prepared five flow-based datasets to provide more accurate evaluation of the
proposed anomaly detection method.

7.4

Further research

Our research can be extended to address more problems in flow-based analysis. We
have some suggestion for future research:


In our future work, we would like to consider flow-based anomaly detection in IP
version 6. Therefore, we have to generate new datasets from packet-based IP
version 6 traffic.
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In this research, a number of supervised learning methods were studied. In addition,
due to the difficulties in labelling datasets, semi-supervised learning was also
examined in this research. The future work will consider different learning methods
such as incremental learning in flow-based analysis.



In respect of sampling, the future aim is to study the distribution of other features in
flow records. For example, source/destination port, time, and protocol, should be
taken into consideration as important metrics for sampling methods.
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