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Abstract—This paper is concerned with cyber attack detection
in a networked control system. A novel cyber attack detection
method, which consists of two steps: 1) a prediction step and
2) a measurement update step, is developed. An estimation ellip-
soid set is calculated through updating the prediction ellipsoid
set with the current sensor measurement data. Based on the
intersection between these two ellipsoid sets, two criteria are
provided to detect cyber attacks injecting malicious signals into
physical components (i.e., sensors and actuators) or into a com-
munication network through which information among physical
components is transmitted. There exists a cyber attack on sensors
or a network exchanging data between sensors and controllers
if there is no intersection between the prediction set and the
estimation set updated at the current time instant. Actuators or
network transmitting data between controllers and actuators are
under a cyber attack if the prediction set has no intersection with
the estimation set updated at the previous time instant. Recursive
algorithms for the calculation of the two ellipsoid sets and for
the attack detection on physical components and the communi-
cation network are proposed. Simulation results for two types of
cyber attacks, namely a replay attack and a bias injection attack,
are provided to demonstrate the effectiveness of the proposed
method.

Index Terms—Bias injection attacks, cyber attack detec-
tion, networked control systems (NCSs), replay attacks,
set-membership filtering.

I. INTRODUCTION

NOWADAYS, networked control systems (NCSs) have
been playing a crucial role in many critical infrastruc-

tures including power grids, transportation systems, robotic
platforms, target tracking, and system guidance and navi-
gation [1]–[7]. Due to physical constraints or technological
limitations, exchanged data among sensors, actuators and
other networked components may be subject to maliciously
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destroy in common communication setting or wireless com-
munication one [8]–[11]. This kind of phenomena is usually
implemented by cyber-attackers with the aim of the enor-
mous economy benefits or the disturbing social order. For
real-world NCSs, representative examples of cyber attacks
include an attack on Maroochy Shire Council’s sewage con-
trol system in Queensland, Australia (2000) [12], Slammer
worm on Davis–Besse power plant in Ohio, U.S. (2003) [13],
and recent Stuxnet worm targeted many industrial control
systems [14] (see [15] for more real-world cyber incidents).
Obviously, NCSs are becoming more and more vulnerable to
cyber attacks on both physical infrastructures and communi-
cation networks. As a result, security issues of NCSs need to
be properly addressed to ensure that the systems are operating
in a safe manner.

In securing NCSs, reliable attack detection is of utmost
importance (see [16]–[20]). Generally speaking, when cyber
attacks are detected and located in a timely fashion, the
damage to overall systems can be controlled within a toler-
able limit. For instance, bad data detectors in power systems
or sensor networks are generally equipped to detect the
deviation of the estimated states and provide an alarm oper-
ation [21]. Recently, considerable effort has been devoted
to attack detection by means of different approaches, which
can be arguably divided into three types: 1) Bayesian detec-
tion approaches [22], [23]; 2) weighted least square (WLS)
approaches [24]–[27]; and 3) χ2-detector strategies based on
Kalman filters [28]–[31]. In Bayesian detection, attack detec-
tion is usually formulated as a binary hypothesis test with prior
probability. With the help of such a test, the performance limit
of collaborative spectrum sensing is investigated in [22]. The
closed form expression is proposed in [23] for an optimal
attacking strategy of the Byzantines. For steady data, a WLS
approach is widely employed to obtain the gain of various
detectors, such as generalized likelihood ratio detectors [24],
detectors based on the nuclear norm minimization and the low
rank matrix factorization [25], and a heuristic approach for
detecting abrupt changes in the system outputs in light of the
singular value decomposition [27].

The next phase in enhancement of the NCSs’ security is
designing a resilient control system that provides NCSs with
the ability to tolerate adversaries and recover from cyber
attacks [32]. Investigating the problem of resilient control
system design is beyond the scope of this paper, and therefore,
the propagation of the output of the attack detection system
throughout the control system is not considered in this paper.
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Instead, it has just been considered as an alarm signal for the
time being.

When taking the dynamics of plants into account, a gen-
erally used state estimation method (i.e., Kalman filter) and
attack detector (i.e., performance index test, also known
as χ2-detector) have been extensively studied recently. For
instance, in [28], a method to detect a replay attack on sen-
sors of a control system is introduced. The proposed method
requires the usage of an LQG controller and a Kalman fil-
ter with χ2-detector. In the method, the control signal is
redesigned by adding a zero-mean authentication signal in
order to increase the sensitivity of χ2-detector to a cyber
attack. In [29], a Kalman filtering technique is utilized to esti-
mate the state of the system based on the report from sensor
measurement and the past state values. Also, an additional
detector based on Euclidean distance along with χ2-detector
is proposed to detect a false data injection attack on smart
grid systems. A method in which KL divergence, a Kalman
filter, and an LQG controller are adopted to design an optimal
Neyman–Pearson detector for replay and covert attacks is
proposed in [30]. In [31], a cosine similarity matching-based
approach to design a detector is presented. The detector incor-
porates the Kalman filter estimation to measure any deviation
between actual measurements and estimated values.

Up until now, most of attack detection approaches by
means of the state estimation require systems noises in a
stochastic framework, which provides a probabilistic state esti-
mation. As is well-known, estimation with the nature of a
probabilistic approach, particularly the Kalman filtering tech-
nique, requires the use of mean and variance to describe
the state distributions modeled as random variables (usually
white and Gaussian perturbations). However, in many real-
word applications, such as target tracking and attack, system
guidance and navigation, 100% confidence in the state esti-
mation is of paramount importance. Therefore, it is much
more appropriate to model the state distributions in cer-
tain sets considering unknown-but-bounded (UBB) noises. In
addition, a widely used attack detection scheme, i.e., the
performance index test (χ2-detector) relies on a robust resid-
ual signal to capture discrepancies between estimated behavior
and that predicted by a model. In the Kalman filtering tech-
nique, the estimated and predicted states are single vectors
and therefore, they cannot guarantee that state is included in
some region. Besides, the resulting UBB noises are subopti-
mal for Kalman-type filtering, and thus could mostly reduce
the reliability of attack detection. The requirement of set-
valued estimation stimulates the development of ellipsoidal
state estimation technique [33]. The idea of this technique
is to provide a set of state estimates in state space which
always contains the true state of the system [34], [35]. In
other words, the actual estimate is a set in state space rather
than a single vector. Consequently, this kind of technique
is known as a set-membership or set-valued state estima-
tion (filtering). Recently, the set-membership approach has
been extensively studied in filtering problems (see [36]–[43]).
On the other hand, an optimal ellipsoid with minimal size
in set-membership estimation can be determined by using
convex optimization approaches, which provides a pathway

to improve the state estimation performance or detection
performance.

Motivated by the discussion above and inspired by the
Kalman and set-membership filtering technique, it is the objec-
tive of this paper to design a set-membership filter to detect
cyber attacks in an NCS. We first propose a recursive convex
optimization algorithm to compute the state estimate ellip-
soid that guarantees to contain the true state for an attack-free
system. The state estimate algorithm consists of a prediction
step and a measurement update step. We then add two subalgo-
rithms into our algorithm to detect cyber attacks by introducing
two criteria based on the intersection between the prediction
ellipsoid set and the estimation ellipsoid set updated with the
measurement output. According to these two developed crite-
ria combined with the ellipsoids calculated in prediction steps
and measurement update steps, we determine the following.

1) The control signal is violated by a cyber attack if there is
no intersection between the prediction ellipsoid set and
the estimation ellipsoid set updated with the previous
(one-step-behind) measurement output.

2) The sensor signal is targeted by a cyber attack if there is
no intersection between the prediction ellipsoid set and
the estimation ellipsoid set updated at the current time
instant.

The main contribution of this paper is to design a novel
cyber attack detection method which includes two steps:
1) a prediction step and 2) a measurement update step. In these
two steps, our aim is to find an estimation set through updating
the prediction set with the one yielding from the current mea-
surement. In the measurement update step, the unconstrained
state estimate is projected onto the linear measurement (out-
put) constrained surface to obtain the updated estimation set
by using Finsler’s lemma. A cyber attack on sensors or a
network exchanging data between sensors and controllers can
be detected if there is no intersection between the estima-
tion set updated at the current time instant and the prediction
set, and a cyber attack on actuators or a network transmit-
ting data between controllers and actuators can be detected if
the prediction set has no intersection with the estimation set
updated at the previous time instant. To the best of authors’
knowledge, it is the very first time that not only has the set-
membership filtering approach been utilized for the purpose of
the attack detection problem but it has also been studied espe-
cially in distinguishing attacks on control signals from attacks
on measurement outputs.

The rest of this paper is organized as follows. Section II
presents the framework of the system of interest and the
proposed attack detection strategy and formulates the set-
membership filtering problem with measurement update for
NCSs. Section III provides the design of an attack detec-
tion procedure based on the prediction and updated sets and
then the associated algorithms are presented in this section.
Section IV presents the mathematical model of the test system
and also the two cyber attacks models used to demonstrate the
effectiveness of the proposed method. The conclusion is drawn
in Section V.

Notation: The notations used in this paper are fairly standard
except where otherwise stated. The notation X � 0 means that
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Fig. 1. Some possible attack points to an NCS.

X is “positive definite.” The superscript T stands for matrix
transposition. The notation Tr(P) denotes the trace of P.

Ellipsoid: An ellipsoidal set is denoted as X � {ζ : ζ =
c + Ez, ‖z‖ ≤ 1}, where c ∈ R

n is the center and E ∈ R
n×m

with rank(E) = m ≤ n is the shape matrix of the ellipsoid.
This representation is widely used to deal with all bounded
ellipsoids including “flat” ellipsoids such as points or intervals.
Let E be a lower triangular matrix whose every diagonal
element is positive. By a Cholesky factorization, one can con-
clude that P = EET > 0 and zTz = (ζ − c)TP−1(ζ − c) ≤ 1.
Hence, an alternative representation of the ellipsoidal set is
X � {ζ :(ζ − c)TP−1(ζ − c) ≤ 1}. The size of the ellipsoid is
a function of the squares shape matrix P which can be mea-
sured by means of Tr(P), i.e., the sum of squared semiaxes
lengths [44].

II. PROBLEM STATEMENT AND FORMULATION

Consider the framework of an NCS as shown in Fig. 1.
In this framework, the controller receives the measurement
data from the sensor and sends the control signal data to the
actuator via a network which is often equipped with wireless
communication [45], [46]. As the attack detector located at the
remote site, the measurement data received from the wireless
communication and the output of the actuator are sent to the
attack detector via a communication network.

In practical situations, an attack on an NCS can be con-
sidered in two ways: 1) attacks on physical components, i.e.,
sensors and actuators and 2) attacks on the communication
network exchanging data among the physical components [30].
For instance, as shown in Fig. 1:

1) an attack on a sensor can either be considered as an
attack on the sensor itself, attack point A4, by forcing
it to transmit an incorrect signal, ȳk, or it can also be
considered as an attack on the communication network
between the sensor and the controller, attack point A1,
to force the communication network to transmit an
incorrect signal, ỹk;

2) an attack on an actuator can either be interpreted as an
attack directly on the actuator, attack point A3, to send an
incorrect data, ūk, to the plant or on the communication
network, attack point A2, to transmit an incorrect data,
ũk, from the controller to the actuator.

In this paper, it will be considered that only the communica-
tion network exchanging data among the physical components
is under cyber attacks (attacks points A1 and A2). Therefore,
the measurement output and the control signal at the plant side
can be considered as ȳk = yk and ūk = ũk, respectively, and at
the controller side can be denoted as ỹk and uk, respectively. If
there is no attack on this communication network, then ũk = uk

and ỹk = yk. Also, it will be assumed that there is an ideal
communication network sending data to the attack detector.
Considering attacks on the communication network between
the system’s components and the proposed attack detection
system is considerable part of the ongoing research but is cur-
rently beyond the scope of this paper. The assumption of an
ideal communication network between the system’s compo-
nents and the proposed attack detector in Fig. 1 is due to just
focusing on the detection of the attacks targeting the com-
munication channels between the system’s components, i.e.,
sensor, controller, and actuator.

In the following, a physical plant considered in the proposed
framework, Fig. 1, is introduced in a mathematical way. The
physical plant under consideration is a discrete time-varying
system in the form of

xk+1 = Akxk + Fkuk + Bkwk (1)

yk = Ckxk + Dkvk (2)

where xk ∈ R
n is the system state; uk ∈ R

l is the known deter-
ministic input; yk ∈ R

m is the measurement output; Ak, Bk, Ck,
Dk, and Fk are known time-varying matrices with appropriate
dimensions; and wk ∈ R

r and vk ∈ R
p are the process and

measurement noises, respectively, and satisfy the following
assumption.

Assumption 1: The process noise wk and measurement
noise vk are UBB, which are assumed to belong to the
following specified ellipsoidal sets:

Wk �
{

wk : wT
k Q−1

k wk ≤ 1
}

(3)

Vk �
{

vk : vT
k R−1

k vk ≤ 1
}

(4)

where Qk = QT
k � 0 and Rk = RT

k � 0 are known matrices
with compatible dimensions.

Remark 1: There are some practical situations where noises
on system inputs and measurement outputs are unknown but
can be bounded. For instance, for a vehicle tracking system,
the maximum acceleration of the vehicle is always known due
to the engine dynamics and construction of the vehicle; how-
ever, it is not exactly known how much the acceleration is
when the vehicle is running. Therefore, it is quite reason-
able to assume that noises on the vehicle acceleration are
bounded, and thus they can be considered as UBB process
noises. Furthermore, bounded noises on measurement outputs
can be viewed as some bound due to quantization errors and
measurement errors. Therefore, an assumption of UBB noise
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does not require a prior knowledge of the actual pattern of the
noise in the sense that only the knowledge of a bound on the
realization is necessary.

Assumption 2: The initial state x0 is assumed to belong to
a given ellipsoid

X0|0 �
{

x0 :
(
x0 − x̂0|0

)T
P−1

0|0
(
x0 − x̂0|0

) ≤ 1
}

(5)

where x̂0|0 is the given estimate of x0, and P0|0 = PT
0|0 � 0 is

a known matrix.
Remark 2: In practical situations, due to some unknown

errors and noises in measuring the initial state of the system,
there might be some uncertainties in the measurement of the
initial state. These uncertainties can be viewed as UBB noises
as discussed in Remark 1. Therefore, Assumption 2 can be
considered on the initial state in the deterministic framework.

In light of the set-membership filtering approach, our
strategy to detect the cyber attack can be summarized as below.

1) The detection on cyber attacks for sensor measurement
data.

a) If the updated ellipsoid set Xk+1|k+1 and
the prediction ellipsoid set Xk+1|k have the
intersection, i.e., Xk+1|k+1

⋂Xk+1|k �= ∅, it can
be concluded that there is no attack.

b) Otherwise, if the updated ellipsoid set Xk+1|k+1
has no intersection with the prediction ellipsoid
set Xk+1|k, i.e., Xk+1|k+1

⋂Xk+1|k = ∅, it indi-
cates that the sensor measurement data is affected
by the attack.

2) The detection on cyber attacks for control signal data.
a) If the prediction ellipsoid set Xk+1|k and the

previous updated ellipsoid set Xk|k have the
intersection, i.e., Xk|k

⋂Xk+1|k �= ∅, it indicates
that there is no attack.

b) Otherwise, if the prediction ellipsoid set Xk+1|k has
no intersection with the previous updated ellipsoid
set Xk|k, i.e., Xk|k

⋂Xk+1|k = ∅, it indicates that
the control signal data is affected by the attack.

Clearly, for the given ellipsoid Xk|k on previous state esti-
mation, two key steps for attack detection are to determine the
corresponding prediction ellipsoid Xk+1|k (i.e., the prediction
step) and the updated ellipsoid Xk+1|k+1 (i.e., the measurement
update step) via the current sensor measurement data, respec-
tively. In what follows, some preliminaries will be provided
for these two steps.

A. Prediction Step

First, the prediction filter is considered in the form of

x̂k+1|k = Gkx̂k|k + Fkuk (6)

where x̂k|k is the estimation of the state xk and Gk is the filter
parameter to be determined.

For the given state estimation ellipsoid set Xk|k with the
center x̂k|k and the shape matrix Ek|k, the real state xk can be
described by

xk = x̂k|k + Ek|kz. (7)

Then, our goal is to obtain the prediction ellipsoid set

Xk+1|k �
{

xk+1:
(
xk+1 − x̂k+1|k

)T
P−1

k+1|k
(
xk+1 − x̂k+1|k

) ≤ 1
}
. (8)

It should be pointed out that such an ellipsoid set contains the
state xk+1 for any value of the system noises belong to their
specified sets.

B. Measurement Update Step

The update based on the current measurement is considered
for the system (1) and (2), which is in the form of

x̂k+1|k+1 = x̂k+1|k + Lk+1
(
yk+1 − ŷk+1|k

)
(9)

where Lk+1 is the filter parameter to be determined.
According to the prediction ellipsoid set Xk+1|k given by (8),

the state xk+1 can be written as

xk+1 = x̂k+1|k + Ek+1|kz. (10)

Our objective is to update this prediction set with the one
yielding from the current measurement yk+1. In other words,
we look for an updated ellipsoid set Xk+1|k+1 with the center
x̂k+1|k+1 and the shape matrix Ek+1|k+1 for the state xk+1,
given by the current measurement information at the time
instant k + 1. Thus, the updated ellipsoid set should satisfy
the condition

(
xk+1 − x̂k+1|k+1

)T
P−1

k+1|k+1

(
xk+1 − x̂k+1|k+1

) ≤ 1 (11)

whenever the equality (output constraint)

yk+1 = Ck+1x̂k+1|k + Ck+1Ek+1|kz+ Dk+1vk+1 (12)

holds for some ‖z‖ ≤ 1 and vk+1 ∈ Vk+1.

III. ATTACK DETECTION USING

SET-MEMBERSHIP FILTERING

In this section, a set-membership filter will be designed to
solve the proposed cyber attack detection problem. First, in
Section III-A, a prediction ellipsoid set is designed for state
xk+1. Then, Section III-B utilizes the method of projecting
the unconstrained state estimate onto the linear output con-
strained surface in order to update the prediction ellipsoid set
for state xk+1 with the current measurement. Finally, two con-
vex optimization problems and one algorithm are provided to
expose the cyber attack diagnosis scheme.

A. Design of the Prediction Ellipsoid Set

From the system model (1), and the filter (6) and (7), the
prediction error xk+1 − x̂k+1|k can be written as

xk+1 − x̂k+1|k = Akxk + Fkuk + Bkwk − Gkx̂k|k − Fkuk

= (Ak − Gk)x̂k|k + AkEk|kz+ Bkwk. (13)

Denoting

η1,k =
⎡
⎣

1
z

wk

⎤
⎦.
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Equation (13) can be written in a compact form

xk+1 − x̂k+1|k = �1
(
x̂k|k

)
η1,k (14)

where

�1
(
x̂k|k

) = [
(Ak − Gk)x̂k|k AkEk|k Bk

]
.

Thus, the condition in (8)
(
xk+1 − x̂k+1|k

)T
P−1

k+1|k
(
xk+1 − x̂k+1|k

) ≤ 1

can be written as

ηT
1,k

[
�T

1

(
x̂k|k

)
P−1

k+1|k�1
(
x̂k|k

)− diag{1, 0, 0}
]
η1,k ≤ 0. (15)

From (3) and (7), the unknown variables wk and z satisfy
the following constraints:

{
wT

k Q−1
k wk ≤ 1

‖z‖ ≤ 1

which can be expressed in η1,k as
{

ηT
1,kdiag

{
−1, 0, Q−1

k

}
η1,k ≤ 0

ηT
1,kdiag{−1, I, 0}η1,k ≤ 0.

(16)

Applying S-procedure [47] to (15) and (16), one has that
the inequality (15) holds if there exist nonnegative scalars τ1,k

and τ2,k such that

�T
1

(
x̂k|k

)
P−1

k+1|k�1
(
x̂k|k

)− diag{1, 0, 0}
−τ1,kdiag{−1, I, 0} − τ2,kdiag

{
−1, 0, Q−1

k

}
≤ 0. (17)

In addition, inequality (17) can be rewritten in the following
compact form:

�T
1

(
x̂k|k

)
P−1

k+1|k�1
(
x̂k|k

)

− diag
{

1− τ1,k − τ2,k, τ1,kI, τ2,kQ−1
k

}
≤ 0. (18)

Finally, denoting

�1,k = −diag
{

1− τ1,k − τ2,k, τ1,kI, τ2,kQ−1
k

}

the above inequality can be further written as

�T
1

(
x̂k|k

)
P−1

k+1|k�1
(
x̂k|k

)+�1,k ≤ 0. (19)

By using the Schur complements, (19) is equivalent to[−Pk+1|k �1
(
x̂k|k

)
�T

1

(
x̂k|k

)
�1,k

]
≤ 0. (20)

Based on the discussion above, we have the following result.
Theorem 1: For the system (1) and (2), suppose

that the state xk belongs to its state estimation ellip-
soid (xk − x̂k|k)TP−1

k|k (xk − x̂k|k) ≤ 1. Then the one-step
ahead state xk+1 resides in its state prediction ellipsoid
(xk+1 − x̂k+1|k)TP−1

k+1|k(xk+1 − x̂k+1|k) ≤ 1, if there exist
Pk+1|k > 0, Gk, τ1,k ≥ 0, and τ2,k ≥ 0 such that (20) holds.
Moreover, the center of the state prediction ellipsoid is
determined by (6).

Theorem 1 outlines the principle of determining the state
prediction ellipsoid containing xk+1. In order to determine an
optimal ellipsoid and reduce the conservativeness, the convex
optimization is performed in (21), in which the trace of Pk+1|k
is optimized at each time step in an effort to find the prediction

ellipsoid set with minimal size

minimize
Pk+1|k>0,Gk,τ1,k≥0,τ2,k≥0

Tr
(
Pk+1|k

)

subject to (20). (21)

B. Update on Prediction Ellipsoid Set With
Current Measurement

At this section, our purpose is to develop a scheme to deter-
mine the shape matrix Ek+1|k+1 and the filter gain Lk+1 with
the output constraint (12).

From the system (1) and (2), the prediction ellipsoid
set (10), and the filter based on the current measurement (9),
the current estimation error xk+1 − x̂k+1|k+1 can be written as

xk+1 − x̂k+1|k+1 = x̂k+1|k + Ek+1|kz− x̂k+1|k
− Lk+1Ck+1Ek+1|kz− Lk+1Dk+1vk+1

= (I − Lk+1Ck+1)Ek+1|kz− Lk+1Dk+1vk+1.

(22)

As the unknown variables are z and vk+1, we can define

η2,k+1 =
⎡
⎣

1
z

vk+1

⎤
⎦.

Thus, the above estimation error dynamics can be written in
a compact form

xk+1 − x̂k+1|k+1 = �2η2,k+1 (23)

where

�2 =
[
0 (I − Lk+1Ck+1)Ek+1|k −Lk+1Dk+1

]
.

Taking (23) into account, the condition (11) in Section II-B
can be described as

ηT
2,k+1

[
�T

2 P−1
k+1|k+1�2 − diag{1, 0, 0}

]
η2,k+1 ≤ 0. (24)

On the other hand, from (4) and (10), the unknown variables
vk+1, and z satisfy the following constraints:{

vT
k+1R−1

k+1vk+1 ≤ 1
‖z‖ ≤ 1

which can be expressed in η2,k+1 as{
ηT

2,k+1diag{−1, 0, R−1
k+1}η2,k+1 ≤ 0

ηT
2,k+1diag{−1, I, 0}η2,k+1 ≤ 0.

(25)

By applying S-procedure to (24) and (25), one has that the
inequality (24) is true if there exist nonnegative scalars τ3,k

and τ4,k such that

�T
2 P−1

k+1|k+1�2 − diag{1, 0, 0}
− τ3,kdiag{−1, I, 0} − τ4,kdiag

{
−1, 0, R−1

k+1

}
≤ 0 (26)

which can be written in the following compact form:

�T
2 P−1

k+1|k+1�2 − diag
{

1− τ3,k − τ4,k, τ3,kI, τ4,kR−1
k+1

}
≤ 0.

(27)

Denote

�2,k = diag
{

1− τ3,k − τ4,k, τ3,kI, τ4,kR−1
k+1

}
. (28)

It follows from (27) that:

�T
2 P−1

k+1|k+1�2 −�2,k ≤ 0. (29)
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Now, we deal with the output constraint (12) in Section II-B.
First, it can be described by

�y
(
x̂k+1|k

)
η2,k+1 = 0 (30)

where

�y
(
x̂k+1|k

) = [
Ck+1x̂k+1|k − yk+1 Ck+1Ek+1|k Dk+1

]
. (31)

By virtue of Finsler’s lemma [47], the inequality (24)
[i.e., (11)] under constraint (30) [i.e., (12)] is true if there
exists an Nk+1 such that

�T
2 P−1

k+1|k+1�2 −�2,k

+ NT
k+1�y

(
x̂k+1|k

)+�T
y

(
x̂k+1|k

)
Nk+1 ≤ 0. (32)

For the purpose of simplicity, denote

�3,k = −�2,k + NT
k+1�y

(
x̂k+1|k

)+�T
y

(
x̂k+1|k

)
Nk+1. (33)

Then, by using Schur complements, (32) is equivalent to
[−Pk+1|k+1 �2

�T
2 �3,k

]
≤ 0. (34)

Then we arrive at the following theorem.
Theorem 2: For the system (1) and (2), if the state xk+1

belongs to its state prediction ellipsoid
(
xk+1 − x̂k+1|k

)T
P−1

k+1|k
(
xk+1 − x̂k+1|k

) ≤ 1

then such a state also resides in its updated state estimation
ellipsoid

(
xk+1 − x̂k+1|k+1

)T
P−1

k+1|k+1

(
xk+1 − x̂k+1|k+1

) ≤ 1

with the center determined by (9), where Pk+1|k+1 > 0 satis-
fies matrix inequality (34) with other decision variables Lk+1,
τ3,k ≥ 0, τ4,k ≥ 0, and Nk+1.

Now the convex optimization approach is applied to deter-
mine an optimal ellipsoid with the minimal size. Pk+1|k+1 is
obtained by solving the following optimization problem:

minimize
Pk+1|k+1>0,Lk+1,Nk+1,τ3,k≥0,τ4,k≥0

Tr
(
Pk+1|k+1

)

subject to (34). (35)

Remark 3: From Theorems 1 and 2, the optimization prob-
lems (21) and (35) are based on recursive linear matrix 
inequalities (LMIs) (20) and (34) which are linear to Pk+1|k,   
Pk+1|k+1, Gk, Lk+1, Nk+1, and τm,k, m = 1, 2, . . .  ,  4. Hence, 
these optimization problems can be solved by some existing 
semidefinite programming via an interior-point algorithm at 
each time step. The interior-point algorithm usually has a 
polynomial-time complexity O(�M3), where � is the total 
row size of the main LMIs and M is the total number of 
scalar decision variables of the main LMIs (20) and (34). 
Since � and M are dependent on nx, nu, ny, nw, and 
nv, where n denotes the number of its subscript, the com-
putational complexity of the developed recursive algorithm 
depends polynomially on the dimensions of systems parame-
ter variables [39]. As discussed in [48], in practical situations, 
interior-point methods for semidefinite programs are compet-
itive with other methods for small programs and substantially 
faster for medium and large-scale problems.

Algorithm 1 Recursive State Estimation
1. Initialization:

Given an initial ellipsoid X0|0(x̂0|0, E0|0), the current value of input u0, 
recursive times N, and  set  k = 0. Let x̂ ← x̂0|0, E ← E0|0,
u← u0.

2. Prediction:
1) Calculate Pk+1|k and Gk by solving the optimization problem (21). 

Obtain the matrix Ek+1|k.
2) Calculate the center of the prediction ellipsoid x̂k+1|k by (6). 

Sub-Algorithm 1a: Control Signal Data Cyber Attack Diagnosis

1) If Xk|k
⋂Xk+1|k �= ∅, there is no attack;

2) If Xk|k
⋂Xk+1|k = ∅, data is subject to attack and then

Xk+1|k ← Xk|k
3. Measurement Update:

1) Calculate Pk+1|k+1 and Lk+1 by solving the optimization 
problem (35). Obtain the new Ek+1|k+1.

2) Calculate the center of the updated estimation ellipsoid x̂k+1|k+1 by 
(9). 

Sub-Algorithm 1b:
Sensor Measurement Data Cyber Attack
Diagnosis

1) If Xk+1|k+1
⋂Xk+1|k �= ∅, there is no attack;

2) If Xk+1|k+1
⋂Xk+1|k = ∅, data is subject to attack and then

Xk+1|k+1 ← Xk+1|k

4. Loop
If k == N then Exit, Else k← k + 1 and Goto Prediction step.

C. Recursive Algorithm for Attack Diagnosis

The recursive algorithm based on the set-membership filter-
ing to compute the state ellipsoids so that a cyber attack can
be detected is summarized below.

Algorithm 1 recursively computes the prediction ellipsoid
Xk+1|k and its update Xk+1|k+1 with the current measurement
yk+1. The two subalgorithms are proposed to detect cyber
attacks that affect control signals and sensor measurements.

Remark 4: Theorems 1 and 2 show that the proposed ellip-
soidal set-membership filtering problem can be converted into
the feasibility problem of a set of recursive LMIs (20) and (34)
to determine two optimal ellipsoidal sets. Ideally, in an attack-
free system, the two sets will always have intersection since
they both contain the true state xk+1. However, if there is an
attack on the system, one of the two sets does not contain the
true state since the center of that set is affected by the attack.
Therefore, one can conclude that there must be no intersection
between the ellipsoidal sets as a results of the attacks impact
on their centers. However, this effect may result in infeasi-
bility of Theorems 1 and 2. As one can see in subalgorithms
1a and 1b, in order to overcome this situation, if there is an
attack compromising the control signal then Xk+1|k ← Xk|k,
and if there is an attack targeting the measurement outputs then
Xk+1|k+1 ← Xk+1|k. These modifications in the ellipsoidal sets
recover them so that they become free of the attack for their
succeeding steps in Algorithm 1. Consequently, the feasibility
of the proposed LMI problems can be kept at each time step.

Remark 5: From subalgorithm 1a, if there is an attack
that violates the control signal commencing at time k, the
input of the system uk is affected by the attack. Therefore,
the prediction ellipsoid set Xk+1|k is affected by the attack.
However, the updated estimation ellipsoid Xk|k, which is based
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on the prediction ellipsoid set at time k − 1, i.e., Xk|k−1, is not 
affected by the attack. Thus, one can conclude that if there is 
no intersection between the prediction ellipsoid set Xk+1|k and 
the updated estimation ellipsoid set Xk|k, the control signal is 
compromised by an attack.

Remark 6: From subalgorithm 1b, if the sensor measure-
ment is violated by an attack at time k + 1, the output of 
the sensor yk+1 is affected by the attack. In this case, the 
estimation ellipsoid set Xk+1|k+1 updated with the current 
measurement yk+1 is affected by the attack. However, the 
prediction ellipsoid set Xk+1|k, which is based on the mea-
surement at time k, i.e., yk, is not affected by the attack. Thus, 
it can be indicated that if there is no intersection between the 
prediction ellipsoid set and the updated estimation ellipsoid 
set, the sensor measurement is compromised by an attack.

Remark 7: As the existence of noises and parameter uncer-
tainties in many practical situations is unavoidable, the 
proposed method is aimed at considering the noises as an 
inherent property of the system so that only abrupt changes 
deliberately brought into the system by an attacker can be 
detected in a timely fashion. Considering noises directly into 
solving the two LMIs in (20) and (34) can improve the 
performance of the proposed detection algorithm through 
focusing just on attacks. Therefore, the detection algorithm can 
tolerate the changes caused by the system noises and there-
fore, it does not recognize them as an attack. In other words, 
the proposed attack detection system is able to distinguish 
the system’s changes due to process and measurement noises 
from the attacker’s deliberate changes into the system, and 
as a result, the proposed attack detection method can tolerate 
the system changes due to noises and just report the abrupt 
changes brought to the system by the attacker.

Remark 8: It should be pointed out that if the abrupt change 
caused by an attacker is fairly small at its time of occur-
rence, the proposed detection algorithm cannot recognize it,

i.e., there might be an intersection between the two ellip-
soidal sets. This situation continues till the change into the
control signals and/or measurement outputs can reach the cer-
tain level (threshold) where there is no intersection between
the two ellipsoid sets. As is well-known, most of attack detec-
tion approaches require a threshold and if the abrupt changes
are below of this threshold, they cannot be detected. However,
it is noteworthy that the size of these ellipsoid sets are min-
imized through optimization problems (21) and (35), which
implies that the threshold for the proposed attack detection
algorithm reaches its minimum value by minimizing the size
of these sets. Consequently, the optimization approach in our
proposed attack detection algorithm is aimed at minimizing the
attacks damages which may be tolerated by a resilient control
algorithm.

IV. CASE STUDIES

A. Test System

In this section, a vehicle tracking system is considered as
the physical plant including a global positioning system (GPS)
receiver. The schematic of a vehicle tracking system is illus-
trated in Fig. 2. The main objective of a tracking system is to

Fig. 2. Vehicle tracking system with GPS.

estimate the state trajectories of a vehicle. As a result, accu-
racy in determination of a vehicle position with respect to
a fixed reference frame (absolute positioning) is of practical
importance to navigate autonomous vehicles. If the navigation
system’s components, i.e., sensors, actuators, and controllers
are connected through a wireless communication system as
shown in Fig. 1, this system becomes more vulnerable to
cyber attacks. Consequently, it is our objective to evaluate the
performance of the proposed attack detection method for a
vehicle tracking system.

The vehicle dynamics model with a known commanded
acceleration is

ẋ(t) =

⎡
⎢⎢⎣

0 0 1 0
0 0 0 1
0 0 0 0
0 0 0 0

⎤
⎥⎥⎦x(t)+

⎡
⎢⎢⎣

0
0

sin θ

cos θ

⎤
⎥⎥⎦u(t) (36)

where the first two components of the state vector x(t) are
latitude and longitude positions, and the last two components
are latitude and longitude velocities, respectively. u(t) is the
commanded acceleration and θ is the road orientation angle
measured counterclockwise from due east.

Considering finite difference approximation of derivatives as

ẋ(t) ≈ xt+1 − xt

T
through discretization process with the sample time T and
changing the subscript from t to k ∈ Z

+, the discrete-time
vehicle dynamics model is described by [49]

xk+1 =

⎡
⎢⎢⎣

1 0 T 0
0 1 0 T
0 0 1 0
0 0 0 1

⎤
⎥⎥⎦xk +

⎡
⎢⎢⎣

0
0

T sin θ

T cos θ

⎤
⎥⎥⎦uk +

⎡
⎢⎢⎣

2
1
1
1

⎤
⎥⎥⎦wk

(37)

where wk represents process noises due to potholes which
belongs to a specified ellipsoidal set.

The GPS measurement equation can be written as

yk =
[

1 0 0 0
0 1 0 0

]
xk +

[
1
2

]
vk (38)

where yk is the GPS measurement and vk is the GPS measure-
ment noise.
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T is chosen as 1.1 s. The road orientation angle is chosen
as a constant, θ = 60◦. The control signal is considered as
a known commanded acceleration uk with a value which is
set to ±0.1 m/s2, as if the vehicle alternately accelerating and
decelerating in traffic. wk and vk are assumed as 0.5 sin(2k)
and 0.5 sin(30k), respectively. Qk = 1 and Rk = 1. The initial
state is set as x0 =

[
5 5

√
3 2 2

√
3
]T

which belongs to
the ellipsoid

X0|0 �
{

x0 :
(
x0 − x̂0|0

)T
P−1

0|0
(
x0 − x̂0|0

) ≤ 1
}
.

x̂0|0 and P0|0 are set to x̂0|0 =
[
0 7 0 3

]T, and P0|0 =
diag{100, 100, 10, 10}.

B. Cyber Attack Model

In the following sections, we consider two types of the 
deception attacks, namely replay attacks and bias injection 
attacks, that affect the sensor measurement data and con-
trol signal data transmitted via a communication network, 
respectively.

In this paper, there are some assumptions about the ability of 
an attacker to perform a successful attack. Considering these 
assumptions, the attacker is able to modify the true values of 
yk and uk to arbitrary ones. The required assumptions will be 
explained in the following sections.

1) Replay Attacks on Sensor Measurement Data: A suc-
cessful replay attack does not need a priori  knowledge of the 
system components. As discussed in [50], a successful replay 
attack can be separated into two phases. In the first phase, 
which is known as disclosure attacks, an attacker must have 
this ability to gather sequences of data from the sensors mea-
surements through violating the disclosure resources, i.e., set 
of accessible sensor channels. Having this ability, the attacker 
starts to record sequences of data from sensors communi-
cation channels without inserting any input to the system. 
Then, in the second phase the attacker attacks the system by 
replaying the recorded data to the system via tampering those 
channels from which data have been previously recorded.

It is assumed that the attacker can record sensor’s measure-
ment data from ki till kr with the window size τ = kr − ki 
in the first phase. Then, in the second phase, the attacker 
replays the recorded data to the system from k = kr + d till 
the end on the attack at k = kf , where d is the delay between 
the recording time and replaying time. This attack can be 
modeled as

ay
k = yk−τ − yk.

Thus, the sensor’s data affected by the attack is

ỹk = yk + ay
k.

2) Bias Injection Attacks on Control Signal Data: In a bias
injection attack, the attacker injects a constant bias into the
system [50]. A successful bias injection attack requires the
knowledge of the system model. Although the attacker must
be able to compromise the integrity of control signal data,
there is no need for the attacker to have a prior knowledge
of those channels exchanging control signal data. The bias
injection attack on the control signal can be modeled as

au
k = δu

(a) (b)

Fig. 3. Intersection between the prediction ellipsoid set χk+1|k and the
updated estimation ellipsoid set χk+1|k+1 at (a) x1 − x2 phase-plane and (b)
x3 − x4 phase-plane (“1” indicates there exists intersection and “0” indicates
there is no intersection).

where δu is a constant value injected by the attacker. Therefore,
the control signal’s data affected by the attack is

ũk = uk + au
k .

To illustrate the effectiveness of the proposed method,
the following three cases are considered. The simu-
lation results are obtained under MATLAB 8.6 with
YALMIP and the solver Sdpt 3 during 50 sampling
steps.

C. Attack-Free System

Consider that the system (37) and (38) is an attack-free
system, i.e., ũk = uk and ỹk = yk. Since in the attack-free
system the prediction ellipsoid set and the updated estimation
ellipsoid set both contain the true state, there must always
exist the intersection between these two ellipsoid sets. Fig. 3
confirms the existence of the intersection between the two sets
which are both projected onto the first two components of the
state (x1 − x2 phase-plane) and the last two components of
the state (x3 − x4 phase-plane) shown in Fig. 3(a) and (b),
respectively.

D. Replay Attack on Sensor Data

In this case, it is considered that the attacker implements
a replay attack on the sensor measurement data via target-
ing the wireless communication channel between the sensor
and the controller, i.e., the attack point A1 shown in Fig. 1.
In the simulation, it is assumed that the attacker records the
sensor’s data from step k = 14 till k = 19 and then replaces
the sensor’s data with the recorded data from step k = 30 to
k = 35. From (38), it can be observed that the sensors mea-
sure the data of the first two components of the state, i.e.,
x1 and x2. Therefore, the attack can be detected by project-
ing the prediction and updated ellipsoid sets onto the x1 − x2
phase-plane.

Fig. 4 demonstrates the sequence of the intersection between
the prediction and the updated estimation ellipsoid sets during
the simulation time. In particular, as the replay attack starts
at k = 30, the prediction ellipsoid set is calculated from the
sensor measurement data obtained at k = 29 when there is no
attack. However, the estimation ellipsoid set is updated with
the current sensor measurement data at k = 30. Therefore, it
is expected from the subalgorithm 1b that there must be no
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Fig. 4. Intersection between the prediction ellipsoid set χk+1|k and the
updated estimation ellipsoid set χk+1|k+1 at x1− x2 phase-plane (1 indicates
there exists intersection and 0 indicates there is no intersection).

(a) (b)

(c)

Fig. 5. Prediction ellipsoid χk+1|k (green, dotted line) and the updated
estimation ellipsoid χk+1|k+1 (blue, solid line). (a) Step 29. (b) Step 30.
(c) Step 36 (the updated estimation ellipsoid at steps 30 and 36 are magnified
with the ratio of 107 and 10, respectively).

intersection between the prediction ellipsoid set and the esti-
mation ellipsoid set updated at the current time instant when
the attack starts at k = 30, i.e., χ30|29∩χ30|30 = ∅, as depicted
in Fig. 5(b).

From Remark 4, since Xk+1|k+1 ← Xk+1|k from k = 30
to k = 35, one can conclude that the prediction ellipsoid
set remains free of the attack when the system is under the
replay attack. Therefore, once the attack finishes at k = 36,
the prediction ellipsoid set and the estimation ellipsoid set
updated with the current sensor measurement data at k = 36
are both free of attack. As a result, from the subalgorithm
1b, there must be intersection between these two sets, i.e.,
χ36|35 ∩ χ36|36 �= ∅, as shown in Fig. 5(c).

At k = 29 the system is free of the attack, so from the sub-
algorithm 1b it can be concluded that there exists intersection
between the two sets as illustrated in Fig. 5(a).

E. Bias Injection Attack on Control Signal Data

In this case, it is considered that the attacker carries out
a bias injection attack on the control signal via targeting the
wireless communication channel between the actuator and the

Fig. 6. Intersection between the prediction ellipsoid set χk+1|k and
the previous updated estimation ellipsoid set χk|k at x3 − x4 phase-plane
(1 indicates there exists intersection and 0 indicates there is no intersection).

(a) (b)

(c)

Fig. 7. Prediction ellipsoid χk+1|k (green, dotted line) and the updated
estimation ellipsoid χk|k (blue, solid line). (a) Step 19. (b) Step 20. (c) Step 36.

controller, i.e., the attack point A2 shown in Fig. 1. In the
simulation, the attack vector is modeled as au

k = 4 from step
k = 20 to k = 35, and so

ũk = uk + 4.

From (37), it can be concluded that this attack is directly
applied to the last two components of the state, i.e., x3 and
x4. Therefore, the attack on the control signal can be detected
by projecting the prediction ellipsoid set and the estimation
ellipsoid set updated with the previous time instant onto the
x3 − x4 phase-plane.

Fig. 6 shows the sequence of the intersection between these
two sets during the simulation time. As the bias injection
attack starts at k = 20, the center of the prediction ellipsoid
set (6) is affected by the attack; however, the attack does not
have any effect on the previous updated estimation ellipsoid
set since it is based on the prediction set at step k = 19.
Therefore, it is expected from the subalgorithm 1a that there
must be no intersection between the prediction ellipsoid set
and the previous updated estimation ellipsoid set when the
attack starts at k = 20, i.e., χ21|20 ∩ χ20|20 = ∅, as depicted
in Fig. 7(b).
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From Remark 4, since there is no intersection between two
sets from k = 20 till k = 35, then χk+1|k ← χk|k from k = 20
to k = 35 and as a result, the estimation ellipsoid set remains
same as its updated set at k = 20. Therefore, when the attack
finishes at k = 36, the center of the prediction ellipsoid set
is based on the control signal at k = 36 which is free of the
attack, and the estimation ellipsoid set is same as its updated
set at k = 20 which is calculated from the prediction ellipsoid
set obtained at k = 19. Since the center of the prediction
ellipsoid set at k = 19 is not affected by the attack, from the
subalgorithm 1a, there exists intersection between these two
sets at k = 36, i.e., χ37|36∩χ36|36 �= ∅, as shown in Fig. 7(c).

At k = 19 the system is free of the attack, so from the sub-
algorithm 1a it can be concluded that there exists intersection
between the two sets as illustrated in Fig. 7(a).

V. CONCLUSION

A novel cyber attack detection method based on the ellip-
soidal set-membership filtering approach in NCSs is devel-
oped. Two ellipsoid sets are calculated for the system state
in two steps: the prediction step and the measurement update
step. The attack detection method relies on the intersection of
the two sets resulting in two detection criteria. From subalgo-
rithm 1a, the cyber attack on control signals can be detected if
the prediction ellipsoid set does not have intersection with the
estimation set updated with the measurement data received at
the previous time instant. The subalgorithm 1b indicates that
the cyber attack on sensors measurements can be detected if
there is no intersection between the prediction ellipsoid set
and the estimation ellipsoid set updated with the measurement
data obtained at the current time instant. A practical system
is considered to show the effectiveness of the proposed attack
detection method. In practical situations, when the system is
subjected to the UBB noises, certain attack detectors such as
the widely used χ2-detector cannot be effective. Therefore, it
is of practical importance to provide a novel method that is
able to detect cyber attacks on NCSs in which noises are not
in the stochastic framework.
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