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ABSTRACT

Background: Personal health information is a valuable resource to the advancement of 

research. In order to achieve a comprehensive reform of data infrastructure in Australia, both 

public engagement and building social trust is vital. In light of this, we conducted a study to 

explore the opinions, perceived risks and trustworthiness regarding the use of personal health 

information for research, in a sample of the public attending a tertiary healthcare facility.

Methods: The Consumer Opinions of Research Data Sharing (CORDS) study was a 

questionnaire-based design with 249 participants who were attending a public tertiary 

healthcare facility located on the Gold Coast, Australia. The questionnaire was designed to 

explore opinions and evaluate trust and perceived risk in research that uses personal health 

information. Concept analysis was used to identify key dimensions of perceived risk.

Results: Overall participants were supportive of research, highly likely to participate and 

mostly willing to share their personal health information. However, where the perceived risk 

of data misuse was high and trust in others was low, participants expressed hesitation to share 

particular types of information. Performance, physical and privacy risks were identified as 

key dimensions of perceived risk.

Conclusion: This study highlights that while participant views on the use of personal health 

information in research is mostly positive, where there is perceived risk in an environment of 

low trust, support for research decreases. The three key findings of this research are that 

willingness to share data is contingent upon: (i) data type; (ii) risk perception; and (iii) trust in 

who is accessing the data. Understanding which factors play a key role in a person’s decision 

to share their personal health information for research is vital to securing a social license.
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1. Introduction

Health-related research is a national priority firmly embedded in Australian policy and 

funding goals [1, 2]. The value of existing health data has been recognized for many years, as 

an effective and efficient alternative to performing large-scale and costly clinical studies [3, 

4]. In fact, the estimated value of data to Australia’s public research is possibly up to $6B per 

annum, or 0.3% GDP (at 2012-13 levels of expenditure and activity) [5]. Coupled with the 

growing capabilities of data analytics and our increasing capacity to link discrete datasets, the 

enhanced use of personal health information presents a remarkable opportunity for 

researchers [6-8].

1.1. Why is personal health information so important to research?

Data which is routinely collected during the course of patient care, is a powerful resource 

with many benefits commonly cited in the literature [9-18]. Using personal health 

information can have particular advantages for research and the evaluation of health services 

and within this context, data can offer much greater potential than ever before [15, 19]. Some 

of the key benefits are described in Table 1 below.  To achieve this, substantial ethical 

considerations to ensure the appropriate levels of informed consent [20-22], privacy and 

confidentiality in relation to data sharing for health related research [23, 24], in the interests 

of participants [25-27] and researchers [28] have been conducted.

Table 1. Advantages of improved access to personal health information for research.

Benefit to Research Description

Population Reach 

Access to health and administrative data across a person’s lifespan 

or at particular time points, would enable researchers to generate 

study cohorts in a more cost effective and less intrusive manner. It 

would also be possible to better represent groups of people who are 

often excluded, difficult to recruit or studying rare conditions (i.e. 

elderly, children and Indigenous peoples).

Health Design

Data can be embedded into the fabric of local clinical care and 

service delivery. It can provide insight to lowering participant 

burden by engineering data collection into service episodes, 

provide unbiased control groups and integrate into the study of 
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health and well-being. This approach is critical given many chronic 

diseases have marked social gradients and the rising cost associated 

with morbidity and mortality need to be understood.

Dynamic Modelling

The ability to capture live data will become a key driver in the 

continuous improvement and competitiveness of research. The 

ability to monitor real-time data, such as from medical equipment 

or smartphone devices, would provide opportunities to tailor 

research programs for individuals and design patient-centred 

studies.

Value Adding 

Only with greater access to larger volumes of data can we better 

understand and improve clinical outcomes through research. 

Consulting multiple registries characterized by complete and rich 

data, unbiased population controls, and long-term outcomes data 

will maximize the power to identify even marginal changes in 

health outcomes.

Health Spectrum

When data are linked within or across datasets, routine data has a 

longitudinal structure that supports studies across the life course, 

and enables long-term evaluation in real-world clinical settings. 

This will provide a more ‘complete’ picture of health and will 

negate reporting bias, nonresponse and reduce attrition rates, all of 

which are time consuming and costly components to health 

research.

In the past decade, with the growing interest in creating sustainable health systems, many 

countries have begun to introduce ways to prioritize health services underpinned by a process 

of digital health system transformation [29-31]. This includes the adoption of personal health 

record (PHR) systems, where data is increasingly accessible to patients and consumers to 

support personal health activities, sustained over a patient’s lifetime [32]. These repositories 

are not just static warehouses of patient data; they contribute knowledge and encourage 

decision-making, patient-centred and continuous care, and reduction of healthcare cost [33-

36]. In Australia, each of the states govern the use of their own data and support research, 

albeit researchers have to go through a laborious project-by-project process that includes the 

approval from data custodians, and there is often a lack of critical information which is only 
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available from the Federal Government [37, 38]. In early 2019 the My Health Record system, 

a PHR, was launched in Australia with a 90.1% national participation rate [39]. Over time we 

will witness the usefulness, integration and efficiency of this innovation to facilitate access to 

health information for research, which will require a critical mass of researchers, clinicians 

data scientists and policy makers working together to address population priorities.

1.2. Conditional support for sharing data

Researchers have long argued that contrary to public interest, personal health information has 

remained mostly under-utilized as a research resource, tightly held and fraught with contested 

activity over concern regarding the ethical standing [40]. While the public are understandably 

cautious about sharing their personal health information, the research also shows that they are 

more likely to allow their data to be used for research purposes when they know it is working 

for public benefit [41, 42] where the altruistic benefits outweigh the risks [43]. A study of 

clinical trial participants from community and hospital-based trials was conducted by Mello 

and colleagues (2018) to explore constructs of perceived risk and benefit with data sharing. 

Participants believed that the benefits of sharing data outweighed the potential negative 

effects and were mostly willing to share data. In Australia, research indicates strong support 

for the use of personal health information in research [45, 46], but contrary to this just under 

half (46%) of Australians were comfortable with government agencies using their personal 

data for research or policy-making, and only 58% trusted government departments to look 

after their personal information [47]. A systematic review concerning public responses to the 

sharing and linkage of personal health information for research indicates widespread support, 

particularly where there is public benefit arising from the research and high trust in the 

organisation conducting the study [48, 49]. Factors that influence sharing behaviours of 

personal health information in the healthcare context include: motivation to engage in the 

behaviour of seeking or sharing information, relevance of the health issue to the patient, the 

strength of the patient-doctor relationship, trust in the system and concern about privacy and 

security of information having the most influence [50].

1.3. Importance of social license in research

Understanding perspectives about the use of personal health information for research is 

implicit to addressing concerns and establishing a ‘social license’ for data use. The concept of 

a social license originates from works by sociologist Everett Hughes [51]. It governs the 

extent to which entities (public and private) are constrained to meet societal expectations and 
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avoid activities that societies deem unacceptable [52]. While featuring more prominently in 

natural resource industries, social license is a relatively new concept to research, which has 

been used to explain why some projects, such as the UK’s data.care initiative were initially 

unsuccessful [53].

Encouraging people to share (or not share) their personal health information can also be 

explained, in essence, by the influence of social legitimacy and credibility in the presence or 

absence of trust. Trust is a measure of an individual’s willingness to be vulnerable to the 

actions of another person or organisation on the basis that they will act according to their 

expectations [54]. Without trust, the social license may not be supported, as individuals are 

less likely to believe that the organisation will adhere to their rights and responsibilities [55]. 

Hence, willingness to share data is influenced by a person’s understanding of the way in 

which data is collected, managed and used; characteristics that should be at the forefront of 

any consideration of reform to data and information policies and practices [48, 56].

Most of what we know about the perceptions of health research have centred on matters of 

privacy protection, consent, autonomy and use of data [57-59]. In general, most research 

projects focus only on the specifics of the particular project or general field of research (i.e. 

genomics) with little consideration of more generalized use of data [60]. While the attitudes 

of participants towards research uses of biospecimens or medical data is considered positive, 

expanding this access to participants in clinical studies would assume some ethical 

complexities, such as obtaining informed consent, and would require further consideration. 

Sharing data is an altruistic means of advancing research, however for some individuals, the 

inherent risks associated with sharing personal health information can be an obstruction. 

Extensive consumer research confirms that perceived risk affects behaviour, so if individuals 

anticipated risk, they expect some kind of loss and generally adopt risk reduction or 

avoidance strategies [61, 62]. 

Defining perceived risk itself is a complex task. Some have defined it as the subjective 

likelihood of a negative outcome [63], or the subjective judgement that a person makes 

regarding the frequency and severity of a particular risk [64], while others view it from the 

perspective of likelihood and severity of the consequences [65]. Overall risk is only one of 

the determining factors of perceived risk and in the field of commerce and marketing where 

perceived risk is well researched, studies have identified multiple dimensions of risk 
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including: financial, performance, privacy, time, psychological and social risk [66]. 

Understanding the public’s perception of risk and trust associated with willingness to share 

personal health information, is a significant step towards targeted resources to build public 

trust and gain social license. We propose that a poorly informed understanding of the social 

license and a failure to recognize that privacy protection and risk mitigation alone might not 

be enough to secure the social license, is to the detriment of using personal health information 

for research purposes.

The motivation for the Consumer Opinions of Research Data Sharing (CORDS) study comes 

from the need to better understand factors which influence the public’s willingness to give 

access to personal health information for the secondary use in research. Few studies have 

investigated ways to motivate patients to share their health information and none have 

provided an understanding key facets of risk that influencing patient’s decisions to share data. 

The contribution of this study is to provide both a practical and theoretical underpinning to 

inform more effective and progressive strategies to govern the use of personal health 

information in research. 
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2. Materials and Methods

2.1 Study design

A questionnaire was designed through an iterative process between the study investigators 

and in consultation with health researchers, based on a review of the currently available 

literature associated with the secondary use of personal health information. It included 

participant demographics and four sections: (1) exposure and opinion about research, (2) 

perceived risk, (3) willingness to share information, and (4) trust to use information 

responsibly. The average time to completion was 5.9 ± 2.3 minutes. The questionnaire was 

self-administered by the participant using a touch-screen tablet computer or their smart 

device, programmed on a secure open source survey platform (LimeSurvey GmbH, v1.9X, 

Hamburg Germany), that employed skip logic. Table 2 shows the survey questions.

Table 2. Description of the specific questions and their response options in each category.

Section Question Response options

1 Participant characteristics

1.1 Age Age range

1.2 Gender Male / Female

1.3 Which is your highest level of education? 7 options

1.4 Which best describes your main source of income at the 

moment?

5 options

2 Exposure and opinion about research

2.1 Not including this survey, have you ever participated in a 

research project?

Yes / No

2.2 In your opinion, how important is health and medical 

research to Australia’s future?

Likert 1-5

2.3 How likely are you to participate in a research project in the 

future?

Likert 1-5

3 Perceived risk*

3.1 How much risk do you think is associated with participating 

in research that involves your personal health information?

Likert 1-5

3.2 In your own words, please explain what you think the risk/s 

might be to sharing your personal health information for 

Open-ended
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research.

4 Willingness to share information

4.1 If you were asked to provide access to your personal health 

information for a research study, would you agree?

Willing / Unsure / 

Unwilling

4.2 How willing would be to provide access to the following 

types of information (7 options) for the purpose of research? 

Likert 1-5

5 Trust to use information responsibly

5.1 How much trust do you place in the following (8 options) to 

use your personal health information responsibly?

Likert 1-5

*Preamble to Section 3 presented a lay description of data linkage (see Appendix A). 

2.2 Data collection

Participants were recruited between 16 October and 3 November 2017 from a large tertiary 

healthcare facility, located at the Gold Coast campus of Griffith University, Australia. This 

facility provides a suite of health services available to the general public including dentistry, 

exercise physiology, dietetics, physiotherapy, psychology, speech pathology and social work. 

It is a world-class health service with state-of–the-art facilities that is serviced by professional 

staff and students (post-graduate qualified).

Individuals were eligible to participate if they were attending one of the health clinics during 

the recruitment period, either as a patient or accompanying a patient, were 18 years or older, 

and fluent in English. Posters advertising the study were placed within the waiting rooms of 

this clinics, inviting people to navigate to the online survey using the survey URL or scan a 

QR code using their smart device. On selected days, a Research Assistant was in attendance 

to invite people to participate and provide them with a tablet computer to complete the 

survey. All participants were provided with an information sheet describing the study and 

completion of the survey was established as consent. 

2.3 Data analysis

Descriptive statistics were used to express categorical variables as counts and percentages. 

Data are reported as counts, percentages and the weighted mean ± standard deviation. 

Analysis of the survey data used the chi-square (2) test of independence to determine the 

presence of an association. Compliance with assumptions was checked using cross 

tabulations. In cases where these assumptions were violated exact tests (Monte Carlo) were 
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used to confirm the p value from the 2 square statistic. A significance threshold of p=0.01 

was adopted in all analyses to compensate for the unrecorded confounders that are more 

likely to exist in observational research [67]. All analyses were conducted in SPSS statistics 

(version 25.0, IBM).

The response options to questions 3.1, 4.2 and 5.1 were grouped into three categories:

 Risk categories: (i) risk concerned (high and very high), (ii) risk aware (moderate), 

and (iii) risk assured (low and very low).

 Willingness categories: (i) unwilling (somewhat and very unwilling), (ii) unsure 

(uncertain), and (iii) willing (somewhat and very willing).

 Trust categories: (i) not trustworthy (low or no trust), (ii) trust neutral (uncertain), 

and (iii) trustworthy (high to very high trust).

Qualitative content analysis was applied to question 3.2. Data were extracted, coded and 

characterized into thematic categories. Themes were identified using an inductive approach 

that represented dimensions of perceived risk to sharing personal health information for 

research purposes. The categories were refined by all authors during the analysis.
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3. Results

3.1 Participant characteristics

A total of 249 individuals were recruited into this study, of which the majority were female, 

65 years or older. The most prevalent level of education was high school, and most were 

currently employed (full-, part-time or casual). Table 3 shows the socio-demographic 

characteristics of all included participants. Compared with the regional adult population of 

the Gold Coast, participants were more likely to be older than 65 years and retired, or not in 

the workforce.

Table 3. Socio-demographic characteristics of participants (n = 249).

n % of total % of Region population*

Gender

Male 100 40.16 48.26

Female 149 59.84 51.74

Age range, years

18 to 24 15 6.02 8.78

25 to 34 19 7.63 18.01

35 to 44 26 10.44 18.23

45 to 64 88 35.34 33.39

≥65 101 40.56 21.90

Highest level of education

No formal education 2 0.80 0.30

Primary education 14 5.62 6.46

Secondary education 120 46.59 40.76

Trade or certificate 73 28.32 32.33

Tertiary education 44 17.67 20.14

Employment status

Employed 128 51.41 88.54^

Retired 93 37.35 unknown

Not in the workforce 28 11.24 6.96^

*Gold Coast region aged >18 years [68]. ^ of employed people.
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3.2 Exposure to and opinion about research

The majority of participants (61%, n = 152) had never participated in a research project, 8% 

(n = 21) had on one occasion and 31% (n = 76) had on more than one occasion. Of the 97 

who had previously participated in research, most had completed a survey (67%, n = 65).

Overall, there was a strong consensus and explicit agreement among participants regarding 

importance of research to Australia’s future, with a weighted mean of 4.86 ± 0.40 (i.e. very 

important). All but one person rated the importance as ‘very important’ or ‘important’ (99%, 

n = 248). There was also strong agreement regarding the likelihood of future participation in 

research, with 80% (n = 199) indicating they would be ‘likely’ or ‘very likely’, 16% (n = 39) 

were unsure and 4% (n = 11) were ‘less likely’ or ‘not likely at all’ (weighted mean 4.20 ± 

0.92).

3.3 Perceived risk associated with data linkage research

The majority of participants perceived the amount of risk associated with participating in 

research that involves the use of personal health information as ‘very low’ or ‘low’ (76%, n = 

190) (Figure 1). There was no significant influence of age (p = 0.98), gender (p = 0.39), level 

of education (p = 0.37) or employment (p = 0.18). When data is converted into three 

categories of perceived risk, 3% (n = 7) were ‘risk concerned’, 21% (n = 52) were ‘risk 

aware’, and 76% (n = 190) were ‘risk assured’.
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Figure 1. Perceived risk of participating in research that uses personal health information 

(weighted mean 4.10 ± 0.86).

3.3.1. Dimensions of perceived risk

The analysis of the data extracted from question 3.2 led to the identification of three 

dimensions of perceived risk associated with sharing of personal health information for 

research (Table 4). According to the theory of perceived risk [69], a widely researched field, 

people perceive risk because they face uncertain and potentially undesirable consequences. 

Hence, each of the risk dimensions represent ‘consequences’ that refer to a type of loss 

participants might suffer as a result of an action (i.e. sharing personal health information).

Table 4. Description and consequence of the dimensions of perceived risk associated with 

sharing personal health information for research.

Risk 

Dimension
Description Consequence

Performance The risk that the system or 

technology does not function as 

intended, is not useful, or fails to 

deliver the desired results.

A breach in security or the 

exploitation of information resulting 

in an unexpected loss of personal 

information.

Physical The risk that participation will have a 

negative effect on one’s health or 

peace of mind.

The misinterpretation of information 

resulting in procedures/treatment not 

going according to plan.

Privacy The risk of potential loss of control 

over personal information and/or 

inappropriate use with or without 

malicious intent.

The misuse or mishandling of 

personal information resulting in an 

invasion of privacy.

3.4 Willingness to share personal health information for research

The majority (68%, n = 169) of participants indicated that they were ‘willing’ to provide 

access to their personal health information for research; 24% (n = 61) were ‘unsure’ and 8% 

(n = 19) were ‘unwilling’. Interestingly, these results differ to a comparable survey of the 
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Australian public, the 2016 Australia Speaks national opinion poll [45]. The survey of 

Australians aged 18 years and older (n=1,040) indicates that 91% were willing, 6% were 

unsure and only 3% were ‘unwilling’. Willingness to share personal health information was 

not influenced by age (p = 0.10), gender (p = 0.10), level of education (p = 0.60), or 

employment (p = 0.12).

3.4.1 Influence of risk perception on willingness to share

The relationship between risk perception and willingness to share personal health information 

was explored (Figure 2). Only 7% (n = 4) of participants who were ‘unwilling’ to share their 

data were categorized as ‘risk concerned’ and the majority (57%, n = 35) were categorized as 

‘risk assured’. The relationship between perceived risk and willingness was not significant (p 

= 0.53), which supports previous literature that risk perception is a dynamic concept that is 

influenced by multiple factors [70].

Figure 2. Distribution of perceived risk (risk concerned, risk aware and risk assured) by 

willingness to share personal health information (willing, unsure and unwilling) for research. 

Black circle represents the weighted mean.

3.4.2 Willingness to share different types of information

Participants were the most willing to provide access to their demographic information (88%, 

n = 218) and general medical history (86%, n = 213) for the purposes of research, and the 

least willing (unwilling) to share personal (27%, n = 66) and location (23%, n = 58) 

information (Figure 3). With the exception of personal and location information, more than 

78% of participants were willing to share all other types of information.
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Figure 3. Distribution of willingness (unwilling, unsure and willing) to provide access to 

different types of personal and health information for research. Black circle represents the 

weighted mean.

3.5 Trust in others to use data responsibly

To explore the relationship between trust and willingness, we examined the level of trust 

participants placed in particular health and medical research professionals, and organisations 

to use their personal health information responsibly (Figure 4). The majority of individuals 

(86%, n = 214) placed the most amount of trust in doctors. This was closely followed by trust 

in nurses (80%, n = 199) and other health professionals (80%, n = 199). The least amount of 

trust (untrustworthy) was in insurance companies (31%, n = 77), however there was an even 

distribution of trust among the three categories (trust neutral: 36%, n = 90; trustworthy: 33%, 

n = 82), resulting in an overall weighted mean of 67 ± 8.5%.
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Figure 4. Distribution of trust (not trustworthy, trust neutral and trustworthy) placed in 

different professions and organisations to use personal health information responsibly. Black 

circle represents the weighted mean.

3.5.1 Relationship between risk perception and trust

With the exception of government departments and insurance companies, more than 60% of 

participants indicated trust in medical and research professions (Figure 5a, solid box), with 

the highest proportion (86%) of participants indicating trust in doctors. A positive correlation 

between trust and perceived risk associated with participating in research that involves 

personal health information was identified (r = 0.204 - 0.337, p < 0.001, n = 249), therefore 

trust as distributed by categories of risk perception was evaluated (Figure 5b-d).

In the ‘risk assured’ group, more than 60% of participants indicated trustworthiness in 

medical professions, researchers, medical and research students, and government departments 

(Figure 5b). Whereas, compared to the ‘risk aware’ (Figure 5c) and ‘risk concerned’ (Figure 

5d) groups, only doctors, other health professionals and nurses were rated as trustworthy by 

more than 60% of participants. In the ‘risk aware’ group, the majority of participants 

indicated neutral trust in researchers, research students and medical students, but were trust 

resistant (less than 30% indicated trust) towards government departments and insurance 

companies (Figure 6c, dotted box). With respect to insurance companies, 57% of participants 

in the ‘risk concerned’ group indicated a lack of trust and 43% rated them as trustworthy. 
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Only 10% of ‘risk aware’ participants indicated trust in insurance companies. Equal 

proportions of participants in the ‘risk concerned’ group rated government departments as 

trustworthy and not trustworthy (43%), and equal proportions of ‘risk aware’ individuals 

rated government departments as ‘not trustworthy’ and ‘trust neutral’ (40%). 
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Figure 5a-d. Trust in different professions and organisations to use personal health 

information responsibly, overall and distributed by perceived risk related to participation in 

research that involves personal health information. Shapes correspond to trust categories: 

diamond = Not Trustworthy, square = Trust Neutral, and circle = Trustworthy. The X-axis 

represents the proportion of participants in each trust category. ‘All Respondents’ indicates 

all participants enrolled in the study; ‘Risk Assured’ includes participants who indicated a 

low or very low level of risk; ‘Risk Aware’ includes participants who indicated a moderate 

level of risk; and ‘Risk Concerned’ includes participants who indicated a high or very high 

level of risk. Solid box highlights professions and organisations that > 60% of respondents 

rated ‘trustworthy’. Dotted box highlights professions and organisations that < 30% of 

respondents rated ‘trustworthy’. Markers are not shown for trust categories that were zero.
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4. Discussion

4.3. Main Findings

Understanding the public’s opinions about the use of personal health information in research 

is a significant challenge, but one that is essential if improved data sharing and linkage 

practices are to be realized. In this study we attempted to shed light on the relationship 

between perceived risk and trust and how that influences willingness to share data. This 

approach differs from other studies which have predominantly focused on issues surrounding 

consent, security or privacy. In addition we consider that risk is a multi-dimensional construct 

and propose a conceptual model to inform initiatives to build social license.

4.1.1 Willingness to share data is contingent on the type of data

Despite the inherent caution towards sharing of identifiable data, participants in this study 

were mostly willing to provide access to personal and health information. It is important to 

recognize that in our study, concern with sharing information was in fact granular, with 

participant’s expressing less willingness towards items of information which are more 

sensitive, intrusive or identifiable (i.e. personal and location data). The Nuffield Council on 

Bioethics explains that willingness to disclose personal data may depend on many things, 

including how sensitive people consider the data to be, the benefits they believe they or 

others might receive, the perceived risks to their own interests, the level of confidence they 

have in how the data will be used and governed, and the control they might retain over their 

data [71]. Each of these factors is arguably founded in trust. Hence, the importance of paying 

express attention to the trustworthiness of the culture in which research occurs must be 

considered when designing data sharing policies and guidelines.

4.1.2 Willingness to share data is motivated by more than risk

We were able to explore how individual’s willingness to share their personal health 

information for research changed in the context of perceived risk, demonstrating that 

willingness is not exclusively motivated by risk. Only 7% of participants who indicated that 

they would not share their data, were considered to be ‘risk concerned’ (36% were ‘risk 

aware’ and 57% were ‘risk assured’). Other research has identified other factors that 

influence willingness to share data, such as altruism, trust, sense of duty or public benefit [72, 

73], and privacy or security concerns [59, 74]. The level of agreement to share personal 

health information for research is also impacted by different conditions and contexts. For 

example, patients want to be informed when their information is used in research [75], or 
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they might be willing to share only once consent arrangements were in place [76, 77]. Some 

studies show that the public care most about the specific purpose for using their health 

information, while the person using the data was of secondary importance, and the senitivity 

of the data was insignificant [81].

4.1.3 Trust (or trustworthiness) is influenced by who is accessing data

Participants placed the most amount of trust in medical professions, regardless of the level of 

risk perceived to be involved. This is also true for trust in researchers, research students and 

medical students, except where individuals were classified as ‘risk aware’; in which case they 

were more ‘trust neutral’. Further, participants had misgivings about data being responsibly 

used by insurance companies (and to a lesser extent government agencies). We hypothesize 

that this might be related to low levels of trust, and/or the perception that private sector 

organisations are motivated by profit or would use data for malicious purposes. [75, 77, 82, 

83]

Considering that trust is a multi-dimensional construct combining specific beliefs 

(trustworthiness) that either directly or through overall assessment of trust influence relevant 

behavioural intentions, participant’s trust might be influenced by: the perceived ability or 

expertise of the person (capability), the extent to which the participant believes that the 

trusted party will do the right thing with the information (altruism), and/or whether they (or 

their organisation) are viewed as honest or sincere (integrity). In some studies, there is a clear 

link between trust in organisations or data custodians, which is influenced by wider attitudes 

about the value of research [48, 72]. Conversely, studies related to biobank participation 

consistently show substantially less willingness to share with researchers in for-profit 

companies, with fear that outcomes will be biased, data withheld due to financial gains, or 

social values could be undermined [87-92].

4.2 Balancing willingness to share personal health information for research

Overall, perceived risk and trust have a complex interlaced relationship that ultimately impact 

willingness to share personal health information for research. Our study shows that this 

relationship is built upon a balance of multiple factors - relative advantage to negative 

consequence, the context and condition, or perhaps the trust and integrity in the person or 

organisation. All of these factors are influential to producing the desired outcome or 

behaviour. To bring together this information and better understand this paradox, we propose 
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a conceptual model of willingness to share personal health information for research, based on 

the finding from this study (Figure 6). The model illustrates the interplay between key 

dimensions of risk and trust that directly influence a person’s decision to share their data for 

research purposes and as previously discussed, there are also a number of other factors that 

might directly, or indirectly affect the behavioural response.

Figure 6.  Conceptual model of willingness to share personal health information for research.

4.3 Strengths and Limitations

Due to the limited number of surveys collected, the CORDS study might be considered a 

pilot. Despite our efforts to describe data linkage and how it may be applied to research, the 

concept is undeniably complex and therefore it is difficult to know the extent to which this 

affected participant’s responses. Despite presenting participants with hypothetical scenarios 

that may not reflect decisions in more naturalized circumstances, responses to hypothetical 

scenarios have a high level of concordance with actual behaviour [93]. As recruitment was 

conducted within a tertiary healthcare facility this may have introduced bias, whereby 

participants may have been more willing or open to contribute their data to a research study 

(i.e. altruistic behaviours). Albeit, there are ample public and free healthcare facilities 

available locally, hence patients still have multiple options to attend free healthcare outside of 

this tertiary environment. Lastly, patients may have a complex set of important beliefs related 

to sharing their personal health information in research that cannot be expressed in terms of a 
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survey. Qualitative data and advanced questioning will help to further explain elements of 

risk perception and, consequently, we are in the process of planning to conduct a larger study 

that is weighted proportionally to the Australian 18+ population estimates to achieve greater 

generality of results.

5. Conclusion

This study has generated an increased awareness of support for using health information in 

research within an Australian cohort, and proposes a conceptual model of willingness to share 

personal health information for research. This conceptual model helps us to better understand 

how the public’s perception of risk towards data sharing influence decision making, a finding 

that has not been previously described in the literature. This work will help to inform 

strategies to mitigate perceived risk, build trust and ultimately sustain social license among 

the public. For example, strategies might include: (i) building trust among the community 

that systems and technology are credibility (performance risk); (ii) establishing confidence in 

the research endeavour through a shared understanding of the benefits that flow from greater 

access and use of data will be achieved (personal risk); or (iii) addressing concern’s related to 

the sensitivity, regulation and privacy of different types of data (privacy risk). More applied 

research to understand and further unpack the complex interrelationship between risk, trust 

and willingness is needed. A social license with the public is more likely to prevail if these 

concerns are addressed.
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Appendix A

This preamble below describes data linkage to Section 3 of the survey. Average readability 

consensus: grade level 9, standard, 13-15 years old.

Researchers can use different information to learn about people and their health. For 

example, over the last few decades there has been a rise in the number of young people being 

diagnosed with asthma. Researchers put together a database of information about the 

environment. They now want to map the location of young people with asthma. To do this 

they look at GP records and then use the postcodes of the young people with asthma to see if 

more people get asthma where there is a lot of traffic. When different sources of information 

are combined, this is called data linkage. Data linking uses identifying details such as your 

name, date of birth or address, to match information about you and your health. Once this is 

done, the identifying details are removed. This type of information is very useful. It can 

provide a better picture of disease and risk factors, best approaches to prevention, and the 

value and safety of health programs.
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Personal health information in research: Perceived risk, trustworthiness and opinions 

from patients attending a tertiary healthcare facility

Highlights

 Population health data is valuable to research, but requires social licence.

 We examine the influence of risk and trust on willingness to give access to data.

 Performance, physical and privacy risks were identified as key dimensions of risk.

 A conceptual model of willingness to share health data in research is proposed.

 This model may help to gain or maintain social licence through targeted strategies.
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