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Abstract

In the past, lifestyle exposure/routine activity theory was used to explain differ-

ent types of crimes, including those involving interpersonal violence (e.g. rob-

bery, assault). Empirical studies testing the utility of the theory produced mixed

support for the model. The lack of clear definitions and precise, unambiguous

measures of the key theoretical concepts (motivated offender, suitable target and

capable guardianship) were among the possible reasons for the observed incon-

sistent empirical evidence. With the advent of the Internet and the emergence

of cybercrimes (e.g. cyberstalking, cyberharassment), attempts have been made

to explore the empirical utility of lifestyle-routine activity theory to account for

personal victimization as a consequence of cyberabuse. Similar to the terrestrial

research, cyberabuse scholarship produced inconsistent empirical support for the

model. Some criminologists believed that lifestyle-routine activity theory may not

be suitable to account for cybercrimes due to the spatial and temporal disconnect

between the theory and the environment—unless the theory is adapted specifically

to cyberspace.

This thesis explored the potential reasons for the weak empirical support for

lifestyle exposure/routine activity theory in cyberspace, and proposed several av-

enues for adapting the theory to cyberspace by developing new definitions and mea-

surements of key concepts specifically designed for cyberspace. This was achieved
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through an in-depth examination of cyberabuse crime events using qualitative and

quantitative research methods: 1) in-depth interviews with principal agents (of-

fenders, victims and guardians) of cyberabuse incidents, 2) content analysis of

media reports and 3) computer mediated communications describing cyberabuse

events, and 4) a survey of a large online panel.

This research contributed to the existing knowledge base in the following

ways. First, it reviewed the existing scholarship on the empirical utility of lifestyle-

routine activities theory to explain cyber abuse victimization and found that the

produced empirical evidence is mixed. Second, it identified potential sources of

the mixed empirical results. Third, it proposed that a more innovative statistical

analyses (Bayesian Model Averaging) be employed in modelling cyber abuse vic-

timization. Fourth, it identified several new proxies for measuring the key lifestyle-

routine activities-related theoretical concepts. Fifth, through an in-depth analysis

of interactions between victims and offenders involved in incidents of cyber abuse,

it identified sub-classifications of cyber abuse, namely, direct, indirect and mixed

cyber abuse. Sixth, it tested the empirical utility of lifestyle-routine activities the-

ory in relation to specific sub-types of cyber abuse using the identified proxies.

And finally, by using an innovative method of data analysis (Bayesian Profile Re-

gression), it identified groups of victims with varying levels of risk from specific

sub-types of cyber abuse and the associated different lifestyles and routine activ-

ities. Overall, this research further developed the concept of risk of victimization

in the context of technology-facilitated violence.
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Chapter 1: Introduction

Cyberspace makes communication, education and commerce easier. It also makes

it easier for stalkers and harassers to target their victims. Online stalking and ha-

rassment, collectively known as cyberabuse, involve “the [u]se of information and

communication technology, particularly the Internet, by an individual or group of

individuals, to harass another individual, group of individuals, or organization...

The harassment must be such that a reasonable person, in possession of the same

information, would regard it as sufficient to cause another reasonable person dis-

tress” (Bocij, 2006, p. 14). It is important to differentiate here between cyber

abuse, crime which affects adults (18 years of age or older), and cyber bullying,

which affects children and adolescents.

Cyber abuse can take the form of “name-calling, trolling1, doxing2, open

and escalating threats, vicious sexist, racist, and homophobic rants, attempts to

shame others, and direct efforts to embarrass or humiliate people” (Duggan, 2014).

Although a very recent phenomenon, it is quickly becoming a serious problem.

Using a nationally representative sample, a study by the Pew Research Centre

1Trolling is “sowing discord on the Internet by starting arguments or upsetting people, by
posting inflammatory, extraneous, or off-topic messages in an online community (such as a news-
group, forum, chat room, or blog) with the deliberate intent of provoking readers into an emotional
response or of otherwise disrupting normal on-topic discussion” (“Troll, [Def. 6]” n.d.).

2Doxing is “the Internet-based practice of researching and publishing personally identifiable
information about an individual” (Goodrich, 2013).
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(Duggan, 2014) found that 40 per cent of American adults experienced some form

of cyberabuse at least once in their lifetime and more than 70 per cent witnessed

someone else being subjected to it. Rates of cyberabuse, at least among youth,

appear to be on the rise in countries such as the United States, Canada, Turkey,

Hong Kong and Taiwan (Hinduja and Patchin, 2009; Jones et al., 2012; Holt and

Bossler, 2014; Beran and Li, 2005; Erdur-Baker, 2010; Hokoda et al., 2006; Wong

et al., 2008).

While many dismiss cyberabuse as nothing but a harmless nuisance, it can

have serious consequences for the victims. Video game critic Anita Sarkeesian, a

victim of the “GamerGate” online harassment case (Kain, 2014), received death

threats; law student Jill Filipovic was threatened with rape on a student message

board (Filipovic, 2014); and Charlotte Dawson attempted suicide following the

attacks against her on Twitter (Connelly and Squires, 2014).3

Despite the recent media attention on cyberabuse, research of the mecha-

nisms that drive this phenomenon is in its early stages. There is still no universally

accepted definition of cyberabuse (Reyns et al., 2010). It is not clear whether cy-

berabuse should be treated as a new type of crime or simply as an extension

of physical stalking and harassment. Grabosky (2001) compared cybercrimes to

“old wine in new bottles”, and argued that the only difference between cyber

and terrestrial criminality was the environment in which they occurred. On the

other hand, Bocij and McFarlane (2002) suggested that although overlapping, cy-

berstalking represents a new phenomenon distinct from offline stalking. Bryant

(2014) argued that cyber crime (including cyberstalking and cyberharassment) is

distinct from the traditional crime in several dimensions: virtuality (virtual envi-

3Charlotte Dawson has since taken her own life, but it appears that her suicide is connected
to the earlier Twitter attack (“Charlotte Dawsons death puts cyberbullying back in spotlight”
2014).
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ronment), secrecy (ability to hide identity electronically), proximity (offenders and

victims do not need to physically converge in time and space), scalability (ability

to commit several offences in parallel), accessibility (millions of targets are eas-

ily accessible using electronic means) and de-localisation (no physical bounds for

committing crimes) (see Table 1.1 for the summary comparison of traditional and

cybercrimes).

Table 1.1: Summary comparison of traditional and digital crimes. Adapted from
Bryant (2014, p. 27)

Characteristic Traditional crime Digital Crime

Virtuality Takes place in a physical en-
vironment, here and now.

Often takes place in a vir-
tual (e.g. online) environ-
ment, less bounded by space
and time.

Secrecy Although offenders often at-
tempt to hide their identity,
their physical presence at a
crime scene.

Offenders can electronically
hide their identities, their ac-
tions.

Proximity Offender and target/victim
normally have to be physi-
cally close. Criminal con-
spirators will converge in the
same place at the same time.

Offender and target/victim
can be physically far apart.
Criminal conspirators might
never need to meet in person.

Scalability Most offences are committed
singularly or in series.

Offences can be committed
in parallel and target many
potential victims simultane-
ously at low cost.

Accessibility Offenders tend to target peo-
ple and property that can
be easily accessed; offend-
ers remain relatively isolated
and criminal methods spread
slowly.

The online world provides
access to a myriad of tar-
gets and criminal possibil-
ities and knowledge (e.g.
smart-card piracy, fake es-
crow scams).

This differentiation between old and new types of crime is crucial as it affects

the way we approach crime prevention: if cyberabuse is nothing but an extension
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of stalking and harassment in the physical world, using terrestrial theories and

crime prevention techniques is justified. If, however, cyberabuse is a new type

of criminality, old methods may not be appropriate and new or updated existing

theories and crime prevention approaches may be necessary.

This assumed distinction between the old and supposedly new types of crimes

is at the heart of the debate initially advanced by Capeller (2001) and Grabosky

(2001) (see also Yar (2005)) about the empirical utility of terrestrial theories in

explaining crimes that occur in cyberspace. While considered a general purpose

theory, as David Finkelhor and Asdigian (1996) pointed out: “[T]he lifestyle and

routine activities theories were designed for and have always been best at ex-

plaining variations in stereotypical street crime like stranger assaults and rob-

beries.” Yar (2005) argued that theories like lifestyle-routine activity theory are

even more problematic when used to explain crimes occurring in the environment

of cyberspace. He suggested that the characteristics of cyberspace are such that

they are not compatible with the conditions imposed by the terrestrial theory like

routine activity theory, namely, the requirement of temporo-spatial convergence of

offenders and victims.

This debate is of particular relevance to this Thesis considering the inconclu-

sive results to date of the empirical testing of the utility of terrestrial theories such

as lifestyle routine activity theory to explain cybercrime victimization. Yar (2005)

suggested that if opportunity theories were to be employed successfully in the

context of cybercrimes, they need to be first adapted to better accommodate the

special features of the cyberspace environment (see Choi (2008) for an example of

an attempt to adapt lifestyle-routine activity theory to cyberspace environment).

While adapting theories to specific environments is likely to improve their

empirical utility, even greater improvement could be achieved by also adapting

5



theories to specific crimes. Environment- and crime-specific theories may be the

“gold standard” in terms of situational crime prevention—a method of reducing

criminal opportunities through an in-depth analysis and manipulation of the causal

mechanisms of behind the specific crime (Cornish, 1994). This approach has been

shown to be successful in reducing various types of crime in the physical world (for

example, Clarke (1997).

Clarke (1998, p. 181) argued that the success of situational crime prevention

lays with addressing specific crimes and specific situations because mechanisms

that drive different crimes can be very different: they can be “committed for

different motives, by different offenders with quite different resources and skills”.

The need to adapt a theory to a specific crime rather than simply to an environment

becomes clear as we consider the diversity of crimes in cyberspace.

Cyber crime is an exceedingly broad crime category with a number of sub-

classifications. According to David Wall (2001), cyber crime could be sub-classified

as 1) cyber-trespass, 2) cyber-deception/theft, 3) cyber-porn/obscenity, and 4)

cyber-violence. While crimes included in these categories are all committed with

the use of technology, they represent very different acts. For example, cyber-

fraud—an example of cyber-deception/theft—is normally motivated by greed driven

by a very clear economic motivation, the same cannot necessarily be said about

cyber bullying or other types of cyber-violence. Cyber-fraudsters also must have

certain very specific skills to convince their victims to part with their money, but

these skills may not be useful for someone intending to cause his or her victim

psychological harm. Expecting that one theory, for example, lifestyle-routine ac-

tivity theory, could explain such different crimes seems unreasonable. Instead,

theories adapted to specific crime and environment, may be the answer. These

types of theories are likely to assist in developing more effective situational crime

6



prevention strategies, and ultimately facilitate reduction in crime.

As more people worldwide become connected to the Internet and the Wold

Wide Web, it is likely that more potential victims will be exposed to the risks

associated with cyberspace, highlighting the importance of this emerging problem.

This thesis’s overarching goal is to serve as a stepping stone towards adapting

lifestyle-routine activity theory to better account for cyber abuse victimization,

with the ultimate goal of finding a practical solution to cyber abuse. The following

chapter 2 describes how the thesis is structured to achieve this goal, including the

roles of each Chapter and how they relate to and support each other.
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Chapter 2: Thesis Structure

The Thesis consists of eight chapters: a General Introduction (chapter 1), Thesis

Structure (chapter 2), five study chapters (chapters 2–5), and Discussion and Con-

clusion (chapter 8). The study chapters are in the form of manuscripts formatted

to meet the requirements of the peer reviewed academic journals that they have

been submitted to and done in accordance with Griffith University policy on PhD

thesis as published and unpublished papers. As a result, there is some repetition

among the methods and results chapters. There are also detailed literature reviews

at the start of each results chapter in accordance with the requirements of journals

manuscripts.

This Thesis is built around chapter 3, which sets up the agenda for the rest of

the Thesis with study chapters 4–7 each having a purpose to support this agenda.

Specifically, in chapter 3 the existing scholarship on testing the empirical utility

of opportunity theories (routine activities theory, lifestyle exposure theory and

lifestyle-routine activities theory) is reviewed and a number of potential sources of

mixed results are identified. Study chapters then focus on specific potential sources

with the aim of providing a viable solution. Table 2.1 summarizes the structure of

this Thesis and how different chapters relate to and support each other.
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Table 2.1: Summary of studies included in the thesis

Axis Study 1 Study 2 Study 3 Study 4 Study 5

Chapter Chapter 3 Chapter 4 Chapter 5 Chapter 6 Chapter 7
Paper Vakhitova, Z.I.,

Reynald, D.M.
& Townsley M.
(2016). Toward
the adaptation of
routine activity and
lifestyle exposure
theories to account
for cyber abuse vic-
timization, Journal
of Contemporary
Criminal Justice,
32 (2), pp. 169–188.

Vakhitova, Z.I.,
Webster, J.,
Alston-Knox,
C.L., Reynald,
D.M., & Towns-
ley, M.K. (2018).
Offender–Victim
Relationship and
Offender Motiva-
tion in the Context
of Indirect Cy-
ber Abuse: A
Mixed-Method
Exploratory Anal-
ysis. International
Review of Vic-
timology, 24 (3),
347-366.

Vakhitova, Z.I.,
Alston-Knox, C.L.
(2018). Non-
significant p-
values? Strategies
to understand and
better determine
the importance of
effects and inter-
actions in logistic
regression. PLoS
ONE, 13 (11):
e0205076.

Vakhitova, Z.I.,
Webster, J.,
Alston-Knox, C.L.,
Reynald, D.M., &
Townsley, M.K.
(under review in
Crime Prevention
and Community
Safety). Toward
adapting lifestyle-
routine activity
theory to account
for cyber abuse
victimization: Op-
erationalization of
main theoretical
concepts.

Vakhitova, Z.I.,
Webster, J.,
Alston-Knox,
C.L., Reynald,
D.M., & Townsley,
M.K. (under review
in Computers in
Human Behaviour).
Lifestyle and rou-
tine activities: Do
they enable differ-
ent types of cyber
abuse?

Continued on next page
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Table 2.1 – Continued from previous page

Axis Study 1 Study 2 Study 3 Study 4 Study 5

Purpose To review existing
scholarship on
testing opportunity
theories like routine
activities, lifestyle
exposure and
lifestyle-routine
activities theories
to explain cyber
abuse victimization

To improve our
understanding of
cyber abuse crime
event through an
in-depth exami-
nation of various
incidents of cyber
abuse victimization

To examine po-
tential issues with
using generalized
linear models,
specifically, logistic
regression, when
interactions are
explicitly specified
and sample size is
small

To identify more
ecologically valid
proxies of lifestyle
and routine ac-
tivities associated
with cyber abuse
victimization

To ascertain the
empirical utility
of proxies identi-
fied in Study 4 as
factors associated
with cyber abuse
victimization

Research
Question

What are the po-
tential sources of
mixed results in
testing the em-
pirical utility of
opportunity theo-
ries in the context
of cyber abuse
victimization?

What is the role
of offender-victim
relationship and
offender motivation
in cyber abuse
victimization?

What issues may
arise when general-
ized linear models,
specifically, binary
logistic regression,
with interactions
explicitly specified
in the model, are
tested using small
samples? What
are possible al-
ternatives to the
conventional meth-
ods of analysis?

What lifestyles and
routine activities
are associated with
the risk of cyber
abuse victimiza-
tion?

What lifestyles and
routine activities
are associated with
the risk of cyber
abuse victimiza-
tion?

Continued on next page
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Table 2.1 – Continued from previous page

Axis Study 1 Study 2 Study 3 Study 4 Study 5

Data Existing literature
on testing the
empirical utility
of lifestyle-routine
activities theory to
account for cyber
abuse victimization

Interviews with vic-
tims of cyber abuse
(N = 12), news-
paper reports (N
= 115) and CMC
(N = 95) describing
incidents of cyber
abuse victimization

Content analysis of
interviews with vic-
tims of cyber abuse
(N = 12). Two
datasets: 1) news-
paper reports (N =
115) and 2) CMC
(N = 95) describing
incidents of cyber
abuse victimization

Two datasets: 1)
newspaper reports
(N = 115) and 2)
computer mediated
communications (N
= 95) describing
incidents of cyber
abuse victimization

A nationwide
(USA) crowd-
sourced sample (N
= 1,463) collected
through an online
survey of members
of an online labour
portal

Analysis Review of existing
scholarship, which
tested the empirical
utility of opportu-
nity theories to ex-
plain cyber abuse
victimization

1) Content analysis
of interviews with
victims of cyber
abuse to develop
hypotheses about
factors affecting the
risk of cyber abuse
victimization, and
2) BMA analysis
of newspaper re-
ports and CMC
describing incidents
of cyber abuse
victimization to
test the hypotheses

Comparison of
conventional anal-
yses: Wald test,
change in deviance
test, with Bayesian
GLM using vaguely
informative pri-
ors and Bayesian
Model Averaging
using samples of
newspaper reports
and CMC de-
scribing incidents
of cyber abuse
victimization

Thematic analysis
of newspaper re-
ports and CMC de-
scribing incidents of
cyber abuse victim-
ization

Bayesian Profile
Regression analysis
to identify clusters
of lifestyles and
routine activities
associated with
victimization from
different types of
cyber abuse: direct,
indirect and mixed

Continued on next page
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Table 2.1 – Continued from previous page

Axis Study 1 Study 2 Study 3 Study 4 Study 5

Contribution
and specific
findings

1) Established that
existing scholarship
testing opportu-
nity theories in
relation to cyber
abuse produced
mixed results,
and 2) Identified
potential sources
of inconsistent
results, including
a) limited under-
standing of cyber
abuse crime event,
b) methodological
designs relaying on
small samples of
students, c) con-
ventional analytical
approaches not
especially suited
for the analysis of
small samples, d)
operationalizations
of the key theoreti-
cal concepts based
on physical world
tradition

1) Established em-
pirical support for
classifying cyber
abuse as a broad
crime category with
direct, indirect and
mixed cyber abuse
as sub-types, and 2)
Examined the role
of offender-victim
relationship and
offender motivation
in cyber abuse
victimization

1) Demonstrated
that conventional
methods of statis-
tical data analysis
(e.g. Wall test,
change in deviance)
may not be ap-
propriate when
used with small
samples and when
interactions are
explicitly specified
in the model, and
2) Proposed that
Bayesian frame-
work (Bayesian
GLM with vaguely
informative priors
and BMA) be
considered as ana-
lytical strategies

Qualitatively iden-
tified a set of po-
tential proxies for
lifestyles and rou-
tine activities asso-
ciated with the risk
of cyber abuse vic-
timization

1) Quantitatively
tested the utility
of lifestyle-routine
activities theory
to explain cyber
abuse, 2) Identified
five subgroups
of lifestyles and
routine activities
associated with
different levels of
risk from direct,
indirect and mixed
cyber abuse, 3)
Explored the av-
enue of extending
lifestyle-routine
activities theory
by considering
how individual’s
interpersonal re-
lationships could
serve as protective
or risk factors
in the context
of cyber abuse
victimization.
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In particular, chapter 4 contributes to the limited understanding of cyber

abuse crime event by qualitatively exploring three types of data describing inci-

dents of cyber abuse victimization (interviews with victims, newspaper reports

and computer mediated communications (CMC) in the form of posts on online

discussion forums).

To address the potential issues related to the use of conventional statis-

tical methods of data analysis designed for large datasets to analyze relatively

small datasets, in chapter 5 a number of conventional methods of data analysis

(i.e. Wald test and the change in deviance) are then compared with methods

in Bayesian framework (i.e. Bayesian GLM using vaguely informative priors and

Bayesian Model Averaging (BMA) analysis). The chapter concludes that binary

logistic regression with explicitly specified interactions can produce difficult to in-

terpret and potentially misleading results when used with small samples, and then

proposes that analysts should consider using BMA analysis as an alternative when

variable selection may be needed due to lack of theoretical guidance or Bayesian

GLM in well-established areas of research.

Chapter 6 focuses on another potential source of mixed results–inappropriate

operationalization of the key theoretical concepts. The chapter advances a number

of alternatives to the existing operationalizations by qualitatively examining two

samples containing newspaper reports and CMCs describing incidents of cyber

abuse victimization.

To address the methodological issues potentially rooting from relying on

small samples of university and college students in testing the theories, chapter 7

tests lifestyle-routine activities model employing updated operationalizations of the

key theoretical concepts (identified in chapter 6) and a large sample of American

adults.
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Chapter 3: Study 1

Chapters 1 and 2 provided overview of the entire thesis. Chapter 3 reviews ex-

isting scholarship on testing empirical utility of opportunity theories like routine

activities theory, lifestyle exposure theory and lifestyle-routine activities theory to

explain cyber abuse victimization focusing on the potential reasons for the incon-

sistent empirical support.

Chapter 3 is published in Journal of Contemporary Criminal Justice. The

citation is as follows:

Vakhitova, Z.I., Reynald, D.M. & Townsley M. (2016). Toward the adapta-

tion of routine activity and lifestyle exposure theories to account for cyber abuse

victimization, Journal of Contemporary Criminal Justice, 32 (2), pp. 169–188.

DOI: 10.1177/1043986215621379

The co-authors of this manuscript are my thesis supervisors, Reynald, D.M.

(PhD) and Townsley, M.K. (PhD). My (Zarina I. Vakhitova) contribution to the

manuscript involved: literature review and preparation of the manuscript.

17



Toward the Adaptation of Routine Activity and

Lifestyle Exposure Theories to Account for Cyber

Abuse Victimization

Abstract

With the advent of the Internet and the emergence of cybercrimes (e.g. cyber

stalking, cyber harassment), criminologists have begun to explore the empirical

utility of lifestyle exposure and routine activity theories to account for personal

victimization as a consequence of cyber abuse. Available cyber abuse studies have

produced inconsistent empirical support for both models, which has reignited the

debate about whether terrestrial theories, such as routine activity theory, will

ever be able to adequately explain cybercrimes due to the spatial and temporal

disconnect between the theories and the cyber environment. This paper reviews

existing cyber abuse scholarship, explores potential reasons for the weak empiri-

cal support for routine activity and lifestyle exposure theories in cyberspace, and

proposes several directions for future research. We suggest that in order to fur-

ther our understanding of cyber abuse processes, scholars need to carefully define

and operationalize the key theoretical concepts in light of the latest developments

in routine activity theory (i.e. addition of new controllers - handlers and place

managers, and super controllers), and conduct in-depth qualitative studies, as well

as quantitative studies that employ robust methodological designs and multi-level

statistical analyses.

Keywords: cyber abuse, cyber stalking, cyber harassment, routine activity theory,

lifestyle exposure theory, capable guardianship, controllers, super controllers.
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3.1 Introduction

Cyber stalking and cyber harassment, collectively known as cyber abuse, can in-

volve a wide range of behaviors including “name-calling, trolling 1, doxing 2, open

and escalating threats, vicious sexist, racist, and homophobic rants, attempts to

shame others, and direct efforts to embarrass or humiliate people” (Duggan, 2014).

While no consensus exists in defining cyber abuse, most experts agree that the

threatening or annoying behaviour must be of a repetitive and continuous (over

time) nature to be considered cyber abuse (Reyns et al., 2011).

Although a very recent phenomenon, cyber abuse is quickly becoming a se-

rious problem. Using a nationally representative sample, the Pew Research Centre

found that 40 percent of American adults 3 experienced some form of cyber abuse

at least once in their lifetime and more than 70 percent witnessed someone else

being subjected to it (Duggan, 2014). While the majority of victims of cyber ha-

rassment experienced less serious behaviors such as being called offensive names,

6 to 8 percent of respondents reported being subjected to physical threats, sexual

harassment, and cyber stalking (Duggan, 2014). This alarming statistic suggests

the urgent need to find solutions.

Aiming to better understand the mechanisms of cyber abuse victimization,

criminologists have recently began to test a number of theoretical models, including

general strain theory (Agnew, 2006; Patchin and Hinduja, 2011), general theory

of crime (Gottfredson and Hirschi, 1990; Holt et al., 2012), and others (Holt and

Bossler, 2014). A growing body of research (Bossler et al., 2012; Holt and Bossler,

1Trolling is “post[ing] deliberately inflammatory articles on an internet discussion board”
(“Troll, [Def. 6]” n.d.)

2Doxing is “compiling and releasing a dossier of personal information on someone” (What is
doxing? )

3Victims’ ages are what makes cyber abuse distinct from another type of online violence,
cyberbullying. Cyber abuse victims are adults; cyberbullying affects minors (under the age of 18)
(Cyberbullying/Stalking & Harassment)
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2008; Marcum et al., 2010; Ngo and Paternoster, 2011; Reyns et al., 2011) applied

victimization and criminal opportunity theories, such as routine activity theory

(Cohen and Felson, 1979), lifestyle exposure theory (Hindelang et al., 1978) and

structural choice theory (Miethe and Meier, 1990) to account for victimization in

cyberspace, and specifically for cyber abuse (Holt and Bossler, 2014). These stud-

ies have produced mixed results about the role of the key theoretical concepts (e.g.

capable guardian) in explaining the overall risk of cyber abuse victimization. The

lack of consistent empirical support for victimization and criminal opportunity

theories has fuelled the debate about the appropriateness of using terrestrial the-

ories, designed for the physical world, in the very different context of cyberspace

(Yar, 2005).

Yar (2005) argued that the routine activity theory’s requirement that offend-

ers and victims must converge in time and in space for a crime to occur presents

a major problem when applying routine activity theory to cybercrimes. He called

cyberspace “chronically spatio-temporally disorganised” (Yar, 2005, p. 424) and

argued that crimes in cyberspace can and do occur without offenders and victims

being in one place and at the same time. For example, threatening or deroga-

tory messages could be posted on a victim’s Facebook page while the victim is

offline (no convergence in time), and in situations where offenders and victims are

separated by thousands of miles (no convergence in space).

In response to the argument advanced by Yar (2005), Reyns et al. (2011)

hypothesised that online places (e.g. social networking sites) are the cyberspace

equivalent of physical places. They addressed the issue of spatial convergence by

extending the idea introduced by Eck and Clarke (2003) that networks can facili-

tate convergence and suggested that in cyberspace victims and offenders converge

at online places via networks. Reyns et al. (2011) further proposed that in the
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example of a cyber abuse incident where a message is posted on a victim’s Face-

book wall while the victim is offline, the moment that the victim actually reads

the message, the transaction is complete and temporal convergence has occurred.

The idea is that the convergence of victims and offenders in cyberspace does not

have to be instantaneous, but instead continuous over time: it starts when the

offender initiates the act and ends when the victim experiences this act. This

conceptualization of spatio-temporal convergence in cyberspace is dependent on

“(a) the network providing a conduit for interaction between victim and offender,

with cyberspace acting as a proxy for physical space, and (b) an eventual overlap

in time or a completed transaction across time” (Reyns et al., 2011, p. 1152).

Notwithstanding this recent reconceptualization of spatio-temporal convergence

in cyberspace (Eck and Clarke, 2003; Reyns et al., 2011), operationalizing ter-

restrial concepts in this new environment remains a challenge as many of them

are reflective of physical world’ attributes such as distance, physical visibility and

accessibility (exposure to risk and proximity to offenders in particular).

In this paper we reassess the existing cyber abuse scholarship and the em-

pirical utility of victimization and criminal opportunity theories in light of the

latest theoretical developments. We present the key concepts from the theories

and highlight the features of these concepts which make their direct application

in cyberspace, and specifically to explaining cyber abuse, problematic. We also

discuss key developments in routine activity theory in particular and we reveal

how the development of some key concepts related to crime control can be espe-

cially beneficial in applying this theory to the study of cyber abuse. With this in

mind, this paper goes on to analyze some of the theoretical and methodological

limitations in existing cyber abuse research that need to be addressed before we

can validly assess the utility of the theories in explaining cyber abuse. We argue
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that successful adaptation of victimization and criminal opportunity theories re-

quires careful consideration of the cyber abuse crime event, its mechanisms and

the environment in which it occurs and conclude by proposing avenues for future

research.

3.1.1 Victimization and criminal opportunity theories

Lifestyle exposure and routine activity theories emerged in the late 70s as compre-

hensive models designed to explain variations in the risk of victimization. Lifestyle

exposure theory (Lifestyle Exposure Theory (LET)) (Hindelang et al., 1978) is a

classic victimization theory that proposes that some people are more likely to be-

come victims of crime than others because of their lifestyle. define lifestyles as

“routine daily activities, both vocational activities (work, school, keeping house,

etc.) and leisure activities” (Hindelang et al., 1978, p. 241) and argue that people

whose daily routines bring them into contact with potential offenders are more

likely to experience personal victimization.

Like lifestyle exposure theory, routine activity theory (Routine Activities

Theory (RAT)) (Cohen and Felson, 1979) also explains victimization as a result

of daily activities (routine activities), but it focuses mainly on how routine activi-

ties create criminal opportunity structures by facilitating spatio-temporal conver-

gence of motivated offenders and suitable targets/victims in settings where capable

guardians are absent (Cohen and Felson, 1979).
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Figure 3.1: Crime triangle (adapted from Eck and Clarke (2003)

Aiming to integrate the macro-level perspective of the criminal opportu-

nity structure advanced by routine activity theory (Cohen and Felson, 1979) and

micro-level factors driving target selection processes suggested by lifestyle exposure

theory (Hindelang et al., 1978), Miethe and Meier (1990) introduced a structural-

choice theory of victimization, more commonly known as lifestyle-routine activity

theory (Lifestyle Routine Activities Theory (LRAT)). The theory proposes that

“routine activities may predispose some persons and their property to greater risks,

but the selection of a particular crime victim within a socio-spatial context is de-

termined by the expected utility of one target over another” (Miethe and Meier,

1990, p. 245), and identifies proximity to motivated offenders, exposure to risky

situations, target attractiveness and the absence of capable guardians as the key

factors that determine the likelihood of criminal victimization.
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3.1.2 Key theoretical concepts: definitions and operationaliza-

tions

While distinct, lifestyle exposure theory, routine activity theory and the integrated

lifestyle-routine activity theory are closely related. As such, some of the key con-

cepts used in these theories are essentially similar (e.g. LRAT’s target attractive-

ness vs. RAT’s suitable target) or significantly overlap (e.g. LRAT’s proximity to

motivated offenders vs. RAT’s motivated offenders). Unfortunately, as is the case

with many social science models, the main theoretical concepts of victimization

and criminal opportunity theories are not clearly or unambiguously defined within

the models. This makes them difficult to measure and therefore validate even in

the context of the physical world environment for which they were originally de-

signed. As this paper will later show, this particular problem is exacerbated in the

context of cyberspace.

Motivated offender, exposure to risk and proximity to offenders

RAT’s motivated offender and LRAT’s exposure to risk and proximity to offenders

reflect the offender’s role in the crime event model. While the latter two focus on

spatial aspects of the relationship between an offender and a victim, the former is

a more abstract concept that relates to the offender’s rationale and assessment of

criminal opportunities.

According to Cohen et al. (1981, p. 507), exposure to risk is “the physi-

cal visibility and accessibility of persons or objects to potential offenders at any

given time and place”, while proximity to offenders is indicative of “the physical

distance between areas where potential targets of crime reside and areas where

relatively large populations of potential offenders are found” (Cohen et al., 1981,

p. 507). Both definitions appear to significantly overlap: targets which are in close
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(distance-wise) proximity to offenders are likely to also be more exposed to risky

situations (originated by offender populations). This overlap makes the concepts of

exposure and proximity difficult to accurately operationalize as distinct concepts

for use in empirical testing.

Empirical research testing the utility of victimization and criminal opportu-

nity theories to account for terrestrial crimes (i.e. crimes that occur in physical

world such as larceny or homicide) operationalized physical proximity to offenders

through a variety of measures including socio-economic characteristics of the area

of residence (e.g. rate of unemployment, average income, etc.), type of residence

(e.g. urban vs. rural), average rate of offending in the neighborhood, and others

(see for example, Cohen et al. (1981), Hough (1987), Lynch (1987), and Miethe

and Meier (1994)).

Typically, exposure to risk has been operationalized using various variables

that reflect the level and type of non-household activity. This is based on the

assumption that people who spend most of their time at home are less exposed to

crime than those who are away from home more often (Miethe and Meier, 1994).

These measurements included the number of evenings per week spent outside the

home for leisure activities, the number of hours per week the home was unoccupied

during the day or night, television viewing habits, the supply of entertainment

establishments, availability and use of public transportation, female labor-force

participation, retail sales from eating and drinking establishments, and others

(Miethe and Meier, 1990; Massey et al., 1987; Sampson and Wooldredge, 1987;

Messner and Blau, 1987; Miethe et al., 1991).
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Target attractiveness / suitable target

The original routine activity theory’s concept of suitable target has received the

most attention integrated into the framework of lifestyle/routine activity theory as

target attractiveness. Attractive targets have been conceptualized as representing

a “symbolic or economic value to the offender” (Miethe and Meier, 1994, p. 49),

or “perceived as vulnerable and unlikely to actively or successfully resist” (Popp,

2012, p. 691). Both definitions are problematic in terms of operationalization:

while the offender’s idea of economic value is relatively straightforward and could

be easy to operationalize (for example using such general economic indicators as

family income, social class and rate of unemployment (Miethe and Meier, 1990;

Miethe and Meier, 1994)), the same cannot be said about the dimensions of sym-

bolic value or perceived vulnerability. For example, Garofalo (1987) argues that

different offenders are likely to have unique sets of symbolic rewards, which makes

it difficult to predict what quality of a potential target/victim will be perceived as

rewarding by a potential offender.

In an attempt to overcome this issue, Finkelhor and Asdigian (1996) pro-

posed to measure target attractiveness in terms of its gratifiability, antagonism,

and vulnerability. A gratifiable target is seen as rewarding to the motivated of-

fender, while an antagonistic target is capable of provoking an aggressive reaction

from the motivated offender. A vulnerable target is perceived by a motivated of-

fender as unable or unwilling to effectively resist (Finkelhor and Asdigian, 1996).

The problem with Finkelohor and Asdigian’s approach to measuring target attrac-

tiveness is that the included parameters themselves are not straightforward and

require careful definition.

Felson and Clarke (1998) introduced another way of measuring target suit-

ability by developing a list of features that enhance the risk of victimization. These
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features were identified as VIVA—value, inertia, visibility and access (Felson and

Clarke, 1998). Value refers to the monetary value of the target, inertia to the

weight of the target, visibility to how visible the target is and access to its ac-

cessibility. While VIVA advances RAT’s suitable target construct, it nevertheless

remains restricted in its applicability to physical targets and is more appropriate

for explaining property crime than crimes involving interpersonal violence.

Capable guardianship

Capable guardianship reflects the assumption that people and things can pre-

vent crime or stop a crime in progress. Within routine activity theory capable

guardianship was originally conceptualized as “guardianship by ordinary citizens

[as opposed to the police] of one another and of property as they go about routine

activities” (Cohen and Felson, 1979, p. 590). Cohen and Felson (1979) argued po-

tential offenders who believe that “someone is watching and could detect untoward

behaviors [are less likely to proceed with] committing a criminal act” (Hollis-Peel

et al., 2011, p. 55). This idea that guardians could prevent crime by simply be-

ing at the scene is at the heart of the routine activity’s formulation of capable

guardianship.

Lifestyle-routine activity theory conceptualized capable guardianship as hav-

ing social (interpersonal) and physical dimensions (Miethe and Meier, 1994). The

former dimension taps into the idea that the presence of others (e.g. friends, neigh-

bours, police) or their active involvement can have a crime prevention effect, while

the latter is about using tools, devices (e.g. locks and burglar alarms) and other

target-hardening methods to prevent the offender from accessing the target.

Originally, neither routine activity, nor lifestyle-routine activity theory clearly

defined capable guardianship, which resulted in later research producing a number
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of varying interpretations and definitions of the concept and even more varying

operationalizations (Hollis-Peel et al., 2011). For example, studies measured ca-

pable guardianship using such indicators as the number of household members,

availability of neighbours to watch over property, use of door and window locks,

enhanced street lighting, participation in Neighborhood Watch programs, and so

on (Miethe and Meier, 1994; Reynald and Elffers, 2015). Recently the concept of

capable guardianship has been clarified in terms of definitional interpretation and

operationalization. The following is the discussion of new developments in routine

activity theory and of their effect on our understanding of the crime event model.

3.1.3 The latest developments in the routine activity model

The previous section showed that many key theoretical concepts involved in victim-

ization and criminal opportunity theories have not been clearly or unambiguously

defined within the original models, which made them difficult to validly or consis-

tently operationalize. Recent developments in routine activity theory have ushered

in the conceptual clarification, redefinition and re-operationalization of some orig-

inal theoretical concepts (capable guardianship in particular), and the addition of

some new concepts (new types of controllers and super controllers).

Reynald’s guardianship in action studies (Reynald, 2009; Reynald, 2010;

Reynald, 2011a) contributed to our understanding of what it means for a guardian

to be capable of controlling crime. While a guardian’s availability has long been

accepted as the necessary requirement of a guardian’s effectiveness (Felson, 2006),

(Reyns et al., 2010) established that a guardian’s availability alone may not always

be sufficient for a crime to be prevented. She found that “1) willingness to super-

vise, 2) the ability to detect potential offenders, and 3) the willingness to intervene

when necessary” (p. 358-9) significantly increase likelihood of intervention when
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needed.

Further, Hollis et al. (2013) redefined the concept of guardianship within

the routine activity theory in terms of informal human presence: “guardianship

can be defined as the presence of a human element which acts—whether intention-

ally or not—to deter the would-be offender from committing a crime against an

available target” (p. 76). This updated concept of guardianship rejects physical

and personal dimensions as the authors argue these are more closely related to

a target’s suitability than to guardianship (Hollis et al., 2013); while locking a

door is likely to make the house less attractive to a burglar, it has no effect on

guardian’s availability or capability.

Two of the major contemporary developments in routine activity theory

involved the modification of the original crime triangle. Clarke and Eck (2003)

added a layer of controllers and later, Sampson, Eck and Dunham (2010) added an

additional layer of super controllers (see Figure 2). The new crime triangle includes

three types of controllers (handlers, place managers and guardians) each with

their own specific area of influence: guardians protect targets/victims, handlers

exercise control over offenders and place managers manage places in which crimes

may occur (Felson, 1995; Clarke & Eck, 2003). New types of controllers redefine

criminal opportunity as a situation where the offender is able to move “away

from handlers toward a place without a manager and a target without a guardian”

(Felson & Boba, 2010, p. 30), while super controllers help us understand why crime

prevention fails by suggesting that by regulating “controllers’ incentives to prevent

crime” they ultimately determine the success or failure of any crime prevention

efforts (Sampson, Eck & Dunham, 2010, p. 37).
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Figure 3.2: Updated crime triangle (adapted from Sampson et al. (2010))

As this brief overview shows, the routine activity crime model has recently

experienced significant developments, including the reappraisal of existing theo-

retical concepts (capable guardianship in particular) and the addition of new ones

(i.e. new controllers – handlers and place managers, and super controllers). The

following section reviews extant cyber abuse scholarship and suggests how these

new developments should be taken into consideration when testing the empirical

utility of victimization and criminal opportunity theories.

3.1.4 Empirical testing of the utility of victimization and criminal

opportunity theories to account for cyber abuse victimiza-

tion

A number of studies explored the empirical utility of victimization and criminal

opportunity theories (specifically, routine activity and lifestyle-routine activity the-

ories) to account for cyber abuse victimization, and produced mixed results (Holt

and Bossler, 2008; Marcum et al., 2010; Bossler et al., 2012; Reyns et al., 2011;

Ngo and Paternoster, 2011). Overall, only a small percentage of variables used to

measure key lifestyle exposure and routine activity theoretical concepts were found
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to be predictive of personal victimization in cyberspace. For example, Ngo and

Paternoster (2011) found that of 70 routine activity theory-related coefficients (ten

variables and seven types of cybercriminal activity), only five were significantly re-

lated to personal victimization, and, of those, four were in the opposite direction

to what was expected. Ngo and Paternoster (2011, pp. 784–785) concluded that

“variables from routine activity theory are no better than, and may indeed be

less useful, than those from the general theory of crime in explaining cybercrime

victimization”. However, the review of the existing cyber abuse scholarship sug-

gests that there may be several reasons for the weak empirical support, including

methodological, analytical, issues related to defining and operationalizing the key

theoretical concepts and completeness of the model, and that any types of conclu-

sions drawn about the validity of victimization and criminal opportunity models

may be premature.

Methodology and analysis

All current studies that tested the empirical utility of routine activity and lifestyle-

routine activity theories (Holt and Bossler, 2008; Marcum et al., 2010; Bossler et

al., 2012; Reyns et al., 2011; Ngo and Paternoster, 2011) 4 employed method-

ological designs that limit the generalisability of their findings. The main data

collection method used in these studies was self-report online victimization sur-

veys using special samples (that is, university or college students), and all but one

(Reyns et al., 2011) used purposive convenience sampling methods. Reyns et al.

(2011) attempted to recruit their participants using a simple random sampling

method, but the resulting sample had a low response rate of just over 13 percent.

The aforementioned limitations of the samples used in the studies (non-probability

4In this study, we only review studies that measured cyber abuse victimization among adults
and did not include cyberbullying studies where victims were under 18 years of age.
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samples or random samples with very low response rates of special populations of

university or college students) mean that no inferences can be made from these

studies about trends in the general population (using probability theory).

The resulting data was analysed using multiple or logistic regression with

the aim of testing how well the victimization and criminal opportunity models

explain the risk of personal victimization in relation to cyber abuse. All studies

utilized “main effects” modelling, which assumes that the impact of a variable is the

same across levels of other variables, and does not take into account contextual

effects of other variables (Miethe and Meier, 1994). For example, a target is

assumed equally attractive whether he or she lives in close proximity to offender

populations or not, and whether there are capable guardians available to protect

the target or not. Miethe and Meier (1994, p. 56) believe this approach is highly

problematic as “failure to examine whether variables have different effects across

different contexts is a type of model misspecification that may dramatically alter

substantive conclusions about the predictive validity of current theories”.

Operationalization of key theoretical concepts in cyber abuse studies

Another potential explanation for the mixed evidence of the empirical utility of

victimization and criminal opportunity theories to account for cyber abuse victim-

ization lies in the difficulty of operationalizing concepts developed for the physical

world in the very different context of cyberspace. Concepts that reflect the spatio-

temporal dimension of the offender–victim relationship (e.g. proximity to offenders

and exposure to risk) are problematic due to the previously discussed supposed

disconnect between the theories and the environment of cyberspace (Yar, 2005):

physical visibility and/or accessibility of targets are not requirements of person-

to-person interaction in cyberspace. Offenders and victims can be and often are
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separated by vast distances and therefore cannot be physically seen or physically

accessed. Finding a way to operationalize space- and time- based variables in

“spatio-temporally disorganized” environment of cyberspace (Yar, 2005, p. 424)

presents an obvious challenge.

In comparison with exposure to risk and proximity to offenders, the concept

of the motivated offender is more ecologically valid in the context of cyberspace as

it does not directly involve spatio-temporal parameters such as physical visibility,

accessibility or distance. Being in close proximity to potential targets or being able

to see or access targets makes the target more suitable. While the spatio-temporal

convergence of offenders and targets is one of the necessary requirements for a

crime to occur, it is not an intrinsic part of the actual concept of the motivated

offender. This makes it possible to treat the “motivated offender” as “largely

homologous between terrestrial and virtual settings” (Yar, 2005, p. 424).

While target attractiveness / suitable target is not directly rooted in spatio-

temporal aspects of the crime event model, it is also a very difficult concept to

interpret in the context of cyberspace. Both dimensions (economic and/or symbolic

value and vulnerability) are too vague to be useful when applied to cyberspace and

specifically to cyber abuse. What makes a target economically or symbolically

valuable to a cyber abuser? More often than not, potential targets in cyberspace,

specifically in the social media environment, cannot be physically seen. They are

only represented by their avatars using photographs that are often not of the actual

person, but rather of cartoons or other non-representative images. Moreover, the

communication between the target and the offender is mainly text-based. What

makes a potential target who cannot be physically seen or heard appear to be

valuable or vulnerable to a cyber abuser? Do value and/or vulnerability even

matter to a cyber abuser? To date, there simply has not been sufficient research
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undertaken to answer these questions.

Measuring capable guardianship in cyberspace presents its own challenges,

as the concept itself (Reynald, 2011b; Hollis et al., 2013) and our understanding of

how capable guardianship operates in cyberspace are still evolving. In its original

formulation, a guardian was conceptualized as being able to prevent crime simply

by present at the scene: “a guardian [is] . . . someone whose mere presence serves

as a gentle reminder that someone is looking” (Felson and Boba, 2010, p. 22). For

a guardian in this formulation to be able to prevent crime he or she must visible

and/or in a close physical proximity to the potential offender. This obviously

creates a problem when transposing the concept to the environment of cyberspace

where both visibility and physical proximity are largely irrelevant (many social

media applications do not allow you to see who else (if anyone) is present in the

same domain at the same time with you).

Recently, Vakhitova and Reynald (2014, p. 159) conceptualized capable

guardianship against cyber abuse as the “presence of a human third party capable

of deterring the would-be offender from committing a crime against an available

target or acting to disrupt crime events in progress”. A good example of a capable

guardian in this latest formulation adapted for the context of cyber abuse would be

a social media user (visitor of YouTube site or Twitter subscriber) who witnesses

an incident of cyber abuse and intervenes to stop it by reporting the incident

to the authorities (administrators of the site) or mediating between the involved

offender(s) and victim(s). The role of site administrators as crime controllers in

the form of place managers is equally important in terms of controlling crimes like

cyber abuse.

Despite lack of research in the mechanisms of cyber abuse victimization,

several studies (Holt and Bossler, 2008; Marcum et al., 2010; Bossler et al., 2012;
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Reyns et al., 2011; Ngo and Paternoster, 2011) attempted to measure the key

theoretical concepts such as exposure to risky situations, proximity to offenders,

target attractiveness / suitable target and capable guardianship using a number of

different operationalizations. Table 3.1 presents the summary of how cyber abuse

studies have operationalized these key theoretical concepts in relation to cyber

abuse.
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Table 3.1 Operationalization of Main Theoretical Concepts in Cyber Abuse Studies

Study Motivated offender/
Exposure to risk and
proximity to offenders

Target attractiveness/
Suitable target

Lack of guardianship/ Ab-
sence of capable guardian-
ship

Holt and Bossler
(2008)

Computer use for
-Work/school activities
-Non-work/school activi-
ties
-Shopping
-Video games
-Email
-Chat rooms
-Programming
-MySpace

Friends deviance
Use of
-Anti-virus software
-Spy-bot software
-Ad-aware software
-Microsoft update
-Security centre
-Software firewall
-Hardware firewall

Bossler et al.
(2012)

-Average number of hours
per day spent on various
online activities
-Having a social network-
ing account

-Female
-Non-white
-Academic standing
-Grades

Physical guardianship
-Use of software
Social guardianship
-Computer location
-Friends deviance
Personal guardianship
-Skill level
-Risky info sharing

Continued on next page
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Table 3.1 – Continued from previous page

Study Motivated offender/
Exposure to risk and
proximity to offenders

Target attractiveness/
Suitable target

Lack of guardianship/ Ab-
sence of capable guardian-
ship

Marcum et al.
(2010)

Hours per week using
-E-mail
-IM
-Chat rooms
-Social networking sites

-“Private” status on social
media sites
-Types of personal infor-
mation shared on the Inter-
net
-Communicating with
strangers via e-mail, IM,
chat rooms
-Give out personal infor-
mation to people met on-
line

-Location and frequency of us-
ing a computer
-Presence of others while us-
ing a computer
-Restrictions on the use of a
computer imposed by a par-
ent/ guardian
-Parent/ guardian monitoring
the use of a computer
-Use of filtering/blocking soft-
ware

Continued on next page
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Table 3.1 – Continued from previous page

Study Motivated offender/
Exposure to risk and
proximity to offenders

Target attractiveness/
Suitable target

Lack of guardianship/ Ab-
sence of capable guardian-
ship

Reyns et al.
(2011)

Exposure
-Time spent online
-Number of social network-
ing accounts
-Number of updates to so-
cial networking sites
-Number of photos online
-Use of AOL Instant Mes-
senger
Proximity
-Add stranger to friends
list
-Friends on social network
-Friend service

-Relationship status
-Sexual orientation

-Social network private
-Profile tracker
-Deviant peers

Continued on next page
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Table 3.1 – Continued from previous page

Study Motivated offender/
Exposure to risk and
proximity to offenders

Target attractiveness/
Suitable target

Lack of guardianship/ Ab-
sence of capable guardian-
ship

Ngo and Pater-
noster (2011)

-Hours per week spent on
online shopping, research,
gathering information, etc.
-Email
-IM (Instant Messaging)
-Chat rooms, IRC

In the past 12 months
-Communicated with
strangers online
-Provided personal infor-
mation online
-Frequently opened email
attachments, clicked web
links in e-mails received,
opened attachments re-
ceived via IM, clicked a
pop-up message.

Physical guardianship
-Use of anti-virus software,
spyware, firewall software
Personal guardianship
-Computer knowledge and
skills
-Education on cybercrime
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Operationalizing exposure to risk and proximity to offenders in cy-

berspace

Similar to research in the physical world, cyber abuse studies estimated the ex-

posure to risky situations through either measuring the amount of time spent

doing various activities on the Internet (for example, hours spent online shopping,

playing video games, checking email, talking in chat rooms) or some frequency

count (for example, the number of social networking accounts, photos and up-

dates). These measurements produced mixed results. For example, of the eight

measurements of exposure used in Holt and Bossler (2008), only “time spent in

chat rooms” was predictive of cyber harassment. Bossler et al. (2012) found that

“hours spent online” was not associated with cyber victimization, but “hours us-

ing social networking sites” was (OR = 4.22). In a study by Ngo and Paternoster

(2011), none of the tested exposure variables were associated with victimization

via cyber harassment by a stranger, and only “time spent instant messaging” was

somewhat predictive of cyber harassment by a non-stranger (OR = 1.06). Holt and

Bossler (2008) and later Ngo and Paternoster (2011) suggested that participation

in activities that involve sharing information and spending time with others is a

better predictor of online victimization than simply spending time on a computer:

“much like being in the street may not be a general risk factor for victimization,

but being on certain streets or being on the street alone or at certain hours of

the day are differentially consequential” (Ngo and Paternoster, 2011, p. 776). It

is likely that simply watching video content or reading other people’s blogs is a

less risky activity for cyber abuse than posting comments about video content or

posting on other people’s blogs, especially the blogs of strangers.
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Operationalizing target attractiveness/suitable target in cyberspace

To measure target attractiveness / target suitability, cyber abuse studies used

various proxy measurements, including gender, race, academic standing, relation-

ship status and sexual orientation, and so on. In an attempt to measure target

attractiveness more directly, Ngo and Paternoster (2011) asked their participants

whether they communicated with strangers, provided personal information, opened

email attachments received from strangers, and other similar questions. Respon-

dents in Marcum et al. (2010) were asked to report whether they used “private”

status on social media sites, the types of information they shared on the Inter-

net, whether they communicated with strangers online and whether they gave out

personal information to people they met online. These measures were designed

to gauge the vulnerability of the respondent to a potential attacker, the ratio-

nale being that sharing personal information online (especially with strangers)

creates opportunities for potential offenders to exploit respondents. Reyns et al.

(2011) found that only gender and relationship status were significant predictors

of victimization. None of the variables that aimed to measure target attractive-

ness/suitability were found to be predictive of personal victimization in Ngo and

Paternoster (2011).

Operationalizing capable guardianship in cyberspace

Most available cyber abuse research was guided by the LRAT view of capable

guardianship as having physical, personal and social dimensions. For example,

Ngo and Paternoster (2011) measured lack of capable guardianship as: (1) physi-

cal guardianship—use of antivirus software, spyware and firewall software; and (2)

personal guardianship—computer skills and education on cybercrime. In the light

of Hollis et al. (2013) and Reynald (2009), Reynald (2010), Reynald (2011a), and
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Reynald (2011b) (see earlier discussion of the latest developments in the routine

activity theory) work in guardianship, physical (i.e. the use of tools and devices)

and personal (i.e. self-preservation skills) guardianship do not reflect true capable

guardianship. Attempts to make a target crime-resistant using physical methods

(e.g. specialized software and hardware) or methods of self-protection (e.g. com-

puter skills) best represent target-hardening techniques that make the target less

suitable, and ought not to be confused as measures of capable guardianship.

Two studies measured capable guardianship through peer deviance (Bossler

et al., 2012; Reyns et al., 2011). While it is possible and even likely that having

deviant peers increases the exposure to risk and proximity to offender populations,

it is difficult to see how it can be indicative of capable guardianship. The variables

closest to Hollis et al. (2013) definition of guardianship is found in Marcum et al.

(2010). The authors tested the “presence of others while using a computer” and

“parent/guardian monitoring the use of a computer” as predictors of adolescent

victimization and found that both parameters were negatively related to the risk

of victimization.

3.1.5 Implications and directions for future research

In summary, cyber abuse scholarship to date has produced mixed empirical support

for the use of victimization and criminal opportunity theories to account for cyber

abuse victimization. These results prompted some researchers to conclude that

terrestrial theories such as these may not be “particularly effective” in the context

of crimes occurring in cyberspace (Ngo and Paternoster, 2011, p. 787). The

review of existing cyber abuse scholarship revealed that these conclusions may

be premature as there are a number of plausible reasons related to the way the

studies were conducted that could explain the mixed empirical support other than
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the inappropriateness of terrestrial theories in the context of cyberspace. While

it is important to acknowledge the contribution of cyber abuse scholarship to our

understanding of crime event processes in cyberspace, it is also necessary to keep

in mind limitations of these studies. The following is a summary of some of these

potential explanations that need to be addressed before any substantive conclusions

about the empirical utility of victimization and criminal opportunities to account

for cyber abuse victimization could be made:

1. Existing cyber abuse studies have employed non-probability special sam-

pling (undergraduate students), limiting generalisability of their findings. A

greater use of representative probability-based samples would allow particu-

lar competing explanations for inconsistent findings to be ruled out.

2. Available cyber abuse scholarship to date has focused exclusively on “main

effects” modelling without accounting for any possible contextual effects.

It is possible that the relationship between the key theoretical concepts in

cyberspace is more complex than a main effects model would reveal. Multi-

level modelling could be used to reveal any contextual effects of different

variables (Sampson and Wooldredge, 2002).

3. Measurements used in the studies for the main theoretical concepts (exposure

to risk, proximity to offenders, target attractiveness/suitable target and ca-

pable guardian) may not have been appropriate. Cyber abuse scholarship has

employed outdated interpretations of key theoretical concepts, particularly

in relation to capable guardianship. It is possible the reason the majority

of studies did not find support for the role of capable guardianship in cy-

berspace is due to an error in measurement. An in-depth, qualitative analysis

of the mechanisms of the cyber abuse crime event aimed at identifying ways
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to improve the definition and operationalization of key theoretical concepts

in the unique context of cyberspace could be a solution to producing more

stable empirical results.

4. Cyber abuse scholarship has employed outdated interpretations of key the-

oretical concepts, particularly in relation to capable guardianship. Extant

scholarship has operationalized guardianship along physical, personal, and

social dimensions, whereas the latest developments view guardianship as in-

terventions by an informal human third party (Hollis et al., 2013). It is

possible, the reason the majority of studies did not find support for the role

of capable guardianship in cyberspace, is due to an error in measurement.

5. The theoretical model used in studies testing the utility of routine activity

theory was incomplete. As previously discussed in this paper, the current

view of the crime event model includes a layer of controllers (handlers, place

managers and guardians) and super controllers. The existing studies did not

explore or control for their influence which may have affected the empirical

results. The role of controllers and super controllers in crime prevention

requires greater consideration in empirical tests of the cyber abuse crime

event model.

In conclusion, recent attempts at testing the empirical utility of routine

activity and lifestyle exposure theories to account for cyber abuse victimization

produced mixed results, which appeared to add credibility to the argument that

terrestrial theories may not be appropriate for use in the unique context of cy-

berspace without adaptation. In this paper we suggest that in order to further

our understanding of the cyber abuse processes, scholars need to carefully define

and operationalize key theoretical concepts in the light of latest developments in
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the routine activity theory. We argue for the importance of conducting in-depth

qualitative studies to build our understanding of the mechanisms of cyber abuse

victimization, and for employing more robust methodological designs to improve

the validity of findings and multi-level modelling to account for contextual effects.
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Chapter 4: Study 2
The previous chapter (Chapter 3) provided a review of existing cyber abuse schol-

arship. It found mixed support for the use of opportunity theories like routine

activities theory, lifestyle exposure theory and lifestyle-routine activities theory to

explain cyber abuse. Chapter 3 suggested that the inconsistent results may be ex-

plained by a number of potential reasons, including methodological and analytical

issues, and more importantly, the limited understanding of cyber abuse victimiza-

tion processes. The Chapter proposed several ways in which these issues could be

addressed. Chapter 4 is the first of four studies (see Chapters 4–7) attempting to

address the issues identified in Chapter 3.

Chapter 4 presents the results of the mixed-method triangulated design

study, which aimed to identify factors affecting the role of victim’s online rou-

tine activities as risk factors for cyber abuse victimization. The study described

in the Chapter achieves the objective by first conducting in-depth qualitative in-

terviews with victims of cyber abuse (n = 12), and then thematically analyzing

the content of the interviews in order to generate hypotheses about the potential

factors affecting the likelihood of becoming a victim of cyber abuse. Second part

of the study tests the hypotheses through the content analysis of stories describing

incidents of cyber abuse victimization in the form of newspaper reports (n = 115)

and victims’ posts on online forums (n = 95).

Results show that cyber abuse could be executed through direct and/or indi-
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rect methods. Indirect methods do not involve the victim, thus rendering the vic-

tim’s online routine activities not useful as risk factors for cyber abuse. Bayesian

Model Averaging analysis reveals that a combination of a prior offender-victim

relation-ship and expressive motivation best predicts the use of indirect methods

of cyberabuse. Offender-victim relationship and offender motivation determine the

utility of victims’ online routine activities as risk factors for cyber abuse victim-

ization by affecting whether the offender chooses indirect methods of abuse.

Chapter 4 is published in International Review of Victimology and has been

formatted to that journal style. The citation is as follows:

Vakhitova, Z.I., Webster, J., Alston-Knox, C.L., Reynald, D.M., & Towns-

ley, M.K. (2018). Offender–Victim Relationship and Offender Motivation in the

Context of Indirect Cyber Abuse: A Mixed-Method Exploratory Analysis. Inter-

national Review of Victimology, 24 (3), 347-366. DOI: 10.1177/0269758017743073

The co-authors of this manuscript are my thesis supervisors, Reynald, D.M.

(PhD), Alston-Knox, C.L. (PhD) and Townsley, M.K. (PhD), and my colleague

Webster, J.L. My (Zarina I. Vakhitova) contribution to the manuscript involved:

initial concept and methodological design, data collection, analysis and preparation

of the manuscript.
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Offender-Victim Relationship and Offender Motivation

in the Context of Indirect Cyber Abuse: A Mixed

Method Exploratory Analysis

Abstract

Cyber abuse can be executed directly (e.g. by sending derogatory e-mails or text

messages addressed to the victim) or indirectly (e.g. by posting derogatory, private

or false information, documents, images or videos about the victim online). This

exploratory, mixed method, triangulated study examines cyber abuse crime events

with the goal of identifying factors associated with the increased risk of personal

victimization from direct and indirect methods of cyber abuse. First, in-depth

qualitative interviews with cyber abuse victims (n = 12) were conducted. The

interviews were analyzed using thematic analysis to generate hypotheses. These

hypotheses were then tested using content analysis of newspaper reports (n =

115) and victims’ posts on online forums (n = 95) describing incidents of cyber

abuse. Logistic regression using Bayesian Model Averaging analysis revealed that

a combination of a prior offender-victim relationship and expressive motivation

best predicts the use of indirect methods of cyber abuse, while direct methods of

cyber abuse are more likely to occur when the offender does not know the victim

and is motivated by instrumental ends. Implications for crime prevention are also

discussed.

Keywords: cyber abuse, offender-victim relationship, offender motivation.
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4.1 Introduction

Advancements in computer and telecommunication technologies over the past sev-

eral decades have drastically improved the way people communicate with each

other, while at the same time producing new opportunities and novel methods for

interpersonal aggression. Internet-enabled devices made it easier to stalk and ha-

rass a larger pool of potential victims: “what makes cyber bullying so dangerous...

is that anyone can practice it without having to confront the victim. You don’t

have to be strong or fast, simply equipped with a cell phone or computer and a

willingness to terrorize” (King, 2006).

In addition to eliminating the need for direct physical confrontation with the

intended victim, some methods of cyber abuse (a broad term for cyber stalking and

cyber harassment) eliminate the need for any online contact between the offender

and the victim. This type of indirect cyber abuse can be committed by posting

derogatory, private or false information (in the form of comments, documents,

images, videos, etc.) about a person on online forums, social media or specially

designed web sites. Revenge porn (“the sharing of nude or sexual images without

consent” (Powell et al., 2017)) is an example of indirect cyber abuse. Despite

its indirect nature, as one victim’s story illustrates, it can have devastating, long

lasting effect on the victim’s life:

A ten-year nightmare... I am now 24. The guy that took the pictures (and

whose penis is shown in the pics) is now 33. He posts the pics online with

my full name to humiliate me. Search my name, and his links are among

the top results. I have since tried to move on with my life... He still lurks. I

seriously can’t escape him in this life, no matter what I accomplish. All these

years and he still posts his revenge pics of me and taunts me like he just took
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them recently... This guy is going to kill me one day. I’ve moved from my

hometown, from my home state. I have no permanent phone number. I don’t

talk to anyone from high school, I don’t make new friends. I try to hide, but

he finds me (The Experience Project, 2014).

Indirect cyber abuse appears to be particularly difficult to prevent and con-

trol as most currently available crime prevention strategies are rooted in the as-

sumption that cyber abuse requires at least some online contact between the of-

fender and the victim for the abuse to occur (Reyns et al., 2010). Subsequently, the

crime prevention strategies are designed to reduce the likelihood of cyber stalking

by eliminating the opportunity for the offender to contact the victim to perpetrate

the abuse. For example, Reyns et al. (2010, p. 110) recommends that online users

“do not make email address available to unknown parties”. This recommendation

assumes that the offender may use the victim’s email address to perpetrate the

abuse: “if stalkers do not have the email address of their target, they cannot send

harassing emails; if a social networking page is restricted to friends only, outsiders

cannot gain access to the victim or their information.” (Reyns et al., 2010, p. 109)

However, as was mentioned previously, indirect cyber abuse does not require any

online contact (whether through e-mail, social media or any other technological

means) between the offender and the victim to perpetrate the abuse, so this crime

prevention strategy is not likely to be effective against indirect cyber abuse.

On the other hand, while it may not be necessary for indirect cyber abusers

to contact the victim to deliver the abuse, presumably, at least some contact to

collect the information about the victim and to develop or discover the associated

motivation must be necessary prior to commencement of the abuse. Before calling

someone derogatory names, it appears imperative to know at least the name of

the victim to associate with the derogatory term. The questions then become:
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how do cyber abusers, who employ indirect methods of abuse, select their victims,

and what motivates them to abuse? Answering these questions requires an inquiry

into two major aspects of the crime commission process: the nature of offender-

victim relationship and the offender motivation. A better understanding of indirect

methods should be the first step in developing effective situational crime prevention

strategies against this type of abuse.

With this study we hoped to contribute to the knowledge about technological

types of criminality by identifying the factors associated with indirect cyber abuse.

To achieve this objective, we performed a mixed method examination of cyber

abuse crime events, which involved in-depth qualitative interviews of victims of

cyber abuse and quantitative content analyses of newspaper reports and computer

mediated communications detailing cyber abuse crime events. Our findings suggest

that indirect cyber abuse is more likely to occur in the context of a pre-existing

offender-victim relationship, when the offender is motivated by expressive ends

(hostility toward the victim), while direct cyber abuse is more probable when

the motivation is of an instrumental nature, and offender and victim are virtual

strangers.

4.1.1 Cyber abuse and how it is perpetrated

Cyber abuse1 involves using “the Internet or other electronic means to stalk or

harass an individual or a group of individuals over 18 years of age” (Vakhitova

and Reynald, 2014, p. 159). Though the estimates of cyber abuse prevalence

vary considerably from study to study and from country to country (Hindelang

et al., 2012), most recent research suggest that it is a serious problem around the

1In this study we use the term cyber abuse as a broad category for cyber stalking, cyber ha-
rassment and cyber bullying. Often, cyber bullying, which involves victims-minors is treated as a
distinct type of crime, however, for the purposes of this study, we believe this broad interpretation
of cyber abuse, which includes victims of all ages is appropriate.
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world (see, for example, Duggan (2014), Vakhitova and Reynald (2014), Statistics

Canada (2016), and Hokoda et al. (2006)).

Cyber abuse can take a variety of different forms including “name-calling,

trolling2, doxing3, open and escalating threats, vicious sexist, racist, and homopho-

bic rants, attempts to shame others, and direct efforts to embarrass or humiliate

people” (Duggan, 2014). Other behaviours, also classified as cyber abuse, include

impersonating the victim, ordering unwanted goods and services for the victim (e.g.

subscribing to online pornography sites), using keyloggers4 to control and monitor

their victims, and electronic sabotage5 (Bocij, 2006; Phillips and Morrisey, 2004;

Wykes, 2007).

To help navigate the complex world of cyber abuse methods, Ellison (1999)

proposed to classify cyber stalking methods as either “direct” or “indirect” de-

pending on the extent to which the communication between the offender and the

victim is private or public. Accordingly, direct methods involve directly contact-

ing the victim (such as through cell phones, e-mail, and so on). Indirect cyber

stalking involves using the Internet to display messages more publicly, such as via

web pages or on bulletin boards (Ellison and Akdeniz, 1998). While a number of

studies examined different specific methods of cyber abuse, which could be classi-

fied as direct or indirect (van Wilsem, 2011; Southworth et al., 2007; Reyns et al.,

2011; Wykes, 2007; Powell et al., 2017), no research, that we know of, considered

2Trolling is “post[ing] deliberately inflammatory articles on an internet discussion board”
(“Troll, [Def. 6]” n.d.)

3Doxing “involves releasing someone’s personal details onto the Internet in an easily accessible
form. These details may include full legal names, residential addresses, unique identifiers for
governmental records and services (such as social security numbers in the US), business records
and documents, and personal photographs of one’s self and loved ones” (Douglas, 2016)

4Using keyloggers involves “a type of surveillance software (considered to be either software
or spyware) that has the capability to record every keystroke you make to a log file, usually
encrypted.” (“Keylogger”)

5Electronic sabotage involves sending vast quantities of spam or computer viruses to the victim
(Wykes, 2007)
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the difference between direct and indirect methods, especially, in the context of

offender-victim relationship and offender motivation.

4.1.2 Offender-victim relationship in the context of cyber abuse

Despite the rapidly growing body of research in psychological aspects of cyber

abuse, including the nature of interpersonal relationships between the cyber abusers

and their victims, and the motivation driving the abusers, there is currently no

consensus among researchers on the importance of either of these factors in the

context of cyber abuse victimization. While some studies (see for example, Phillips

and Morrisey (2004)) seem to suggest that most cyber abuse occurs between offend-

ers and victims who do not know each other, others disagree. For example, using

a sample of US college students, Alexy et al. (2005) found that cyber abusers are

most likely to be former intimate partners. Similarly, the analysis of self-reports of

victimization collected through the organization’s web site, Working to Halt On-

line Abuse (2010) showed that in 61% of cases the victim had a prior relationship

with the cyber abuser.6 And most recently, in a study by Pew Research Cen-

ter (Duggan, 2014) (using a large nationally representative sample of American

adults) only 38% of respondents reported being abused by a stranger(s).

No known research discriminated between direct and indirect methods of

abuse and how the method of abuse is affected by the offender-victim relationship.

A 2017 Australian study in image-based cyber abuse (one type of indirect cyber

abuse) found that the majority of victims were abused by someone they knew

(Powell et al., 2017), but it is not clear whether the same trend could be observed

in other forms of indirect cyber abuse (e.g. abuse by posting derogatory non-

6One must treat these results with caution considering the nature of the data: only those who
visit the site are able to enter the information, and not all those visiting the site do that, making
the data not representative of the general population and likely highly biased in some way.
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image-based information online) or when cyber abuse takes direct forms.

4.1.3 Offender motivation in the context of cyber abuse

The existing research in identifying the types of offender motivation specific to

cases of cyber stalking has mainly focused on testing whether the existing tradi-

tional stalking typologies could be useful in the context of stalking occurring in

cyberspace. For example, using a sample of 24 forensic and research psychologists

and Information and Computer Technology (ICT) specialists, and a questionnaire

based on the modified version of Stalking Incident Checklist proposed by Wright

et al. (1996), McFarlane and Bocij (2003) identified four types of cyber stalking

motivations vindictive, composed, collective, and intimate. Here, vindictive cy-

ber stalkers are motivated by the desire to take revenge and to punish the victim

for some real or imaginary damage. The researchers found that vindictive cyber

stalkers were more likely to threaten their victims, including offline. Composed

cyber stalkers are not motivated by the desire to establish a relationship with

their victim, but instead to cause “constant annoyance and irritation to their vic-

tims” (McFarlane and Bocij, 2003, p. 7). In contrast, intimate cyber stalkers are

motivated by the need to attract the attention of their intended victim, to “win

them over”. These cyber stalkers are either ex-intimate partners, who are trying

to re-establish their relationship with the victim, or “infatuates”, those who were

looking to establish an intimate relationship (McFarlane and Bocij, 2003, p. 7).

And finally, collective cyber stalkers involve two or more individuals (groups) ter-

rorizing individuals or organization. While McFarlane and Bocij (2003) identified

collective cyber stalking as one type of motivation, the researchers identified a

number of motivations within this group, such as the desire to punish the victim

for some real or imaginary grievance, or a motivation of extortionary nature as
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in to get the victim to provide some service or product. One could argue that

collective motivation is not a type of motivation, but rather a method of abuse.

Moriarty and Freiberger (1987) used a sample of newspaper reports describ-

ing incidents of cyber stalking victimization to test the typology of stalking pro-

posed by Roberts and Dziegielewski (2006) in relation to cyber stalking. The

classification identifies three distinct types of cyber stalking motivation: (1) do-

mestic violence stalker, motivated by the need to establish, continue, or re-establish

the domestic relationship, where he/she could have or maintain control over the

victim; (2) erotomania and delusional stalker, motivated by the stalker’s fixation

with someone he or she cannot have (e.g., a celebrity); and (3) nuisance stalker,

motivated by the desire to annoy or upset the victim. The researchers found that

the stalking typology is well suited for differentiating between the motives of cyber

stalkers, however the study has a number of serious methodological issues (e.g. a

small sample), which limit the generalizability of the findings.

Despite the growing body of literature about offender motivation in the

context of cyber abuse, the extent to which offender motivation could be useful as

a predictor the methods of cyber abuse chosen by the offender (direct vs. indirect)

is not clear. Further, most existing studies in this area employed a survey-based

approach where the traditional stalking typologies were tested in the relation to

cyber abuse. This could potentially result in missing out on some characteristics

specific to the cyber abuse (as opposed to the traditional stalking). It may be

helpful to take a more in-depth, grounded theory approach to where cyber abuse

is treated as a new unknown phenomenon.
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4.2 Current focus

The review of literature revealed the gap in our understanding of cyber abuse,

specifically in cyber abuse methods in the context of offender-victim relationship

and offender motivation. To address this gap, we employed a triangulated research

design where methodological triangulation was achieved through the use of two

different methods of data collection and analyses, and investigator triangulation –

through employing two researchers to code the data. This study was conducted

in two stages. In STAGE I, we examined cyber abuse crime event with a special

focus on different aspects of offender-victim relationship.

To this end, we collected qualitative data by interviewing victims of cyber

abuse, then the interview transcripts were studied for the presence of common

themes related to the research question in the process called thematic analysis.

STAGE I results were used to develop the hypotheses about the factors that may

be associated with different types of cyber abuse. These hypotheses were tested

in STAGE II by conducting a quantitative content analysis of newspaper reports

and Computer Mediated Communications (CMC) in the form of online postings

describing incidents of cyber abuse victimization.

4.3 STAGE I: Qualitative thematic analysis of inter-

views with victims of cyber abuse

4.3.1 STAGE I Methodology

Aiming to generate some hypotheses about the extent to which offender-victim

relationship and offender motivation could be used to explain the choice of meth-

ods of cyber abuse (direct vs. indirect), in STAGE I we employed an inductive
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approach to data analysis. We first collected the data via interviews with victims

of cyber abuse and then analyzed it to extract common themes, related to the

offender-victim relationship and offender motivation, to be used in developing the

hypotheses. Qualitative interviews with victims were chosen as our first data col-

lection method for their potential to produce complex detailed information about

phenomena of interest, not easily achieved through questionnaires or structured

interviews. In-depth interviews are especially suited for inductive research as they

are flexible enough to allow the exploration of a new, possibly unexpected aspect of

the phenomena, should one be encountered during the interview process (Auerbach

and Silverstein, 2003).

Twelve interviews with victims of cyber abuse were conducted in September

2015 over Skype (a telecommunication software application that provides video

and audio call capabilities). The interviews lasted between 30 and 60 minutes and

were audio recorded and later transcribed. The goal of these interviews was to

acquire information about the participants’ personal experiences with cyber abuse.

The participants were asked questions related to: 1) demographic information, 2)

the details of the cyber abuse event(s) they experienced, 3) the nature of their

relationship with their abusers prior to the incident and, 4) patterns of their own

online activities prior to the incident (see Appendix 4.7.1 for the complete Interview

Schedule).

4.3.2 STAGE I Participants

The interview participants were recruited from the staff and students of large

comprehensive Australian university. An email announcing the opportunity to

volunteer as a research participant was broadcasted to all staff and students: “we

are looking for men and women aged 18 years or over, who (at least once in their
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lifetime) have experienced cyber-stalking or cyber-harassment”. In our email we

intentionally did not define cyber stalking and cyber harassment, or offer exam-

ples of behaviours. It was important to us to see what people, not involved in the

research, thought it meant “to experience cyber stalking or cyber harassment”.

Twelve people contacted the research team and all twelve were included in the

interview sample (4 males and 8 females; aged between 18 and 64; with education

ranging from high school diploma to post graduate degree; occupations including

IT manager, journalist, undergraduate and postgraduate students, police officer,

entrepreneur, game developer; and employment status including: full-time em-

ployed, part-time student and part-time employed, full-time student).

4.3.3 STAGE I Analytic Strategy

Using QSR International’s NVivo v.11 (software package for qualitative analysis)

the interview transcripts were then analyzed for the presence of common themes

using thematic analysis, a type of qualitative research aiming to identify, examine

and record patterns (or themes) within data. The purpose of thematic analysis

was to identify patterns relevant to our research question. An approach similar

to that recommended by Braun and Clarke (2006) was followed, comprising the

following steps: 1) transcribing the interviews, 2) carefully reading them, 3) ap-

plying initial codes, 4) grouping initial codes into larger themes, 5) reviewing the

original interview data to make sure the identified themes adequately represent the

data, and finally 6) selecting themes relevant to the research questions and most

representative of the data to be included in this paper. The coding was performed

by two independent coders with κ coefficient of inter-rater agreement of 0.9 (very

good agreement between the coders (Miethe and Meier, 2002)) and 97% agreement

between the coders.
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4.3.4 STAGE I Results

Methods of cyber abuse

The goal of the STAGE I study was to generate the hypotheses about the risk

factors associated with personal victimization from different methods of cyber

abuse through an in-depth examination of several incidents of cyber abuse reported

by victims. Interview participants reported experiencing cyber abuse directly (n =

7) (via e-mails and text messages addressed to the victim, postings on the victim’s

own social media pages and/or conducting surveillance, and so on), and indirectly

(n = 5), where offenders posted discrediting, false information about the victims on

social media pages, online classifieds, etc. For example, Participant 4 (female, age

26) was indirectly abused by her former intimate partner, who posted information

discrediting the victim on his own Facebook page. The victim was not aware of

the abuse until a friend alerted her. Participant 9 (male, age 34) was abused by

a former intimate partner who created a web page alleging that the victim was a

child molester. The victim learned about the abuse by querying his name in the

Google search engine. Interestingly, despite the indirect nature of the abuse, none

of the victims doubted what they experienced was in fact cyber abuse.

Indirect cyber abuse and offender-victim relationship

Cyber abuse crime events described by the victims occurred within a number of

different offender-victim relationship contexts, including the relationship between

former intimate partners, work colleagues, school friends and business partners

(n = 9), as well as between strangers (n = 3). The examples of the latter included

interactions between a moderator of a social media page dedicated to environmen-

tal issues and a visitor of this page unhappy with the moderation policies of the
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page, and the abuse perpetrated by male members of an online video gaming site

against a female member who authored a piece of software and presented it for

a review by the site members. All incidents of cyber abuse between strangers in-

volved direct abuse only, for example, derogatory comments via private messages

or posted on the forum, but addressed specifically to the victim. However, approx-

imately half (n = 4) of the pre-existing relationship incidents did. For example,

Participant 4 (female, age 26) was abused by her former intimate partner, who

posted information discrediting the victim on his own Facebook page.

Indirect cyber abuse and offender motivation

In terms of offender motivation, incidents of cyber abuse described by the partici-

pants were motivated by a number of different sources, which could be described

as either expressive of the offender’s negative feelings (hostility) toward the victim,

or as instrumental to achieving some practical goals. In cases of expressive abuse,

offenders intended to punish their victims for some real or perceived injury or to

express intense disagreement with the victims’ ideological views regarding political,

gender-, race-, or environment-related or other potentially contentious issues. For

example, Participant 8, (female, age 44), a moderator of a popular social media

page devoted to environmental issues, was abused by one of the members to ex-

press his strong disagreement with the page’s and victim’s views on environmental

policy. Examples of incidents motivated by instrumental ends include the cases

of Participant 11 (male, age 36), who was harassed by business associates in an

attempt to extort money from him, and Participant 6 (female, age 26), harassed

by her school friends in order to show the victim “her place” in the social hierar-

chy of the high school. While none of the victims attacked by offenders motivated

by instrumental ends (n = 3) were abused indirectly, approximately half (5 out

65



of 9) of those who experienced abuse motivated by hostility were. For example,

Participant 4 (female, age 26) was abused in an act of revenge/punishment for

terminating her relationship with the abuser.

Indirect cyber abuse and the combined effect of offender-victim rela-

tionship and offender motivation

We noticed that all (n = 5) incidents where offenders and victims knew each other

and were motivated by hostility toward the victim involved at least one method of

indirect abuse. On the other hand, all (n = 3) incidents where offenders and vic-

tims were strangers and were motivated by instrumental ends only involved direct

methods. For example, Participant 4 (female, age 26) was abused by someone she

knew prior to the abuse and who was motivated by the desire to punish the victim

for terminating their relationship.

Based on the above observations about the nature of the offender-victim

relationship, offender motivation and the methods of cyber abuse, we hypothesized

that the offenders who knew their victims prior to the abuse are more likely to

utilize indirect methods of abuse. This type of offender is more likely to act to

express their negative feelings toward the victim, which arise as a result of some

interpersonal grievance(s) developed in the course of the pre-existing offender-

victim relationship. Offenders who are motivated by expressive ends are more likely

to utilize indirect abuse in order to increase the potential of the damaging effect

of their abuse by making it public. Conversely, stranger-offenders would be much

less likely to develop hostility toward their eventual specific victim. Therefore,

stranger-offenders who are more likely to be driven by some instrumental ends,

would be less likely to utilize indirect abuse: they are not motivated by hostility

toward the victim, so they will not benefit from making their abuse public.
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In summary, STAGE I findings indicate a relationship between offender-

victim relationship, offender motivation and the choice of methods of abuse. The

following hypotheses developed on the basis of STAGE I findings were quantita-

tively tested in STAGE II:

Hypothesis 1: Incidents occurring in the context of a pre-existing offender-

victim relationship are more likely to involve indirect methods of abuse.

Hypothesis 2: Incidents motivated by expressive ends are more likely to in-

volve indirect methods of abuse.

Hypothesis 3: Incidents occurring in the context of a pre-existing offender-

victim relationship combined with expressive motivation are more likely to

involve indirect methods of abuse.

4.4 STAGE II: Quantitative content analysis of news-

paper reports and CMCs

4.4.1 STAGE II Methodology

In STAGE II we performed systematic quantitative content analysis of newspaper

reports and CMC detailing incidents of cyber abuse victimization. Both newspaper

reports (Moriarty and Freiberger, 1987; Fraire and Sclavo, 2008; Collins, 2014;

Collins, 2016; Taylor, 2009; Wondemaghen, 2014) and CMCs (Blevins and Holt,

2009; Dean et al., 2016; Holt, 2010; Holt and Bossler, 2008; Malesky and Ennis,

2004; Malesky and Ennis, 1998; Taylor, 1999; Williams and Copes, 2016) have been

successfully used as sources of data in previous research. We chose newspapers as

our second data source in order to gain access to a large pool of information about

cyber abuse incidents which occur in a broad spectrum of scenarios, including

extreme or rare situations, as well as abuse directed at unique and/or difficult to
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access victims (e.g. celebrities and public figures). While it is likely that victims

and offenders in newspaper reports are not representative of the general population,

this data source offers a breadth of data not accessible by other means (Moriarty

and Freiberger, 1987).

We employed CMCs as our third and final data source to give us an oppor-

tunity to analyze a large number of accounts of cyber abuse victimization which

were not solicited by the researchers (like the interviews were) and were not writ-

ten by a third party (e.g. newspaper reports). Unlike newspaper reports (which

are more likely to over-represent unique and rare events, participants or circum-

stances), CMCs are more likely to be representative of the situations experienced

by average Internet users (as opposed to celebrities), which makes them especially

suited to validate the findings from other data sources through triangulation.

Sample 2: Newspaper Reports (NR)

To identify appropriate newspaper reports for inclusion in our analysis we con-

ducted a systematic search using the ProQuest library database - electronic news

database which covers 1300 mainstream newspapers published worldwide. Ev-

ery issue of each newspaper is indexed thoroughly to include not only top news

stories, but also other information. Examples of publication titles include: The

Guardian, The Washington Post, Daily Mail, The Sun, The Australian and The

Daily Telegraph. To systematize the process of selecting the articles of our sam-

ple, we followed Preferred Reporting Items for Systematic Reviews and Meta-

Analyses (PRISMA) guidelines (see http://www.prisma-statement.org/) for sam-

ple selection, adapted to the type of documents (newspapers) we were interested

in. PRISMA is usually used in systematic reviews and meta-analyses, but can be

used in other types of analyses of documents (Moher et al., 2009).
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The following search string was used to select newspaper reports of interest:

cyberstalking OR cyber stalking OR cyberharassment OR cyber harassment OR

cyberbullying OR cyber bullying OR online stalking OR online harassment OR

online bullying. The initial search produced over 81,765 reports. To narrow the

search we included only those reports that were: 1) indexed by one of the following

databases: ProQuest Newsstand, Canadian Newsstand Complete and ProQuest

Australia & New Zealand Newsstand (the news-related databases), 2) published

between 2010 and 2016 (to capture the most recent trends in the use of technology

in the interpersonal violence), 3) in English, 4) in a newspaper (not a personal blog

or web site, magazine or a book, or a peer reviewed publication), 5) contained full

text (not only an abstract), 6) were of type “News”, not “Commentary”, “General

Information”, or others, and 7) published in the United States, United Kingdom,

Canada, Australia and/or New Zealand (these countries are very similar in terms

of their Internet penetration, computer literacy and culture in general, hence we

assume comparability in terms of expressing violence using technology). This

search produced 2,998 items deemed too many to be coded manually. To reduce

the size of the sample, we employed systematic sampling to select every 5th case

from search results (initially sorted chronologically with the most recent reports at

the top); this produced a sample of 599 newspaper reports. The selected reports

were saved for further screening.

To ensure that we only included reports relevant to the research questions

posed in this study, we screened the cases excluding those that did not clearly

identify: 1) the nature of the offender-victim relationship, 2) offender motivation,

and 3) names of offender(s) and/or victim(s). For case inclusion we required in-

formation about the nature of the relationship, especially, if the abuse occurred

between the virtual strangers. For example, “I met this guy online” is not specific,
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while “I met this guy through a dating site” is specific enough for inclusion. Also,

we excluded stories describing the same event involving the same named offend-

ers and victims. Selected reports were then entered into a spreadsheet and the

following variables were recorded for each: title, country of publication, date of

publication, name of the newspaper, victim’s and/or offender’s names. A second

screening was then undertaken in order to eliminate duplicate stories. If several

reports described the same incident, only the most complete record was included

in the sample. Also, if reports provided contradictory information, we checked the

facts using other sources (through additional web searchers) where possible. The

number of newspaper reports excluded and those retained were recorded for each

of the screening stages (Figure 4.1). At the end, a total of 115 newspaper reports

matched all the criteria. On average, reports included in the sample were 1036

words long and ranged from 181 and 3711 words per report. In our final sample,

most newspaper reports were published in the USA (41%), United Kingdom (31%)

and Australia (18%), followed by Canada (6%) and New Zealand (4%).
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Figure 4.1: Flowchart of the process of selecting newspaper reports sample

Sample 3: CMC

Stories of cyber abuse victimization (n = 95) included in our sample were posted

by victims on several open access online discussion forums (visitors to the forum

could read the postings without registering to become a member) between 2003 and

2014. The stories of cyber abuse resulted from the facilitators of the online forums

(not related to members of the research team) at some point in time prompting

members to share their stories describing their cyber abuse victimization. These

forums were identified as sources of personal accounts of cyber abuse victimization

through a Google search using the search query: “real life stories of cyber stalking
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or cyber harassment”. The online forums from which we sampled our CMCs

included: Jezebel, Stalking Victims Sanctuary and The Experience Project (all

three are English-speaking forums), specifically, from three threads dedicated to

cyber stalking or cyber harassment. All three sources of CMC data are open

access (no registration is needed to read and/or write content) online discussion

forums where individuals can comment on a particular topic called a discussion

thread. As these discussions were not set up for research purposes there was no

specific structure to follow, so members wrote their stories as they saw fit and only

discussed elements of the story they considered important or interesting.

After carefully reading all CMCs (n = 1, 275) posted in the dedicated cyber

abuse threads of the three selected online forums at the data collection period, we

selected 95 CMCs that: 1) described incidents of real-life abuse involving the use

of technology (e.g. mobile phones, the Internet, etc.), 2) described the nature of

offender-victim relationship prior to the abuse, and 3) suggested possible offender

motivation for the abuse. On average, CMCs included in the sample were 332

words long, ranging from 59 to 2,063 words in length.

4.4.2 STAGE II Analytic Strategy

After the samples of newspaper reports and CMCs were collected, we then coded

and statistically analyzed the data using quantitative content analysis, a research

method ”for the objective, systematic and quantitative description of the manifest

content of communication“ (Berelson, 1952, p. 18). To reduce the level of subjec-

tivity in the coding of the documents, coding was performed by two independent

coders. The kappa coefficient on all variables was 0.8 and 95% agreement rate

suggesting a strong inter-rater reliability (Miethe and Meier, 2002).

To analyze the data, we coded the following contextual variables for all news-
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paper reports and CMCs: offender-victim relationship (0 – no prior relationship,

1 – prior relationship), offender motivation (0 – instrumental cyber abuse, 1 – ex-

pressive cyber abuse), and methods of abuse (0 – direct cyber abuse, 1 – indirect

cyber abuse). Data coding was guided by the following definitions of the main

concepts of interest. The offender-victim relationship is defined in this study as an

association or an acquaintance between the offender and the victim that is endur-

ing (lasting over a period of time), mutually acknowledged (all parties involved in a

relationship must be aware of the other party(s) and their role in the relationship)

and involve at least occasional (more than just a few) meaningful interactions.

People involved in an interpersonal relationship usually share bonds or interests

strong or important enough to potentially give rise to some sort of interpersonal

grievance. Examples of interpersonal relationships as per the above definition in-

clude relationships between intimate partners, family members, a parent and a

child, business partners, employer-employee, etc.

Offender motivation is a reasonable explanation for the abuse or a reason

to act. In this study we discriminate between expressive and instrumental types

of offender motivation. Here, expressive motivation is the result of some real or

perceived injury or ideological disagreement (for example, about some divisive or

emotionally charged issue like race, gender, politics, etc.). Cyber abuse events

motivated by expressive ends involve offenders acting to express their hostility to-

ward the victim. On the other hand, instrumental motivation is triggered by more

practical needs, such as the desire to change or re-enforce the status quo in a partic-

ular social situation, or in an attempt to establish or re-establish sexual/romantic

relationship with the victim.

By methods of cyber abuse we mean the way offenders execute cyber abuse.

In this study, we discriminate between direct and indirect methods of cyber abuse.
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Direct methods require knowledge of the victim’s personal contact information (i.e.

e-mail address, mobile phone number, or personal Facebook page); these methods

are executed through contacting the victim via e-mail, text messages, victim’s

social media pages, surveillance, hacking into the victim’s computer and other

such methods. On the other hand, indirect methods involve posting damaging

information about the victim on online forums, social media pages not belonging

to the victim, web sites, or distributing damaging information about the victim

to third parties via email, Short Message Service (SMS) or other similar methods.

Several cases in both the NR (n = 5) and CMC (n = 4) samples represented

incidents of cyber abuse involving both direct and indirect methods of abuse; these

cases were excluded from analyses.

4.4.3 Analysis

STAGE I produced a number of hypotheses about the relationship between the

variables of offender-victim relationship, offender motivation and the choice of

methods of cyber abuse. The goal of this analysis was to establish whether the

variables of interest (individually or in combination) explain the use of indirect

methods of abuse as well as which of these possible models provides the best

explanation.

Ideally, the selection of variables to be included in the model should be

guided by the theory (Raftery, 1995). In exploratory research such as this study,

faced with the problem of model uncertainty, where there is no theoretical guid-

ance on which of the multiple candidate variables must be included in the model,

we turned to statistical methods for model selection. A Bayesian Model Averaging

(BMA) procedure (Raftery, 1995) was implemented to assess the relative contri-

bution of prior offender-victim relationship, expressive offender motivation and a
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combination of prior relationship and expressive motivation (as per the hypotheses

developed in STAGE I). Bayesian Model Averaging accounts for the model uncer-

tainty inherent in the variable selection problem by computing a weighted average

over the best models in the model class according to approximate posterior model

probability.

Bayesian Model Averaging has been successfully implemented in many areas

of research, including in economics, ecology, political analysis and social sciences to

name a few (see for example, Raftery (1995), Montgomery et al. (2012), Simmons

and Bobo (2015), and Figini and Giudici (2016)). A detailed discussion of Bayesian

model selection for social scientists could be found in Raftery (1995) and Wasser-

man (2000). Hoeting et al. (1999) provides a practical tutorial on implementing

the BMA using the BMA R package.

4.5 STAGE II Results

4.5.1 Descriptive statistics

Table 7.1 presents summaries of descriptive characteristics of the individuals de-

scribed in our samples of newspaper reports (NR) and CMCs. The victims in the

newspaper sample were predominantly adults (78%) and females (81%) who had

a variety of educational attainment and occupations, including high school, col-

lege and university students, professionals, home-makers, unemployed individuals,

public figures, activists and celebrities including actors, writers, etc. The majority

of offenders in NR sample were adults (63%) and males (62%). Similar to victims,

no single occupation characterizes the occupational background of offenders: our

sample included students (at a high school and tertiary level of education), profes-

sionals, unemployed individuals, and so on. As Table 7.1 shows, the CMC sample
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was quite similar to our NR sample in terms of demographic trends: most CMC

victims were adults (72%) and females (83%), while the offenders were predomi-

nantly adults (74%) and males (73%). CMC victims and offenders also came from

diverse occupational backgrounds.

Table 4.1: Descriptive statistics of incidents described in newspaper reports (NR
sample) and computer mediated communications (CMC sample)*

Variable NR sample (n = 115) CMC sample (n = 95)
Victim Offender Victim Offender

Age
Under 18 24 (21%) 7 (6%) 13(14%) 2 (2%)
18+ 89 (78%) 72 (63%) 68 (72%) 70 (74%)
Not stated 1 (1%) 35 (31%) 13 (14%) 22 (23%)

Gender
Female 92 (81%) 15 (13%) 78 (83%) 19 (20%)
Male 17 (15%) 71 (62%) 5 (5%) 69 (73%)
Not stated 5 (5%) 28 (25%) 11 (12%) 6 (6%)

Offender-victim relationship
Pre-existing 66 (57%) 63 (66%)

Offender motivation
Expressive 86 (75%) 63 (66%)

Method of cyber abuse
Indirect 49 (43%) 22 (23%)

The majority of documents analyzed in this study (57% NR and 66% CMC)

described cyber abuse incidents that occurred in the context of a pre-existing

offender-victim relationship. This is consistent with Pew Research Center’s “On-

line Harassment” study (Duggan, 2014), which suggested that cyber abuse is more

likely to occur between non-strangers. It is also in contrast with the existing cyber

abuse scholarship which has consistently operationalized proximity to offenders as

activities that involve interaction with online strangers. In terms of offender mo-

tivation, most analyzed incidents (75% of NR sample and 66% of CMC sample)
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were motivated by hostility toward the victim. A large proportion of incidents

involved some form of indirect abuse (43% NR and 23% CMC).

4.5.2 Offender-victim relationship, offender motivation and method

of abuse

After performing diagnostic tests7, we turned our attention to testing the hypothe-

ses developed in STAGE I using the BMA procedure as described in STAGE II

Analytic Strategy section. Figures 4.2 and 4.3 and Tables 4.2 and 4.3 present the

results of the BMA analysis for NR and CMC samples.

Here, the lightest grey shade indicates that this particular component makes

the use of indirect methods of abuse more likely, and conversely dark grey makes

it less likely. As Figures 4.2 and 4.3 suggest, a model consisting of only a combi-

nation of prior offender-victim relationship and expressive motivation is by far the

preferred model of all (indicated by the widest rectangle).

7As BMA uses maximum likelihood GLM, to test model fit and obtain Credible Interval
(CrI), in keeping with standard practices for Bayesian estimation, we began our analyses by
performing diagnostic tests (trace and density plots) using MCMCtrace. Posterior distributions
were univariate with no obvious aberrations over time. Tuning parameters were applied so that
the acceptable rate of the Metropolis-Hastings algorithm (Hastings, 1970) averaged 0.35. We did
50,000 iterations after a burnin period of 1,000, the chains were thinned and every 100th iterant
was kept to calculate posterior estimates.
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Figure 4.2: A graph of the selected models explaining the use of indirect methods
of abuse (Newspaper reports sample). Width of individual rectangles reflects the
posterior probability of each model being correct.
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Figure 4.3: A graph of the selected models explaining the use of indirect meth-
ods of abuse (Computer Mediated Communications sample). Width of individual
rectangles reflects the posterior probability of each model being correct.

The posterior means and standard deviations for each coefficient are pre-
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sented in Tables 4.2 and 4.3. These estimates are formed by averaging over the

predictions from each plausible model, with the best five models summarized in

each table. This averaging over predictions circumvents issues associated with

parameters representing different effects in each model. Based on the estimates

from Tables 4.2 and 4.3, the posterior probability that each coefficient is not zero

aids in testing our hypothesis. Here, coefficient Relationship (R) represents the

effect of having a prior offender-victim relationship when offender motivation is

instrumental and allows us to test hypothesis H1; coefficient Motivation (M) rep-

resents the effect of having expressive motivation, but not prior offender-victim

relationship; and coefficient R + M represents the combined effect having a prior

offender-victim relationship and expressive motivation. This combination variable

allows us to test our hypothesis H3.

Table 4.2: BMA Analysis of models predicting the use of indirect methods of cyber
abuse for NR sample*

Coefficient Pr(β 6= 0) β SD Model 1 Model 2 Model 3 Model 4 Model 5

Intercept 1.00 -.96 .38 -.88 -1.15 -.86 -1.54 -.86
Relationship (R) .20 .13 .43 - - 1.08 .92 -.12
Motivation (M) .22 .19 .46 - .50 - 1.03 -
R + M .80 1.07 .67 1.35 1.11 - - 1.45
Posterior
Probability .65 .09 .08 .07 .06
BIC -368.19 -364.24 -363.84 -363.63 -363.52

*Best 5 out of 6 selected models (cumulative posterior probability = 94%)

79



Table 4.3: BMA analysis of models predicting the use of indirect methods of cyber
abuse for CMC sample*

Coefficient Pr(β 6= 0) β SD Model 1 Model 2 Model 3 Model 4 Model 5

Intercept 1.00 -2.13 .61 -2.10 -2.19 -2.19 -2.16 -2.16
Relationship (R) .29 .17 .54 - - - .15 1.37
Motivation (M) .21 .20 .59 - 1.43 .25 - -
R-M .76 1.22 .88 1.64 - 1.48 1.55 -
Posterior
Probability .62 .08 .07 .07 .06
BIC -305.65 -301.56 -301.22 -301.17 -301.02

*Best five out of seven selected models (cumulative posterior probability = 89%)

As Tables 4.2 and 4.3 suggest, the posterior effect probability for the model

containing the combination of prior offender-victim relationship and expressive

motivation provides very strong evidence for an effect (prob(β 6= 0) is 80% NR and

75.5% CMC), while the individual effects of prior offender-victim relationship and

expressive motivation is much weaker (prob(β 6= 0) is 20% NR and 75.5% CMC).

In both our samples, incidents where offenders knew their victims prior to

abuse and who were motivated by expressive ends (usually characterized by hostile

negative feelings towards the victim) are more likely to utilize indirect methods

of abuse compared to all other possible situations: mean posterior probability of

using indirect methods of cyber abuse is the highest when offenders and victims

knew each other prior to abuse and abuse was motivated by expressive ends: 62%

(CI [51% – 72%]) (NR) and 37% (CI [25% - 49%]) (CMC), while in situations where

offenders and victims are strangers and motivation is instrumental, likelihood of

indirect abuse is less than half of that at 27% (CI [18% – 37%]) (NR) and 9% (CI

[4% - 16%]) (CMC).
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4.5.3 Limitations

Through employing triangulation in this study we were able to largely compensate

for inherent weaknesses of individual data sources. Observing similar patterns in

several independent data sources makes it more likely that the observed patterns

are not a product of chance and allows for stronger conclusions despite the weak-

nesses of individual data sources (Brantingham and Brantingham, 1984). However,

despite our best efforts, some limitations could not be avoided. Due to the restric-

tions posed by the secondary nature of our quantitative data, we were not able to

control for potential effects of common socio-demographic factors (e.g. age, gen-

der, income or race). Research currently in development will do just that using a

larger sample while controlling for common socio-demographic factors.

4.6 Discussion and conclusion

The main objective of this study was to identify the risk factors associated with

indirect methods of cyber abuse victimization. To achieve this objective, we’ve

conducted a mixed method analysis of interviews with victims of cyber abuse,

newspaper reports and online forums describing the incidents of cyber abuse. We

found that indirect methods of cyber abuse are more likely to be employed by

offenders who know their victims through intimate, family, work or other interper-

sonal connections. This suggests that the offenders who employ indirect methods

of abuse do not need to rely on the Internet and other technologies to find their

victims. Instead, these types of offenders use the Internet and other telecommu-

nication technologies as a weapon of sorts for perpetrating the abuse.

We also found that offenders who did not know their victims tended to use

the Internet not only to commit the abuse, but also to find their victims. It
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would appear that when direct methods of abuse are utilized, technology is used

both for the initial contact with the victim, and for the convergence to actually

deliver the abuse. In these types of situations, technology appears to play a much

more important role than when indirect methods are utilized. If it was not for

technology, incidents, where technology was used not only to deliver the abuse,

but also to find the victim, would probably not have occurred.

Furthermore, our results provide some evidence that the type of abuse uti-

lized by a cyber abuser is affected by the type of offender motivation. In particular,

our results provide some evidence that expressive motivation (associated with a

hostility towards the victim) is likely to result in the use of indirect methods of

cyber abuse. It is probably not surprising that instrumental abuse, where the

offender is motivated by either the desire to establish a romantic relationship or

some pragmatic/extortionary needs, is less likely to involve indirect methods of

cyber abuse. After all, instrumental abusers want to attract the attention of their

victim, which would be much easier to achieve through a direct contact.

Our results provide the strongest evidence for the combined effect of prior

offender-victim relationship and expressive motivation can be explained if we con-

sider that expressive motivation is likely to result from a pre-existing relationship

that soured (as between former intimate partners). This types of motivation is

also more likely to lead to a desire to publicly punish and humiliate the victim for

some interpersonal grievance, than when the offender is motivated by the desire to

get something from the victim (for example, initiate a new romantic relationship).

Due to the specifics of our sample, it did not include many cases where

both indirect and indirect methods were used as part of one incident of cyber

abuse. It would, however, be beneficial to examine this group of “mixed-method”

cyber abusers and see what motivates them to abuse and in what offender-victim

82



relationship context, and whether they are different in this regard to the “single-

method” offenders.

Our findings have important implications for crime prevention against cyber

abuse. As this paper showed, indirect methods of cyber abuse present a particular

challenge in terms of finding crime prevention strategies that could be effective

against offenders who know their victims through some pre-existing interpersonal

relationship. Those offenders, who employ indirect methods of cyber abuse, do

not need to rely on the Internet to find their victims. The prior-offender-victim

relationship and the interpersonal grievance borne out of that relationship is where

indirect cyber abuse often begins. This means that the offender is in possession of

at least some personal information about the victim and recommending that the

victim reduces the amount of personal information online is not going to have any

effect on the offender. As the victims themselves are not involved in indirect cyber

abuse and it is perpetrated through third parties or online places, it becomes the

responsibility of online community (especially managers of online places) to prevent

and control indirect cyber abuse. More research is needed to better understand

the role of third parties and online place managers in controlling indirect cyber

abuse.
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4.7 Appendices

4.7.1 STAGE 1: Victim Interview Schedule

Q1: Please tell us about yourself (age in years, gender, highest education attain-

ment, occupation and employment status.

Q2: Please describe yourself as an Internet user – do you consider yourself an

active Internet user; how often do you access the Internet; do you own a

mobile phone; do you access the Internet via your mobile phone, if yes, how

often; do you use social media, if yes, how often; how many social media

accounts do you have; do you play online games, any other online activity

related details you wish to share?

Q3: You mentioned that you have experienced at least one incident of cyber abuse

in some form in the past. Thinking of the most recent or most memorable

incident, please describe what happened. How did the incident begin?
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Q4: What were you doing when the attack happened?

Q5: What do you think caused the incident?

Q6: Did you know the person(s) who attacked you? What was the nature of your

relationship with the offender?

Q7: What happened afterwards?

Q8: How long did the incident continue for? Did you resolve the incident? How?

Q9: How did you react to this incident? What effect (if any) did this incident

have on your life?
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Chapter 5: Study 3
Chapter 3 reviewed the existing cyber abuse scholarship and identified problematic

approach to data analysis employed in existing studies, in particular, the use of

so called “main effects modelling” as a potential explanation for the inconsistent

empirical support for opportunity theories in explaining cyber abuse. The chapter

suggested that the relationship between the key theoretical concepts in cyberspace

may be more complex than a main effects model would reveal, therefore requiring

the accounting for the effect of potentially important interactions when modelling.

Chapter 5 explores the issues arising in generalized linear models, specifi-

cally, logistic regression, when interactions are explicitly specified in the model.

As the interpretation of interactions in GLMs is more complicated than in linear

models, The Chapter argues, the conventional approach to estimating the effects

and interactions based on significant testing (e.g. the Wald test and using de-

viance to assess model fit) may not be appropriate especially in small samples.

The chapter explores the alternative strategies for determining the importance of

effects in interactions including Bayesian GLM using vaguely informative priors

and Bayesian Model Averaging analysis.

Chapter 5 is published in PLoS ONE and has been formatted to that journal

style. The citation is as follows:

Vakhitova, Z.I. & Alston-Knox, C.L. (2018). Non-significant p-values? Strate-

gies to understand and better determine the importance of effects and interactions
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in logistic regression. PLOS ONE 13(11): e0205076.

https://doi.org/10.1371/journal.pone.0205076.
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Non-significant p-values? Strategies to understand and

better determine the importance of effects and

interactions in logistic regression

Abstract

In the context of generalized linear models (GLMs), interactions are automatically

induced on the natural scale of the data. The conventional approach to measuring

effects in GLMs based on significance testing (e.g. the Wald test or using deviance

to assess model fit) is not always appropriate. The objective of this paper is to

demonstrate the limitations of these conventional approaches and to explore alter-

native strategies for determining the importance of effects. The paper compares

four approaches to determining the importance of effects in the GLM using 1) the

Wald statistic, 2) change in deviance (model fitting criteria), 3) Bayesian GLM

using vaguely informative priors and 4) Bayesian Model Averaging analysis. The

main points in this paper are illustrated using an example study, which examines

the risk factors for cyber abuse victimization, and are further examined using a

simulation study. Analysis of our example dataset shows that, in terms of a logistic

GLM, the conventional methods using the Wald test and the change in deviance

can produce results that are difficult to interpret; Bayesian analysis of GLM is a

suitable alternative, which is enhanced with prior knowledge about the direction

of the effects; and Bayesian Model Averaging (BMA) is especially suited for new

areas of research, particularly in the absence of theory. We recommend that social

scientists consider including BMA in their standard toolbox for analysis of GLMs.

Keywords: p-values, interactions, cyber abuse, logistic regression, Bayesian Model

Averaging, Bayesian analysis.
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5.1 Introduction

You can know the name of a bird in all the languages of the world, but

when you’re finished, you’ll know absolutely nothing whatever about

the bird... So let’s look at the bird and see what it’s doing—that’s

what counts. I learned very early the difference between knowing the

name of something and knowing something. (Feynman, 2001)

The use of statistical tests has become an almost automatic response of

social scientists when faced with the task of data analysis. As a result, papers now

routinely report the results of tests that hold no inferential value for the research

hypothesis being studied (Oldehinkel, 2016). There is no doubt that, due to the

enhanced features it provides, data analysis using statistical modelling will, over

time, replace statistical testing. This anticipated transition should—as applied

disciplines shift to this more informative approach to data analysis—abate the

tendency to report irrelevant p-values calculated using a rules-based framework.

Instead, models will be used to examine relationships between effects on a deeper

level, allowing researchers to create or work within sound theoretical knowledge

(Rodgers, 2010).

While in transition, however, the current debate has focused on the use of

p-values in the context of reproducibility of research, rather than a more general

discussion on the use of statistical testing. The Statement on P-values: Context,

Process, and Purpose from the American Statistical Association (Wasserstein and

Lazar, 2016) contends that, while the p-value can be a useful statistical measure, it

is frequently misinterpreted when reporting research findings. This frequent misuse

of p-values has prompted calls for discouraging their use, and even their complete

abandonment (Altman and Bland, 1995; Gelman and Loken, 2014; Demidenko,
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2016; Figueiredo et al., 2013; Woolston, 2015). However, it is clear that the issue

is much wider than statistical testing alone. A number of prominent researchers

suggest a more productive response to “the p-value crisis” should be improved

statistical education, making the foundations of statistical testing clearer and more

accessible to students and researchers (Fraser and Reid, 2016; Gelman et al., 2014;

Leek and Peng, 2015) and promoting the use of statistical modelling.

In social science, the need to consider, discuss and disseminate information

on the appropriateness of statistical analyses is a current concern, especially in

the era of big data. Many recent publications, such as Psychological Science Un-

der Scrutiny (Lilienfeld and Waldman, 2017), discuss the negative consequences

of poor implementation of null hypothesis statistical testing (NHST), p-hacking

and an over-emphasis on significance. In the context of social science research,

it is important to appreciate that NHST evolved in agricultural research at the

time of limited means of computation. When analyzing field trials, the meaning

and requirements of these tests effectively represented the experimental outcome

(Parolini, 2015; Box et al., 1978), whereas observational studies, which are com-

mon in social sciences, routinely produce one-off non-repeatable data, which is

problematic for a statistical analysis based on NHST (Jackman, 2009). In these

research settings, relying solely on conventional NHST and failing to look at the

outcomes on a deeper level, will often lead to researchers reporting overestimated

(or underestimated) effects and other erroneous conclusions that may hinder the

development of sound theories (Gelman, 2017).

The aim of this paper is to delve beyond the automated analysis researchers

often apply when implementing logistic regression, and to unpack the meaning held

in inferences derived from four standard approaches to the statistical modelling of

binary data, specifically in regards to the interpretation of interactions. We will
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first demonstrate that interactions are incorporated on the natural (probability)

scale of the data, whether or not they are specified, and that this key feature of

generalized linear models needs to be considered in model selection and inference.

It would be erroneous to conclude that there is no interaction effect based on the

usual Wald test (p-values) given in the summary of the model coefficients. We

will further show that the extent of the interaction is difficult to interpret without

extensive post-processing of the analytical results. We will then also demonstrate

that significance testing based on the Wald statistic (included in all standard

logistic regression software) is not always appropriate or enlightening. We will

show that the results of the Wald test are unreliable in small samples, and can

also display aberrant behaviour when the sample size is large (Agresti, 2013; Hauck

and Donner, 1977).

Similar issues with inferences when using the change in deviance, which

is a standard model fit criteria will be illustrated, and we highlight that infer-

ences based on the most parsimonious model can be misleading because they are

highly dependant on the structure of the sub-populations contained within the

data (McCullagh and Nelder, 1989). By example, we will explain how important

interactions can sometimes be represented by a simple main effects model, and

that this can lead to erroneous conclusions that the interaction of these effects

is not important. Analysis of the logistic regression using a Bayesian framework

with vague informative priors is then examined and the advantages of working

with posterior distributions of coefficients, linear predictors and fitted values are

discussed. Finally, Bayesian Model Averaging (BMA) is considered as an option

for researchers who are working in areas of new research where sound theories are

yet to be established. We show that BMA in this setting has an advantage in

allowing model uncertainty to be considered when assessing the contribution of
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various effects in the model (Raftery, 1995). In addition, BMA allows researchers

to consider a range of models and the probability of interactions being important

contributors is incorporated in the modelling outcomes.

5.2 Standard approaches for analyzing binary data

5.2.1 Generalized linear model for binomial data

The generalized linear model (GLM) is a flexible generalization of ordinary linear

regression that allows for response variables that have error distribution models

other than a Normal distribution (McCullagh and Nelder, 1989). The GLM gen-

eralizes linear regression by allowing the linear model to be related to the response

variable via a link function and by allowing the magnitude of the variance of each

measurement to be a function of its predicted value.

A generalized linear model for binary data is made up of three components:

1. Random Component is the probability distribution of the response variable

(Y)

Yi ∼ Binomial(ni, πi)

2. Systematic Component is formed by the predictor variables (X1, X2, ...Xk)

as a combination of linear predictors:

ηi =
k∑

j=1

Xijβj ,

3. Link Function is the link between random and systematic components. In

this paper, we will use the logit link, commonly used for binary data; how-

ever, there are other options available. This link is expressed as
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g(πi) = log

(
πi

1− πi

)
= ηi

The conventional approach to GLM analysis is to conduct a maximum like-

lihood estimation of the parameters using a Newton—Raphson or Fisher scoring

procedure (McCullagh and Nelder, 1989). This approach assumes that the model

parameters (β) are constant (fixed), but of unknown value. The data used to

construct the model (x) are assumed to be a random sample from the population.

Estimates of the fixed parameters (β) are the value that will minimize the residual

deviance in the model. That is, we answer the question: given this set of data,

what estimate of β is most likely. Alternatively, researchers can estimate the model

parameters in a Bayesian framework, in which case they will treat the parameters

(β) as random and estimate a posterior distribution of their plausible values (see

Section 5.3.3 for a detailed discussion of this approach).

5.2.2 Interactions in generalized linear models

The interpretation of interaction effects in generalized linear models is more com-

plex than in basic linear models due to the link function between the systematic

component and the response variable(Ai and Norton, 2003; Bowen, 2012; Berry

et al., 2010; Karaca-Mandic et al., 2012; Svensson and Oberwittler, 2010; Tsai

and Gill, 2013). The link function in a GLM (except in the case of Normal data)

ensures that, when linear predictors are back-transformed to their natural scale,

an interaction will be included, whether specified or not (Tsai and Gill, 2013). Fig.

5.1 provides a schematic representation of this phenomenon.

Fig. 5.1 (left panel) illustrates a simple linear predictor without the explicitly

declared interaction terms in the logistic GLM. We note that the difference between
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outcomes is constant for all values of X. Fig. 5.1 (right panel) shows that on the

natural scale the effect of change in X on response variable Y depends on the value

of both X and β.
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Figure 5.1: An example of induced iterations in GLM with main effects only. The
linear predictor (left panel) shows constant difference between the three lines. On
the natural scale (right panel), we see varying distance between the three lines,
which is an interaction induced by the back-transformation of the logit model.
Here, the solid line is β = 1; the dashed line is β = 2; and the dotted line is β = 3.

When interactions are automatically imposed by the link function, they are

not parameterized in the model, so their effect on the overall probability cannot

be directly measured or tested using the standard numerical summary for GLM

(Fahrmeir and Tutz, 2001; Green, 1984; del Pino, 1989). Often, for theoreti-

cal reasons, researchers explicitly specify interaction terms. Under these model

parameterizations, the presence of both these parameterized interactions and the

interactions automatically imposed by the link function complicates the interpreta-

tion of the relationship between the response variable and the explanatory variables

even further.
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To date, the conditional nature of interaction specification is not yet well

known and is often overlooked by social scientists (Tsai and Gill, 2013, p. 91).

Analysts who fail to recognize the presence of the interactions automatically im-

posed by the GLM, can inadvertently report misleading inferences. According to

Clarke et al. (2006), who surveyed a sample of social science journals, the errors

associated with the incorrect interpretation of interaction effects in GLMs are very

common.

5.3 Determining the significance of the coefficients in

generalized linear models

We will now present four approaches to determining the significance of effects in the

GLM using 1) the Wald statistic for hypothesis testing, 2) testing the model terms

via model fit using deviance measure, 3) Bayesian GLM using vaguely informative

priors and 4) Bayesian Model Averaging analysis. Using the example data, we

then demonstrate the limitations of the significance testing based on p-values and

show how analyses in the Bayesian framework could help address these limitations.

5.3.1 Significance testing using the Wald statistic

The Wald test, routinely supplied in statistical summaries of the GLM analysis

(using most standard software), tests the null hypothesis that a parameter is equal

to zero (H0 : βj = 0) by comparing the estimated parameters with standard

Normal(0,1). Formally, the Wald test for each parameter of the model is

(β̂j − 0)

SE(β̂j)
∼ N(0, 1) (5.1)

The p-value of the Wald test then measures the location of the statistic in
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the N(0,1) distribution and assigns a probability of seeing a value this extreme or

greater under the null hypothesis. Some statistical packages use a different version

of the Wald test, relying on χ2
1; however, the discrepancies addressed in this paper

remain the same.

For logistic GLM, standard software provides the Wald test on the linear

predictors, however it has a number of serious limitations. As noted in Agresti

(2013), it relies on large samples and performs rather poorly for small samples.

Furthermore, the results of the Wald test depend on the scale of the parame-

terization. That is, on the linear predictor scale, the Wald statistic will yield a

conservative estimate, sometimes missing significant effects, and on the natural

scale of the data (binary, proportion), the same Wald statistic may be too liberal,

signalling significance of effects when that is unwarranted (Agresti, 2013, p. 174).

In addition, the Wald test performs best when the true effect is small or moderate,

but can show aberrant behaviour with large effects (Hauck and Donner, 1977).

Analysts may be unaware that the inferences from their work are subject to any of

these issues, as detection of these problems often requires a thorough exploratory

data analysis and a range of post-analysis checks.

5.3.2 Deviance: Significance testing via model fit using deviance

Instead of relying on the Wald test and associated p-values to perform significance

tests, an alternative approach is to judge the variable’s true contribution to the

model by examining a goodness of fit measure, known as deviance. When assessing

models, rather than using deviance as a measure of model fit, it is more useful to

compare two nested models. Using this approach, we test whether removing a

covariate from the current model significantly worsens the fit (McCullagh and

Nelder, 1989).

101



The change in deviance is represented by

∆D = 2 (l(πcurrent; y)− l(πreduced; y)) (5.2)

where l(πcurrent; y) is the log-likelihood of the currently preferred model (starting

the analysis with the saturated model and deleting covariates). Then l(πreduced; y)

is the log-likelihood of the proposed reduced model.

To estimate the effects in GLM using this technique, we compare the change

in deviance (Eq. (5.2)) with a χ2
1 distribution. If the change in deviance is deemed

significant, this is an indication that removing the covariate results in a signifi-

cantly worse fit of the model to the data. This implies that this effect should be

reintroduced into the model.

While GLM analysis using change of deviance is generally used in the lit-

erature to determine the model of “best” fit, the analyst needs to consider these

results in context. As noted in McCullagh and Nelder (1989), the change in de-

viance should be used as a model-building tool, assisting the researcher to find

effects that are quite clear, but, when used as a tool for determining the impor-

tance of effects, the associated χ2
1 comparison (using p-values) should not be taken

too literally, but rather as an indicator of potential effects. Essentially, this tech-

nique is aimed at finding the most parsimonious model to fit the data, and, as

we will show in our following example (see Section 5.5.3), much will depend on

the sizes of the sub-populations that determine the model parameters and their

relative effects.
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5.3.3 Bayesian GLM using vaguely informative priors

An alternative method of estimating the coefficients of a GLM is to take a Bayesian

approach to data analysis. In a Bayesian framework, the parameters are considered

to be random (as opposed to fixed under the conventional frequentist paradigm),

and the resulting analysis provides a probabilistic representation of the parameters

known as a posterior distribution. The following is a very brief overview of the

Bayesian approach to data analysis. For a more detailed introduction to how

Bayesian analysis can be utilized in the social sciences we suggest Jackman (2009),

Kaplan (2014), and McElreath (2015).

A Bayesian analysis, using our GLM specification, consists of three basic

building blocks:

1. Prior distribution of the unknown parameters, p(β).

2. Sampling distribution of the data (also known as the likelihood), p(y |

X,β). Here y represents the response data and X represents the covariates.

3. Posterior distribution of the unknown parameters, p(β, | y,X).

The prior distribution represents the researcher’s belief in regards to the

parameter values, βj , before the data are collected (Raftery, 1995). In some cases,

the researcher may have no genuine knowledge about the parameters, such as in

areas of new research where no theory is yet available. In such a case, analysis

is usually conducted using a non-informative prior distribution that allows equal

probability over all possible values of the parameter. In other cases, such as our

example to follow, previous research, or known characteristics of a specific model,

allows analysts to specify an informative prior distribution.

A reasonable approach to obtaining a prior distribution for the logistic re-

gression, frequently cited in the literature (Gelman et al., 2014; Hoff, 2009) is to
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consider the parameters of the GLM (β) as having a multivariate Normal distri-

bution, represented in Eq. (5.3):

p(β) ∼ MVN(µ,Σ2) (5.3)

The researcher then needs to nominate either a fixed value for the prior

mean(s) (µ) and variance (Σ), or some alternative modelling scheme to determine

these parameters. In the absence of any prior knowledge, µ can be set at zero (no

effect), and the variance—covariance (Σ2) can be set as a diagonal matrix with

large variance.

The posterior distribution of the parameters in the model is estimated using

Bayes’ rule:

p(β | y) ∝ p(y | β,X)p(β) (5.4)

The likelihood p(y | X,β) is common between frequentist and Bayesian

paradigms. In statistical modelling, the choice of likelihood is likely to be the

most influential assumption in terms of parameter estimation (McElreath, 2015).

It is important to consider the trade-off between the prior distribution and the

likelihood distribution of the data. With a large sample size, the likelihood speci-

fication will dampen the effect of the prior on the resulting posterior distribution.

With small sample sizes, the prior will play a more influential role.

In the case of logistic regression, the posterior distribution p(β, | y,X) is pro-

portional to the binomial likelihood multiplied by the multivariate Normal prior

distribution (Eq. 5.4). A convenient sampling method to estimate these parame-

ters is a Random Walk Metropolis Hastings algorithm. For a detailed description

of this estimation method,see Hoff (2009) and Chib and Greenberg (1995).

Bayesian inference with vaguely informative priors is a suitable estimation
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method for logistic GLM, which will yield posterior distributions for modelled

parameters. However, in the absence of theory, the researcher will still be required

to determine the most appropriate prior distribution. Bayesian Model Averaging

is an alternative that requires no special prior knowledge about the direction of

effects and interactions, with the added benefit of assisting in model selection.

5.3.4 Logistic regression using Bayesian Model Averaging

When determining the significance of various effects, the previously discussed Wald

tests, changes in deviance and Bayesian estimation only consider uncertainty of

the parameter estimates (Kaplan, 2014). Bayesian Model Averaging (BMA) is

an alternative to the conventional approach of determining the significance of ef-

fects associated with individual coefficients where a single model is fitted to the

data. BMA considers both the parameter uncertainty and the model uncertainty,

and is designed to assist in model selection when theoretical guidance is weak or

unavailable. This is often the case in exploratory studies in areas of new research.

The most notable departure of BMA from the conventional approaches to

determining the importance of the effects is that we no longer attempt to define

one “perfect” model. It assumes that many models are plausible (for example, in

a dataset with three binary variables, 23 = 8 models are possible). BMA averages

the predictions over all plausible models, taking into consideration the probability

of each model being preferred. If a model is very unlikely, it is assigned a lower

weight than a well-supported model.

Bayesian Model Averaging has been successfully implemented in many areas

of research, including social sciences, economics, ecology, political analysis and

criminology(Deller et al., 2011; Blattenberger, 2010; Raftery, 1995; Montgomery

et al., 2012; Simmons and Bobo, 2015; Figini and Giudici, 2016). The following is
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a very brief introduction to the BMA procedure.

BMA considers a number of possible models and computes the posterior

distribution of coefficients based on weighted averages using the model posterior

probabilities. Under the BMA framework, the posterior probability of model k

(Mk) being the favoured model (out of j possible models) is represented by Eq.

(5.5):

p(Mk|X) =
p(X|Mk)p(Mk)∑j
i=1 p(X|Mi)p(Mi)

(5.5)

where p(Mk|X) is the conditional probability of the model k given the observed

data X, p(X|Mk) is the likelihood of the data under the assumption of model k and

p(Mk) is the prior probability of model k. When uncertain about the credibility

of the model, the prior probability for each model, p(Mk), is usually taken as a

uniform distribution, where all models are considered to be equally plausible. We

represent this by Eq. (5.6):

p(Mk) =
1

j
(5.6)

To compare models, the BMA analysis uses a Bayes’ factor (BFk), which,

for each model, is the posterior probability of model k divided by the sum of these

posterior probabilities for all models. As Bayes’ factors can be difficult to estimate

(Raftery, 1995), the Bayesian Information Criterion (BIC) (Schwartz, 1978) can

be used as an approximate Bayes’ factor in the modelling process. This yields the

posterior probability of each model as Eq. (5.7):

p(Mk|X) =
exp(−1

2BICk)∑j
i=1 exp(−

1
2BICi)

(5.7)

The BIC for the logistic model is calculated for model k as Eq. (5.8):

BICk = Dk − dfklog(n) (5.8)
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where Dk is the resulting deviance of model k, dfk is the degrees of freedom associ-

ated with model k, and n is the sample size in the case of binary data or the total

number of subjects if using proportional data. The BIC or the components nec-

essary for its calculation are provided as standard GLM output in most software

packages.

Using the BIC, the posterior probability of each model k is calculated as per

Eq. 5.7. In this BMA approach, the “best” model is the one with the smallest

BIC (Raftery, 1995). However, when estimating the parameters, rather than bas-

ing decisions on this single best model, researchers can assess the relative merit of

each model included in the analysis using the posterior distribution of the param-

eter. A weighted estimate for the mean and variance of the posterior distribution

associated with each model parameter, β, can be estimated using Eqs 5.9 and 5.10:

E(βk | D,βk 6= 0) ≈
∑
i∈Ak

β̂k(i)p(Mi | D) (5.9)

V ar(βk | D,βk 6= 0) ≈
∑
k∈Ak

(vari(βk)− β̂2k)p(Mi | D)− E(βk | D,βk 6= 0)2(5.10)

The inclusion (or exclusion) of parameters alters the meaning of the parameters

contained in each of the models and, as such, the estimated coefficients from BMA

are in the form of a posterior distribution. In terms of inference, using BMA,

predictions are based on the weighted average of the predictions from the individual

models.

Understanding the math behind the BMA procedure, while helpful, is not

strictly necessary, as the basic form of the BMA described above is implemented in

a number of easy to use software packages. A more detailed discussion of Bayesian
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model selection for social scientists is given by Raftery (1995) and Wasserman

(2000). Hoeting et al. (1999) and Amini and Parmeter (2011) provide practical

tutorials on implementing the BMA using the “BMA” R package.

We will now demonstrate the methods discussed above using an example

study from the area of cyber abuse victimization. The aim of the example is to

consider the relative strengths and weaknesses of each analysis in determining the

importance of effects and interactions in logistic regression.

5.4 A pedagogical example study: Risk factors for in-

direct cyber abuse victimization

In this section we illustrate the above discussed methods of determining the impor-

tance of effects using a simple example study, which examines the use of indirect

methods of cyber abuse. The data used in this example are fully described in

Vakhitova et al. (2018). This example study involves GLM where the interaction

is explicitly included with main effects. The Wald test (z-scores and associated

p-values) produced by the summary output from the saturated GLM indicated

no effects from any of the included coefficients, but further investigation revealed

issues with these results. We examine several methods for estimating the impor-

tance of effects and interactions in GLM. The skeletal R commands (R-Core-Team,

2015), necessary to generate these analyses, are also provided.

The main objective of this study (Vakhitova et al., 2018) was to identify the

factors associated with an increased risk of personal victimization from different

methods of cyber abuse. This study extended a pilot study (Vakhitova et al.,

2018) that involved a series of 12 qualitative interviews with victims of cyber
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abuse1 From the outcomes of the pilot study, the researchers hypothesized that

the method of abuse used against the victim (direct vs. indirect) was influenced by

the offender—victim relationship (no prior relationship vs. prior relationship), the

type of offender motivation (expressive vs. instrumental) and/or a combination of

both factors.

Indirect cyber abuse involves methods of abuse that do not require accessing

or contacting the victim directly (e.g. via email or SMS). Examples of indirect

cyber abuse include posting derogatory, false or private information about the vic-

tim on public websites, social media pages, and other similar methods (Vakhitova

et al., 2018). Direct cyber abuse requires knowledge of the victim’s personal con-

tact information (i.e. e-mail address, mobile phone number, or personal Facebook

page); direct cyber abuse is executed through contacting the victim via e-mail, text

messages, the victim’s social media pages, surveillance, hacking into the victim’s

computer and other such methods.

Expressive motivation results from some injury (real or perceived) or ideo-

logical disagreement (e.g. disagreement about a divisive or emotionally charged

issue, such as race, gender or politics). Cyber abuse events motivated by expres-

sive ends involve offenders acting to express their hostility toward the victim. In

contrast, instrumental motivation is triggered by more practical needs, such as

the desire to change or reinforce the status quo in a particular social situation, or

in an attempt to establish or re-establish a sexual/romantic relationship with the

victim.

1Ethics Statement: The interviews with victims of cyber abuse reported in Vakhitova et al.
(2018) were conducted in accordance with the ethical requirements of the Griffith University
Human Research Ethics Committee and complied with ethics guidelines set forth by the HREC
recommendations (Ethics Approval CCJ/07/14/HREC). Participants were informed that their
data would be treated anonymously and that they could terminate the interview at any time
without providing any reason. We received oral informed consent (digitally recorded) from all
participants before they participated in an interview.
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The pilot study resulted in the development of the following hypotheses:

Hypothesis 1: When there is no prior offender-victim relationship and the

motivation is instrumental, indirect abuse is more likely than direct abuse.

Hypothesis 2: Indirect abuse is more likely when motivation is instrumental

and there is a prior offender-victim relationship compared to when offender-

victim relationship is absent and motivation is instrumental.

Hypothesis 3: Indirect abuse is more likely when offender-victim relationship

is absent and motivation is expressive compared to when offender-victim re-

lationship is absent and motivation is instrumental.

Hypothesis 4: Indirect abuse is especially likely, when offender-victim rela-

tionship is present and motivation is expressive compared to when offender-

victim relationship is absent and motivation is instrumental.

To test the hypotheses, the researchers conducted a quantitative content

analysis of a sample of newspaper reports (n = 110) that detailed incidents of

cyber abuse victimization. The resulting data set contains three binary variables:

response variable Method, and two predictor variables, Relationship and Motiva-

tion, which were coded to complete the statistical analyses necessary to answer

hypotheses 1 to 4 (see Table 5.1).

Table 5.1: Coding scheme for response and explanatory variables used in GLM
analysis of cyber abuse.

Code Method Relationship Motivation

0 Direct No prior relationship Instrumental
1 Indirect Prior relationship Expressive

Table 5.2 presents the descriptive statistics of the variables of interest in our

Example dataset. The mean observed for each variable indicates that we have a
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reasonable distribution of cases and, as such, can proceed to the analysis.

Table 5.2: Descriptive statistics for response and explanatory variables in GLM
analysis of cyber abuse.

Variables Range Mean SE n

DV : Method of cyber abuse 0 - 1 .45 .047 110

IV1: Offender—victim relationship 0 - 1 .57 .047 110
IV2: Offender motivation 0 - 1 .73 .042 110

The following Results sections will first describe the exploratory data analy-

ses and then compare the results obtained through a conventional statistical anal-

ysis using: 1) the Wald statistic and 2) the change in deviance. We then examine

alternative analyses in the form of: 3) the Bayesian GLM, and 4) Bayesian Model

Averaging analysis.

5.5 Results

To assist readers in reproducing the results in this section or using the techniques

in their own analysis, we provide commented R code for each of the 4 models in

Appendix 5.7.1.

5.5.1 Exploratory data analysis

A standard statistical analysis for binary data is generally to use a GLM with a

binomial family, and, in this case, we intend to use a logit link function. Before

commencing our analysis, in keeping with standard practices (Tukey, 1961), we

performed some exploratory data analyses (EDA). This step enables us to better

understand the results from our analysis and aids in the detection of potential

issues.
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Table 5.3 shows the proportion of cases of indirect cyber abuse in total cases

in different combinations of our independent variables. Table 5.3 suggests that

cases where both a prior offender—victim relationship is present and motivation is

expressive have the highest proportion of indirect abuse (62%), while the scenario

where offenders and victims are strangers and the incident is motivated by instru-

mental ends has the lowest proportion of cases of indirect cyber abuse (22%). This

is in line with our expectations based on the analysis of interviews with victims

of cyber abuse (see H1 and H4). Further, while having a prior offender—victim

relationship in the absence of expressive motivation and having an expressive mo-

tivation in the absence of a prior offender—victim relationship is associated with

a higher proportion of indirect cyber abuse cases, this apparent increase is small

(both scenarios are well below 50%), and the sample size for the cases is quite

small (n = 11 and n = 29). As such, we do not expect any statistical models to

show strong support for hypotheses H2 or H3.

Table 5.3: Proportion of cases of indirect cyber abuse for various combinations of
variables.

Coefficients p̂ N total Hypothesis

No relationship, Instrumental motivation 0.22 18 H1

Relationship, Instrumental motivation 0.27 11 H1

No relationship, Expressive motivation 0.34 29 H2

Relationship, Expressive motivation 0.62 52 H3

A single-factor GLM analysis

The purpose of this section is to make the expected outcome clear, so that the

following analyses, which are conducted using standard parameterizations of the

variables, can be fully explained to the reader. Under normal circumstances, lo-

gistic regression models are likely to be much more complex than in our example,
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so we would not generally factorize multiple variables into a single variable repre-

sentation as we do here.

As this simple dataset has only two binary predictor variables, an easy

method of estimating the combined effect of prior offender—victim relationship

and expressive motivation is to convert Relationship and Motivation into a single-

factor variable containing four levels, where 1 = Relationship0-Motivation0, 2 =

Relationship0-Motivation1, 3 = Relationship1-Motivation0, and 4 = Relationship1-

Motivation1. The data can then be analyzed using a generalized linear model with

a binomial family and a logit link.

logit(Method) = β0︸︷︷︸
H0

+β1Rel(1)-Mot(0)︸ ︷︷ ︸
H1

+β2Rel(0)-Mot(1)︸ ︷︷ ︸
H2

+β3Rel(1)-Mot(1)︸ ︷︷ ︸
H3

(5.11)

Table 5.4 presents the usual summary output for the model represented by

Eq. (5.11) that is provided by most modern software.

Table 5.4: Summary of generalized linear model of indirect cyber abuse using a
single factor with four levels (Eq. 5.11).

Coefficient Estimate Std. Error z-value Pr(> |z|) Hypothesis

Intercept (β0) -1.25 0.57 -2.21 0.03 ** H1

Relationship (β1) 0.27 0.88 0.31 0.76 H2

Motivation (β2) 0.61 0.69 0.89 0.37 H3

Relationship+Motivation (β3) 1.72 0.63 2.72 0.01 *** H4

Note: ∗p<0.1; ∗∗p<0.05; ∗∗∗p<0.01

Table 5.4 provides the summary output when the generalized linear model is

fitted as per the factorization given in Eq. 5.11. To gain a complete understanding

of the inference we can obtain from the analysis, it is important to consider both

the absolute and the relative effects of the model. The absolute effect is the change
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in the probability of the outcome, dependent on all of the parameters. The relative

effect is the proportional change induced by a change in predictor. In this model, β0

is known as the intercept. This is the absolute effect of instrumental motivation

and no prior offender—victim relationship (on the linear scale). We note that

the Wald test quite convincingly discounts the null hypothesis that β0 = 0, with

a p-value of 0.03. In practical terms, as this coefficient is less than zero, this

implies that the probability of the offence using indirect methods of cyber-abuse

under these circumstances is likely to be less than 0.5 (which supports hypothesis

H1). To understand this effect, we need to consider the relative effect—in this

case, the point estimate of the probability of the use of indirect methods. This

relative effect is calculated using transformation to the natural scale of the data

exp(−1.25)
1+exp(−1.25) = 0.22, and is around the value expected from Table 5.3.

The coefficient related to our second hypothesis (H2), which theorized that

a prior relationship between the offender and victim (but still an instrumental

motivation) will lead to an increased probability of the cyber abuse being indi-

rect in nature, is given as β1 (Table 5.4). The value β̂1 = 0.27 can be viewed as

the increase in odds of abuse by indirect method happening by the addition of

a prior relationship. This is assessed using the exponent value of the coefficient,

exp(0.27) = 1.31. This value implies that the odds of abuse via an indirect method

increase by 31% with this changed victim—offender relationship (using the abso-

lute effect), and as such supports hypothesis 1 (H2). However, the relative effect

of an increase of 31% when indirect methods were a relatively rare 22% only leads

to a probability of indirect method under this victim—offender scenario of 27%

(also as expected from preliminary data analysis, Table 5.3). While this seems to

eliminate hypothesis H2, this is only a point estimate. The accompanying z-score

is used to test the null hypothesis that β1 = 0, and returns a p-value of 0.76. This
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implies that we cannot reject the null hypothesis. However, as we will expand on

this point in Section 5.5.2, rejection of a null hypothesis is not sufficient reason to

discount the possibility of a true effect, and more efficient modelling techniques

are available to quantify the effect of a variable.

The third hypothesis (H3) (expressive motivation increases the probability

of indirect cyber abuse) is tested via estimates of β̂2 = 0.61. Once again, the

odds of an increase in the use of indirect methods via a change in motivation are

exp(0.61) = 1.84, which equates to the indirect methods of abuse being 84% more

likely in absolute terms. In relative terms, this yields a point estimate for the

probability of indirect abuse of 34.5%, however, once again, the Wald test fails to

reject the null hypothesis that this additional effect may be zero.

The fourth hypothesis (H4) has very strong support. From the results in

Table 5.3, we note that the increase in odds of indirect methods of cyber abuse

when the victim and offender are known to each other and the offenders motivation

changes to expressive is exp(1.72) = 5.58. The relative effect of this is that the

probability of the use of indirect methods under this scenario is 62%. In addition,

the p-value used to test the null hypothesis of no effect (β3 = 0) is soundly rejected,

with p = 0.01. This is in line with expectations based on the results from Table

5.3.

In this analysis, the matching of the levels of the single factor to the four

research hypothesis has ensured that the p-values reported in Table 5.4 are of

inferential value. If a different contrast scheme had inadvertently been applied,

these p-values would not be useful in discussing the outcome of the analysis in

terms of the hypothesis.

From this simple single factor GLM analysis, we now expect that a more

conventional data analysis, in which Relationship and Motivation are treated as
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separate variables, will yield inferences that indicate: 1) having either Prior Re-

lationship or Expressive Motivation (but not both combined) may result in an

increased use of indirect methods of cyber abuse, but the evidence is not strong;

2) the combination of both Prior Relationship and Expressive Motivation is very

likely to result in a higher probability of using indirect methods of cyber abuse,

and the outcome of statistical analysis should strongly support this.

5.5.2 Results using the Wald test

To determine the importance of effects and interactions in this example analysis,

we now model the data following a more conventional approach:

logit(Method) = β0︸︷︷︸
H1

+β1Relationship︸ ︷︷ ︸
H2

+β2Motivation︸ ︷︷ ︸
H3

+β3Relationship:Motivation

︸ ︷︷ ︸
H4

(5.12)

Using the contrast scheme supplied in Table 5.1, the intercept, β0, is the lin-

ear predictor (absolute effect), which represents the effect of No prior offender—victim

relationship (Relationship = 0) and Instrumental Motivation (Motivation = 0) on

the method of abuse (response variable). Using this model, H2 is tested by the

departure of β1 from zero and H3 is tested by the departure of β2 from zero.

However, H4 is determined using the addition of terms as indicated in Eq. 5.12.

The following R code was used to generate the GLM analysis used in this

section:

exampleGLM = glm(formula = Method ~ Relationship * Motivation,

family = ‘‘binomial’’, data = ...)

summary(exampleGLM)

Most standard statistical software, including R, routinely produces the p-
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values based on z-scores (Wald statistic) when analysis is performed using the

glm() function. Table 5.5 presents the summary output from the glm() function

for the full model (Eq. (5.12)). If we compare the estimates from Table 5.5 with

those of the single factor GLM (Table 5.4), we can see that the point estimates,

standard errors and the Wald test results are unchanged for the intercept and the

main effects (which relate to having only Prior Relationship or only Expressive

Motivation). The p-values reported in Table 5.5 associated with the main effects

have inferential value in assessing the first three research hypotheses. However,

as H4 is now assessed using the sum of coefficients
∑3

i=1 βi, Table 5.5 does not

provide the associated Wald test, and this p-value is of no inferential value for the

fourth hypothesis. We note that
∑3

i=1 β = 1.72, as per our previous model (Table

5.4); therefore, while the results are yielding an indication of the interaction effect,

the standard summary Wald tests are not able to measure this term.

In this example, the p-value using the Wald test to measure the effect of Prior

Relationship and Expressive Motivation individually (but not in combination) ap-

pears to be non-significant, suggesting that we cannot reject the null hypothesis

of no added effect for these terms. Additionally, it is worth further emphasiz-

ing that, if the coding of Relationship and Motivation in Table 5.1 was switched,

both main effects would be deemed significant (data not included) however, these

p-values would be testing a different “hypothesis” in which the presence of an

offender—victim relationship and expressive motivation is the base level of com-

parison.
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Table 5.5: Summary of coefficient estimates for full GLM model (Eq. 5.12)

Coefficient Estimate Std. Error z-value Pr(> |z|) Hypothesis

Intercept (β0) -1.25 0.57 -2.21 0.03 ** H1

Relationship (β1) 0.27 0.88 0.31 0.76 H2

Motivation (β2) 0.61 0.69 0.89 0.37 H3

Relationship:Motivation (β3) 0.84 1.01 0.83 0.40 6= H4

Note: ∗p<0.1; ∗∗p<0.05; ∗∗∗p<0.01

The next step that analysts often take is to drop the higher order terms,

which, in this case, is the interaction term, and re-run the model. To avoid du-

plication, results of this analysis will be incorporated into the change of deviance

approach (Section 5.5.3).

In summary, the Wald test, while convenient (as it is routinely supplied in

most standard statistical software (e.g. SPSS, Stata, R)), and reliable with large

samples, when used in GLMs with interactions can produce results that are difficult

to interpret.

5.5.3 Results using the change in deviance

As an alternative to determining the importance of effects using the Wald statistic,

analysts often use another conventional method, which considers the model fit,

known as the change in deviance criteria.

Table 5.6 presents the change in deviance as we sequentially remove terms,

starting with the full model. Terms are removed as follows: 1) the interaction term,

2) the motivation term, and 3) the relationship term (motivation is reintroduced).
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Table 5.6: Summary of model testing using the change in deviance. Significant
outcomes indicate that the dropping of a term results in a significantly worse fit.

# Model Deviance df ∆ Deviance

Model 1 Full model (Eq. 5.12) 138.62 106
Model 2 Interaction removed (main effects only) 139.32 107 -0.71
Model 4 Motivation removed 144.23 108 -4.92**
Model 5 Relationship removed 143.81 108 -4.49**

Note: ∗p<0.1; ∗∗p<0.05; ∗∗∗p<0.01

Table 5.6 suggests that dropping the interaction from the model does not

significantly affect the model fit (p > .10). However, dropping either main effect

(motivation or relationship) results in significantly worse model fit (p < 0.05).

Based on the analysis of deviance, the final model would include both main effects,

but not the interaction term.

Table 5.7: Summary of coefficient estimates for the main effects GLM. This model
was determined using change in deviance (see Table 5.6)

Coefficient Estimate Std. Error z-value Pr(> |z|) Hypothesis

Intercept (β0) -1.54 0.49 -3.17 0.00*** H1

Relationship (β1) 0.92 0.42 2.19 0.03** 6= H2

Motivation (β2) 1.03 0.50 2.05 0.04** 6= H3

Note: ∗p<0.1; ∗∗p<0.05; ∗∗∗p<0.01

Based on the results of the single-factor analysis (see Section 5.5.1), these

outcomes are perplexing. The magnitude of the effect for the situation, where both

Prior Relationship and Expressive Motivation were present (Table 5.4) was by far

the largest, whereas, in the same model, the effects of only Prior Relationship

or Expressive Motivation, while positive, were unconvincing. As such, we were

anticipating coefficients that were reasonably small (albeit positive) for both main
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effects, and a positive coefficient of larger magnitude to be added when both Prior

Relationship and Expressive Motivation were present (as per Eq. 5.12). As we can

note in Table 5.7, the addition of the main effects yields a coefficient β0+β1+β2 =

0.41, which is very close in absolute terms to the full model representation (Table

5.5)
∑3

i=0 βj = 0.47, which is exactly the same point estimate as the simple single-

factor GLM (see Table 5.4). In terms of relative effect, the expected proportion

of indirect method in the full model was 62%, and in the main effects-only model,

this estimate was 60%. The p-values reported in Table 5.7 no longer address

the research hypothesis regarding the main effects, as the coefficients relating to

relationship and motivation no longer represent H2 and H3. These coefficients

are now based on data that have both a prior offender—victim relationship and

expressive motivation. Using these p-values may lead researchers to erroneous

conclusions in terms of H2 and H3.

Both the Wald statistic and the change in deviance test are seemingly favour-

ing the main effects model, whereas from our EDA and single-factor GLM, we were

expecting an interaction term to be supported (see Sections 5.5.1 and 5.5.1). The

relatively small sample size and the chosen parameterization will affect the model

selection based on the changed deviance or other test statistics that are searching

for the single best model, as they will tend to favour the most parsimonious solu-

tion (Agresti, 2013). At a minimum, this problem in small (and moderate) samples

suggests that p-values associated with the change in model deviance should be used

as a guide only, and that researchers should look more closely at other summary

statistics, such as effect size and confidence intervals.

Looking more closely at this particular example, it becomes clearer why

the change in deviance test is favouring the main effects model over the model

that includes an interaction. Figure 5.2 provides a visual representation of the
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behaviour of linear predictors from the logistic model in this example. The value

of the linear predictors is given on the x-axis, the solid graduating coloured line

indicates the inverse logit transformation (left y-axis). The thickness and colour

graduation of this line reflects the gradient of the inverse logit, with the more

prominent the line, the greater its gradient, and hence changes in deviance will be

more influential. The dashed line is the gradient of the inverse logit (right y-axis)

over the values of the linear predictors, and we observe the gradient is largest at

Xβ̂ = 0. From Fig 5.2, we note that, in general, the linear predictors that would

be most affected by a change in fitted value are those for which the probability of

an event is 0.5, and that, as the linear predictor approaches an absolute value of

3, changes in its value have a very small effect on the predicted probability of an

event (left y-axis).
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Figure 5.2: Change in deviance test applied to pedagogical example. The gradated
grey line represents the back- transformation of the logit function (inverse logit).
The grey levels in this line indicate the gradient of the function, with darker areas
having the steepest slopes. The gradient is also represented by the black dashed
line and the right axis. The coloured points indicate various subgroups and the
size of these points represents their sample size. Solid coloured lines represent the
linear predictors obtained from the full model including an interaction term. The
coloured dashed lines represent linear predictors from the main effects model.

In this example, there is a relatively large sub-population of the data that

has both a prior relationship between the victim and offender and an expressive

motivation behind the abuse (n = 52). This sub-population is also in an active

zone of the inverse logit, with a probability of indirect method of 0.62 (Cyan lines

in Figure 5.2 & Table 5.8). Because of the location and size of this subgroup,

a change in linear predictor will have a considerable effect on model fit, and the

ensuing change of deviance test. However, as we can see in both Figure 5.2 and

Table 5.8, the addition of the main effects results in a linear predictor that is

only slightly lower than the same term in the full model (change of 0.06). The

interaction is naturally represented in the inverse logit and, as such, this main

effects model is still capable of representing this effect adequately.
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Table 5.8: Results of determining model using change in deviance

Victim—Offender Linear Probability Gradient n Linear Change
Profile∗ Predictor Indirect Inverse (N=110) Predictor in Linear

(Full model) Methods Logit (Main effects) Predictor

1 -1.25 0.22 0.17 18 -1.54 0.29
2 -0.98 0.27 0.19 11 -0.63 -0.35
3 -0.64 0.34 0.22 29 -0.51 -0.12
4 0.47 0.62 0.24 52 0.40 0.06

* 1= Instrumental / No Relationship, 2 = Instrumental / Relationship,
3 = Expressive / No Relationship, 4 = Expressive / Relationship

We can also observe (Red and green lines in Figure 5.2 & Table 5.8) that the

largest impact, in terms of the linear predictor, by dropping the interaction term,

is seen in the predictions for relationship only (green lines) and for the subgroup

associated with instrumental motivation and no prior relationship (red lines). In

terms of the main effect for relationship, we see that it is a small subgroup (n = 11)

and the gradient on the inverse logit is 0.19. This enables this linear predictor to

“move” a reasonable amount and not affect the overall fit to the extent that the

change in deviance test will reject the simpler model.

It is now clear that the main effects model will represent the interaction well,

and the major concern is that using the Wald test and the change in deviance test

could result in the analyst believing they have sufficient grounds to report a statis-

tically significant effect of both relationship and motivation on an individual basis,

and overlook the naturally incorporated interaction effect in the GLM. Whereas,

thoughtful reflection on the intended meaning of this model would yield a cause for

caution in making an inference with regards to either relationship or motivation

alone.

In more complex models, particularly high-dimensional data with multiple

sources of interactions, it would become increasingly difficult for the analyst to

examine the outcomes of this approach. The change in deviance using the model
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fit is commonly used, however it should be treated with caution, especially in

models with explicitly declared interactions. As encapsulated in Figure 5.2, this

method is likely to favour the most parsimonious model and therefore will tend to

smooth over effects that relate to subgroups with small membership, along with

groups that have high and low probabilities of an event (i.e events with larger

absolute values in terms of the linear predictor) .

5.5.4 Results using Bayesian GLM with vaguely informative pri-

ors

A Bayesian approach to logistic regression using vaguely informative priors requires

the researcher to provide prior distributions of the variables of interest. Novice

researchers are often daunted by the concept of providing a prior distribution, and,

as a result, often choose very vague priors centred on zero. However, in simple

(low-dimensional) models such as our Example study, it is surprisingly intuitive to

formulate vaguely informative priors that reflect the researcher’s current state of

knowledge. Fig. 5.3 illustrates the prior distributions we use in this analysis.
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Figure 5.3: Three vague Normal priors used to compute Bayesian logistic regres-
sion. Top: Prior distribution used for the intercept parameter β0 (Eq. 5.12),
which represents persons with no prior relationship and instrumental motivation
(N(−1, 2)). Middle: Prior distribution used for parameters β1,2, which represents
the additional effect of persons with either a prior relationship OR an expressive
motivation over the intercept value (N(0.1, 0.5)). Bottom: Prior distribution cho-
sen to represent β3, the additional effect of both having a prior relationship and
expressive motivation (N(1.1, 2)). Grey areas represent regions allowed in the prior
that are the opposite of our hypothesis.

The prior distributions in Fig. 5.3 were determined using the results of the

pilot study (as evidenced by the hypotheses), and we decided on a set of prior

distributions as follows:

1. The parameter β0 (intercept, Eq. (5.12)) will most likely be a negative value,

as there is no obvious reason for the perpetrator who does not know their

victim and is motivated by instrumental ends to resort to indirect methods

of abuse. However, as this is research in an area without firm theory, it is

prudent to choose a prior that reflects some uncertainty, so a N(−1, 2) is

used, which has 24% of its density in the positive region (Fig. 5.3, top).
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2. The main effects of the existence of a prior relationship and instrumental mo-

tivations (β1, β2) were thought most likely to be positive, and this is reflected

in H2 and H3. On reflection, it was not known how large these effects were

likely to be, so N(0.1, 0.5) priors distributions were considered to adequately

reflect the anticipated effect of these variables, with 44% of the distribu-

tion contained in the negative region, and potential values of the coefficient

contained predominantly in the range ±2 (see Fig. 5.3, middle).

3. Based on the pilot study, H4 was thought to have the biggest potential effect

on the probability of the cyber abuse being conducted via indirect methods,

where there was a prior relationship between offender and victim and the

offenders motivation was expressive. A N(1.1, 2) was chosen to reflect this

belief, where the density is predominately in the positive region, with a still

large probability of a value from the distribution being negative (22%), as

illustrated in Fig. 5.3 (bottom). The prior distribution of the parameters

under this formulation is then:

p(β) ∼ MVN(µ,Σ2)

µ = [−1.0, 0.1, 0.1, 1.1]

Σ2 =



2 0 0 0

0 .5 0 0

0 0 .5 0

0 0 0 2



To estimate the effects of individual coefficients in a Bayesian framework, we
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compute posterior probabilities associated with the hypothesis of interest, which

are akin to p-values in the conventional approach. Several R libraries contain

functions to estimate Bayesian logistic models. In this analysis, we used the routine

MCMClogit() from the library MCMCpack (Martin et al., 2011). Example code

for the logit model is shown below:

library(MCMCpack)

ExampleMCMC.glm = MCMClogit(Method ~ Relationship * Motivation,

burnin = 10000, mcmc = 110000,

thin = 1, tune = 1.1 ,b0 = c(-1,0.1,0.1,1.1),

B0 = c(0.5,2,2,0.5), data = ...)

summary(ExampleMCMC.glm)

Here we specify the hyper-parameters of the prior (Eq. 5.3), where b0 rep-

resents the Normal means (µj) and B0 is known as the precision parameter. Pre-

cision is the inverse of the variance (Σ2) and is sometimes used as an alternative

parameterization. Additionally, it is important for readers to be aware of the tune

argument. By default, it is set at 1.1; however, users may need to alter this to

influence the acceptance rate of the sampler, which should generally be between

0.2 and 0.5 (Berry et al., 2011; Roberts and Rosenthal, 2001). By using the default

tuning parameter of 1.1, we achieved an acceptance rate of 0.34.

Table 5.9 presents a summary of results from the Bayesian logistic model. To

sample the posterior distributions, we executed 100,000 iterations after a burnin

period of 10,000, the chains were thinned and every 100th iterant was kept to

calculate posterior estimates. In a Bayesian analysis, the whole of the posterior

is considered to be the “estimate” of the parameter. As such, plausible ranges of

potential values are often considered using various quantiles, which can be used to
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form credible intervals. In Table 5.9, a 95% CrI would contain the posterior draws

above the 2.5% quantile and below the 97.5% quantile, effectively excluding the

2.5% highest and lowest samples.

From Table 5.9, we note that the coefficient for the interaction term Rela-

tionship:Motivation is large in absolute terms (β = 1.16), and zero is not included

in its plausible range. This result clearly supports research hypothesis H4. Both

main effects, Motivation and Relationship, have a point estimate that is small in

magnitude, with the Relationship coefficient having a point estimate close to zero

along with a wide plausible range. Although the absence of zero in a credible

interval clearly indicates that a coefficient is unlikely to result from a variable with

no effect on the outcome, caution should be exercised when considering terms that

contain zero in the credible interval. The posterior distribution of the coefficients

is a multivariate Normal, and therefore the coefficients cannot be assessed indepen-

dently. As such, we cannot discount research hypothesis H2 and H3 based solely

on the inclusion of zero in their credible intervals.

The standard errors from the Bayesian analysis are smaller than the ones

generated by the standard glm() function (see Table 5.5). Overall, the indications

of this analysis are in line with the single variable glm (Table 5.4): indirect methods

are unlikely when motivation is instrumental and no prior relationship exists, and

indirect methods are most likely to occur when the motivation is expressive and

a prior relationship is present. The results of prior relationship or expressive

motivation only are indicative of the more likely use of indirect methods but are

not, using this model and data, well supported.
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Table 5.9: Summary statistics of Bayesian GLM using vaguely informative priors.

Coefficient Mean SD Quantiles
2.5% 25% 50% 75% 97.5%

(Intercept) -1.10 0.40 -1.88 -1.37 -1.09 -0.83 -0.35
Relationship 0.09 0.51 -0.96 -0.25 0.11 0.43 1.05
Motivation 0.34 0.45 -0.51 0.05 0.33 0.65 1.22
Relationship:Motivation 1.16 0.61 0.09 0.73 1.13 1.57 2.35

The outcomes presented in Table 5.9 are perhaps more easily understood by

viewing the posterior samples in Fig. 5.4, which presents posterior distributions of

the coefficients in the left hand column. Viewing these, we note that the simulated

posterior draws for the interaction coefficient has very few negative values, and,

while generally positive, the two main effect coefficient posterior simulations have

a reasonable mass of negative samples.

One of the advantages of Bayesian analysis is that it allows us to use pos-

terior distributions of parameters to form posterior distributions of any function

of those parameters. Using this property, the linear predictors (Fig. 5.4, middle

column) and the predicted responses (Fig. 5.4, right column) can be represented

using a predictive posterior distribution, and, from this, credible intervals and

plausibility can be considered. This allows the researcher to explore more complex

questions, such as extensions in our stated hypotheses, by computing the actual

probabilities of interest. Additionally, posterior distributions for the linear and

response predictors are not affected by coding or contrast choice.
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Figure 5.4: Posterior distributions of coefficients (left column), linear predictors
(middle column) and predictive fits (right column)

.

From Fig. 5.4 and Table 5.9, we note that the combination of prior of-

fender—victim relationship and expressive motivation is clearly more likely to be

associated with the use of indirect methods of cyber abuse victimization (.62; 80%

CrI (.53, .70)), while the outcome that is attributable to prior relationship (.27;

80% CrI (.16, .40)) but instrumental motivation is very similar to the base level of

no prior relationship and instrumental motivation (.26; 80% CrI (.17, .35)). These

results are not supportive of research hypothesis H2 or H3. Here, 80% CrI denotes

the Bayesian credible interval, in which the highest and lowest 10% of draws from

the posterior distribution are excluded (Gelman et al., 2014).

In summary, Bayesian GLM with vaguely informative priors does not rely on

large sample asymptotics and is well suited for low-dimension models and when the

researcher has at least some idea of the direction of the effects (positive or negative).
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However, Bayesian GLM requires some prior knowledge and some expertise in its

implementation. When analyzing exploratory studies, where prior knowledge may

be limited or lacking completely, non-informative priors are generally used, at least

in an initial analysis. The Bayesian approach yields the advantage of being able

to better respond to the research hypothesis by using the posterior distributions

to make direct statements about quantities of interest.

5.5.5 Results using Bayesian Model Averaging

To demonstrate how Bayesian Model Averaging analysis could be used in the

context of GLMs, we utilize the BMA library (Raftery et al., 2016) in R. The

following R code was used to generate the summary output from the BMA analysis:

library(BMA)

exampleBMA = bic.glm(form = Method ~ Relationship * Motivation,

glm.family = binomial(), data = ...)

summary(exampleBMA) #tabular output

imageplot.bma(exampleBMA,...) #graphic output

The summary of results from the BMA analysis is presented in Table 5.10,

which contains posterior means, standard deviations and inclusion probabilities for

the coefficients associated with each variable. As Table 5.10 suggests, the inclu-

sion probability for the coefficient containing prior offender—victim relationship

(Relationship = 1) and expressive motivation (Motivation = 1) provides strong ev-

idence for indirect methods of abuse, with a posterior mean of 1.07 and estimated

probability of 0.8 that this coefficient is not zero. Evidence in favour of H2 and

H3—that, individually, prior relationship or expressive motivation are more likely

to result in indirect methods of abuse—is less compelling. The inclusion proba-
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bility that either of the coefficients associated with this effect is not zero is 0.20

and 0.22, respectively, and the magnitude of the posterior mean is relatively small.

Model 1 (Table 5.10), which contains only the intercept and a variable consisting

of the combination of Prior Relationship and Expressive Motivation (coefficients

containing Prior Relationship only and Expressive Motivation are not included in

the model), is clearly the most favoured model with a model posterior probability

of 0.65.

Table 5.10: Summary statistics from the Bayesian Model Averaging analysis for
the cyber abuse example.

Coefficient Pr(β 6= 0)† β SD Model 1 Model 2 Model 3 Model 4 Model 5

Intercept (β0) 1.00 -0.96 0.38 -0.88 -1.15 -0.86 -1.54 -0.86
Relationship (R) (β1) 0.20 0.13 0.43 - - 1.08 0.92 -0.12
Motivation (M) (β2) 0.22 0.19 0.46 - 0.50 - 1.03 -
R-M (β3) 0.80 1.07 0.67 1.35 1.11 - - 1.45
Posterior
Probability 0.65 0.09 0.08 0.07 0.06
BIC -368.19 -364.24 -363.84 -363.63 -363.52

*Best five out of six selected models (cumulative posterior probability = 94%)
† Indicates the inclusion probability of each coefficient
∓ Indicates the coefficient is excluded from model

Fig. 5.5 presents a graphical representation of BMA information given in

Table 5.10. The width of the individual rectangles is determined by the posterior

probability of each model (Table 5.10). The intercept is always included in the

model and as such is not displayed. The medium shade of grey indicates that the

coefficient is positive, and dark grey indicates a negative coefficient (light grey in-

dicates the coefficient is not included in the model). As Fig. 5.5 suggests, a model

consisting of only the additional effect of a combination of prior offender—victim

relationship and expressive motivation is by far the most probable (as indicated by

the widest rectangle). The next five best models are all quite similar in terms of

their model posterior probability ranging between 6% and 9%, and so, appropri-

ately, this visual representation does not aid in distinguishing these. Interestingly,
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the model that contains main effects only (Model 4 in Fig. 5.5) is quite unlikely

with a posterior probability of only 7%, and the model that contains both main

effects and the interaction is not even one of the five best models with posterior

probability of less than 3%. Based on these results, it appears that neither the sat-

urated model we chose for interpreting the effect of offender—victim relationship

and offender motivation (see Table 5.5) nor the model chosen using deviance cri-

teria or the Wald test (Table 5.7) is likely to adequately represent the information

contained in these data. However, the Bayesian analysis (Table 5.9) has captured

the salient information within a single model.

Model Number

1 2 3 4 5 6

R : M

M

R

Figure 5.5: A graph of the selected models explaining the use of indirect methods
of abuse using Bayesian Model Averaging analysis. Width of individual rectangles
reflects the posterior probability of each model being correct.

5.5.6 Comparison of inferences from different methods

Table 5.11 illustrates that the posterior distribution of the BMA coefficients is quite

similar to that obtained using Bayesian GLM with vague prior distributions. The
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coefficients in the standard GLM would yield a similar fitted value for the combined

effect of Prior Relationship and Expressive Motivation when the coefficients are

summed; however, the magnitude of the coefficients associated with the main

effects is more influential. The standard errors in the ordinary GLM tend to

be larger, indicating a greater variability in the estimates. The reduction in the

magnitude of standard errors between ordinary GLM and the Bayesian estimates

suggests that Bayesian GLM could be a good alternative to the standard GLM

in the logistic regression model with small sample size when researchers are able

to use a vaguely informative prior. Furthermore, both Bayesian GLM with vague

priors and BMA produced results that are very similar to each other in terms of

both the magnitude and the direction of individual coefficients of interest and the

associated standard errors.

Table 5.11: Comparison of coefficients and standard errors from standard GLM,
Bayesian GLM posterior estimates (using vague priors) and GLM posterior esti-
mates via BMA.

Coefficient β̂GLM (SD) β̂Bayesian(SD) β̂BMA(SD)

Intercept -1.25 (.57) -1.10 (.40) -.96 (.38)
Relationship .27 (.88) .09 (.51) .13 (.43)
Motivation .61 (.69) .34 (.45) .19 (.46)
Relationship-Motivation .84 (1.01) 1.16 (.61) 1.07 (.67)

Based on the results of the BMA analysis, which are consistent with the

findings of the single-factor GLM (see Section 5.5.1) and the Bayesian GLM with

vaguely informative priors (see Section 5.3.3), we conclude that having a combi-

nation of prior offender—victim relationship and expressive offender motivation is

the scenario in which the use of indirect methods of cyber abuse is most likely to

occur. These findings are, on face value, in contrast to the results of the Wald test
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and the change in deviance method. However, on closer examination of the results

of the Wald test and the change in deviance approach, it becomes evident that,

when we fully appreciate the implicit interaction within the GLM, along with an

understanding of the statistical algorithms and the data, all of the results have

similar inferences.

As our example dataset includes a small number of binary variables and,

therefore, a relatively low number of possible models, we used the BMA library

(Raftery et al., 2016) in R (R-Core-Team, 2015), where parameters are estimated

using the standard approach using maximum likelihood, and the BIC for each

model is calculated using Eq. 5.8. Model prior probabilities are taken as being

Uniform (Eq. 5.6).

When the number of variables in the model increases (it is not uncommon

for social science research to have 25, 30 or even more variables), the comparison of

each possible model can be computationally unfeasible. In such a situation, there

are several approaches in the literature to solve this issue. Raftery et al. (2016)

implement a leaps and bounds algorithm (Furnival and Wilson, 1974) to determine

a subset of plausible models without fully estimating every possible model.

In summary, Bayesian Model Averaging analysis accounts not only for pa-

rameter uncertainty, but also for model uncertainty; it does not rely on large

sample asymptotics; and it can be readily used with models with a large number

of variables and higher-dimension models.

5.6 Simulation study

As mentioned earlier in this paper, one of the issues potentially affecting the results

of this example study is the small sample size, particularly in regards to the sub-

135



populations represented by prior offender—victim relationship and offender moti-

vation. To consider the sample size effects on the results of ordinary GLM and to

gain an understanding of the likely behaviour of BMA, we conducted a small sim-

ulation study. In the study, we used three sample sizes (N = 110, 500, 1000), and

sampled 1000 simulations for each. In this simulation study, we have attempted

to mirror our example data by setting the true proportions of each scenario of of-

fender—victim relationship and offender motivation, along with method of abuse,

as given in Table 5.12.

Table 5.12: Proportions used for simulations of population in each Rel-Mot sub-
group and method of abuse.

Relationship & Proportion in Proportion of
Motivation Subgroup Rel-Motive Group Indirect Method

1: Rel(0)Mot(0) 0.16 0.25
2: Rel(1)Mot(0) 0.10 0.25
3: Rel(0)Mot(1) 0.26 0.40
4: Rel(1)Mot(1) 0.48 0.70

In this study, prior relationship has been assigned as accounting for 10% of

the simulated data (on average) and as having no difference in the use of indirect

method when compared with the base level of instrumental motivation and no prior

relationship (both .25). Expressive motivation has been assigned a probability of

indirect method of 0.4 and on average is 26% of the data in the simulated data set.

The combination of both prior relationship and expressive motivation has been

assigned an average probability of indirect method of 0.7 and is allocated as 48%

of the simulated sample.
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Results from simulation study

Using change in deviance to assess model

The simulation has been designed so that prior relationship alone should have

no detectable absolute effect, expressive motivation should have a small absolute

effect and the absolute effect associated with the interaction term should be the

largest in magnitude and also the most detectable (due to the amount of data in

this subgroup). This simulation scheme should result in the full model with main

effects and an interaction term being favoured by the change in deviance test.

Table 5.13: Models chosen using change in deviance criteria

Simulation Size Full Model Main Effects Model Motivation Relationship Null

110 252 247 336 142 23
500 766 1 233 - -
1000 956 - 44 - -

As Table 5.13 illustrates, when the sample size is large, the full model is

favoured 956 times out of the 1000 simulations, with the motivation model chosen

in the remaining 44 simulations (around 5%, as expected). This general pattern is

repeated with a sample size of 500, but with slightly less success, in that around

77% of the simulated data sets return the full model when the change in deviance

criteria is applied. However, when sample size is a modest 110, the full range of

possible models is selected with reasonable frequency, with the motivation only

model selected the most often. As discussed in Gelman (2017), reproducibility

of results is often not achievable using statistical testing (p-values) with small,

noisy data. This simulation study—with all possible models being selected in

multiple instances, including the null model on 23 occasions—is reflective of this

phenomenon.
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The range of estimated coefficients is illustrated in Fig. 5.6. As expected

from the results in Table 5.13, the coefficients for the moderate and large sample

sizes are, on average, close to the true value. When the sample size is modest (110),

the estimated coefficients are quite diverse, with the average of the estimates for

the interaction and main effect of motivation unsatisfactory.

s
e
q
(0

.7
5
, 
3
.2

5
, 
le

n
g
th

 =
 4

)

N=110

N=500

N=1000

−2.0 −1.5 −1.0 −0.5

−1.1 (−2.2,0)

β0 ≈ −1.10
s
e
q
(0

.7
5
, 
3
.2

5
, 
le

n
g
th

 =
 4

)

−1.50 −0.75 0.00 0.75 1.50

0.4 (−16.7,1.7)

βR ≈ 0.00

s
e
q
(0

.7
5
, 
3
.2

5
, 
le

n
g
th

 =
 4

)

0.0 0.5 1.0 1.5

1.4 (−0.4,2.6)

βM ≈ 0.70

s
e
q
(0

.7
5
, 
3
.2

5
, 
le

n
g
th

 =
 4

)
0.5 1.0 1.5 2.0 2.5

2.6 (0,18.3)

βR:M ≈ 1.25

Figure 5.6: Estimated posterior mean for coefficients using BMA (black) with 20%,
50% and 95% credible intervals. Grey represents distribution of parameters from
standard GLM with 95% range of estimates.

Results from Bayesian Model Averaging

Table 5.14: Inclusion probabilities of coefficients of interest from the simulation
study. Each sample size consisted of 1000 simulations. Cell sample size (n) differs
between simulations based on the probabilities in Table 5.12.

Inclusion probability quantiles
Coefficient Ntotal Median n 5% 10% 15% 25% 50% 75% 90% 98%

(80% range*)

No effect (βR = 0) 110 11 (7, 15) 0.08 0.09 0.11 0.14 0.20 0.31 0.48 0.79
500 50 (41, 59) 0.00 0.00 0.04 0.05 0.10 0.22 0.48 0.89
1000 99 (87, 113) 0.00 0.00 0.00 0.00 0.00 0.09 0.27 0.73

Moderate effect (βM = .70) 110 29 (23, 35) 0.08 0.09 0.10 0.12 0.28 0.63 0.89 1.00
500 131 (119, 144) 0.06 0.10 0.13 0.22 0.57 0.91 1.00 1.00
1000 264 (248, 282) 0.18 0.37 0.49 0.72 1.00 1.00 1.00 1.00

Large effect (βRM = 1.25) 110 52 (45, 59) 0.18 0.25 0.34 0.47 0.75 0.95 1.00 1.00
500 237 (223, 250) 0.45 0.67 0.78 0.91 1.00 1.00 1.00 1.00
1000 473 (455, 492) 0.79 0.92 1.00 1.00 1.00 1.00 1.00 1.00

* Represents middle 80% of simulated draws
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Simulated prior relationship: No effect

If we first consider the situation where we have no true effect and a small proportion

of the overall data falling within this category, we note that, for the smallest

sample size, which resulted in a median sample for this subgroup of 11, 50% of

the simulations returned an inclusion probability of less than 0.2 (Table 5.14, grey

column), and 75% of the simulations indicated an inclusion probability of less than

0.31. This outcome, combined with the analysts’ understanding of both the data

and the research field, should lead to tenable conclusions and decisions on future

research directions.

The inclusion probability of this parameter reduces dramatically as the sam-

ple size increases (Table 5.14; Fig. 5.7, left column). For example, when the overall

sample size is 1000, the median simulated size of this subgroup was 99. In this

simulation, 50% of the BMA estimates returned an inclusion probability of zero,

75% of simulations had estimated inclusion probabilities less than 0.09, and 90%

of simulations returned a value of less then 0.27. For the more moderately sized

sample (500, 50 subgroup), the median inclusion probability was 0.1 with 75% of

simulations having inclusion probability less than 0.22, making it unlikely that the

researcher would place much credence in this effect.
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Figure 5.7: Distribution of estimated inclusion probabilities for each coefficient
using data from the simulation study.

Additionally, as is evidenced in Fig. 5.6 (second column), as the sample

size becomes moderate to large, the BMA coefficients closely reflect the “true”

value used in the simulation. Therefore, the output of the BMA analysis tends to

produce a coefficient for this absolute effect that is small in magnitude (and hence

little change in relative effect) and has a small inclusion probability.

Simulated expressive motivation: Moderate effect

In the case of a moderate effect size, Table 5.14 indicates that, with a small sample

size, 50% of the simulations returned an inclusion probability of 0.28 or lower. The

inclusion probability improves considerably to 0.57 for 50% of the simulations with

a moderate sample size and than to 1.0 when the sample was large. With a large

sample size, 85% of the simulations resulted in an inclusion probability greater

than 0.5.

Fig. 5.7 (middle column), shows this transition with very few simulations
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returning large inclusion probabilities when the sample size is small. The situa-

tions results in a bi-modal distribution at moderate sample size, with around 25%

of the simulations indicating an inclusion probability of 0.9 or greater (see Table

5.14 and Figure 5.7). With a large sample size, 85% of the simulations resulted in

an inclusion probability greater than 0.5. In terms of accuracy of the estimated

coefficients, once again, at moderate and large sample sizes, the mean estimated

coefficients from the simulation are close to the simulated value (see Fig. 5.6),

with a small 95% credible range. The results of the simulation study for moderate

absolute effect size show that researchers who incorporate their sample size knowl-

edge along with the inclusion probability from BMA are likely to make sensible

inferences and future planning for research.

Simulated expressive motivation and prior relationship: Large effect

size

When the effect size is large, as Table 5.14 indicates, 50% of simulations at all

three sample sizes returned high inclusion probabilities. For the small sample size,

50% of the simulations resulted in an inclusion probability of at least 0.75. At

the large sample size, all simulations returned high inclusion probabilities, with

95% of the estimates greater than 0.79. This simulation indicates that researchers

are likely to make tenable inferences when using BMA for logistic regression when

absolute effects are large, regardless of sample size.

Comparison of change in deviance and BMA

Fig. 5.8 is a summary of the predictions for each scenario from the simulation

study. At the small sample size, the change in deviance estimates is clearly in-

accurate, particularly for the main effect variables. In terms of reproducibility,
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this technique would not be advisable for small samples. For medium and large

samples, estimates from the change in deviance improve, however, there are cases

where the moderate effect (expressive motivation) is substantially overestimated

and the largest effect (interaction) is underestimated. From Fig. 5.8, we note that

predictions from BMA are relatively robust to sample size, improving as sample

size increases. There is no evidence of aberrant behaviour for the moderate and

large effects in BMA as seen in a small number of cases (around 5%) with the

change in deviance model choice.

Overall, BMA indicates that the coefficient with zero effect is not required in

the model (inclusion probability near zero) for moderate and large samples, and has

low inclusion probabilities at the small sample size, allowing researchers to consider

the effect in future studies. Moderate and large effects result in larger inclusion

probabilities for all sample sizes, and these become more stable with increasing

sample size. In contrast, the change in deviance criteria performs poorly with a

small sample size, and results in the full model at the larger sample size due to

the need for the interaction term designed within the simulation study, however,

in around 5% of the analyses conducted using this model fit approach, we would

expect unsatisfactory inferences.
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Figure 5.8: Density of predictions based on models using change in deviance (left)
and BMA (right). Solid black line represents results N = 1000, medium grey
dashed line N = 500, and light grey dotted line is N = 110. True population
proportion indicated by grey vertical line.

5.7 Discussion and conclusion

The purpose of this paper was to encourage our readers to move away from focusing

on testing the effects toward the idea of understanding the statistical model and the

inferences that can be drawn from an analysis. Advances in statistical software—in

particular, the free software R (R-Core-Team, 2015)—are enabling researchers

to use modern statistical modelling approaches for their analyses, which tend to

provide far greater insight and understanding of the data obtained in research than

statistical testing alone. This capacity is further enhanced by the ease with which

researchers can visualize their data and perform model diagnostics.

The objective of this paper was first to show that GLMs with explicitly spec-
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ified interactions produce results that are difficult to interpret using conventional

strategies based on significance testing using the Wald statistic and change in de-

viance criteria. We then proposed and examined strategies of Bayesian estimation

using vague priors and Bayesian Model Averaging. Table 5.15 presents a brief

comparison of the benefits and tenable inferences that can be drawn using each of

the four approaches examined in this paper.

Table 5.15: Comparison of statistical techniques and their main benefits

Hypotheses Suitable for Not Affected by Accounts for Software
Statistical Technique Main Effects Interactions Small Samples Coding Contrasts Model Uncertainty Available

Wald Test Y N N N N Y
Change in deviance Y N N N N Y
Bayesian GLM Y Y Y Y N Y
BMA Y Y Y Y Y Y

The Wald test is well known, often used in the literature, and easy to ac-

cess, as it is included in the model summary output in most statistical packages.

However, it has a number of limitations, one of which is that it relies on large

samples, which are not always possible in social sciences, especially in new areas

of research or when difficult to access populations are involved. Furthermore, it

performs best when the effect sizes are small to medium, as it can demonstrate

aberrant behaviour when the effects are large. Additionally, results produced by

the Wald test are affected by coding contrasts, and researchers need to be mind-

ful of this, as different coding contrasts could lead to a different interpretation of

the effects. Because of these limitations, when the Wald statistic is being used,

the absence of significance does not necessarily indicate that there is no effect—in

particular, in small or medium samples or when we are dealing with very strong

effects.

Another method of measuring the effects, change in deviance, is also readily

understood, often cited in the literature, and accessible in most statistical packages.
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However, similar to the Wald statistic, it depends on large samples. As the purpose

of these statistics is to find the balance between model fit and parsimony, it tends

to be conservative, and often underestimates the need for interactions in the model.

Unlike the Wald test and the change in deviance method, Bayesian GLM

with vaguely informative priors is not based on statistical testing using large sam-

ple asymptotics. Bayesian GLM is highly applicable when the researcher has some

idea of the direction of effects—for example from previous research—or, at the

very least, has a good understanding of the model and plausible effect sizes. But

in new ares of research or for analysts new to Bayesian concepts, selecting ap-

propriate priors may be difficult. In this situation, analysis may be conducted

using uninformative priors. The point estimates and resulting summary from such

a model will mirror standard techniques; however, interpretations will be valid

with small samples and the researcher will have the added advantage of the rich

information contained in the posterior distributions.

Bayesian Model Averaging allows a fuller understanding of model fit and

parameter/effect size, direction and importance, in situations where we are looking

for an indication of potential effects rather than absolute certainty of significance

(i.e. prediction is not the main goal). Furthermore, BMA accounts not just for

parameter uncertainty, but also for model uncertainty, which makes it especially

suitable for new areas of research when the theory is weak or not yet available

(Raftery, 1995). BMA offers guidance in terms of variables selection and model

building when information is scant. BMA allows researchers to make informed

decisions about whether to use one “best” model or to average predictions over a

number of models to estimate posterior distributions for model coefficients.

Our example study demonstrated that some techniques, such as converting

binary variables into a single multi-level factor or computing posterior estimates
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using a Bayesian framework, can be useful in small-dimensional models. However,

for larger-dimensional models, we recommend BMA analysis should be a routine

tool used in any modelling strategy. It is robust to the dimension of the model and

is relatively straightforward to implement and interpret. The code supplied in this

paper illustrates that using the BMA library in R (Raftery et al., 2016) is no more

difficult than implementing the basic glm(). We suggest that the BMA package is

suitable to perform initial data analysis as it produces a set of best models and

evaluates the contribution of each individual coefficient.

As variable selection and model averaging are highly active areas in sta-

tistical research, there are multiple options from which researchers can choose in

conducting such an analysis, many of which are implemented in R libraries. For

example, the Bayesian Adaptive Sampling (BAS) package (Clyde et al., 2016) pro-

vides the flexibility of a fully Bayesian model using a number of options for model

priors, predictions, credible intervals and various diagnostic and inferential plots.

However, it requires some additional expertise in the use of priors, so may be

better used at more advanced stages of the analysis, or as analysts become more

comfortable with the techniques. The required level of expertise is not beyond the

reach of researchers, and is well documented in Clyde (2012) and Li and Clyde

(2015).

The growth in options for researchers wishing to conduct statistical analysis

using BMA is rapid. When Amini and Parmeter (2011) conducted a review of

BMA libraries in R there were three (3) official libraries available on CRAN: BAS

(Clyde et al., 2016), BMA (Raftery et al., 2016) and BMS (Zeugner and Feld-

kircher, 2015). Current libraries available through CRAN, which can be viewed

at https://cran.r-project.org/view=Bayesian, include updated versions of

these packages, and in addition, libraries such as mlogitBMA (Sevcikova, 2013),
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BayesVarSel (Garcia-Donato, 2016) and BoomSpikeSlab (Scott, 2016). The use of

these packages removes impediments to the routine implementation of BMA as a

standard tool for social scientists.
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5.7.1 Appendix: R code

###########################################################

# This f i l e co n ta ins code f o r i l l u s t r a t i n g main examples in

# Vakhitova & Alston−Knox

# ”Non−s i g n i f i c a n t p−v a l u e s ? S t r a t e g i e s to understand

# and b e t t e r determine the importance o f

# e f f e c t s and i n t e r a c t i o n s in l o g i s t i c r e g r e s s i o n

# PlosOne

###########################################################

# Load necessary l i b r a r i e s

l ibrary (BMA) # Sect ion 5 . 4 : Bayesian model averag ing

l ibrary (MCMCpack) # Sect ion 5 . 3 : Bayesian GLM

l ibrary (MASS) # Sect ion 5 . 3 : To p l o t h i s tograms us ing

# t r u e h i s t ( )

l ibrary ( psych ) # Sect ion 5 . 3 : To c r e a t e des i gn matrix X

##### Example : Guardianship in Cyberspace Data

# Load data : Cyberabuse Newspaper Reports data

# DFI = read . csv ( ‘ ‘ CyberabuseCMC . csv ’ ’ , header = T )

# Recreate data f i l e us ing Table 3

Re la t i on sh ip = c ( rep ( 0 , 18 ) , rep ( 1 , 11 ) ,
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rep ( 0 , 29 ) , rep ( 1 , 52 ) )

Motivation = c ( rep ( 0 , 29 ) , rep ( 1 , 81 ) )

Probs = c ( 0 . 22 , 0 . 27 , 0 . 34 , 0 .62 )

Numbers = c ( 18 , 11 , 29 , 52 )

NumberOfZeros = round ( ( 1 − Probs ) ∗ Numbers , 0)

NumberOfOnes = Numbers − NumberOfZeros

Method = numeric (0 )

for ( i in 1 : 4 ){

Method = c ( Method , rep ( 0 , NumberOfZeros [ i ] ) ,

rep ( 1 , NumberOfOnes [ i ] ) ) }

DFI = as . data . frame ( cbind ( Method , Motivation , Re l a t i on sh ip ) )

###### Sect ion 5 . 1 . 1 : S i n g l e f a c t o r GLM a n a l y s i s

# Make a s i n g l e 4 l e v e l f a c t o r

DFI$RelMotive = DFI$Motivation ∗ 10 + DFI$Re la t i on sh ip

DFI$RelMotive [ DFI$RelMotive == 0 ] = ‘ ‘ NoMotive NoRel ’ ’

DFI$RelMotive [ DFI$RelMotive == 1 ] = ‘ ‘ NoMotive Rel ’ ’

DFI$RelMotive [ DFI$RelMotive == 10 ] = ‘ ‘ Motive NoRel ’ ’

DFI$RelMotive [ DFI$RelMotive == 11 ] = ‘ ‘ Motive Rel ’ ’

DFI$RelMotive = factor ( DFI$RelMotive )

# Make No mot iva t ion + No r e l a t i o n s h i p the base comparison
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DFI$RelMotive = relevel ( DFI$RelMotive ,

r e f = ‘ ‘ NoMotive NoRel ’ ’ )

# L o g i s t i c r e g r e s s i o n model

# Using Wald (p−v a l u e s ) , on ly having both a p r i o r r e l a t i o n s h i p and

# e x p r e s s i v e mot iva t ion s i g n i f i c a n t l y d i f f e r s from the base l e v e l .

Model1 = glm( formula = Method ˜ RelMotive ,

family = ‘ ‘ binomial ’ ’ , data = DFI )

summary( Model1 )

##########################################################

###### Sect ion 5 . 2 : R e s u l t s us ing the Wald t e s t

# Make Motivat ion and R e l a t i o n s h i p a f a c t o r v a r i a b l e

DFI$Motivation = factor ( DFI$Motivation )

DFI$Re la t i on sh ip = factor ( DFI$Re la t i on sh ip )

# Step 1 : GLM with main e f f e c t s and i n t e r a c t i o n

# No s i g n i f i c a n t p−v a l u e s (Wald t e s t )

Model2 = glm( formula = Method ˜ Re la t i on sh ip ∗ Motivation ,

family = ‘ ‘ binomial ’ ’ , data = DFI )

summary( Model2 )
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# Step 2 : Drop i n t e r a c t i o n term . Only main e f f e c t s

# Both main e f f e c t s now s i g n i f i c a n t us ing Wald t e s t

Model3 = glm( formula = Method ˜ Re la t i on sh ip + Motivation ,

family = ‘ ‘ binomial ’ ’ , data = DFI )

summary( Model3 )

###########################################################

##### Sect ion 5 . 3 : R e s u l t s us ing Change in Deviance ( Table 6)

# F u l l model vs main e f f e c t s compared us ing change in dev iance

anova( Model2 , Model3 , t e s t = ‘ ‘ Chisq ’ ’ )

## Table 6 : Removing i n t e r a c t i o n does not r e s u l t

in s i g n i f i c a n t l y worse f i t

Model4 = glm( formula = Method ˜ Relat ionsh ip ,

family = ‘ ‘ binomial ’ ’ , data = DFI )

summary( Model4 )

anova( Model3 , Model4 , t e s t = ‘ ‘ Chisq ’ ’ ) # Main e f f e c t s vs

# R e l a t i o n s h i p on ly

Model5 = glm( formula = Method ˜ Motivation ,

family = ‘ ‘ binomial ’ ’ , data = DFI )
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summary( Model5 )

anova( Model3 , Model5 , t e s t = ‘ ‘ Chisq ’ ’ ) # Main e f f e c t s vs

# mot iva t ion only

############################################################

#Sect ion 5 . 4 : Bayesian GLM with v a g u e l y i n f o r m a t i v e p r i o r s

Model1 . Bayesian = MCMClogit ( Method ˜ Re la t i on sh ip ∗ Motivation ,

data = DFI ,

burnin = 10000 ,

mcmc = 110000 ,

th in = 100 ,

tune = 1 . 1 ,

b0 = c ( −1, 0 . 1 , 0 . 1 , 1 . 1 ) ,

B0 = c ( 0 . 5 , 2 , 2 , 0 . 5 ) ,

verbose = 1000 )

summary( Model1 . Bayesian )

### Figure 4 : P o s t e r i o r d i s t r i b u t i o n his tograms

## Create de s i g n matrix f o r p r e d i c t i o n s

# Use only unique v a l u e s o f R e l a t i o n s h i p and Motivat ion

Unique .X = unique ( DFI [ , 1 : 2 ] )

Xmat = dfOrder ( Unique .X )
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Pred . Fi t = Xmat%∗%t ( Model1 . Bayesian )

Prob . Fi t = matrix ( 0 , nrow = dim( Pred . F i t ) [ 1 ] ,

ncol = dim( Pred . F i t ) [ 2 ] )

par ( mfrow = c ( 2 , 2 ) )

for ( i in 1 :4 ){

Prob . Fi t [ i , ] = exp( Pred . F i t [ i , ] ) /

( 1 + exp( Pred . F i t [ i , ] ) )

t r u e h i s t ( Prob . F i t [ i , ] )

}

par ( mfrow = c ( 4 ,3 ) , oma = c ( 6 ,4 ,4 ,1 ) , mar = c ( 0 , 0 , 0 , 0 ) )

for ( i in 1 :4 ){

t r u e h i s t ( Model1 . Bayesian [ , i ] , xl im = c ( −3, 3 ) , axes = F )

box ( )

i f ( i == 4 ){

axis ( 1 , at = seq ( −2.5 , 2 . 5 , by = 0.5 ) ,

labels = FALSE)

axis ( 1 , at = seq ( −2 ,2 , by = 1 ) ,

labels = TRUE, t i c k = FALSE)

text ( −2.4 , 0 . 65 , expression ( beta [ 3 ] ) )

}

i f ( i == 1 ){

text ( −2.4 , 0 . 85 , expression ( beta [ 0 ] ) )

}

i f ( i == 2 ){
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text ( −2.4 , 0 . 65 , expression ( beta [ 1 ] ) )

}

i f ( i == 3 ){

text ( −2.4 , 0 . 75 , expression ( beta [ 2 ] ) )

}

t r u e h i s t ( Pred . F i t [ i , ] , xl im = c ( −2.5 , 2 ) , axes = F)

box ( )

i f ( i == 4 ){

axis ( 1 , at = seq ( −2, 1 . 5 , by = 0.5 ) , labels = FALSE )

axis ( 1 , at = seq ( −2, 1 , by = 1 ) ,

labels = TRUE, t i c k = FALSE )

text ( −2, 1 . 4 , expression ( paste ( beta [ 0 ] , ‘ ‘+ ’ ’ ,

beta [ 1 ] , ‘ ‘+ ’ ’ , beta [ 2 ] , ‘ ‘+ ’ ’ , beta [ 3 ] ) ) )

}

i f ( i == 1 ){

text ( −2.4 , 0 . 85 , expression ( beta [ 0 ] ) )

}

i f ( i == 2 ){

text ( −2.25 , 0 . 65 , expression ( paste ( beta [ 0 ] , ‘ ‘+ ’ ’ ,

beta [ 1 ] ) ) )

}

i f ( i == 3 ){

text ( −2.25 , 0 . 75 , expression ( paste ( beta [ 0 ] , ‘ ‘+ ’ ’ ,

beta [ 2 ] ) ) )

}

t r u e h i s t ( Prob . F i t [ i , ] , xl im = c ( 0 , 1 .05 ) , axes = F )
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box ( )

i f ( i == 4 ){

axis ( 1 , at = seq ( 0 , 1 , by = 0.1 ) , labels = FALSE )

axis ( 1 , at = seq ( 0 . 1 , 0 . 9 , by = 0.2 ) ,

labels = TRUE, t i c k = FALSE )

text ( 0 . 88 , 6 . 0 , ‘ ‘ Re l a t i on sh ip & ’ ’ )

text ( 0 . 88 , 5 . 3 , ‘ ‘ Expres s ive Motivation ’ ’ )

}

i f ( i == 1 ){

text ( 0 . 88 , 5 . 0 , ‘ ‘No Re la t i on sh ip &’ ’ )

text ( 0 . 88 , 4 . 3 , ‘ ‘ Instrumenta l Motivation ’ ’ )

}

i f ( i == 2 ){

text ( 0 . 88 , 3 . 8 , ‘ ‘ Re l a t i on sh ip &’ ’ )

text ( 0 . 88 , 3 . 2 , ‘ ‘ Instrumenta l Motivation ’ ’ )

}

i f ( i == 3 ){

text ( 0 . 88 , 5 . 0 , ‘ ‘No Re la t i on sh ip &’ ’ )

text ( 0 . 88 , 4 . 3 , ‘ ‘ Expres s ive Motivation ’ ’ )

}

}

mtext( ‘ ‘ Density ’ ’ , s i d e = 2 , l i n e = 49 , at = 15 , cex = 1 .5 )

mtext( ‘ ‘ P r e d i c t i v e P o s t e r i o r Fi t ’ ’ , s i d e = 1 , l i n e = 4 ,

at = −0.6 , cex = 1 .5 )

mtext( ‘ ‘ P o s t e r i o r d i s t r i b u t i o n : C o e f f i c i e n t s ’ ’ , s i d e = 3 ,
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l i n e = 26 , at = −1.70 , cex = 1 )

mtext( ‘ ‘ P o s t e r i o r d i s t r i b u t i o n : Linear p r e d i c t o r ’ ’ , s i d e = 3 ,

l i n e = 26 , at = −0.6 , cex = 1 )

mtext( ‘ ‘ P o s t e r i o r d i s t r i b u t i o n : Response ’ ’ , s i d e = 3 ,

l i n e = 26 , at = 0 . 5 , cex = 1)

par ( mfrow = c ( 1 , 1 ) , oma = c ( 2 , 2 , 1 , 1 ) ,

mar = c ( 4 , 4 , 1 , 1 ) )

#############################################################

## Sect ion 5 . 5 : Bayesian Model Averaging

DFBMA = DFI [ ! i s . na( DFI$Method ) , ] # removed miss ing data

form = Method ˜ Re la t i on sh ip ∗ Motivation

Model .BMA = bic .glm( f = form , data = DFBMA,

glm . family = binomial ( ) ,

s t r i c t = FALSE,

factor . type = TRUE)

## Summary p r o v i d e s most l i k e l y model

## and i n c l u s i o n p r o b a b i l i t i e s o f v a r i a b l e s

summary( Model .BMA )

## Figure 5 : Image p l o t

imageplot . bma( Model .BMA, cex . lab = 1 , cex . axis = 1 . 5 ,

c o l o r = c ( ‘ ‘#616A6B’ ’ , ‘ ‘ b lack ’ ’ , ‘ ‘#CCD1D1’ ’ ) )
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Chapter 6: Study 4
Chapter 3 identified inappropriate operationalizations of the key theoretical con-

cepts in opportunity theories (e.g. exposure to risk or proximity to offenders) as

one of potential sources of mixed results of empirical testing of such theories in

the context of cyber abuse victimization. The chapter related the inappropriate

operationalizations to the lack of in-depth understanding of the cyber abuse crime

event.

Chapter 6 addresses this gap in knowledge by performing a thematic analy-

sis of two samples of data—newspaper reports (N = 115) and computer mediated

communications (CMCs) (N = 95)—detailing incidents of cyber abuse victimiza-

tion to identify more ecologically valid proxies for measuring the lifestyle-routine

activities-related theoretical concepts in the context of cyber abuse.

Chapter 6 is currently under review by the Journal: Crime Prevention and

Community Safety and has been formatted to that Journal style. The citation is

as follows:

Vakhitova, Z. I., Webster, J. L., Alston-Knox, C. L., Reynald, D. M., &

Townsley, M. K. (under review). Toward adapting lifestyle-routine activity theory

to account for cyber abuse victimization: Operationalization of main theoretical

concepts.

The co-authors of this manuscript are my thesis supervisors, Reynald, D.M.

(PhD), Alston-Knox, C.L. (PhD) and Townsley, M.K. (PhD), and my colleague Dr.
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Webster, J. L. My (Zarina I. Vakhitova) contribution to the manuscript involved:

initial concept and methodological design, data collection, analysis and preparation

of the manuscript.
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Toward adapting lifestyle-routine activity theory to

account for cyber abuse victimization:

Operationalization of main theoretical concepts

Abstract

To date, cyber abuse scholarship, which tests the utility of lifestyle-routine activity

theory in the context of cyber abuse, has produced mixed results. Inappropriate

operationalizations of the key theoretical concepts (i.e. exposure to risk, proximity

to offenders, target attractiveness and lack of guardianship), is likely the result of

there being a lack of in-depth research and subsequent limited understanding of the

cyber abuse crime event. These factors have previously been identified as a poten-

tial source of inconsistent empirical results. Our study aims to address this gap in

knowledge by performing a thematic analysis of two samples of data—newspaper

reports (N = 115) and computer mediated communications (CMCs) (N = 95)—

detailing incidents of cyber abuse victimization to identify more ecologically valid

proxies for measuring the lifestyle-routine activities-related theoretical concepts in

the context of cyber abuse.

Keywords: cyber abuse, lifestyle-routine activities theory, victimization, opera-

tionalization.
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6.1 Introduction

I have a sniper rifle aimed directly at your head currently. Any last

words you fugly piece of shit? Watch out bitch.

- a Twitter message received by Caroline Criado-Perez, following her

campaign to have a woman depicted on British banknotes (original

spelling preserved) (Criado-Perez, 2013)

The above quote is an example of cyber abuse broadly defined as the use of

technology to stalk or harass victims1. Cyber abuse encompasses a wide range of

different behaviours such as posting unwanted pictures or messages on social media

platforms; sending harassing text messages; creating fake accounts to impersonate

someone else; accessing private files or folders on personal computers and other

similar acts. While ranging from a mere nuisance to very serious behaviours like

sexual harassment or physical threats, to be classified as cyberstalking or cyberha-

rassment, the threatening acts must be of a repetitive nature and continuous over

time (Reyns et al., 2011).

As cyber abuse is a relatively new phenomenon, its nature and causal mech-

anisms are not yet well understood. Early research suggested that because cyber

abuse has the same objective as traditional crimes of stalking and harassment (i.e.

to cause fear and intimidation), it should be treated simply as an extension of tra-

ditional terrestrial crimes like stalking and harassment (Grabosky, 2001). Others

(see, for example, Llinares (2015), adopted a different perspective arguing that

cyber abuse can be characterized by special features that relate to how it is com-

mitted that make them distinct from traditional crimes. Unlike traditional crimes

of stalking and harassment, it is not necessary for offenders and victims to be in

1The term cyber abuse is used to refer to acts that involve adult victims. The use of technology
to stalk or harass individuals under the age of 18 is called cyber bullying.
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close (or any) physical proximity to each other for cyber abuse to occur. For ex-

ample, threatening or derogatory messages could be posted on a victim’s Facebook

page while the victim is offline, and in situations where offenders and victims are

separated by thousands of miles.

This distinction of cyber abuse from traditional crimes of stalking and ha-

rassment becomes important when one attempts to apply traditional criminologi-

cal theories such as routine activity theory (Cohen and Felson, 1979) or lifestyle-

routine activity theory (Cohen et al., 1981) to explain these new types of crime.

Both these theories are rooted in the idea that for a crime to occur offenders and

victims must converge in time and in space (Cohen and Felson, 1979). However,

this is not a requirement for cyber abuse that occurs in the “chronically spatio-

temporally disorganised” environment of cyberspace (Yar, 2005, p. 424). Yar

(2005) argued that this mismatch between the core theoretical assumption and

the nature of cyber abuse means that the empirical utility of the theory to ex-

plain cybercrime depends on careful adaptation of the theory to reflect the unique

nature of cybercrime.

The existing scholarship that tested the empirical utility of routine activity

and lifestyle-routine activity theories to explain cyber abuse victimization pro-

duced mixed results seemingly adding credibility to Yar’s original argument (Holt

and Bossler, 2014). However, the in-depth review of this scholarship suggested a

number of issues, which might have affected the results (Vakhitova et al., 2016), in-

cluding, the way the key theoretical concepts such as exposure to risk or proximity

to offenders were operationalized in these studies.

It appears that the existing cyber abuse studies heavily relied on the physical

world research tradition for the operationalization of the main theoretical concepts.

For example, similar to the physical world research tradition, which measured
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exposure to risk through the number of hours spent outside one’s home (Miethe

and Meier, 1994), cyber abuse studies (Reyns et al., 2011; Ngo and Paternoster,

2011; Bossler et al., 2012; Marcum et al., 2010) all measured exposure to risk

through the number of hours per week/day spent on various online activities, such

as online shopping, video games, email or social networking sites. It appears that

these proxies reflect the idea that cyberspace is a dangerous environment (unlike

one’s physical home), and therefore all online activities are potentially dangerous.

Perhaps, not surprisingly, only a few of the previously mentioned variables were

found to be significant predictors of cyber abuse victimization.

Following Yar’s argument, adapting terrestrial theories to the new context

of technological violence would require proxies for the key theoretical concepts

that are tailor-made for the environment in which this new type of criminality

occurs. With the objective of identifying more ecologically valid measurements of

the lifestyle-routine activities-related theoretical concepts for better understanding

technological aggression, our study reports on an in-depth qualitative analysis

of two types of secondary data (newspaper reports and online forum postings

describing incidents of cyber abuse victimization). Our findings support adapting

lifestyle-routine activities theory to the new context of technological aggression,

and, as such, have implications for both theoretical development and practical

crime prevention.

6.2 Operationalization of the key lifestyle-routine ac-

tivity theory concepts

Lifestyle-routine activities theory—“the opportunity model of predatory victimization”—

explains differential risk of criminal victimization largely through the differences in
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victims’ lifestyles and routine activities (Cohen and Felson, 1979, p. 507). In other

words, individuals whose lifestyles and daily routine activities are more likely to

bring them into a direct contact with potential offenders are more likely to experi-

ence criminal victimization (Cohen et al., 1981). Different routine activities have a

different risk of victimization attached to them, therefore, individuals involved in

high risk activities, as the theory predicts, are more likely to experience victimiza-

tion than those who are not (Cohen et al., 1981). Within lifestyle-routine activity

theory, the potential risk of victimization associated with different lifestyles and

daily routine activities is encapsulated within four main theoretical concepts: ex-

posure to risk, proximity to offenders, target attractiveness, and absence of capable

guardianship.

6.2.1 Exposure to risk and proximity to offenders

The concepts of exposure to risk and proximity to offenders are both deeply em-

bedded in physical world dimensions of physical visibility and accessibility. Cohen

et al. (1981, p. 507) defined exposure to risk as “the physical visibility and acces-

sibility of persons or objects to potential offenders at any given time and place”,

while proximity to offenders as “the physical distance between areas where poten-

tial targets or crime reside and areas where relatively large populations of potential

offenders are found” (Cohen et al., 1981, p. 507).

Though the two concepts are largely overlapping, they are in fact distinct:

“The factor of proximity differs from that of exposure in that the former is a

physical relational property pertaining to physical distances between residential

locations of populations of potential targets and potential offenders, whereas the

latter pertains to variations in physical visibility and accessibility of potential

targets (persons or objects) to potential offenders as determined by personal char-
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acteristics of the potential targets” Cohen et al. (1981, p. 507). Because the

distinction between the two concepts is deeply rooted in physical world spatial

dimensions, re-situating these two concepts in the context of cyberspace where the

physical world dimension of space is largely irrelevant, is clearly a challenge as

evidenced by the existing research.

In the context of cyberspace, studies commonly measured exposure to risk

and proximity to offenders through the amount of time spent doing various ac-

tivities on the Internet (for example, doing online shopping, checking email or

talking in chat rooms) or various counts measuring online presence like number of

social media accounts, photos posted online and so on. Of the measured variables

only “time spent in chat rooms” (Holt et al., 2009), “hours spent using social net-

working sites” (Bossler et al., 2012) and “time spent instant messaging” (Ngo and

Paternoster, 2011) were found to be predictive of cyber abuse victimization.

In this context, Holt and Bossler (2008) and Ngo and Paternoster (2011)

suggested that simply being online does not necessarily mean increased exposure

to risk. Instead, the researchers suggested, participating in activities that involve

sharing information and spending time with others may be a better predictor of

personal victimization: “much like being in the street may not be a general risk

factor for victimization, but being on certain streets or being on the street alone or

at certain hours of the day are differentially consequential” (Ngo and Paternoster,

2011, p. 776). Furthermore, “[i]t is likely that simply watching video content or

reading other people’s blogs is a less risky activity for cyber abuse than posting

comments about video content or posting on other people’s blogs, especially the

blogs of strangers” (Vakhitova et al., 2018, p. 14).

Research is not clear on what exactly makes one more visible or accessible

in an online environment. Based on the proxies that were found to be predictors
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of online victimization, visibility and accessibility may be about being at specific

domains (e.g. chat rooms and such) and/or being involved in specific activities

such as communicating with others via instant messaging. The former is likely

to reflect the potential of encountering abuse from a stranger, while the latter is

likely to be related to abuse as a result of a grievance between individuals known

to each other such as family members, partners, friends, etc.

6.2.2 Target attractiveness

Opportunity-focused theories such as lifestyle-routine activity theory are rooted

in the fundamental assumption of a rational offender (Cornish and Clarke, 1986).

Under this assumption, the decision to break the law is seen as the result of

comparing the risk with reward. Target attractiveness represents the reward side

of the equation. It reflects “the material or symbolic desirability of persons or

property targets to potential offenders, as well as the perceived inertia of a target

against illegal treatment (i.e. weight, size, and attached or locked features of

property inhibiting its illegal removal and the physical capacity of persons to resist

attack)” (Cohen et al., 1981, p. 508). Target attractiveness has two key features

that reflect “symbolic or economic value to the offender” (Miethe and Meier, 1994)

and whether the potential target is “perceived as vulnerable and unlikely to actively

or successfully resist” (Popp, 2012).

The existing scholarship has commonly measured target attractiveness in cy-

berspace using various socio-demographic proxies such as gender, race, relationship

status, sexual orientation and even academic standing2. Additionally, Ngo and Pa-

ternoster (2011) and Marcum et al. (2010) measured target attractiveness through

2Most existing research focused on college and university students, so measuring academic
standing might make sense in this respect but may not be very useful in relation to the general
population.
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various aspects of communicating with strangers, for example, whether respon-

dents gave out personal information to strangers when requested or whether they

used “private” status on their social media sites. None of the variables measuring

communication with strangers were found to be associated with an increased risk of

cyber abuse victimization, and only gender (being a female) and relationship status

(being in a relationship) were found to be significant predictors of cyber abuse in

Reyns et al. (2011). While it is likely that demographic characteristics, especially

being a female, may be associated with the increased victimization, the mechanism

of why a female may be a more attractive victim compared with a male it is not

clear. In addition, in situations when offenders and victims known each other prior

to abuse, the abuse is most likely related to some grievance that resulted from that

prior relationship and therefore the effect of target attractiveness in overall risk of

victimization may be reduced, there is a clear gap in our understanding of what

make an individual an attractive target to a stranger-offender.

6.2.3 Capable guardianship

Target attractiveness is inherently linked to the concept of capable guardianship,

which represents the risk in side of the criminal decision equation. It reflects “the

effectiveness of persons (e.g. housewives, neighbours, pedestrians, private security

guards, law enforcement officers) or objects (e.g. burglar alarms, locks, barred

windows) in preventing violations from occurring, either by their presence alone

or by some sort of direct or indirect action” (Cohen et al., 1981, p. 507). Lack of

capable guardianship is likely to make one appear more vulnerable to a potential

offender and therefore more attractive as a target.

Capable guardianship in cyberspace has been commonly interpreted as hav-

ing both non-human (technological) and personal or human dimensions. Examples
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of proxies used to measure physical guardianship include the use of anti-virus and

firewall software, while personal/human guardianship has been commonly mea-

sured through level of skill as a computer user and being educated about cyber-

crime (Vakhitova et al., 2016). Recently, Hollis et al. (2013, p. 76) clarified capable

guardianship as “the presence of a human element which acts—whether intention-

ally or not—to deter the would-be offender from committing a crime against an

available target”. Subsequently, proxies measuring the effect of non-human and

personal (self-protection) guardianship do not reflect this updated definition of ca-

pable guardianship. Marcum et al. (2010) found variables including “the presence

of others while using a computer” and “parent/guardian monitoring the use of a

computer”, most closely reflected the definition of capable guardianship put for-

ward by Hollis et al. (2013) and had a significant negative correlation with cyber

abuse victimization of adolescents.

6.3 Current focus

Previous research in empirical utility of lifestyle-routine activities theory to ex-

plain cyber abuse shows that the operationalization of key theoretical concepts is

a challenge that requires “a careful consideration of the cyber abuse crime event,

its mechanisms, and the environment in which it occurs” (Vakhitova et al., 2016,

p. 171). With this challenge in mind, this study identifies the lifestyle and routine

activities-related factors associated with cyber abuse victimization to use them

as valid proxies for measuring the key theoretical concepts like exposure to risk,

proximity to offenders, target attractiveness, and capable guardianship. Designed

as a stepping stone toward adapting lifestyle-routine activities theory to explain

technological violence, this qualitative study identifies the key mechanisms asso-
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ciated with cyber abuse victimization and the extent to which lifestyle-routine

activities theoretical concepts adequately reflect these. To achieve this objective,

we perform an in-depth thematic analysis of newspaper reports (NR; N = 115)

and computer mediated communications (CMC; N = 95) describing incidents of

cyber abuse victimization.

6.4 Data and method

To identify ecologically valid proxy measures for key lifestyle-routine activities-

related theoretical concepts, we analyzed the data containing the information

about the incidents of cyber abuse victimization in the form of 1) newspaper

reports (NR) and 2) computer mediated communications (CMC) in the form of

posts in online forums dedicated to discussing cyber harassment and cyber stalk-

ing victimization. Employing several different sources of data about cyber abuse

victimization allowed us to examine cyber abuse victimization from different per-

spectives and to improve the validity of findings. While CMCs were self-reported,

the newspaper reports were typically written by third-party journalists, and al-

though, both newspaper reports and CMCs allow access to a large pool of broad

spectrum victimization scenarios, newspaper articles tend to focus on extreme,

somehow special or rare events and are more likely to involve unique victims (e.g.

celebrities or public figures) (Moriarty and Freiberger, 1987), and CMCs are more

likely to be representative of victimization scenarios occurring in the community.

NRs and CMCs analyzed in this study were in written in English between 2003

and 2016 and available in open access online.
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6.4.1 Sampling

Sample 1: Newspaper reports (NR)

The first dataset was created by systematically selecting newspaper reports de-

scribing incidents of cyber abuse victimization from ProQuest library database, in-

cluding ProQuest Newsstand, Canadian Newsstand Complete and ProQuest Aus-

tralia & New Zealand Newsstand 3. To identify the articles we used the following

search terms: cyberstalking OR cyber stalking OR cyberharassment OR cyber ha-

rassment OR cyber abuse OR cyberbullying OR cyber bullying OR online stalking

OR online harassment OR online bullying. Only the articles that were available as

full text were included in the sample. Also, commentary, general Information or

other similar types of publications were not considered for inclusion in the sample.

To further specify the selection criteria, we only included NRs published in the

following five countries: United States, United Kingdom, Canada, Australia, New

Zealand, as these countries are very similar in terms of their Internet penetration,

computer literacy and culture in general, and therefore should be comparable in

terms of using technology for interpersonal violence. Figure 6.1 shows the process

used to identify the newspaper reports to be thematically analyzed in this study.

3ProQuest is an electronic news database which covers 1,300 mainstream newspapers published
worldwide. Every issue of each newspaper is indexed thoroughly to include not only top news
stories, but also other information. Examples of publication titles include: The Guardian, The
Washington Post, Daily Mail, The Sun, The Australian and The Daily Telegraph.
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Records identified through database search query

 N = 81,765

Records screened for relevance

 N = 81,765

Records excluded for being irrelevant

 N = 78,766

Records used in the selection of random sample

 N = 2,999

Records not selected into random sample

 N = 2,400

Full−text articles assessed for eligibility

 N = 599

Full−text articles

 N = 2,400

Full−text articles assessed for uniqueness

 N = 132

Duplicates removed

 N = 17

Articles included in the analysis

 N = 115

Figure 6.1: Flowchart of the process of selecting the newspaper reports sample

The initial search produced a sample of 2,999 newspaper reports and was

deemed too large to be analyzed manually. To reduce the sample, we employed

systematic sampling to select every 5th case (initially sorted chronologically with

the most recent reports at the top), which produced a sample of 599 newspaper

reports. The sample was further screened to ensure adequate detail is included.

Articles that did not clearly identify: 1) the nature of the offender-victim relation-

ship, 2) offender motivation, and 3) names of offender(s) and/or victim(s) were

excluded from the sample. The names of offender(s) and victim(s) were needed to
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avoid including in the sample duplicate stories. Both the nature of the offender-

victim relationship and description of offender motivation were necessary to un-

derstand why a person was targeted in a particular incident of cyber abuse. The

offender-victim relationship identifies whether the offender and victim knew each

other prior to abuse and what ultimately led to the abuse. Also excluded were

reports, which described the same event, with only the most complete account of

the incident retained. In total, 115 newspaper reports matched all the criteria and

were retained for further analysis. On average, these reports were 1,036 words long

and ranged from 181 and 3,711 words per report.

Sample 2: Computer mediated communications (CMC)

For our second dataset, we analyzed the self-report stories of cyber abuse vic-

timization (n = 95) that had been posted by victims on several dedicated online

discussion forums. All stories included in the sample were obtained from open

source websites requiring no registration of membership to access the stories. The

forums were established to provide users a platform to share their stories of vic-

timization. These forums were identified as sources of personal accounts of cyber

abuse victimization through a Google search using the search query: “real life

stories of cyber stalking or cyber harassment”. The CMCs analyzed in this study

were sampled from from three threads dedicated to cyber stalking or cyber harass-

ment from the following online forums: Jezebel, Stalking Victims Sanctuary and

The Experience Project (all three are English-speaking forums).

The fact that the stories were not specifically produced for research purposes

(members wrote their stories as they saw fit and only discussed elements of the

story they considered important or interesting), meant they did not follow a set

structure or necessarily included core details. Similar to selecting newspaper re-
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ports, we used inclusion criteria for CMC reports ensuring that CMCs contained

enough information to determine the nature of offender-victim relationship (prior

relationship vs. strangers) and offender motivation. After carefully reading all

CMCs (n = 1, 275) posted in the dedicated cyber abuse threads of the three se-

lected online forums, 95 CMCs were selected for inclusion. On average, CMCs

were 332 words long, ranging from 59 to 2,063 words in length.

6.4.2 Analytic strategy

To better understand the risk factors related to lifestyle and routine activities of

victims of cyber abuse, we conducted thematic analysis of newspaper reports (NR)

and computer–mediated communications (CMC). To systematize the process, we

used NVivo v.114. Thematic analysis was chosen for its ability to identify impor-

tant patterns and/or themes in non-structured free-text data. In this context, a

theme “captures something important about the data in relation to the research

question and represents some level of patterned response or meaning within the

data set” (Braun and Clarke, 2006, p. 82).

In conducting the thematic analysis, we followed the procedure described in

Braun and Clarke (2006). First, we familiarized ourselves with the data by read-

ing and re-reading the newspaper articles and the CMCs. The next step involved

manually coding the data by deductively generating succinct labels to identify

important features of the stories relevant to and reflective of lifestyle-routine ac-

tivities theoretical concepts like exposure to risk or proximity to offenders. Using

this approach allowed the identification of the precipitating causes of victimiza-

tion events, in most cases. For example, in this piece of CMC text, we coded it

4NVivo is a qualitative data analysis computer software package produced by QSR Interna-
tional. It allows analysis of “very rich text-based and/or multimedia information, where deep
levels of analysis on small or large volumes of data are required” (McNiff, 2016).
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as “debate about abortion” as it was apparent the abuse occurred in response to

heated debate about this topic:

I was on facebook, my friend had posted something about abortion. I

began arguing with a relative of his (his brother), who is a rabid pro-

lifer. He cannot debate me with logic or facts, so instead he threatens

to ass-rape me and cum on my ugly face because my “wore out old

cunt” is not worthy of his “priceless load”. [CMC006]

After coding was completed, we searched for themes by examining the ini-

tial codes to identify significant broader patterns of meaning and collating data

relevant to each candidate theme. As we continued reading the stories, we found

several more incidents where getting involved in a contentious debate resulted in

victimization. These were identified as “getting involved in a debate about homo-

sexuality”, “getting involved in debate on politics”, etc. Eventually, these labels

were collated under one theme: “Passion for contentious issues, such as politics or

sexuality”. This theme was then classified as reflective of “target attractiveness -

vulnerability” as we believed that being passionate about one or more contentious

topics increases the likelihood of becoming involved in an online discussion and

increases the likelihood of subsequent victimization.

When developing themes, we repeatedly went back to the data associated

with each code and then to the whole dataset and reviewed whether or not the

candidate themes mapped onto the coded data and the dataset as a whole (Braun

et al., 2014). Next, the identified initial themes were reviewed. We checked the

candidate themes against the dataset to determine that they were relevant to the

theoretical concepts of interest and that they adequately represented the data. At

this stage, when necessary, the identified themes were refined, split, combined, or
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discarded. Finally, themes relevant to lifestyle and routine activities theoretical

concepts and most representative of the data were settled upon.

6.5 Results

The themes related to lifestyle and routine activities of victims of cyber abuse

emerged in our analysis of newspaper reports and CMCs were grouped around

the key theoretical concepts of exposure to risk, proximity to offenders, target

attractiveness and capable guardianship.

6.5.1 Exposure to risk

The concept of exposure to risk reflects two qualities of potential victims: their

visibility and accessibility to potential offenders. Our analyses suggest that in

the context of cyber abuse, visibility to cyber abusers is associated with perform-

ing activities that involve interaction with others using technology. Activities like

browsing web sites or watching online videos does not normally involve such in-

teraction, and, therefore, are unlikely to increase one’s visibility to potential cyber

abusers. However, for activities that involve having a blog that allows readers to

post comments about its content or performing volunteer duties as a moderator in

an online community page or discussion forum, such interaction is an integral part

of the activity. This interaction with others (strangers or non-strangers) appears

to be the source of cyber abuse. Our thematic analysis identified three common

themes related to exposure to risk in the context of technological aggression: 1)

conducting professional activities online, 2) participating in online community ac-

tivities or performing volunteer duties online, and 3) using the Internet to promote

oneself and/or one’s causes. All these activities involve interaction with others as
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an integral part of the activity.

Conducting professional or semi-professional activities online (for ex-

ample, as a writer or a journalist)

Performing professional and quasi-professional activities5, such as journalist, writer,

or blogger, especially in contentious areas like feminism or sexuality, appears to be

associated with an increased risk of abuse. For example, this is how Jessica Valenti,

a writer working for The Guardian (a UK-based daily newspaper, also available

online http://www.theguardian.com) described her experiences with cyber abuse

due to her professional activities:

Imagine going to work every day and walking through a gauntlet of

100 people saying “You’re stupid”, “You’re terrible”, “You suck”, “I

can’t believe you get paid for this”. It’s a terrible way to go to work’.

[NR097]

One example of cyber abuse victimization as a result of professional activities

performed online is the infamous “Gamergate” case. Anita Sarkeesian, a writer

and blogger at the center of the “Gamergate”, was targeted following her releasing

a series of YouTube videos about the role of females in the world of video games:

They tried to get my Kickstarter cancelled and reported me to the FBI

and the IRS. They tried to post my home address and my parents’

information... [NR014]

Having a popular web site or being published in high-traffic media outlets

appears to make one more visible and accessible. If this increased visibility and

5Here, by quasi-professional activities we mean activities such as having a popular blog, a
social media page or a web site, which require a certain level of commitment, but may or may
not be monetizable
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accessibility is combined with the author’s controversial views, ideas, or topics he

or she writes about, that adds to the potential risk of victimization. For example,

Julia Ioffe, a Russian-American journalist, was cyber abused by the supporters of

then Republican front runner Donald Trump. The attack followed GQ magazine

(a popular high-traffic publication) publishing Ioffe’s article about Melania Trump:

Twitter users posted photos of her face superimposed on a mug shot

from Auschwitz. The Daily Stormer, a white supremacist site, attacked

Ioffe in a blogpost titled: ‘Empress Melania Attacked by Filthy Russian

Kike Julia Ioffe in GQ!’ [NR102]

Surprisingly, analysis of the sample of postings on online forums suggest that

the level of exposure required to attract the attention of cyber harassers is quite

low. One does not need to be particularly famous to attract unwanted attention:

I had a semi-popular blog on Wordpress 3-4 years ago. I ended up

getting a ton of traffic one day in December (my senior year of college)

because I was featured on Wordpress’s “Fresh Pressed” feature. It was

great... until this woman started posting comments on every.single.post

I’d ever written. She emailed me asking for my facebook. I ended up

deleting my blog because of the exposure (it was just too much for

my little fashion blog) and asking her, politely, to leave me alone. I

switched my blog to Blogger (where I’ve been ever since) and... she

followed me. After I again asked her to stop emailing me asking for

personal information, she got really nasty. It turned into a 6 month

affair. She stalked me across multiple social media channels, threatened

me, made fun of my struggle with depression, stole content and photos

from my blog. [CMC030]
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Participating in online community activities or performing volunteer

duties online (for example, serving as a moderator of an online forum,

social media page, news or media site, online gaming site, etc.)

Like conducting professional activities online, participating in online community

activities as moderators of online forums or web sites also appears to be associated

with an increased risk of cyber abuse victimization through an increased exposure

to cyber abusers. Online moderators are the gate-keepers of the cyber universe,

their role is to enforce the rules and regulations in a largely unregulated space,

which is often associated with dealing with rule-breakers.

I co-mod a fairly popular blog on Tumblr about male privilege, and

have received countless rape and death threats as a result. The founder

of the blog was driven off Tumblr completely when a group of detrac-

tors doxxed her, posting not only her full name, address, and other

details, but pictures of the outside of her house. These pictures were

accompanied by threats of firebombing. It’s actually not as bad now

as it used to be, but there was a point when there were dozens of hate

blogs devoted to mocking our blog/ specific moderators. Another of

our mods was repeatedly doxxed, and has also left Tumblr as a result.

It’s frightening how effectively they were silenced. Both of them left

genuinely fearing for their lives, which is horrifying. Even talking about

this is frightening, because I do worry that the detractors will come for

me one day. [CMC005]

The exposure of online volunteers to cyber abusers occurs in a different way

to that of the online professionals. They are not exposed due to their “fame”,

as often moderators conduct their duties anonymously and behind the scenes.
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Instead, they are exposed through their role as the rule-enforcers and their contact

with the rule-breakers:

When I was younger I was a moderator on a very popular (at the time)

horror film forum, and I got some weird stalkers. One in particular

stands out. There was a thread where people posted their own short

horror stories and this guy would post long detailed stories about rap-

ing, torturing and mutilating women. Lots of users posted gruesome

stuff, but I always found his particularly unsettling with their obsessive

level of detail. Anyway, one day I made a decision he didn’t like and

he sent me a LOOOONG PM6 detailing what a horrible moderator I

was and making explicit, sexually charged threats of violence. I made

the mistake of responding telling him to fuck off, and for the next few

weeks my inbox was full of threats detailing how I should be raped and

killed and have my vagina filled with maggots and sewn up with rusty

needles etc etc etc... There are a lot of great people in the horror com-

munity, but there are also a substantial minority of angry male nerds

who seem to genuinely haaaaaate women and are drawn to horror to

fulfill their latent rape/misogyny fantasies. [CMC027]

Using the Internet for promoting oneself or one’s causes (for example,

charitable or social causes)

Our analyses indicate that using the Internet to promote oneself or one’s causes

(such as charitable or social causes) could be associated with cyber abuse vic-

timization through increased visibility and accessibility of the victim to potential

offenders. For example, Caroline Criado-Perez, a feminist activist and journalist,

6Private message
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has been viciously abused online following her campaign for women to gain better

representation in the British media and to be depicted on banknotes [NR136]:

this Perez one just needs a good smashing up the arse and she’ll be

fine

Everyone jump on the rape train @CCriadoPerez is conductor; “Ain’t

no brakes where we’re going”

Wouldn’t mind tying this bitch to my stove. Hey sweetheart, give me

a shout when you’re ready to be put in your place. [NR090]

According to Caroline Criado-Perez herself, it was her activism that made

her more visible to potential offenders while the online platform she used to pro-

mote her campaign made her accessible:

Men get attacked because they’ve said or done something someone

doesn’t like, whereas women get attacked because they’re visible. [NR017]

6.5.2 Proximity to offenders

The original definition of proximity to offenders (Cohen et al., 1981) (see also

Section 6.2) has three main components: 1) the area where the potential victim

resides, 2) the area where relatively high concentrations of offenders are found,

and 3) the physical distance between the two areas. When transposed into the

environment of cyberspace, these three components obtain a different meaning.

As physical distance is irrelevant in the context of technological aggression, we

need to focus mainly on the other two components (areas of influence of victims

and offenders).
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Our analyses suggest that some online places (specific web sites, online fo-

rums, social media pages, etc.) attract more potential cyber abusers than others.

Visiting and especially actively participating in activities in these places may be

risky from the point of view of potential for cyber abuse. Our analyses suggest that

the following activities could all increase the risk of personal victimization from

cyber abuse: 1) participating in discussions in certain online forums, 2) posting

in comments sections of online newspapers, and 3) participating in online multi-

player games. All these activities appear to result in the potential victims getting

into the areas affected by a relatively high concentrations of potential offenders.

Participating in online discussion forums

Several stories in our two samples mentioned special forums like Reddit as the

source of abuse experienced by the victim. It appears that Reddit in particular

has a reputation for upholding the right for free speech to the point where anything

goes. Unsurprisingly, some people operating on these forums interpret freedom of

speech as freedom to abuse without consequences:

I posted a fairly popular “progress pic” on /r/twoxchromosomes once I

hit 140 pounds lost. I should have known it was going to happen, but

I got an absolute shit storm of the most horribly offensive messages

ever. But this one person took the cake. I’ve never had anything quite

so horrible said to me in my entire life. I eventually went to the mods

but this guy kept it up for weeks. Like, “Just your daily message to

let you know you’re a fat, worthless, disgusting cunt and should kill

yourself.” Those kinds of messages. Daily. For WEEKS. [CMC003]

Ellen Pao, the former CEO of Reddit experienced cyber abuse following her
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decision to enforce anti-bullying policies by banning communities, or subreddits

for harassing behavior. A subreddit, r/paomustresign, was created to house an

online petition asking for Pao to step down from her job at Reddit. However, the

many posts in this subreddit were clear harassment and contained:

Memes comparing her to feces, calling her vile names, photoshopping

her face onto obese bodies and trying to manipulate Google image

search results so that pictures of Hitler or the Islamic State flag show

up when you look up her name. [NR107]

Though some online forums seem especially attractive to cyber abusers, even

seemingly innocuous online forums, like the ones devoted to discussing music, have

a capacity to attract potential harassers:

I belonged to a small music forum and ended up pissing off a skinhead,

and the skinhead and his supporters on there ended up harassing me,

my family and my workplace for nearly a month. [CMC026]

The above examples illustrate of the potentially risky nature of online dis-

cussion forums. They seem to provide an environment suitable for harassment and

thus attract a disproportionately large number of potential offenders. The rela-

tive anonymity afforded by such online environments allows attacking with almost

no opportunity for a recourse by the victim. We therefore suggest that the level

of participation in online discussion forums is a suitable proxy for measuring the

concept of proximity to offenders.

Participating in online multi-player games

Another kind of online domain that seems to attract disproportionate amount

of cyber abuse is Massively Multi-Player Online Games (MMOGs), like World
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of WarCraft (WoW) (https://worldofwarcraft.com) or League of Legends (LoL)

(http://leagueoflegends.com). These sites attract millions of players worldwide

and are known for their cyber harassment reputation. This type of online gaming

is very popular with Wold of WarCraft having over 100 million accounts created

over the lifetime of the game (Sarkar, 2014) and League of Legends having over

100 million players worldwide monthly (as of January 2016) (Tassi, 2016). These

sites also attract disproportionate number of cyber abusers:

I used to play WoW with a very good online friend who I’ve known

for years and years and, while he has some problematic opinions on

feminism, he’s a good guy. His friend in the guild we were in, however,

was not. While all the other guys in the guild spent hours jumping

from roof to roof in Orgrimmar, he would harass me for grinding for

reputation because I wasn’t doing anything “useful”. He would spend

full days sending me message after message about how he wished he

hadn’t deleted his Alliance characters because he wanted to kill me

over and over so I would do what he wanted me to do instead of what I

wanted to do in the game. He was a real life friend of the friend that I

was playing with, and his constant harassment was brushed off by him

and his other friends because they found it amusing, not a reason to

quit the game like I did. [CMC004]

It appears, like online discussion forums, online multi-player gaming en-

vironments facilitate harassment through affording the harassers anonymity and

removing the need for a potentially risky face-to-face confrontation with the vic-

tim. It may simply be easier to behave inappropriately or downright illegally in

this online environment. We therefore advance participation in online multi-player
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gaming as another proxy for measuring proximity to offenders in the context of

cyber abuse.

6.5.3 Target attractiveness

Target attractiveness is a complex concept reflected in the victim/target’s 1) vul-

nerability and 2) symbolic value.

Vulnerability

Being passionate about contentious issues like politics or sexuality

Several stories in both samples identified expressing one’s opinions on contentious

topics such as politics, religion or sexuality as a source of disagreement between

the parties, which resulted in cyber abuse.

Imagine this is not the internet but a public square. One woman stands

on a soapbox and expresses an idea. She is instantly surrounded by an

army of 5,000 angry people yelling the worst kind of abuse at her in an

attempt to shut her up. Yes, there’s a free speech issue there. But not

the one you think. [NR056]

As was mentioned earlier, many victims in our samples present a number of

risk factors at the time of the attack like being vulnerable (target attractiveness)

and at the places that attract cyber abusers (proximity to offenders). For example,

having strong views on contentious topics (e.g. sexuality and transgender issues)

and participating in online multi-player games may increase the risk of cyber abuse

victimization:

I’m a frequent face in a certain chat room for a certain online game. For

several months there was a guy there, and though I had some friendly
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debates with him about certain things (he had a tendency to make

outlandish, untrue claims without backing them up, likes conspiracy

theories, etc.), he was always civil about it. Then we had a debate

about homosexuality. He’s firmly in the “children who are raised by

homosexuals will be screwed up” camp. I’m firmly in the other di-

rection. After that, he began harassing me. So many homophobic,

transphobic, misogynistic insults. Every time I spoke in that room, no

matter what I said or who I was speaking to, he would launch a verbal

assault on me. He’d constantly suggest I was regularly raped by my

father or uncle, for example, or when suicide came up in conversation

he suggested I should do it, or he’d invent lies about my conduct in

the game... [CMC053]

Both these examples demonstrate that certain topics may trigger a negative

reaction, which, in the unique environment of cyberspace, could quickly escalate

to abuse.

Symbolic value

A potential offender could be attracted to an individual who is famous (a celebrity).

In the online context, celebrities can be traditional (e.g. movie stars, athletes, etc.)

or the new type of celebrities—e-celebrities.

Traditional celebrities

In cases of celebrities in the traditional sense of the word (e.g. movie stars, singers,

high-end fashion models, athletes, etc.), these individuals are exposed to potential

stalkers through their physical world activities, such as acting, making music,

writing bestsellers, etc. These celebrities become famous in the real world and in
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turn their online presence makes them more accessible to potential stalkers. For

example, Sophia Monk’s (an Australian actress and singer) stalker followed her

career since her breakout performance on reality show Pop Stars:

When I first saw her, I was a drug addict and she just stood out. I

thought she was this regular girl who had turned her life around and I

wanted to do the same. [NR002]

Athletes are another type of modern celebrity, who can become targets of

cyber abuse due to their performance (or non-performance): Olympic champion

swimmer Rebecca Adlington has received the following abusive message on Twitter

following her ...:

you shark fin nosed ******** , you belong in that pool you ****ing

whale. [NR073]

E-celebrities

A new breed of online celebrities, dubbed in the media as “social media influ-

encers”, become famous because of their online presence. For example, Rebecca

Black became a YouTube sensation after her song “Friday”, went viral with 16

million views in one week in the March of 2011. The singer was abused on her

YouTube page after the song was dubbed “the worst ever”:

I hope you cut yourself, and I hope you get an eating disorder so you’ll

look pretty. [NR011]

Another group of victims, whose activities reflect both their vulnerability

and symbolic value are the public figures (e.g. politicians), activists, or community

leaders. These individuals usually have strong views on important current topics
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(e.g. politics, environment, gender issues, etc.) and at the same time potentially

have a celebrity-like appeal associated with being at the center of the general

public’s attention.

6.5.4 Guardianship

Guardianship is about preventing crime, which makes it a challenge when examin-

ing guardianship using descriptions of events where crime was not prevented. How-

ever, several newspaper reports and CMCs described incidents where guardians in-

tervened after some initial abuse already occurred. Considering that cyber abuse

by definition is repetitive in nature and occur over time, this type of intervention

is still extremely important. As stories told by the victims or their guardians

demonstrate, intervention by third parties often stops the abuse, prevents future

attacks and subsequently reduces the damage to the victim.

Our analyses identified that people who tend to act as guardians against

cyber abuse are often close physical world relations (e.g. parents, friends, co-

workers, etc.). These people are likely to witness the abuse and be invested enough

in the relationship with the victim to actively intervene. For example, in following

two stories, it was the victim’s parents who intervened to protect their child from

cyber abuse.

An Australian mum has named and shamed a 12-year-old cyber bully

who has been tormenting her daughter. Anne-Marie Schmidt posted a

screen shot on her Facebook page of the girl’s Instagram post, which

incites other grade sixes to call her daughter Mackenzie a ”b*tch”.

[NR001]

The former Red Sox pitcher [Curt Schilling, whose daughter was abused
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online] acted swiftly, publicly humiliating his targets and getting some

fired from jobs and suspended from university. [NR072]

In addition, complete strangers could also act as guardians against cyber abuse.

For example, in the following story the victim’s mother solicited moral support for

her son from both online and offline community. In effect, those who joined the

initiative also exercised guardianship:

Brocklebank [the victim’s mother] went online and created a website,

LettersforNoah.com, and a Facebook page to ask for help in showing

her son that he matters and that life after middle school does get better.

Soon, the envelopes and packages overwhelmed the tiny Simpsonville

post office box that Brocklebank secured. When his 13th birthday ar-

rived Friday, Noah read a new batch of letters, screened by his parents,

from his favorite teachers, cousins, friends and strangers from Balti-

more and as far away as Alaska, Ireland, Japan and Australia - 2,000

in all. [NR016]

6.5.5 Limitations and future directions

Some limitations with the research design and analysis should be acknowledged.

Newspaper reports tend to discuss only the most unique, the most intense and

the most special cases, so stories of cyber abuse published in newspapers tend

to be biased towards the most extreme cases of abuse. To overcome this issue,

we examined the alternative sample of cyber abuse stories written by ordinary

people, which are presumably less biased and are likely to be more representative

of the cyber abuse in the general population. However, the validity of these stories

is difficult to confirm or control. Our samples are limited to certain cases that
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contained enough information to code, and other examples with less information

may have presented varied accounts. Likewise, information presented may not

have included all the facts and thus more or less emphasis on key features of cases

may have occurred.

6.6 Discussion and conclusion

The review of the existing research in application of lifestyle-routine activities

theory to account for cyber abuse victimization revealed that operationalization of

key theoretical concepts based on physical world research may be problematic. To

identify the potential lifestyle-routine activities-related risk factors for cyber abuse,

this study conducted a thematic analysis of two data samples: newspaper reports

and CMCs in the form of postings on online forums describing incidents of cyber

abuse victimization. Table 6.1 summarizes the findings in this study and lists the

identified proxies for measuring the key theoretical lifestyle and routine activities-

related concepts of exposure to risk, proximity to offenders, target attractiveness

and capable guardianship.
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Table 6.1: Identified proxies for measuring key lifestyle and routine activities-
related theoretical concepts

Theoretical Concept Proxy Measurements

Exposure to risk a) Conducting professional or semi-professional activities
online
b) Participating in online community activities or per-
forming volunteer duties online
c) Using the Internet to promote oneself or one’s causes

Proximity to offenders a) Participating in discussions in online forums
b) Participating in online multi-player games

Target attractiveness: a) Vulnerability: Being passionate about contentious is-
sues
b) Symbolic Value: Celebrity status

Capable guardianship a) Primary relationships (e.g. family, friends)
b) Secondary relationships (e.g. social media connec-
tions)

It appears that exposure to risk may be increased with participation in a)

professional or semi-professional activities, b) volunteer duties performed online,

and/or c) using the Internet to promote oneself or one’s causes. All these activities

increase one’s visibility and accessibility to potential offenders. As the examined

victims’ stories suggest, increased visibility is the desired effect of any professional

activity online. While keeping one’s work private might help reduce the risk of vic-

timization, this defeats the purpose of having an online presence. With increasing

visibility and the audience, the pool of potential offenders also increases.

Exposure to risk is increased through a different mechanism when performing

volunteer duties online. Unlike the professionals, visibility is not necessarily the

goal for the volunteers but rather a side effect. Volunteers’ exposure to risk is

increased through the nature of their activities - the duty to interact with rule-
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breakers and potential cyber abusers. Their role as gate-keepers of cyberspace

makes volunteers particularly vulnerable to attacks from cyber abusers.

Like the online professionals, those who use the Internet to promote them-

selves or their causes can become victims of cyber abuse through their increased

visibility to potential offenders. For this group of Internet users, increased visibil-

ity is necessary to achieve their goal of self-promotion or promoting their causes.

With the increased visibility comes the increased potential for abuse. All three of

these activities involve, as an integral part, interaction with others, which assumes

the need for some open channels of communication (e.g. e-mail, private messaging,

SMS, ability to post comments, etc.). This increases the accessibility of potential

victims.

In their original formulation, proximity to offenders and exposure to risk

were envisaged as largely overlapping. The main difference between the concepts,

according to Cohen et al. (1981) is that the former is about physical distances

between the offender populations and the latter is about physical visibility and

accessibility of targets. In the context of cyber abuse, we see these two concepts as

still very much overlapping, but with one important difference. While exposure to

risk is about activities that are performed on the victim’s “own turf” (e.g. personal

blog, social media page or web site), proximity to offenders is about visiting online

places (e.g. web sites, online forums, social media pages, etc.) known to attract

cyber abusers.

Our analyses suggest that the proximity to offenders and the associated

risk of victimization from cyber abuse may be increased through participating in

a) discussions in online forums, and b) online multi-player games. Both these

activities are performed in domains that have a reputation for attracting cyber

abusers. These types of online domains historically supported and encouraged
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expression of free speech, which can sometimes be interpreted as freedom to abuse.

Further, our analyses suggest that what makes a target attractive to a po-

tential cyber abuser depends on the nature of the offender-victim relationship prior

to abuse. In this context, celebrity status, often associated with such qualities of

the victim as talent, physical beauty, athletic ability, or simply a result of a chance

occurrence (the so called 15 minutes of fame), can make individuals not only visible

to potential cyber abusers but also make him or her appear particularly attractive.

On the other hand, while being a celebrity, even if minor, appears to be a

risk factor for cyber abuse, one does not need to be a movie star to become a victim

of cyber abuse. Besides the celebrity status, being passionate about contentious

issues and being willing to engage in public online discussions on said topics makes

one potentially vulnerable to cyber abuse. Passionate people may be easier to

manipulate into abusive conversations than more dispassionate ones.

A potential victims’ vulnerability can also be determined by whether he or

she appears to be also unprotected by guardians. While using the data describing

incidents where protective factors were either not present or not effective makes

examining capable guardianship obviously challenging, our analyses suggest that

having supportive close relationships with family, friends and others may serve as

a protective factor against cyber abuse. These relationships could be both offline

and online types.

A common thread runs through both examined samples—newspaper reports

and CMCs—many victims present more than one risk factor for cyber abuse vic-

timization. An example of such an individual is a writer (exposure to risk: profes-

sional activities), who is somewhat of a celebrity (target attractiveness: celebrity

status), who is passionate about a contentious issue (target attractiveness: vulner-

ability) and uses his/her online presence to promote a social cause (exposure to
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risk). In future studies it could be beneficial to include any potentially influential

interactions when modelling cyber abuse victimization.

In summary, our analyses suggest that several previously unidentified lifestyle

and routine activities-related risk factors may be useful as proxies for the key the-

oretical concepts of lifestyle-routine activities in the context of cyber abuse victim-

ization. These findings can be advanced by further studies which test these results

quantitatively.
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Chapter 7: Study 5
Chapter 3 identified operationalization of the key theoretical concepts as a poten-

tial source of mixed results of empirical testing of opportunity theories. To address

this issue, chapter 5 qualitatively examined a number of proxies for lifestyle and

routine activities potentially associated with cyber abuse victimization.

To ascertain the empirical utility of these newly identified proxies as factors

associated with cyber abuse victimization, chapter 7 quantitatively tests the find-

ings from Chapter 6 using a nationwide (USA) crowdsourced sample (N = 1,463)

collected through an online survey of members of an online labour portal Mechan-

ical Turk. The data analysis using Bayesian Profile Regression is able to identify

five population subgroups based on their lifestyles and routine activities in terms

of the associated risk of personal victimization from different types of cyber abuse.

The Chapter examines the differences in lifestyles and routine activities between

the identified groups and concludes that victims’ lifestyles and routine activities

play a significant role in their risk of various types of cyber abuse victimization.

Chapter 7 is currently under review by the Journal: Computers in Human

Behaviour and has been formatted to that journal style. The citation is as follows:

Vakhitova, Z.I., Webster, J., Alston-Knox, C.L., Reynald, D.M., & Townsley,

M.K. (under review). Lifestyle and routine activities: Do they enable different

types of cyber abuse?

The co-authors of this manuscript are my thesis supervisors, Reynald, D.M.
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(PhD), Alston-Knox, C.L. (PhD) and Townsley, M.K. (PhD), and my colleague Dr.

Webster, J.L. My (Zarina I. Vakhitova) contribution to the manuscript involved:

initial concept and methodological design, data collection, analysis and preparation

of the manuscript.
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Lifestyle and routine activities: Do they enable

different types of cyber abuse?

Abstract

Background: The emergence of new technology-facilitated types of crime following

the advent of the Internet necessitated the re-examination of the utility of tradi-

tional theories such as lifestyle-routine activity theory to explain crimes that occur

in the new and unique environment of cyberspace.

Reason for study: The objective of this study was to investigate whether victims’

lifestyles and routine activities can help explain the risk of victimization from

direct, indirect and mixed types of cyber abuse.

Research design: To achieve this objective, the data from a large nationwide (US)

crowd-sourced sample (N = 1,463) of adult members of an online labour portal

Mechanical Turk was collected using an online survey platform Qualtrics and then

analyzed using Bayesian Profile Regression to identify clusters of lifestyles and

routine activities of victims associated with victimization from different types of

cyber abuse.

Findings: Our analyses were able to distinguish between victims and non-victims

as well as between victims of different sub-classifications of cyber abuse. Specif-

ically, we have identified five population subgroups based on their lifestyles and

routine activities in terms of the associated risk of personal victimization from

different types of cyber abuse. This paper discusses the differences in lifestyles

and routine activities between the identified groups.

Conclusions: Our findings generally support the empirical utility of lifestyle-

routine activity theory to explain cyber abuse victimization; as with other tra-
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ditional types of crime (e.g. robbery or assault), victims’ lifestyles and routine

activities play a significant role in their risk of various types of cyber abuse vic-

timization.

Keywords: cyber abuse, lifestyle-routine activity theory, Bayesian Profile Regres-

sion, victimization.
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7.1 Introduction

The emergence of new types of technology-facilitated crimes compelled criminolo-

gists to re-examine the utility of traditional crime theories in the context of new

environment of cyber space. Despite the major developments in this area, the ques-

tion still remains: to which extent are traditional criminological theories useful for

explaining new types of crime such as cyber abuse? With this question in mind, a

growing body of empirical research tested the utility of traditional theories in the

context of cybercrime (Holt and Bossler, 2014). Studies by Bossler et al. (2012),

Hinduja and Patchin (2009), Holt et al. (2009), Holt and Bossler (2014), Leukfeldt

and Yar (2016), Marcum et al. (2010), Ngo and Paternoster (2011), and Reyns et

al. (2011) and others focused on arguably the most challenging group of theories to

apply to cyber crimes, namely opportunity theories such as routine activity theory

(RAT) (Cohen and Felson, 1979) and lifestyle-exposure theory (LRAT) (Cohen

et al., 1981). The biggest challenge in the application of these types of theories

to cyberspace is in the potential conflict between the theoretical requirement for

offenders and targets to converge in time and in space in order for crime to occur

and the “chronically spatio-temporally disorganised” environment of cyberspace

(Yar, 2005, p. 424). To date, this scholarship produced mixed results(Vakhitova

et al., 2016).

The nature of the samples examined in previous research (mostly small sam-

ples of college students), the types of analytical approaches (conventional regres-

sion analyses using the Wald test that are more suitable for large samples), the

way cyber abuse was operationalized in these studies (mostly as one uniform type

of crime rather than distinct sub-classifications based on a theoretically derived

rationale), as well as the choice of proxies to measure the key theoretical concepts
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in the new environment of cyberspace makes it difficult to tease out the effect of

lifestyles and routine activities as risk factors across these studies (Vakhitova et al.,

2016). The overarching goal of this study is therefore to evaluate the empirical

utility of LRAT to explain different sub-classifications of cyber abuse victimization

using robust methodology and innovative analytical approach. To achieve this ob-

jective, we analyzed a large sample (N = 1,493) of American adults using Bayesian

Profile Regression to form clusters of similar covariate profiles that model the risk

of cyber abuse. This study contributes to both theoretical and empirical literature

on the utility of traditional theories of crime to explain new types of victimization.

We start by reviewing the existing literature on the application of LRAT in the

context of cyber abuse victimization with the focus on the operationalization of

the key theoretical concepts.

7.2 Research testing lifestyle-routine activity theory in

the context of cyber abuse victimization

Originally developed to explain criminal victimization in the physical world, LRAT

integrates core ideas from two theoretical perspectives–routine activity theory (Co-

hen and Felson, 1979) and lifestyle exposure theory (Hindelang et al., 1978)–and

focuses on the differential risk of criminal victimization as the function of differ-

ences in victims’ lifestyles and routine activities (Cohen et al., 1981). The theory

encapsulates the risk within four main concepts: exposure to risk, proximity to

offenders, target attractiveness, and absence of capable guardianship. The basic

premise of the theory is that those who are more exposed to risk, are in closer

proximity to offenders, are more attractive as targets and are not protected by

capable guardians are more likely to experience victimization.
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With the first two concepts rooted in spatial characteristics of the physical

world—physical visibility and accessibility due to the distance between potential

offenders and victims—the theory’s explanatory scope is limited, according to

its creators, to only “those predatory violations involving direct physical contact

between at least one offender and at least one person or object, which that offender

attempts to steal or damage” (Cohen et al., 1981, p. 508). It also makes the

application of the theory in the new environment of cyberspace, where space takes

on a different meaning, a particular challenge.

Previous cyber abuse studies commonly operationalized exposure to risk

using the amount of time spent or the number of activities performed online–for

example, hours spent online and, in chat rooms, and using social networking sites,

email, or instant messaging (Bossler et al., 2012; Holt et al., 2009; Marcum et al.,

2010). Only a very small proportion of these proxies measuring exposure to risk

were found to be significant predictors of cyber abuse victimization (Vakhitova et

al., 2016). For example, in a study by Ngo and Paternoster (2011), not one proxies

was found to be predictive of cyber abuse victimization, which made the authors

question the value of these proxies, and suggest that simply being online may not

be inherently risky. Instead, they suggested that the activities that involve active

interaction with others (e.g. participation in online forums) as opposed to passive

consumption of content (e.g. watching YouTube videos) may be better predictors

of cyber abuse victimization. While cyber abuse studies commonly measured the

combined effect of exposure to risk and proximity to offenders, a study by Reyns

et al. (2011) explicitly measured proximity to offender using proxies of adding

strangers to friend list, number of friends on social network and utilizing friend

service. The rationale for these proxies appears to be–offenders are strangers and,

the more strangers who have access to you, the more likely you are to experience
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victimization.

The third factors that contributes to the overall risk of victimization, as mea-

sured by lifestyle-routine activity theory, is target attractiveness, which represents

“the material or symbolic desirability of persons or property targets to potential

offenders, as well as the perceived inertia of a target against illegal treatment (i.e.,

the weight, size, and attached or locked features of property inhibiting its illegal

removal and the physical capacity of persons to resist attack)” (Cohen et al., 1981,

p. 508). In terrestrial research, target attractiveness has been measured using a

number of indicators such as family income, social class, rate of unemployment,

ownership of expensive and portable goods and possession or cash and precious

goods such as jewellery (Miethe and Meier, 1990; Miethe and Meier, 1994; Sampson

and Wooldredge, 1987).

Considering the specifics of the environment and the likely effect of offender-

victim relationship on the interpretation of target attractiveness by the offender,

clearly, translating this concept to the new environment of cyberspace is a chal-

lenge. The proxies used to operationalize target attractiveness in the context of

cyber abuse include such diverse measures as being female, non-white, having a

high academic standing and high grade point average (GPA) (Bossler et al., 2012),

or relationship status and sexual orientation Reyns et al. (2011). It is probably

not a surprise proxies that resemble the measures used in terrestrial research are

not particularly useful in the context of cyber abuse victimization. For example,

in a more recent study, Leukfeldt and Yar (2016), none of the material desirabil-

ity variables (e.g. personal income, household income, financial assets, financial

possessions, or savings) was associated with an increased risk of cyber abuse vic-

timization. Similarly, none of the target attractiveness variables were significant

predictors of cyber abuse in Ngo and Paternoster (2011).
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And finally, the concept of capable guardianship reflects the idea that an

offender’s decision-making process is affected by the presence of a third party at

the scene of a potential crime, which is seen as increasing the risk associated

with the crime (Cohen and Felson, 1979; Cohen and Land, 1980; Reynald, 2009;

Miethe and Meier, 1994). Traditionally, guardianship has been conceptualized as

having physical, personal and the presence of human third party dimensions. The

corresponding measurements used in the early research included the number of

household members, number of household members over the age of 12, availability

of neighbours to watch over property, use of door and window locks, burglar alarms,

CCTV cameras, and other similar proxies (Miethe and Meier, 1994; Reynald and

Elffers, 2015).

In the context of cyberspace, operationalizations used to measure guardian-

ship appear to have been inspired by the terrestrial research and for most part

found to be not significant predictors of victimization (Vakhitova et al., 2016).

For example, van Wilsem (2013), measured the physical dimension of guardian-

ship against cyber harassment using “computer prevention” variable, which re-

flected the use of computer security measures employed by the respondent, such

as firewall, virus scanner, anti-spyware, Trojan scanner, spam filter, security for

wireless Internet, and personal dimension by variables “low skill level” estimat-

ing the respondent’s knowledge about the security measures utilized by his or her

own computer–both non-significant predictors of victimization. Similarly, a more

recent study by Leukfeldt and Yar (2016) also measured multiple dimensions of

guardianship: personal dimension through “computer knowledge” and “online risk

awareness”, and physical dimension through “no virus scanner”.

To date, no study that we are aware of, measured the presence of a human

third party as guardianship. This is important considering the latest theoreti-

211



cal developments in the area of capable guardianship. Building on Felson (2006),

Reynald (2009) established that capable guardianship de[pends on someone being

1) willing to supervise, 2) able to detect potential offenders, and 3) willing to in-

tervene when necessary. These dimensions could be summarized into two main

components: availability (being in the right place at the right time, and able to

detect the criminal activity) and willingness to intervene if necessary. The model

of guardianship-in-action (GIA) has been examined in terrestrial research, but so

far no known studies attempted to operationalize these dimensions of guardian-

ship capability when it comes to measuring guardianship against cybercrime, in

particular, cyber abuse. It is not clear whether the GIA model is useful at all in

the context of cyberspace considering the unique characteristic of the environment

that render potentially problematic the idea of deterrence associated with someone

simply being present at the scene of a crime (as per the original formulation of

routine activities theory).

As this review showed, previous research employed a variety of different prox-

ies to measure the key lifestyles and routine activities–related theoretical concepts

with most not useful for explaining the risk of cyber abuse victimization. It is pos-

sible the variables selected on the basis of the previous terrestrial literature and

not specifically derived for the environment of cyberspace may not be reflective of

the unique characteristics of the environment in which cybercrimes occur.

7.3 Current study

The review of literature highlighted the distinct lack of clarity about the utility

of traditional theories of crime such as LRAT to explain new types of crime that

occur in cyberspace. The goal of this study therefore is to model victimization
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that occurs in cyberspace using the LRAT–related concepts to encapsulate the

risk. This study focuses on one type of cybercrime—cyber abuse—defined as any

behaviour that involves the use of technology to stalk and/or harass adult victims

(Bocij, 2006)1 and its specific sub-classifications—direct and indirect according to

the method used to perpetrate these behaviours (Ellison and Akdeniz, 1998).

This paper contributes to the existing cyber-victimization and LRAT related

literature in several ways. First, we examine the utility of LRAT in the context of

a new type of crime—cyber abuse. Second, we empirically test whether different

methods of cyber abuse (direct, indirect or mixed) are associated with victims’

differing lifestyles and routine activities. Finally, we extend LRAT by considering

how an individual’s interpersonal relationships could serve as protective or risk

factors in the context of cyber abuse victimization. This paper develops further

the concept of risk in the context of cyber abuse, informing crime prevention

strategies.

7.4 Methodology

With the objective of investigating whether specific lifestyles and routine activities

are associated with varying levels of risk from different types of cyber abuse (i.e.

direct, indirect and mixed), we conducted a survey of American adults—members

of an online labour portal Amazon’s Mechanical Turk—and then analyzed the data

using the Bayesian Profile Regression procedure2.

To collect the information about the experiences of our respondents with

1Cyber abuse is distinct from cyber bullying as the latter only involves victims under the age
of 18.

2The survey was conducted in accordance with the ethical requirements of the Griffith Univer-
sity Human Research Ethics Committee (HREC) and complied with ethics guidelines set forth
by the HREC recommendations. Ethics approval number: CCJ/07/14/HREC. Participants were
informed that their data would be treated anonymously, no identifying information would be
collected and they could withdraw from the survey at any time without providing a reason.
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cyber abuse victimization, an online questionnaire was designed using Qualtrics

Online Platform. Questions were developed specifically for this study. The sur-

vey took no longer than 15 minutes to complete. An online survey was selected

for data collection as it allows relatively easy access to a large pool of potential

respondents and is cost effective. Further, compared with traditional methods of

data collection, such as face-to-face or phone interviews, online surveys are associ-

ated with reduced interviewer-induced measurement errors and social desirability

bias (Baker et al., 2010; Sue and Ritter, 2012; Chang and Krosnick, 2009; Kreuter

et al., 2008).

In our survey, we collected the information related to one dependent variable

and 31 independent variables. The modelling procedures employed involved a

two-stage process whereby multiple variables measuring the same concept (e.g.

proximity to offenders) were first tested using a variable selection procedure and

only the most viable ones were then included in the final model.

7.4.1 Sampling

To identify lifestyle and routine-activities related patterns of behaviour associated

with cyber abuse victimization, a large (N = 1,463), nationally representative

sample of adults—members of Amazon’s Mechanical Turk3–was surveyed using an

online questionnaire4.

3Amazon’s Mechanical Turk is an online contract labour portal https://www.mturk.com/
4Mechanical Turk is routinely used to recruit participants for research published in leading

journals (Hitlin, 2016; Groenendyk, 2016; Pickett and Bushway, 2015; Pickett and Roche, 2017).
Prior studies support the use of Mechanical Turk samples in academic research (Mullinix et al.,
2015; Weinberg et al., 2014). For example, Mullinix et al. (2015) used Mechanical Turk and
were able to replicate both the direction and the statistical significance of 29 (or 81%) of 36
treatment effects previously documented in probability samples of the American public. Pickett
et al. (2018, p. 35) reviewed the use of Mechanical Turk in various types of social research and
concluded that “across a variety of topics ... the use of an online convenience sample most often
allows for accurate inferences about the direction and approximate magnitude of relationships
between variables”. For other reviews of the use of Mechanical Turk samples in different types
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Given that the focus of this study is on understanding cyber abuse—a crime

that affects adults—we limited participation in our study to residents of the United

States of America who were at least 18 years old. The workers were offered a

small monetary compensation (US$0.35) for their participation in the research (a

completed survey), commensurate with the average amount of time required to

complete the survey. Research suggests this approach improves response quality

in Mechanical Turk surveys (Peer et al., 2013). The rate of missing data in the

survey—both from break-offs and item non-response—was low. In total, 1,623

workers began the survey, and 1,463, or slightly over 90 per cent, completed the

survey. Only completed surveys were included in the analyses.

7.4.2 Dependent variable

In this study, we follow Ellison and Akdeniz (1998) classification of cyber abuse,

which groups different related behaviours according to the method used to perpe-

trate them as either direct or indirect cyber abuse. In this context, direct cyber

abuse is delivered by the offender directly to the victim via abusive emails or text

messages, by posting comments on the victim’s social media pages, or through

covert surveillance of the victim’s activities (Vakhitova et al., 2018). In contrast,

indirect cyber abuse is delivered with minimal or no direct interaction between the

victim and the offender. Indirect cyber abuse does not require knowledge of the

victim’s personal contact information. These methods of abuse include posting

damaging information about the victim on a non-victim’s social media pages or

web sites (Vakhitova et al., 2018). This updated classification of cyber abuse is

particularly useful if we consider the potential to develop targeted crime preven-

of social research, see also Ansolabehere and Schaffner (2014), Brickman-Bhutta (2012), Dowling
and Wichowsky (2014), Pasek (2016), Pogarsky et al. (2017), Ratner et al. (2014), Simons and
Chabris (2012), and Simmons and Bobo (2015).
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tion strategies. It would appear logical that behaviours that involve direct contact

between offenders and victims would require a prevention approach different from

the one needed to prevent behaviours that do not require direct contact.

In addition to direct and indirect categories we also consider mixed cyber

abuse defined as the use of two or more methods of cyber abuse—at least one direct

and one indirect method—employed within one incident of abuse. To be considered

an instance of mixed cyber abuse, the related acts within a single incident must be

motivated by the same source of conflict, occurring between the same individuals

and within a limited time frame.

To analyze the difference between non-victims and victims of three types of

cyber abuse—direct, indirect and mixed—we first asked our respondents whether

they had experienced any form of cyber stalking or cyber harassment directed

at them personally. To ensure the respondents were clear about the types of

behaviours in which we were interested, the respondents were provided with a

definition of cyber abuse and a number of examples of the different forms of cyber

abuse victimization.

Respondents who reported experiencing cyber abuse, were then asked to

think about the most recent or most memorable incident they experienced and

to select one or more specific behaviours they experienced from the list: 1) you

received a text message, email or a private message via social media addressed to

you personally; 2) someone posted derogatory, embarrassing information (docu-

ments, photos, videos, etc.) about you on the Internet or distributed it to others

via email, text (SMS) or other technology; 3) you were subscribed to unwanted

services, products, activities and you only found out about the subscription after

you started to receive the services or products or were invited to participate in the

activities; 4) someone, pretending to be you, sent email or text messages or private
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messages on social media pages to your family, friends, co-workers, or other third

parties; 5) your daily activities been monitored by someone via social media or a

tracking software; 6) someone created a website or a social media page containing

derogatory or embarrassing information about you. Direct cyber abuse was coded

for options 1 and 5, and indirect cyber abuse for options 2, 3, 4 and 6. We also

coded mixed cyber abuse for any combination of 1 and/or 5 with any combination

of 2, 3, 4, and/or 6.

By combining the information from these two questions (about the fact of

victimization and the specific type of victimization), we created a four-level factor

variable Victimization (direct = 0, indirect = 1, mixed = 2, non-victim = 3). The

resulting variable had levels in the following proportions: direct (n = 309; 20%),

indirect (n = 168; 11%), mixed (n = 269; 19%), and non-victims (n = 717; 50%).

7.4.3 Independent variables

To model cyber abuse victimization processes, we have included a number of inde-

pendent variables representing various lifestyles and routine activities previously

identified in Vakhitova et al. (2016). The variables were grouped to represent four

key theoretical concepts: 1) exposure to risk, 2) proximity to offenders, 3) target

attractiveness, and 4) capable guardianship. Table 7.1 presents descriptive statis-

tics for independent variables. Please note, due to the variable selection procedure

undertaken as part of the modelling process, some independent variables described

here were excluded from the final model.

Exposure to risk

In the context of cyber abuse, we conceptualized exposure to cyber risk as the

visibility and accessibility of the person to the potential cyber offenders provided
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by their online activities (see Vakhitova et al. (under review)). To measure the

level of exposure to cyber risk, we asked our respondents: how often (if ever) they:

1) conduct professional activities online (e.g. as a writer, a blogger, journalist,

photographer, media personality); 2) participate in online community activities or

perform volunteer duties online (for example, serve as the moderator of an online

forum, social media page, news or media site, online gaming site and so on); 3)

use the Internet and social media to promote themselves or their causes (social,

political, charitable, or others). All three variables were measured on a decimal

scale from 0.0 to 2.0, where 0.0 = never and 2.0 = often/regularly. The respondents

were able to pick any position on a sliding scale and the corresponding number

between 0.0 and 2.0 to better reflect their estimation of the frequency.

Proximity to offenders

In this study, we conceptualized proximity to cyber offenders as being virtually

(as opposed to physically) present in the domains of influence of potential cyber

abusers. For example, certain sites and social media hubs (e.g. online discussion

forum Reddit) have a reputation for attracting “trolls”5. In this study, we measure

proximity to offenders by asking the participants how frequently (on a decimal

scale from 0.0 to 2.0, where 0.0 = never and 2.0 = often) they: 1) participate in

discussions in online forums (e.g. Reddit); 2) participate in online multi-player

games; 3) post comments on social media platforms such as Facebook, YouTube,

and so on.; 4) post about their personal life online; and 5) post in the comments

sections of online newspapers. The respondents were able to pick any position on

the sliding scale and the corresponding number between 0.0 and 2.0 to better reflect

their estimation of the frequency. It should be noted that while the concepts of

5Trolling is “post[ing] deliberately inflammatory articles on an internet discussion board” and
being generally edgier than most (“Troll, [Def. 6]” n.d.)
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exposure to cyber risk and proximity to cyber offenders are not completely separate

and largely overlap, the main point of difference is whether the individual performs

online activities on his or her own online “turf” or whether they enter someone

else’s domain. The former is reflective of exposure to cyber risk, while the latter

is more reflective of proximity to cyber offenders.

Target attractiveness

The original physical-world definition of target attractiveness was conceptualized as

“the material or symbolic desirability of persons or property targets to potential

offenders, as well as the perceived inertia of a target against illegal treatment

(i.e. weight, size, and attached or locked features of property inhibiting its illegal

removal and the physical capacity of persons to resist attack)”(Cohen et al., 1981,

p. 508). In this study, we adapt this physical-world definition to the context of

cyber abuse as having a symbolic value to the cyber offender, while at the same

time being perceived as vulnerable to not actively or successfully resisting.

To measure the symbolic value to the cyber offender we asked our respon-

dents whether—at the time of the incident (for victims) or now (for non-victims)—

they identified as a social media personality, public figure (for example, a politi-

cian), activist, celebrity (including minor or local), or community leader (yes, no).

The vulnerability aspect of target attractiveness was measured by asking our

participants about the frequency with which they participate in online discussions

of topical issues (i.e. politics, the environment, gender, race, sexuality, parenting or

family dynamics, religion, or spirituality). The variable is measured on a decimal

scale from 0.0 to 2.0, with 0.0 = never and 2.0 = often/regularly. The respondents

were able to pick any position on the sliding scale (and the corresponding number)

between 0.0 and 2.0 to better reflect their estimation of the frequency.
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Capable guardianship

Following Reynald (2010) model of guardianship in action, we measured different

levels of capable guardianship intensity—witnessing and intervention—as different

forms of a presence of a human third party. In this context, the former repre-

sents guardian’s availability and the skill to recognize the event as criminal, and

the latter is the expression of guardian’s willingness to intervene when necessary.

Specifically, to measure witnessing, we asked the respondents who indicated they

have experienced cyber abuse whether, to the best of their knowledge, anyone has

witnessed the incident of victimization. Then, to measure intervention we asked

whether, to the best of his or her knowledge, anyone has intervened in the incident.

Following Vakhitova and Reynald (2014, p. 163), we operationalized inter-

vention by a guardian as “any active involvement by a third party in the incident of

cyber abuse by either reporting to the police, the social media site, or the Internet

service provider, by contacting the offender... or by any other involvement with

the goal of disrupting the cyber abuse event”. The respondents who indicated no

prior cyber abuse victimization experience were asked a set of hypothetical ques-

tions: “If someone stalked or harassed you online, do you think someone would

witness it?” (measuring witnessing) and “If someone stalked or harassed you on-

line, do you think someone would intervene to stop it on your behalf?” (measuring

intervention).

Admittedly, these measurements of capable guardianship are not likely to be

perfect. As the review of the existing cyber abuse scholarship showed, operational-

ization of capable guardianship, whether in cyberspace or in physical space, is a

very challenging task. It is generally very difficult to measure something that did

not occur—prevented victimization—the presumed effect of capable guardianship.

Obviously, if guardianship worked, victimization would not have occurred. And
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if victimization did occur, then presumably, guardianship either was not present

or did not work. To supplement these relatively direct measurements of capable

guardianship, we also developed a set of proxies that measure the level of social

interactions that the respondents participate in with some regularity.

Specifically, we hypothesized that those individuals with lower than aver-

age number of regular social interactions are more likely to be abused due to the

reduced number of potential guardians in their lives. To measure the potential

for guardian’s availability, we created a number of relationship-based variables,

including: 1) family, 2) spouse or romantic partner, 3) ex-spouse or ex-partner, 4)

acquaintances, 5) friends, 6) online gaming contacts, 7) social media contacts, 8)

business or work contacts, 9) sport, social club or committee contacts, and 10) ed-

ucation contacts. We grouped these social connections according to the perceived

centrality of these relationships in one’s life into: 1) primary relationships, 2) pe-

ripheral relationships, and 3) online relationships (see Table 7.1). We expect that

the presence of potential guardians will decrease the likelihood of victimization,

while other lifestyle and routine activity related variables will increase it.

7.4.4 Demographic controls

The latest research in cyber abuse victimization provides evidence to support the

inclusion of demographic variables as controls in the overall model. For example,

according to the Internet safety group Working to Halt Online Abuse, the majority

(87%) of cyber abuse victims are female. A study by the Pew Research Center has

shown age, gender and race/ethnicity are the factors for cyber abuse victimization,

with younger people, males and blacks being disproportionately more likely to

experience online harassment (Duggan, 2017).

To account for the potential effect of demographic characteristics on the risk
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of personal victimization from cyber abuse suggested in previous research (Hinde-

lang et al., 1978; Reyns et al., 2010), the analysis included: age (in years), gender

(female = 1), race/ethnicity (white = 1), and employment status (employed = 1).

To measure the demographic characteristics of the respondents at the time of the

cyber abuse incident, we asked our respondents (victims) to provide us with infor-

mation that reflected that time—for example, “Around the time of the incident,

what was your age?”. To measure race/ethnicity, we listed a number of categories

including white/Caucasian; black, African American; American Indian or Alaska

native; Hispanic, Latino, or Spanish origin; Asian (Chinese, Asian Indian, Filipino,

Japanese, Korean, Vietnamese, etc.); Pacific Islander (Native Hawaiian, Guama-

nian, or Chamorro, Samoan, etc.); mixed; other. At the data coding stage, we cre-

ated a new binary variable “race” where all categories other than white/Caucasian

were coded as 0 and white as 1. Likewise, to measure employment, we listed sev-

eral categories, including: employed full-time; employed part-time; self-employed;

student (not employed); homemaker (not employed); unemployed; and other. We

then created a new binary variable with two possible values, where 1 = employed

including those employed full-time, employed part-time and self-employed, and 0

= unemployed, including all other categories.

7.4.5 Analytic strategy

A standard regression approach to this survey would usually involve a generalized

linear model for multinomial data (Agresti, 2013). However, as evidenced by a

number of studies (see, e.g. Patterson et al. (2002) and Molitor et al. (2010)),

social surveys often produce a set of highly inter-related variables. A correlation

matrix for target attractiveness (vulnerability) variables related to discussing con-

tentious issues online (shown in Figure 7.1) suggests that many of these variables
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in our study are highly correlated, and this will make their inclusion in a standard

regression model problematic.
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Figure 7.1: Correlation matrix for target attractiveness (vulnerability) variables

Molitor et al. (2010) suggest that, as standard regression analyses often have

issues when exploring beyond main effects due to surveys producing a large num-

ber of covariates—which, by the nature of the research, should be inter-related—

profiling (clustering) is likely to produce a more intuitive outcome. This will enable

better exploration of the key indicators that can be derived from the survey.

Figure 7.2 illustrates, in more detail, the correlation of two variables (online

discussion of environmental issues and politics) from Figure 7.1. Observing the

scatter plot, in the green ellipse, we see a cluster of respondents who make a

similar amount of posts online on both topics, and these responses contribute to
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the reasonably large correlation (0.59). However, moving beyond the main effects

of each variable, we note the blue ellipses, which indicate respondents who may

post on one variable, but not the other, and between these ellipses, we have many

other levels of response relationships.
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Figure 7.2: Correlation and pairwise plots for target attractiveness (vulnerability)
variables related to online discussions of environmental issues and politics

As noted in Vakhitova and Alston-Knox (2018), in terms of a logistic regres-

sion, modelling interactions in a generalized linear model is complicated by the

implicit interaction resulting in the back-transformation of a main effects model to

the natural scale (Tsai and Gill, 2013), and the additional interaction that may be

added to the model. For this reason, we are analyzing the data using the Bayesian

Profile Regression analysis, as described below.
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Bayesian Profile Regression with variable selection

Bayesian Profile Regression (BPR) is a recently developed technique that allows

modelling when multiple highly correlated covariates are present by partitioning

the subjects into groups according to covariate profile (Papathomas et al., 2012;

Molitor et al., 2010). BPR appears to be superior to earlier clustering methods

such as latent class analysis and cluster analysis, as “it allows the number of groups

to vary, uncovers subgroups and examines their association with an outcome of

interest, and fits the model as a unit, allowing an individual’s outcome potentially

to influence cluster membership” (Molitor et al., 2010, p. 484). An original impetus

for the technique can be found in Molitor et al. (2010), who analyzed a national

telephone survey in the United Kingdom as part of a child and adolescent health

initiative. Hastie et al. (2013) provides an example analysis of lung cancer and its

relationship with smoking. A comparison of standard logistic regression and BPR

using a case study related to lung cancer and its relationship with solvent exposure

can be found in Mattei et al. (2016), and an example from dementia studies can be

found in El-Saifi et al. (2018). While to date, BPR has been used mainly in health

and medical research, it has a very wide potential scope of application, including in

social sciences such as criminology. For a detailed description of Bayesian Profile

Regression please see Appendix 7.6.

Taking into account the risk of over-fitting and lack of precision, associated

with including a large number of variables (31) in the explanatory model, prior to

BPR, we conducted a variable selection analysis using statistical procedures in the

PReMiuM package (Papathomas et al., 2012). By so doing, we ensured that our

explanatory model is parsimonious and that only the variables that contribute to

the overall effect are included in the model (McQuarrie and Tsai, 1998; Burnham

and Anderson, 2002).
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In cases where we measured multiple variables that tended to be associated

with the same theoretical concept, we used the binary cluster variable selection

algorithm in the PReMiuM package to determine which variable most actively

described the clusters of the respondents (Papathomas et al., 2012; Liverani et al.,

2015). When the subjects’ profiles are formed by many covariates, it is often the

case that a considerable number do not contribute to the clustering. This variable

selection procedure, which resulted in selecting 22 of the initial 31 variables, allowed

us to identify the covariates that are most informative in the formation of clusters.

For a detailed description of the variable selection procedure please see Appendix

7.6.

7.5 Results

Table 7.1 presents the descriptive statistics for the sample. The final sample is

very similar to the general US population with a median age of 47.4, compared

with 34.9 in our sample, 47.9 per cent male, compared with 48 per cent in our

sample and 70.5 percent white compared with 73.0 percent in our sample (U.S.

Census Bureau Quick Facts 2018).

Table 7.1 Descriptive characteristics of the sample (N = 1, 463)

Variables Mean SD Min Max

Demographic controls

(1) Age 34.90 12.60 13** 80

(2) Gender (female) 0.52 0.50 0 1

(3) Race (white) 0.73 0.44 0 1

(4) Employment (employed) 0.80 0.40 0 1

Independent variables

Exposure to risk

(5) Professional/semi-professional activities 0.65 0.70 0 2

(6) Volunteer online 0.48 0.63 0 2

Continued on next page
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Table 7.1 – Continued from previous page

Variables Mean SD* Min Max

(7) Use the Internet to promote oneself 0.78 0.68 0 2

Proximity to offenders

(8) Participate in discussions in online forums 0.91 0.66 0 2

(9) Participate in online multi-player gaming 0.72 0.73 0 2

(11) Posting about your personal life online 0.93 0.64 0 2

(12) Posting in the comments sections of

online newspapers and social media 1.12 0.65 0 2

Target attractiveness

Vulnerability: Discussing topical issues online

(12) Politics 0.74 0.68 0 2

(13) Environment 0.67 0.64 0 2

(14) Gender 0.55 0.62 0 2

(15) Race 0.55 0.63 0 2

(16) Sexuality 0.55 0.63 0 2

(17) Parenting 0.70 0.68 0 2

(18) Religion 0.64 0.67 0 2

(19) Symbolic value: Celebrity/public figure 0.11 0.31 0 2

Guardianship

(20) Guardianship: Witnessing cyber abuse 1.07 0.83 0 2

(21) Guardianship: Intervention in cyber abuse 0.90 0.86 0 2

Guardianship through social interactions

Guardianship: Primary relationships

(22) Family (n = 1,095) 0.75 0.44 0 1

(23) Friends (n = 1,076) 0.73 0.50 0 1

(24) Spouse, romantic partner (n = 749) 0.51 0.50 0 1

Guardianship: Online relationships

(25) Online gaming connections (n = 200) 0.14 0.34 0 1

(26) Social media connections (n = 743) 0.51 0.50 0 1

Guardianship: Peripheral relationships

(27) Acquaintances (n = 695) 0.47 0.49 0 1

(28) Sports and social

committee connections (n = 212) 0.14 0.34 0 1

(29) Education connections (n = 304) 0.21 0.40 0 1

(30) Business, work

Continued on next page
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Table 7.1 – Continued from previous page

Variables Mean SD* Min Max

connections (n = 640) 0.44 0.40 0 1

(31) Ex-spouse,

romantic ex-partner (n = 180) 0.12 0.33 0 1

*Abbreviations: SD—standard deviations

**Age at the time of the incident.

All respondents were at least 18 years of age at the time of the survey.

7.5.1 Risk profiles identified by Bayesian Profile Regression (BPR)

BPR produced a representative clustering dividing our sample into five clusters

(profiles)6. All five clusters were of a similar membership size: Profile 1 (n = 283),

Profile 2 (n = 347), Profile 3 (n = 313), Profile 4 (n = 261), and Profile 5

(n = 259). Each of the clusters was characterized by exposure to a specific type

of cyber abuse, and non-exposure, summarized in Table 7.3.

Figure 7.3 (a, b, c and d) shows plots of clusters of cases (respondents)

according to the associated risk of a) direct abuse, b) indirect abuse, c) mixed

abuse, and d) non-victimization. Here, red colour indicates the mean of the profile

is above average for the sample, blue is below average, and gray is about average

for the sample.

6As Table 7.2 suggests, the evidence supporting five clusters is the strongest, closely followed
by the support for six clusters7. Support the drops off considerably with 10 clusters having very
weak support. Further investigation of the support for different numbers of clusters revealed that
when six clusters are allocated, they are for the odd (extreme) values that do not fit the profile
of any cluster particularly well.

Table 7.2: Support for different numbers of clusters

Number of clusters 5 6 7 8 9 10

Mean support 0.30 0.24 0.17 0.11 0.08 0.04
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(a) Direct abuse (b) Indirect abuse

(c) Mixed abuse (d) Non-victimization

Figure 7.3: Risk profiles identified by Bayesian Profile Regression

Individuals fitting Profiles 4 and 5 are the most likely to experience direct

methods of cyber abuse, while those fitting Profiles 1 and 3 are the least likely.

Those in Profile 5 are much more likely to experience indirect abuse compared

with all other profiles. Mixed abuse is most likely to be experienced by individuals

fitting Profile 3, who are unlikely to experience direct abuse and have average level

of risk of experiencing indirect abuse.

Figure 7.3 clearly shows that individuals in Profiles 1 and 2 are most likely

to be non-victims, as they are less likely to experience any type of cyber abuse
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compared with those in the other profiles, and individuals in Profiles 3 and 5 are

the least likely of all five profiles to be non-victims. However, the probability of

non-victimization for Profile 4 is less clear.

7.5.2 Summaries of individual profiles

Table 7.3 summarizes each individual risk profile. Here, red numbers signify that

the mean for this profile is above average for the sample, blue numbers represent

means that are below average for the sample and gray numbers represent means

that are about average for the sample. For example, Profile 1 individuals have

above average probability among the sample of being non-victims, meaning this

group is over-represented by non-victims (p = 0.70), and below average probability

of being victims of mixed (p = 0.09), indirect (p = 0.07) or direct (p = 0.15) cyber

abuse, meaning that Profile 1 is under-represented by victims of any kind of cyber

abuse.

Table 7.3: Summary of profiles

Profiles
1 2 3 4 5

Risk
Non-victims 0.70 0.63 0.40 0.47 0.20
Mixed 0.09 0.09 0.33 0.21 0.21
Indirect 0.07 0.09 0.10 0.05 0.28
Direct 0.15 0.19 0.16 0.27 0.30

Variable
Demographics

(1) Age (standardized) 0.51 0.22 -0.13 -0.10 -0.59
(2) Gender 0.69 0.64 0.57 0.53 0.34
(3) Race 0.84 0.77 0.71 0.72 0.62
(4) Employment 0.81 0.68 0.79 0.73 0.89

Exposure to risk
(5) Professional activities 0.68 0.34 0.79 0.34 1.17
(6) Volunteering 0.15 0.02 1.08 0.12 1.09

Continued on next page
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Table 7.3 – Continued from previous page

Profiles
1 2 3 4 5

(7) Self-promotion 0.88 0.07 1.15 0.79 1.16
Proximity to offenders

(8) Online games 0.16 0.43 1.01 0.94 1.12
Target attractiveness

(9) Discuss politics 0.83 0.06 0.91 0.95 1.13
(10) Discuss environment 0.79 0.05 0.88 0.70 1.11
(11) Celebrity 0.07 0.02 0.14 0.06 0.29

Guardianship: GIA
(12) Witnessing 0.66 0.48 0.60 0.58 0.21
(13) Intervention 0.59 0.39 0.39 0.36 0.14

Guardianship: Socialization
Primary relationships

(14) Family 0.90 0.84 0.77 0.79 0.38
(17) Friends 0.88 0.78 0.81 0.81 0.36
(15) Spouse, romantic partner 0.66 0.55 0.53 0.55 0.24

Secondary relationships
(18) Online games 0.03 0.07 0.26 0.19 0.14
(19) Social media 0.63 0.41 0.66 0.58 0.25

Peripheral relationships
(16) Acquaintances 0.58 0.50 0.58 0.50 0.17
(22) Education 0.24 0.20 0.30 0.20 0.10
(20) Business 0.58 0.44 0.48 0.46 0.20
(21) Ex-spouse 0.11 0.13 0.17 0.11 0.10

Red–mean is above average for the sample, blue is below average, gray is about average.

Red and blue numbers indicate sample average is not included in 95% credible interval

Gray indicates sample average is contained in 95% credible interval

Profile 1: Mostly non-victims, highly active, highly social

Profile 1 is characterized by over-representation of non-victims compared with

what would be expected from a random sample (see Table 7.3). In terms of

routine activities, individuals fitting this profile tend to use the Internet for self-

promotion (exposure to risk) more often than expected based on the sample. These

people are not likely to perform volunteer duties online. They also report below

average participation in online gaming and are unlikely to socialize with other
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online gamers. At the same time, Profile 1 individuals get involved in discussions

of the environment and politics more frequently than average. Profile 1 individuals

are not likely to classify themselves as “celebrities”. Profile 1 individuals report

levels of guardianship against cyber abuse (witnessing and intervention) that are

relatively high. This appears to be related to the very active relational structure

reported by these individuals. Profile 1 individuals are the most social of all five

profiles: they have regular interactions with people from different relational groups

including primary, peripheral and online—family, spouses, friends, acquaintances

and business contacts. Individuals in this profile are more likely to be older, white,

and female than expected based on the overall sample characteristics.

Profile 2: Mostly non-victims, not active, not social

Profile 2 is similar to Profile 1 in terms of the risk associated with different lifestyles,

as non-victims are over-represented, with one difference being the risk of direct

abuse is slightly higher than in Profile 1 and is about average for other types of

abuse (see Table 7.3). This risk profile is associated with below average participa-

tion in online activities across the board. Profile 2 individuals also report below

average passion for controversial topics—both politics and the environment. In

terms of guardianship, Profile 2 individuals report average likelihood of witnessing

or intervening in the event of abuse. Profile 2 individuals report above average in-

teractions only with family and friends and below average with all online contacts.

This is not surprising, as they do not appear to do much online, and therefore

have little interaction with online contacts. This groups also does not contain

many “celebrities”. Demographically, Profile 2 individuals are likely to be older,

female and unemployed.
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Profile 3: Mostly victims (mixed abuse), highly active, highly social

Profile 3 represents mostly victims of mixed abuse (Table 7.3). Profile 3 individ-

uals appear to be very active online across the board, including in online gaming,

as well as having above average involvement in discussions about politics and the

environment. Profile 3 individuals register above average reports that someone will

witness them being abused, but average reports that someone will intervene to stop

it. These individuals have a complex relational structure: they have above average

interactions with online contacts (including other gamers), marginal interactions

with contacts such as acquaintances and education contacts and, surprisingly, ex-

spouses. In this profile, celebrities are over-represented. In terms of their demo-

graphic characteristics, Profile 3 individuals tend to be younger, and are equally

likely to be male as female, white as non-white and employed as unemployed.

Profile 4: Mostly victims (direct abuse), not active, somewhat social

Profile 4 is characterized by uncertain risk of victimization (Table 7.3). These

individuals are about as likely to be victims as non-victims. If they do experi-

ence victimization, it is most likely to be of a direct kind. Like those in Profile

3, these individuals report an above average likelihood of someone witnessing the

abuse, but only an average likelihood of someone intervening. Like those in Profile

3, individuals in Profile 4 report above average interaction with online contacts,

but, unlike those in Profile 3, they interact with their families above the average.

Further, their interaction with marginal contacts is at an average level. Demo-

graphically, Profile 4 individuals are very similar to Profile 3 individuals: they

tend to be younger, but as likely to be female as male, employed as unemployed

and white as non-white, and are unlikely to be celebrities.
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Profile 5: Mostly victims (direct or indirect abuse), highly active, not

social

Victims of direct or indirect cyber abuse are over-represented in Profile 5 by a

greater margin than any other profile (Table 7.3). Profile 5 individuals have above

average involvement for the sample in various online activities, but are below

average in regular social interaction with almost all types of relations, with only

two exceptions—online gaming contacts and ex-spouses. Probably not surprisingly,

Profile 5 individuals report below average likelihood of someone witnessing or

intervening in the event of them being cyber abused. From the demographic

point of view, individuals in this profile are more likely to be younger, non-white,

employed, and male.

7.5.3 The empirical utility of lifestyle-routine activities theory to

explain cyber abuse victimization

Table 7.3 shows that different key LRAT concepts, at least as they are represented

by the chosen proxies in this study, are characterized by the varying degrees of

utility to explain variations in the risk of victimization from cyber abuse and its

sub-classifications. Specifically, overall, non-victims tend to report less involve-

ment in online activities increasing their exposure to risk (in this study, measured

through professional activities, volunteering and self-promotion online), however,

this trend is not uniform, and the level of involvement differs according to the

clustering profile.

Specifically, victims (Profiles 3 and 5) reported above average involvement

in all three of these activities, while Profile 4 individuals (average risk of victim-

ization) reported below average involvement in online professional and volunteer

activities, but about average involvement in online self-promotion, and Profile 1
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individuals (non-victims) reported average levels of involvement in online profes-

sional activities and above average levels of online self-promotion. It appears that,

by itself, self-promotion online is not particularly useful in distinguishing victims

from non-victims; however, we note that while it is above average, when present

in profiles of non-victims, self-promotion is at the lower level of the range (.88 in

Profile 1, compared with 1.15 in Profile 3 and 1.16 in Profile 5).

Further, in terms of activities increasing victims’ proximity to offenders,

non-victims appear to be less likely than victims to report participating in online

gaming. However, profiles of non-victims (Profiles 1 and 2) and victims (Profiles 3

and 5) have different levels of involvement in online gaming. Among victims, those

in Profile 5 are much more likely to be involved in online gaming than those in

Profile 3. At the same time Profile 3 individuals (victims) and Profile 4 individuals

(average risk of victimization) demonstrate a nearly identical level of involvement

in online gaming, meaning that online gaming alone does not predict whether or

not the individual will become a victim of cyber abuse.

As to the measures of target attractiveness, profiles of non-victims (Profiles

1 and 2), tend to have lower proportions of “celebrities” (as operationalized in this

study), while profiles of victims (Profiles 3 and 5), higher proportions. Profile 5,

which is associated with the highest relative risk of victimization from direct or

indirect cyber abuse, has the highest proportion of “celebrities”. Here, it is impor-

tant to mention that the number of individuals who reported being a “celebrity”

in our sample is, unsurprisingly, quite small (n = 159; 9.8%), so caution must be

exercised in any conclusions about this variable.

Table 7.3 suggests that another aspect of target attractiveness—the victim’s

vulnerability—measured through expressing one’s opinions about politics or the

environment in cyberspace may be associated with a higher risk of cyber abuse
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victimization. Profile 2 (non-victims) are clearly not involved in discussions of

politics or the environmental issues, while those in Profile 1 are much more involved

and are similar in this regard to the profile of victims (Profile 3) and those average

risk of victimization (Profile 4), but much less involved than those in Profile 5

(victims).

In terms of capable guardianship, there are clear differences between the

profiles of victims and those of non-victims. Those in Profile 5 (victims), the

loneliest of all profiles, report having guardians against cyber abuse in their lives

considerably below average in comparison with not only non-victims, but also other

victims (Profile 3) and those with average risk of victimization (Profile 4). Those

in Profile 5 are also characterized by the highest risk of victimization from cyber

abuse.

When the capable guardianship was measured the level of social interactions,

the results appear to be mixed. Individuals in Profile 1 (the lowest overall risk

of victimization) are the most social, while those in Profile 5 (the highest overall

risk of victimization) are the least social of all profiles (see Table 7.3). In general,

victim profiles (Profiles 3 and 5) tend to be less social than non-victim profiles

(Profiles 1 and 2)). Individuals in Profiles 1 and 2 are quite social, with those in

Profile 1 more social than those in Profile 2 in all types of relationships except

with ex-spouses and social media8. Overall, it appears that having an active social

life might be a protective factor for cyber abuse.

8Here, it is important to mention that the number of individuals who socialize with their
ex-spouses in our sample is, not surprisingly, quite small (n = 185; 11.4%), so caution must be
exercised when making any conclusions about this type of relationship.
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7.6 Discussion and conclusion

To date, the opportunity theories such as routine activity theory, lifestyle expo-

sure theory and the integrated LRAT have been successfully employed to explain

a multitude of crime problems that occur in terrestrial environment, e.g. burglary

or assault. The recent scholarship testing these theories in the new environment

of cyberspace produced inconsistent results making it difficult to judge the empir-

ical utility of these theories to explain new technology-facilitated types of crimes.

The main objective of this study was to ascertain the empirical utility of LRAT

adapted through the use of proxies recently developed specifically for the context

of cyber abuse victimization to explain different sub-classifications of cyber abuse,

i.e. direct, indirect and mixed cyber abuse. To achieve this objective, this study

employed an innovative method of data analysis—Bayesian Profile Regression—to

examine a large non-probability data sample (N = 1,463) collected through an

online survey of American adults.

Our findings generally support the empirical utility of LRAT to explain cy-

ber abuse victimization as our explanatory model was able to distinguish between

victims and non-victims. On average, non-victims compared with victims were

found to report below average involvement in risky activities as measured in this

study. In general, above average involvement in activities that increase one’s expo-

sure to risk, proximity to offenders and target attractiveness (as measured in this

study) were associated with Profiles that contained mostly victims (i.e. Profiles

3-5). Conversely, below average participation was associated with Profiles that

contained mostly non-victims (Profiles 1-2).

However, while being able to identify profiles of behaviours associated with

victimization and non-victimization, the BPR suggests some variations in the util-
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ity of specific LRAT concepts to explain cyber abuse victimization. For example,

profile of victims consistently score higher than average on proximity to offenders,

measured in this study as participation in online gaming, while other concepts,

such as exposure to risk, target attractiveness are less consistent in this regard

(as measured in this study). It is possible that different concepts have a varying

degree of explanatory power, but more likely this result could be explained by the

varying degree of explanatory power of the chosen proxies.

Further, our findings suggest a level of complexity of the relationships be-

tween the key theoretical concepts not obvious from the original formulation of

LRAT or previous research. In contrast to the conventional “main effects only”

models commonly employed in previous studies, the BPR, revealed, that there are

variations within the groups of profiles of victims and non-victims. For example,

while Profile 2 is clearly lower on participation in all risky activities compared to all

other profiles and it is not surprising that it contains mostly non-victims (63%),

things are less obvious with Profile 1, which contains even higher proportion of

non-victims (70%), but similar to profiles that contain mostly victims (Profiles

3 and 5) in terms of self-promotion, participation in discussing politics and the

environment. However, Profile 1 is very low on participation in online gaming, a

factor that is distinctly associated with victims (all three victim profiles: Profiles

3 -5). Similarly, exposure to risk and target attractiveness concepts, as measured

in this study, are above average only for 2 out of 3 profiles that contain mostly vic-

tims (Profiles 3 and 5). This suggests that when interaction effects are considered

within the model, some explanatory effects are more useful than others.

Overall, our findings suggest that LRAT has a considerable empirical util-

ity to explain victimization from new technology-facilitated crimes such as cyber

abuse. Please note that our findings should be interpreted in the context of the
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study’s design limitations. The sample, while sufficiently large for meaningful sta-

tistical analyses, is a convenience sample and therefore can be characterized by the

usual issues of non-probability samples, mainly not allowing us to make inferences

about the target population (i.e. the general population of the US). Further, the

design of this study does not allow to identify whether the identified complex inter-

active relationships between the concepts are the artifact of the proxies chosen to

represent the concepts or they reflect the true complex nature of the phenomenon.

It is also possible, that these complex relationships are characteristic of the specific

type of crime examined in this study (cyber abuse), and that the nature of the rela-

tionship between the key LRAT concepts may be different in the context of other

types of crimes, especially, those occurring in different environments. More re-

search examining the interactive nature of the relationship between the key LRAT

concepts as opposed to the conventional “main effects models” approach is needed

for a more conclusive set of results.

In conclusion, the overarching goal of this study was to establish the em-

pirical utility of lifestyle-routine activity theory to explain victimization from new

technological types of crimes like cyber abuse. Using an updated classification of

cyber abuse, more ecologically valid measures of the key theoretical concepts, an

improved the innovative analytical technique, the model used in this study was

able to distinguish between non-victims and victims of different types of cyber

abuse victimization. This empirical evidence of the utility of LRAT has important

implications not only in terms of the theoretical development but also for the de-

velopment of practical crime prevention strategies specifically targeting different

types of cyber abuse. Overall, the results of this paper suggest that LRAT can

provide useful insights into the nature of cyber abuse victimization and its causal

mechanisms.
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Appendices

Appendix A: Bayesian Profile Regression

In BPR, clusters of respondents with similar covariate profiles are formed through

the application of a Dirichlet process prior and then associated with outcomes via

a regression model (Molitor et al., 2010; Hastie et al., 2013; Mattei et al., 2016).

Formally, in the case of categorical response data, we can specify the model as:

logit(p(Yi = k | θZi , β,Wi) = θZi,k + βkWi ∀k = 1, 2, · · · ,K − 1

where K is the number of discrete levels in the response (in this analysis K=4), Zi

is the current profile allocation of individual i (estimated at each iteration), θZi,k

are the profile (cluster) specific parameters for individual i and βk are any overall

fixed regression effects that may also be included in the model. In this analysis we

do not have overall fixed effects for regression: instead, we use only cluster-specific

parameters.

An important departure of the BPR approach from conventional regression

methods is that the latter models the risk of individual participants, while the

former infers the risk of groups of participants. The number of clusters is not fixed

in advance; instead, it is explored throughout the algorithm. An estimation of the

cluster-specific proportions for each category of cyber abuse victimization is given,

and it is useful for understanding the main characteristics of each cluster. For

example, one cluster may be characterized by a high probability of experiencing

direct abuse and a much smaller probability of indirect abuse and an average prob-

ability of mixed abuse, while another cluster could be characterized by mixed abuse

being the dominant method. To fit the BPR, we utilized R package PReMiuM
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version 3.1.4 (Liverani et al., 2015).

Appendix B: Variable selection procedure

The following section describes the the procedure and the rationale behind the vari-

able selection utilized in this study. Figures 7.4 and 7.5 show posterior inclusion

probability distributions for proximity to offenders and exposure to risk variables.

These figures show that, for example, participating in online gaming clearly con-

tributes to the explanatory model with the median inclusion probability being

greater than 90 per cent, however, posting comments on online newspapers—does

not, with the media inclusion probability being less than 10 per cent. Participating

in online forums and posting about one’s personal life online are not as clear cut

in terms of contributing to the explanatory model, with the inclusion probabili-

ties being almost uniformly distributed making them less informative in terms of

the contribution to the explanatory model in this particular dataset. This does

not mean we can discount the effect of these two variables completely, but in this

dataset, we simply do not have enough information about the effect of these two

variables to include them in the model.
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Figure 7.4: Posterior probability distributions of the importance of proximity to
offenders variables based on 10,000 iterations of the Bayesian Profile Regression
algorithm

Figure 7.5: Posterior probability distributions of the importance of exposure to risk
variables based on 10,000 iterations of the Bayesian Profile Regression algorithm

For example, to measure the effect of proximity to offenders, we have selected

only online gaming, and left out using online forums, posting about one’s personal

life online and posting in the comments sections of online newspapers and social

media (see Figure 7.4). In contrast, to measure exposure to risk, we have selected

all three original variables: professional activities, volunteering, and self-promotion

online (see Figure 7.5).

The variables we have excluded from the model were not necessarily unim-

portant, but they do not contribute as actively to the model as the selected vari-

ables. The selected variables (see Table 7.3) were then used in modelling and

further analyses using BPR.

250



Appendix C: Lifestyles and Routine Activities Survey
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Survey of Lifestyles and Routine Activities and Cyber Abuse Victimization 

Start of Block: Introduction and consent 
 

Welcome to Technology, Lifestyles and Routine Activities Survey! 
    
  
This survey aims to identify the situational factors associated with technological aggression. 
Technological aggression involves the use of the Internet or other technological means (cell 
phones, gaming devices, etc.) to stalk or harass others. It can take forms of emails, texts (SMS), 
posts on blogs, online forums and social media pages of a persistent, annoying, alarming or 
threatening nature. 
  
To learn more about this study, please read this Participant Information Sheet. 
 
Please select the checkbox below to proceed with the rest of the survey if you voluntarily agree 
to participate are at least 18 years of age and are a U.S. resident.  

▢ I agree 
 

End of Block: Introduction and consent 
  



Survey of Lifestyles and Routine Activities and Cyber Abuse Victimization 

Start of Block: Victim self-selection 
 
Victim: Have you ever experienced any form of cyber stalking or cyber harassment directed at 
your personally? By cyber stalking and cyber harassment, we mean the use of the Internet or 
other technological means (cell phones, gaming devices, etc.) to stalk or harass. It can be in the 
form of emails, texts (SMS), posts on blogs, online forums and social media pages of a persistent, 
annoying, alarming or threatening nature; monitoring your daily activities using social media or 
specialized software; posting information about your online (photos, documents, videos) without 
your consent or distribution such information to others via email, SMS or other technological 
means; impersonating you online or through email or SMS; subscribing you online to unwanted 
services, products, activities, etc., or other similar behaviours.  

o Yes  

o No 

o I am not sure  
 
End of Block: Victim self-selection 
  



Survey of Lifestyles and Routine Activities and Cyber Abuse Victimization 

Start of Block: Non-victims’ relationships 
 
Relationships (non-victims): Which people in your life do you interact with regularly? Please 
select all that apply. 
 

 No Yes 

Family    

Spouse or romantic partner   

Sports, social clubs, committees   

Acquaintances     

Friends   

Online gaming   

Social media   

Business, work contacts    

Ex-spouse, ex-partner     

Education    

 

 
 
End of Block: Non-victims’ relationships 
  



Survey of Lifestyles and Routine Activities and Cyber Abuse Victimization 

Start of Block: Routines of non-victims 
 
Online Activities (non-victims): Please tell us about your online routines. How often do you do 
the following? Please move the slider to the appropriate position. 
 

 Never Occasionally Often 

Participate in discussions in online forums 

 

Post in the comments sections of online 
newspapers and social media  

Post about your life on social media sites 
(SNS)  

Participate in online multi-player games 

 
 
 

 
Online Income (non-victims): How often do any do the following? Please move the slider to 
the appropriate position. 
 

 Never Occasionally Often 

Derive any professional income from online 
activities. For example, as a writer (including 

a blog writer), journalist, photographer, 
media personality 

 

Participate in online community activities or 
perform volunteer duties? For example, by 
serving as a moderator of an online forum, 

social media page, news or media site, 
online gaming site and so on? 

 

Use the Internet and social media to promote 
yourself or your causes (social, political, 

charitable or any others) 
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Online discussions (non-victims): How often do you normally participate in online discussions 
on any of the following issues? Please move the slider to the appropriate position. 
 

 Never Occasionally Often 
 
 

Politics 

 

Environment 

 

Gender 

 

Race 

 

Sexuality 

 

Parenting or family dynamics 

 

Religion or spirituality 

 
 
 

 
Celebrity (non-victims): Can you describe yourself as any of the following: a social media 
personality, public figure (for example, a politician), activist, celebrity (including a minor or local), 
community leader with online presence? 

o Yes 

o No 
 

 
Guardians Witnessing (non-victims): If someone stalked or harassed you online, do you think 
someone would witness/know about it? 

o Yes 

o No  

o I do not know  
  



Survey of Lifestyles and Routine Activities and Cyber Abuse Victimization 

 
Guardians Intervention (non-victims): If someone stalked or harassed you online, do you 
think someone would intervene to stop the stalking/harassment on your behalf? By intervention 
we mean any active involvement of a third party in the incident of cyber abuse by either 
reporting it to the police, the social media site, or the Internet service provider, by contacting the 
offender or by any other involvement with the goal of disrupting the cyber abuse event. 

o Yes 

o No  

o I do not know  
End of Block: Routines of non-victims 
  



Survey of Lifestyles and Routine Activities and Cyber Abuse Victimization 

Start of Block: Demographics of non-victims 
 
Age (non-victims): What is your Age? Please type your age in years, for example, 24 

________________________________________________________________ 
 

 
Gender (non-victims): What Gender do you most identify as? 

o Male  

o Female  

o Other. Please specify ________________________________________________ 
 

 
Race (non-victims): What is your Race/Ethnicity? 

o White  

o Black, African American  

o American Indian or Alaska Native  

o Hispanic, Latino, or Spanish Origin  

o Asian (Chinese, Asian Indian, Filipino, Japanese, Korean, Vietnamese, etc.)   

o Pacific Islander (Native Hawaiian, Guamanian, or Chamorro, Samoan, etc.)  

o Mixed race/ethnicity   

o Other. Please specify ________________________________________________ 
 

 
Employment (non-victims): What is your Employment status? Please select the option that 
fits best 

o Employed full-time  

o Employed part-time  

o Self-employed   

o Student (not employed)  

o Homemaker (not employed)  

o Unemployed  

o Other. Please specify ________________________________________________ 
 
End of Block: Demographics of non-victims 



Survey of Lifestyles and Routine Activities and Cyber Abuse Victimization 

Start of Block: Methods of victimization 
 
Method: Thinking of the most recent or the most memorable incident where you experienced 
the behavior(s) described in the previous question, please select specific behaviors you 
experienced. 

▢ You received a derogatory, threatening or annoying email, text message, SMS, or a 
private message via social media addressed to you personally  

▢ Someone posted derogatory, embarrassing information (documents, photos, videos, 
etc.) about you on the Internet or distributed to others via email, text (SMS) or other 
technology  

▢ You have been subscribed to unwanted services, products, activities. You only found out 
about the subscription after you started to receive the services, products or invited to 
participate in the activities  

▢ Someone, pretending to be you, sent email or text messages or private messages on 
social media pages to your family, friends, co-workers, or other third parties  

▢ Your daily activities were monitored by someone via social media or a tracking software  

▢ Someone created a website or a social media page containing derogatory or 
embarrassing information about you  

▢ Other similar behaviour(s). Please specify____________________________________ 
 
End of Block: Methods of victimization 
  



Survey of Lifestyles and Routine Activities and Cyber Abuse Victimization 

Start of Block: Victims’ relationships  
 
Relationships (victims): Thinking about that one most recent or most memorable incident, 
which people in your life did you interact with regularly at the time of the incident. Please 
select all that apply 
 

 No Yes 

Family    

Spouse or romantic partner   

Sports, social clubs, committees    

Acquaintances    

Friends    

Online gaming contacts    

Social media contacts    

Business, work contacts     

Ex-spouse, ex-partner    

Education contacts    

 

 
 
 
End of Block: Victims’ relationships 
  



Survey of Lifestyles and Routine Activities and Cyber Abuse Victimization 

Start of Block: Routines of victims 
 
Online Activities (victims): Thinking about that one most recent or most memorable incident, 
please tell us about your online routines around the time of the incident. How often did you do 
the following? Please move the slider to the appropriate position. 
 

 Never Occasionally Often 

Participate in discussions in online forums 

 

Post in the comments sections of online 
newspapers  

Post about your life on social media sites 
(SNS)  

Participate in online multi-player games 

 

 
 

 
Online Income (victims): How often did you do the following around the time of the 
incident? Please move the slider to the appropriate position. 
 

 Never Occasionally Often 

Derive any professional income from online 
activities. For example, as a writer (including 

a blog writer), journalist, photographer, 
media personality 

 

Participate in any community activities or 
perform volunteer duties online? For 

example, do you serve as a moderator of an 
online forum, social media page, news or 
media site, online gaming site and so on? 

 

Use the Internet and social media to promote 
yourself or your causes (social, political, 

charitable or any others) 
 

 



Survey of Lifestyles and Routine Activities and Cyber Abuse Victimization 

 
Online discussion (victims): How often did you participate in online discussions on any of the 
following issues around the time of the incident? Please move the slider to the appropriate 
position. 
 

 Never Occasionally Often 

Politics 

 

Environment 

 

Gender 

 

Race 

 

Sexuality 

 

Parenting or family dynamics 

 

Religion, faith or spirituality 

 
 

 
 
Celebrity (victims): Around the time of the incident, could you describe yourself as any of the 
following: a social media personality, public figure (for example, a politician), activist, celebrity 
(including a minor or local), a community leader with an online presence? 

o Yes  

o No  
 

 
Guardians Witnessing (victims): To the best of your knowledge, do you think anyone 
witnessed the incident? 

o Yes 

o No  

o I do not know  
 

 
Guardians Intervention (victims): To the best of your knowledge, did anyone intervene in the 
incident on your behalf? By intervention we mean any active involvement of a third party in the 
incident of cyber abuse by either reporting it to the police, the social media site, or the Internet 
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service provider, by contacting the offender or by any other involvement with the goal of 
disrupting the cyber abuse event. 

o Yes 

o No  

o I do not know  
 
End of Block: Routines of victims 
  



Survey of Lifestyles and Routine Activities and Cyber Abuse Victimization 

Start of Block: Demographics of victims 
 
Victim’s Age: Around the time of the incident, what was your Age? Please type your age in 
years, for example, 24 __________________________________________________________ 
 

 
Victim’s Gender: Around the time of the incident, what Gender did you most identify as? 

o Male  

o Female  

o Other. Please specify __________________________________________________ 
 

 
Victim’s Race: Around the time of the incident, what was your Race/Ethnicity? 

o White  

o Black, African American  

o American Indian or Alaska Native  

o Hispanic, Latino, or Spanish Origin  

o Asian (Chinese, Asian Indian, Filipino, Japanese, Korean, Vietnamese, etc.)  

o Pacific Islander (Native Hawaiian, Guamanian, or Chamorro, Samoan, etc.)  

o Mixed  

o Other. Please specify __________________________________________________ 
 

 
Victim’s Employment: Around the time of the incident, what was your Employment status? 
Please select the option that fits best. 

o Employed full-time  

o Employed part-time  

o Self-employed  

o Student (not employed)  

o Homemaker (not employed)   

o Unemployed   

o Other. Please specify __________________________________________________ 
 
End of Block: Demographics of victims 



Appendix D: Ethics approval for conducting interviews and online

survey of victims of cyber abuse
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Chapter 8: Discussion and

Conclusion

To date, opportunity theories such as routine activity theory, lifestyle exposure

theory and the integrated lifestyle-routine activity theory have been successfully

employed to explain a multitude of crime problems that occur in the terrestrial

environment, e.g. burglary and assault. With the advent of the Internet and the

emergence of cybercrime, social scientists began to ponder whether the existing

theories developed for terrestrial crime could be used to explain crimes that occur

in the new environment of cyberspace. In his seminal paper “The novelty of cy-

bercrime”, Majid Yar (2005, p. 424) argued that terrestrial theories rooted in the

physical world’s dimensions of time and space are incompatible with the “chron-

ically spatio-temporally disorganized” environment of cyberspace, and therefore,

before they could be used successfully to explain cybercrime, terrestrial theories

should be adapted to the unique environment of cyberspace.

In this line of inquiry, a small but quickly growing scholarship tested the

empirical utility of opportunity theories in the environment of cyberspace, with

considerable research efforts focusing on variants of cyber abuse—cyber bullying,

cyber stalking and cyber harassment. As Holt and Bossler (2014) showed, this
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scholarship produced inconclusive results. The in-depth review of this scholarship

(presented in chapter 3 of this thesis) suggested that despite the mixed results,

it might be too early to make any conclusions about the utility of opportunity

theories to explain cyber abuse as the inconclusive results may be explained by

the limited understanding of cyber abuse crime events, the way the key theoretical

concepts were operationalized, and the methodological and analytical approaches

undertaken in these studies.

The chapter concluded with a recommendation that these identified issues

are addressed before any conclusions can be made about whether opportunity theo-

ries are useful in explaining crimes occurring in cyberspace environment. With this

recommendation in mind, the main objective of this thesis was to adapt lifestyle-

routine activity theory to explain cyber abuse by focusing on the following three

lines of inquiry: 1) improving our understanding of the cyber abuse crime event,

2) identifying and then testing new proxies to measure the key lifestyle-routine

activity theory concepts in the context of cyber abuse victimization, and 3) im-

proving the validity of findings by addressing the most common methodological

and analytical criticisms of the earlier scholarship. Each chapter of this thesis

contributed to one or more of the above mentioned lines of inquiry.

With the goal of improving our understanding of the cyber abuse crime event,

studies presented in chapters 4 and 5 of this thesis provided empirical support for

previous literature that suggests that cyber abuse should be treated as a broad

crime category rather than one uniform crime with sub-classifications of direct

and indirect cyber abuse. Through the analysis of different sources of information

about cyber abuse crime events, such as the interviews with victims, newspaper

reports and computer mediated communications describing the incidents of cyber

abuse, the chapters identified that the type of cyber abuse experienced by its
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victims may be largely determined by the nature of the relationship between the

victims and the offender and the offender motivation. In particular, indirect cyber

abuse was found to be more likely to occur in the context of a pre-existing offender-

victim relationship and expressive motivation. These findings suggest that the

identified sub-classifications of cyber abuse appear to be driven by different causal

mechanisms, and therefore require different explanations. Establishing empirical

support for treating cyber abuse as a broad crime category rather than a uniform

crime with sub-classifications characterized by their own sets of causal factors

provides additional support for modelling the victimization processes separately

for each of the specific sub-classifications.

Additionally, by employing statistical modelling with variable selection, the

chapters were able to demonstrate the importance of the interaction between the

offender-victim relationship and offender motivation, which would possibly have

been overlooked had the conventional null hypothesis significance testing approach

been used instead. Overall, chapter 4 highlighted the need to employ analytical

techniques better suited for analysis of small samples (commonly used in the ex-

isting cyber abuse scholarship). Chapter 5 then demonstrated the advantages of

employing analytical techniques in a Bayesian framework (e.g. Bayesian GLM

with vaguely informative priors and Bayesian Model Averaging) when employing

GLM with explicitly specified interactions with small samples.

In support of the second line of inquiry—identifying proxies for key theo-

retical concepts—using qualitative analyses of newspaper reports and computer

mediated communications describing incidents of cyber abuse victimization, a set

of ecologically valid proxies for measuring the key theoretical concepts related to

lifestyles and routine activities of victims was identified in chapter 6. These proxies

were then quantitatively tested in chapter 7. The findings in chapter 7 provide
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empirical support for the use of adapted lifestyle-routine activity theory to account

for the risk of victimization from different sub-classifications of cyber abuse.

As was suggested in chapter 3 of this thesis, the existing scholarship heav-

ily relies on terrestrial research traditions to operationalize opportunity theories’

key concepts in the context of cyber abuse. The use of ecologically invalid mea-

surements of the key theoretical concepts explains, at least partially, the weak

empirical evidence of the utility of opportunity theories to explain crimes that

occur in cyberspace. To address this issue by identifying more ecologically valid

proxy measurements, in chapter 6, two datasets containing newspaper reports and

computer mediated communications describing various incidents of cyber abuse

were analyzed, and a set of original measures was developed.

The analyses in chapter 6 suggest that exposure risk, and with it, the risk

of personal victimization, increases when one participates in the following online

activities: professional or semi-professional activities, community activities or vol-

unteer duties, as well as activities where the Internet is used for self-promotion

or for promoting one’s causes. All these activities appear to make an individ-

ual more visible and accessible to potential offenders, and through this increased

visibility and accessibility increase the individual’s risk of becoming a target of

cyber abuse as postulated by the theory. Further, it appears that participating in

discussions in online forums and online multi-player games reduces the virtual dis-

tance between potential victims and offenders, and therefore increases proximity

to offenders. Many discussion forums (e.g. Reddit) and online gaming platforms

by generally supporting free speech and allowing relatively unrestricted commu-

nication between the participants have become known for tolerating cyber abuse

and attracting those looking for easy targets to attacks. The also suggests that

getting involved in online discussions about contentious topics such as politics and
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the environment increases one’s vulnerability, while being a celebrity of some sort

increases one’s symbolic value and subsequently makes one an attractive target for

a cyber abuser. Finally, the analyses suggest that supportive family and friends,

as well as social media connections could act as potential guardians and reduce

one’s risk of personal victimization.

The proxies, qualitatively identified in chapter 6, were then quantitatively

examined in chapter 7 from the point of view of their utility to account for a differ-

ential risk of victimization from cyber abuse as well as specific sub-classifications of

cyber abuse. By examining the simultaneous effect of variables representing differ-

ent lifestyles and routine activities on the risk of personal victimization (including

any potentially important interactions), Bayesian Profile Regression (BPR), the

statistical data analysis method employed in chapter 7, was able to distinguish

between victims and non-victims of cyber abuse. This result is of particular signif-

icance in the context of this thesis as it provides support for the empirical utility

of lifestyle-routine activity theory to account for cyber abuse victimization.

As was mentioned earlier, lifestyle-routine activity theory asserts that the

level of involvement in risky activities determines the risk of personal victimization.

The results showed that non-victims compared with victims scored below average

on involvement in most risky online activities, as measured in chapter 7. How-

ever, the trend of non-victims’ lower levels of participation in risky activities is not

uniform and some activities appear to be better predictors of victimization than

others. For example, participation in online gaming appears to be a better pre-

dictor of cyber abuse victimization compared with participating in professional or

semi-professional activities and volunteering. Further, the results support the pre-

vious literature that identified guardianship as a protective factor against personal

victimization in physical environment and extend it to cybercrime. As predicted
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by the theory, risky activities can be counteracted by capable guardianship in the

form of witnessing and intervention as well as socializing with others.

Besides being able to distinguish between victims and non-victims, the anal-

ysis employed in chapter 7 (BPR) was also able to distinguish between victims of

different sub-classifications of cyber abuse—direct, indirect or mixed—further con-

firming that different sub-classifications of cyber abuse are indeed different as they

are associated with different lifestyles and routine activities, and therefore should

be examined and modelled separately. The BPR established that, in general, of

the three sub-classifications of cyber abuse, direct cyber abuse is associated with

the lowest relative level of involvement and indirect with the highest level of in-

volvement in risky activities with mixed cyber abuse being somewhere in between.

However, the effect of lifestyles and routine activities on the type of abuse experi-

enced by the victims is more complex than a simple “main effects” model would

have been able to detect. Specifically, the results suggest indirect abuse is asso-

ciated with a very different pattern of lifestyles and routine activities compared

with direct abuse. It appears that indirect abuse is experienced by those for whom

the Internet and Internet-enabled communication replaced, to a large degree, face-

to-face communication and is the result of some grievances that occurred in the

course of online communication, possibly in an online gaming environment, rather

than off-line communication.

These findings indicate that sub-classifications of cyber abuse can be char-

acterized by different patterns of lifestyles and routine activities, and therefore

support the need to consider and model the processes of victimization from dif-

ferent sub-classifications of cyber abuse separately. Further, these findings show

that when carefully adapted to the specific environment—cyberspace—and the

particular type of crime—cyber abuse—lifestyle-routine activity theory has a con-
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siderable empirical utility to help explain and understand crimes that occur in

environments that are very different from the ones for which the theory was origi-

nally developed. By extension, this means that through careful operationalization

of the key theoretical concepts, terrestrial theories such as lifestyle routine activity

theory and routine activity theory could be adapted and extended to explain new

and emerging types of criminality such as those that occur in the new environment

of cyberspace.

To ensure the improved validity of findings, this thesis focused on identi-

fying more appropriate innovative methods of data analysis, and also employed

more robust data collection methodology. The review of the existing cyber abuse

scholarship in chapter 3 demonstrated the need for a careful and thoughtful ap-

proach to data analysis, and in particular, the need to explore beyond the “main

effects” models by considering interactions when modelling the processes of vic-

timization. By identifying the interaction between the offender-victim relationship

and offender motivation as the most important parameter in the model explaining

the differences between direct and indirect types of cyber abuse, the study pre-

sented in chapter 4 demonstrated the benefits of exploring beyond the so called

“main effects” models. Following this line of inquiry, chapter 5 has explored some

of the common issues associated with the use of conventional statistical methods

to analyze logistic regression models with explicitly specified interactions when

datasets are small (which is common in the existing cyber abuse scholarship). It

was shown in chapter 5 that in these situations it might be advisable to consider

analyses in the Bayesian statistical framework, specifically, Bayesian GLM with

vaguely informative priors or Bayesian Model Averaging.

Further, as chapter 3 showed, one of the common criticisms of the earlier

research was related to the use of small samples. Some of these studies included
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those younger than 18 years of age and by doing so blurred the line between cyber

abuse and cyber-bullying, and/or did not include those in the older age range.

Also, by only focusing on one section of population—students—it is possible that

the samples used in these studies were biased in terms of education, race, and

potentially other characteristics of the participants.

By surveying a large sample of respondents (N = 1,463), including adults

of a wide range of ages (between 18 and 80 years of age) and excluding potential

participants under the age of 18, the study presented in chapter 7 addressed this

methodological criticism. While it was not possible to avoid all limitations (i.e.

the sample is non-probability and potentially biased towards “professional survey

takers”), the sample employed in chapter 7 is an improvement on most employed

in earlier research in terms of size and representativeness. Obviously, the method-

ology employed in this thesis, in particular in chapter 7, could be further improved,

for example, by employing probability samples drawn from the general population.

The findings from the thesis have implications not only for theory advance-

ment but potentially for developing targeted crime prevention strategies. In par-

ticular, lifestyle-routine activity-related factors initially identified in chapter 6 and

then quantitatively tested in chapter 7, could be viewed as risk factors for cy-

ber abuse victimization. Considering the focus of the these studies on specific

types of cyber abuse, these risk factors should be considered for developing crime

prevention strategies for direct, indirect and mixed types of cyber abuse.

8.0.1 Limitations and Conclusion

The results of the studies included in this thesis should be interpreted in the

context of several assumptions regarding lifestyle-routine activity theory as well

as and the limitations related to the choices of research methodology, data, and
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analytical techniques. The idea of adopting a terrestrial theory such as lifestyle-

routine activity theory to the new environment of cyberspace is rooted in two key

assumptions: that the theory is valid in the context for which it was designed, and

that the theory is universal and can explain any type of crime occurring in any

environment.

The first assumption is that lifestyle-routine activity theory is valid in the

context for which it was designed, namely, explaining rimes that occurs in ter-

restrial environment. As the literature review provided in Chapter 2 shows, this

assumption is supported by a significant body of empirical research. It is however

possible that the theory is in fact not valid. If this was the case, it would mean that

the key proposition of this thesis—the lack of empirical evidence for the utility of

lifestyle-routine activity theory in the context of cyberspace is due to the method-

ological, analytical and the issues related to inappropriate operationalization of

the key theoretical concepts—would also be invalid.

The second assumption is that lifestyle-routine activity theory is univer-

sal and can explain crime regardless of the environment. This thesis assumes

that lifestyle-routine activity theory can explain personal victimization in the new

environment of cyberspace to the same or similar extent to which it explains

victimization in terrestrial environment. As the literature review in Chapter 2

demonstrates, not all criminologists are convinced that opportunity theories such

as lifestyle-routine activity theory are in fact environment-universal. Some argue

that the the requirement of temporo-spatial convergence of victims and offenders

that is fundamental for theories such as routine activity theory and lifestyle-routine

activity theory make them non-transposable to the “chronically spatio-temporally

disorganized” environment of cyberspace (Yar, 2005). While several recent theo-

retical developments discussed in the literature review in Chapter 2 suggest that

275



the spatio-temporal disconnect could be re-interpreted to better appreciate the

potential utility of LRAT to explain new types of criminality, it is of course pos-

sible that the theory is simply not suitable for the environment of cyberspace and

the lack of empirical evidence supporting the utility of the theory in this new

environment reflects this unsuitability.

In addition to the above discussed assumptions, several limitations related

to the choices of research design, data, its collection and analysis should be taken

into considering when interpreting the findings from this thesis. Studies included in

this thesis employed different research designs including qualitative studies using

thematic analysis of interviews with victims, newspaper reports and CMCs of

victims as well as quantitative studies reporting the results of content analysis of

newspaper reports and CMCs of victims and victim survey data analysis. The

research designs employed in this thesis all potentially have limitations discussed

in detail in the respective chapters where they were presented. For example, while

helpful for making sense of the information contained in textual data, thematic

analysis has a potential to produce inconsistent results when developing themes

derived from the research data (Holloway and Todres, 2003). Further, Profile

Regression procedure employed in Chapter 7 is best when utilized with a large

data sample, and could potentially produce unstable results when used with small

to medium size samples. In order to improve the validity of findings in this thesis,

a number of approaches were undertaken, including, triangulation of data-sources

(i.e. employing different data sources), analyses (i.e. employing different analytical

techniques) and researchers (i.e. several researchers analyzing the data).

In addition, the studies included in this thesis, report the findings based on

the analysis of several datasets, none of which could be considered perfect. The

three main data sources employed in this thesis are: 1) victim interviews, 2) online
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victim survey, and 3) the content of newspaper reports and CMCs describing cyber

abuse victimization events, all with their own limitations.

First, victim interviews and surveys only allow examination of the event from

the victim’s point of view. To address this limitation to some extent, the research

employed a different data source, namely, newspaper reports, that do not solely

rely on the victim’s perspective when reporting the incident. Second, like all self-

report data, victim interviews and surveys produce data that is potentially biased

(e.g. social desirability bias, recall problems, etc.). To address this limitation to

some extent, the research employed a different data source, namely, newspaper

reports, that do not solely rely on the victim’s perspective when reporting the

incident. Third, using victim interviews and surveys, offender motivation could

only be explored indirectly. However, the analysis of newspaper reports provide

a more holistic view of the problem as they often consider not only the victim’s

point of view but also the offender’s perspective.

Further, all samples analyzed in this thesis are non-probability samples,

which means the findings cannot be generalized to the population of interest, in

this case, the general population of the US or Australia. While this is definitely a

limitation, considering the goals of the analyses that did not include making infer-

ences about general population in terms of proportions or trends, this was deemed

to be acceptable considering the difficulties and expenses associated with obtain-

ing large probability samples of general population. The literature review on this

topic suggests that for the purposes of testing a theory, the use of non-probability

samples may be acceptable.

And finally, the datasets analyzed in Chapter 5 (content of newspaper re-

ports N = 105 and CMCs N = 95) would be considered small. The potential

limitations of inferences from small samples using conventional statistical tech-
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niques are discussed in detail in Chapter 5. The chapter also proposes a different

approach to analyzing this type of small dataset using the analyses in Bayesian

statistical framework. Most of the limitations of the data were offset at least to

some degree by the use of innovative analytical techniques, where possible large

samples, methodological triangulation and thoughtful consideration of conceptu-

alization and operationalization of key theoretical concepts included in the model.

Notwithstanding the limitations, this thesis contributed to the existing knowl-

edge base in several ways. First, it reviewed the existing scholarship on the empiri-

cal utility of lifestyle-routine activities theory to explain cyber abuse victimization

and found that the empirical evidence is mixed. Second, it identified potential

sources of the mixed empirical results. Third, it proposed that statistical analyses

in the Bayesian framework may be more appropriate for modelling cyber abuse

victimization using small samples when interactions are explicitly specified in the

model. Fourth, it identified several new ecologically valid proxies for measuring the

key lifestyle-routine activities-related theoretical concepts. Fifth, through an in-

depth analysis of interactions between victims and offenders involved in incidents

of cyber abuse, it identified sub-classifications of cyber abuse, namely, direct, indi-

rect and mixed cyber abuse. Sixth, it tested the empirical utility of lifestyle-routine

activities theory in relation to specific sub-types of cyber abuse using the identi-

fied proxies. And finally, by using an innovative method of data analysis (Bayesian

Profile Regression), it identified groups of victims with varying levels of risk from

specific sub-types of cyber abuse and the associated different lifestyles and routine

activities. Overall, this research contributed to further development of the concept

of risk of personal victimization from cyber abuse.

In conclusion, the overarching goal of this thesis was to understand how

opportunity theories like routine activities theory, lifestyle exposure theory and
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lifestyle-routine activity theory could be adapted to better explain cyber abuse

victimization. Using an updated classification of cyber abuse, more ecologically

valid measures of the key theoretical concepts, an improved methodological de-

sign and innovative analytical technique, the model used in this thesis (chapter

7) was able to distinguish between victims and non-victims, and also between

victims of different types of cyber abuse. This empirical evidence of the utility of

lifestyle-routine activity theory has important implications not only in terms of the

theoretical development but also for the development of practical crime prevention

strategies specifically targeting cyber abuse and its sub-classifications. Overall, the

results of this thesis suggest that opportunity theories, such as lifestyle-routine ac-

tivity theory, when carefully adapted to the environment of cyberspace and the

specific type of cybercrime, can provide useful insights into the nature of the crime

event, its causal mechanisms and potential ways of preventing it.

The findings reported in this thesis, in particular about the roles of offender-

victim relationship and offender motivation within the mechanism of personal vic-

timization in cyberspace, are particularly important if we consider the historical

context of opportunity theories. At the time the original opportunity theories

(routine activity theory and lifestyle exposure theory) were created, high-quality

victimization data were scarce, and the best (and practically the only one) source

of the victimization information at the time was NCS (National Crime Survey).

NCS, while providing a wealth of victim-centered data, lacked many pieces of in-

formation necessary to properly test the conceptualizations of lifestyles as designed

by Hindelang et al. (1978). Addressing the shortcomings of NCS data, Hindelang

et al. (1978) suggested “[i]n relation to victimization events, there is also a need

for data about factors that immediately precede the victimization (e.g. were the

victim and offender drinking together in a bar?) and for more information about
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the victim-offender relationship”.

Despite the apparent importance of understanding of offender-victim rela-

tionship and the related to it offender motivation, as Pratt et al. (2014, p. 343)

lamented “[s]trangely, few scholars have chosen to follow this research roadmap.

Instead, the issues raised by Hindelang et al. have been virtually ignored by the

field at large, and an abundance of criminological literature has since been pro-

duced that does little to improve the types of lifestyle indicators available in the

1970s”. The finding from the studies reported in this thesis suggest that the theory

may need to be expanded to incorporate offender-victim relationship and offender

motivation into the explanatory model as these factors appear to affect the causal

mechanism of crime. Further investigation of the role of offender-victim relation

and offender motivation in crime event is needed and is particularly important

in the context of crimes that occur in cyberspace, where this type of research is

particularly scarce.
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