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Abstract—The performance of existing copyright protection 

schemes is questionable due to their vulnerability to geometric 
transformations. Though a few of them can resist global 
geometric transformations like rotation and scaling attacks, most 
of them are vulnerable to rotation-scale and cropping attacks. 
This paper presents a novel geometric distortion correction 
scheme robust to global geometric transformations. It restores an 
attacked image to its approximate original by reversing the 
attack using the invariant centroid and geometric moments of the 
image. Experimental results show the effectiveness of the 
proposed scheme. 
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I. INTRODUCTION 
Due to ever-growing expansion of using digital 

multimedia and the Internet, the problem of ownership 
protection of digital media has become increasingly important. 
Although significant progress has been made, surviving of the 
watermark in geometric attacks is still an active research area. 
Such attacks are easy to implement, but can make most of the 
existing watermarking schemes ineffective. Geometric 
transformations can be decomposed into two classes: global 
transformations such as rotation, scaling, and translation 
(RST) and local transformations like local bending attacks. A 
lot of schemes [1-3, 5-20] have been proposed to combat both 
types of transformations; nonetheless, the problem of resisting 
geometric attacks has been unsolved yet because of their high 
computational complexity, implementation difficulties, and 
poor performance. In addition, many of the existing schemes 
are vulnerable to rotation-scale and cropping attacks.  

The detection or extraction of the watermark requires a 
synchronization step to locate the embedded mark in the 
content. However, geometric transformations of the 
watermarked content create synchronization problem in the 
watermark detection or extraction phase. There are many 
synchronizing schemes to combat geometric attacks in the 
literature [1-3, 5-20]. They may be divided into following 
seven classes. 

Alghoniemy and Tewfik proposed an exhaustive search 
scheme [1] that transformed the test image in every possible 
way in order to recover synchronization based on a training 
sequence against rotation and scaling attacks. However, the 
time complexity of exhaustive search increases exponentially 
with the increase in search space i.e., the number of attacks. 

Periodical sequence-based schemes add a sequence 
number periodically during the embedding process. This 
redundant information can be used latter to localize the 
position of the watermark and to improve the detection phase. 
Hartung et al. [2] applied a periodic insertion for 
synchronization and correlated the mark using a four-
dimensional sliding correlator. 

Template-based schemes identify the transformation by 
retrieving artificially embedded references known as 
templates. They embed templates in addition to the watermark 
reducing both the image fidelity and the embedding capacity. 
Pereira and Pun [3] localized templates in a ring 
corresponding to the middle frequencies of the spectrum. 
Templates were generated by increasing the magnitude of the 
selected coefficients and creating a local peak. Though 
template insertion-based schemes address synchronization 
after global and local geometric attacks, templates can easily 
be erased since they usually represent peaks in the transform 
domain [4]. A serious problem arises when many 
watermarked images share a common template easing 
collusion-based detection of the template and posing security 
threats to the template itself. 

Invariant transform-based schemes embed the watermark 
in an invariant domain like Fourier-Mellin transform (FMT). 
The scheme in [5] was theoretically effective but difficult to 
implement due to poor interpolation accuracy during log-polar 
and inverse log-polar mapping (LPM, ILPM). Lin et al. [6] 
proposed an improvement reducing implementation 
difficulties; however, it suffered from frequency localization 
problem. Kim et al. [7] removed this problem by reordering 
and modifying FMT function blocks and using the invariant 
centroid (IC). However, they are still vulnerable to cropping 
and computationally expensive. Moreover, non-uniform 
sampling grid of the LPM causes aliasing. 

Non-blind schemes use the original image in order to 
detect the mark by identifying the geometrical transformation 
applied on the image. Dong et al. [8] used a deformable mesh 
model to correct the geometric distortion. These schemes are 
effective for local distortions, but an extension to global affine 
transformations is computationally demanding [9]. 

Image normalization-based schemes use invariant 
geometric [10-11] or Zernike [12] moments to transfer the 
image into a standard form. Dong et al. [10] embedded multi-
bit watermark while Alghoniemy and Tewfik [11] embedded 
1-bit watermark only. However, image normalization is highly 
sensitive to cropping and computationally expensive if high-
order moments are exploited.  



Content-based schemes belong to the second-generation 
watermarking schemes defined by Kutter et al. [13]. As the 
image content represents an invariant reference to geometrical 
transformations, these schemes locate the mark by linking 
with image semantics. For feature extraction they used Harris 
corner and edge detector [9, 19-20], Mexican Hat wavelet 
scale interaction model [13, 15], wavelet maxima [14], scale-
invariant feature transform [16], image segmentation [17], and 
scale-space representation of the image [18][20]. However, 
their effectiveness was limited. For example, the scheme in 
[14] was robust to small rotation and upscaling, but was 
severely weak against downscaling due to inherent data loss 
accompanied with the down sampling process. Color image 
segmentation algorithms [17] were fragile to downscaling and 
aspect-ratio change [21]. Though Harris corner detector 
extracts more robust features than Mexican Hat wavelet, the 
former is sensitive to blurring and cropping [16]. Combination 
of different schemes was also proposed in the literature to 
improve robustness. For instance, Tang and Hang [15] 
combined image normalization, periodical sequence, and 
content-based schemes; nevertheless, this combined scheme 
was sensitive to scaling and cropping [16]. 

Some common problems of abovementioned schemes are 
their low robustness against rotation-scale and cropping. In 
fact, FMT-based schemes are not capable of distinguishing 
between a resizing due to scaling and one due to cropping, 
since LPM is always sampled with the same number of points; 
image normalization-based schemes are highly sensitive to 
cropping; and content-based schemes are largely dependent on 
the accuracy of involved feature point detectors which are 
sensitive to cropping. Though exhaustive search technique 
outperforms template-based technique if the search space 
increases polynomially [22], the former is time-consuming. 

The IC of an image can be detected under many RST 
attacks, even if the image is moderately cropped [7]. This 
paper presents a computationally inexpensive content-based 
geometric distortion correction scheme based on the IC and 
low order geometric moments and using general knowledge of 
geometric transformations. The proposed scheme can correct 
global geometric transformations like RST and their 
combinations e.g., rotation-scale attack. In addition, it is also 
robust to image cropping and flipping attacks. 

II. PROPOSED SCHEME 
Geometric moments have been extensively explored in 

[11-12] with a view to cope with geometric transformations. 
Kim et al. [7] proposed a geometric moment-based iterative 
procedure for finding the IC of an image to achieve translation 
invariance. In section II.A and II.B, we will review them in 
order to make the paper self-contained. Then we will present 
the proposed geometric transformation correction scheme 
based on the IC and geometric moments and using general 
knowledge of geometric transformations in sections II.C and 
II.D. In section II.E, we will discuss how a global geometric 
attacked image can be restored to its approximate original. 

A. Geometric Moments 
Consider a gray-scale image I of size wI × hI, where 1 ≤ x 

≤ wI and 1 ≤ y ≤ hI. Define the geometric moments mp,q of I as  
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where ( x , y ) is the centroid of the image defined as 
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The x and y-directions in the above equations change when 
the image is rotated and scaled. In order to estimate these 
directions, we use the principal axis concept applied to the 
binary image [11]. The correction angle θc can be expressed as 
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Again define the geometric moments computed from the 
center (x0, y0) of the image as 
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Note that I(x, y) denotes the pixel value at position (x, y) in 
image I. 

B. Invariant Centroid 
In conventional feature point techniques, it is difficult to 

find an invariant point that is not changed by geometric 
transformations, image processing, and compression. Kim et 
al. [7] proposed an iterative method (see Fig. 1) to find out the 
IC C = (cx, cy) in an image, where (cx, cy) ≡ ( x , y ) as defined 
in (3).  

The method first passes the image through a Gaussian low 
pass filter which reduces the effect of waveform attacks like 
JPEG lossy compression, noise addition etc. The initial 
centroid C0 is calculated over the entire image using (3). In 
order to reduce the effect due to both cropping by geometric 

Fig. 1: Finding invariant centroid of an image



attacks and change of pixel values by waveform attacks, this 
method then uses a circular region centered at the centroid C 
with radius r. Note that the value of C in this iterative method 
converges after a few iterations. However, for images full of 
detail texture and regular pattern and brightness change such 
as chessboard, the IC may not be converged to a unique point. 
Nevertheless, real world images, in general, do not have such 
compositions [7].  

C. Global Geometric Distortion Correction 
The original image is not required for distortion 

corrections. However, it is assumed that some of its 
information like its size wI × hI, IC C, radius r, and signs of 

0,1
~µ  and 1,0

~µ  are provided. 
1) Flipping: Flipping can be a part of an RST attack. We 

achieve flipping invariance using signs of 0,1
~µ  and 1,0

~µ  as 
they change their signs with flipping around y and x-axis 
respectively [11]. 

2) Cropping: The cropping invariance is achieved using C 
as it is invariant to the center (x0, y0). In both symmetric and 
asymmetric cropping attacks, the IC in the attacked image can 
be found at  the same position as the original IC. 

3) Translation: Cropping and translation attacks are similar 
but in translation the original size of the image is preserved. In 
translation attack, the IC shifts as the same amount as the 
centre. Let the IC in the attacked image be Ct = (cxt, cyt) due to 
a translation of the center (x0, y0) to (tx, ty). Consequently, we 
can find the translation amount as 

 .and yytyxxtx cctcct −=−=  (6) 

4) Rotation-only and Rotation-crop: In rotation attack, the 
rotated image may or may not be cropped. If I is rotated by an 
angle θr, the IC is also rotated by the same angle, irrespective 
of the cropping after rotation. Let the IC of the rotated image 
be Cr = (cxr, cyr). Then θr can be calculated as 

 ,ααθ −= rr  (7) 

where αr and α are angular distances of Cr and C calculated as 
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5) Scale and scaleup-crop: In scale attack, if I is scaled by a 
factor s in both x and y-directions, the linear distance of the IC 
from the center of the image changes by the same factor; 
however, its angular distance does not change. A cropping can 
be done after scaleup. Let the IC of the scaled image be 
Cs = (cxs, cys). Then s can be calculated as  

 ,
R

R
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where Rs and R are linear distances of Cs and C calculated as 
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6) Rotation-scale: In rotation-scale attack, I (wI × hI) is first 
rotated by an angle θrs and then scaled down to the original 
size. Let Irs be the attacked image. Following steps are 
executed in order to reverse this attack: 

Step 1: Let Ig be the Gaussian low pass filtered version of Irs. 
Step 2: Calculate the correction angle θc for Ig. 
Step 3: Rotate Ig by the angle – θc. Let the rotated image be Igc. 
Step 4: Resize Igc to (wI × hI). Let the resized image be Igcs. 
Step 5: Find the IC Cgcs = (cxgcs, cygcs) of Igcs as in II.B. 
Step 6: Find the IC Cgc = (cxgc, cygc) of Igc using Cgcs and the 
scaling factor between Igc and Igcs. 
Step 7: Find the IC Cg = (cxg, cyg) of Ig by rotating the centroid 
Cgc = (cxgc, cygc) of Igc by the angle θc. 
Step 8: Let the linear distance of Cg from the center of Ig be Rg 
and that of C from the center of I be R. 
Step 9: Find the scaling factor srs = Rg / R. 
Step 10: Resize Ig using the scaling factor 1 / srs. Let this 
resized image be Igs.  
Step 11: Crop Igs to the original size. Let this resized image be 
Igscp which is the cropped rotated image of the original image. 
Step 12: Find the IC Cgscp = (cxgscp, cygscp) of Igscp as in II.B. 
Step 13: Calculate the rotation angle θrs, between C and Cgscp. 
Step 14: First resize the input image Irs by the factor 1 / srs and 
then rotate by the angle – θrs. Let this scaled and rotated image 
be I′rs which is the restored approximation of the original 
image I.  

D. Other Combination of Attacks 
In the next section while restoring to the approximate 

original, it is assumed that a flipping attack follows other 
attacks. However, if other attacks follow a flipping attack their 
reversing processes may need to be updated. If a translation 
attack follows a flipping attack, we need to update (6) as  

 yytyxxtx cctcct −== andm  (11) 

for a flipping around y-axis and 

Fig. 2: Obtaining approximate original image by reversing global 
geometric attacks 
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for a flipping around x-axis. If a rotation attack follows any 
flipping attack, then we need to update (7) as 

 ).( ααθ −±= rr  (13) 

But if a cropping or a scaling attack follows any flipping 
attack, we do not need to update. Therefore, only the reversing 
processes of translation, rotation, rotation-crop, and rotation-
scale, discussed in section II.C above, are required to be 
updated accordingly. To reverse other global geometric 
transformations e.g., aspect-ratio change and any other 
possible combinations is currently under investigation. In the 
next section, a watermarking synchronization step, in which 
the extracted watermark is compared with the original 
watermark, is assumed. 

E. Obtaining Approximate Original 
Fig. 2 shows the restoration procedure to obtain the 

approximate original image by reversing global geometric 
transformations. The test image along with the required 
original information e.g., wI, hI, C, r, and signs of 0,1

~µ  and 
1,0

~µ  are given as inputs. The test image is first inspected for a 
possible flipping attack that might follow other attacks. If the 
test image causes synchronization failure after reversing 
flipping attack, it is then inspected for attacks like cropping, 
translation, rotation, rotation-crop, scale, and rotation-scale 
sequentially. After reversing a possible attack (e.g., cropping) 
if it still causes synchronization failure, it is further inspected 
for the next attack (e.g., translation). The inspection is 
executed in ascending order of complexities of reversing 
processes. Once the tested image recovers synchronization 
after reversing some attack, the inspection terminates.  

Fig. 4: Reversing translation: (a) translated image to (– 40, 40) and 
(b) translation restored image, estimated translation was (– 40, 40); 

invariant centroids are shown as black dots 

Fig. 3: (a) Original image (512 × 512) and (b) 25% cropped image 
(384 × 384); invariant centroids are shown as black dots 

Fig. 5: Reversing flipping: (a) flipped (around x-axis) image and (b) 
flip restored image (

1,0
~µ  was positive for original image and 

negative for flipped image); invariant centroids are shown as black 

Fig. 6: Reversing rotation: (a) 15° rotated image (629 × 629) and (b) 
rotation restored image (512 × 512, estimated angle was 14.35°); 

invariant centroids are shown as black dots

Fig. 7: Reversing rotation-crop: (a) 30° rotated and cropped image 
(374 × 374) and (b) restored image (509 × 509, estimated angle was 

29.14°); invariant centroids are shown as black dots 

Fig. 8: Reversing scaling: (a) 50% scaled (256 × 256) image and (b) 
restored image (510 × 510, estimated rotation angle was 0˚ and scaling 

factor was 0.502); invariant centroids are shown as black dots



III. EXPERIMENTAL RESULTS  
We implemented the proposed scheme with MATLAB 7 

and tested its effectiveness using many images. Due to space 
limitations, however, only results obtained using 8-bit gray-
scale Lena image (512 × 512) are presented. The radius of 
circular region while finding the IC was r = 64. The IC was 
found at C = (44, 116) in the original Lena image, as shown in 
Fig. 3(a); hence, its angular distance was α = 69.23°.  

In 25% cropping attack, the IC was obtained accurately at 
(44, 116), as shown in Fig. 3(b), and no restoration was 
required. In translation attack, the origin (x0, y0) = (0, 0) was 
translated to (– 40, 40) and the IC was found at Ct = (4, 156) 

for the attacked image; hence the estimated translation was the 
same Ct – C = (– 40, 40). The attacked and restored images are 
shown in Fig. 4(a)-(b).  

In flipping around the x-axis, the IC was found at (44, –
 116); however, the sign of 1,0

~µ was positive and negative for 
the original and attacked images respectively. Therefore, the 
attacked image was flipped around the x-axis in order to 
restore to the original image, as shown in Fig. 5(a)-(b). After 
restoration we found the IC accurately at (44, 116).  

In 15° rotation-only attack shown in Fig. 6(a), the angular 
distance of the IC was αr = 83.58°. Consequently, the 
estimated rotation angle became θr = αr – α = 14.35°. The 
attacked image was rotated by – 14.35° and then cropped to 
the original size (512 × 512). The IC was found at (45, 115) in 
the restored image as shown in Fig. 6(b).  

In the case of 30° rotation-crop attack shown in Fig. 7(a), 
the angular distance of the IC was αr = 98.37°. Consequently, 
the estimated rotation angle was θr = αr – α = 29.14°. The 
attacked image was rotated by –29.14°. The IC was found at 
(45, 115) in the restored image as shown in Fig. 7(b).  

In 50% scaling attack shown in Fig. 8(a), the estimated 
scaling factor was found as s = 0.502; so the restored image 
size was 510 × 510 (256 / s = 510). The IC was found at 
(47, 113) in the restored image as shown in Fig. 8(b).  

In 75° rotation followed by 81% scaling attack, the IC was 
found at a wrong position as shown in Fig. 9(a). The estimated 
scaling factor was found as srs = 0.813 and the estimated 
rotation angle became θrs = 75.52°. After a scaling by the 
factor 1.23 (1 / srs) followed by a rotation by –75.52°, it was 
then cropped to the original size. The IC was found at 
(45, 116) in the restored image shown in Fig. 9(b).  

TABLE I summarizes some experimental results, 
including above, against various global geometric attacks 
using Lena image. We observed that the proposed scheme 
reverses global geometric transformations with very high 
accuracy. TABLE II compares the robustness of the proposed 
content-based scheme with existing content-based schemes 
against global geometric attacks. The comparison is according 
to the results what the authors claimed in their papers. The 
proposed scheme is robust to rotation-scale, flipping and many 
other attacks, as shown in TABLE I, to which existing 
schemes are vulnerable. However, like other content-based 
schemes it is not robust to aspect-ratio change due to possible 
sensitivity of the IC to this attack. The image normalization-

TABLE I. EXPERIMENTAL RESULTS BY THE PROPOSED SCHEME 
AGAINST VARIOUS GEOMETRIC ATTACKS USING LENA IMAGE (512×512) 

PSNR (dB) Estimated Attacks 

Before restore After restore Angle (˚) Scale-factor
Cropping (25%, 384×384) ---b ---b 0.00 1.00 
Flipx (around x-axis)a 13.57 ∞ ---c ---c 
Flipy (around y-axis)a 12.49 ∞ ---c ---c 
Flipx-rot. (60°, 701×701) ---b 23.95 – 60.55d ---c 
Flipy-rot. (75°, 699×699) ---b 23.24 – 75.72 d ---c 
Flipx-rot.-autocrop (75°) a 11.01 15.07 – 75.32 d ---c 
Flipy-rot.-autocrop (90°) a 12.35 26.11 – 90.15 d ---c 
Flipx-rot.-scale (45°, 0.70) a 7.32 28.52 – 45.07 d 0.752 
Flipy-rot.-scale (60°, 0.73) a 7.58 27.58 – 60.00 d 0.775 
Flipx-Translation (– 30, 30) 10.49 14.95 ---c ---c 
Flipy-Translation (– 30, 30) 11.14 14.95 ---c ---c 
Rotation (15°, 699×699) ---b 20.93 14.35 ---c 
Rotation (90°, 512×512) 12.35 26.11 90.00 ---c 
Rot.-autocrop-flipx (45°) a 10.61 12.81 44.20 ---c 
Rot.-autocrop-flipy (60°) a 10.43 13.35 60.05 ---c 
Rot.-crop (15°, 512×512) 11.93 14.58 14.44 ---c 
Rot.-crop (30°, 374×374) ---b ---b 29.14 ---c 
Rot.-flipx (30°, 701×701) ---b 18.36 28.24 ---c 
Rot.-flipy (45°, 725×725) ---b 23.85 44.22 ---c 
Rotation-scale (75°, 0.81) a 8.43 24.93 75.52 0.813 
Rotation-scale (90°, 1.00) a 12.35 17.93 90.36 0.952 
Rot.-scale-flipx (15°, 0.81) a 8.64 19.90 14.47 0.787 
Rot.-scale-flipy (30°, 0.73) a 7.58 22.67 29.24 0.719 
Scale (0.50, 256×256) ---b ---b ---c 0.502 
Scaleup-crop(2.00,700×800) ---b ---b ---c 2.043 
Translation (– 40, 40) 10.32 13.54 ---c ---c 
Translation-flipx (– 50, 40) 9.78 12.76 ---c ---c 
Translation-flipy (– 50, 40) 10.20 12.76 ---c ---c 

a512×512 size; bNot measured due to unmatched sizes; cNot necessary to measure; 
dflipping was reveresed first, threfore angles were found negated

Fig. 9: Reversing rotation-scale: (a) 75° rotated and 81% scaled image (512 
× 512, wrong invariant centroid was found) and (b) restored image (512 × 

512, estimated scaling factor was 0.813 and rotation angle was 75.52°); 
invariant centroids are shown as black dots 

Fig. 10: Invariant centroid in local geometric and waveform attacks 



based schemes in [10] and [11] were robust against small 
aspect ratio change. However, they were highly sensitive to 
cropping. Moreover, the IC also remained constant in local 
geometric attacks like random bending attacks and waveform 
attacks like JPEG and noising, as shown in Fig. 10. 

IV. CONCLUSIONS 
The proposed geometric distortion correction scheme can 

restore a global geometric attacked image to its approximate 
original image with very high accuracy by reversing the 
operation. We can obtain 100% accuracy by combining the 
proposed scheme with an exhaustive search scheme [1], where 
only a few iterations will be required. The proposed scheme 
can successfully resist many global geometric transformations, 
including flipping and rotation-scale (and more in TABLE I) 
attacks to which many of the existing schemes were 
vulnerable. Its low computational complexity, due to use of 
first and second order geometric moments only, enables real 
time applications. We hope it would be exploited effectively 
for copyright protection of digital images and videos. The 
watermark embedding area could be specified with respect to 
the IC for easing the synchronization. 

But the reference point IC was found sensitive against 
aspect-ratio change and high up and down scaling. This is 
because interpolation changes the content of the image region 
used to calculate it. Moreover, some original information was 
assumed to be available in the detection phase. For practical 
implementation, we suggest to dedicate a few bytes of the 
watermarking secret key to pass this information, other than 
the image size on which both encoder and decoder can agree 
beforehand. It is worth mentioning that the IC is highly 
dependant on the value of r. While there are a few of such 
points for large r, there are many of them for small r. 
However, such reference point is sensitive to cropping when r 
is large. Delannay and Macq [23] noted the same problem for 
their reference system. Therefore, the image boundary area is 
not considered while finding a large r that offers minimum 
number of reference points. Ideally only one reference point is 
expected which in turn voids its sensitivity to initial value. 
Future works includes how to get rid of all above problems.  
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TABLE II. COMPARISONS OF THE ROBUSTNESS OF CONTENT-BASED SCHEMES AGAISNT GLOBAL GEOTERIC TRANSFORMATIONS 

Schemes Using Rotation Rotation-
crop 

Rotation-
scale Cropping Scaling Transla-

tion Flipping Aspect-
ratio 

Bas et al. [9] Harris detector yes no no yes yes yes no no 
Alghoniemy and Tewfik [14]a wavelet maxima yes no yes yes yes no no no 
Tang and Hang [15] Mexican Hat wavelet no yes no yes no yes no no 
Lee et al. [16] scale-invariant features yes no no yes yes yes no no 
Nikolaidis and Pitas [17] a image segmentation no yes no yes yes no no no 
Seo and Yoo [18] scale-space no yes no yes yes no no no 
Qi and Qi [19] improved Harris detector no yes yes yes yes yes no no 
Feng and Izquierdo [20] Harris detector and curvature scale-space yes no no no no no no no 
Proposed invariant centroid and geometric moments yes yes yes yes yes yes yes no 

arobust to small rotation angles and upscaling only, but severely weak to downscaling 
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