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Abstract. We present a particularly simple and efficient CCA-secure
public-key encapsulation scheme without random oracles or costly sam-
pling. The construction is direct in the sense that it eschews generic trans-
formations via one-time signatures or MACs typically found in standard-
model constructions. This gives us a compact, conceptually simpler, and
computationally efficient operation, that in particular does not require
any Gaussian sampling. Nevertheless, security is based on the hardness of
the plain learning-with-errors (LWE) problem with polynomial modulus-
to-noise ratio.
Of further interest, we also show how to obtain CCA-secure deterministic
public-key encryption (for high-entropy messages), that is more compact
and efficient than existing constructions.

1 Introduction

Public-key encryption (PKE) is a central cryptographic primitive to provide se-
cure communication over insecure networks without prior secret-key agreement.
In practice, due to its relative inefficiency, it is almost always used in conjunc-
tion with a secret-key cipher, where the former encrypts a random session key
for the latter, which then encrypts the actual data. This flow is the motiva-
tion for “hybrid encryption” [8], which consists of a (public-)key encapsulation
mechanism (KEM) and a data encapsulation mechanism (DEM). In terms of
security, it is well known [8] that if both KEM and DEM are CCA-secure, then
the hybrid encryption scheme is CCA-secure, which is the standard notion for
security of PKE against active attacks. While DEMs are readily obtained from
suitable symmetric-key modes of operation, in the case of KEMs substantial op-
timisations are to be gained by specialising them to work with random plaintexts
only.

Constructing CCA-secure KEMs is easy in principle. Applying the Fujisaki-
Okamoto transformations [10] to PKE/KEM schemes with weaker security guar-
antees (e.g., chosen-plaintext security) results in CCA-secure PKE/KEM schemes
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in the random oracle model. While this approach often leads to practical con-
structions, one can only make heuristic security arguments for them. Moreover,
when it comes to post-quantum security, these heuristic security arguments need
to be made in quantum random-oracle models [6] which are not very well un-
derstood. For these reasons, designing an efficient and practical post-quantum
KEM in the standard model (without random oracles) is already desirable and
well motivated.

There are two somewhat generic ways to construct CCA-secure PKE/KEM
from lattices in the standard model. The first one is via lossy trapdoor functions
[19] (e.g., the constructions from [19,21,16]) and the second one is via the BCHK
trasformation [5] from tag-based or identity-based encryption (IBE) (e.g. the
constructions from [15]). Both of them require strongly unforgeable one-time
signatures or message authentication codes (MACs) as building blocks. This
introduces noticeable extra overheads, making the schemes less efficient and less
compact.

In this paper, we primarily focus on constructing a KEM that is both con-
ceptually very simple and computationally efficient, but without compromising
its provable security. Specifically, we rely on a standard lattice problem (plain
learning with errors, a.k.a. LWE [20,17]) in the standard model. 3

1.1 Our Contributions

Our main contribution is a simple, compact, computationally efficient KEM
scheme without random oracles. The construction makes use of identity-based/tag-
based lattice trapdoor techniques [1,15]. The public key of our scheme includes
two matrices A ∈ Zn×mq and A1 ∈ Zn×wq , where w = ndlog qe, and a target-

collision-resistant compression or hash function f : Znq → {0, 1}λ, where λ is
the security parameter. The private key is a low norm matrix R ∈ Zm×w such
that A1 = AR (mod q). The ciphertext of our scheme contains two parts. The
first part is t = f(s) where s ∈ Znq is the randomness of the encapsulation al-

gorithm. The second part is a vector c> = b(p/q) · s> · [A|A1 + ϕ(t)G]c where
ϕ : Znq → Zn×nq is a full-rank difference encoding [1] (here t is encoded as a vec-
tor in Znq ) and G ∈ Zn×wq is the gadget matrix [15]. The session key is obtained
by applying a randomness extractor to s. When t is non-zero (which happens
with overwhelming probability), the lattice trapdoor (R,G) allows recovering s
and, thus, reproducing the session key. The key idea of our construction is to
make the identity/tag the hash value of the secret random vector s rather than
a verification key or a commitment in the BCHK transformation. In terms of
security, by using the LWE problem to (computationally) switch the rounding
function b(p/q) · s> · [A|A1 +ϕ(t)G]c to the so-called “lossy mode” [2], the ran-

3 We note that our approach here departs significantly from the recent NIST Post-
Quantum KEM competition, wherein most submitters chose to embrace random
oracles and stronger hardness assumptions (e.g., many variants of ring-LWE), to
address its rather idiosyncratic rules and success criteria.
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dom vector s retains sufficient min-entropy (even conditioned on c and t) that
the session key would be random.

Our construction can be seen as a “direct” CCA-secure PKE/KEM con-
struction from identity-based/tag-based encryption in the sense that it does not
employ generic transformations. Such kind of direct constructions from pairing-
based IBE are known, e.g., [7,13,14]. From a high level idea, our KEM construc-
tion also has similarities to the CCA-secure PKE scheme from a lossy trapdoor
function (LTF) and all-but-one lossy trapdoor function (ABO-LTF) from [19].
In [19], the encryption is roughly done by evaluating a LTF and an ABO-LTF
(both are invertible) on the randomness. The well-formness of the ciphertext is
guaranteed by signing theses two evaluations with a one-time signature scheme
(the verification key also serves as the tag for the ABO-LTF). Our construction
“shrinks” this further by using only one (ABO) LTF plus a compression hash
function. For our KEM construction, the hash function, which is much lighter
than an LTF, is already lossy and enough to ensure that the ciphertext is well-
formed. One should also note that our construction is for CCA-secure KEM
which is a more specialised primitive than CCA-secure PKE studied in certain
earlier constructions.

Our KEM construction is of good computational efficiency. First, the en-
cryption process essentially involves a vector-matrix multiplication, a rounding
operation and a target-collision-resistant hash function. In particular, discrete
Gaussian sampling is avoided. Second, the decryption can be done efficiently in a
parallel fashion by using the so-called “gadget” trapdoor inversion first proposed
in [15].

In terms of space efficiency, since our KEM scheme is based on a relatively
stronger LWE assumption (but still with polynomial modulus-to-noise ratio),
compared to the most efficient existing CCA-secure lattice PKE/KEM construc-
tions in the standard model, e.g., [15], our construction would need relatively
larger matrix dimensions (to provide sufficient hardness for the LWE problem).
However, since our KEM ciphertext only consists of a single vector over a small
field and a small hash value (whose bit-size is the security parameter, e.g., 128),
and since our KEM private key is a low-norm matrix with very small entries (−1
and 1), the impact of requiring larger dimensions is rather limited.

As a by-product of our KEM scheme and its structure, we also give a CCA-
secure deterministic lattice PKE system. Deterministic PKE has useful direct
and indirect applications such as efficient searchable encryption and de-duplication
of encrypted databases. Our construction is efficient and compact than what
one would get through generic transformations (e.g., [4]). One drawback of our
deterministic PKE is that it requires an LWE hardness assumption here with
super-polynomial modulus-to-noise ratio, which is stronger than what we need
in the (randomised) KEM scheme.
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2 Preliminaries

Notation. We denote the security parameter by λ. We use bold lowercase letters
(e.g. a) to denote vectors and bold capital letters (e.g. A) to denote matrices. For
a positive integer q ≥ 2, let Zq be the ring of integers modulo q. We denote the
group of n×m matrices in Zq by Zn×mq . Vectors are treated as column vectors.

The transpose of a vector a is denoted by a>. For A ∈ Zn×mq and B ∈ Zn×m′

q ,

let [A|B] ∈ Zn×(m+m′)
q be the concatenation of A and B. We denote by x← X

the process of sampling x according to the distribution X. We denote s ←$ S
the process that of sampling element x uniformly from the set S.

For x ∈ Zp, define Transformq(x) = d(q/p)·xe. For x ∈ Zq, define the rounding
function bxcp = b(p/q)·xc. The functions Transformq(·) and b·cp naturally extend
to vectors by applying them component-wise.

For a security parameter λ, a function negl(λ) is negligible in λ if it is smaller
than all polynomial fractions for a sufficiently large λ.

Definition 1 (Bounded Distribution, [2]). For a distribution χ over the
reals, and a bound β, we say that χ is β-bounded if the average absolute value of
x← χ is less than β, i.e., if E[|x|] ≤ β.

Lemma 1. Let χ be a B-bounded distribution over Z. Let q ≥ p · (2B+1) ·nω(1)

be a prime. For e ← χ, u ←$ Zq, we have bu + ecp 6= bucp with probability
≤ (2B + 1) · p/q which is negligible in n.

We recall the notion of full-rank-difference encodings (FRD). Agrawal et al.
[1] gave an explicit construction of FRD, which we adapt in our construction.

Definition 2. Let n ≥ 1 be an integer and q be a prime. We say that a function
ϕ : Znq → Zn×nq is an encoding with full-rank differences (FRD) if:

1. ϕ is computable in polynomial time;
2. for all distinct u,v ∈ Znq , ϕ(u)− ϕ(v) ∈ Zn×nq is full rank (or invertible).

Definition 3. Let λ be a security parameter, n = n(λ), ` = `(λ) and S be
a distribution over D. A set of functions F = {f : D → R} is a family of
compression hash functions if (1) There exists a p.p.t algorithm that takes as
input a security parameter 1λ and uniformly samples a function f from F ; (2)
Given f , x ∈ D, the computation of f(x) can be done in p.p.t; (3) log |R| <
log |D|. We say F is second pre-image resistant if for all p.p.t algorithm A, the
advantage

AdvtcrF,A(λ) =

[
x 6= x∗

and f(x∗) = f(x)
:
f ←$ F ; x∗ ← S
x← A(1λ, f, x∗)

]
≤ negl(λ)

We say F is ε-hard-to-invert w.r.t S if for all p.p.t algorithm A,

Pr[A(f(x), f) = x) : f ←$ F , x← S] ≤ ε.

A collection of compression hash functions is collision-resistant if it is second
pre-image resistant and negl(λ)-hard-to-invert.
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2.1 Public-Key Encapsulation

A public-key encapsulation (KEM) scheme Π = (KeyGen,Encap,Decap) with
key space Kλ consists of three polynomial-time algorithms. The key generation
algorithm KeyGen(1λ) generates a public key Pk and private key Sk. The ran-
domised key encapsulation algorithm Encap(Pk) generates a session key K ∈ Kλ
and a ciphertext Ct. The decapsulation algorithm Decap(Pk,Sk,Ct) returns the
session key K or the error symbol ⊥. The correctness of a KEM scheme requires
that for all λ ∈ N, and all (K,Ct)← Encap(Pk),

Pr[Decap(Pk,Sk,Ct) = K] ≥ 1− negl(λ)

where the probability is taken over the choice of (Pk,Sk)← KeyGen(1λ) and the
random coins of Encap and Decap.

We recall the chosen-ciphertext security of KEM. The IND-CCA security of
a KEM scheme Π with session key space Kλ is defined by the following security
game. The challenger C runs (Pk,Sk) ← KeyGen(1λ), chooses a random coin
µ←$ {0, 1}, samples K∗0 ←$ Kλ, and computes (K∗1 ,Ct

∗)← Encap(Pk). Then C
passes (Pk,K∗µ,Ct

∗) to the adversary. The adversary launches adaptive chosen-
ciphertext attacks: It repeatedly chooses any Ct 6= Ct∗ and sends it over to C, to
which C returns Decap(Pk,Sk,Ct). Finally, A outputs µ′ and wins if µ′ = µ. We
define A’s advantage in the above security game as

Advind-ccaA,Π (λ) = |Pr[µ′ = µ]− 1/2|.

We say Π is IND-CCA-secure if Advind-ccaA,Π (λ) is negligible in λ.

2.2 Randomness Extraction

The statistical distance between two random variables X and Y over a finite
set S is SD(X,Y ) = 1

2

∑
s∈S |Pr[X = s]− Pr[Y = s]|. For any ε > 0, we say

X and Y are ε-close if SD(X,Y ) ≤ ε. The min-entropy of a random variable
X is H∞(X) = − log(maxs∈S Pr[X = s]). The average-case conditional min-
entropy of X given Y is H̃∞(X|Y ) = − log (Ey←Y [maxx Pr[X = x|Y = y]]). A
distribution (or a random variable) X is called k-source if H∞(X) ≥ k.

Lemma 2 ([9], Lemma 2.2). Let X, Y and Z be random variables where Z
has at most 2λ positive-probability values. Then H̃∞(X|Y,Z) ≥ H̃∞(X|Y ) − λ,
and in particular H̃∞(X|Z) ≥ H∞(X)− λ.

Definition 4. A collection of functions H = {h : D → R} is universal if for
any x1, x2 ∈ D such that x1 6= x2 it holds that PrH←H[H(x1) = H(x2)] = 1/|R|.

Lemma 3. Let X, Y be random variables such that X ∈ {0, 1}n, and H̃∞(X|Y ) ≥
k. Let H be a collection of universal hash functions from {0, 1}n to {0, 1}` where
` ≤ k − 2 log(1/ε). It holds that for h←$ H, and r ←$ {0, 1}`,

SD ((h, h(X), Y ), (h, r, Y )) ≤ ε
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Lemma 4 ([1], Lemma 4). Suppose that m > (n+ 1) log q+ω(log n) and that
q > 2 is prime. Let R be an m×k matrix chosen uniformly in {1,−1}m×k mod q
where k = k(n) is polynomial in n. Let A and B be matrices chosen uniformly
in Zn×mq and Zn×kq respectively. Then the distribution (A,AR) is statistically
close to the distribution (A,B).

2.3 Computational Assumptions

We recall the LWE problem that was introduced by Regev [20].

Definition 5. Let λ be the security parameter, n = n(λ), m = m(λ), q = q(λ)
be integers and χ = χ(λ) be a distribution over Zq. The LWEn,m,q,χ problem asks
for distinguishing the following two distributions:

Real = (A, s>A + e>) and Rand = (A, c>)

where A ←$ Zn×mq , s ←$ Znq , e ← χm, and c ←$ Znq . We define the advantage
that an adversary A has in solving the LWE problem by

Adv
LWEn,m,q,χ
A (λ) = |Pr[A(1λ,Real) = 1]− Pr[A(1λ,Rand)]|.

We say the LWE assumption holds if for every p.p.t. algorithm A, Adv
LWEn,m,q,χ
A (λ)

is negligible in λ.

Usually, the distribution χ is the discrete Gaussian distribution DZ,αq where
the parameter α ∈ (0, 1) and αq ≥

√
n. We refer to [11] for details on discrete

Gaussian distributions and [17] for the recent result on the hardness of LWE.
In our construction, we consider the amortised LWE problem that asks to

distinguish between distributions (B,CB + F) and (B,A) where B ←$ Z`×mq ,

C←$ Zn×`q , F← χn×m and A← Zn×mq . It was shown, e.g., in [18] (Lemma 7.3),
that a p.p.t. algorithm that distinguishes the two distributions of the amortised
LWE problem with probability ε can be efficiently turned into a p.p.t. algorithm
that breaks the LWE`,m,q,χ problem (per Definition 5) with advantage ε/n.

We recall the following Lemma, first proven by Goldwasser et al. [12], and
used by Xie et al. [22]. It says that, for certain parameters, the LWE problem
remains hard even if the secret is chosen from an arbitrary distribution with
sufficient min-entropy in the presence of hard-to-invert auxiliary input.

Lemma 5. Let k ≥ log q and F = {f : {0, 1}n → {0, 1}∗} be a family of
one-way functions that are 2−k hard to invert with respect to distribution S
over {0, 1}n. For any super-polynomial q = q(λ) and any m = poly(n), any
β, γ ∈ (0, 1) such that γ/β = negl(n), the distributions(

A, s>A + e>, f(s)
)

and
(
A, c>, f(s)

)
are computationally indistinguishable where A ←$ Zn×mq , s ← S, c ←$ Zmq ,

e← Dm
Z,βq, assuming the LWE`.m,q,DZ,γq assumption holds where ` ≥ k−ω(logn)

log q .
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2.4 Lattice Trapdoors

Let n ≥ 1, q ≥ 2 and p ≤ q. Set k = dlog qe and w = nk, and define the n-by-w
gadget matrix G = In⊗ [1, 2, 4, ..., 2k−1] ∈ Zn×wq . We recall the following lemma
that applies the gadget trapdoor [15] to invert the LWE and LWR functions.
The lemma stems from Lemma 7.2 of [2] (the algorithm BigInvert). Here we
use the fact that the gadget matrix G has a (publicly known) trapdoor matrix
T ∈ Zw×w s.t. GT = 0 mod q and ‖T‖ ≤

√
5. (See [15], Proposition 4.2 for

details).

Lemma 6 ([3] Lemma 7.2). Let n ≥ 1, q ≥ 2, w = ndlog qe and m =
m̄ + w. Set , m̄ > (n + 1) log q + ω(log n). Let F = [A|AR + HG] where A ∈
Zn×m̄q , R ←$ {−1, 1}m̄×w and H ∈ Zn×nq be an invertible matrix. We have

for c> = bs>Fcp where s ∈ Znq , p ≥ O(m̄
√
n log q), there is a p.p.t algorithm

Invert(Transformq(c),F,H,R) that outputs s.

The following lemma is derived from Lemma 3.3 and Theorem 7.3 of [3].

Lemma 7. Let λ be the security parameter. Let n,m, `, p, γ be positive integers,
χ be a β-bounded distribution, w = ndlog qe, and q ≥ m̄βγn(m̄+w)p be a prime.
Then it holds that for s←$ Znq , A = CB + F ∈ Zn×m̄q , R←$ {−1, 1}m̄×w

H̃∞(s|
⌊
s>[A|AR]

⌋
p
) ≥ n log(2γ)− (`+ λ) log q

where B←$ Z`×m̄q , C←$ Zn×`q and F← χn×m̄.

3 The KEM Scheme

Let λ be the security parameter. The scheme uses a full-rank difference encoding
function ϕ : Znq → Zn×nq which can be instatiated by the construction given by
Agrawal et al. [1]. The scheme also employs a family of hash functions F = {f :
Znq → {0, 1}λ} that is second pre-image resistant, and a family of universal hash

functions H = {h : Znq → {0, 1}λ} for which efficient constructions are known.
Let χ be a β-bounded distribution over Zq. Given the lattice dimension ` ≥ λ
for LWE problem, we set the parameters for our KEM scheme as follows.

– Let δ > 0 be a constant. Set the matrix dimension n large enough such that
n−4λ
nδ
≥ ` for Lemma 7 (ensuing that s sufficient leftover min-entropy).

– Set the matrix dimension m̄ = n1+δ to ensure that Lemma 4 applies. Here
we assume nδ = 2 log q.

– The rounding parameter p = 3m̄1.5 for Lemma 6.
– The parameter γ = 1 for Lemma 7
– Set β =

√
` as required by the hardness of LWE problem.

– The LWE modulus q = 12m̄5 that satisfies Lemma 7.

KeyGen(1λ): On input the security parameter λ, the key generation algorithm
does:
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1. Choose A←$ Zn×m̄q , R←$ {−1, 1}m̄×w; Set A1 = AR mod q.
2. Randomly sample a hash function f ←$ F and a universal hash function
h←$ H.

3. Set Pk = (A,A1, f, h) and Sk = R.

Encap(Pk): On input the public key Pk, the encapsulation algorithm does:

1. Select s←$ Znq and compute t← f(s).

2. Encode t as a vector in Znq and compute c> =
⌊
s> · [A|A1 + ϕ(t)G]

⌋
p

3. Set K ← h(s) and Ct = (c, t).

Decap(Pk,Sk,Ct): On input the private key Sk and a ciphertext Ct = (c, t),
the decapsulation algorithm does:

1. Runs Invert(Transformq(c), [A|A1 + ϕ(t)G],R) to get s′ ∈ Znq .
2. Compute t′ = f(s′) and return ⊥ if t′ 6= t.
3. Return K ← h(s′).

The decryption correctness can be checked by the correctness of Invert as
stated in Lemma 6.

Theorem 1. If the family of hash functions F is second pre-image resistant and
the LWE`,m̄,q,χ assumption holds, then the KEM scheme is IND-CCA-secure.
More specifically, let λ be the security parameter. Given a p.p.t adversary A
that breaks the KEM scheme Π with advantage Advind-ccaΠ,A (λ), there exist a p.p.t
algorithm B1 that breaks the second pre-image resistance of F with advantage
AdvtcrF,B1

(λ) and a p.p.t algorithm B2 that breaks LWE`,m̄,q,χ with advantage

Adv
LWE`,m̄,q,χ
B2

(λ), such that Advind-ccaΠ,A (λ) ≤ AdvtcrF,B1
(λ)+Adv

LWE`,m̄,q,χ
B2

(λ)+negl(λ)
where negl(λ) is negligible in λ.

Proof. We proceed with the proof as a sequence of games. For i = {0, 1, 2, 3, 4},
we denote the i-th game by Gamei. We denote by Gamei ⇒ 1 the event that
the adversary wins the security game, i.e., it outputs µ′ such that µ′ = µ.

The first game Game0 is the same as the IND-CCA security game. That
is, the adversary A receives a public key Pk = (A,A1, f, h) and a challenge
ciphertext Ct∗ = (c∗, t∗), where

t∗ = f(s∗) ; c∗> =
⌊
s∗> · [A|A1 + ϕ(t∗)G]

⌋
p

for some s∗ ←$ Znq , and a session key K∗µ, which is either a random value from

{0, 1}λ or h(s∗), from the challenger B. Then A adaptively issues decryption
queries Ct = (c, t) 6= Ct∗ and B runs the real decryption algorithm to return
the answers. Finally, A outputs a bit value µ′ indicating that Ct∗ encapsulates
a real session key or a random session key. According to the definition, we have

Pr[Game0 ⇒ 1] = Pr[µ′ = µ] = Advind-ccaΠ,A (λ) + 1/2

In Game1, we make a change in the way of answering decryption queries: ⊥
is returned if for the given decryption query Ct = (c, t), t = t∗; otherwise, Ct
is processed with the real decapsulation algorithm as in Game0. We argue that
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unless the adversary breaks the second pre-image resistant property of the hash
function f , this change is not noticeable.

First of all, we must have c 6= c∗ (otherwise the decryption query is invalid as
it is the challenge ciphertext itself). To make the decryption oracle not to output
⊥, there must be a unique s 6= s∗ such that c> =

⌊
s> · [A|A1 + ϕ(t∗)G]

⌋
p

(and

such an s can be found by the algorithm Invert since the private key R is known).
Therefore we must have f(s) = f(s∗) = t∗ which makes s a valid second pre-
image for t∗. So, we have

|Pr[Game1 ⇒ 1]− Pr[Game0 ⇒ 1]| ≤ AdvtcrF,B1
(λ)

for some proper adversary B1.
In Game2, we make the following changes on generating the matrix A1 from

the public key Pk. Firstly, we pick s∗ ←$ Znq and set t∗ = f(s∗). Then we
sample R ←$ {−1, 1}m̄×w and set A1 ← AR − ϕ(t∗)G mod q. s∗ is also used
to construct the challenge ciphertext:

t∗ ← f(s∗) ; c∗> ←
⌊
s∗> · [A|A1 + ϕ(t∗)G]

⌋
p

The decryption oracle is implemented as in Game1.
We argue that the adversary’s views in Game2 and Game1 are statistically

close. First, by Lemma 4, the distributions of A1 in these two games are statis-
tically close. This means that Pk generated in these two games are statistically
indistinguishable for A. Then we note that the decryption queries will be an-
swered properly. This is because by the standard technique of Agrawal et al.
[1], knowledge of the binary matrix R lets us transform the trapdoor for G into
a trapdoor for the whole matrix, as long as H is invertible. The simulator can
thus answer in the same way as the previous games, except for the ciphertexts
Ct = (c, t∗), which however, are already excluded:

[A|A1 + ϕ(t)G] = [A|AR + (ϕ(t)− ϕ(t∗))G]

= [A|AR + HG]

where, by the property of FRD, H ∈ Zn×nq is invertible. So we have

|Pr[Game2 ⇒ 1]− Pr[Game1 ⇒ 1]| ≤ negl1(λ)

for some negligible statistical error negl1(λ).
In Game3 we change the way that the matrix A is constructed. In particular,

we obtain A ← CB + F where B ←$ Z`×m̄q , C ←$ Zn×`q and F ← χn×m̄. By
the LWE assumption (amortised version) we immediately have

Pr[Game3 ⇒ 1]− Pr[Game2 ⇒ 1] ≤ Adv
LWE`,m̄,q,χ
B2

(λ)

for some proper adversary B2.
In Game4, we change the way of generating the challenge session key. In par-

ticular, K∗1 is chosen randomly from {0, 1}λ (recall that K∗0 is chosen uniformly
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random from {0, 1}λ in all previous games). We argue that Game3 and Game4

are statistically indistinguishable. First of all, t∗ in the challenge ciphertext has
at most 2λ values. Second, by the construction of the matrix A and c∗, we have

c∗> =
⌊
s∗> · [A|A1 + ϕ(t∗)G]

⌋
p

=
⌊
s∗> · [A|AR + (ϕ(t∗)− ϕ(t∗))G]

⌋
p

=
⌊
s∗> · [A|AR]

⌋
p

By Lemma 2,

H̃∞ (s∗|c∗, t∗) ≥ H̃∞ (s∗|c∗)− λ
≥ n log(2γ)− (λ+ `) log q − λ
≥ n− 2` log q − λ
= n− ` · nδ − λ
≥ 4λ− λ
= 3λ

Let ε = 2−λ. So, we have H̃∞ (s∗|c∗, t∗) ≥ 2 log(1/ε) + λ. Applying Lemma 3
results in SD ((c∗, t∗, h, h(s∗), (c∗, t∗, h,K∗1 )) ≤ ε = 2−λ where K∗1 ← {0, 1}λ.
We therefore obtain

|Pr[Game4 ⇒ 1]− Pr[Game3 ⇒ 1]| ≤ 2−λ

Additionally, In Game4, K∗0 and K∗1 are all random strings chosen from {0, 1}λ.
So the adversary A has exactly probability 1/2 of correctly guessing µ, i.e.,

Pr[Game4 ⇒ 1] = 1/2

Combining the above steps gives us

Advind-ccaΠ,A (λ) ≤ AdvtcrF,B1
(λ) + Adv

LWE`,m̄,q,χ
B2

(λ) + negl(λ)

where negl(λ) = negl1(λ) + 2−λ is negligible. This completes the proof. ut

4 CCA-Secure Deterministic Public-Key Encryption

In this section, we show a construction of CCA-secure deterministic public-key
encryption (D-PKE) in the standard model. Deterministic public-key encryption
only makes sense for high-min-entropy plaintexts, to preclude the obvious guess-
and-encrypt attack, but for such messages it has practical applications ranging
from encrypted keyword search to encrypted cloud storage with deduplication.

Our CCA-secure D-PKE has a similar structure as our KEM. We consider
the so-called PRIV-CCA security notion for single hard-to-guess message as in
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[4]. 4 The security of our construction is again based on the hardness of the
LWE problem with high-min-entropy secret in the presence of hard-to-invert
auxiliary inputs, which is as hard as the standard form of LWE with certain
parameters [12]. Our construction is more efficient than the generic constructions
by Boldyreva et al. [4] which requires double encryption (e.g., using two lossy
trapdoor functions when instantiated with lattice-based primitives).

A D-PKE scheme consists of three algorithms. On input a security parameter
1λ, the randomised key generation algorithm KeyGen(1λ) outputs a pair of public
and private keys (Pk,Sk). The deterministic encryption algorithm Enc(Pk,m) re-
turns a ciphertext Ct. The decryption algorithm Dec(Pk,Sk,Ct) returns the mes-
sage m or ⊥. The correctness is required that for all m, (Pk,Sk)← KeyGen(1λ),

Pr[Dec(Pk,Sk,Enc(Pk,m)) = m] ≥ 1− negl(λ).

We recall the indistinguishability-based security definition of D-PKE for sin-
gle high-min-entropy messages. Here we consider a stronger version where we
require ciphertext pseudorandomness, i.e., that ciphertexts be computationally
indistinguishable from random stings. The security game with a D-PKE scheme
Π is defined as follows. The adversary A outputs a distribution M over the
message space. where H∞(M) ≥ k (i.e., M is a k-source). The challenger B
runs (Pk,Sk) ← KeyGen(1λ). It flips a coin µ ←$ {0, 1}. If µ = 0 it computes
Ct∗ ← Enc(Pk,m∗) where m∗ ← M . Otherwise it chooses Ct∗ uniformly at
random from the ciphertext space. B returns (Pk,Ct∗) to A. A then launches
adaptive decryption queries Ct 6= Ct∗ to which B returns Dec(Pk,Sk,Ct). Finally,
A outputs µ′ and wins if µ′ = µ. We define A’s advantage in the security game
as

Advpriv1-ccaΠ,A (λ) = |Pr[µ′ = µ]− 1/2|.

We say a D-PKE scheme Π is PRIV-CCA-secure w.r.t. a k-source single message
if for every p.p.t. adversary A, the advantage is negligible in λ.

Construction. Our construction uses a full-rank difference encoding function
ϕ : Znq → Zn×nq as in our construction of KEM. The construction also uses a

family of second pre-image resistant functions F = {f : {0, 1}n → {0, 1}2λ} that
is universal and 2−k-hard-to-invert with respect to a k-source M over {0, 1}n.
Such a family of functions can be built from the standard Short Integer Solution
(SIS) problem.

The security of the construction is based on the hardness of LWE`,q,m̄,DZ,γq

where we need, for Lemma 5, ` ≥ k−ω(logn)
log q , γ ∈ (0, 1) such that γ/β = negl(n).

We set the parameters for decryption correctness and security as follows.

– Set the LWE modulus q = nω(1) and parameter β =
√
`/q for the LWE

hardness results of, e.g. [20,17].
– Set the dimension m̄ = n1+δ where nδ = O(log q) for Lemma 4.

4 It was shown in [4] that such a security notion is equevalent to the PRIV-CCA
security notion for multiple messages that form a block source. See [4] for details.
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– The rounding parameter p = 3m̄1.5, to ensure that Lemma 6 applies.
– Finally, β = 1/(2p

√
nm̄) · n−ω(1) for applying Lemma 1.

KeyGen(1λ): On input the security parameter λ, the algorithm does:

1. Choose A←$ Zn×m̄q , R←$ {−1, 1}m̄×w; Set A1 = AR mod q.

2. Sample a universal, second pre-image resistant, 2k-hard-to-invert hash
function f ←$ F .

3. Set Pk = (A,A1, f) and Sk = R.

Enc(Pk,m): On input the public key Pk and message m ∈ {0, 1}n which comes
from some k-source, the algorithm does:

1. Compute t← f(m) and encode t as a vector in Znq .

2. Compute c> =
⌊
m> · [A|A1 + ϕ(t)G]

⌋
p

3. Set Ct = (c, t).

Dec(Sk,Ct): On input the private key Sk and a ciphertext Ct = (c, t), the
decryption algorithm does:

1. Runs Invert(Transformq(c), [A|A1 + ϕ(t)G],R) to get m′ ∈ {0, 1}n.
2. Compute t′ = f(m′). Return m′ if t′ = t or return ⊥ otherwise.

Security Proof. Now we give the security proof.

Theorem 2. Let k ≥ 2 log(1/n−ω(1)) + λ. If the family of functions F is uni-
versal, 2−k-hard-to-invert, second pre-image resistant, and Lemma 5 holds, the
above construction of D-PKE scheme is PRIV-CCA-secure for k-source single
message.

Proof. We proceed the proof by a sequence of games. For i = {0, 1, 2, 3, 4}, we
denote the i-th game by Gamei. We denote by Gamei ⇒ 1 the event that the
adversary wins the security game, i.e., it outputs µ′ such that µ′ = µ.

The first game Game0 is the original PRIV-CCA security game. That is,
the adversary A generates a k-source distribution M . The challenger samples a
challenge message m∗ ←M and a fair coin µ←$ {0, 1}. It then returns the public
key (A,A1, f) and the challnege ciphertext Ct∗µ to A, where Ct∗0 ← Enc(Pk,m∗)
and Ct∗1 is uniformly chosen from the ciphertext space. A then launches adaptive
chosen-ciphertext queries Ct subject to the condition that Ct 6= Ct∗. Finally, A
outputs µ′ and it wins if µ′ = µ. By definition we have

|Pr[Game0 ⇒ 1]− 1/2| = Advpriv1-ccaΠ,A (λ).

In the second game Game1, we slightly change the way of answering the
decryption query: Let the challenge ciphertext Ct∗µ = (c∗, t∗). A decryption
query Ct = (c, t) is rejected if t = t∗. First, we must have Ct 6= Ct∗µ by se-

curity definition. Second, if c 6= c∗, there is a m′ ∈ {0, 1}n such that c> =⌊
m′>[A|A1 + ϕ(t∗)]

⌋
p
. (In the case that Ct∗0 was returned, we must have m′ 6=

m∗.) Therefore, m′ is a valid second pre-image of t∗ on f , and m′ can be re-
covered efficiently through the decryption procedure. So a p.p.t distinguisher
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between Game0 and Game1 leads to a second-pre-image inversion algorithm for
F and we have

|Pr[Game1 ⇒ 1]− Pr[Game0 ⇒ 1]| ≤ negl1(λ).

In Game2 we set A1 ← AR − ϕ(t∗)G. By making this change we have
challenge ciphertext Ct∗0 = (t∗ = f(m∗), c∗T = bm∗>[A|AR]cp). By Lemma 4,
A1 is distributed properly except for a negligible statistical error negl1λ. So we
have

|Pr[Game2 ⇒ 1]− Pr[Game1 ⇒ 1]| ≤ negl2(λ).

In Game3, we make changes on computing the challenge ciphertext Ct∗0.
Specifically, given the challenge message m∗ ← M , we sample e ← Dm̄

Z,βq and
compute

c∗> =
⌊
m∗>[A|A1 + ϕ(t∗)G] + [e>|e>R]

⌋
p

=
⌊
m∗>[A|AR] + [e>|e>R]

⌋
p

where R is chosen as in the key generation phase. Since m∗ is a sample from the
distribution M which is chosen independent of A and AR, so m∗>[A|AR] is a
random sample from the uniform distribution over Zm̄+w

q (Recall A is randomly
chosen and AR statistically close to uniform as per Lemma 4). By Lemma 1 and
the fact that ‖e>R‖∞ ≤ βq

√
nm̄, with all but negligible probability negl3(λ),

c∗> =
⌊
m∗>[A|AR]

⌋
p

as produced in Game2. This shows that

|Pr[Game3 ⇒ 1]− Pr[Game2 ⇒ 1]| ≤ negl3(λ).

In Game4, we set Ct∗0 = (t∗ = f(m∗), c∗ = b[b>|b>R]cp where b ←$ Zm̄q
and m∗ ← M . by Lemma 5, the distributions (A,b>, f(m∗)) and (A,m∗>A +
e>, f(m∗)) are computationally indistinguishable under the LWE`,m̄,q,DZ,γq as-
sumption, where m∗ is from an arbitrary k-source distribution over Znq , e ←
Dm̄

Z,βq and 2−k-hard-to-invert function f , and b← Zm̄q . So the challenge cipher-
text Ct∗0 in Game4 is indistinguishable from(

f(m∗), b[m∗>A + e>|(m∗>A + e>)R]cp
)

=
(
f(m∗), bm∗>[A|AR] + [e>|e>R]cp

)
=
(
f(m∗), bm∗>[A|A1 + ϕ(t∗)G] + [e>|e>R]cp

)
which is the challenge ciphertext Ct∗0 produced in Game3. We have

Pr[Game4 ⇒ 1]− Pr[Game3 ⇒ 1] ≤ Adv
LWE`,m̄,q,DZ,γq
B (λ) + negl3(λ)



14

for some LWE adversary B.
Furthermore, since the challenge message m∗, a k-source sample, is indepen-

dent of c∗, t∗ = f(m∗) is distributed uniformly over {0, 1}2λ except for the
negligible probability λ−ω(1) (by the fact that k ≥ 2 log(1/λ−ω(1)) + λ, the uni-
versality of f , and Lemma 3). Since b is chosen uniformly at random from Zm̄q ,

by Lemma 4, c∗ = b[b>|b>R]cp is statistically close to the uniform distribution
over Zm̄+w

q with up to a negligible distance p/q = negl4(λ). This shows that Ct∗0
in Game5 is statistically close to a random ciphertext, e.g., Ct∗1. We have

|Pr[Game4 ⇒ 1]− 1/2| ≤ λ−ω(1) + negl4(λ).

To sum up, we have

Advpriv1-ccaΠ,A (λ) ≤ Adv
LWE`,m̄,q,DZ,γq
B (λ) + negl(λ)

where negl(λ) accounts for the sum of all negligible terms appeared in the proof.
This completes the proof. ut
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