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Abstract: 
This paper examines the concept of data vulnerability pertinent to personal information 
disclosure in the context of online services. Data vulnerability signifies a detrimental effect on 
the well-being of customers and can lead to disengagement with online services. This paper 
explores the impact of data vulnerability in manifesting service failure as a co-creator of value 
and subsequent value co-destruction. The study also investigates the cogency to establish 
Transformative service research (TSR) as a long-term solution for data vulnerability and create 
well-being for the customers and the stakeholders for the furtherance of the ecosystem. This 
study conducted 24 in-depth interviews on grounded theory methodology. The findings include 
forming Transformative online service (TOS model) as a new paradigm contributing to TSR 
domain and the development of a solid foundation to converse value co-destruction through 
emergent themes of value re-creation and synergy in the direction of value co-creation. 
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Introduction and Research Aim 
In the modern context, service implicate a broader influence on life than the traditional doctrine 
of customer satisfaction affecting the general well-being of every stakeholder (Anderson et al., 
2013). However, the existing service has failed to provide a complete answer to individual well- 
being and as a result implicate the need for transformative service research (TSR) to create a 
comprehensive elucidation focusing on the entire ecosystem (Rosenbaum et al., 2011). 
Therefore, a service should function as a dynamic system facilitating the changing needs of 
stakeholders through an unsolidified structure operating beyond a static boundary 
(Kuppelwieser & Finsterwalder, 2016). The present service is over-dependent on value co- 
creation and indicates a limited emphasis on negative service nevertheless leading to value co- 
destruction (Echeverri & Skålén, 2011; Plé, 2017; Plé & Cáceres, 2010). Thus, value co- 
destruction is evident especially in the context of online services where the customer 
communication is process driven and restricted to one-way communication (Daunt and Harris, 
2017). Therefore, it is evident that advancement of online services may lead to value co- 
destruction through service delivery failure and as a result demonstrate a great opportunity to 
design conceptual and theoretical principles through future research (Zhang et al., 2018). 

 
Internet and related technological advancement have failed to incorporate the required ethical 
and social epitome to people and well-being resulting in diminishing engagement between the 
firm and the customers (Palos-Sanchez et al., 2019). The progression of online service and 
technological sophistication has created a heavy burden on customers as they are required to 
protect confidential information (Malaquias and Hwang, 2019). Data vulnerability can be 
defined as the susceptibility of information due to unintentional access (Martin et al., 2017). 
Therefore, considering the above-mentioned gaps in the literature and addressing the call of 
many scholars, this study examines the impact of online service on stakeholder well-being. 

 
The aim of this study is: 
To identify the influence of online service on data vulnerability and subsequent value co- 
destruction and explore the need for transformative service research to facilitate well-being. 

 
Three research questions are addressed in line with this aim: 

RQ1: What is the influence of online service on instigating data vulnerability? 
RQ2: What is the impact of data vulnerability in causing value co-destruction? 
RQ3: How does TSR ensure well-being of people in the context of online service? 

 
Methodology 
This research applies qualitative technique considering the exploratory nature of the research 
questions. In line with this thinking, grounded theory methodology is used as this technique 
encompasses a foundation for generalising complex problems through an effective data analysis 
advocating a logical solution (Bryant & Charmaz 2019; Glaser & Strauss 1967; Strauss and 
Corbin, 1997). This study conducted 24 in-depth interviews in Australia to explore the doctrine 
of data vulnerability by selecting respondents with more than 3 years’ experience in online 
banking based on a purposeful sampling strategy. A data flow diagram was developed after 
each interview on a separate sheet to identify the key variables, issues and themes (Lambert, 
2019). The coding was carried out through a line by line analysis of the data identifying and 
labelling key themes. The data were analysed using the approach recommended by Charmaz 
(2014, 2017) where the process of open-coding, focused coding and axial coding was used to 
build categories and theoretical themes. Therefore, two core themes of “value re-creation” and 
“synergy” emerged as an extension to the literature on value co-creation and value co- 
destruction in the context of data vulnerability with an amalgamation to TSR. 
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Figure 1. Conceptual model: Transformational online service (TOS model) 
 

Firstly, the respondents demonstrated significant 
data vulnerability due to the disclosure of 
sensitive information online. Buglass et al. 
(2017) also emphasised that the risk of protecting 
the digital identity from misuse has created a 
negative influence on people and a detrimental 
effect on well-being. The respondents felt 
isolated due to a lack of direct communication 
with a service provider due to over reliance on 
technology and efficiency improvements. 

 

Secondly, the findings are consistent with 
Palmatier & Martin, (2019) where online 
services have failed to induce customer loyalty 

due to dependence on technology. This negative emotional state has a damaging impact on 
well-being and a higher possibility of creating value co-destruction (Dolan, Seob & Kemperb, 
2019). The respondents expected a higher level of service beyond the online platform to ensure 
protection from unauthorised access and to minimise or eliminate data vulnerability. This 
implicates the path to create a transformative service shifting from a process driven platform to 
enrich well-being through holistic service design and delivery (Anderson & Ostrom, 2015). 

 
Finally, the study signified the need for a re-engineered online service which we define as 
Transformative online service (Figure 1) which is capable of managing data vulnerability 
through synergy and value re-creation. Synergy demonstrates the integration of offline staff 
with the online service to provide a service similar to an offline system with empathy and 
affiliation. This study defines value re-creation as repositioning a service by redesigning the 
delivery to convert from a negative state to a neutral state to converse value co-destruction. 
Thus, synergy and value re-creation will contribute towards the establishment of value co- 
creation through comprehensive service delivery and repositioning strategy. 

 
Implications for Theory and Practice 
This research contributes to theory by (1) extending the concept data vulnerability by 
recognising as an outcome of online service failure and a subsequent antecedent leading to 
value co-destruction, (2) proposing an extension to value co-creation and co-destruction by 
introducing value re-creation which denotes the repositioning service delivery through a re- 
engineering process to reverse value co-destruction and create a platform to reconstruct co- 
creation and (3) introducing Transformative online service (TOS model) as a new dimension to 
TSR theory shifting from process driven online service to generate a comprehensive solution 
amalgamating the fundamental principles of offline service. 

 
There are three areas of managerial implications that contribute to practice: (1) firms can 
redesign the online service by including core principles of offline service pertinent to empathy 
and affiliation to minimise data vulnerability and allied negative experience to facilitate 
effective engagement with customers. (2) inspire firms to design innovative service on the 
principles of TSR integrating staff, customers and key stakeholders as a single ecosystem 
pioneering long-term success and total well-being (3) motivate and encourage customers to 
engage with online systems, disclose information with confidence and improve online literacy 
to facilities goal congruence between firm expectation and customer experience. 
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