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Abstract: 
This paper investigates the concept of privacy paradox and the ensuing predicament of personal 
information disclosure in the context of online transactions. The application of privacy concern 
is examined in a boarder perspective by inculcating consumer behaviour through cognitive 
dissonance theory. This includes the exploration of the relationship between privacy and 
dissonance pertinent to disclosure decisions integrating the advancement of blockchain 
technology as a part of the sharing economy. The study conducted 24 in-depth interviews on 
grounded theory methodology. The findings included extending the privacy paradox by 
classifying the impact of online technology and recognising the influence of privacy paradox 
in manifesting cognitive dissonance providing a new dimension to consumer behaviour 
literature. The proposed conceptual model of the study presenting blockchain technology 
through sharing economy will contribute to manage the enigma of privacy paradox and ensuing 
dissonance facilitating firms to improve the privacy of online transactions.  
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Introduction and Research Aim  
Cybercrime is a major threat to the future of online transactions as the fraudsters use 
sophisticated technology to access online data violating privacy (Ali, 2019). The concept of 
privacy paradox emerged with the developments in online systems, e-commerce and social 
media platforms where the customer information was visible to the public at any given situation 
(Romanosky and Acquisti 2009). Privacy paradox can be defined as the discrepancy between 
the privacy concerns and behavioural intentions allied with online disclosure (Norberg et al. 
2007). The use of online technology and the resultant exposure create a cognitive imbalance 
leading to dissonance (Jeong et al., 2019). Moreover, the users indicated a high degree of 
reactance in disclosing information online which implicate dissonance (Chen et al., 2019). 
Cognitive dissonance theory attests the psychological incongruity which arises due to the 
difference between the attitude and behaviour of a person (Blackman et al., 2016).   
  
The lack of privacy in conventional online systems resulted in the emergence of cryptocurrency 
exchange manifesting a sharing economy (Nelms et al., 2018).  In this network, the privacy of 
a transaction is authenticated through a code leading to blockchain and its cryptography (Leung 
et al., 2019). This shared system enables data protection since encrypted blockchain is 
impossible to breach as the users are integrated through a shared database with the authority to 
invalidate a suspicious transaction (Swan, 2015). Moreover, the sharing economy based on 
decentralized cryptocurrencies and the open ledger system will enable participants to verify 
new transactions (Rodima-Taylor & Grimes, 2019). Privacy paradox has been studied over a 
variety of theories with limited success and indicate a gap which needs to be addressed by 
future research (Teubner & Flath, 2019). The past research mainly focused on individual 
aspects of the privacy paradox phenomenon and as a result there is a need to develop conceptual 
and theoretical models that implicate multiplicity of privacy concerns (Kokolakis, 2017). 
Similarly, the research on the sharing economy and privacy is also at an infant stage (Lutz, et 
al., 2018).  
  
The aim of this study is:   
To investigate the impact of online transactions on privacy paradox, ensuing effect over 
dissonance and examine the role of shared economy doctrine in manifesting a solution.   
  
Three research questions are addressed in line with this aim:                                                  
RQ1: How does online technology effect the manifestation of the privacy paradox?  
RQ2: What is the impact of privacy paradox in creating customer dissonance?    
RQ3: What is the influence of shared economy in managing the privacy paradox?    
  
Methodology  
This research applies qualitative technique considering the exploratory nature of the central 
research question. In line with this thinking, grounded theory methodology is used as this 
technique encompasses a foundation for generalising complex problems through an effective 
data analysis advocating a logical solution (Bryant & Charmaz 2019). This study conducted 
24 in-depth interviews in Australia to explore the online privacy concerns by selecting 
respondents with more than 3 years’ experience in online banking based on a purposeful 
sampling strategy. A data flow diagram was developed after each interview on a separate sheet 
to identify the key variables, issues and themes. The coding was carried out through a line by 
line analysis of the data identifying and labelling key themes. The data were analysed using 
the approach suggested by Charmaz (2014, 2017) where the process of open-coding, focused 
coding and axial coding was used to build categories and theoretical themes. Finally, two core 
themes of privacy paradox and cognitive dissonance emerged signifying the dilemma and 
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confusion pertinent to online transactions and the implications in the direction of information 
disclosure.  

Results and Discussion  
Firstly, the respondents demonstrated a 
significant dilemma and anxiety in undertaking 
online transactions due to privacy concerns.  
Furthermore, consistent with the findings of 
Yun, Lee & Kim (2019) the majority of the 
respondents demonstrated indecisiveness due to 
the possible loss of data and financial irregularity 
associated with online disclosure. This leads to 
privacy paradox where the customers 
continuously assessing the risk and reward of 
online disclosure (Adjerid et al., 2018). The 
respondents demonstrated an ambiguous 
situation after completing an online transaction 
which resulted in verifying the bank details 
frequently over time. The trade-off between 
convenience and risk of data security stipulate a 
dynamic platform for the existence of privacy 

paradox (Acquisti, Taylor, & Wagman, 2016).   
  
Secondly, the findings stipulated a direct relationship between the privacy paradox and 
customer dissonance as uncertainty on the process of an online transactions leading to a 
disturbing psychological state. The respondent indicated a substantial difference between the 
attitude and behaviour during and after online transactions. Thus, consistent with previous 
studies (Chandler et al., 2019; Pung, 2017) the respondents echoed a significant level of 
apprehension concerning privacy and cognitive fracas to continue with online transactions.    
  
Finally, the study signifies a comprehensive paradigm to manage privacy paradox and 
dissonance to foster a platform to engage in online transactions. A conceptual model is 
designed based on the findings to provide a complete solution through the principles of sharing 
economy emphasising on blockchain technology manifesting peer to peer transactions to 
overcome the dilemma of privacy paradox and ensuing dissonance (Figure 1). The blockchain 
technology and the distributed ledger platform will ensure effective control and greater 
transparency with peer to peer control and validation through a shared system 
(blockchainaustralia.com.au).   
  
Implications for Theory and Practice  
This research contributes to theory by (1) extending the concept privacy paradox by 
recognising the impact of online technology and detrimental effect on customers well-being , 
(2) identifying  the influence and the interrelationship between privacy paradox and cognitive 
dissonance theory providing a new dimension to online consumer behaviour and (3) 
introducing blockchain technology through sharing economy to manage privacy paradox and 
ensuing dissonance based on peer to peer control  and transparency in arriving at a 
comprehensive solution.   
  
There are three areas of managerial implications that contribute to practice: (1) firms can 
redesign the online service systems and payment gateway platforms by including blockchain 
technology to minimise or eliminate the problem of online privacy and build customer 
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confidence,  (2) inspire global community including academics and researchers to enhance the 
knowledge on sharing economy especially on the blockchain technology and encourage further 
studies and exploration and (3) motivate and encourage customers to engage with online 
transactions with assurance leading to higher personal growth and stimulate the development 
of technological advancement for the well-being of the entire ecosystem. 
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