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Abstract 

Phishing is an online scam used to dupe people out 
of their personal information for the purpose of 
defrauding them.  This paper presents a conceptual 
design for removing phishing pages that have been 
uploaded on a website, potentially without knowledge 
of the website owner or host server. Initially the system 
is alerted to the presence of a phishing page upon 
receiving the Phisher’s solicitation e-mail. Next the 
system retrieves the location, IP address and contact 
information of the host server using a tracking 
program. Finally, the system sends notification to the 
Administrator about the phishing page on its server.  It 
is then up to the host server Administrator to remove 
the phishing page from its server, or face the 
possibility of criminals continuing to use their site. 
This approach acts as the basis for further 
development into proactively (or aggressively) 
attacking Phishers directly, rather than being a 
reactionary approach that is common to most email 
filters and anti-virus software. 

1. Introduction

The Internet is now a popular means for providing
entertainment, communicating with friends, conducting 
e-commerce, and delivering teaching materials.
However, some people around the globe are taking
advantage of the anonymity provided by the Internet to
fool individuals with fake offers, or by misrepresenting
themselves as legitimate companies. Phishing is an
online scam that attempts to defraud people of their
personal information such as credit card/bank account
information, and username and password credentials,
using social engineering or technical subterfuge attacks
[1]. These online criminals are known as Phishers.
Phishing scams either try to swindle money out of

people, disrupt someone’s computer account, or 
attempt to get an individual to unsuspectingly 
download malicious software. Conventionally, mass e-
mailing with a phishing link is the most popular way to 
lure the victims. However, SMS messages, chat rooms, 
fake add banners, fake job offers, and fake browser 
tools have emerged as a new platform among phishers 
[2]. More recently, social networking sites (such as 
Facebook) have become the target of phishing attacks. 
Phishing-style attacks can also use technical subterfuge 
strategies that involve deploying crimeware, spyware, 
and key-stroke loggers into a target computer to 
directly steal a victim’s credentials.  

In January 2006 alone 9,715 unique phishing 
websites were detected [3]. The number of unique 
phishing websites detected in August 2007 was 32,079 
[4]. In the first quarter of 2008, the number of phishing 
websites detected was 81,215 and more than 90% of 
the attacks were targeted at financial services [5]. In the 
first half of 2008, the website infection rate has 
increased to three times compare to 2007. On average, 
Sophos detects 16,173 malicious web pages everyday 
[6].  

Although researchers have proposed techniques to 
prevent phishing attacks, Phishers are becoming 
increasingly sophisticated in their approaches. Phishing 
attacks often involve rigorous planning and incorporate 
strategies to bypass existing anti-phishing tools.  The 
shear volume of phishing attacks suggests that existing 
anti-phishing tools are insufficient.  This is primarily 
due to fact that they only take a reactive or passive 
approach to stemming the problem.  That is, they only 
filter suspect emails, but don’t actually do anything to 
shut down the problem at its source. 

This paper proposes a proactive approach to 
remove a phishing page from the host server. Rather 
than just filtering email and flagging suspect messages 
as ‘spam’, our approach actively seeks out Phishers in 
an attempt to disconnect them at the source.  To use an 
analogy, our system introduces sharks (or Psharks as 
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we refer to them) that lie in wait for a Phisher to dangle 
his/her line in the water.  Once the presence of a 
Phisher has been confirmed, the Pshark moves in to 
bite the Phisher back (by continually taking its baits) 
and essentially stop them from phishing. 

Initially the system is alerted to the presence of a 
phishing page upon receiving the Phisher’s solicitation 
e-mail. Next the system retrieves the location, IP
address and contact information of the host server
using a tracking program. Finally, the system sends
notification to the Administrator about the phishing
page on their server.  It is then up to the host server
Administrator to remove the phishing page from its
server, or face the possibility of criminals continuing to
use its site. This approach acts as the basis for further
development into proactively (or aggressively)
attacking Phishers back, rather than being a reactionary
approach that is common to most email filters and anti-
virus software.

This paper is organized as follows:  Section 2 
provides a brief summary of the types of phishing 
attacks and the anti-phishing techniques that currently 
exist. Section 3 presents our proposed approach to 
proactively attacking Phishers directly.  Section 4 
presents some practical results we have obtained using 
the proactive approach, and Section 5 provides some 
concluding remarks. 

2. Related work

This section provides background on the phishing
process, the various strategies employed by Phishers, 
and the style of phishing attack considered by this 
paper.  It also presents the existing mechanisms that are 
currently being used to combat phishing. 

Generally, most phishing attacks begin with spam.  
Spam is mass unsolicited email.  The email message 
typically contains some sort of socially engineered 
message enticing the recipient to venture to a web site 
or to reply to the message.  It is usually at this point 
phishing attacks start to differ in their approach.  In this 
paper, we will primarily be concentrating on phishing 
attacks that attempt to lure a recipient to a website by 
providing a link within an email.  Upon reaching the 
website, the user is either asked to enter personal 
details as they believe it to be a legitimate company 
(such as his/her bank), or the user is conned into 
believing that s/he must install a critical update for 
his/her computer (which is in fact a virus).  A variation 
on this style of phishing attack is for the victim to reply 
directly to the Phisher’s email address rather than 
following a link to a website.  This style of attack will 
not be considered in this paper, but will be the focus of 

future work. 
  The majority of the anti-phishing tools use an 

email filtering process to separate legitimate emails 
from suspected spam in the inbox.  It is then up to the 
individual to decide whether to discard the message.  If 
an individual doesn’t have the latest anti-phishing tools 
installed, or has failed to install the most recent update 
for his/her anti-phishing program, then they lose this 
layer of protection. We refer to this as a passive anti-
phishing approach.  This is because the approach only 
attempts to locally protect an individual from a 
phishing attack, but does not actively make any effort 
to remove or shut down the Phisher at the source.  In 
effect, the Phisher is free to continue with his/her 
operation and can potentially accrue further victims. 

There are several spam filters, browser tools, anti-
spyware and anti-virus software [7, 8] available to 
protect online computers from various attacks. 
However, there were very few research efforts have 
been entirely focused to protect online users from 
phishing attacks in the past. Existing anti-phishing and 
anti-spam techniques suffer from one or more 
limitations and they are not 100% effective at stopping 
all spam and phishing attacks [9]. Phishers are able to 
find ways to bypass existing rule-based and statistical- 
based filters without much difficulty. Major e-mail 
service providers such as Yahoo, Hotmail, Gmail, and 
AOL filter all incoming emails separating them into 
Inbox (legitimate email) and junk (illegitimate email) 
email folders. However, these e-mail service providers 
do not actually attempt to remove the phishing page 
associated with the illegitimate email. Furthermore, 
Phishers have readily available tools to bypass such 
spam filters [9].  

There have been efforts made to compare 
performance of various machine learning techniques 
such as fuzzy logic and neural network theory to detect 
phishing emails. However, these attempts still require 
improvement to achieve a higher accuracy rate [8]. 
Many researchers have attempted to detect the 
structure, properties and technical subterfuge of the 
typical phishing emails in order to design more 
effective anti-phishing tools [1, 9, 10]. The ultimate 
problem with only using detection as a defense is that 
the final decision rests with the user as to whether s/he 
should access a website or not. The extremely 
convincing nature of phishing emails makes this a 
dangerous approach for the occasional or non-technical 
Internet user. 

Other defensive techniques involve the use of 
Secure Sockets Layer (SSL), digital signatures, and 

916916



digital certificates.  The security of information is very 
important where the confidential data transferred on 
public Internet such as online shopping, banking 
transactions, government and corporate email 
communications, etc. SSL, digital certificates and 
digital signatures provide a level of information 
security while data travels across the public Internet. 
While such cryptographic techniques are quite reliable 
and robust in mathematical terms, however they suffer 
from weak implementation or incorrect use of 
technique [11].  

People are familiar with the SSL icon and padlock 
on the browser and they believe that the 
communication is secure. However, phishers can 
exploit this perceived protection by using fake SSL 
padlock images on their phishing pages to create 
confidence and lure Internet users. Some Phishers also 
use a low-quality certificate or trial certificate on their 
phishing pages. Furthermore, there are technical 
subterfuge mechanisms in which malware can suppress 
any security errors and create false security indicators 
[11, 10].  

Another popular approach for anti-phishing 
techniques is flooding the Phisher’s database with fake 
information [12]. This approach significantly 
minimizes the probability of distinguishing the correct 
data from the flooded database in order to protect 
people who have submitted their personal credentials 
already. However, this approach does not prevent other 
Internet users from supplying their personal credentials 
to the phishing website. Raising awareness through 
training and enforcing policies for suspect emails is 
also popular approach among corporations and 
institutions for preventing the damage caused by 
phishers. However, researchers have found that best 
phishing sites have fooled 90% of the people during 
their experiment on various groups of people including 
academic staff and students at a prestigious American 
university [13]. 

3. Our Proposed Approach

This section describes our approach to detecting
and shutting down Phishers using a Pshark (shark). 
Effectively a Pshark lies in wait for a Phisher to dangle 
his/her line in the water.  When the Pshark detects the 
Phisher’s presence it aggressively attacks the Phisher 
by continually taking his/her baits, thereby preventing 
him/her from phishing any further. 

Figure 1 presents the conceptual design of the 
Pshark technique to remove a phishing page from its 
host server.  Firstly, the system detects a phishing email 

and records the phishing page’s URL. The WHOIS 
query is then used to retrieve information regarding the 
host server’s IP address, location of the host server and 
contact information of the Server Administrator. Based 
on this information, the Pshark sends notification to the 
host Server Administrator to raise awareness that a 
phishing page resides on its server. 

Figure 1: Pshark process to remove phishing page 

Finally the Administrator removes the phishing 
page from its server.  If the Administrator fails to 
remove the page, the Pshark becomes more aggressive 
in its notifications and/or actions. Specific details of 
each stage in the process are as follows: 

3.1. Detecting a Phishing Email 

Many researchers have proposed anti-phishing tools 
that examine the structural properties, SMTP (Simple 
Mail Transfer Protocol) pathways or layouts of suspect 
emails to detect phishing e-mails [14]. In this research 
we have largely ignored this stage to integrate with the 
proposed Pshark approach and we are more concerned 
with how to deal with the Phisher once a phishing 
email has been detected. 
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For the experiments conducted with this approach, 
we used our own judgment to decide what phishing 
emails were.  There are obvious give-aways, such as a 
generic salutation and subject heading, an 
unrealistically lucrative offer, a request for personal 
details, etc. See [1] for more information on common 
phishing email traits.  

The majority of the phishing emails we found were 
targeted at leading financial institutions. We also 
noticed that phishers have spoofed sender’s email 
address and ask the victims not to reply to the email. 
Instead they have requested users to click on the link 
sent within the email.  

3.2. Locating the Host Server of Phishing Page 

The Pshark technique locates the host server of a 
phishing page using a WHOIS query [15]. WHOIS is a 
query/response protocol that is widely used for 
querying an official database.  The WHOIS database 
contains IP addresses, autonomous system numbers, 
organizations or customers that are associated with 
these resources, and related Points of Contact on the 
Internet. Traditionally, WHOIS lookups were made 
using command line interface, but now many simplified 
web based tools are available. In this technique 
http://www.domaintools.com web based WHOIS tool 
is implemented.  

A WHOIS server listens on (Transmission Control 
Protocol) TCP port 43 for requests of the host server 
and related contact information sent through web-based 
referrals. The WHOIS server closes its connection as 
soon as the output is finished. The closed TCP 
connection is the indication to the client that the 
response has been received. 

To locate the phishing page’s host server, the 
Pshark technique runs the WHOIS query on the URL 
that is contained within the phishing email. While 
phishing emails may give erroneous FROM emails 
addresses, this type of attack requires that they provide 
a genuine/legitimate website address for the victim to 
interact with. This therefore is the vulnerability in a 
Phisher’s attack which a Pshark can exploit. 

3.3. Removing the Phishing Page 

Upon receiving the notification of the phishing page 
existence on the host server through the Pshark 
technique, the host Administrator confirms the phishing 
page by testing the legitimacy of the phishing link and 
its genuineness. Once the Administrator confirms the 
phishing page, the infected or hacked website is 
quickly shut down to protect Internet users from further 
phishing. The host Administrator then notifies the 

website owner about the existence of the phishing page 
within their website.  Once the phishing page is 
removed, if no notification has been sent to the Pshark, 
the Pshark periodically checks to for evidence that it 
has been removed. 

This technique assumes that website owner and host 
Administrator are absolutely unaware of the presence 
of the phishing page within their website or server until 
our technique notifies them. This means Phishers are 
taking control of the legitimate website to upload their 
phishing page. By doing so phishing pages are able to 
bypass anti-virus securities installed on the user’s 
computer.  

3.4. An aggressive approach to remove a 
phishing page upon non-responsive Pshark 
notification  

In the situation where an Administrator does not act 
upon the Pshark notification, the technique becomes 
more aggressive with regard to its notifications or 
actions.  

Figure 2:  State Diagram of an aggressive approach 
implementation 

Figure 2 presents a state diagram illustrating the 
various stages an Administrator can be in with respect 
to the Pshark defense. 

Initially, the Pshark assumes that an Administrator 
is unaware about the existence of a phishing page (i.e., 
innocent until proven guilty), even though the 
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Administrator could actually be harboring a Phisher, or 
actively involved in phishing. 

Once the Pshark has sent notification to the 
Administrator, the Administrator can then be assumed 
to be in state 2.  That is, the Administrator is now 
aware of the existence of a phishing page on its server. 
Once the Administrator is in this state, it makes it 
difficult for him/her to ignore that criminal activity is 
occurring, and its next actions dictate how the Pshark 
should proceed. 

Ideally, the Administrator will shut down the 
phishing page so that is no longer a threat (state 3). 
Once the Pshark confirms the phishing page is 
removed, this is the end of the process.  It is the 
Pshark’s goal to get all Administrators to this state.  

However, if the Administrator does not shut down 
the phishing page, the Pshark must take further action. 
As the Administrator has been notified, the Pshark can 
now assume that it is aware of the phishing page. 
There are now two possible cases the Administrator has 
moved to:  

Case 1 (state 4):  The Administrator is not in a 
league with the Phishers but is aware about the 
presence of the phishing page. The Administrator does 
not act to remove the phishing page indifference, or 
another reason.  If this is the case, then the 
Administrator essentially is harboring a Phisher. 

Case 2 (state 5): The Administrator is actively 
involved in the phishing crime.  That is, they are either 
responsible for the phishing page, or are in league with 
the Phisher to help perpetrate the attack.  Obviously, 
this is more serious than Case 1.  

Given the aforementioned possibilities when a 
Pshark notification has been ignored, the Pshark must 
become more aggressive (illustrated by the dashed 
state) to force the Administrator into state 3 (i.e., page 
removal). Some of the avenues for aggressive action 
are aimed at either the Administrator or the Phisher 
itself.  These include: 

1. Inform legal authorities about the accomplice of
the host server in the phishing crime.  Regardless of 
whether an Administrator is in state 4 or 5, as they have 
been notified about the crime, they now have an 
obligation to take action otherwise they will be 
incriminated along with the Phisher.  

2. Execute anti-phishing attacks such as flooding
phishing page with misleading information [12] which 
minimizes the chances of distinguishing actual data and 
fake data.  Alternately the Pshark might take the bait 
and delay the phisher with false information. This and 
other similar approaches force the phisher to spend 
time and money following up false leads – they catch 
Psharks instead of Phish. 

Fleshing out the details of the more aggressive 
Pshark attacks is beyond the scope of this paper at this 
time. However, we are actively involved in designing 
the aggressive Pshark approach and will document it in 
future work. 

4. Real World Test Experiment

This section presents an experiment using the
Pshark technique to actually shut down phishing pages 
at their source.  We used phishing emails that arrived in 
our personal email inbox as test subjects.  

The following outlines how the Pshark technique 
operated with one specific phishing example.  

Phishing e-mail arrived in personal Inbox 

When we received the above email, we realized it 
was a phishing email as we never had an account with 
HSBC bank. To test our technique we clicked on the 
link (HSBC Internet Banking) sent in the email. The 
link opened the HSBC online login page straight away 
which was an exact copy of the legitimate HSBC login 
page. Mozilla browser or anti-virus software did not 
detect the webpage as a phishing forgery. We noted 
down the web address of the HSBC login page: 
http://www.kirmes-forum.de/documentation.IBlogin.html. 
From this web address it is clear that a Phisher had 
hacked the plausible legitimate website www.kirmes-
forum.de and uploaded the HSBC phishing page on the 
website without the knowledge of the website owner or 
host server. Actually tracking the source of the above 
web address with a WHOIS query returned the 
following details: 
Whois Record 
Domain:       kirmes-forum.de 
Domain-Ace:   kirmes-forum.de 
Nserver:      ns5.kasserver.com 
Nserver:      ns6.kasserver.com 
Status:        connect 
Changed:       2008-01-22T12:41:05+01:00 
[Admin-C] 
Name:          Michael Martens 
Address:       Schulenburgstr. 21 
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Pcode:         26129 
City:          Oldenburg 
Country:       DE 
Changed:       2008-01-22T12:41:10+01:00 
[Tech-C][Zone-C] 
Name:          Werner Kaltofen 
Organisation:  Neue Medien Muennich GmbH 
Address:      Hauptstrasse 68 
Pcode:         02742 
City:          Friedersdorf 
Country:       DE 
Phone:        +49 35872 35310
Fax:           +49 35872 35330
Email:        info@all-inkl.com
Changed:      2007-10-09T21:15:45+02:00

 
 

 
 

 
 
 

From the above WHOIS record we can gather very  
important information including: 

The actual IP Address of the infected website or
phishing page website;
The physical location from which this phishing
page has been uploaded. In this case, the
website/phishing page is hosted from Berlin,
Germany;
The name of the actual host Administrator is
provided; and
The contact phone and email address of the host
server.

From the above information, it is possible to notify 
the host Administrator about the existence of phishing 
page on their server. Below is the actual copy of the 
email sent to the Administrator. 

Pshark Notification to the host Administrator 

Within short period of time (less than 24 hours) the 
Administrator replied acknowledging that this was a 
phishing page. They informed us that the infected 
website had been closed and phishing page was now 
removed. Below is the actual copy of the host 
Administrator’s email: 

Reply of Server Admin informing the removal of Phishing page 
from the server 

5. Experiment Results

In our experiment, we investigated phishing emails sent 
to Inboxes on Yahoo mail, Hotmail, Gmail, James 
Cook University Webmail, and Face book.  

Phishing 
emails 

Browser 
detected  

Traced 
server 
info. 

Removal 
of 
phishing 
page 

Time 
Taken  

12 3 11 11 < 24
Hrs 

Table 1:  Experiment Results of Phishing Removal 

Table 1 presents the results of the experiments 
performed during October – November 2008. The 
Pshark technique achieved a 91.67% success rate in 
removing the phishing pages from their host servers. 
The time taken to remove the phishing page is typically 
less than 24 hours once the host Administrator had 
been notified. While there are only a small number of 
test experiments, the success rate is encouraging and 
indicates that the approach is sound.  

It is important to mention here an exceptional case 
in which the host Administrator did not respond to the 

IP Information:  85.13.134.29 
IP Location:  Germany Berlin  

Neue Medien Muennich 
Resolve Host:  dd11712.kasserver.com 
IP Address:  85.13.134.29 [Whois] [Reverse-

Ip]  [Ping] [DNSLookup]  
Reverse IP: 40 other sites located on this 
server. 
Blacklist Status:  Clear 
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initial Pshark notification, and the phishing page still 
remains online (for more than a week time at the time 
of writing this paper). This appears to suggest that the 
host Administrator either doesn’t care, or is helping the 
Phisher. Therefore, this warrants the development of a 
more aggressive Pshark attack to shut down such 
phishing pages and to punish the host Administrators 
that do not do the right thing.  Essentially the longer a 
phishing page is available, the more victims it can 
accrue.  Therefore a non-responsive host Administrator 
becomes more culpable for every minute they allow 
phishing to continue.  

6. Conclusions

This paper presented a proactive method to shut
down a Phisher’s operation by using a Pshark.  This 
effectively stops a phishing attack at its source thereby 
protecting a significant number of other innocent users 
from being duped in the future.  This is in contrast to 
the existing passive approach that only attempts to 
filter suspect email and allows the Phisher to continue 
his/her operations.  While this technique does not 
prevent an initial phishing email from being sent, once 
the phishing page has been removed, all future victims 
are essentially protected from the Phisher. 

Experimental results show that this approach can be 
an effective way to remove phishing pages hosted on 
servers around the world. The Pshark technique 
achieved a 91.67% success rate with minimal delay in 
removal time.  While the experiment data was limited 
in size, it nevertheless shows that this approach can 
work and lays a sound framework for future 
development involving a larger number of test subjects. 

Furthermore, there is scope to undertake 
development on more aggressive techniques to address 
the problem of a non-responsive host Administrator 
that fails to shut down a phishing site.  This could 
inform legal authorities, or baiting the Phisher back 
with fake information that makes it spend a significant 
amount of time chasing up bad leads (thereby 
distracting it from legitimate targets). 

At present our proactive approach to shutting down 
a Phisher is performed manually in our laboratory. 
Future work involves automating this technique.  This 
would involve firstly integrating our approach with an 
email filtering program to initially detect a potential 
phishing email.  The next step would be to automate 
the tracing and web host email notification process. 
The final stage would be to devise a method to tangibly 
check to see whether a phishing web page has been 
removed, and if not, what means of action then must 
take place.  Furthermore, we plan to significantly 
increase the number of phishing subjects used in the 

experimentation to test the Pshark techniques 
effectiveness. 
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