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ABSTRACT 

The study develops a process model of the implementation of IT risk management 

frameworks involving IT department individuals. The literature on IT risk management 

and specifically participation with IT risk management frameworks, is reviewed. The 

review indicates a need for process research to improve existing knowledge and practices 

in the domain of IT risk management. Specifically, the thesis addresses four research 

questions: (i) What IT culture could be identified during the implementation of ITRM for 

the first time? (ii) What factors and contextual conditions influence the implementation 

of ITRM? (iii) What are the processes IT managers go through when implementing ITRM 

within IT departments? (iv) How can these ITRM processes be depicted in a model? 

This qualitative study adopts a subjectivist epistemology, complemented with an 

interpretive paradigm and inductive reasoning. A series of nine case studies were 

designed around forty-two semi-structured in-depth interviews and were conducted to 

investigate how and why IT managers and their IT teams implemented risk management 

for the first time. The study focused on contextual and processual elements as well as the 

action of key players associated with implementation. 

The use of a Grounded theory− like qualitative analysis was particularly appropriate, 

generating a set of insights, issues, and propositions that addressed the critical individual 

and organisational elements involved in implementing IT risk management, elements to 

date largely overlooked in the risk management literature. The theory generated from the 

empirical findings suggests that the intentions and actions of IT department’s members 

(head of IT, senior IT management and operational IT groups), the processes they enact, 

as well as the organisational context into which they are implemented, critically influence 

IT risk management implementation.  

The findings provide new insights in relation to IT risk management implementation by 

considering IT individual culture. The thesis conceptualises IT risk management 

implementation as a cultural process through which IT managers socially construct the 

meanings and purposes of their work activities. These findings suggest a dynamic 

approach to implementing IT risk management framework — one that considers the 

interaction over time of intentions, context, process, and action around risk management 

frameworks.  
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The research develops a substantive theory (Gregor, 2006) involving a schematic model 

involving five sub-process and a set of theoretical propositions. The thesis discusses the 

propositions by way of reference to the literature thereby enhancing the credibility and 

generalisability of theory building from case research. The last section presents an 

evaluation of the resulting theory by following the guidelines introduced by Sjøberg et al. 

(2008) for building behavioural theories in software engineering. 
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Chapter 1: Introduction 

1.1 Foreword 

This chapter introduces the topic of IT risk management (ITRM) implementation and a 

socio-technical perspective for developing process theory explaining implementation. 

The chapter provides a brief background to ITRM and how this concept has evolved in 

the literature. Based on a critique of previous ITRM studies, several limitations have been 

identified. In addressing these limitations, this research steps outside the conventional 

factor analytic perspective of ITRM research by focusing on contextual and processual 

elements as well as the actions and interpretations of key IT individuals to explain 

successful implementation. 

This thesis takes a position that research on the implementation of ITRM needs to be 

widened to examine the process of implementation from the perspective of IT individual 

members. Accordingly, this research conceptualises ITRM implementation as a cultural 

process through which IT managers socially construct the meanings and purposes of their 

work activities. 

This thesis argues that to understand the process by which individuals come to participate 

in ITRM implementations, an interpretivist perspective of how individual IT culture and 

the values embedded in an ITRM framework can be aligned is required. At the outset, 

two key terms need explaining and clarifying. Values are basic and fundamental beliefs 

that guide or motivate attitudes or actions. They help us to determine what is important 

to us. According to Webster, values are beliefs of a person or social group in which they 

have an emotional investment (either for or against something). Culture on-the-other-

hand is the totality of socially transmitted behaviour patterns, attitudes, values and beliefs, 

and it is these predominating values and behaviours that characterize the functioning of 

an individual, group or organisation (Webster). Thus, this thesis uses the term culture 

synonymously with values, as values are attributes of culture.  

IS research (Azizi and Rowlands, 2019; Walsh, 2014) has argued that interpretations of 

ITRM at an individual level based on the process of participation that a manager adopts 

towards implementation of an ITRM framework differs from cultural dispositions 

towards IT artefacts found at national, organisational and sub-group levels.  
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The scope this chapter presents the research problem, research questions and a brief 

critique of past research and methods used to study ITRM. The chapter then concludes 

with a statement outlining how the thesis is distinctive and differs from prior research.  

1.2 Focus 

This research reports on a field-based research investigation involving nine case studies 

into the processes of implementation by IT individual members involving an ITRM 

framework from a socio-technical perspective. However, it must be emphasised at the 

outset that the focal point of this study is on the process of implementation – the 

interaction of context and actions over time – and not on the technical content, or 

operation of ITRM frameworks such as COBIT. The aim, therefore, is to explain how and 

why contextual conditions and IT individual attitudes interact to influence their 

willingness to participate in an ITRM implementation for the first time. In particular, the 

focus is theory building and adopts an interpretive methodology to a multi-case study 

gathering and analysing qualitative evidence. 

1.3 ITRM Framework Background 

To provide context to the study, it is important to know how IT risk and ITRM 

frameworks have evolved in terms of the emphasis organisations have placed on 

promoting risk management (RM) within IT departments. According to Yang et al. 

(2017), ITRM is recognised as an important management tool that is popular among IT 

departments due to it becoming a critical part of regulations, standards, best practices, 

and consistently ranges among the top five issues of CIOs (Rayome, 2020). The concept 

of RM has been discussed widely since the mid-1996s by Holton (1996) and is still a topic 

of interest. Chen et al. (2019) reported that successful ITRM implementations remain a 

critical challenge for many organisations. Consequently, IS research has argued that much 

can still be learnt from studies of ITRM implementation and usage (e.g. Wiesche et al., 

2015) 

The literature review will identify several critical factors for the successful 

implementation of ITRM. For example, Cagliano et al. (2015) suggested various factors 

for achieving successful implementation including: awareness and access to risk 

management systems to manage IT risks effectively. Further research by Aquilani et al. 

(2017) identified factors such as: clear understanding of strategic goals, commitment by 
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top management, excellent management, organisational change management, data 

accuracy, and focused performance measures. This thesis posits that most of previous 

studies about ITRM tend to identify successful implementations through identifying 

success factors but have overlooked how these factors evolve and interact over time to 

implement an ITRM successfully. For these reasons, scholars are now searching for ways 

of promoting a process approach to achieve successful ITRM implementation within IT 

departments (Chen et al., 2019). Accordingly, one of central arguments in this thesis, the 

process by which IT departments successfully implement ITRM, remains poorly 

understood. 

Accordingly, this thesis articulates that the concept of ITRM implementation, defined as 

a dynamic organisational phenomena – in terms of movement, activity, events, change 

and temporal evolution – is best understood through a process perspective. The postulate 

is that process research be recognised as necessary to the study of successful ITRM 

implementation leading to an extension of the ITRM literature. 

1.4 Research Problem and Questions 

Reviewing the related literature in terms of ITRM and individual IT culture in 

organisations, the thesis in Chapter Two will presents the following shortcomings: 

The review will show in Sections 2.2.1 and 2.2.2 that despite some success factors 

influencing the implementation of RM, to the best of the researcher’s knowledge, no 

model or methodology has been developed for ITRM implementation employing a 

process approach.  

Section 2.2.3 reviews the literature on individual IT culture. The results indicate that 

although many researchers have studied the effect of culture on implementations at a 

national level (see Walsh, 2014), at an organisational level (see Alavi et al., 2005) and at 

a sub−group level (see Ravishankar et al., 2011), less attention has been given to studying 

how culture at an individual level can influence implementation (Cram et al., 2017). The 

thesis argues, to study ITRM implementation at an individual level of culture, we need to 

understand the values IT individuals ascribe to ITRM frameworks. The argument for an 

interpretation of IT culture at an individual level is based on the principle that an IT 

individual espouses a subset of ITRM-related values and assumptions (his/her IT culture), 

which can be distinct from the cultural dispositions towards ITRM found at organisational 

and subgroup levels (Leidner and Kayworth, 2006; Walsh, 2014). 
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A systematic review of effective RM in Section 2.2.6 and results of a review of success 

factors for RM in Section 2.2.5 indicates that no in-depth study has been performed to 

understand how these factors interact and work together to produce a successful RM 

implementation. 

In order to address the above-reported shortcomings in the literature, a process research 

design in Chapter Four is used to develop an interpretivist methodology for understanding 

ITRM implementation. Recognition of the importance of ITRM implementation as a 

specific research focus within IT departments is acknowledged. What issues and 

contextual conditions influence the participation of IT individuals to adopt ITRM is not 

entirely known. Likewise, what processes IT individual members go through, and 

descriptions of implementation issues remain undocumented. For this reason, the absence 

of prior research on the process of implementation in the context of ITRM highlights the 

need for exploratory and descriptive research on the implementation issue.  

In different stages of the research in Chapters Six and Seven, the thesis presents findings 

for the following primary research questions:  

Research Question 1: What IT culture could be identified during the 

implementation of ITRM for the first time? 

Research Question 2: What factors and contextual conditions influence 

the implementation of ITRM? 

Research Question 3: What are the processes IT managers go through 

when implementing ITRM within IT departments? 

Research Question 4: How can these ITRM processes be depicted in a 

model? 

1.5 Objectives of the Research 

The broad objectives of this research are two-fold.  

The first is to explore, describe, and explain the relevance of the concept of 

‘implementation processes’. In this regard, we were required to understand the interaction 

between contextual issues, the ITRM framework itself, IT individual interpretations 

towards them, and their effect on implementation. In other words, objective one is to 

investigate how and why the pieces of the implementation “puzzle” work together to 

produce a successful process. In short, we need to open the “box” and provide a story that 

explains how issues interact and how and why implementation is achieved.  
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The second objective is to develop a theoretical model for use in guiding the design and 

analysis of the proposed empirical work. As described in the opening and considering the 

paucity of previous research on ITRM process, this study provides an alternative 

perspective to an existing research topic. It is argued that without more emphasis on the 

dynamic nature of the implementation process, an incomplete understanding of the 

problem will result. The research also argues that due to the stage of knowledge accrual 

about this problem, more attention should be paid to the development of new models fully 

specified through grounded research that are better able to account for the phenomenon 

under investigation. 

In pursuit of the above dual objectives, the outcome focus of this study is aimed at theory 

building, not theory testing, for the purpose of describing and explaining the 

implementation process. In this regard, in Chapter Eight this thesis goes beyond previous 

research by developing an initial set of theoretical propositions and a model of the process 

regarding the dynamic nature of ITRM implementation. In this light, the scope of this 

research is limited to examining issues and processes related to the implementation of 

ITRM frameworks by IT individual members. 

1.6 Approaches to the Study of Implementation 

Mohr (1982) suggests that two fundamentally different types of theoretical approaches 

can be used to investigate organisational phenomena: variance and process models. The 

distinction in theoretical structure between variance and process models are somewhat 

analogous to the distinction between cross-sectional and longitudinal research 

methodologies. While variance models focus on correlations between groups of variables 

and a specific outcome, process models aim to understand the sequence of events leading 

to some result over time. This study adopts the later approach. 

Chapter Two will argue that most research on RM implementation generally has been of 

the ‘variance’ persuasion. This type of research is usually carried out in a large sample of 

organisations and identifies environmental, organisational, and managerial factors 

distinguishing participants in implementations from non-participants. Some studies posit 

an underlying process model and include related variables as predictors of 

implementation, for example Pettigrew (1990) and Sandberg and Tsoukas (2011). 

However, this body of work does not attempt to examine how these various elements 

emerge, evolve and interact over time to produce RM outcomes. In other words, these 
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studies help to identify characteristics that, on average, distinguish ‘risk managing’ from 

‘non-risk managing’ firms, but they do not tell us how one firm may pass from one 

category to another. Process research and models that track activities over time are needed 

to fill this gap.  

An alternative approach to the variance models described in Chapter Two begins with a 

conceptualisation of ITRM implementation as integrating social and cultural aspects of 

individual and organisational action. Furthermore, in order to gain greater knowledge 

about IT managers’ and IT employees’ willingness to implement an ITRM framework, 

this study draws on the sociological literature that examines the adoption and 

implementation of technology in organisations. One theory – the social construction of 

technology (Bijker et al., 1987) – describes a theoretical approach to studying the 

meanings of technology, and how those meanings affect the adoption of technology 

within an organisation. A key assumption of this research involves defining ITRM 

frameworks as a ‘soft’ technology. This approach emphasises the need to study 

individuals’ interpretations of the technology as an important component of the 

implementation problem. 

A socio-technical theoretical perspective and a framework of process-oriented research 

provides valuable tools for the examination and analysis of the implementation process. 

This research argues that the implementation of ITRM can be effectively conceptualised 

as a cultural process through which IT managers socially construct the meanings and 

purposes of their work activities.  

1.7 Critique of Past Research Methods 

Process research requires qualitative methods. There is a need for a qualitative approach 

as much of the research in ITRM has been dominated by quantitative research 

methodologies (e.g. Chen et al., 2019). Previous research efforts studying ITRM 

implementation have tended to be over-reliant upon surveys with factor analysis as the 

main data analysis technique. There has been very little attention given to the intentions, 

actions, context or processes surrounding ITRM that explain how these issues interact 

and how and why implementation outcomes are associated. 

Given the paucity of previous research on ITRM processes, and the under−developed 

understanding of ITRM process, this study employs an interpretive approach through in-

depth case research. According to Yin (2014), the case study is an intentional effort to 
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produce subjective understanding of phenomena. The intention is not to measure from 

the outside but rather to produce a complex picture from the inside of the case study. A 

related term – case method – describes a way to systemise observation and collect 

evidence. The case method does not explicitly control or manipulate variables; studies a 

phenomenon in its natural context; studies the phenomenon at one or more sites; and 

makes use of qualitative tools and techniques for data collection and analysis. The 

qualitative tools referred to in this research include, in-depth interviews, observational 

techniques, document collection, and personal experience. The case study has been an 

essential form of research in the social sciences and has extensive use in research 

involving organisations. More details of research procedures and methods employed are 

provided in Chapter Five. 

In this study, interpretive methods of research are aimed at producing an understanding 

of the context involving ITRM and the process whereby ITRM implementation influences 

and is influenced by context. Research can be classified as interpretive if it is assumed 

that our knowledge or reality is gained only through social constructions such as 

language, consciousness, shared meanings, documents, tools, and other artefacts (Klein 

and Myers, 1999). Interpretive research such as this thesis, does not predefine dependent 

and independent variables, but focuses on the complexity of human sense making as the 

situation emerges; it attempts to understand phenomena through the meanings that people 

assign to them (Orlikowski and Baroudi, 1991). 

As discussed in detail in Chapters Four and Five, the procedures that guide data analysis 

and subsequent theory building are those proposed by Miles and Huberman (1994) and 

Carroll and Swatman (2000). Miles and Huberman combine elements of grounded 

theorising (Strauss and Corbin, 1997), such as opportunistic data collection, absence of a 

priori hypotheses, with structured methods, such as use of a case protocol, a priori 

constructs, and crafted research to analyse the data collections.  

Carroll and Swatman’s (2000) approach to theory building known as “structured case” 

proves particularly useful because it allows a focus on contextual and processual elements 

as well as the actions and attitudes of key players associated with organisational 

innovation. These elements have largely been omitted in past studies of ITRM 

implementation practices that rely on variance models and cross-sectional, quantitative 

data. In applying Carroll and Swatman’s (2000) methodological approach for building 

theory in information systems research, this research combines inductive concepts 
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generated from the field with insights from existing formal theory. The outcome is a 

general conceptualisation of the implementation process associated with adopting ITRM 

that both contributes to our research knowledge and informs IS practice. 

1.8 Conclusion 

The thesis takes the position that research on the implementation of ITRM needs to be 

widened to examine the process of implementation from the perspective of IT individuals. 

This thesis argues that to understand the process by which individuals come to participate 

in ITRM implementations, an interpretivist perspective of how individual IT culture and 

the values embedded in an ITRM framework can be aligned is required. Values are basic 

and fundamental beliefs that guide or motivate attitudes or actions. Culture on-the -other-

hand is the totality of socially transmitted behaviour patterns, attitudes, values and beliefs, 

and it is these predominating values and behaviours that characterize the functioning of 

an individual, group or organisation. This thesis also suggests a different approach to 

doing ITRM implementation research — one that considers the interaction over time of 

intentions, context, process, and action around ITRM schemes. 

Accordingly, this thesis is distinctive and differs from previous research in four important 

ways: 

• First, given the domination by positivist research methods and a variance 

perspective framing much of the research within ITRM, this research provides 

freshness in perspective to the research domain. This thesis conceptualises ITRM 

implementation as a cultural process through which IT managers socially 

construct the meanings and purposes of their work activities.  

• Second, a position is taken advocating that research on the phenomenon needs to 

be widened to examine the process of implementation from the perspective of the 

IT individual members within IT departments. 

• Third, given the paucity of previous research on ITRM implementation, this is the 

first empirically focused effort to develop a substantive theory of ITRM 

implementation. Grounded theory−like analysis of the case text is used to produce 

a structure of conceptual categories and themes depicting the successful 

implementation of an ITRM framework. 
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• Fourth, the core concerns of this study are pursued by means of inductive analysis 

and interpretive methods respectively. It is argued that interpretive methods have 

the potential to produce greater understanding of ITRM phenomena including the 

development of propositions and a process model.  
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Chapter 2: Literature Review 

2.1 Foreword 

This chapter turns to the literature to help understand IT risk management and the factors 

influencing successful implementation. The review shows that our knowledge about 

contextual conditions, the interplay of factors and role of individual IT culture in IT 

departments posited for a successful ITRM implementation, remains poorly understood.  

Chapter One identified a need for more explanatory studies regarding the process of 

ITRM implementation, and until now, questions regarding process have remained 

unexplored. This review shows that much of the previous research in this field has been 

influenced by the dominant variance research perspective involving quantitative methods 

which identify organisational and managerial factors to understand correlations between 

variables and a specific outcome. While this perspective may identify some of the critical 

factors, it does not examine the dynamic set of contextual elements that interact with one 

another over time leading to a successful implementation. In short, there is a serious lack 

of empirical research on the process of ITRM implementation from an organisational and 

IT individual’s perspective. The outcome of this review is that process methods that track 

activities over time are needed to fill this gap. 

The following literature review has three main purposes. The first is to ascertain the 

relevance of prior research. The aim is to gather such evidence as is already available 

about the nature and extent of ITRM, and to assess the relevance of this research to the 

implementation problem. The finding is that there is much descriptive information 

available, but there is a need for more explanatory study regarding the problem of ITRM 

implementation process.  

The second is to identify where further research is warranted. Having identified gaps in 

the literature, it is important to suggest where further research needs to take place. It will 

be argued that successful ITRM implementation research may be enabled by re-situating 

theory and research on ITRM practices with a focus on individual IT culture, as well as 

the actions and interpretations of IT individuals to explain implementation. 

The third highlights the need for further thinking about process. The literature review 

recommends, given the descriptive and variance nature of most research so far, there is 

need for the development of process theory to extend knowledge in this field.  
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The next section begins by presenting background information to IT risk and approaches 

to manage IT risk.      

2.2 IT Risk 

The early literature on organisational management (Schumpeter, 2017) discussed risk as 

a good thing and risk taking was a positive action leading to market innovation. The most 

common contemporary view is that risk infers the possibility that something may go 

wrong (Massingham, 2010). Risk is also seen as an unwanted event with negative 

consequences (Jaeger, 2018). Nevertheless, individual responses to risk depends upon 

whether you feel it is entirely random or can be managed. Management researchers tend 

to take the latter position. This view argues that even if we cannot eliminate risk, we can 

at least anticipate it, and then put in place processes that may reduce its impact. 

This research adopts the ISACA’s (Information Systems Audit and Control Association) 

formal definition of IT risk because this association is recognised internationally as the 

authority on IT governance and the producers of IT risk frameworks, such as COBIT. The 

ISACA define IT risk as operation risk, specifically: 

The risk associated with the use, ownership, implementation, involvement, 

influence and adoption of IT within a department. IT risk can occur with both 

uncertain frequency and impact and creates challenges in meeting strategic 

goals and objectives (ITGI, 2008).   

Information systems (IS) researchers have investigated IT risk from various perspectives 

(e.g. Alter and Sherer, 2004; Markus, 2000; Spears and Barki, 2010; Wiesche et al., 

2013a). For example, Markus (2000) pointed out an operational perspective to classify IT 

risk to diverse of political, project, financial, and functionality IT risks, while Alter and 

Sherer (2004) suggested a work systems perspective to complete Markus (2000)’s work. 

They organised IT risks and illustrating factors as: work practices, customer, participants, 

environment, information, product and services, technologies, infrastructure and 

strategies; although their suggestion couldn’t meet all organisational requirements. That 

is because IT projects include factors as social, management and technical (Spears and 

Henri, 2010), thereby IT managers would be challenged with applying previous 

categories when processing various IT risks. Further Liu and Deng (2015) reported 

managers mostly encounter barriers to collect and organise different types of IT risk, due 

to IT risks being often heterogeneous. The complexity and variety of risk highlights the 
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challenge in developing a comprehensive ITRM framework that identifies, mitigates and 

reports on all these different IT risks.  

Wiesche et al. (2015) expressed that organisations would be unable to make appropriate 

decisions to manage IT risk across functions without considering formal steps of 

implementing an ITRM framework. An appropriate approach to implement ITRM would 

be achieved through involving IT individuals in operational IT issues and improving 

individual culture (Liu and Deng, 2015; Naseer et al., 2016; Wiesche et al., 2015; Zafar 

et al., 2014; Yang et al., 2017). Similarly, unsuccessful ITRM implementation attempts 

in operational levels can lead to costly rework (Aven, 2016; Jaeger, 2018). An effective 

ITRM process supports IT members in exploiting synergies and providing the 

methodological support needed to adequately govern and use IT resources to achieve 

organisational goals (Jaeger, 2018; ITGI, 2008; Tu and Yuan, 2014).  

According to ITGI (2008), IT risk is a component of the enterprise’s overall risk universe. 

Information technologies and systems are a major part of the enterprise infrastructure. 

Integration, alignment and management of IT risk is a necessity, thereby it consists of IT-

related events and conditions that could potentially impact their implementation. 

2.3 Risk Management 

The concept of RM began to be studied after World War II. Several sources (Crockford, 

1982; Harrington and Niehaus, 2003) date the origin of modern RM to 1955–1964. Snider 

(1956) noticed that there were no books on RM at the time, and no universities offered 

courses in the subject. The first two academic books were published by Mehr and Hedges 

(1963) and Williams and Heins (1964). Their content covered pure RM, which excluded 

corporate operational risk.  

Nevertheless, the concept of RM in the organisations was revolutionized in the 1970s, 

when RM became a priority for many organisations, including banks, insurers, and non-

financial enterprises exposed to various price fluctuations, such as risk related to interest 

rates, stock market returns, exchange rates, and the prices of raw materials or 

commodities. In 1980s, alternative forms of protection from various risks emerged, such 

as captives (company subsidiaries that insure various risks and reinsure the largest ones), 

risk retention groups (groups of companies in an industry or region that pool together to 

protect themselves from common risks), and finite insurance (distribution of risks over 

time for one unit of exposure to the risk rather than between units of exposure). 
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Organisations realized RM research as a stream to help the managers’ better lead their 

projects by setting goals and provide them with a formal tool for RM. 

Changes in the contextual elements of the industrial society and technological revolutions 

retained the concept of risk management as a significant topic until the 2000s. Some of 

the events impacting the growth of RM in IT departments were: increasing numbers of 

security incidents such as malware or hacker attacks, theft of proprietary information, or 

insider net abuse in companies with different industries all over the world continuously 

spend a multibillion-dollar amount of money in the protection of their information 

systems and sensitive data.  

The old definitions of RM were usually focused on the different phases of acquisition. In 

the beginning of a project, the advancement of technical developments, or threats 

presented by a competitor's projects, may cause a risk or threat assessment and subsequent 

evaluation of alternatives (Project Management Institute - PMI, 2017). Several theoretical 

approaches found in the literature as well as established standards, handbooks or 

guidelines deal with managing IT risk in information management, e.g. COBIT, Code of 

Practice (BS7799/ISO 17799), Common Criteria (ISO 15408), or the German IT Baseline 

Protection Manual. With different scopes on methods, or requirements of managing IT 

risks these approaches are intended to provide broad guidelines rather than a detailed set 

of recommendations, interpretations how to implement this framework effectively.  

2.4 IT Risk Management (ITRM) 

Managing risks in IT departments is often less a problem of absent security arrangements, 

but more an issue of inappropriate behaviour towards implementations or little knowledge 

of ITRM use among individuals (Liu and Deng 2015; Naseer et al. 2016; Wiesche et al. 

2015; Zafar et al. 2014; Yang et al. 2017). 

Therefore, the concept of RM changed from functionalist perspective (focused on 

technical issues) towards a more socio-managerial perspective on ITRM in the 2000s. 

Ekelhart et al. (2007) for example defined ITRM as complex, socio-technical system that 

encompass both social and technical components and their interaction. They are “the 

means by which people and organisations, utilizing technology, gather, process, store, use 

and disseminate information” (Jahner and Krcmar, 2005). These definitions show the 

one-sidedness of a solely function-based (or technical) perspective towards ITRM and do 
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not emphasise the necessity of taking the human component, i.e. the users, developers, 

and managers of information technology into account.  

As reported by McShane et al. (2011) and Jahner and Krcmar (2005), the effectiveness 

of RM needs to address two elements: 1) the ‘soft’ behavioural side embodied in 

environment, and 2) the more concrete side embodied in the specific ITRM program that 

guides the enterprise. Adopting a behavioural or social focus besides the technical one 

means a paradigm shift in ITRM. Jahner and Krcmar (2005) reported a focus on socio-

cultural aspects of the “third wave” in the development of information security 

management, after focusing on purely technical measures and procedural aspects in the 

80s and 90s.  

The ISACA introduced a comprehensive ITRM framework called COBIT to assist 

enterprises in achieving their objectives for their IT governance and management. Simply 

stated, COBIT helps enterprises to create optimal value from IT by maintaining a balance 

between realising benefits and optimising risk levels and resource use. The ISACA claim 

COBIT enables organisations to manage IT risks in a holistic manner while focusing on 

enablers such as culture and considering the IT-related interests of internal and external 

stakeholders (ITGI, 2008). 

However, new definitions of ITRM have emerged based on a cultural perspective. 

Researchers identified a gradual IT acculturation process through which IT individuals 

socially construct the meanings and purposes of work activities (Paape and Speklè, 2012; 

Walsh et al., 2010). Indeed, these ITRM studies highlight how IT groups deal with ITRM 

in their everyday work. Unfortunately, many of the behaviours and reactions of IT groups 

may lead to unsuccessful ITRM implementations (Wiesche et al., 2015; Yang et al., 

2017). 

Recent definitions of ITRM are based on a range of phases defined by frameworks and 

guidance, whereby each phase provides a set of flexible techniques and tools to address 

separate functions in the process (Chen et al., 2019; Zafar et al., 2014). Table 2.1 

illustrates that ITRM studies have shifted from a rational and centralised process toward 

more realistic and social process models currently. Indeed, the concept of ITRM has 

shifted from functionalist and technical perspective to a more socio-technical perspective 

(see the 3rd theoretical perspective column in Table 2.1).  
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Table 2.1 Main topics and methods used in ITRM research 

Focus of research Main Themes 
Theoretical 

perspective 
Authors 

Formal RM process What is the theoretical basis of 

managing risk? 

Functionalist Barki et al. 2001 

RM practice: formality as central 

construct  

How to measure the degree of 

formality and the outcomes of 

using formal methods? 

Technical Benaroch et al. 

2006 

The relationship between RM 

and organisational environment 

Does environment influence the 

RM? 

Socio-

Technical 

Ekelhart et al. 

2007 

The relationship between RM 

and organisational performance 

Does RM enhance the 

organisational performance?  

Socio-

Cultural 

McShane et al. 

2011 

The extent of ERM 

implementation 

What factors influence the extent 

of ERM implementation? 

Technical Paape and 

Speklè 2012 

Security risk management What factors influence the 

success of a security risk 

management program in 

organisations? 

Socio-

Technical 

Zafar et al. 2014 

Stakeholders in RM How participation of different 

roles, influence RM? 

Socio-

Cultural 

Yang et al. 2017 

The relation between culture and 

the maturity of enterprise risk 

management practices 

How culture can improve not-for 

profits’ ERM? 

Socio-

Cultural 

Chen et al. 2019 

In addition, the review summary depicted in Table 2.1 shows that much of the prior 

research methods in this field has been influenced by the dominant variance research 

perspective involving quantitative surveys (see the 4th methods column) which tend to 

identify organisational and managerial factors to understand correlations between 

variables and a specific outcome. This thesis claims, while this perspective may identify 

some of the critical factors, it does not examine the dynamic set of contextual elements 

that interact with one another over time leading to a successful implementation. In short, 

there is a serious lack of empirical research on the process of ITRM implementation from 

a cultural perspective. The outcome of this review is that process methods that track 

activities over time are needed to fill this gap. 

2.5 Theoretical Approaches to Research on ITRM 

Mohr (1982) suggested that two fundamentally different types of theoretical approaches 

can be used to investigate organisational phenomena such as implementations: variance 

and process models. The distinction in theoretical structure between variance and process 

models is somewhat analogous to the distinction between cross-sectional and longitudinal 

research methodologies (see Figure 2.1). While variance models focus on correlations 
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between groups of variables and a specific outcome, process models aim to understand 

the sequence of events leading to some result over time (Burton-Jones et al., 2015).   

 

 

 

 

 

 

 

Figure 2.1 Theoretical approaches (Langley, 2007) 

 

These variance models frame the problem as a set of factors to be identified and explain 

participation in terms of correlations between groups of variables and a specific outcome. 

However, the problem with factor analytic or variance type studies is that we don't know 

how the factors emerge, evolve and interact over time to produce an implementation 

outcome. These models infer or deduce that a combination of factors produced an ITRM 

outcome, but they don't explicitly describe how. This limitation represents a major point 

of departure for this thesis.  

In summary at this point, the implication of the literature review for this study is that the 

underlying problem of ITRM implementation has been formulated by researchers as the 

search for relevant factors or variables that are supposedly correlated with outcomes. 

However, Tu and Yuan (2014) reported that after critical factors discourse on the ITRM 

models, a reorientation in ITRM research should take place, bringing about new models 

and launching a new era. They highlighted that research studies need to explore the 

relationship between factors to achieve a successful process outcome.  

Markus and Robey (1988) introduced a process perspective to IS research. While a 

process perspective has been used in many studies since, it is still used much less than the 

variance perspective. As reported by Burton-Jones et al. (2015), approximately 20% of 

articles in leading IS journals used a process perspective. Some studies posit an 

underlying process model and include related variables as predictors of framework 
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implementation, for example Cram et al. (2017) and Zafar et al. (2014). However, this 

body of work does not attempt to examine how these various elements emerge, evolve 

and interact over time to produce a successful outcome. Further, these studies help to 

identify characteristics that, on average, distinguish ‘participants’ in implementation from 

‘non-participants’ in implementation, but they do not tell us how one organisation may 

pass from one category into another. Process research and models that track activities 

over time are needed to fill this gap. 

This research focuses on a view of ITRM implementation as a gradual IT acculturation 

process which the meanings and purposes of work activities are socially constructed. This 

approach departs from the variance perspective with a focus on how IT department 

members interpret ITRM frameworks based on their needs and motivations. From a socio-

technical perspective, ITRM implementation is about understanding how individual IT 

culture and the values embedded in a specific type of IT artefact can be aligned. What 

makes the study of this implementation process so challenging is that in this unique 

organisational setting, information is presented, gathered and interpreted by IT members 

representing different organisational and individual agendas. The literature that addresses 

cultural issues has implications for understanding the implementation processes at an 

individual level.  

This Section argues that underlying similarities between RM technologies such as COBIT 

and ‘soft’ technologies suggest that a culture perspective might be applied successfully 

to the understanding of implementation issues involved with ITRM frameworks. 

Abubakre et al. (2014) suggested that culture theory can demonstrate how and why 

cultural forces influence social groups’ acts and reactions towards implementations at a 

national level (see Walsh, 2014), organisational level (see Alavi et al., 2005) and at the 

subgroup level (see Ravishankar et al., 2011). While these different levels of cultural 

analysis could be provided valuable and comprehensive insights, less attention has been 

given to studying how culture at an individual level can influence implementation (Azizi 

and Rowlands, 2019; Yang et al., 2017). ITRM implementation based on the concept of 

individual IT culture points out to understand the values that an individual ascribes to 

implement ITRM, may lead to a successful implementation. The argument for the 

re−interpretation of culture at an individual level is based on the principle that an 

individual embrace a subset of IT values and assumptions (IT culture), which are separate 

from the culture at national, organisational and subgroup levels. 
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An individual IT culture perspective helps us understand an individual’s social practices 

when they are faced with new concepts as ITRM (Bradley and Pratt 2011; Liu and Deng 

2015). These social practices rely on the individual’s personal needs and motivations to 

implement new concepts rather than the organisation’s needs and motivations (Kwon and 

Johnson, 2011; Wiesche et al., 2015). Hence, by understanding individual’s 

interpretations of ITRM systems can help demonstrate the complexities of individuals’ 

behaviours towards responding to ITRM scheme, which are essential to understanding 

how these implementations can be achieved through cultural process (e.g Yang et al., 

2017). 

Additionally, the manifestation of an individual IT culture depends on an individual’s 

own perceptions of the technology, thereby IT artefacts (COBIT) play an important role 

in the manifestation of individual IT culture during ITRM implementation process (Cram 

et al., 2017). Cram et al. (2017) pointed out that IT artefacts should not be considered as 

black boxes with predefined roles but play interdependent and instable roles during an 

implementation process. The IT artefact role is facilitated by the values embedded in 

them. For example, if an ITRM framework was designed to accurate identify and control 

IT risks, values such as risk optimisation, effectiveness, efficiency and reliability need to 

be embedded into this IT artefact for individuals to perceive the value of applying the IT 

artefact (De Haes et al., 2013). 

However, it needs pointing out that individual culture differs from values shared by an 

organisational group, despite having a shared culture may have different individual 

interpretations about ITRM. Hence, this research focuses on understanding individual’s 

values, interpretations and assumptions, which can be different from an organisation’s 

dominant culture, influencing the ITRM implementation process. Accordingly, this thesis 

conceptualises ITRM implementation as a cultural process through which IT managers 

socially construct the meanings and purposes of their work activities. 

This thesis understands and presents social constructionism as a theory to focus on 

cultural concepts (for instance values) that are created through social interactions within 

a group (IT managers as individuals) and that the ‘values experience’ emerges through a 

socialisation process within groups, organisations and a wider society. The thesis 

therefore posits from a social constructionist perspective that individual IT culture is 

created when individuals such IT managers socially create realities through individual 

and collective actions, (mainly) through conversations with others.  
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Lastly, the evolution of the RM concept from a management technique in the 1990s to a 

more socio-technical endeavour after 2000 necessitated a need for advancements in RM 

research. To achieve successful ITRM implementations, an understanding of how 

individual IT culture and the values embedded in a specific type of IT artefact can be 

aligned is required. Topics that are of special interest in this study are individual 

interpretations, what the role of IT culture is in the ITRM process, and how IT artefacts 

facilitate this process. The following section reviews the literature on these topics. 

2.6 The Concept of Individual IT Culture 

Probably the most well-known and simplest definition of individual IT culture is ‘‘the 

complexities of individuals’ actions and behaviours towards IT” (Walsh, 2014). By 

understanding a person’s IT needs and motivations, the individual IT culture concept is 

vital to understanding how IT implementations can be understood.   

Leidner and Kayworth (2006) define individual IT culture as consisting of values, the 

specific values a person attributes to IT. Understanding these IT values and assumptions, 

according to these authors will provide insight into how individuals perceive new 

concepts and eventually respond to them. They suggested three types of cultural conflicts 

in during technology implementation: contribution, system and vision conflicts. 

Contribution conflict occurs when individual culture isn’t congruent with group’s culture. 

System conflict refers to inconsistencies between group’s culture and the values 

embedded in IT artefacts. And vision conflict may occur if individual culture and the 

values embedded in an IT artefact are inconsistent. Therefore, understanding individual’s 

values, their interpretations and assumptions, which can be different from organisational 

culture (Rowlands et al., 2014), influences implementation according to Leidner and 

Kayworth (2006).  

Straub et al., (2002) indicated individual IT culture with two paradigms, social identity 

theory and the virtual onion model. They demonstrated that an individual belongs to many 

subcultures as layers of the virtual onion, having a dependence to various social groups 

at the organisational, national, religious, and professional levels. Conceptualisation of 

individual IT culture by Straub et al.’s (2002) rely on an interpretivist perspective. This 

perspective suggest that culture should be considered at multiple levels, in contrast to 

Schein’s (1985) functionalist perspective which presumes culture can be managed in an 

integrative way.  
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Wiesche et al. (2015) explored the role of individual IT culture in terms of ITRM. They 

introduced the concept of ‘enabling formalization’ to design highly formalised ITRM 

frameworks. The framework was designed in an enabling to way support IT members by 

providing flexible guidelines that communicate best practices and empower individuals 

in resolving crises events. Their study introduced interactions and communication 

function as complements to improve ITRM implementation. They pointed out that 

managers need to balance rewarding and punishment-centered strategies in their 

departments to change ITRM from an ineffective, costly, and detrimental endeavour into 

an enabling framework. 

The work of Liu and Deng (2015) focused on individual IT culture. In their study, they 

defined ITRM as a learning process of organisational and individual interpretation. This 

study concluded that many individuals’ interactions in ITRM activities can lead to 

amendments to the ITRM’s content. Jahner and Krcmar (2005) suggested a socio-cultural 

perspective for explaining individual perceptions in terms of ITRM systems. They 

introduced an IT risk culture at an individual level and presented a theoretically motivated 

framework for analysing the construct of IT risk culture. Their empirical findings showed 

that establishment of IT culture at an individual level should be considered with different 

sources, initiators and recipients all with different beliefs, playing a major role in the 

ITRM implementation process.  

The literature also illustrates that individual interpretations can lead to create various 

culture archetypes in terms of organisational issues (Liu, 2016). For example, ITGI (2008) 

identified different IT culture architypes: risk-aware, knowledge sharing, security and 

continual improvement, supportive and blame cultures.  It also explained that the IT 

culture archetypes can change or shift over time, thus, these interactions can lead to one 

archetype inhabiting the other and becoming the dominant archetype. Hence, a concept 

such a “culture creep” points to a dynamic and interacting implication of IT culture 

archetypes (Walsh, 2014).  

To conclude this section, this research considers each interaction an individual has with 

an IT artefact as the basic unit of analysis that determines behaviours and reactions, rather 

than considering the IT artefact as a static bundle of features. Friedman et al.’s (2008) 

suggested that an IT artefact should not just be considered to perform tasks technically 

and that it ought to clearly symbolise particular important values. This study does not 

assume that different individuals responded to ITRM in the same way, or that an 
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individual would implement ITRM in a stable manner during the implementation process. 

It assumes that ITRM implementation process should be embedded within structures, 

thereby highlighting that IT artefacts such as COBIT are not just practical tools but afford 

two-way interactions among individuals and IT artefacts to enable social presence.  

The next section of the research investigates successful implementation of ITRM and 

develop a category of elements influencing it. 

2.7 Factors Influencing the Effectiveness of RM 

A systematic literature review was conducted on factors influencing the effectiveness of 

RM frameworks. The researcher utilised several keywords to obtain a representative 

sample of the research literature. The keywords were “IT risk management”, “individual 

IT culture”, “socio-technical perspective” and “implementation”.  These four groups of 

keywords were used to search through the following ten journals and conference 

proceedings.  

In the first phase of the review, the researcher searched on those keywords in an advanced 

search within Google Scholar and limited it to journals and conferences including the 

following : International Journal of Information Management; European Journal of 

Operational Research; MIS Quarterly; Information and Management; Information 

Technology and People;  European Journal of Business and Management; International 

Conference on Information Systems (ICIS); The Americas Conference on Information 

Systems (AMIS); European Conference on Information Systems (ECIS) and Australasian 

Conference on Information Systems (ACIS).  

Figure 2.2 shows example screenshots of an advanced search in Google Scholar using 

key words, publication, and dates of publication. 
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Figure 2.2 Screenshots of an advanced search using Google Scholar 

 

In this first phase a total of 530 relevant research papers were identified in the first round 

of searching. The number found reduced gradually to a final total of 71 through 

continuously improving and enhancing the search analysis criteria. Indeed, the research 

selection process relied on the reading and initial understanding of the literature including 

the publication title, abstract, introduction, and conclusion. 

Following this first phase, the second phase involved an investigation of the reference 

lists of the refined articles through cross-referencing. This process was crucial to 

identifying other relevant works missed in the previous phase, as some of the most 
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significant works in the field of RM were not retrieved in the previous phase for unknown 

reasons. The works added by this strategy were included in the final sample. 

In the third phase, the 109 selected papers were organised by utilising the ENDNOTE 

X7 software for referencing and citation purposes, including managing notes, memos, 

and structuring them into identified themes.  

In the fourth phase, the researcher read and critically analysed the selected works to 

identify research gaps, leading to the development of the research questions in relation to 

identifying success factors for RM implementation. Furthermore, the researcher explored 

the RM literature regarding the application of socio-technical theory as the sensitising 

concept of this study on ITRM in general, and a culture perspective in particular. After 

the search process of the literature, the researcher categorised these success factors into 

three main groups: Culture, Management, and Context. 

The following subsections further explain each category of success factor identified from 

the literature. 

2.7.1 Culture 

This category of success factors of ITRM is related to the people who are involved (their 

interpretations), influence on, or are influenced (their needs and motivation) by the RM. 

Thus, success factors in this categorisation is based on interpretation and values and 

beliefs of organisations’ members. Considering participation, social network, 

communication, knowledge sharing, trust between individual and experience levels can 

be identified as key success factors. For example, Rodriguez and Edwards (2014) studied 

the effect of knowledge sharing between individual on the effectiveness of in North 

America financial institutions. Also, Kummer et al. (2014) investigated the participation 

and trust between stakeholders in RM process.  

The most frequent subcategory of success factors in this group is culture including the 

dimensions of the organisations in which RM is performed such as values and believes 

(Prifling, 2010), motivating to encourage more effective collaboration (Chen et al., 2012), 

and flexibility (Fullwood et al., 2013; Roberts et al., 2019). Alhawari et al. (2012) pointed 

out the importance of culture in which values and expectations for sharing of experiences 

to mitigate risks, need to be developed widely and effectively throughout the organisation. 

However, organisational culture plays a key role in the RM framework. There are needs 

to have a constant and continuous communication on values and on processes that can 
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enhance sharing of experiences and early identification of risks (Meidell and Kaarbøe, 

2017).  

 

Figure 2.3 Categories and Subcategories of Success Factors for RM Success 

 

Transparency and related topics form another category of success factor for RM (Liu 

2016; Yang et al. 2017). Joshi et al. (2013) for example have developed a disclosure 

framework to examine how organisations communicate their activities to improve ITRM 

in 200 commercial banking firms. Meanwhile, De Haes et al. (2017) provided an 

exploratory insight in the contemporary state of transparency in Belgian firms. Moreover, 

leadership and support (Beasley et al. 2015; Roberts et al., 2019) have been reported in 

this category as a success factor.  

2.7.2 Management  

Several success factors of RM cited in the literature were focused on management issues 

such as tools, techniques and frameworks. For example, De Haes et al. (2013) studied the 

effect of using COBIT analysis, and Wilkin and Chenhall (2010) reported that IT is not 

only a major facilitator of business processes but also a source of operational risk, so RM 

is most effective when frameworks are built into the entity’s infrastructure.  

Frameworks are another category suggested as a success factor for RM. This category 

involves processes such as identification, assessment, and controlling or RM approach 

(top-down vs. bottom-up) (ITGI, 2008). Wiesche et al. (2015) reported the recognition 
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systems as a key success factor for the effectiveness of RM through rules, procedures, 

and reward systems (Kummer et al., 2014; Roberts et al., 2019).  

Walsh et al. (2010) pointed out the facilitators/tools can lead to change IT culture within 

organisations. They believed that this evolving change known as “culture creep”, occurs 

as a former minor IT culture grows to become a dominant culture. Hence, the IT group 

can activate ‘culture creep’ through the provision of training and modifications to the 

ITRM.  

The topic of management tools is reported in the literature as an important success factor 

for RM. Grace et al. (2015) pointed out that alignment between IT artefacts (frameworks) 

and organisational values and believes, need managerial direction to facilitate the success 

of RM within organisations. 

2.7.3 Context  

Factors dealing with the context elements in which RM is performed, form another 

category. The most influential of these factors can be labelled organisational capability. 

Capabilities of organisations such as knowledge (Alhawari et al., 2012; Rodriguez and 

Edwards, 2014; Zhong et al., 2019), skills (Naseer et al., 2016), expertise and education 

(Palermo, 2014; Yang et al., 2017) have been reported in previous studies as success 

factors for RM. Previous practice and experiences of organisations in developing risk-

related knowledge can also influence practice success. Jaeger (2018) reported that RM 

facilitates organisations to save costs, time, resources, avoiding frequent mistakes via 

learning from past experience, and in general value creation.  

The internal and external environment as contextual factors in the literature include: 

competitiveness, complexity, stability, and dynamic in the environment (Sheedy and 

Griffin, 2018).  In at least two studies, it was reported that organisational strategy is a 

major factor influencing the effectiveness of RM (Florio and Leoni, 2017; Zhong et al., 

2019).  

In addition, the organisations need the support of top management for RM. Size of 

organization is important. Small and medium size organisations were generally not 

willing to adopt RM (Lundqvist, 2015; Pagach and Warr, 2011; Woods, 2009). Table 2.2 

demonstrates all the categories and subcategories of success factors for RM obtained from 

the systematic literature review. 
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Table 2.2 Categories and sub-categories of success factors 

2.8 The Conduct of Research in Risk Management 

The section argues from a basis of a review of the literature, that studies of effective RM 

in general, and ITRM in particular, have been conducted combining two major research 

streams, neither of which provides sufficient empirical explanation or relevance for the 

implementation problem.  

The first stream relates to methodology. The review found an abundance of survey and 

variance studies generating models involving related factors as predictors of successful 

of RM. Indeed, this stream addressed the question “what factors influence successful 

RM”. However, the research neglects the attitudes and intentions of key players involved, 

and the context within which such events occur. “How these factors interact and work 

together to produce a successful RM implementation” is unknown.  

The second stream relates to a technical bias among the studies. In this research stream, 

the dominant perspective in RM research is logical positivist focusing on outcomes of 

Category Sub-category Authors 

Culture Culture Beasley et al., 2015; Chen et al., 2019; Lurtz and 

Kreutzer, 2017; Sheedy and Griffin, 2018; Tu and 

Yuan, 2014; Rana et al. 2019; Ring et al., 2016; 

Roeschmann 2014. 

Transparency De Haes et al., 2017; Kummer et al., 2014; Liu, 2016; 

Naseer et al., 2016. 

Knowledge 

sharing 

Alhawari et al., 2012; Azizi and Rowlands, 2018; 

Meidell and Kaarbøe, 2017. 

Support Beasley et al., 2015; Grace et al., 2015; Naseer et al., 

2016; Zafar et al., 2014.  

Communication Beasley et al., 2015; Lurtz and Kreutzer, 2017. 

Management Managerial 

direction 

Arena et al., 2010; Grace et al., 2015; Meidell and 

Kaarbøe, 2017.  

RM tools De Haes et al., 2013; Mikes and Kaplan, 2015 

Organisational 

resources 

Jaeger, 2018; Lundqvist, 2015. 

Recognition 

systems 

Kummer et al., 2014; Lundqvist, 2015; Wiesche et al., 

2015. 

Technical 

support 

Beasley et al., 2015; Themsen and Skærbæk, 2018. 

Context Environment Sheedy and Griffin, 2014; Tangaraja et al., 2015. 

Organisational 

strategy 

Bromiley et al., 2015; Eckles et al., 2014; Florio and 

Leoni, 2017. 

Size of the 

organisation 

Lundqvist, 2015; Paape and Speklè, 2012. 

Experiences Hayne and Free, 2014; Palermo, 2014. 

Capabilities McShane et al., 2011; Palermo, 2014; Yang et al., 2017. 
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RM and considering RM process as a black box − IT artefact (Liu, 2016; Wiesche et al., 

2015; Zafar et al., 2014). This perspective is less efficient for RM research, and we claim 

is unable to study different socio-technical processes. Or how individuals think about RM 

process is fashioned in a social environment, through individual’s own perceptions, 

individual needs and motivations. For this reason, there are calls for conducting IS 

focused research in the area of RM using an alternative perspective (Wiesche et al., 2015). 

For these reasons, researchers are now searching for ways of understanding successful 

RM implementation within organisations. And, it is argued in this thesis, the process by 

which IT departments come to participate in ITRM schemes for the first time, remains 

poorly understood. Among the studies featured in Table 2.1, the predominant research 

design has been descriptive and quantitative. Accordingly, there are certain limitations in 

these studies as they relate to understanding the implementation process. Positivist and 

quantitative models of ITRM implementations depict an incomplete representation of 

reality bearing little reference to the energy and forces of human agents involved. None-

the-less some of the key factors influencing implementation have been researched and are 

well documented. However, what is not well researched or known are the dynamic 

processes comprised of intervening factors that may change over time; and how these 

factors and processes are depicted in a model. 

Reflecting the dominance of positivist research perspective, the research efforts in RM 

have been primarily aimed answering the following types of questions: what is the general 

attitude of organisations to risk management frameworks? What are the barriers 

preventing organisations from implementing ITRM frameworks? What skills and 

resources are required to implement? What factors are important in determining IT 

managers’ decision making to implement a RM scheme?  

By being able to provide answers to these predominantly ‘what’ type questions indicates, 

at the most basic level, that we do not need more systematic descriptive information. The 

need, rather, is for more explanation as to why organisations implement, and others don't; 

and what are the implementation processes they go through? In short, there appears to be 

a serious lack of empirical research on ITRM implementation from a social and cultural 

perspective.  

However, what is not well researched or known are how these factors and contextual 

conditional work together over time to ensure a successful ITRM implementation.  This 



   

Chapter 2: Literature Review                                                                                                                      28 
 

thesis argues, process research and methods that track activities over time are needed to 

fill this gap. 

2.9 Conclusion 

This chapter has reviewed what information there is from limited sources and has 

described and critiqued the findings in terms of the three foci: relevance, further research 

and process.  

The first focus is to ascertain the relevance of existing research in terms of ITRM. The 

second is to identify where further research is warranted in terms of culture and social 

technology, and the third highlights the need for further thinking about process.  

Much of the previous research in this field is biased in terms of theoretical foundation 

with an emphasis on quantitative methods and variance studies. Consequently, the 

majority of research on RM is limited in terms of extrapolating the findings to the aims 

of this study. For instance, much of the research effort has focused on the identification 

of factors and initial conditions which might account for RM implementation, but nothing 

on how the contextual conditions and factors work together to ensure implementation. 

The survey was found to be the preferred method of data collection in the majority of 

studies in this review. However, as Yang et al. (2017) put it, further surveys may be 

inappropriate at this stage of knowledge accrual: the undeveloped nature of our 

understanding of RM in organisations means that there are few extant models that can be 

tested by means of survey research. In this situation an open methodology is required in 

which the researcher can remain aware of other factors that may enter the model but have 

not been predicted beforehand. 

There have been several studies undertaken and reports published providing solid data 

identifying key constructs and variables relating to risk in organisations. Yet, research 

asking predominantly ‘what’ type questions indicates, at the most basic level, that only 

one half of the problem has been examined. Consequently, there is a need for more 

explanatory information regarding the problem, and until now questions of process have 

remained unasked. For instance, we need to ask: how do contextual conditions and factors 

interact and work together to ensure implementation?  

It is also argued that, given the descriptive and variance nature of most research so far, 

this thesis recommends the need for the development of process theory to extend 

knowledge in this field, and that an open methodology will give a better understanding of 
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the process involved. For instance, we need to ask: “How can these factors and processes 

be depicted in a model?”  

In the opening of this chapter, the thesis argued that due to a paucity of specific conceptual 

and theoretical literature within the ITRM field, there is a need to link the substantive 

phenomenon of implementation with broader streams of theoretically informed literature. 

Several streams of organisational and managerial literature can be identified which frame 

the substantive problem in broader ways. In the next chapter, the thesis reviews these 

literatures as part of the theory building process. 
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Chapter 3: Conceptual Issues 

3.1 Foreword 

This chapter develops a theoretical framework to guide the design and analysis of the 

empirical work. Chapter One called for a widening of research on the implementation of 

ITRM to examine the process from the perspective of IT individual members. In Chapter 

Two, the literature told us little about the process IT departments go through in the 

implementation of ITRM.  

This chapter develops a framework for conducting process-oriented research so that the 

motions or dynamics of implementation can be captured. A position is taken in 

conceptualising the phenomenon of ITRM implementation as a cultural process through 

which IT managers socially construct the meanings and purposes of their work activities. 

This position departs from a logical positivist perspective with a focus instead on how IT 

department members interpret ITRM schemes based on their beliefs and values.  

The main outcome of this chapter is a theoretical model involving a priori constructs to 

be used as a starting point for the empirical work. The theoretical model suggests that a 

successful implementation can be understood when we combine elements of a micro 

focus such as beliefs and values of IT individuals and their interpretations of ITRM 

scheme; with a macro focus concentrating on success factors to help us conceptualise 

implementation as a cultural process. Indeed, if an ITRM framework was designed to 

accurately identify and control IT risks, values such as risk optimisation, resources 

optimisation and benefits realisation need to be embedded into this IT artefact for 

individuals to perceive the value of applying the IT artefact.  

3.2 Approaches to Studying the Problem 

There are several challenges in developing a theoretical framework. Most qualitative 

researchers attempt to avoid prior commitment to theoretical constructs before gathering 

any data (Yin, 2014). As discussed by Whetten (1989), two different approaches to 

studying a research problem may be taken or combined.  

In the first, the researcher works within an explicit theoretical or conceptual framework. 

A conceptual framework consists of a selection of concepts and relations among them, 

grouped to enable its users to easily see their structure (Whetten, 1989). Therefore, a 
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conceptual framework becomes a researcher’s first cut at making some explicit theoretical 

statements (Miles and Huberman, 1994). In the second, the researcher tries not to be 

constrained by prior theory and instead investigates the development of relevant theory, 

propositions, and concepts as a purpose of the project.  

In this study, both approaches are combined. It is possible to be inductive, but this thesis 

argues it is preferable not to ignore previous work in the field. The model developed in 

this chapter builds on over twenty years of research and is a conceptual advance on the 

literature. However, given that this study is aimed at theory building, not theory testing, 

the conceptual model developed in this chapter is used solely as a guide. Basically, it helps 

make sense of occurrences, ensures that important issues are not overlooked, provides a 

set of constructs to be investigated, and guides the researcher’s interpretation and focus. 

The challenge in this instance, in constructing theory, is to draw more widely from the 

various academic disciplines. As discussed in Chapter Two, the literature on ITRM 

implementation within IT department has produced inconclusive results and do not 

support reliable generalisations about the relationships between contextual situations, 

factors, and a successful outcome.  

There are two main reasons for this. Firstly, the literature review contains works from a 

narrow range of academic disciplines (e.g. finance and project management), each with 

their own preferred concepts and theoretical and methodological biases. As a result, our 

understanding of the issues in implementations remains narrow, and relatively 

undeveloped. Many writers (e.g. Naseer et al., 2016; Tu and Yuan, 2014; Wiesche et al., 

2015; Yang et al., 2017) remain dissatisfied with previous work in implementations, 

which they have characterised as inadequate.  

Secondly, this thesis argues that researchers have not adequately examined the process 

issues involved in implementation of ITRM within IT departments; that is, the dynamic 

set of contextual elements interacting with one another over time leading to a successful 

implementation. In addition, while existing ITRM studies have mostly recognised the 

importance of organisational culture or sub-culture on RM implementation (e.g. Azizi 

and Rowlands, 2018; Beasley et al., 2015; Chen et al., 2019; Lurtz and Kreutzer, 2017; 

Sheedy and Griffin, 2014; Sheedy and Griffin, 2018; Rana et al., 2019), the literature has 

essentially ignored the concepts of an individual cultural disposition (Naseer et al., 2016; 

Zafar et al., 2014).  
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In order to construct new theory, we must consider the limitations of the ‘variance’ 

approaches to research. This thesis suggests that a variance or factors perspective does 

not describe the realities of the ITRM implementation process and fails to account for 

effects that are quite specific to the phenomenon under investigation. On the other hand, 

a process perspective will capture not only the motions or dynamics of ITRM 

implementation, but also generate new insights into the significance of different 

individual’s interpretations of ITRM systems based on their values and beliefs and their 

interaction with IT artefacts. 

This research develops process theory that responds to both macro level requirements 

concentrating on success factors, and micro level requirements of individual’s 

interpretations based on their values and beliefs and their interactions with ITRM. Chen 

et al. (2019) recommended that individual levels of analysis are useful in organisational 

research. This is particularly true, this chapter will argue when an ITRM framework is 

defined as a social technology, that is neither strictly micro or macro in character. 

Therefore, a socio-technical perspective is needed, one which pays careful attention to 

contextual conditions, human actions, attitudes, interpretations, motivations and their 

interaction to better understand implementation outcomes. 

3.3 Theoretical Framework 

Earlier discussions established that research needs to give more attention to the process 

of implementation. What are the ways we can understand this implementation process, 

and how can we conceptualise the issues that come into play? How should we study and 

model the ITRM implementation process in the context of an IT department? 

One school of thought mostly influenced by the logical positivist perspective is that 

organisations consider ITRM process as a black box − an IT artefact (Wiesche et al., 

2015). This positivist perspective is less efficient for ITRM research, and we claim is 

unable to study different socio-technical aspects of implementation, and organisational 

and individual behavioural responses. This positivist perspective is found in many books 

and journal articles dealing with technical formation issues and has been identified in 

Chapter Two as the dominant but limited conceptualisation in the literature to date. 

Chapter Two argued that these variance models of RM depict an incomplete 

representation of reality bearing only partial reference to the energy and forces of the 
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human agents involved. Essentially, this thesis posits that the ITRM process is better 

represented by a contextual model of social dynamics.  

A second school of thought is the change management literature that studies the processes 

involved in introducing and managing change within an organisation (Wiesche et al., 

2015). This research pays careful attention to contextual conditions and individual’s own 

perceptions of ITRM and their interaction to better understand implementation outcomes. 

In line with this school of thought is the view that ITRM is a phenomenon involving the 

introduction of something new to an organisation, either objectively or subjectively 

perceived to be new. Fundamental to the notion of introducing new technology is the 

element of change initiated in the material and/or social world as part of learning which 

often involves the alteration of relationships and prior ways of doing things.  

A third school of thought mostly influenced by a socio-technical perspective is that 

organisations consider an ITRM framework as a social technology. In the next section, 

the thesis lays out a framework for thinking about ITRM frameworks as a social 

technology. 

3.4 IT Risk Management as a Social Technology 

According to Orlikowski (1992), the concept of technology has always been a central 

variable in social science theory, informing research and practice. One view that has 

pervaded and shaped studies of technology, is hardware, that is, the equipment, machines 

and instruments that humans use in productive activities such as in industry. However, 

this view is only meaningful in those organisations that employ machinery in their 

productive activities. This restriction prompted writers to generalise the scope of the 

technology variable to encompass organisations such as service firms that may not employ 

plant and machinery. The technology concept was thus extended to ‘social technologies’ 

or ‘soft technologies’ thereby including the generic tasks, techniques, processes and 

knowledge utilised when humans engage in productive activities.  

A framework for understanding ITRM in IT departments can therefore be built on the 

idea that ITRM is simply product and process. This thesis thus aggregates task, technique, 

knowledge, tools and process − human and non-human resources − into a single construct 

− technology.  

And, a ‘social technology’ perspective emphasises the need to study individuals’ 

interpretations of the technology as an important component of the implementation 
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problem. This research thus argues that implementation with ITRM should be 

conceptualised as a cultural process through which IT managers socially construct the 

meanings and purposes of their work activities.  

This study thus defines ITRM in terms of the way an implementation is processed 

overtime. In support of this argument, Bijker et al, (1987) has identified three layers of 

meaning of technology: (1) a physical object, for instance, IT artefacts; (2) activities or 

processes, such as implementing ITRM; and (3) technology can refer to what people 

'know' as well as what people 'do'. In this context, ITRM represent aspects of all three 

dimensions of a social technology: risk management manuals; implementing COBIT for 

example; and knowledge about identifying and mitigating risks.  

We now turn to process theory and the influence its dynamic nature on the ITRM 

implementation. 

3.5 Process Theory 

Process oriented research involving organisational implementations investigates the 

nature of the implementation process; how and why implementations emerge, develop, 

grow, and reinforce. The unit of analysis of process theory is the ITRM implementation 

process itself. Process theory places a premium on the temporal sequence of activities in 

the development and implementation of an ITRM framework. According to Langley et 

al. (2013) data gathering methods in process theory research tend to be less removed and 

the data more qualitative than in variance research.  

Wolfe (1994) expressed two generations of process theory research. Earlier work is stage 

model research, it conceptualised a phenomenon as a series of stages that unfolded over 

time. The purpose of this stage was to determine whether the process thinking involved 

identifiable stages, and, if so, what they are and in what order. The second generation of 

process research, considers in-depth, longitudinal, research fulfilled to explicitly describe 

the sequences of events, and the conditions which determine implementation processes. 

This research often involves theory building and qualitative data collection. These studies 

also tend to be inductive, in-depth, examinations of how implementations develop over 

time. Research methods applied include historical analysis of archival data and published 

reports, interviews and field observations. However, the form of process modelling 

adopted in this study is that of second-generation process theory, where the objective is 
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to provide a better understanding of how and why the “pieces of the puzzle” interact and 

work together to produce a successful implementation of ITRM.  

Langley and Truax (1994) identified further classes of process models within the second 

generation of process research that seem pertinent to the understanding of ITRM 

implementation process. The first type of model (the sequential model) is based on the 

notion of technology adoption (e.g. ITRM framework) as a sequential implementation 

process that can be decomposed into a certain number of phases each made up of different 

types of activities (Mintzberg et al., 1976). In this model, an organisation is assumed to 

pass through a series of stages, however, this simplistic conception has been criticised for 

its excessive simplicity and neglect of social and political phenomena (Langley et al., 

2013).  

The second type of model (the political model) is best illustrated by the importance of 

managers within an organisation to promote technology adoption (Langley et al., 2013). 

While the focus here is how advocates of new technology (e.g. ITRM frameworks) 

convince IT individuals to accept their ideas through a process of persuasion, it is fair to 

assume (based on reports in Chapter Two) that the facilitators to successful ITRM are 

more likely to be the individuals own perceptions based on their values, beliefs, needs 

and motivations. Consequently, the influence of IT culture for implementing ITRM, may 

well be relevant and therefore conforms well to this model. 

As a result, it appears that both models of second-generation process theory are relevant. 

However, while these models can provide several possible starting constructs this 

inductive research attempts to avoid rigidly imposing any particular a priori model on the 

data. Instead, the study is adopting a flexible research approach that is sensitive to the 

emerging field observations (more detailed in Chapter Eight).  

3.6 A Culture Perspective 

Defining culture is a challenge and a lack of consensus as to its definition. As reported in 

Chapter Two, Walsh (2014) defined culture as ‘‘the complexities of individuals’ actions 

and behaviours towards IT”.  Beasley et al., (2015) expressed in more simple terms that 

culture cannot be considered as a separate, harmonious and static entity with well-defined 

boundaries, instead culture is plural and often interpreted and reinterpreted.  

The results of the review in Chapter Two indicate that although many researchers have 

studied the effect of culture at a national level (see Walsh, 2014), organisational level (see 
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Alavi et al., 2005) and at the subgroup level (see Ravishankar et al., 2011), less attention 

has been given to studying culture at an individual level and how it can influence 

organisational performance (Cram et al., 2017; Gallivan and Keill, 2003). Therefore, we 

conceptualise culture at the individual level as resulting, in a systemic way, from the 

complexities of individuals’ actions and behaviours towards implementations.  

In this study of the ITRM implementation process this thesis seeks to focus on various 

interpretations of IT individual members based on their beliefs, values, needs and 

motivations. Walsh et al. (2010) reported that individual’s cultural attributes are a unique 

combination of group values that are interpreted based on their different needs and 

motivations. According to Dodgson (1993), implementing is not merely a matter of 

putting new practices into place, but part of a broader cultural change seeking to transform 

the nature of work practices through integration into the workplace.  

Rivard et al. (2011) reported that culture theory can be conceptualised at multiple levels 

of analysis. For example, at the individual level, the unit of analysis is the individual, 

while the primary social system is the IT department’s internal social environment. 

Within the context of implementation, both organisational and individual levels are 

undoubtedly important.  

Accordingly, this research provides valuable insights into how ITRM is incorporated into 

IT department at the individual level. The research intends to highlight a gradual IT 

acculturation process through which the meanings and purposes of ITRM are socially 

constructed. A culture perspective helps us understand an individual’s social practices 

when they interact with ITRM. These social practices are influenced by the individual’s 

personal values, beliefs and motivations to adopt ITRM rather than the organisation’s or 

subgroup’s values. Thus, by understanding a person’s values, the IT culture concept can 

help explain the complexities of IT member’s actions and behaviours towards ITRM, 

which (this thesis posits) are important to understanding how ITRM implementations can 

be managed.  

From a culture perspective, ITRM implementation can be related to the social 

environment which they are embedded and are subject to various interpretations based 

upon the roles and responsibilities of different organisational groups and the desirable 

human behaviours to carry out (Alavi et al., 2005; Chang and Lin, 2015; Suppiah and 

Singh Sandhu, 2011). In essence, an appropriate social environment makes organisations 

open to implement explicitly ITRM (Aven, 2016; Naseer et al., 2016). This climate also 
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allows organisations to more effective and efficient in acquiring and assimilating risk-

related information and experiences because it provides organisations with strategic 

advantages, such as greater flexibility and adaptability. Liu and Deng (2015) 

demonstrated that an organisation that emphasises creativity and flexibility can help 

increase its capacity for individual knowledge acquisition, contributing to a higher level 

of performance.  

Accordingly, this research calls for a redirection of research towards ITRM as a cultural 

process, thereby necessitating an emphasis on the qualitative dynamics of socio-technical 

change and the impact this has on perceptions. However, the study of culture theory is 

the process by which values and beliefs spread through a population of potential 

participants, has a long history as a multi-disciplinary field.  Nevertheless, no single, 

strongly predictive theory addressing these disciplines is likely to emerge. The 

implementation of a process technology (e.g. ITRM frameworks), by contrast, typically 

ought to require a host of related cultural changes - to staffing and managing procedures, 

technical methods, organisational environment, team needs and motivations. It would be 

very surprising then if the factors that best explain the propensity to adopt new consumer 

product were the same as those that predict the propensity to adopt an organisational 

technology, such as managing IT risk technologies. 

Our theoretical explanation focuses on the ITRM implementation process and its level of 

difficulty for two key reasons. First, literature reviews on the role of culture in IS 

endeavours strongly suggest that a cultural lens is most relevant for explaining events that 

occur during an implementation process, such as conflict among actors (Leidner and 

Kayworth, 2006) and user resistance (Kappos and Rivard, 2008). Second, research has 

shown that the difficulties encountered during an implementation of new technology have 

a direct impact on the outcome, including user satisfaction with the process, system 

quality, and adherence to the budget, schedule and specifications (Darwish, 2015).  

This research construes data as gained through social constructions such as interviews, 

observations, or documents; and is a changing and relative phenomenon. The research 

approach is consistent and compatible with the epistemological assumption that the world 

and reality are interpreted by IT individual members in the context of social practices 

(more detailed in Chapter Four). However, the study adopts the culture theory as the 

sensitizing concept tool and develops the conceptual model as a guide based on literature 

reviews. Basically, it helps make sense of occurrences, ensures that important issues are 
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not overlooked, provides a set of constructs to be investigated, and guides the researcher’s 

interpretation and focus.  

In relation to the researcher’s interpretation of implementations, organisations continually 

compare individuals own perceptions (individual IT culture) of the technology and values 

embedded in IT artefacts to update or add to their data. Individual interpretations (based 

on their beliefs, values, needs and motivations) must be assessed for causation, actions 

adapted or new action and aligned with values embedded in IT artefacts to improve 

implementation process. The implementation process are continually updated overtime, 

either through additions, rejections based on new evidence, or interpretations. This thesis 

argues that researchers have not adequately examined the process issues involved in 

individual interpretations (individual IT culture); that is, the dynamic set of contextual 

elements interacting with one another over time leading to an successful implementation 

of ITRM process. 

Therefore, organisations adopts interpreted data in an individual level research strategy 

and apply it to achieve new action-outcome as successful implementation of ITRM 

process in a dynamic environment condition. Indeed, this is a cultural process of continual 

adaptation to environmental conditions and will be affected to a large extent by the 

complexity and dynamism the organisation experiences. Once adaptation has occurred, 

the organisation’s knowledge base is updated to align the individual needs and 

motivations (individual IT culture) with values such as risk optimisation, resources 

optimisation and benefits realisation which to embedded into IT artefact for individual to 

perceive the value of applying the IT artefact. This feedback is a continual and iterative 

process, and occurs at all stages of the process to achieve successful implementation 

ITRM process.  

In summary, in concept ITRM implementation process, the culture theory focuses on how 

IT individual members interpret implementation based on their interpretations, human 

actions, perceptions, needs and motivations. The concept of individual IT culture 

represents that implementation with ITRM should be conceptualised as a cultural process 

through which IT managers socially construct the meanings and purposes of their work 

activities. From socio-technical perspective, it allows us to anticipate, explain, and 

evaluate different experiences and consequences for IT individual members within IT 

departments.  However, a gap was identified in the literature relating to the lack of an 

alignment between individuals own perceptions (human) of the technology and values 
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embedded in IT artefacts (non-human) in implementation of ITRM process. The culture 

theory has been challenged for failure to take into account situational factors that might 

influence behaviour and social factors that might shape perceptions of successful 

implementation.  

In the following section, a model is proposed which enables the key factors including 

context and culture to be more closely understood.   

3.7 Towards a Model for Understanding ITRM Implementation 

This section develops an a priori model for assistance in understanding the process of 

implementation of ITRM and considers several different aspects of context that are likely 

to be involved in the process. Using a socio-technical perspective, this thesis argues that 

an understanding of an IT members’ interpretation of technology is critical to 

understanding their interaction with ITRM. Specifically, this conceptualisation suggests 

that research should pay careful attention to contextual conditions, human actions and 

attitudes, and their interaction to better understand implementation outcomes. The 

framework also suggests that second generation process theory, with its emphasis on the 

identification of sequences of events and conditions will provide a better understanding 

of ‘how’ and ‘why’ the pieces of the puzzle interact and work together to produce a 

successful implementation of ITRM process.  

Based on the findings of Chapter Two summarized in Table 2.2 and Figure 2.3; and 

Chapter Three, a tentative model can be constructed by grouping the various contextual 

issues into four distinct, but interrelated categories. It is argued that factors of IT culture, 

management, context and individual interpretations of technology are needed to build a 

model of ITRM implementation. Then in Chapter Six and Seven, based on empirical 

evidence and analysis, we identify the specific factors, contextual conditions and 

sequence of events within IT departments that are key to ITRM implementation.  

This thesis argues that implementing ITRM frameworks do not exist in a vacuum; their 

adoption, deployment and success (or failure), occur in a social and organisational context 

that shapes what happens when the concept is first considered by IT departments. Factors 

such as organisational and environment characteristics, management approaches, 

individual needs and motivations, individual’s interpretations, and the ITRM framework 

specifications – the technology – all need to be considered.  
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Nevertheless, the thesis contends that socially derived factors are of primary importance. 

The model presented here is premised on the fact that the IT individual is known to play 

a crucial role in the ITRM process to implement effectively. The model incorporates the 

motivations and needs of individuals and how the implementation of an ITRM influences 

broadly held beliefs and values related to ITRM within an IT department. The model 

contends that the individual’s interpretations or sense-making leading to implement is 

pre-eminently a social one. How IT individual members think about ITRM is fashioned 

in a social environment, through individual’s own perceptions, their interpretations, needs 

and motivations, and so on.   

In summary, a conceptual model for understanding ITRM implementation is proposed 

from an analysis of previous research and from a socio-technical perspective. As reported, 

this model helps make sense of occurrences, ensures the important issues are not 

overlooked, provides a set of constructs to be investigated, and guides the researcher’s 

interpretation and focus in the field. These issues will be used to develop the initial coding 

scheme for the qualitative analysis of data in Chapter Five. The pivotal component of the 

model, the implementation process, is developed in Chapter Seven. An overview of the 

conceptual model is depicted in Figure 3.1. 

 

 

Figure 3.1 A model of the implementation context 

3.8 Conclusion  

Despite the wealth of information embodied in the ITRM literature it nevertheless 

remains the case that none of the prior studies or models are ideal for answering our 
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research questions. However, the literature offers different perspectives for researching 

the process of ITRM implementation.  

The perspective adopted in this thesis conceptualises ITRM implementation as socially 

constructed where research should pay careful attention to contextual conditions, human 

interpretations, IT culture, and their interaction to better understand implementation 

outcomes.  

The chapter also proposed that second generation process theory be used to frame the 

empirical work. In view of the lack of empirical research on ITRM implementation, this 

framework represents an important stepping stone to further research in this area. Second 

generation process theory provides methodological guidelines and a meta theoretical 

framework for understanding implementation process, from the perspective of individual 

IT members.  

The chapter proposed a conceptual model (Figure 3.1), where implementation outcomes 

are deemed to be highly colored by the characteristics of culture, management, individual 

interpretations, and contextual influences. It is argued that, only when these conditions, 

human attitudes, and influences are combined are researchers likely to provide a better 

‘frame’ for understanding implementation process. Understanding the interaction among 

these factors and conditions over time represents an important aspect in understanding 

the dynamic nature of ITRM implementation. Such an understanding will provide a more 

realistic view of ITRM practice than has been offered to date based on static, quantitative 

factor studies. 

Finally, in the opening of this chapter, the thesis argued that knowledge about the 

implementation process could be strengthened by using both in-depth and longitudinal 

studies to investigate implementation. The paucity of longitudinal or process studies as 

opposed to variance studies makes it difficult to make statements (generalise) about the 

dynamics in IT departments. In the next chapter, the thesis discusses methodological 

issues associated with conducting process-oriented research and describes several 

distinguishing features that characterise this approach – inductive, contextual, and 

processual – that fit with the primarily interpretive rather than positivist orientation of this 

research. 
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Chapter 4: Research Methodology  

4.1 Foreword 

This chapter proposes ways of studying ITRM implementation based on approaches taken 

previously by scholars investigating in organisational contexts. This approach is known 

as process research employing case studies in an interpretivist tradition.  The purpose of 

this chapter is to argue for and justify the methodological orientation, design, procedures 

and data analysis used in this investigation. 

In this chapter it is advanced that the under−developed nature of our understanding of 

ITRM implementation means that there are few extant models that can be tested by means 

of survey research. In this situation an open methodology is required in which the 

researcher can remain aware of other factors that may enter the model but have not been 

predicted beforehand. Therefore, more structured exploratory and explanatory studies of 

the implementation process involving IT individuals and ITRM frameworks is now 

required.  

The chapter begins by reviewing the problematic stating that we know something of the 

“what” of ITRM implementation, but little of the “why” or “how”. To begin answering 

these questions a different set of methods is required. This thesis argues that the required 

data needs to be qualitative focusing the socially constructed interpretations by IT 

individuals about implementation issues. It is argued, this interpretive perspective 

requires a shift in methodological focus from objective quantitative data to subjective 

recollections and qualitative descriptions.  

This is then followed by a discussion of the underlying epistemology of the proposed 

research approach – epistemology referring to beliefs about the way in which knowledge 

is construed. This thesis posits that the implementation and perceived use and value of 

ITRM frameworks are not objective phenomena with known properties or dimensions.  

Accordingly, the methodology described in this chapter, is consistent with the 

epistemological assumption that reality is subjective, that is, best understood in terms of 

individuals' subjective meanings rather than the researcher’s objective definitions. Thus, 

the chapter proposes methods capable of capturing the IT individual’s interpretation of 

ITRM frameworks. The proposed methods are the case study and the interview. The 

chapter then justifies the use of grounded theory-like analysis when conducting process-

oriented research and describes a number of distinguishing features that characterise this 
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approach – inductive, contextual, and processual – that fit with the primarily interpretive 

rather than positivist orientation of this research.  

Next, the overall research design involving phases adapted from key exponents of the 

case method – Yin (2014) and Carroll and Swatman (2000) – are detailed and justified. 

A model depicting three main phases of inductive theory building using a set of case 

studies is presented.  

The chapter concludes with a discussion of credibility and reliability issues as part of the 

research design. The primary objective of this component of the design was to manage 

potential threats to the validity of results given the ‘subjective’ nature of data collection 

as the researcher was the instrument for collecting and analysing the data. 

4.2 The Need for Qualitative Research 

There is a need for theory development using qualitative approaches. Chapter Two and 

Three cited the need for more qualitative research that is relevant to understanding the 

ITRM implementation process. Specifically, Chapter Two (Table 2.1) expressed the 

concern that one impediment to research on ITRM has been the types of methodologies 

traditionally employed. It will be argued that because of the nature of the questions posed, 

the continued use of experimental designs and large surveys is inappropriate. 

As has already been argued in the review of literature (Chapter Two), much of the 

previous research in an organisational context has been carried out in isolation to each 

other and is thus weak in terms of explanation and theoretical development. Chapter Two 

also argued that current research on ITRM practices within organisations suffers (as all 

studies do) from methodological limitations. The literature review noted that the nature 

of prior research effort has focused on the identification of factors and initial conditions 

accounting for implementation. This kind of research is targeted at queries of the kind 

beginning with “what”.  

The “what” type questions lead us to identify the variables from which explanations of 

the underlying phenomenon may be based. They delineate the boundaries for fruitful and 

grounded research. But to stop at this point would be to settle for a description of the 

components without understanding the functioning of these parts. More importantly, this 

approach commits us to a reductionist method where output is framed as a predictable 

consequence of inputs. It remains silent on the dynamics of the implementation process. 

The corresponding conceptual lenses and methodological approaches employed in these 
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studies often adopt a linear viewpoint casting a deterministic relationship between inputs 

and outputs over time.  

While description of the components and initial conditions of the implementation process 

is necessary in the early stages of theory development, this thesis argues the benefit of 

additional descriptive studies alone may have limited value unless there is a 

corresponding effort to develop theory. As different scholars have repeatedly stated the 

challenge: a theory is not simply a description but must possess explanatory and 

predictive power (Gregor, 2006; Whetten, 1989). While this thesis is suggesting that 

contextual conditions or factors are consequential to eventual implementation, the thesis 

is stating the need to go beyond these conditions and factors, to ask “how” and “why” 

questions – a focus which has not been reflected in the literature to date. 

The complement to new questions is often a different set of methodologies. The issues 

pertaining to ITRM implementation require richer, more specific information than we can 

obtain from previous research. It is therefore argued that the required data needs to consist 

of case studies focusing on the implementation process within organisations. This process 

perspective requires a shift in methodological focus from objective quantitative data to 

subjective recollections and qualitative descriptions. Furthermore, the thesis recommends 

the need for theory building and the development of further validation of this theory to 

extend knowledge in this field. 

4.3 The Research Approach 

This section makes explicit the fundamental assumptions about the nature of 

organisational phenomena (ontology), the nature of knowledge about those phenomena 

(epistemology), and the nature of ways of studying phenomena (methodology).  

Like all fields of inquiry, organisational study is paradigmatically anchored. A paradigm 

is a general perspective or way of thinking that reflects fundamental beliefs and 

assumptions about the nature of organisations (Kuhn, 1996). An interpretive paradigm is 

based on the view that people socially and symbolically construct their own 

organisational realities (Berger and Luckman, 1967). Therefore, the goal of theory 

building in the interpretive paradigm is to generate descriptions, insights, and 

explanations of events so that the system of interpretations and meaning, and the 

structuring and organising processes are revealed (Gioia and Pitre, 1990).   
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By adopting an interpretive approach this thesis construes knowledge as only gained 

through social constructions such as language, shared meanings, documents, texts; and is 

a changing and relative phenomenon (Walsham, 1993). This thesis also assumes that the 

implementation process and perceived meaning of ITRM are not objective phenomena 

with known properties or dimensions. The research approach, accordingly, is consistent 

and compatible with the epistemological and ontological assumptions that the world and 

reality are interpreted by individuals in the context of historical and social practices. That 

is, experience of the world is subjective and best understood in terms of individuals' 

subjective meanings rather than the researcher’s objective definitions. By choosing the 

assumption of subjectivity and interpretivist methods for research, the thesis claims that 

the aspects of the phenomena under investigation – the implementation process – are too 

complex to define and measure with standard instruments.  In order to gain greater 

knowledge about individuals' willingness to implement an ITRM framework, the thesis 

proposes methods capable of capturing social meanings of implementations, as generated 

by IT individuals within organisations. The proposed method is the case study.  

According to Markus (2000), researchers working with the case method can employ either 

a positivist or interpretivist approach, or a combination of both, irrespective of whether 

the intent is to test or develop theory. However, interpretivist and positivism rely on quite 

different assumptions about the nature of knowledge and demand different approaches to 

research. According to Willis (2007) positivism for instance, assumes ITRM initiatives 

to be an objective, external force that have relatively deterministic impacts on 

organisations. Positivist studies assume an objective physical and social world that exists 

independently of humans, and whose nature can be relatively un-problematically 

apprehended, characterised and measured. The researcher is seen to play a passive, neutral 

role in the investigation, and does not intervene in the phenomenon of interest. Positivist 

studies are premised on the existence of a priori fixed relationships within phenomena, 

typically investigated with structured instrumentation (Mackenzie and Knipe, 2006). 

Such studies serve primarily to test theory to increase predictive understanding of 

phenomena. Positivist studies are characterised by the inclusion of formal propositions, 

quantifiable measures of variables, hypothesis testing, and the drawing of inferences 

about a phenomenon from the sample to a stated population (Smyth and Morris, 2007).  

In contrast, an interpretive study – such as this research – focuses on the human action 

aspect of ITRM initiatives, seeing implementation as a product of interpretations, 

interventions and individual perceptions. Denzin and Lincoln (2013) reported that 
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interpretive studies assume people create and associate their own subjective and inter-

subjective meanings as they interact with the world around them. Research can be 

classified as interpretive if it is assumed that our knowledge of reality is gained only 

through social constructions such as language, shared meanings, documents, tools and 

other artefacts (Klein and Myers, 1999). Interpretive researchers thus attempt to 

understand phenomena through accessing the meanings that participants assign to them. 

In direct contrast to the positivist studies, interpretive researchers reject the possibility of 

an ‘objective’ or ‘factual’ account of events and situations, seeking instead a relativistic, 

albeit shared (between the researcher and the interviewee) understanding of phenomena. 

Generalisations from the setting, usually from a small number of case studies, to a 

population is not sought; rather, the intent is to understand the deeper structure of a 

phenomenon, which it is believed can then be used to inform other settings.  

While many researchers employ a case study approach, philosophical differences exist in 

terms of how to carry out and report on the studies. The choice between an interpretive 

and positivist case study is a choice made by the researcher based upon his/her own beliefs 

about what is a valid approach to understanding and constructing knowledge. This thesis 

takes a stance that an interpretivist approach is most desirable given that one aim of the 

study is to understand phenomena from the point of view of IT individuals directly 

involved with the phenomena under study, and a need to understand implementation 

process. It is argued that survey-based (positivist) methods are unable to probe these 

processes effectively. 

Because of the importance attached to understanding implementation from the 

perspective of IT members and the absence of specific prior research describing the 

processes involved in ITRM implementation; the research approach used is both 

qualitative and inductive. The use of an inductive approach will be shown to be 

appropriate when studying ITRM from a primarily interpretive perspective. This 

perspective regards humans as active agents and their behaviour as generally 

indeterminate. Unlike physical stimuli, ITRM implementations may produce novel 

interpretations by IT members as they are applied in this particular social context.  

The proposed approach draws from the tradition of humanistic inquiry by viewing the 

researcher as a part of the phenomenon under investigation (Hirschman, 1967).  

Humanistic inquiry argues that the researcher’s understanding arises from direct 

involvement rather than detached observation. The researcher’s own interpretations thus 
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become intertwined with the interpretations emerging from the social context.  The 

researcher becomes the measuring instrument, and his or her experience becomes 

scientific data.  According to humanistic inquiry, all research is inherently value laden 

because researchers’ values inevitably influence the choice of the phenomenon, method, 

data collection and interpretation of findings (Benbasat et al., 1987; Kaplan and Duchon, 

1988). 

In accord with the interpretive paradigm, as Burrell and Morgan (1979) call it, social 

reality does not exist in any concrete sense, but is the product of subjective and inter-

subjective experience of individuals. According to the interpretive paradigm, IT 

individual’s behaviour must be understood from the viewpoint of the participant rather 

than from the outside observer. In this research, it is the subjective meanings that are of 

interest, as reasons for actions concerning the implementation of ITRM. 

From this point on however, the thesis will be using the term ‘qualitative research’ for 

convenience to encompass research conducted in the interpretive paradigm, as opposed 

to the empirical-analytic paradigm employing mainly quantitative and experimental 

designs. A key feature distinguishing interpretive or qualitative from quantitative research 

is the way in which findings are described and the kinds of research questions that can be 

meaningfully answered.  

One reason for doing qualitative research, according to Lincoln and Guba (1985), is that 

qualitative research methods offer an adaptable way of dealing with multiple realities, 

expose more directly the nature of the transaction between the researcher and the 

participant, and are more sensitive to the mutually shaping influences and value patterns 

that may emerge. Furthermore, the elegance of qualitative research is its texts. Miles and 

Huberman (1994) articulate that qualitative data are attractive, since they are a source of 

well grounded, rich descriptions and explanations of process occurring in local contexts. 

In terms of the research questions, interpretive research promotes a perspective that is 

conducive to describing the implementation process made by IT members about ITRM 

within IT departments. Researching the process of implementation can be described with 

a ‘chronological flow’, yet the opportunity exists for serendipitous findings. According 

to Miles and Hubermann (1994), when words are organised into incidents, they have a 

concrete, vivid, meaningful flavour that often proves far more convincing to a reader. 

Another favourable characteristic of qualitative research is that it focuses on an 

individual’s observation and interpretation of reality. This follows an interpretive 
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perspective in that it is imperative to understand how people define their own situation. 

The factors that influence the implementation process to be involved in ITRM made 

during implementation can be described within the context in which they occur as 

interpreted by IT individuals. 

This study uses an interpretive paradigm, aligned with a qualitative research approach 

and helped interpret field data from the selected documents. According to Abubakre et al. 

(2014) social technologies (e.g. ITRM frameworks) are non-neutral in nature and 

symbolise different values to different individual or groups, who in turn have their own 

specific values or interpretations. Thus, how individual IT culture (human) and the values 

embedded in a specific type of IT framework (non-human) can be aligned is required. 

Further, researchers have largely argued that the interpretive paradigm is an appropriate 

paradigm for understanding perceptions toward social technologies (Smyth and Morris, 

2007). They also express that the only way to understand reality is to consider it as a 

social construction, articulated as the result of human sense making, and is thus 

interpretive in nature. The main idea of social constructionist paradigm is to “work with 

the subjective meanings already there in the social world; that is to acknowledge their 

existence, to construct them, to understand them, to avoid distorting them and to use them 

as building blocks in theorizing” (Goldkuhl, 2012, p. 138). As a result, this study adopted 

an interpretive paradigm, providing an appropriate perspective − an interpretivist 

perspective − to address the research problem. Next, methods capable of capturing IT 

individuals’ interpretation of ITRM, are described. 

According to Strauss and Corbin (1997), grounded theorising1 is well suited to capturing 

the interpretive experiences of IT department members and developing theoretical 

propositions from them. In the same line of thought, an application of the grounded 

theorising approach is appropriate when the research focus is explanatory, contextual, and 

process oriented (Carroll and Swatman, 2000). The following section describes grounded 

theorising in more detail. 

                                                

 
1 It needs to be pointed out that this research is not a pure form of grounded theorizing, and instead uses 

aspects of grounded theory (GT). As such the thesis used the term ‘grounded theory-like’ or GT-like to be 

more precise.  
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4.4 Grounded Theorising (GT) 

Grounded theorising (GT) is the linking of practice with theory through on-site 

investigation. GT is essentially an inductive method, observing aspects of social life as 

well as seeking patterns that can point to relatively universal principals (Charmaz, 2014; 

Babbie, 1998; Rowlands, 2005). In essence, in sharp contrast to the deductive approach 

which begins with a general theory and derives a hypothesis for empirical testing, GT 

begins with observations and then proposes patterns, themes, or common categories 

(Babbie, 1998). The GT research methodology has long been adopted by social scientists 

as a means of developing an understanding of social behaviour. The rationale for using a 

GT approach is to generate a descriptive and explanatory theory of the implementation 

processes rooted in the interpretation of individuals (Rowlands, 2005). This approach has 

been effectively used in organisational research and is adopted here for three primary 

reasons. 

First, GT is an inductive approach that allows the researcher to develop a theoretical 

account of the general features of a topic while simultaneously grounding the account in 

empirical observations or data (Strauss and Corbin, 1997). This generative approach 

seemed particularly useful here given that no process theory of implementation in terms 

of ITRM research has been established to date. This generative approach seemed 

particularly useful here given that no process theory of implementation in terms of ITRM 

research has been established to date. While models of new technology adoption do exist 

(Pennings and Buitendam, 1987) these deal largely with physical artefacts and focus 

extensively on adoption profiles. As a result, they are less applicable to the issue of RM 

in general, or the case of ITRM implementation in particular (Olson and Wu, 2017). 

Second, a major premise of GT is that to produce accurate and useful results the 

complexities of the organisational context must be incorporated into an understanding of 

the phenomenon, rather than be simplified or ignored (Charmaz, 2014; Pettigrew, 1990). 

As indicated in Chapter Three, the conceptual model emphasises the organisational 

context in shaping individuals’ perceptions of ITRM in organisations, and the use of a 

GT methodology allows the inclusion and investigation of this key organisational 

element. 

Third, GT facilitates the generation of theories of process, sequence, and change 

pertaining to organisations (Glaser, 2012). As indicated above, the process an 

organisation undergoes that IT members engage in, have tended to be neglected in 
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research about ITRM. A research approach that specifically includes elements of process 

is particularly appropriate here. 

These three characteristics of GT – inductive, contextual, and processual – fit with the 

primarily interpretive rather than positivist orientation of this research. The focus is on 

developing a context-based, process-oriented description and explanation of the 

phenomenon. In the language of Markus and Robey (1988) and Burton-Jones et al. 

(2015), this thesis develops a process not a variance theory. Such a theory describes and 

explains the process of implementation of an ITRM framework in terms of interaction of 

contextual conditions, actions, critical events and consequences, rather than explaining 

variance using independent and dependent variables.  

Lastly, two reasons for using the term ‘grounded theory-like’ must be given and justified. 

Firstly, this research uses aspects of grounded theorising such as the specific terminology 

of its analysis tools and its approach to coding, comparison, and data aggregation. 

However, the pivotal notion of GT – known as the constant comparative method – where 

data is collected in the field, coded, analysed, concepts derived, followed by further 

iterations of data collection and analysis until theoretical saturation occurs, did not take 

place. In this research design, all interviews and data gathering took place before any 

analysis was undertaken.  

The second departure from a pure GT study, is that a conceptual model for understanding 

ITRM implementation was already deductively proposed before data collection took 

place. As reported, in Chapter Three, this model helped make sense of occurrences, 

ensured the important issues were not overlooked, provided a set of constructs to be 

investigated, and guided the researcher’s interpretation and focus in the field.  

However, the research design involving three distinct phases and the collection and 

analysis of field data from nine case studies is expanded upon in detail in the following 

section.  

4.5 The Research Design 

The research design involves three main phases with three different outcomes. In the first 

phase, a literature review sought to find evidence supporting initial statements addressing 

the main research questions. Initial statements or tentative theory involving the identified 

factors in Chapter 2 are proposed as a result of reviewing the prior studies. In the second 

phase a multi-case study was employed to understand the implementation process. The 
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qualitative tools referred to in this study include: in-depth interviews, observations, 

documents, and personal experience. In phase three, the interview data was analysed 

using a GT−like approach to develop a process theory of ITRM implementation (see 

Figure 4.1). 

Phase 3 involves building theory, combining both induction and deduction where both 

prior theory and theory emerging from case study data are combined. In this phase, it was 

decided that a multiple-case, holistic (single unit of analysis) design (Yin, 1994:39) would 

be most suitable, as it allows replication logic to be used (Chapters Six and Seven). 

According to Carrol and Swatman (2000) and Yin (2014), replication logic enables 

researchers to identify the subtle similarities and differences within a group of cases as 

well as inter-group similarities and differences. These differences and forced comparisons 

allow new categories and themes to be identified; and by using the multiple-case approach 

a better understanding of an implementation process is attained. A key feature of phase 3 

is the comparison of the emergent concepts and propositions with the extant literature for 

the purpose of enhancing the credibility, transferability, and level of theory building of 

the case research. In terms of this research report, this comparison with the literature is 

undertaken in Chapter Eight. 

 

Figure 4.1 The research design 

 

The problems and issues identified in phase 1 (preliminary literature review) point to 

important issues and concepts for further investigation. Although the identification of 

concepts a priori can provide a valuable initial guide, to overcome the danger of the 

researcher only seeing what the model suggests, the research preserves a considerable 

degree of openness to the field data, and a willingness to modify initial assumptions and 

theories. Therefore, one aim of phase 2 is to identify concepts specifically relevant to 

ITRM implementation and if available, to recognise issues having some similarity with 

existing theoretical proposals. In this way, phase 3 serves as a verification strategy, 
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warranting the identification a priori of categories and themes that could be used to build 

theory. Essentially, phase 3 serves as a methodology of exploration and theory building 

rather than of discovery or description. 

4.5.1 The Case Method 

This chapter has argued that to gain greater knowledge about the process of 

implementation with ITRM in IT departments, methods capable of capturing the IT 

workers interpretation of ITRM based on their needs and motivations, perceptions, 

believes and values are required. According to Yin (2014), the case study is appropriate 

when a “how” or “why” research question is being asked about a contemporary set of 

events, over which the researcher has little or no control. In the same line of thought, the 

case method is well suited to capturing the subjective experiences of IT individuals and 

developing theoretical propositions from them (Yin, 2014). The following section 

describes the case study in more detail, while in Chapter Six, the thesis explains how the 

case study procedures were applied. 

The case method has been an essential form of research in the social sciences, and has 

been used in RM research involving large organisations (Aven, 2016), and extensive 

research within organisations (Cavaye, 1996). According to Yin (2014), the case study 

method is a valuable research tool and its major strength is that it can record behaviour, 

whereas survey methods (for instance) focus on written and verbal information only. Case 

studies allow the researcher to understand the problem, the nature and complexity of the 

process taking place; and valuable insights can be gained into new topics emerging in the 

rapidly changing field, such as in IS and ITRM. In addition, case research can contribute 

to knowledge by relating findings to theory – a process called analytical generalisation.  

Interpretive studies, such as this study, do not seek to produce results that are universally 

applicable. In analytical generalisation, this thesis only attempts to generalise a particular 

set of results to some broader theory or research proposition. However, findings should 

meet the criterion of transferability.  Although no two social contexts are identical, a 

phenomenon manifest in one context may also be manifest in a second context.  

Therefore, transferability of a particular interpretation can be assessed by comparing it 

with interpretations constructed in another context.   

In choosing the case study, Benbasat et al., (1987) stated that case research is particularly 

appropriate for certain types of problems: those in which research and theory are at their 
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early, formative stages, and “sticky” practice-based problems where the experience of the 

actors are important and the context of action critical.  

Yin (2014) suggested that multiple-case designs are desirable when the intent of the 

research is description, theory building, or theory testing. The purpose of this research, 

by reference to the traditional phases of knowledge accrual, is both description and 

explanation, whereas the focus is primarily inductive, working from data to theory that 

can explain the processes observed in the studied cases. Thus, the research design is 

firmly based on theory building, not theory testing, for the purpose of describing and 

explaining the ITRM implementation process.  

In sum, the research design (Figure 4.1) and case method allowed the research to flow in 

the more common direction from data to theory – the process of inducing theory. This 

approach is particularly useful in a field such as ITRM, where theoretical and conceptual 

frameworks for this study problem are under-researched and therefore possibly 

inadequate (Wiesche et al., 2015).  

The final section of this chapter describes the issues involved and procedures used to 

validate the research approach and findings. In Chapter Eight, we further evaluate the 

resultant model using a different set of criteria.   

4.6 Interpretive Validation Criteria 

The traditional criteria used for evaluation of research (internal validity, external validity, 

and reliability) are difficult to apply to interpretive research and are particularly 

problematic in case research. Consequently, different standards and criteria have been 

developed to apply to research outside the positivist tradition (Burrell and Morgan, 1979). 

Alternative criteria appropriate to this approach are contextualisation, interaction between 

the researchers, abstraction and generalization, dialogical reasoning, multiple 

interpretations, suspicion, and dependability (Klein and Myers, 1999).  

The approach adopted for validating the interpretations is a set of principles advanced by 

Klein and Myers (1999), and our reflections on their six interpretive principles are 

detailed in Table 4.1. These six concepts have an evaluative role in interpretive research 

analogous to that of the concepts of internal validity, external validity, and reliability, in 

positivist science (Backhouse et al., 2006).  
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Table 4.1 Validation Criteria (Klein and Myers 1999) 

Principles Meaning In this Research 

Contextualisation 

 

To make sense, the interpretations 

require historical and social 

context. 

Interviewees were asked to recollect the 

context and the facts surrounding the events. 

Interaction 
between the 

researchers and 

the subjects 

 

The subjects of the interviews are 

offering their interpretations of the 

phenomenon under study. The 

social interaction between 

researcher and interviewees 

influence the study. 

The interviews were semi-structured and the 

interviewees were asked questions that 

allowed them to provide their own 

interpretations of the events. We recorded, 

transcribed, and pseudonymised all 

interviews. 

Abstraction and 

generalisation 

 

The generalisation of particulars to 

abstract categories; generalisation 

to social theory. 

We developed some categories and themes. 

We did this by abstracting our interpretations 

from nine cases. We argued from the 

particular to the general. 

Dialogical 
reasoning 

 

The confrontation of the original 

assumptions and preconceptions. 

The discussion section evolved alongside a 

review of the themes and introduces the 

propositions that emerge from the underlying 

theoretical model. 

Multiple 
interpretations 

 

The relationship among context, 

social actions and intentions. 

This is the core of our study: to explore the 

social processes that influence the 

implementation of an ITRM framework. 

Suspicion 

 

The unravelling of distortions 

created by the political, social and 

historical contexts of the subjects. 

Our data collection involved multiple 

interviews. As well, we discussed a draft 

narrative of the within-case analysis with 

informants to seek clarification and 

confirmation with the intention of validating 

our interpretations.  

4.7 Conclusion 

This chapter has discussed methodological considerations in researching the process of 

ITRM implementation. In particular, the nature, the utility, and the appropriateness of the 

case method, grounded theorising and the research design have been explained. Given the 

broad and complex nature of the questions being asked, the case study was seen as a 

particularly useful open methodology for exploring an area of practice not well researched 

or conceptualised. Case studies are an intentional effort to produce a subjective 

understanding of phenomena. The intention was not to measure from the outside but 

rather to produce a complex picture from the inside of the case. The case studies are 

designed to provide a grounded understanding of the issues influencing the willingness 

of IT individuals involving ITRM and are used to aid the building of a process model 

based on constructs identified in phase 1 and phase 2 of the research design. In contrast 

to surveying a few variables across many units, the case study approach was employed to 
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uncover the interplay of issues and context that are characteristic of the ITRM 

implementation process. In one sense, the case studies are concerned chiefly with 

exploring the phenomenon as it existed at a particular time and is therefore not strictly a 

longitudinal study. The case approach was also chosen because it provided the 

opportunity to ask penetrating questions capturing the IT individual’s interpretation and 

subjective meaning of ITRM in relation to their organisation.  

The specific procedures involved in data gathering and analysis, and the process of 

applying grounded theory-like techniques for the purpose of theory building is described 

in detail in the following chapter. 
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Chapter 5: Research Procedures 

5.1 Foreword 

This chapter describes the procedures in detail toward building theory of ITRM 

implementation based on the research design depicted previously in Chapter Four 

(Figure 4.1). The chapter describes how the data was collected, and how the data was 

managed, analysed, and displayed. Unlike positivist research, there is no accepted 

general model for communicating interpretive research. Similarly, few guidelines exist 

for conducting the inductive process central to interpretive research.  

This thesis uses the following procedures: purposeful sampling, in-depth interviews, 

the development of a coding scheme, within case and cross case analysis using 

techniques such as displaying data in summary tables, the identification of critical 

incidents, and the development of a logical chain of evidence, and lastly the combining 

of the qualitative responses into narratives or decision 'stories'. Throughout the chapter, 

issues relating to the choice and application of the methods in terms of conducting 

inductive research are discussed. 

As previously explained, the research design involves three main phases with three 

different goals. Phase 1 involves an examination of the literature (Chapter Two) and 

relies upon deductive reasoning for the formulation of concepts, generalisations, and 

coding patterns for later use in phase 2. An input to phase 1 is the overall research 

questions providing the research focus (Chapter One). In phase 2 a multi-case study 

was employed to understand the implementation process by developing a list of 

relevant factors and IT cultural influences (Chapter 6). In phase 3, one further step is 

taken toward building process theory of ITRM implementation, where both a process 

model of implementation (Chapter 7) and propositions describing the model (Chapter 

8) are combined. See Table 5.1.  

Table 5.1 Three Phases of the Research Design 

Phase Research Method Aim 

Phase 1 Deductive literature review To identify the critical factors to effectuate ITRM 

Phase 2 Inductive case studies and 
grounded theorising   

To describe, analyse and understand the ITRM 
implementation process. Within case analysis.   

Phase 3 Theory building (inductive & 
deductive) 

To build a process model of ITRM implementation. 

Cross−case analysis.  
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5.2 Getting Started 

Three procedural issues were of great importance in starting the research: the initial 

definition of research questions; the choice regarding a priori specification of 

constructs; and the consideration of a priori theory. Each of these issues is examined 

in turn. 

First, the research questions provided the research focus. The aim of the study was 

directed toward developing a process model for implementing ITRM within IT 

departments. This process theory provides elements of a conceptual model from which 

the implementation problem can be better understood.   

In pursuit of this aim, four interrelated research questions were initially stated: 

Research Question 1: What IT culture could be identified during the 

implementation of ITRM for the first time? 

Research Question 2: What factors and contextual conditions 

influence the implementation of ITRM? 

Research Question 3: What are the processes IT managers go 

through when implementing ITRM within IT departments? 

Research Question 4: How can these ITRM processes be depicted in 

a model? 

The research questions examined in the literature review provided a guiding focus to 

the research and permitted the specification of the kind of data to be gathered. This 

approach conforms with that of Straus and Corbin (1990) who suggest that “literature 

from the field be used not to develop hypotheses, but to stimulate theoretical sensitivity 

by providing concepts and relationships that are checked out against actual data.”  

With respect to the second issue of using existing theoretical constructs to guide theory 

building, a choice between two different approaches may be taken. In the first, the 

researcher works within an explicit conceptual framework. According to Whetten 

(1989) a conceptual framework consists of a selection of concepts and relations among 

them. Therefore, a conceptual framework becomes a “researcher’s first cut at making 

some explicit theoretical statements” (Miles and Huberman, 1994). In the second 

approach, the researcher tries not to be constrained by prior theory and instead sees the 

development of relevant theory, hypotheses/propositions, and concepts as a purpose 

of the study.  
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In this study, both approaches are combined. It is possible to be inductive, but this 

thesis took a position where it is preferable not to ignore previous work in the field. 

Given that this study was aimed at theory building, a conceptual model and its 

constructs were used as a starting point (see Chapter Three). The conceptual model 

was intended to make sense of the cases, ensure that the important issues were not 

overlooked, provided a set of constructs to be investigated, and guided the researcher’s 

interpretation and focus.  

Using the research questions as a guide, the conceptual model was developed that 

grouped constructs related to contextual conditions and issues surrounding 

implementation situations. In this way, the conceptual model provides an insightful 

method to studying the process of implementation. Specifically, the model suggests 

that a key focus be directed towards contextual conditions, IT individual actions and 

their interaction in order to better understand the process of ITRM implementation. 

However, as stressed by Carroll and Swatman (2000), although early identification of 

possible constructs allows them to be explicitly studied in interviews, it is equally 

important to recognise that the constructs are merely tentative in the theory-building 

process. In this research, this was found to be true as new issues were identified during 

data collection that needed to be added to the analysis. 

The third issue, the consideration of a priori theory is now discussed. An objective of 

this research was to develop a process theory of ITRM implementation. An approach 

to theory building research begins as close as possible to the ideal of no theory under 

consideration and no hypotheses to test since pre-ordained theoretical perspectives 

may bias or limit the findings. However, as stressed by many, it is quite impossible to 

achieve the ideal of a clean theoretical slate. Hence, although the thesis did not identify 

specific relationships between the constructs identified in the conceptual model, the 

thesis found it helpful to make use of a meta-theory called second-generation process 

theory (Wolfe, 1994). This thesis posits that process explanations will become more 

meaningful when situated within a meta or higher level of theory. The adoption of 

meta-theory, as reported in Chapter Three, reflected the researcher’s basic assumptions 

about the nature of the phenomena being studied, assumptions that were later 

supported by strong evidence in the data. The application of second-generation process 

theory was of great assistance in focusing the research efforts at the outset of the study, 

as it provided a frame from which the researcher could 'observe' the implementation 
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process and identify the key events of interest out of numerous ones that had or were 

occurring.  

5.3 Selecting the Participants and Cases 

For this study, the population of interest were individuals from IT departments who 

were involved in ITRM implementations. To obtain detailed, rich, and real-life data, 

the researcher conducted semi structured, face-to-face, in-depth interviews. The first 

respondents on each site were the managers and the head of IT. Subsequent 

respondents were recruited using snowball sampling under which interviewees provide 

the names of other respondents, who in turn named other respondents, and so forth 

(Patton, 2002). Respondents were asked to identify others in the organization who 

were known to be knowledgeable about the ITRM implementation process. This 

sampling approach allowed the identification of informants regarding our investigated 

research phenomena. This sampling strategy enabled rich descriptions and minimized 

the risk of introducing bias into the sample. 

As shown in Tables 5.2 and 6.1, the final sample included 42 IT employees: Heads of 

IT, Senior IT management, IT operations, and other ITRM experts. The total number 

of participants for each case was not determined at the outset. Instead, it was based on 

the concept of redundancy of information (Lincoln and Guba, 1985), which is the point 

at which the researcher determines that no new information is forthcoming or that the 

same information is being reported again and again by the participants. At this point, 

also known as saturation of data, data collection within the case was terminated. 

The Head of the IT group were the main target audience of the information gathered 

during the implementation process. The Head of the IT group was also responsible for 

ensuring participation of IT employees in the implementation process. 

Senior IT management are accountable for establishing an ITRM framework within 

the IT department. They do so by providing methodological guidance and assessing 

the quality of the IT risk assessment conducted by IT employees. Operations IT groups 

identify and support the assessment of IT risks in their day-to-day work. Other experts 

support ITRM in assessing the business impact of IT risks (see Table 5.2).  
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Table 5.2 Participants involved in the ITRM implementation 

Participants Job roles involving ITRM 

Head of IT group Implement and manage the ITRM framework and the supporting 

tools and knowledge repositories. 

Promotes fair and open communication of IT risk 

Supporting ITRM implementation ensures people transparency 

Senior IT management Develop guidelines, polices, risk & security documents 

Develop authorisation and rights for access 

Establish “person in charge” for risk and security matters: 

“security officer” 

Providing resources (human and non-human) 

Operational IT groups Identify, assess and measure risk 

Establish process, control, monitoring 

IT risk management experts  Collecting appropriate data and analysing risk 

Defining the risk management action portfolio and responding to 

risk 

Maintaining the risk profile of the enterprise and articulating risk 

 

Following Glaser and Strauss (1967) technique of theoretical sampling, nine 

organisations were selected for their similarities as well as their differences. 

Theoretical sampling requires paying attention to theoretical relevance and purpose. 

With respect to relevance, all organisations chosen for this research (ITRM 

implementation) were participating with ITRM frameworks and were using this 

framework at present. Although the ITRM frameworks weren’t identical (e.g. COBIT, 

Scrum-Agile RM), their implementation was comparable across these nine 

organisations. Because the purpose of the research was to generate theory applicable 

to various organisational contexts, differences were sought in organisational type such 

as the stage of implementation, organization size, and industry. These differences 

allowed useful contrasts to be made during data analysis, which challenged and 

elaborated the emerging concepts 

Therefore, the number of cases was determined based on their theoretical usefulness. 

Theoretical sampling is a term used by grounded theorists (Glaser and Strauss, 1967) 

to denote the choice of informants as being driven by conceptual questions not by a 

concern for ‘representativeness’. Therefore, these nine organisations were chosen by 

purposeful sampling rather than a random approach.     

At this point, the issue of the number of cases or sample size deserves comment. As 

discussed above, different logics undergird sampling approaches. Qualitative inquiry 
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typically focuses in depth on relatively small sample which are selected purposefully 

to illustrate the questions being studied. In the multiple−case approach there is no ideal 

number of cases, but Yin (2014) suggested that because sampling logic is not being 

used, typical criteria regarding sample size also are irrelevant. He concluded by saying 

that number of replications is a matter of discretionary, judgmental choice.  Eisenhardt 

(1989) suggested that between four and ten cases usually work well.  

Furthermore, the candidate cases were purposely selected based on the researcher’s 

knowledge of each organization (the researcher worked in two case organisations for 

around 10 years, and in other cases the Head of IT/IT managers was personally known 

to the researcher facilitating access), the cases were information rich, the case 

organisation was agreeable to participate with the researcher, and access to informants 

within the case was convenient. Tables 5.3 and 6.1 summarise the nine cases selected. 

Table 5.3 The nine cases 

Organisation type Cases Respondents 

(42) 

Consulting  Case 1 
10 

Case 2 
7 

Case 9 
5 

Retailing  Case 3 
2 

Case 5 
2 

Case 4 
6 

Case 6 
2 

Case 8 
4 

Banking Case 7 
4 

 

 

Nine organisations across three services industries in Australia and Iran were 

interviewed and were using an ITRM framework at present:  three organisations in the 

consulting industry, five organisations in the retailing industry and one organisation in 

the banking industry.  More details of the nine cases are provided in Section 6.2 

Background to the Organisations. 
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5.4 Data Collection Instruments 

The research used semi-structured face-to-face interview sessions with the participants 

from the selected organisations to capture the primary data, with observations and 

documents being minor sources of data. The researcher used a voice recording tool to 

avoid missing any important parts of the interview session, while writing memos 

during the interview to record first impressions of the conversation.  

The main goal of the interviews was to explore the individual ideas, views and 

experiences in research terms. The research used the natural setting as the direct source 

of data and the researcher as the key data-gathering instrument. The data gathering 

task was to access other people’s interpretations, filter them through the researcher’s 

own perceptions, and then feed a version of the events back to others. 

This research used the Critical Incident Technique (CIT) as a primary form of data 

collection and analysis. Miles and Huberman (1994) cite the use of critical incidents 

and explained that sometimes a researcher wants to limit an event listing to those 

events seen as critical, influential, or decisive in the course of some processes.  

Respondents were asked to talk about specific situations, events and people. The 

advantage is that the interviewee can focus and reflect on the described incident posed 

in the interview. A collection of these responses allows the researcher to analyse 

meaningful data that is grounded in the actual experiences, needs and concerns of 

participants. 

The average length of each interview was approximately 1 hour for respondents 

involved in the ITRM process. Interviews were recorded and then keyed into a word 

processor. Some respondents were interviewed a second time by email to follow-up 

on important issues that became evident in the data transcription, and data analysis 

phase. The transcripts and researcher comments were sent back to the interviewees for 

accuracy and checking within several days. When accuracy of transcription is 

confirmed with the respondents, the case evidence was deemed suitable for analysis. 

The interviews produced a detailed case study report for each organisation. Table 5.4 

illustrates the relationship between the interview questions and the research questions. 

A set of leading questions asked during the interviews can be found in Appendix 2. 
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Table 5.4 Relationship between the Interview Questions and the Research Questions 

 

Interview 

Qs 

Research Q 1 Research Q 2 Research Q 3 Research Q 4 

What IT culture 

could be identified 

during the 

implementation of 

ITRM for first 
time? 

What factors and 

contextual 

conditions 

influence the 

implementation of 
ITRM? 

What are the 

processes IT managers 

go through when 

implementing ITRM 

within IT 
departments? 

How can these 

ITRM processes 

be depicted in a 

model? 

1-4 
� �   

3-8 
 �   

8-12 
�  � � 

11-15 
  � � 

10-16 
   � 

5.5 Analysis of Data 

Analysing data is the heart of building theory from case studies, but it is both the most 

difficult and least codified part of the process. Qualitative studies tend to produce large 

amounts of data that are not readily amenable to mechanical manipulation, analysis, 

and data reduction. The problem then, is how to manage the data. The solution became 

the search for coherence, order and regularity. Inspired by the work of Miles and 

Huberman (1994) for data presentation and Strauss and Corbin (1997) for an 

application of GT, the approach to data analysis included three steps: early steps in 

data analysis, within case analysis and cross case analysis.  

The early steps in analysis include use of the contact summary form (see Appendix 3) 

for reviewing the interview, storage and easy retrieval of data, the arranging and 

displaying of data in tables, and the development of a coding scheme to organise the 

data. A contact summary is a single form with some focusing or summarising questions 

about a particular field contact. The researcher reviews the written-up field notes and 

answered each question briefly to develop an overall summary of the main points in 

the contact.  Within−case steps involved detailed write-ups for each case assisted by 

the identification of critical incidents, a time line displaying stages of the 

implementation process, the development of a logical chain of evidence, and the 

writing of a narrative story.  

Cross−case analysis involved the search for cross-case patterns by combining 

information from several cases into a single table. From that, a new set of process-

oriented codes were developed, using a form of content analysis known as ‘open 
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coding’ and ‘axial coding’ making connections between sub-categories of data into a 

more comprehensive set of concepts. The analytical techniques adopted during each 

of these three phases are explained below. 

5.5.1 Early Steps in Analysis 

This section presents the analytical techniques adopted in the early stages of data 

analysis. Several publications give detailed instructions for organising and analysing 

data (Merriam, 1988; Strauss and Corbin, 1997; Miles and Huberman, 1994). Miles 

and Huberman (1994) was drawn upon extensively for techniques to process the 

qualitative data. One of their techniques used in this study was to arrange empirical 

evidence in tables in the form of words rather than numbers. By looking at these tables, 

within-group similarity and across-group differences could be ascertained. 

A second technique, combining data collection and analysis was the use of the contact 

summary form. This form was useful in revising the case interview, and once 

transcribed, reflective remarks were recorded about the main issues identified, and 

initial thinking around the research questions. These remarks were ways of getting 

ideas down on paper and of using writing as a way to facilitate reflection and starting 

the analysis process. Use of the contact summary form commenced analysis by 

presenting an overall evaluation of the case scenario. Appendix 3 is indicative of the 

qualitative assessment of the initial contextual conditions surrounding each 

implementation case. The initial analysis is performed manually, involving typing up 

the contact summary sheet with some further development of the coding scheme. The 

transcripts from each interview were then coded and analysed for emerging themes.  

The third technique is coding. Working with words can be a problem in qualitative 

research because words are fatter than numbers, and usually have multiple meanings 

(Miles and Huberman, 1994). However, as these authors point out, words or 

“instances” provide a rich description of events that are more meaningful than numbers 

alone. A systematic way of handling the words was through coding.  

A code is an abbreviation or symbol applied to a segment of words. Codes served as 

retrieval and organising devices which allowed the rapid retrieval and clustering of all 

the segments related to a question, concept or theme. According to Miles and 

Huberman (1994), coding is analysis; and coding in qualitative research involves 
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segmenting the data into units, and then rearranging them into categories that facilitate 

insight, comparison, and the development of theory.  

As suggested by Miles and Huberman (1994) the researcher created a provisional ‘start 

list’ of codes prior to fieldwork (c.f. Appendix 4). Most of the initial coding categories 

are drawn from the conceptual framework, the list of questions, and key concepts the 

researcher brought to the study. To be consistent with the conceptual model developed 

in Chapter Three, the preliminary descriptive coding scheme developed in this study 

(successful implementation of ITRM) was divided into three broad categories: ITRM 

characteristics, implementation practices and context. The original list is then used to 

codify and extract the data from the transcripts associated with the case interview. As 

a result of this process, the researcher found the need to add new codes. This same 

format is carried through the entire data collection process (across all nine cases) and 

new codes were developed for emerging themes.  

Immediately after the transcripts were verified by the respondents they were again read 

carefully, and relevant portions highlighted. All transcripts, starting with the first 

interview, were coded using the preliminary set of codes developed from the case 

studies. Records were labelled by case along with the identifying transcript page and 

question number. The development of the coding scheme was an on-going process 

throughout the transcription of each of the nine cases. In fact, the formal cataloguing 

of “instances” into conceptual codes and categories was undertaken concurrently while 

the data were being collected. The results of the revised coding scheme are presented 

and explained in Table 5.5, displaying the 3 categories and their coded components. 

Pattern codes are those that identify an emergent theme, pattern or explanation that the 

site suggests to the researcher; and is for qualitative researchers, an analogue to the 

cluster-analytic and factor-analytic devices used in statistical analysis (Miles and 

Huberman, 1994). Pattern coding served two main functions in this study. First, it 

reduced large amounts of data into a smaller number of analytic units and, second, it 

helped the researcher build a cognitive map, an evolving schema for understanding 

what was happening in each case. 
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Table 5.5 The Final Coding Scheme 

Categories Example of coding 

ITRM characteristics Effective reporting (ITC_REPORTING) 

Enhance individual awareness (ITC_AWARENESS) 

Indispensability of scheme (ITC_INDISPENSABILITY) 

Integration of framework with existing units (ITC_INTEGRATION) 

Standardization of process (ITC_STANDARD) 

Reliability of framework (ITC_TRUST) 

Security scheme (ITC_ SECURITY) 

Incompatibility with existing units (ITC_INCOMPATIBILITY) 

Complex and difficult to understand (ITC_COMPLEX) 

Lack flexibility (ITC_FLEXIBILITY) 

Implementation 

practices 

Commitment and support of IT manager (IP_COMMITMENT) 

The need for training (IP_TRAINING) 

Tailoring system (IP_DEVELOPMENT) 

Assessing and reviewing the progress of actions (IP_ASSESSMENT) 

Allocating specific responsibility (IP_ CHAMPION) 

Individual understanding regarding new concepts (IP_SENSMAKING) 

Context The need to review past events (C_REVIEW) 

Incentive for RM initiatives (C_ MOTIVATION) 

Power to make decisions  (C_POWER) 

Knowledge sourced from all personnel (C_ KNOWLEDGE) 

Type and size of organisation (C_TYPE) 

 

Field notes are another important means of managing complexity in this study. As 

described by Van Maanen (1979), field notes are an ongoing stream of conscious 

commentary about what is happening in the research. By reviewing the researcher’s 

field notes regularly (as written on the contact summary form), important issues or 

conflicting responses provide by different individuals are identified immediately. As 

suggested by Miles and Huberman (1994), they are a way to convert the researcher’s 

perceptions and thoughts into a visible form that allows reflection. In short, the 

reflective remarks help the researcher to make deeper and more general sense of what 

was happening, and to explain things in a conceptually different way. 

To summarise at this point, a distinguishing feature of research to build theory from 

case studies is the frequent overlap of data analysis with data collection. In the early 

phase, the afore-reported techniques are used separately and in combination to help 
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the researcher identify themes, develop categories, and explore similarities and 

differences in the data, and relationships among them. 

5.5.2 Within-Case Analysis  

The second phase, Within-Case-Analysis, typically and necessarily involved detailed 

write-ups for each case. These writings are often simply pure descriptions but are 

central to the generation of insight because they helped the researcher cope early in the 

analysis process with the enormous volume of data. However, there is no standard 

format for such analysis. The procedures followed to analyse each case are 

summarised in Table 5.6.  

Table 5.6 Within-Case Analysis Procedures 

Step 1: Development of Codes and Pattern Codes 

1.1 Codify and extract data from the transcripts using the validated coding scheme  

1.2 Group extracted segments under categories  

1.3 Read and add reflective remarks and observational notes  

Step 2: Displaying Data: developing summary tables 

2.1 Factors cited for implementation with ITRM are displayed in tables. 

2.2 Critical incidents and a time line describing stages of the implementation process are 
displayed in a table. 

Step 3: Development of a Logical Chain of Evidence 

3.1 Identify set of distinct evaluative elements 

3.2 Identify initiating opportunities from in-depth analysis of case accounts 

3.3 Establish the logical chain of evidence between the implementation process and the 
conditions above 

3.4 Provide a decision 'story' that explains the extent to which each challenge was 
overcome 

 

As a first step, the researcher developed a set of codes and pattern codes for each case. 

The nine case files generated records containing the following elements: excerpt, 

codes, themes, interpretations as reflective remarks and other identifying fields such 

as case number, interviewee number, research question, industry etc.  

The second step employs some of the displays proposed by Miles and Huberman 

(1994) as one approach to managing the problem of huge volumes of data. These 

authors define a display as a “visual format that presents information systematically, 

so the user can draw valid conclusions and take needed action”. The within-case 
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displays adopted in this research include the critical incident chart, and the time 

ordered matrix. Displays such as these make ideas visible and permanent. They also 

serve two other key functions: data reduction, and presentation of analysis that allow 

it to be grasped as a whole. 

In order to streamline the data analysis process and still obtain relevant information, a 

table highlighting a timeline is developed. The objective was to describe the factors 

and issues that influence ITRM implementation process, and secondly to describe the 

critical events that take place during the ITRM implementation process to preserve 

chronology and illuminate the processes occurring. The critical incident time line is 

developed for each participating case and chronologically arranged as a series of 

elements made by individual IT departments during the implementation process. A 

sample time-line (time-ordered matrix) for Case 1 is shown in Table 5.7. 

Table 5.7 Time Line – critical events and issues that take place during the ITRM 

implementation process – Case study 1 

Early We introduced a set of activities to 

investigate ITRM, internal and 

external factors and identify 

strategic issues by IT managers 

(ITC_ SECURITY) 

We tried to make things 

easier, flow and help people 

to do it (IP_ CHAMPION) 

 

 

Middle We guided people to get a common 

understanding about ITRM (C_ 

MOTIVATION)   

We’ve got different idea on 

scheme e.g. some people 

believed it’s costly and 

timely (IP_ ATTITUTE) 

We tried to prepare 

people about ITRM 

scheme 

(ITC_AWARENESS) 

Late We provided facilitators 
(IP_TRAINING) and judging the 

quality of the implementation  

  

Now Updating the systems 

(IP_ASSESSMENT) 

  

 

The time-line enabled the researcher to focus on stages of the ITRM implementation 

process. The participants were asked to identify and describe the issues and sequence 

of events that are made about the ITRM process during the time before 

implementation. To help the participant reflect upon this stage, prompts of ‘early’, 

‘middle’, ‘later’ and ‘now’ are added to the time line. The idea to add prompts come 

after the study are conducted to help the participants recall the information more 

clearly and provide as much detail as possible about the implementation made during 

this stage. Miles and Huberman (1994) advocate the use of a time line to supplement 
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the critical incidents and provide a basis to “… examine and compare events that 

occurred during a given time period”. 

In order to complete the third step of within-case analysis, to understand the ‘how’ and 

the ‘why’ associated with each case and hence to provide answers to the research 

questions, a logical chain of evidence (Yin, 2014) are established. This chain of 

evidence involving implementation reasons and contextual conditions is built in 

sequence. Step 3.1 involves identifying and then describing a set of distinct evaluative 

elements for each case. Each element is described in turn. 

The first element – Background required details of the industry and general conditions. 

Facilitating Conditions required a description of favourable contextual conditions 

which enhanced or strengthened the implementation/ rejection factors and hence 

increased the chances of the ITRM implementation process. Opportunity meant a 

favourable event which, if seized, could help fulfil an envisioned goal. Challenge 

implied an envisioned goal or unexpected endeavour whose fulfilment pushed the 

process closer to success. Tactic implied an event representing an action or a series of 

actions and learnings aimed at preparing the organisations for the ITRM scheme and 

introducing it in such a way as to ensure its success Unexpected event describes an 

event which affected the anticipated progress of the ITRM scheme. Unfavourable 

condition included contextual conditions which impeded or hindered the 

implementation process. Compensatory mechanism refers to a contextual condition 

compensating for a strategy violating one of the accepted beliefs concerning ‘known 

factors’ impacting on adoption ITRM. Outcome, the end result of the implementation 

process. 

The second sub-step (3.2) identifies the initiating opportunities encountered during the 

implementation process. These are identified through an in-depth analysis of the 

interviewee’s accounts, and the context or background surrounding each case. Because 

this was the first time ITRM had been adopted in each organisation, the challenge in 

each case is to describe the tactics adopted to cope with the encountered problems, 

anticipated or not, and the facilitating and unfavourable conditions. Each of the 

elements in this chain are identified through accounts in the transcripts and a sample 

below in summary format for Case study 1 is illustrated in Table 5.8. 
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Table 5.8 Summary Table: Logical Chain of Evidence – Case study 1 

Background: The consulting organisation has always intended to remain on a 

balanced and sustainable growth path, rely on advanced technical 

know-how, enjoying talented staff and having a positive attitude to the 

future and a willingness to face challenges and adopt modern 

technologies. 

Challenge: It’s the first time this organisation have considered ITRM 

implementation, but it is able to perceive that how we are going to 

improve and to grow. 

Opportunity: 

 

Tactic: 

Management saw the best way to achieve competitive advantages is 

through implementing and using new technology as ITRM  

ITRM are seen as a cost-effective way to facilitate IT managers in terms 

of controlling IT risks when they start new IT projects.   

Facilitating Conditions: The flexibility and accountability have shown by the members’ 

behaviours within organisation. The effectiveness of ITRM 

implementation developed through creative and freely voiced opinion. 

Unexpected event: One of IT managers left the organisation early. He worked in this 

organisation for ten years. This caused problems for the organisation. 

We lost his knowledge and experiences (it’s about his tacit knowledge).  

Unfavourable 

condition: 

People had a lack of know-how and information about ITRM and what 

to do. 

Outcome: Management were unsure about ITRM and explained that although 

they could receive some basic reports, they remained unaware of the 

framework’s functionalities. They believed there is no need to employ 

the ITRM in their everyday tasks. They merely use the simplest reports 

while ignoring the advanced ones.  

 

Sub-step 3.3, involves documenting the logical chain of evidence by having sufficient 

citations in the report linked to the relevant portions of the case study, and the initial 

research questions. In other words, clear cross-referencing to methodological 

procedures and to the resulting evidence. 

Fourth, sub-step 3.4 entails combining the qualitative responses into narratives or 

decision 'stories'. These 'stories' overview and correlate the chain of evidence. 

Throughout the story, various displays are used to summarise the implementation 

issues cited by the IT members. In the time lines, the chart indicates the temporal order 

of events, choices and activities and has been decomposed into periods (‘early’, 

‘middle’, ‘later’, and ‘now’). However, these time-line periods as depicted in Table 

5.7 were merely a descriptive organising device for rendering a complex sequence of 

events more comprehensible. However, the periods have conceptual significance in 

the resulting model, which is explained further in Chapter Seven, in that the activities 

involved in the early phase are concerned with forming a favourable commitment to 

ITRM and the subsequent implementation.  
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5.5.3 Cross-Case Analysis 

The last analytic strategy, cross-case analysis is more difficult, and therefore deserves 

close attention and description.  

First, the theory building process commences with the development and presentation 

of an initial conceptual model based on evidence from the literature (see Chapter 

Three), the final coding scheme resulting from the case studies (See Table 5.5), and 

the theoretical assumptions associated with second generation process theory. The 

conceptual model then became a vehicle for generalising to the cases. Second, the 

design of the research lent itself to cross-case analysis of data and the search for 

patterns. Replication logic (which formed a basis for the selection of the cases) became 

the key to the rigorous analysis of the cross-case data. A number of analytic techniques 

suggested by Miles and Huberman (1994) are used to cross-analyse the data. 

The most basic way of cross-analysing the data from several cases is with the 

unordered descriptive meta-matrix. This device assembles data from several cases in 

an efficient, manageable format providing ‘inclusion’ of all the relevant information. 

Secondly, the table tabulates the frequency of events and as such draws rapid attention 

to the dominant issues, keeping the researcher analytically honest while protecting 

against bias. Table 5.9 provides an example descriptive meta-matrix that is used 

extensively in the next chapter. The use of the unordered descriptive meta-matrix 

establishes a grounding of the data. 

At the conclusion of working through each of the cases as described above in meta-

matrix format, the analysis then focuses on developing process codes wholly grounded 

in the research data involving cross-case comparisons. While the excerpts in the 

transcripts had been earlier coded according to the codes described in Table 5.5, a new 

set of process-oriented codes were derived called Themes. The triggers which initiated 

the dynamic scanning of transcripts for significant data items were the critical 

incidents, the times-lines and logical chains of evidence developed for each case. The 

temporal sequence of classifying the data became a key organising structure in this 

process, and using the notions of “early”, “middle”, “late” and “now”, the thesis started 

a formal full-scale cataloguing of data-items under various higher-level conceptual 

categories. This intensive back and forth analysis of the entire set of data excerpts, 

along with a continually growing body of results, finally results in producing four 

major process categories (more detailed in Chapter 7). 
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Table 5.9 Example Unordered Descriptive Meta-matrix 

 

  

ITRM Characteristics 1 2 3 4 5 6 7 8 9 Total 

Effective reporting 

(ITC_REPORTING) 
2 2 1 2 0 2 3 2 2 16 

Enhance individual awareness 

(ITC_AWARENESS) 
2 0 1 5 0 1 3 1 2 12 

Indispensability of scheme 

(ITC_INDISPENSABILITY) 
2 1 2 1 2 1 2 2 1 13 

Integration of framework with 

existing units 

(ITC_INTEGRATION) 

3 1 1 1 0 2 3 1 1 12 

Standardisation of processes 

(ITC_STANDARD) 
3 0 1 3 1 1 2 0 1 11 

Reliability of framework 

(ITC_TRUST) 
3 0 1 1 0 2 1 2 2 15 

Security scheme (ITC_ SECURITY) 1 1 1 2 1 1 1 2 1 14 

Incompatibility with existing units 

(ITC_INCOMPATIBILITY) 
2 1 1 0 1 0 1 1 1 7 

Complex and difficult to understand 

(ITC_COMPLEX) 
1 2 1 0 1 0 1 0 1 8 

Lack flexibility 

(ITC_FLEXIBILITY) 
1 2 0 0 1 1 0 1 0 6 

 

A distinguishing characteristic to be observed through this cross-case analysis process 

is that, as more and more transcripts became part of the analysis, fewer and fewer new 

categories emerge, and the existing ones become “saturated”. Thus, instead of the 

collection, coding and counting of activities, which dominated seeking answers to 

research questions (and described in Chapter Six), the analytical aspects of the research 

process becomes more intense (as described in Chapter Seven). Moreover, in this later 

integrative stage of analysis the focus of the constant comparison moved up, from the 

level of the data item, to the level of the conceptual categories themselves. Pattern-

matching aspects of this category-level analysis proved to be instrumental in 

recognition of the broader “themes” in the results. 

Construct and code Cases 

Frequency of factors, the 
higher number, the more 
dominant the issue  
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The procedure used by the researcher is a form of content analysis where the data are 

read and categorised into concepts that are suggested by the data and guided by initial 

temporal constructs. This technique is known as ‘open coding’ (Strauss and Corbin, 

1997) and it relies on an analytic technique of identifying possible categories and their 

properties and their dimensions. Once all the data were collected and coded, the 

concepts were organised by recurring theme. These themes became prime candidates 

for a set of stable and common categories, which linked a number of associated 

concepts. This is known as ‘axial coding’ (Strauss and Corbin, 1997) and relies on a 

synthetic technique of making connections between sub-categories to construct a more 

comprehensive scheme. The nine cases are then re-examined and re-coded using this 

proposed scheme, the goal being to determine that set of categories and concepts that 

covered as much of the data as possible. This iterative examination yielded a set of 

broad categories and associated concepts that described the salient conditions, events, 

experiences, and consequences associated with the ITRM implementation process.  

The iteration between data and concepts ended when enough categories and associated 

concepts had been defined to explain what had been told across all sites, and no 

additional data are being collected to add to the set of concepts or categories, a situation 

Glaser and Strauss (1967) refer to as ‘theoretical saturation’. The resultant framework 

is empirically valid as it can account for the unique data of each site, as well as 

generalise patterns across the sites. That is, the categories describe the data, and they 

also interpret the data. This interpretation leads into the next phase of analysis, 

involving making inferences and formulating propositions. Chapter Seven (The 

Implementation Process) describes the next level of analysis and how the series of 

propositions are derived.  

To re-cap on the data analysis procedures, the researcher found presenting information 

systematically in a visual format to be very helpful in conducting the analysis.  To 

illustrate this, the primary methods of data analysis and presentation are through the 

use of matrices, a logical chain of evidence involving a critical incident time line to 

systematically conduct textual analysis, and the presentation of a “story” piecing 

together interviewee accounts taken from the case study. The data are then analysed 

using within-case and cross-case matrix construction. The chain of evidence and the 

time-lines constituted an intermediate level of theorising between the accounts the 
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interviewees gave and a more abstract and general process model to be described in 

Chapter Seven.  

5.6 Conclusion 

The objectives of this chapter were twofold. Firstly, to describe in some detail how the 

procedures were applied in the research study. Second, to demonstrate how previously 

defined data analysis techniques (e.g., Yin, 2014; Miles and Huberman, 1994; and 

Strauss and Corbin, 1997) can be used in developing theory in case research.  

In sum, nine organisations participating with ITRM implementation were identified 

for this research. Replication logic (Yin, 2014) was used to select the cases. Semi-

structured interviews, critical incidents, a time line, and a logical chain of evidence 

were used to collect and triangulate the data. Analysis of the data was accomplished 

using within-case and cross-case matrices and narrative descriptions for each case. The 

data were coded and examined for themes and patterns using techniques of open and 

axial coding (Strauss and Corbin, 1997). The analysed data will be used in Chapter 

Seven to develop a schematic model and a set of propositions that depict the issues 

and decisions relevant to the process of implementation of ITRM in organisations. 

In the following chapter, the findings of the case studies are presented. Chapter Six 

identifies and describes the factors and contextual issues affecting successful 

implementation of ITRM. Chapter Six presents the data collected from the interviews 

and synthesises this data to identify categories and themes in answer to research 

questions one and two. 
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Chapter 6: The Case Findings 

6.1 Foreword 

This chapter reports on the results of nine case studies in different organisations in 

Australia and Iran. The thesis investigated individual IT culture in two different 

countries. The chapter presents the data collected from the interviews and synthesises 

this data to identify categories and themes in answer to research questions one and 

two.  

Research Question 1: What IT culture could be identified during the 

implementation of ITRM for the first time? 

Research Question 2: What factors and contextual conditions 

influence the implementation of ITRM? 

The factors and contextual issues affecting successful implementation of ITRM are 

identified and described. The chapter found that combining the role of ITRM with 

individual IT culture highlights a positive relationship between individual IT culture 

and the values embedded in an ITRM framework. The chapter also finds that 

individual IT culture and values ascribed in an ITRM need to be congruent to achieve 

a successful implementation outcome.  

The findings begin with a summary of the nine cases including industry overview, 

background to organisations, identification of individual IT culture influencing ITRM 

implantation, and an overview of their IT department (more detailed in Section 6.2). 

The chapter then presents cross-case analysis of the patterns of data for research 

questions one (different IT culture) and two (factors and conditions influencing the 

implementation of ITRM).  

Within and across the cases, the thesis found three fundamentally different types of 

responses to ITRM. Each type of response reflected a specific set of beliefs and 

assumptions about what an ITRM framework could or could not do. Given that each 

case illustrated an attitude and approach to ITRM we labelled these responses as 

representative of three different individual IT culture: supportive, confused and 

resistant. This analysis also identified several factors that were assumed important for 

success of ITRM implementation. The researcher created categories of ITRM 

characteristics, implementation practices and context.  
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The chapter concludes by presenting an overall assessment of the implementation 

scenario. The findings are used in the next chapter where explanations are provided 

for building a process model of ITRM implementation.  

6.2 Background to the Organisations 

It is important to gain some background about the organisations involved in the 

research. The proposed concepts of the study use a multi-case study approach 

including different organisations in Iran and Australia. Presenting these case studies 

will help to understand the perspective for analysis that follows.  

It is also important to add that some cases were reluctant initially to implement ITRM, 

yet all cases eventually adopted an ITRM framework within their organisation and are 

using this framework at present.  

The researcher interviewed forty-two (42) IT individuals involving 9 case studies (2 

cases from Iran, and 7 cases from Australia). The author traveled to Iran for interviews 

with the cases involving around 1.5 months. Translation was not an issue as: the 

Iranian cases (case 1 &7) are prominent organisations internationally (Oman, Dubai, 

Iraq and so on), 14 of the informants were fluent in English making translation not an 

issue. The researcher is also fluent in both languages and completed all transcriptions 

and English translations for the 14 interviews conducted in Persian language. This use 

of a single interpreter supports consistency in translation. Within the nine cases, a 

distinctive sub-grouping consisted of organisations whose main activity is in 

consulting, retailing and banking.  

What follows is a brief description of each case in the study as well as an introduction 

to the IT individuals who played critical implementation process roles. There are nine 

cases, case (1), (2) and (9) can be classified as consulting organisations and are well-

known engineering and management consulting companies in Iran and Australia. They 

are pioneers in innovation in the industries of information technology, marine 

structures and energy. These organisations have delivered landmark projects for 

sustainable development and economic growth.  

Case (1) is one of the most reputed engineering and project management companies in 

Iran and the region and is a pioneer of innovation. This organisation has efficient 

resources enough to provide confidence in delivery to clients. Since 1989, they have 

completed more than 500 projects successfully that were in Iran and foreign countries. 
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Department of IT has been working on ITRM since last five years. This departments 

include 27 employees and their ITRM framework is based on Failure Modes Effects 

Analysis (FMEA) method. 

 

Case (2) is an engineering, procurement, construction and commissioning (EPCC) 

Contractor, active in the oil, gas, energy and petrochemical sector. Having clients’ full 

satisfaction on performance and quality in IT projects, this organisation has been 

awarded other IT projects from similar clients and has established long term mutual 

cooperation with them. In this organisation, IT managers were initially unwilling to 

adopt an ITRM framework because of geographical dispersion of IT projects (prevent 

of social communication) and the temporary character of IT projects. This organisation 

started using an ITRM framework two years ago. Over time, this organisation has 

made an effort to comply with ITRM through the use of the PMBOK for managing IT 

risks. The IT department in this organisation includes 14 IT employees.  

Case (9) is a multi-national professional services organisation, and one of the big four 

consulting organisations. There is a formal ITRM process in this organisation based 

on COBIT for risk. This organisation takes a robust approach to help managers 

reimagine risk. The approach brings risk back to the front line and helps organisations 

be proactive or on the offensive− spotting potential risks early, having useful and 

relevant data, gaining early insights and making good strategic decisions to achieve 

better business outcomes. Department of IT has been working on ITRM for the last six 

years. Their IT departments include 56 employees.  

Case (3), (4), (5), (6) and (8) are classified as retailing organisations and are active in 

the energy and information technology sector in Iran and Australia. Their services 

cover the complete management, data product, IT application, IT training and 

customer services.  

Case (3) sells their products and services in several countries. Most operational IT 

services are outsourced to external IT service providers. This organisation does not 

have to comply with ITRM regulations but started using an ITRM framework four 

years ago. Over time, this organisation has made an effort to comply with ITRM 

through guidance of ISO 27000 for managing IT risks. IT department in this 

organisation includes 29 IT employees.  
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Case (4) is a medium−sized Australian IT service provider for the retailing industry 

and provides IT applications and IT services for many customers. This organisation 

has one ITRM department which focuses on collecting information about IT risk and 

distributing this information to managers. This organisation started implementing an 

ITRM framework 6 years ago based on ISO 27000. The IT department includes 27 

employees. 

Case (5) is a relatively large organisation with many business units. It provides 

infrastructure, IT training and IT services. This organisation first implemented an 

ITRM framework (COBIT for risk) five years ago and spent extensive efforts in 

establishing a group-wide IT risk department with 33 IT employees. 

Case (6) is a relatively small organisation with a small size IT department. In this 

organination, there are no formal processes for implementing any framework. It 

provides IT services to customers adopting an agile mindset. Department of IT has 

been working on ITRM since the last two years. This departments include 11 people 

and ITRM framework is based on Scrum-Agile risk management.  

Case (8) is a network of organisations in 10 countries, with 520 employees and has 

three lines of services: IT services, tax, and advisory. The organisation, as a leading IT 

services institution, uses IT extensively and thus proved an ideal site to implement an 

ITRM framework. Department of IT has been working on ITRM for the last eight 

years. This IT departments includes 53 employees and their ITRM framework is based 

on COBIT for Risk.     

Case (7) is a multinational bank employing over 600 full-time employees and provides 

financial services to over a million customers. The bank, as a leading financial services 

institution, applies IT extensively and thus has a specific unit to manage IT risk. The 

ITRM tool was developed internally by a dedicated management team, who were 

initially advised by an ITRM expert. In this bank, there are many positive factors that 

contributed to the adopt implementation of ITRM effectively. The ITRM department 

interacts with risk managers in each of the banks departments. These department risk 

managers are responsible for identifying and controlling all IT risks in their department 

and for supporting the IT individuals in their deployments of ITRM and updating the 

framework. This organisation started implementing an ITRM framework (based on 

guidance ISO 31000) approximately 10 years ago with 43 IT employees.   
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What was common among all the organisations studied was that the business 

environment for all was highly competitive, so the IT departments had to keep 

themselves up-to-date with new technology. At the time of data collection in 2019, 

risks associated with IT was complex and each organisation operated under demanding 

IT risk conditions, include technical incidents as well as human resource issues. All 

organisations were dependent on successful IT systems for survival, and these 

characteristics made it necessary to focus on managing IT risk appropriately. All the 

organisations viewed their ITRM framework as a tool for controlling and managing 

uncertainty and the unexpected events involving their IT deployment.  

The interview involved understanding IT individual’s impressions while being 

exposed to an ITRM framework for first time. The intention was to understand a range 

of different individual IT cultures and their attitudes before implementing an ITRM 

framework. Collectively the IT individuals in each case illustrated an attitude and 

approach to ITRM that the thesis labelled as representative of three different individual 

IT culture: supportive, confused and resistant (more detailed in Section 6.3). Table 6.1 

summarises each case analysed in this Chapter. 
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Table 6.1 Case Descriptions 

Industry  Case Number of 

employees 

Number 

of IT 

staff 

Number of  

interviewees 

Name of 

ITRM 

framework 

used 

Years 

using 

ITRM  

Individual IT 

culture (see 

section 6.3) 

Consulting 

 

1 507 27 10 FMEA 5 years Confused 

2 250 14 7 PMBOK 2 years Resistant 

9 310 46 5 COBIT 6 years Confused 

Retailing 

 

3 170 29 2 ISO 27000 4 years Confused 

5 220 33 2 COBIT 5 years Resistant 

4 152 27 6 ISO 27000 6 years Supportive 

6 114 11 2 Scrum-Agile 2 years Supportive 

8 520 53 4 COBIT 8 years Supportive 

Banking 7 650 43 4 ISO 31000 10 years Supportive 
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6.3 Individual IT Culture Influences 

This section focuses on the first research question concerned with identifying 

individual IT culture that affects the implementation of ITRM within organisations. 

From a socio-technical perspective, it seems reasonable to propose the concept of 

ITRM frameworks requires some understanding of individual IT culture per se and 

perhaps some interpretation of the link between human (individual IT culture) and non-

human (ITRM) resources. As mentioned in Chapter Two, implementation of an ITRM 

can be facilitated in an appropriate atmosphere where IT individuals’ values are 

consistent with the values embedded in a specific type of IT artefact (e.g. ITRM). 

Research Question 1: What IT culture could be identified during the 

implementation of ITRM for the first time? 

Data collection included semi-structured interviews that began with a simple question, 

inviting respondents to share their experience of the implementation, and continued 

with more specific questions that allowed comparisons between the cases. The several 

pages of transcripts that resulted were rich and diverse and are deemed appropriate for 

studying the relationships between IT culture and ITRM implementation. The 

following sections explain the implications of implementation in more detail.    

Within and across the cases, we found three fundamentally different types of 

immediate responses to ITRM. Each type of response reflected a specific set of beliefs 

and assumptions about what an ITRM framework could or could not do. The 

interviewees were asked to describe their impressions while exposed to the ITRM 

framework for first time. Hence, the thesis labelled these responses as representative 

of three different individual IT culture: supportive, confused and resistant. 

6.3.1 Supportive IT Culture 

One set of individuals within case 4, case 6, case 7 and case 8 took an active and 

welcoming approach to ITRM. They participated within this scheme and were 

extremely positive about the benefits of ITRM.  

I found it helpful and efficient. With my experience and my skill in 

terms of risk management, I think it’s the best way to raise security 

of IT projects. (Head of IT group, Case 4)  
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These people consider ITRM as an innovative framework that could enhance 

competitive advantage: 

I believe, there is really no resistance because framework improved 

IT project planning. To me risk management is a cost-effective way 

to make sure to complete IT projects on time. It is a positive 

framework and everybody that is forward thinking could definitely 

adopt it. (Senior IT management, Case 6) 

One IT member in operations section understood about the other possibilities of the 

framework:  

I could receive reports with flexibilities found it helpful 

communications […] we’ll do the right reports based on learning. 

You already require to know how to do that, if you don’t, well you 

come and learn. I could got more reports of it […]. (Operation IT 

group, Case 7)  

As highlighted this group of IT individuals were clear about the purpose of ITRM and 

were sure about how to be involved with the framework. They perceived a need to be 

involved with the framework, not only began using the basic features of ITRM 

framework, but also demonstrated enthusiasm and curiosity about the other 

possibilities of the system: 

With having an information system background, I believe things can 

be done simple. We can use this system in a way that will give us the 

reports I want? Or how we can interface other databases to this 

system to get more advanced reports (Senior IT management, Case 

6). 

Broadly, IT managers explained that ITRM framework would be applied in a routine 

manner to achieve the organisational objectives. They engaged extensively with the 

ITRM framework had an additional positive effect and were able to understand and 

work with some of ITRM framework’s more advanced features. Hence, IT managers 

reported that their increased application of this framework helped them to get more 

out of the system. 

In sum, we categorised this cluster of individuals as belonging to a supportive IT 

culture. This group decided to participate with ITRM in IT department because they 

believed that the framework could meet their everyday needs. They tried to learn about 

ITRM, so they welcomed the introduction of it. So, this group began applying it in a 

routine manner after ITRM implementation and stood to gain good results of IT 
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project. IT Individual with the supportive culture believed that their vision of an 

effective framework was perfectly manifested in ITRM. However, we consider 

alignment between the ITRM development team’s view/IT manager view of the 

framework and the IT individual group’s view of the framework was manifest in the 

supportive culture. 

6.3.2 Confused IT Culture 

A second group of individuals within case 1, case 3 and case 9 found ITRM complex. 

They were unsure about ITRM and explained that although they could receive some 

basic reports (collecting information about IT risks and distributing this information 

to managers), they remained confused by many of the framework’s functionalities. In 

other words, they were confused about how ITRM could be integrated into the IT 

department’s existing processes.  

It was too hard to engage people with this system; people could not 

find out how this system works and how it would set in process. They 

were interested but were not really motivated to be involved with it. 

(Senior IT management, Case 1) 

This group of IT individuals were uncertain about the aims of ITRM and were unsure 

about how to be involved with the framework. They believed there is no need to 

employ the ITRM in their everyday tasks. They merely used the simplest reports and 

ignoring the advanced ones.  

This is new to me as it’s the first time we have done it. I prefer to use 

other applications for getting my reports. (IT manager, Case 3) 

Similarly, an IT individual in the operations group thought that their business 

requirements had not been fully considered during ITRM implementation. Hence, they 

were confused as how to use the system: 

I do not know why managers didn’t consider the requirements 

during its design. That’s why I do not use it. Information that you 

need to know are not available when trying to apply the system. It 

can affect performance. (Operations IT group, Case 9) 

In sum, we categorised this cluster of individual as belonging to a confused IT culture. 

This group of individuals couldn’t explicitly perceive the need to be involved with 

ITRM. So, they could receive simplest reports from ITRM in order to their limited 

involvement and low utilise of this framework. However, although individuals with 
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confused IT culture realized the values of benefits realisation, risk optimisation and 

resource optimisation in the framework, their initial experience of ITRM pointed to 

“vision conflict”, i.e. their belief that ITRM is a complex and difficult to understand 

framework and was at odds with the values attributed by the IT manager. According 

to these respondents, they had a lack of know-how and information about ITRM and 

what to do. 

6.3.3 Resistant IT Culture 

The third group of individuals within case 2 and case 5 considered the ITRM 

framework negatively soon after its implementation. They began to judge the ITRM 

as unreliable and inaccurate, so they had no incentive to participate with framework in 

their everyday tasks. These people complained that the ITRM was incapable of 

performing accurate reports due to the time limitations, IT projects structure, and the 

framework’s weaknesses and failings.  

When this framework introduced to the department, I reported that 

it was not user friendly at all and we could have just basic reports…, 

it was easy to have it without this framework. So it wasn’t working 

as we expected, full of errors in some parts, I wasn’t interested to 

use it. I find it frustrating. (Head of IT group, Case 2) 

This individual believed that ITRM couldn’t meet their business requirements and 

were not motivated to participate with an ITRM framework. 

In my job, I have to prepare accurate reports for management, 

unfortunately information that I require to have are not forthcoming 

when trying to use this framework. It wasn’t working well. So, it can 

influence performance and I am really disappointed. (IT manager, 

Case 5) 

The interviewees explained that some IT Individuals in the operation groups were 

unsure about ITRM and explained that they are disappointed by many of the ITRM’s 

functionalities. This set of IT individuals could not understand how the ITRM 

framework could be integrated into the organisation’s existing processes. For instance: 

Staff could not understand how the system works and how their 

applications would feed into it. They were disappointed and were 

not really motivated to work with it. (Operations IT group, Case2) 

We categorised this cluster of individuals as belonging to a resistant IT culture. 

Individuals with resistant IT culture were unwilling to adopt ITRM because of its 
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perceived weaknesses. They pointed out the framework couldn’t meet their 

requirements, so they lacked motivation to use it. They complained quickly about the 

framework soon after its introduction. Therefore, in the resistant culture, the initial 

reactions pointed to the concept of “vision conflict”- that was inconsistent between the 

organisational expectations of ITRM and the particular individual beliefs of the 

framework.  

As a result, the thesis finds conceptualisation of IT culture based on IT individual’s 

needs, motivations, beliefs and perceptions to be a useful lens to interpret and identify 

the values ascribed to ITRM. This conceptualisation allowed us to understand IT 

individuals that exhibited similar behaviours towards ITRM, highlighting how and 

why individuals could form a specific individual IT culture either supportive, confused 

or resistant. 

According to IT individuals’ reactions, the three most salient values ascribed to ITRM 

were: reliable and accurate, complicated, and unreliable and inaccurate. The risk 

optimisation component of value creation shows that: risk optimisation is an essential 

part of any governance system, risk optimisation cannot be seen in isolation, i.e., 

actions taken as part of RM will influence benefits realisation and resource 

optimisation. Good governance means that risk optimisation is part of the governance 

arrangements that are put in place and risk information is included in implementation 

process. At the same time, the risk function needs to be governed, i.e., provided with 

direction and monitored.  

In sum, these findings focused on an individual IT culture perspective (IT individuals’ 

reactions) and the role of ITRM as an IT artefact to explore what individual IT culture 

can be identified during its implementation. The dynamic nature of individual IT 

culture meant such implementations should not be simply represented as being either 

an inherent success or failure as there is likely to be movement of IT individual 

between culture archetypes after implementation. Understanding these individual IT 

culture archetypes (supportive, confused and resistant culture) are important because 

organisations could provide strategies to achieve successful ITRM implementation. 

Research on ITRM implementation at an individual level of culture is required to 

understand the values that an IT individual ascribes to ITRM frameworks. The 

argument for the re−interpretation of IT culture at an individual level is based on the 
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principle that an IT individual espouses a subset of ITRM-related values and 

assumptions. 

The next sections of the study further develop these IT individual interpretations and 

perceptions to participate with ITRM through qualitative methods, exploring the 

relationship between the identified IT culture and factors and contextual conditions 

influencing implementation. In particular, the study analyses the emergence of three 

different individual IT culture, key factors and contextual conditions and influences 

on the ITRM implementation process. 

From my analysis of the literature, the thesis suggests organisations would benefit 

from using an ITRM framework, but the literature does not provide an understanding 

of how to implement an ITRM framework effectively. By understanding a person’s 

needs and motivations, the individual IT culture concept is vital to understanding how 

ITRM implementations can be managed.  To do so, the research needs to discover and 

understand the interaction between contextual conditions, IT individual attitudes, and 

attributes towards the ITRM scheme itself. The inductive approach enabled me to 

understand the processes of implementation to build a model. The following sections 

explain the components of implementation in more detail. 

6.4 Factors Influencing the Implementation of ITRM 

This section deals with the second research question concerned with identifying factors 

and contextual elements that affect successful implementation of ITRM.    

Research Question 2: What factors and contextual conditions 

influence the implementation process? 

As suggested by Miles and Huberman (1994) the researcher created a provisional ‘start 

list’ of codes prior to fieldwork (c.f. Appendix 4). Most of the initial coding categories 

are drawn from the conceptual framework, the list of questions, and key concepts the 

researcher brought to the study. Hence, the preliminary descriptive coding scheme 

developed in this thesis was divided into three broad categories: ITRM characteristics, 

implementation practices, and context. For each introduced element, cross case 

analysis using summed items of coded excerpts identify and then describe the effect 

of these prominent factors. The findings are applied to validate the constructs 

identified from the initial conceptual model in Chapter Three and to identify additional 

constructs that were deemed to be important in the context of ITRM implementation.  
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We present relevant comments from all cases in the next section. The findings were 

then applied to build a process model of ITRM implementation in the following 

chapter.   

6.4.1 Identified Factors and Contextual Conditions to ITRM Implementation 

• ITRM Characteristics  

An important aspect influencing successful ITRM implementation are their 

characteristics. We interviewed IT individuals and asked them to describe and explain 

these characteristics. From the transcripts, we identified a range of factors and coded 

them based on the coding scheme depicted in Table 5.2 (Chapter Five). We identified 

a range of these factors and contextual conditions that influenced individual attitudes 

towards participation in the implementation of ITRM. The seven most salient factors 

were: Effective reporting, Enhance individual awareness, Security scheme, Integration 

of framework with existing units, Standardisation of processes, Reliability of 

framework and Indispensability of scheme. The resulting set of categories and codes 

are listed in Table 6.2 that expresses how many of these factors and contextual 

conditions occurred in each case.       

Table 6.2 Impact of ITRM characteristics on ITRM implementation  

ITRM Characteristics 

Number of responses for each case 

case

1 

case 

2 

case 

3 

case

4 

case

5 

case

6 

case

7 

case

8 

case

9 
Total 

Effective reporting 

(ITC_REPORTING) 
2 2 1 2 0 2 3 2 2 16 

Enhance individual awareness 
(ITC_AWARENESS) 

2 0 1 5 0 1 3 1 2 15 

Indispensability of scheme 
(ITC_INDISPENSABILITY) 

2 1 2 1 2 1 2 2 1 14 

Integration of framework with 

existing units 

(ITC_INTEGRATION) 

3 1 1 1 0 2 3 1 1 13 

Standardisation of processes 
(ITC_STANDARD) 

3 0 1 3 1 1 2 0 1 12 

Reliability of framework 
(ITC_TRUST) 

3 0 1 1 0 2 1 2 2 12 

Security scheme (ITC_ 

SECURITY) 
1 1 1 2 1 1 1 2 1 11 

Incompatibility with existing 
units 

(ITC_INCOMPATIBILITY) 

2 1 1 0 1 0 1 1 1 8 

Complex and difficult to 

understand (ITC_COMPLEX) 
1 2 1 0 1 0 1 0 1 7 
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ITRM Characteristics 

Number of responses for each case 

case

1 

case 

2 

case 

3 

case

4 

case

5 

case

6 

case

7 

case

8 

case

9 
Total 

Lack flexibility 

(ITC_FLEXIBILITY) 
1 2 0 0 1 1 0 1 0 6 

 

The most influential of ITRM characteristics is labelled effective reporting. An 

important issue across cases was the type of information that was processed for ITRM 

reporting. Depending on the various individual needs, this information needs to be 

collected differently to be helpful in daily operations. Reporting on implementation of 

ITRM will normally be done by a special person who has the responsibility for 

implementation− risk manager. Reporting on ITRM implementation should be filed 

and used in regular reviews of procedures. One of IT manager in case 6 illustrates the 

importance of effective reporting system for ITRM implementation: 

Here, the most popular argument is keeping updated management: 

when we need to make some changes in critical times, he will act 

quickly. It also is useful for predicting events and also pull out 

documents when needed. 

Organisations need to assemble standard reports on a regular basis. That reports are 

formalized, presented to IT individuals and archived. The IT manager reviews and 

approves or refines this process to ensure that resources required for implementation 

are allocated.  

An IT manager in case 7 said:  

Generally, we have my rules of the game and staff should follow 

them. No tolerance. Okay, we have a rule to force staff to report 

their tasks, think about them closely, etc., but of course, we always 

support them to do the best. We can improve daily operations. We 

provide some experiences and solutions to improve their reports.  

IT manager is more likely to provide feedback on organisational reports and be 

involved in implementation of decision making.  

Another major ITRM characteristics element was enhance individual understanding 

through awareness and communication. Individual awareness about ITRM, its 

potential benefits and explanations about the properties of this framework was 

considered as a key factor influencing the way of individual perceive the effect of 

awareness on the ITRM implementation.  
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Case 6, commenting on individual reporting as:  

They don’t believed which it is an area in which they should 

invest…… they find it as a nice to have, but not as a must have…. . 

Also development of sophisticated system needs members to be 

innovative and to freely voice idea. (Operation IT group, Case 6)  

There are needs to have a regular and consistent communication on values and on 

processes that can be improved individual awareness about new technologies as ITRM. 

Communication is a stream of information transfers among employees to achieve 

awareness in terms of implementation of ITRM, with mainly emphases on continual 

interpersonal interactions. Communication facilitates to organisational and individual 

learning, social network, as well as improving implementations through individual 

correlation and cohesion.  

… Sometimes it’s frustrating like- it’s my information, I don’t like to 

share it. They believe that everything is confidential, the moment 

they were divided there is a lack of thought about the consequences 

of their actions. 

I think the best way to do that was to allocate a lot more time going 

to talk to members and justify the benefit of possessed knowledge to 

them so that takes a lot of time. (Operation IT group, Case 6) 

Good communication is usually described as some combination of being open, honest, 

participative or direct with others. Unlike, ineffective communication derive from an 

inappropriate culture and distrust in managerial behaviours. Thus, increasing 

individual understandings, having effective communication and enhancing 

organisational performance go hand in hand to achieve successful implementation of 

ITRM.  

In addition, some people (in case 2 and case 5) believe that the scheme is unreliable 

and inaccurate, so they are unwilling to participate with it. They complained that the 

scheme was incapable of performing accurate reports due to the time limitation and 

the scheme’s weaknesses and failings.  

To be honest, I don’t like unnecessary changes within my 

department. I wasn’t interested to use it because, it wasn’t working 

as I expected. It’s new to employee and managers as well, it has 

focused on minds and uncertainty can cause stressful situations. (IT 

manager, Case2) 
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Those IT members with confused culture are in striking contrast with people who 

welcomed introduction of it, in general, thereby it could meet their needs every day.  

For this organisation, it’s too difficult to involve mangers with a 

work attitude. Most of them don’t know about benefit and values of 

RM. We need something to encourage them. There is an information 

security system within organisation for doing things… so not 

interacting a lot between members. (Senior IT management, Case 5) 

Over the last several years, trust has become a central subject of study in organisations. 

This study defines trust system as Reliability of framework and Indispensability of 

scheme. It is impossible to participate in ITRM implementation without conceiving of 

trust among individuals.  

…. that some of them might have a different view on systems and 

that some people might trust them to give a sound opinion, we 

definitely need risk management, without a doubt it’s necessary. But 

there was an issue here and that’s the individual think about 

possible outcomes when providing a view. (Operation IT group, 

Case4) 

About this issue, we all know it’s a good way of decline 

uncertainness, but an argument can be made that routinely 

discussing risks would occur more readily in an environment of 

trust, openness, and free-flowing communication across the 

organisation. (IT manager, Case6) 

Indeed, employees must be assured that other individuals do not abuse their 

knowledge, knowledge sources are reliable as well as all organisations were dependent 

on the environment for survival, these characteristics made it indispensable to focus 

on implementation of new technologies (ITRM). Hence, the improvement of trust 

within organisations lead to encourage individuals to voluntarily share knowledge and 

ideas and participate readily and willingly. 

In my opinion, practice of communicating is considered effective in 

risk management if employees feel like to share their experience. 

Clearly, the influence of risk management was considered to provide 

additional confidence to participate. (Senior IT management, 

Case9) 

There was an issue here and that’s the individual think about 

possible consequences when submitting an idea. (Head of IT group, 

Case 7) 
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Some employees (e.g. in case 2 and 5) were unwilling to participate the scheme 

because of its complexity and difficulty to understand, the ITRM was at odds with the 

values attributed by the IT manager to the framework. They were unsure about ITRM 

and explained that they were confused how ITRM could meet their needs and be 

integrated into the organisational existing processes.  

I believe the RM has resulted in collaboration among members but 

often it’s not easy to make them involved. People aren’t able to get 

right information how it works, how it helps them how it could get 

them right reports. Anyway, we can’t ignore people who prefer to 

stay far of new systems. They have different thoughts and believes. 

(IT manager, Case 2)  

….as this comes with the system in place for mitigating risks. So 

depending on members, there might be a more traditional 

framework that overarches which can be more complex to involve 

with. In my opinion, this system provides a disconnection between 

the 2 worlds of traditional waterfall and modern methods. When 

there is a communication breakdown, this means there is some 

difficult to understand this system and managed effectively. (Senior 

IT management, Case 5) 

As commented by Case 9, the IT managers formed an interdisciplinary committee, 

consisting of representatives of the systems implementation to evaluate the systems 

available on the market. This committee chose ITRM framework as the standardised 

system best suited to the organisational needs. Initially, IT individual interpreted 

ITRM characteristics as consistent and integration with efficient organisational 

practices and security. 

People selected the COBIT framework in a positive IT group process. 

They saw it in operation, and they gave their approval (...). Everyone 

was in agreement... There was this framework that was known as the 

best (…). Best in terms of its integrity and security and how easy it 

was to integrate and security all our systems. (IT manager, Case9) 

In contrast in IT individual in Case1 reported:  

In the beginning (…) there were complaints about the inconsistency, 

because when everyone got on it at the same time, it was slow to get 

reports (...) it was more complicated. (Operation IT group, Case 1) 

A common theme among the non-participations was an incompatibility of the scheme 

with existing units. Some people (e.g. in case 2, 5) rejecting the scheme emphasised 
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that because they commonly employed trained people, the scheme’s requirement for 

implementations and monitoring on them wasn’t part of the organisational structure.  

It’s incompatible in this organisation because there was not much 

time for making changes. We couldn’t spend time to think how to fit 

the scheme with everything. We required a lot efforts and resources 

to make it. (Head of IT Group, Case5) 

That’s common issue here…. We have to find a way to protect 

ourselves, it doesn’t matter who else fails but it’s me and only 

me…… (Operation IT groups, Case 2)   

This concludes the cross-case analysis for the successful implementation of ITRM in 

relation of ITRM characteristics. We identified a range of these factors and contextual 

conditions that influenced individual attitudes towards participation in the 

implementation of ITRM. The seven most salient factors were: Effective reporting, 

Enhance individual awareness, Security scheme, Integration of framework with 

existing units, Standardisation of processes, Reliability of framework and 

Indispensability of scheme.  

The next section focuses on implementation practice themes by providing excerpts 

from nine organisations.  

• Implementation Practices 

A further important aspect influencing successful of ITRM implementation are the 

implementation practices. The interviews asked to explore fundamental practices of 

implementation based on individual’s needs and motivations to participate in ITRM 

implementation. Hence we could understand a range of these practices elements that 

influenced individual attitudes towards participating in implementation. The five most 

salient were: commitment and support of IT manager, need for training, tailoring 

system, assessing and reviewing and lastly allocating specific responsibility. The 

resulting set of categories and codes are listed in Table 6.3 that expresses how these 

factors and contextual conditions occurred in each case.     
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Table 6.3 Impact of implementation practices on ITRM implementation 

Implementation Practices 

Number of responses for each case 

case

1 

case 

2 

case 

3 

case

4 

case

5 

case

6 

case

7 

case

8 

case

9 
Total 

Tailoring system 
(IP_DEVELOPMENT) 

3 2 1 2 1 1 2 2 2 16 

Commitment and support of 

IT manager 

(IP_COMMITMENT) 

4 2 1 2 1 1 2 1 1 15 

The need for training 
(IP_TRAINING) 

3 1 2 1 2 1 1 1 1 13 

Assessing and reviewing the 

progress of actions 
(IP_ASSESSMENT) 

2 3 1 2 0 1 1 1 1 12 

Allocating specific 

responsibility (IP_ 

CHAMPION) 

2 0 1 1 0 2 1 2 2 11 

The time needed and cost for 
training (IP_TRANING) 

1 3 2 1 2 0 1 0 0 10 

Individual understanding 
regarding new concepts 

(IP_SENSMAKING) 

1 1 1 2 0 1 1 1 0 8 

 

A key factor was commitment and support of IT manager.  With its focus on the role 

of IT manager, the process achieves good implementation that allow informed decision 

making. IT managers are considered as valuable advisors who enhance organisational 

responsiveness. A comment by the IT manager in case 4, individuals will tend to 

participate in ITRM implementation schemes IT managers are supportive in improving 

daily operations: 

In my opinion ITRM is a moderator for improve performance, it’s 

our talent to make things easier, flow and help people to do it.  We 

will be a step behind and we should invest an awful lot of attempt, 

time and resources to solve this.  

The constant interaction and individual adoption rely on support IT managers. With 

IT managers focusing on rewarding elements and individual needs and motivations to 

participate in implementation, individual will see the benefit of ITRM scheme for 

improving daily operations. Another comment from the operations IT groups in case 

9, said having supportive IT manager regularly in the workplace was essential.     

We had guidance to help people here, I have been involved in work 

at all moments. We embed the process within department and are in 

charge of ensuring participation of members in this implementation. 
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A comment by IT manager by case 7, managers will tend to implement ITRM scheme 

due to highly risky environment. They are interested in improving operations with 

encouraging IT individual to adopt ITRM frameworks: 

Clearly, in the recent environment banks that benefit from "too big 

to fail" are paying a high cost for unexpected events. This has forced 

IT managers to become more active in encouraging all employees 

to participate in new schemes as risk management in IT 

departments. This can be resulted in more effective IT risk 

management.  

Many interviewees reported a lack of support at work, incentives, knowledge and what 

to do. According to these answers, there are many shades about meaning regarding 

these cultural problems. Some have misconceptions about the scheme, some simply 

refer to insufficient information about the scheme, while others want some facilitators 

of the manager and organisation. This is direct contrast with supportive cases who 

mostly had a clear understanding of the scheme through supportive managers.   

As reported in Section 6.3, case 1 and case 3 include who were confused of the benefits 

of the scheme and admitted lack of knowledge and lack of incentives were the reason 

for non-participation:      

They forced us to become more active in encouraging IT group to 

participate in this scheme. I feel a lack of motivation when I want to 

do, try to think about why I want to do it in this workplace. I think 

we need something to make us motivated to do things. (IT manager, 

Case1) 

As commented by operation IT group in case 3: 

I don’t know a lot about the system. I don’t know why we need it, we 

can do things without this system as usual. I want to know how it can 

help us to get professional reports.  

As commented by operation IT group in case 2: 

Managers forget, what they adopted and often they say- you never 

told me that one.., and there is no proof of what you said and how 

you said it. 

 

Our analysis further reveals the key role of the IT manager in implementation of ITRM. 

The IT manager appears to be in charge of providing facilitators to guide people in 

different ways. Considering the example of case 4 and case 7, the IT manager 

motivates people to participate in implementation through focuses on rewarding 
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elements. While in case 6 and case 8, the IT manager focuses on monitoring people 

and ensures timely and proper documentation. Hence, organisations require to balance 

the challenges by IT managers who perceive their duty as facilitating implementation 

of ITRM through motivating people and providing information and methodological 

support, but also exercise power to ensure ITRM continuity. 

It is most likely that the need for training was identified as one of main strategies to 

implement ITRM effectively. The introduction of new concepts will often require 

training. Training for implementation of ITRM needs to be carried out in the context 

of the organisation's overall training activities. 

We found that over time, the IT group’s systemic intervention had a profound impact 

on the three IT culture types (supportive, confused and resistant).  IT department 

exhibit features of two or more IT culture profiles during the implementation of ITRM, 

usually with one dominant profile. Therefore, these various culture profiles can change 

over time depending on facilitators (e.g. training) and interactions with other culture. 

So, the facilitators/tools such as training workshops can lead to changing IT culture 

within organisations. It is possible that over time, the supportive culture was cultivated 

to become the dominant IT culture of IT department, leading to a successful ITRM 

implementation. Individual with confused and resistant culture become more familiar 

with the framework, especially as they attend the training workshops conducting by 

experienced and skilled people of the IT department. These workshops encourage them 

to further involve with and understand the various functionalities of ITRM. Put 

differently, the confused or resistant members will realise that the framework can 

support they required and thus, move over to the supportive category.  

I found it simple and complex. The framework was not user friendly 

at all, it was not understandable to me so I complained about that. I 

did not know what they wanted to have with this framework. I 

attended the workshops and then I started to use it in a number of IT 

projects. I found it was making my job easier that is why I now have 

no problem. 

Unlike before once I disagree with it, I now appreciate the reliability 

of ITRM. So I have now adopted it and use it during the IT project 

plan. (Senior IT management, Case 4) 

The IT group can activate culture through the provision of training and modifications 

to the ITRM, facilitating the transition of IT individual from negatively inclined 
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cultural archetypes to the more positively inclined participation archetype. As 

commented by operation IT group in case 9: 

I found it helpful. We invested more time in training them, how to 

use it and how ITRM can promote accuracy in their tasks. After a 

while, we could see that they came back to us and said it’s not really 

complex or how can I get more information about that? That seems 

to help them and it’s really like a wavy motion, once you involve a 

group of them to use it, the framework gets further promoted by word 

of mouth. 

In the other words, training can be important to encourage IT individual to transition 

from initial negative IT culture to more positive supportive IT culture, ultimately 

resulting in a successful ITRM implementation.  

As a rule, the members have to take a special number of technical 

training every year for getting professional qualification, being an 

expert and rising to the hierarchical level above them….. . This 

organisation provides a specific process for transferring everything 

to individual as new members. (IT manager, Case 7) 

In contrast, there are some elements that affect participation in the ITRM 

implementations negatively, cited as the time needed and cost for training. The 

previous excerpts imply that to ensure a successful implementation there is a need to 

conduct training workshops. This leads on to the question of resources and investments 

required within an organisation to support this scheme. Resources can be considered 

as time spent in learning new concepts as ITRM and cost spent to hold the workshops.  

In my organisation, we have to train people or we have to have 

trained and skilled people. It’s compulsory. A lot of training has to 

be done. We can’t offer these serves. Of course, staff require on-

going training, particularly about technologies. It does take a lot of 

time and cost to get someone up to work. We didn’t know how to do 

it. (Head of IT group, Case3)    

The influence of the implementation factors can be labelled assessing and reviewing 

the progress of actions. IT managers are accountable for establishing a holistic ITRM 

within the organisation. They do so by providing methodological guidance and judging 

the quality of the implementation of ITRM conducted by employees. IT department 

employees support the ITRM implementation in their day-to-day work. IT managers 

embed the ITRM within the business processes and are the target audience of the 

information gathered during the ITRM implementation. IT managers are in charge of 



Chapter 6: The Case Findings 97 
 

ensuring participation of employees and their knowledge in the whole ITRM 

implementation.  

Sometimes we assess our team member through corresponding 

resources of information. Some of them are specific to the 

organisation, while others are not. Although something important 

happened that could affect our decisions, a member distributed the 

wrong information in organisational system and had someone else 

document this information accidently in our data base. (Head of IT 

group, Case 9) 

A socio-technical perspective in relation to ITRM implementation sees people using 

IT resources efficiency and effectively for formal ITRM implementation, whereas, an 

appropriate social environment makes organisations open to explicitly assessing 

ITRM. This climate allows organisations to be more effective and efficient in 

acquiring and assessing ITRM because it provides organisations with strategic 

advantages, such as greater flexibility and adaptability. Consequently, factor of 

assessing and reviewing the progress of actions will facilitate IT managers to analyse 

effective implementation.  

IT managers can either focus on forcing individual, which ensures proper assessment, 

or balance compulsory and support for individual which results in high quality ITRM 

implementation. 

This new concepts is seen as an additional burden. The ITRM forces 

you to change some routines. If it wouldn’t be compulsory on a 

regular basis, people would do it later or never. But since we force 

them to do, they often just comply and do what you are asked. (Head 

of IT group, Case6) 

As commented by some, factors of tailoring the system and system efficiency can 

considerably influence ITRM implementation. The IT department, which developed 

ITRM scheme had focused their energies on modifying and tailoring system. They 

developed the scheme to ensure that it was reliable and accurate to apply: 

When compared to other tools, ITRM system allows organisations 

to be more reliable during the execution of IT projects in their unit 

and we had worked to adjust it to other systems. (IT manager, 

Case8) 

IT Individuals pointed out that they had conceptualised ITRM as system efficiency, 

which could have high levels of integrity and reliability built into it. They explained 



   

Chapter 6: The Case Findings                                                                           98 
 

that integrity and reliability were particularly important for the development of ITRM 

and sensitive issues of a confidential nature.  

We tried to make some changes on the system according to the 

specific needs and resources of organisation. Usually the difficult 

thing is actioning risk mitigation, and when there are less risks, 

people tend to forget to manage it entirely. (Operation IT group, 

Case 9) 

Therefore, the IT group developed and tailored ITRM scheme to be a highly accurate 

system and felt that it would be a great choice for having a system efficiency. At this 

stage, the IT managers worked actively with a select people of IT group and conducted 

precisely tests on the implementation of scheme. As commented by IT manager in case 

6: 

After the carful modification and changes were done on ITRM, we 

believe in having most efficient system. We spent more time and 

costs in developing the system to use it and presenting IT members 

how ITRM can improve efficiency and accurate in their daily 

operations. (IT manager, Case6)  

Hence, they made some changes and adjustments to the scheme. IT managers began 

to conduct a series of modifications and tailoring to the ITRM scheme ensured which 

was an efficient system: 

After the test of the system, IT members have now mastered the 

system. In my opinion managers require to modify and then test the 

system with the IT group. The quality of the system that we retrieved 

is now very accurate. (Head of IT group, Case7) 

A majority of the IT people believe that the system was easier to apply and more 

reliable and accurate, following the development and tailoring process: 

With some change, we’ve got the system and it’s easier to use. It 

could reduce the time we spent to use the system. (Operation IT 

group, Case4) 

The ITRM is very efficient now. Modifications of the system is an 

important step during the implementation of the system, it would 

allow us to generate reliable and solid results in quick time. (IT 

manager, Case8) 

You are always addressing what is unknown and making this known. 

It helps teams communicate and understand what they need to do in 

order if something eventuates. It also helps piece of mind, as 
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uncertainty can cause stressful situations if not handled effectively. 

(Operation IT group, Case9)  

A further salient practice pointed for allocating specific responsibility for 

implementing ITRM. An ITRM scheme does not just implement itself – we need to 

establish a team. Different people within IT departments should be given responsibility 

for implementing different parts of the scheme. It should be clear to everyone who is 

responsible for each aspect of implementing the ITRM scheme. A comment by head 

of IT group in case 4 was typical of respondent’s remarks and emphasised selecting a 

person responsible for implementation:  

…. There is an old adage which goes "if it's everybody's 

responsibility, then it's nobody's responsibility". We need to have 

one person be given responsibility for implementing ITRM within 

each department. In this manual we refer to this person as the "risk 

manager". 

Therefore, when organisations are selecting a risk manager or a person responsible, 

‘quality is better than quantity’. A knowledgeable and experienced person of staff or a 

supportive manager who can motivate to people to do the work timely is generally a 

better choice than a less skilled and experienced person monitor people and able to 

devote more time to the work.  

A further influential element in implementation was individual common understand 

about new concepts. This is the process by which individuals interpret and give 

meaning to their collective experiences and knowledge. Organisations require to focus 

on the importance of insights into the retrospective aspects of having a common 

understand about ITRM, because the attention necessary for having a common 

understand about framework requires experience to pass before attention can take 

place. However, individual common understand about new concepts is considered a 

continual learning process that makes an inter-subjective sense of shared meaning 

through interactions in which individuals decide to negotiate and maintain a shared 

sense of meaning.  

However, individuals use resources and continual participation to implement through 

past and present temporal orientation and to provide context for proposed entities. At 

case 7, an IT manager refers to this as “agreement”: 

Agreement is important to convince individuals to participate in 

implementation. Why? Here at this firm the most popular argument 
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is to make functions easier. Although a traditional approach is 

explicitly helpful for laying out the patterns of relationships 

surrounding a project, it’s not able to pull out certain reports when 

needed. People could realise this problem and they agree to have a 

more convenient method to make work easier.  

As reported by senior management in case 9: 

…. I think the way things work does have a common understand 

about it. Maybe not much in this department but it happened 

sometimes. In general, it might permeate to other area and    

influences people. 

As a result, the requirements for qualified staff, combined with creating motivations 

and awareness for implementing new technologies as ITRM that came with having a 

supportive IT manager who the organisation required during implementation. 

This concludes the cross-case analysis for the successful implementation of ITRM in 

relation of implementation practices theme. We identified a range of these factors and 

contextual conditions that influenced individual attitudes towards participation in the 

implementation of ITRM. The five most salient were: commitment and support of IT 

manager, need for training, tailoring system, assessing and reviewing and allocating 

specific responsibility. The next section focuses on context theme by providing replies 

from nine organisations.  

• Context 

A further important element for participating in ITRM implementation in IT 

department is context. The interview asked IT department to explore context factors to 

facilitate the implementation of ITRM. Hence, we could understand a range of these 

context elements that influenced individual attitudes towards participating in 

implementation. The three most salient were the need to review past events, power to 

make decisions and incentives for ITRM initiatives. The resulting set of categories and 

codes are listed in Table 6.4 that expresses how these factors and contextual conditions 

occurred in each case.       
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Table 6.4 Impact of context elements on ITRM implementation 

Context Number of responses for each case 

case

1 

case 

2 

case 

3 

case

4 

case

5 

case

6 

case

7 

case

8 

case

9 

Total 

The need to review past 
events (C_REVIEW) 

1 2 3 2 1 2 2 2 1 16 

Power to make decisions  

(C_POWER) 
4 3 2 3 1 2 1 2 0 15 

Incentives for ITRM 
initiatives (C_ 

MOTIVATION) 

3 2 1 2 0 3 1 1 1 14 

Knowledge sourced from all 

personnel  

(C_ KNOWLEDGE) 

3 2 1 2 0 1 1 1 1 12 

Type and size of organisation 
(C_TYPE) 

2 1 1 2 0 1 1 1 0 9 

 

As reported above, the most influential of these factors can be labelled the need to 

review past events. Accumulated knowledge and information from previous 

implementations can facilitate IT managers, thereby can be basically useful in 

identification of critical events.  

It should be a wonderful idea to ask for developers’ feedback on 

systems, so it can be considered as learning opportunities from their 

experiences. (Head of IT group, Case4) 

Indeed, the accessible knowledge and information about what actually happened on 

past events, when available and verified during the planning, may provide helpful 

knowledge and information for future and ongoing schemes. In essence, use of IT 

group’s knowledge can potentially reduce uncertainty and risky situations in 

implementation. Past records are considered as valuable source for planning, time and 

cost estimation.  

It’s clear, that the present is formed from a past, I mean that the 

previous events have left their traces on the current one. Documents 

and reports can help us to implement it. (Operations IT groups, Case 

6) 

Therefore, the successful implementation of ITRM will facilitate organisations to save 

cost, time, resources, avoiding frequent mistakes via learning from past experience and 

in general value creation. 

A further key implementation issue among the IT individual, at the time of interview, 

was power to make decisions. As pointed out by IT manager in case 8: 
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It’s not a big deal to do really good ITRM within organisations, but 

if staff have the feeling that management doesn’t really care, it won’t 

work. The bottom-up reporting can gradually get worse. People 

have lost if management doesn’t care.  

As pointed out by IT manager in case 7, most of the members believed that 

professional bureaucracy structure in organisations can be influenced individual 

participation in implementation.     

As an IT manger, part of my job to be able to give a good quality 

service is to know everything, often members aren’t interested and 

said: why do you want to know this?  

The interview asked IT individuals to explore individual needs and motivations to 

participate in ITRM implementation. Incentive for RM initiatives that is motivation of 

individuals can impact the perceived effectiveness of ITRM implementation. Many 

practitioners have recognised reward systems and motivation as effective factors on 

implementations. People tend to resist the implementation of new technologies, when 

there is no reward and motivation for them. Thus, motivations or reward system have 

to integrate into culture to better encourage individual to adopt systems.  

When I need some information- they don’t like to answer and said, I 

am sorry I don’t have time for this, I respect them but then I realize 

it’s not time, it’s like…..  . (Operation IT group, Case7)  

The reward system in the organisation, not only simply monetary rewards, this system 

is related to rewards such as recognition and approval, which can be more effective 

mostly than money. Recognition for doing the right thing by managers or colleagues, 

can be more effective in forming behaviour than an annual award. Hence, increasing 

recognition can facilitate ITRM implementation within organisations.  

Sometimes we asked people to send their opinions about developing 

this framework, it gives them a wonderful feeling that their 

experiences can be beneficial. We listen to people and we often 

implement everything that we should consider based on their needs 

and worries.  (Head of IT group, Case6) 

As commented by an IT manager in case 2, the IT group believed that professional 

bureaucracy structure as outside experts on decision making teams within 

organisations can be influenced individual participation in implementation negatively.        

It took time for staff to understand RM. We need some training to 

inform the long-term benefits will be understood in the future. The 
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benefits of this framework are less perceived at the moment. (IT 

managers, Case 2) 

A further influential contextual factor in implementation was knowledge sourced from 

all personnel. As commented by some IT individuals the outcomes of ITRM 

implementation are expected to benefit practitioners and researchers through exploring 

an appropriate culture that can facilitate stakeholders to share their knowledge from an 

IT project to another. Thus, stakeholders can identify IT risks and reduce its impact 

for achieving desirable results and high organisational performance. However, 

processes like ITRM that are designed based on knowledge sharing culture way 

support organisational members through flexible guidelines that communicate best 

practices and empower them in resolving surprises and crises during process 

execution.  

The effectiveness of ITRM process implementation is commonly recognised as an 

organisational learning process, because organisations implementing ITRM not only 

need to acquire IT risk-related knowledge or experiences, but also require employees 

to internalize these lessons. When an organisation has a poor learning ability, 

employees require excessive amounts of time to acquire new knowledge. Employees 

may repeat mistakes and perform rework in implementing processes because of their 

inability to apply and tailor the obtained knowledge. 

Knowledge sharing can be regarded as a specific organisational learning process that 

concerns an organisation’s relation with tacit knowledge for learning, implementing, 

and disseminating tacit IT risk-related knowledge internally to improve, and mitigating 

IT risks. In the context of the effectiveness of ITRM implementation, knowledge 

sharing helps organisations target and absorb tacit IT risk-related knowledge, and 

deploy this knowledge in their processes, routines, and operations. Moreover, 

knowledge sharing makes organisations flexibly and adaptively receptive to IT risk-

related knowledge and facilitates the use of this knowledge to reduce financial loss, 

safety violations, increase efficiency. Accordingly, context factor of knowledge 

sourced from all personnel is helpful in understanding successful implementation of 

ITRM. The different characteristics of culture may have favourable or unfavourable 

effects on an organisation’s mechanisms for gaining and using tacit knowledge.  
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We believe, we’ll do the right implementations based on both 

experience and learning. You already require to know how to do 

that, if you don’t, well you come and learn. (Operation IT group, 

Case8) 

Therefore, the relationship between knowledge sharing and effective ITRM is likely 

to be influenced by culture. In relation to ITRM implementation, knowledge sharing 

culture makes organisations open to flexibly identifying, acquiring, and sharing 

valuable IT risk-related knowledge in order to reuse and reprocess their knowledge 

bases to mitigate risks. 

Although we believe this framework can be beneficial for us, we still 

will require to ask for feedback and thoughts on that, members can 

freely express their idea and share their experiences and thoughts.  

(IT manager, Case 4)   

As reported before, the ITRM scheme does not just implement itself – we need to 

allocate a specific person for ITRM implementation. In essence, different people 

within IT department should be given responsibility for implementing different parts 

of the scheme. As commented by senior IT management in case 2, the idea of having 

a person responsible for implementing depends on size of organisation:  

There was an issue here and that’s in smaller to medium sized 

organisations, the risk manager will no doubt have many other 

responsibilities. Very large organisations may have someone whose 

sole or main responsibility is implementation. 

As reported by operation IT group in case 1:  

Anyway, I believe staff members generally have a better knowledge 

of the day to day functioning of the organisation than do 

management members. The management members prefer to do the 

legal and ethical responsibility for implementing. (Case 1)  

This concludes the cross-case analysis for the successful implementation of ITRM in 

relation of context. We identified a range of factors and contextual conditions that 

influenced individual attitudes towards the implementation of ITRM. The five most 

salient were: the need to review past events, power to make decisions and incentives 

for ITRM initiatives.  

The next section focuses on the findings of RQ1 and RQ2 by providing a summary of 

the qualitative analysis involving key factors and contextual conditions.    
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6.5 Conclusion 

This section concludes the analysis for research questions one and two by presenting 

an overall assessment of the implementation scenario.  

Table 6.5 summarises the qualitative analysis of the key factors and contextual 

conditions surrounding each case with a focus on three individual IT culture 

(supportive, confused and resistant). The first column of Table 6.5 identifies the 

various elements found to have significant influence on the successful implementation 

of ITRM. Research on ITRM implementation at an individual level of culture is 

required to understand the values that an IT individual ascribes to ITRM frameworks. 

Hence, the findings focused on an individual IT culture perspective (IT individuals’ 

reactions) and the role of ITRM as an IT artefact to explore what individual IT culture 

can be identified during its implementation (factors supporting and impeding 

implementation). Understanding these individual IT culture archetypes can facilitate 

managers to provide strategies to achieve successful ITRM implementation.  

These IT individual interpretations and perceptions influence participation and non-

participation with ITRM through exploring the relationship between the identified IT 

culture and factors and contextual conditions influencing implementation. In 

particular, the study identified the factors supporting and impeding implementation 

based on IT interviewees responses as representative of three different individual IT 

culture: supportive, confused and resistant. The second and third columns of Table 6.5 

classifies the key factors and contextual conditions in terms of three identified IT 

culture.  

Evidence reveals a number of significant conditions involved in participation 

(supportive culture) or those that influenced non-participation (confused and resistant 

culture). Indeed, Table 6.5 suggests that several negative conditions were encountered 

in the participation process, impeding participation. Similarly, Table 6.5 shows 

qualitative evidence of the presence of a number of supportive factors that influenced 

positively ITRM implementation. Explanations are provided in the next chapter as to 

how these factors and contextual conditions interact to ensure a successful 

implementation.    
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Table 6.5 Key factors and contextual conditions influencing ITRM implementation 

Elements 

 

 

Identified Individual IT Culture 

Supportive Culture Confused and Resistant Culture 

Factors supporting implementation 

(+) 

Factors impeding implementation 

(-) 

ITRM 

characteristics 

Effective reporting  

Enhance individual awareness Cost of involvement for updating 

framework 

Security scheme  

Integration of framework with 

existing units 

 

Standardisation of processes  

Reliability of framework Individual unwillingness towards 

involvement 

Indispensability of scheme Complex and difficult to understand 

Implementation 

practices 

Commitment and support of IT 

manager 

Little or no supporting activities and 

follow up from managers 

The need for training The time needed and cost for training 

Tailoring system Doesn’t fit with organisational 
processes 

Assessing and reviewing  

Allocating specific responsibility Type and size of organisation 

Context The need to review past events  

Incentive for RM initiatives There is no benefit from managers 

Power to make decisions Outside experts on decision making 
teams 

Knowledge sourced from all 

personnel 

Lacks knowledge about ITRM 

 Incompatibility with existing units 
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Chapter 7: A Process Model of ITRM 

Implementation 

7.1 Foreword  

This chapter presents an inductive model of the ITRM implementation process. 

Chapter Six focused on identifying different individual IT culture, and the factors and 

contextual elements that influence ITRM implementation within IT departments. This 

thesis conceptualises IT culture at the individual level from the complexity of 

individuals’ actions and behaviours towards implementation. Hence, the study 

analysed the factors and contextual elements (RQ2) based on IT individuals’ needs, 

motivations, beliefs and perceptions (RQ1) as IT individuals and their managers 

combine work practices to achieve a successful ITRM implementation. 

In terms of the remaining research questions, this chapter presents cross-case analysis 

identifying different implementation phases in answer to the following research 

questions: 

Research Question 3: What are the processes IT managers go 

through when implementing ITRM within IT departments? 

Research Question 4: How can these ITRM processes be depicted in 

a model? 

The cross-case analysis phase found five sub-processes associated with 

implementation that occur in a recursive manner. These sub-processes are labelled: 

phase 1 (research and planning), phase 2 (design), phase 3 (deployment), phase 4 

(improvement) and phase 5 (evaluation) respectively. As all phases are interconnected, 

the findings suggest the deployment, improvement and evaluation phase are a 

continual and iterative process and occur at all stages of implementation.  

The chapter commences by describing the structure of the ITRM process including 

elements identified from empirical data. The following section then builds a grounded 

process model of ITRM implementation that emerges from cross-case analysis of the 

data. The findings reveal that a comprehensive representation of the overall process is 

as a set of interconnecting and recursive processes. Finally, this chapter concludes with 

a summary of the research findings. 
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7.2 The Structure of ITRM Implementation 

In order to streamline the cross-case data analysis process and still obtain relevant 

information, a table highlighting critical incidents and a time line were developed. The 

objective was to identify the critical events that took place during implementation to 

preserve chronology and illuminate the processes occurring. A critical incident time 

line is developed for each participating case and is chronologically arranged as a series 

of events involving IT departments during the implementation process. The timelines 

were built primarily from the responses given to interview questions 15 and 16. The 

thesis documented all time lines and critical events involving all nine case studies and 

has summarised the findings in Appendix 5.  

The first critical incident question (question 15: Describe the sequence of events that 

took place during the implementation of the IT risk management framework, up until 

now) was designed to achieve data about the issues influencing ITRM implementation 

within their IT department.  

As commented by an IT manager in case 4, the implementation process commenced 

with planning and designing policies and concluding with modification and evaluation.  

First of all, the team leader is responsible to make sure that all 

possible documents such as risk management policies, guidelines, 

procedures and templates are collected and disseminated amongst 

team members. He would ask them to review required policies and 

documentations and be prepared for the risk planning meeting in 

advance. So, we can start with short term initiatives with limited 

scope to examine the planning and then incrementally approach 

mid-term and long term plans. We also evaluate the performance of 

IT risk initiatives through some measures drafted in the planning 

and modified in our weekly meetings. 

The IT manager appears to be in charge of providing facilitators to guide people in 

different ways. As commented in case 9, IT managers motivate people to participate 

in implementation through a focus on training workshops to help them through 

monitoring their tasks and to ensure timely and proper documentation.  

We had guidance to help employees here, we did discuss how to 

implement this scheme. We invited members to learn it through 

running workshops and tell them about benefits. We started to 

monitor them. Although we should follow policies and rules, we need 

to know employees’ idea. This can result in more effective 

implementation (IT manager, Case 9). 
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As commented by head of IT group in case 5, implementation of an ITRM can be 

facilitated by promoting a risk-aware culture within their organisation. The 

organisation considers ITRM framework in their structure, although some IT managers 

feel an increased sense of stress in needing to comply with this framework. They 

consider a new technology as ITRM at their departments as an unfair burden on them 

as both timely and costly.  

We do not necessarily follow any prescribed framework or standard 

to manage risks in our organisation. What we have done is taking 

the best practices that worked in similar situations and modified 

them to suits our needs. So, I can tell you that our current risk 

management practice is a mix of various methods and platforms, 

customised and implemented based on our organisational structure 

and people contributions. 

An IT individual in the operations group thought that reviewing reports and documents 

during implementation was important. Previous practice, experiences and   knowledge 

sourced from all personnel of the organisations in developing risk-related knowledge, 

improving and evaluating implementation can also influence success of the current 

practice. Hence, the thesis considers deployment (such as ITRM culture, inclusiveness, 

socio-emotional consequences and transparency) phases during implementation.  

IT manager is responsible for gathering relevant information that 

helps team to implement a sophisticated risk management system in 

our department. We usually refer to previous experience and lessons 

learn to deal with issues and risks in our weekly meeting. IT 

manager facilitates the meetings and distribute documents and 

information between team members with agenda and before team 

meetings. (Operation IT group, Case 9) 

Sometimes it’s not easy to find people with a work attitude in an 

appropriate atmosphere. People like to have helpful managers who 

make things easier and encourage them. (Head of IT group, Case3)    

As commented by an IT manager, it is impossible to participate in ITRM 

implementation without conceiving of trust among individuals and creating an 

appropriate culture in advance. 

About this issue, we all know it’s a good way of decreasing 

uncertainty, but an argument can be made that routinely discussing 

risks would occur more readily in an environment of trust, openness, 

and free-flowing communication across the organisation. (IT 

manager, Case 6) 
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An IT manager in case 1 suggested that after the tailoring and modifying process, it is 

essential to evaluate how the change is working and adjust planning and design phases. 

Sometimes we need to do these changes through agile approach, which is based on 

iterative and incremental practices. Thus, this approach helps to get quicker results to 

fix problems and issues with the initial planning and design. Hence, evidence from the 

data suggests that a clear representation of the overall process is as a set of recursive 

processes.  

I reckon a successful risk manager must be a pragmatic professional 

which embrace his or her intuitions and collaborate with other 

managers and team members to proactively plan and response to 

occurred risks and issues. I do not believe that spending so much 

time on planning and finding strategies for every possible risk will 

work. I like agile methods such as Scrum, which emphasizes 

adaptability, flexibility and responsiveness, we need to adopt an 

agile risk management framework in such a volatile, dynamic and 

complex business world. There are lots of threats and opportunities 

out there that cannot be tackled or embraced by conventional risk 

management practices. (IT manager, Case 1) 

An IT manager in case 7 said that assessment of the quality of implementation and 

improvement of implementation process take place simultaneously. 

After assessing our team member’s work, we tried to make some 

changes to the system according to the individual needs and 

resources. Assessments and amendments are often done regularly to 

avoid mistakes.  

After the fundamental assessment and changes were done on the 

system, normally we need to review the scheme and rules. We spent 

more time and costs in developing the system to use it how system 

can improve operational efficiency. (IT manager, Case7)  

In the following paragraphs we define some connections, they examine how the 

contextual conditions and factors interact over time to produce an ITRM 

implementation. These connections clarify the sequence of events that are identified 

to design, development, and monitor implementation over time, while also providing 

insights into interconnections between sub-processes. 

The second critical incident question (question 16: What were the critical incidents 

in the sequence of events) was accompanied by a time line (Table 7.1 and Appendix 

5). This time line enabled the researcher to focus on the stages of the ITRM 
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implementation process. The participants were asked to identify and describe the 

process and sequence of events that took place during implementation. To help the 

participants reflect upon this stage, prompts of ‘early’, ‘middle’, ‘later’ and ‘now’ are 

added to the time line.  

The responses to this request regarding events tended to extract detailed descriptions 

of ‘early and middle processes’ (see Table 7.1). It seemed that in these organisations 

the implementation process was a rather formal process where top managers make 

decisions themselves without considering individual needs, their motivations or 

beliefs. In essence, the true nature of the “implementations” were difficult to identify, 

although as presented in Chapter Six and Seven, there seemed to need a combination 

of different individual interpretations at different organisational levels. When 

questioning IT individuals in all cases, it became clearer that different phases occur, 

and that there seemed to be a combination of facilitating factors intertwined over time 

that lead to a successful outcome.  

Table 7.1 Time Line – critical events that take place during the ITRM implementation 
process 

Early 
Activities required before 

the initiation of an 

implementation 

(ITC_STANDARD) 

A set of activities to 

analyse internal and 

external factors and 

identify strategic issues by 

IT managers (ITC_ 

SECURITY) 

Management efforts to 

implement ITRM scheme 

that are easy to 

understand 

(ITC_COMPLEX), by 

defining the purpose and 

allocating a champion 

(IP_ CHAMPION) 

Middle Provided mental readiness 

through creating 

motivation, awareness 

(ITC_AWARENESS)/ (C_ 

MOTIVATION)   

Management feels an 

increased sense of stress in 

needing to comply with an 

ITRM scheme (IP_ 

ATTITUTE) and an unfair 

burden on them, timely and 

costly (IP_PERCEPTION)  

There are different idea 

on scheme: a moral 

responsibility 

(ITC_TRUST) ,  

indispensability 

(ITC_INDISPENSABILI

TY) to comply with 

ITRM  

Later Management try to make 

things easier, flow and help 

people to do it 

(IP_DEVELOPMENT) 

and integration it with 

existing units 

(ITC_INTEGRATION) 

Management provide 

facilitators 

(IP_TRAINING) and 

judging the quality of the 

implementation supporting 

individual during the day-

to-day work 

(ITC_REPORTING)  

 

Now Updating the systems 

(IP_ASSESSMENT) 
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As reported in Chapter Five and Section 7.2, while timelines and time-ordered matrices 

are often thought of as a way of displaying time-related data, they are also a useful tool 

for analysing data. Creating a timeline or matrix can help to clarify key events and 

sequences. In this chapter, we provided a timeline including ‘early’, ‘middle’, ‘later’ 

and ‘now’ stages. The timelines were built primarily from the responses given to 

interview questions 15 to 18.  The timeline enables us to identify and describe the 

implementations and sequence of events that are made about the ITRM 

implementation process.  

Therefore, the analysis so far suggests ITRM implementation involves several 

interacting sub-processes, different in nature, that need to be distinguished from one 

another. The logic for this observation was based on an analysis and comparison of 

case studies and focusing on critical incident time lines.  

Combining the interpretations of IT individuals highlights that five sub-processes 

associated with implementation occur in a recursive manner. The initial cross-case 

analysis labelled these five sub-processes as phase 1 (research and planning), phase 2 

(design), phase 3 (deployment), phase 4 (improvement) and phase 5 (evaluation) 

respectively. The sub-processes are interconnecting because the developing ITRM and 

its assessment suggest after research planning and design of scheme.  

The following section explains a grounded process model of ITRM implementation in 

which elements of “repairing and accountability” and “assessment and sustainment” 

are not strictly sequential because they take place at least partly simultaneously. 

However, the deployment, improvement and evaluation phase is a continual and 

iterative process, and occurs at all stages of the process.  

The line of questioning (interview questions) pursuing a “sequence of events” concept 

led the researcher to a further key understanding concerning some core connections 

rather than focusing on the phases in isolation. The next section presents the process 

model in detail.  

7.3 The Process of Implementation 

Based on the analysis of the nine case studies within different organisations, this 

section presents the resulting research model that details the key constructs and 

connections identified, the critical incidents and timelines, as well as how the 
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contextual conditions and factors interact over time to produce an ITRM 

implementation.  

I defined each of these constructs and provide illustrative examples in the following 

paragraphs. However, rather than focusing on the constructs in isolation, my analysis 

supports the view that ITRM implementation process is dynamic and indicates a series 

of four core connections among them. Because the resulting model is structured in an 

order, the model highlights cross-sectional factors known as connections that introduce 

variability into the relationship outcomes. By adopting these connections, the thesis 

aims to clarify both the sequence of events that are used in planning, design, 

deployment, improvement and evaluation over time, while also providing insights into 

point-in-time connections that impact on implementation outcomes. 

These connections examine how the contextual conditions and factors interact over 

time to produce an ITRM implementation. In total, ten core sequence constructs were 

identified during our analysis:  

1. Research and understanding different standards   

2. Desired format and structure and define values  

3. Internal and external ITRM considerations  

4. Development of ITRM policy design  

5. ITRM culture, inclusiveness and support 

6. Socio-emotional consequences for IT individual  

7. Personality and compliance with ITRM 

8. ITRM accuracy, justice and transparency   

9. Repairing and accountability 

10. Assessment and sustainment  

 

By defining these connections, we aim to clarify the sequence of events that are 

identified to design, develop and monitor implementation over time, while also 

providing insight into interconnections between sub-processes. Table 7.2 presents the 

resulting key elements and identified connections. 

Phase 1:  

Research & Planning 

Phase 2:  

Design 

Phase 3:  

Deployment 

Phase 4: 

Improvement 

Phase 5:  

Evaluation 
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Table 7.2 Research framework connections 

Connection Descriptions, factors & contextual conditions 

C1: Influence on the ITRM policy and 

design characteristics of an ITRM 

implementation 

The influence of ITRM standards and guidelines; 

desired format and structure and define values; 

internal/external ITRM considerations on ITRM 

policy design.  

C2: Influence of ITRM policy and design 

on the organisation and individual 

The implications that a ITRM policy design has on 

both the organisation (i.e., inclusiveness and ITRM 

culture) and IT individual (i.e., socio-emotional well-

being) 

C3: Influence of organisation and 

individual on ITRM developments 

The influence of ITRM culture, inclusiveness and 

support; socioemotional consequences for IT 

individual; personality and compliance with ITRM; 

and ITRM accuracy, justice and transparency   

C4: Influences on successful ITRM 

implementation 

The impact that all factors and contextual conditions  

have on successful ITRM implementation 

 

7.3.1 Connection 1: Influence on the ITRM policy and design characteristics  

The first connection identified in the case data examines the influences on the ITRM 

policy and design characteristics of an ITRM implementation. Three factors emerged 

from our analysis, the first factor examines the role of “Research and understanding 

different standards and guidelines” in shaping how ITRM policies are put into place. 

A variety of options have been established to guide organisations on best-practice 

approaches to manage IT risk. For example, COBIT, describes a set of good practices 

for IT managers and considers IT culture as an enabler to help shape individual’s 

intentions and behaviours for achieving the effectiveness of ITRM implementation. So 

the researcher has identified COBIT as a holistic framework in the field of ITRM.  

People selected the COBIT framework in a positive IT group process. 

They saw it in operation, and they gave their approval (...). Everyone 

was in agreement... There was a framework that was known as the 

best (…). Best in terms of its integrity and security and how easy it 

was to integrate and security all our systems. (IT manager, Case9) 

Organisations of varying sizes and types can adopt one or more specific standards, 

including ISO 27000, COBIT 2019, and COSO 2004 in order to assistance with 

managing IT risk, according to generally accepted principles, and incorporating IT 

risk, creating value for their stakeholders through realising benefits at an optimal 

resource cost while optimising risk. Nevertheless, the COBIT can help to provide a 

standardized level of ITRM to organisations that can then be customized based on 

particular circumstances. In some cases, such framework is required by legal or 
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regulatory guidelines. Although such framework and guidance can be useful in 

advocating for the creation of ITRM policies, it can sometimes fall short of the 

specific, practical details that aid IT individual in actually tailoring, implementing, and 

understanding the ITRM. These frameworks provide step-by-step advice in designing 

ITRM scheme. Such an approach can aid organisations in understanding the most 

salient factors to consider when implementing an ITRM and suggests that significant 

customization of ITRM scheme is necessary to tailor a system to a particular 

organisation’s circumstances. 

The second factor that is viewed as influencing ITRM design and implementation is 

the consideration of a “desired format and structure and define values”. Distinct from 

the previous studies that consider ITRM process content from pre-existing tools, this 

consideration is instead driven by the aims and objectives of creating an ITRM 

implementation process that IT individuals are able to read and understand. Where IT 

managers struggle to understand the ITRM values, difficulties can arise during 

implementation.  

According to IT individuals’ interpretations, the three most salient of values ascribed 

to ITRM were: Reliable and accurate, Complicated, and Unreliable and inaccurate. 

ITRM schemes exist to create value for their stakeholders and organisations (ITGI, 

2008). Value creation means realising benefits at an optimal resource cost while 

optimising risk. Benefits can take many forms, e.g., financial for commercial 

enterprises or public service for government entities. 

It’s too difficult to involve mangers with a work attitude. Most of 

them don’t know about benefit and values of RM. We need something 

to encourage them. There is an information security system within 

organisation for doing things… so not interacting a lot between 

members. (Senior IT management, Case 5) 

The third factor influencing ITRM design and implementation is the role of “Internal 

and external ITRM considerations”. Research in this area considers the internal and 

external characteristics that influence ITRM design and implementation decisions. For 

instance, elements such as organisation type, size and power to make decisions are 

viewed as factors that drive ITRM policy creation.  

In the medium-sized organisations like us, managers don’t tend to 

have RM, because it costs money. Although, they’ll earn more 

money in long-term. (Operation IT group, Case 3)  
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This new technology is seen as an additional burden. The ITRM 

forces you to change some routines. If it wouldn’t be compulsory on 

a regular basis, people would do it later or never. But since we force 

them to do, they often just comply and do what they are asked. (Head 

of IT group, Case 6) 

In sum, many interviewees reported that research planning and policy design are 

important functions describing effective key questions of how, where and when the 

objectives can be realized. Research planning and policy design serve as an initial 

guidance for IT managers. Management apply this guidance (research planning and 

policy design) to evaluate of the available resources, unexpected events (risks) and the 

challenges that they encounter while reaching their objectives. 

7.3.2 Connection 2: Influence of ITRM policy and design on the organisation and 

individual 

The second connection in our research examines the impact that an implemented 

ITRM policy design has on the organisation and its IT individuals. Two factors 

emerged from our analysis: “ITRM culture, inclusiveness and support” and “socio-

emotional consequences for IT individual”. The first factor considers how the 

implementation of an ITRM influences broadly held beliefs and values related to 

ITRM within an IT department. Individual awareness about ITRM, its potential 

benefits and explanations about the properties of this framework was considered as a 

key factor influencing perceived effect of the ITRM implementation.   

IT individuals considered regular and consistent communication such as meetings 

improved individual awareness about new technologies such as ITRM. 

Communication is a stream of information transfers among employees to achieve 

awareness in terms of implementation of ITRM, with an emphasis on continual 

interpersonal interactions. Communication facilitates to organisational and individual 

learning, social network, as well as improving implementations through individual 

correlation and cohesion.  

About this issue, we all know it’s a good way of reducing uncertainty 

but an argument can be made that routinely discussing risks would 

occur more readily in an environment of trust, openness, and free-

flowing communication across the organisation. (IT manager, 

Case6) 

ITRM awareness generally refers to the values and attitudes that IT individual hold 

regarding ITRM information practices (Jaeger, 2018), while ITRM culture is 
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commonly framed in terms of the shared assumptions, values, and beliefs held by a 

group of IT individuals (Jaeger, 2018). Although the implementation of an ITRM that 

specifies acceptable behaviours and provides specific guidelines for operational 

activities should be clearly communicated to IT individual (in order to inform them of 

the importance of ITRM), past research highlights disconnect between ITRM policy 

implementation and employee awareness and motivation (inclusiveness) of ITRM 

system (Jaeger, 2018). This view suggests that ITRM implementation is only one 

component of a larger initiative necessary to cultivate awareness, motivation and 

develop a RM-oriented culture. Such additional activities can include extensive 

training and development programs and the establishment of strong top management 

support.  

It’s new to members and it’s the first time we have done it. I think 

managers require to use resources for enhancing the employee’s 

understanding of it and after that, it may improve performance. So 

we are able to perceive that how we are going to improve and to 

grow. (Head of IT group, Case 4) 

They forced us to become more active in encouraging IT group to 

participate in this scheme. I feel a lack of motivation when I want to 

do, try to think about why I want to do it in this workplace. I think 

we need something to make us motivated to do things. (IT manager, 

Case1) 

In my opinion ITRM is a moderator for improve performance, it’s 

our talent to make things easier, flow and help people to do it.  We 

will be a step behind and we should invest an awful lot of attempt, 

time and resources to solve this.  

Therefore, differences across IT individual groups can also lead to distinctions in 

ITRM policy awareness and culture. For example, Chen et al., (2019) found that 

remote employees are less aware of RM policy elements compared to onsite IT 

individual employee due to lower levels of managerial oversight and situational 

support. As a result, the requirements for qualified employees, combined with creating 

motivations and awareness for implementing new technologies as ITRM that came 

with having a supportive IT manager who the organisation required during 

implementation. 

The second factor considers the impact that the implementation of an ITRM has on 

the socio-emotional well-being of IT individuals. Management consider how an ITRM 
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scheme can shape IT individuals’ feelings such as trust and motivation. This thesis 

identified that managerial actions can bring about either positive consequences for IT 

people, such as perceptions of satisfaction, but can also lead to negative consequences, 

such as stress and intentions to leave their job. Within the context of ITRM, the 

approach used to implement an ITRM has been identified to influence the social and 

emotional consequences for IT individual.  

…. that some of them might have a different view on systems and 

that some people might trust them to give a sound opinion, we 

definitely need risk management, without a doubt it’s necessary. But 

there was an issue here and that’s how individuals think about 

possible outcomes. (Operation IT group, Case4) 

In sum, where compliance with ITRM is perceived to be compulsory, IT individuals 

are more likely to participate; however, compulsion can lead to feelings of suppression 

and a lack of fairness. To create a positive implementation, past research suggests that 

ITRM implementation be viewed as truthful, clear, and equitable (Kummer et al., 

2014). 

7.3.3 Connection 3: Influence of organisation and individual on ITRM 

developments 

The third connection considers the influences on ITRM development. This category 

of research identified two factors “repairing and accountability” and “assessment and 

sustainment”. IT departments, which developed the ITRM scheme, had focused their 

energies on modifying and tailoring the framework. Repairing refers to the 

development process where additional training and modifications to the framework are 

provided. The repairing phase identified “developing understanding” through 

allocating specific responsibilities and training issues.  An important issue across cases 

was the type of information that was processed for ITRM “reporting”. Reporting on 

the implementation of ITRM would normally be done by a staff member who has the 

responsibility for “assessment”. Reports on ITRM implementation were being filed 

and used in regular reviews of procedures. These reports are formalized, presented to 

IT managers and then archived. The formal reports are presented to managers on a 

regular basis at board meetings to ensure continuity, acknowledgement and a precise 

assessment. IT managers review and approve or tailor this process to insure that 

resources required for implementation are allocated. 
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It could be a great idea to ask for individuals’ feedback on 

framework, so it can be considered as learning opportunities. Some 

people have little motivation to adopt because it wasn’t tested well 

enough! It is very efficient now − the framework now allows us to 

produce reliable results in quick time. (IT manager, Case 4) 

Here, the most popular argument is keeping management updated. 

When we need to make some changes in critical times, he will act 

quickly. It also is useful for predicting events and to pull-out 

documents when needed. (IT manager, Case 6) 

Sustainment is about continuing the implementation and supports ongoing 

management activity. Sustainment is a process of developing reassessment and 

updating the framework during implementation. Because of the effectiveness of ITRM 

implementation, the focus for many IT individuals then moved from supporting and 

evaluating onto monitoring. The focus moved from ‘repairing and accountability 

elements’ onto ‘sustainment element’ that related to auditing, capture and continuous 

re-evaluation. 

Here, the most popular argument is keeping updated management: 

when we need to make some changes in critical times, he will act 

quickly. It also is useful for predicting events and also pull out 

documents when needed. (IT manager, Case 6) 

This thesis posits that ITRM culture, inclusiveness, and support includes the 

organisational and managerial characteristics that drive IT individual’s compliance 

with an ITRM scheme. A series of characteristics are examined in the literature that 

are shown to have a positive connection with ITRM scheme compliance, including 

organisational values, climate, and norms as well as ITRM training, awareness, and 

visibility. Socio−emotional consequences of the ITRM implementation examine how 

the impact of policies can contribute to ITRM compliance.  

“Personality and compliance with ITRM” encompass the inherent IT individual 

characteristics associated with ITRM compliance. The cultural perspective in this 

factor derives from the rationality-based view of human behaviour, such as ITRM 

compliance being driven by a cognitive evaluation of its costs and benefits, along with 

other relatively stable ITRM-related attitudes, values and beliefs. In fact it refers to the 

process by which IT managers come to support IT individuals during implementation. 

Leadership commitment are considered as valuable issues who enhance 

responsiveness. People will tend to participate in implementation when they find 



   

Chapter 7: A Process Model of ITRM Implementation                                                           120 
 

managers as supportive and interested in improving daily operations. Managers will 

be able to influence culture through increased awareness and incentives, facilitating 

the transition of individuals from a negatively inclined culture to the more positively 

inclined participative culture. IT individual must be assured that other individuals do 

not abuse their knowledge and knowledge sources are reliable and credible. Hence, the 

improvement of transparency and subjective issues lead to encourage individuals to 

voluntarily share knowledge and ideas and participate readily and willingly. 

…. There is an adage which goes like this "if it's everybody's 

responsibility, then it's nobody's responsibility". We need to have 

one person be given responsibility for implementing IT-RM within 

each department. In this manual we refer to this person as the "risk 

manager". (Head of IT group, Case 4) 

The findings from this research suggest that personality and compliance with ITRM 

have a link to ITRM compliance and a link to other constructs such as attitude. “ITRM 

accuracy, justice and transparency” consider how compliance is driven by IT 

individual perceptions and believes of the ITRM itself. This collection of factors is 

distinct from “personality and compliance with ITRM” in that it focuses on the 

fundamental ITRM characteristics that influence IT individual compliance, rather than 

inherent traits of the IT individual themselves.  

In my opinion ITRM is a moderator for improve performance, it’s 

our talent to make things easier, flow and help people to do it.  We 

will be a step behind and we should invest an awful lot of attempt, 

time and resources to solve this. (IT manager, Case 4) 

In sum, many interviewees again reported that the assessment of implementation is 

defined as the type of information required for reporting. These reports are often 

generated for regular reviews of procedures as well as at board meetings to ensure 

continuity and precise evaluation of implementation success. Then senior managers 

provide methodological guidance for judging the quality of ITRM implementation 

conducted by IT individuals. Senior managers are therefore in charge of ensuring the 

participation of IT individuals and their knowledge of the entire ITRM implementation 

process. 
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7.3.4 Connection 4: Influences on successful ITRM implementation 

The fourth connection explores the extent to which policies and elements aid in 

achieving ITRM implementation, and how these factors, contextual conditions work 

together to produce a successful ITRM implementation.  

This thesis has explored and developed a process approach to researching ITRM 

implementation that facilitates an understanding and explanation of this socio-

technical phenomenon. In this regard, the present study goes beyond previous research 

by developing a set of theoretical propositions regarding the dynamic nature of ITRM 

implementation. Figure 7.1 presents the all factors, contextual conditions and 

connections that synthesize our ITRM implementation process theory. The five phases 

are essential to explaining the process of ITRM implementation. 
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Figure 7.1 Phases in the ITRM implementation process
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Based on the analysis  of the data collected, Table 7.3 presents the resulting research 

framework detailing the key constructs, as well as the phases identified during 

implementation. Combining the interpretations of IT individuals’ highlighted 

clarification of sub-phases associated with implementation that apparently occur in a 

recursive manner.  

The cross-case analysis labelled these phases based on five sub−processes. The thesis 

defines each of these sub−processes and provides illustrative examples in Table 7.2 

and Figure 7.1. Empirical support for these phases came from a variety of data and 

interviewee interpretations expressed in Chapter Six and specifically Section 7.2.  

The descriptive titles of the identified sub−processes applying to each of these major 

phases were listed in Chapter Six and are described in this section for the purpose of 

modelling the implementation process. In Section 7.2, we identified the critical events 

that take place during implementation to preserve chronology and illuminate the 

processes and phases occurring.  

Table 7.3 summarises the qualitative analysis of the key factors and contextual 

conditions surrounding each case for building an ITRM implementation process 

model. The first column of the Table 7.3 identifies the key phases explored to have 

significant influence on the successful implementation of ITRM. The second and third 

columns classifies the key factors and contextual conditions in terms of three identified 

IT culture. 
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Table 7.3 Research framework constructs, definitions, and supporting codes 

Phases Construct Definition  Examples (Based on Timeline) Codes 
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Research & understanding 

different standards & 

guidelines   

The formal frameworks and security schemes 

that assists org. in managing risks. 

ISO 27000, COBIT2019, ITIL, COSO ITC_STANDARD 

 

ITC_ SECURITY 

Desired format & structure & 

define values 

The goals and objectives of a RM scheme, in 

terms of length, clarity, and level of detail. 

Management efforts to implement RM 

scheme that are easy to understand 

ITC_COMPLEX 

Internal & external ITRM 

considerations 

The internal and external factors that pose IT 

risks to an IT department. 

Organisation type, size, & power to make 

decisions 
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C_POWER 

P
h

a
se

 2
 

(D
e
si

g
n

) Development of ITRM policy 

design 

The actual design characteristics of the 
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behaviours, allocating a specific 
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ITRM culture, inclusiveness & 

support 

RM culture defined as values, beliefs, 

knowledge sourced from all personnel and 

promoting a risk-aware culture.  

RM inclusiveness refers to the awareness, 

incentive, and attitudes that IT individual hold 

in regards to participation in RM.  

Commitment and support of IT manager. 

The constant interaction and individual 

adoption rely on support IT managers.  
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An IT manager feels an increased sense of 
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technology as ITRM at his/her departments. 
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others believes that it’s an  indispensability of 

scheme 
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ITRM accuracy, justice & 
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IT individual’s own perceptions of the RM that 
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7.4 Conclusion  

In this chapter, the research analysed the concept of an ITRM implementation process 

in IT departments based on nine case studies. The thesis then developed a process 

model of ITRM implementation as a set of interconnecting and recursive processes. 

The model depicted in Figure 7.1 provides a simplified representation of the five main 

phases.  

The model-based on the research analysis suggests there is no distinct sequential ITRM 

implementation process. Rather ITRM implementation process involves ten 

interacting sub-processes occurring in five main phases which include:  

• Phase 1: Research and understanding different standards and guidelines, 

Desired format and structure and define values and Internal and external ITRM 

considerations.   

• Phase 2: Development of ITRM policy design.  

• Phase 3: ITRM culture, inclusiveness and support, Socio-emotional 

consequences for IT individual, Personality and compliance with ITRM, ITRM 

accuracy, justice and transparency.   

• Phase 4: Repairing and accountability  

• Phase 5: Assessment and sustainment.  

Rather than focusing on the constructs in isolation, our analysis supports the view that 

the ITRM implementation process is comprised of five main processes is, dynamic in 

nature and indicates a series of four core connections among them. These connections 

examine how the contextual conditions and factors interact over time to produce an 

ITRM implementation. The connections are: 

• C1: Influence on the ITRM policy and design characteristics of an ITRM 

implementation 

• C2: Influence of ITRM policy and design on the organisation and individual 

• C3: Influence of organisation and individual on ITRM developments 

• C4: Influences on successful ITRM implementation 
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Discussions are provided in the next chapter as to combine the findings of Chapter 

Seven with the ITRM and individual IT culture literature. Chapter Eight also reviews 

the contributions of the previous chapters, discusses a number of conceptual and 

methodological concepts when developing a process model, and then a set of 

theoretical propositions defining and explaining the ITRM implementation process is 

presented.     
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Chapter 8: Discussion and Conclusions 

8.1 Foreword 

This chapter integrates and revisits the contributions and continues the discussion by 

combining the findings of the research with the ITRM and individual IT culture 

literature. The chapter commences by reviewing the contributions of previous 

chapters, discusses the findings of the thesis when developing a process model of 

ITRM, and then develops a substantive theory (Gregor, 2006) involving a set of 

theoretical propositions. The chapter discusses the propositions by way of reference to 

the literature. It does so by returning to the literature to note consistencies with and 

departures from findings of earlier research. This process involves asking what it is 

similar to, what it contradicts, and why. The process of tying the theoretical 

propositions to exiting literature enhances the credibility and generalisability of theory 

building from case research. In the remaining sections implications of the findings, 

limitations of the study, future research directions, and an evaluation of the resulting 

theory is presented.  

8.2 Reviewing the Contributions of Previous Chapters 

In Chapter One, an initial basis was advanced conceptualising ITRM as a cultural 

process through which IT managers socially construct the meanings and purposes of 

their work activities. Existing ITRM studies about implementation have identified 

relevant factors, yet it was argued that research on the phenomenon now needs to be 

widened to develop a more comprehensive theory for the implementation of ITRM 

frameworks from a process perspective. This process perspective it was argued 

necessitated a focus on the dynamics of key factors and contextual elements that 

interact with IT individuals over time.  

In framing the research, the thesis also argued that ITRM can be conceptualised as a 

social technology meaning that it can be studied through a socio-technical perspective. 

The chapter then called for a broader study of the ITRM implementation issue in terms 

of interpretation, process and outcomes within IT departments. Based on this 

conceptualisation, several issues were identified within the current literature 

concerning the contextual and processual elements making an ITRM implementation 

successful. 
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It was also posited that existing research was limited in terms of only identifying 

factors yet not addressing the question of how these factors evolve and interact over 

time to implement ITRM successfully. In pursuit of these issues, four interrelated 

research questions were proposed providing the research focus. 

Research Question 1: What IT culture could be identified during 

the implementation of ITRM for the first time? 

Research Question 2: What factors and contextual conditions 

influence the implementation of ITRM? 

Research Question 3: What are the processes IT managers go 

through when implementing ITRM within IT departments? 

Research Question 4: How can these ITRM processes be 

depicted in a model? 

Chapter Two, after reviewing the literature on ITRM and related areas, concluded that 

most of the research on RM implementation generally has been of the ‘variance’ 

persuasion, carried out usually with a large sample of organisations and statistical 

analysis. These reviews resulted in a need to address of the following gaps in the 

literature: focusing on the interpretations and perceptions of IT individual members in 

implementation, exploring the key factors and contextual conditions impacting the 

successful implementation of ITRM, and developing a process model of ITRM 

implementation. In addition to highlighting the gaps within the literature, this chapter 

reviewed topics such as individual IT culture and IT artefacts ─ fundamental concepts 

used in subsequent chapters. 

Chapter Three advanced a tentative framework for understanding relationships 

between ITRM, individual IT culture and IT artefacts. The literature conceptualised 

how the problem of ITRM implementation can be understood in process terms. The 

main outcome of this chapter was a conceptual model comprising constructs later used 

as a starting point for the empirical work. The conceptual model suggests that 

successful implementation can be understood when we combine elements of a micro 

focus such as: beliefs and values and their interpretations of IT artefacts; with a macro 

focus such as: key factors and contextual conditions while concentrating on developing 

a model of the ITRM implementation process.    

Chapter Four operationalised a socio-technical perspective for the study in the form 

of a three-phased research design. In the first phase, a literature review sought to find 

evidence supporting initial statements addressing the main research questions. Initial 



   

Chapter 8: Discussion and Conclusions  130 
 

statements or tentative theory involving the identified factors in Chapter 2 were 

proposed. In the second phase a multi-case study was employed to understand the 

implementation process. The qualitative data collection tools referred to in this phase 

included: in−depth interviews, observations, and personal experience. In phase three, 

the interview data was analysed using a grounded theory−like approach to coding, and 

cross−case analysis matrices to develop a substantive theory of the ITRM 

implementation process.  

Chapter Five described the procedures in detail for building theory. The chapter 

described how data was collected and how the data was managed, analysed and 

displayed.  The chapter used the following procedures:  purposeful sampling, in-depth 

interviews, the development of a coding scheme, within case and cross case analysis 

using techniques such as displaying data in summary tables, the identification of 

critical incidents, the development of a logical chain of evidence, and lastly the 

combining of the qualitative responses into narratives or decision 'stories'. 

In Chapter Six, the findings of the case studies were presented. Chapter Six reported 

from nine case studies undertaken in Iran and Australia. The findings began with a 

summary of the cases including industry overview, background to the organisations 

and the identification of individual IT culture influencing the implementation process.  

In line with analytic induction, the analysis began with a data-reduction process to 

examine the large volume of transcripts and notes. This data-reduction method enabled 

the identification, classification and description of the themes that emerged from the 

data. After reading the interview transcripts several times, similar statements were 

grouped together that best described informants’ views, actions and behaviours 

towards ITRM during the implementation process. The chapter then presented cross-

case analysis of the patterns of data for research question one (different IT culture) and 

research question two (factors and conditions influencing the implementation of 

ITRM). The chapter concluded by presenting an overall evaluation of the findings. 

These descriptive findings were used in the next chapter where explanations were 

provided for building a process model of ITRM implementation. 

In Chapter Seven, the research documented concepts of process relating to ITRM 

implementation in IT departments in nine case studies. The thesis then developed a 

model of ITRM implementation as a set of interconnecting and recursive sub-
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processes. The model, based on the research data, suggests there is no distinct 

sequential implementation process. Rather the implementation process evolves as 

several interacting sub-processes, in five phases, involving:  

• Phase 1: Researching and understanding different standards and guidelines, 

desired format and structure, define values and internal and external ITRM 

considerations.   

• Phase 2: Development of ITRM policy.  

• Phase 3: ITRM culture, inclusiveness and support, socio-emotional 

consequences for IT individuals, personality and compliance with ITRM, 

ITRM accuracy, justice and transparency.   

• Phase 4: Repairing and accountability.  

• Phase 5: Assessment and sustainment. 

Rather than focusing on the constructs of the model in isolation, the thesis supported 

the view that the ITRM implementation process is dynamic and indicated a series of 

four core connections among sub-processes. These connections examine how the 

contextual conditions and factors interact over time to produce an ITRM 

implementation. The connections are: 

• C1: Influence of ITRM policy and design characteristics  

• C2: Influence of ITRM policy and design on the organisation and individual 

• C3: Influence of organisation and individuals on ITRM developments 

• C4: Influence on successful ITRM implementation 

Based on the inductive analysis of case data, a tentative substantive theory of ITRM 

process is presented in the form of six propositions in the next section.  

8.3 The Process and Propositions 

This section builds on the illustrative model of ITRM implementation generated in 

Chapter Seven by proposing a set of six theoretical propositions describing the 

dynamic nature of the process. As mentioned by Burton-Jones et al. (2015), a 

meaningful process study must be guided by theory that helps to tell how and why 

events unfold as they do. As already stated in Chapter One, a lack of established theory 
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about ITRM implementation necessitated the generation of new perspectives and 

empirical insights adding to the existing body of knowledge in this arena. Indeed, the 

theoretical propositions developed in this research and summarised in Table 8.1 define 

a preliminary set of associations of the interaction between contextual issues, the 

ITRM framework itself, IT individual interpretations towards them, and their effect on 

implementation. Table 8.1 also helps to explain and understand the model expressed 

and depicted in Figure 7.1. 

Table 8.1 Theoretical propositions 

P1. Implementation is best represented as a SOCIAL phenomenon. A socio-technical 

perspective suggests that to understand the ITRM implementation process, pay careful 

attention to contextual conditions, human actions, interpretations, motivations and their 

interaction to better understand outcomes. 

P2. PROCESS MAPPING is the first step involved in ITRM implementation process. 

Research planning is one of the most crucial steps involved in implementation of ITRM 

as it highlights the processes involved in the implementation stage, provides a clear idea 

about the key existing processes and the changes required for implementing the 

framework. 

P3. The implementation process is FACILITATED when ITRM implementation 

practices are interpreted as consistent with the values of individual’s IT culture. 

P4. Implementation can be MODIFIED by repairing and accountability systems. When 

ITRM implementation is inconsistent with values upon which all IT individuals reach a 

consensus, changes to implementation can render them consistent. This facilitates the 

ITRM implementation process. 

P5. Implementation can be EVALUATED. When the ITRM framework is implemented, 

the focus for many IT managers moves from supporting and developing onto evaluating 

and monitoring. 

P6. Implementation is an ITERATIVE process. Implementation does not follow a strictly 

sequential process, but rather a better representation of the overall process is as a set of 

interconnecting and recursive sub− processes.        

An essential feature of theory building is comparison of the emergent themes, 

categories or propositions with the extant literature (Carroll and Swatman, 2000). The 

following discussion indicates the extent to which it was supported by previous 

research and the extent to which the thesis has added some new theory or idea when 

thinking about the process of ITRM implementation.   
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Proposition 1. Implementation is best represented as a SOCIAL phenomenon. A socio-

technical perspective suggests that to understand the ITRM implementation process, 

pay careful attention to contextual conditions, human actions, interpretations, 

motivations and their interaction to better understand outcomes. 

From a socio-technical perspective, organisational work systems are facilitated by both 

technical and social systems (Rana et al., 2019). The technical system (e.g. ITRM 

frameworks) depends on the technology that is used to conduct organisational tasks, 

while the social system refers the individuals who are responsible for conducting those 

organisational tasks (Chen et al., 2019).   

This research proposes that effective ITRM can be envisaged as a socio-technical 

system. ITRM can be considered to be technologically constructed because they 

involve the effective and efficient apply of IT resources and formal procedures (such 

as COBIT2019) to support IT strategies and polices; while ITRM are related to the 

social system as they include the roles and responsibilities of individuals and willing 

cooperation of stakeholders to share risk-related knowledge and experiences to others 

(Naseer et al., 2016). 

Furthermore, from a socio-technical perspective, it seems reasonable to propose the 

concept of ITRM schemes requires some understanding of IT individuals per se and 

perhaps some interpretation of the link between human (individual IT culture) and non-

human (IT artefact) resources. As mentioned in Chapter Two, research reported that 

recent studies on ITRM have shifted from a rational and centralised process toward 

more flexible, realistic and socialised process models (Jaeger, 2018; De Haes et al., 

2013).  

Jahner and Krcmar (2005) reported that the focus of research is now on socio-technical 

aspects of the “third wave” in the development of information security management, 

after focusing on purely technical measures and procedural aspects in the 80s and 90s. 

McShane et al. (2011) reported that the effectiveness of RM needs to address two 

elements: 1) the soft behavioural side embodied in environment, and 2) the more 

concrete side embodied in the specific ITRM framework that guides the enterprise. 

Adopting a social focus in addition to a technical one means a paradigm shift in ITRM 

research. The ‘soft technology’ perspective emphasises the need to study individuals’ 

interpretations of the technology as an important component of the implementation 

problem.  
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The results of this thesis shows agreement with the current literature (Wiesche et al., 

2015; Tu and Yuan, 2014; Yang et al., 2017) that considers ITRM as a socio-technical 

process rather just a technical initiative. This means that individuals interact with each 

other and incorporate their own understanding, agendas and interests to implement 

ITRM in organisations. A greater understanding of social aspects of the process can 

assist researchers to produce a more sophisticated ITRM framework.  

In sum, this research has argued that implementation involving an ITRM framework 

should be considered as a form of socio−technical process, and that such a perspective 

allows us to anticipate, explain, and evaluate different experiences and consequences 

for IT managers and IT employees (IT department members) within organisations.  

Proposition 2. PROCESS MAPPING is the first step involved in ITRM 

implementation process. Planning is one of the most crucial steps involved in 

implementation of ITRM as it highlights the processes involved in the implementation 

stage, provides a clear idea about the key existing processes and the changes required 

for implementing the framework.  

Research planning is an important function which describes effectively the key 

questions of how, where and when the objectives can be realised or it serves as a 

guiding framework (Ghani et al., 2019). Planning equally involves a comprehensive 

evaluation of the available resources, unexpected events (risks) and the challenges 

which management might have to encounter while reaching their objectives.  

According to Wilson et al. (2019) planning predicts the future and also makes a 

provision for it, it gives an added strength to the business for its steady growth and 

continuous prosperity. This thesis results shows agreement with the current literature 

that considers planning facilitates the process of decision-making for managers. It 

enables the management to implement future aims and programs in a systematic way 

so that the management may gain the maximum benefit out of the programs predicted.  

A further influential element in process mapping of implementation was individual 

common understand about new concepts. It is the process by which individuals 

interpret and give meaning to their collective experiences and knowledge. It refers to 

"the ongoing retrospective development of plausible images that rationalize what 

people are doing" (Weick et al., 2005). Organisations require to focus on the 

importance of insights into the retrospective aspects of having a common understand 
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about ITRM, because the attention necessary for having a common understand about 

framework requires experience to pass before attention can take place. While, Gephart 

et al. (2010) conceptualised this concept as future-oriented aspects “the conscious and 

intentional consideration of the probable future impact of certain actions of 

individuals”. Emirbayer and Mische (1998) conceptualised how actors engaged in 

agentic, interpretive processes “oriented the past, future, and present at any given 

moment.” However, individual common understand about new concepts is considered 

a continual learning process that makes an inter-subjective sense of shared meaning 

through interactions in which individuals decide to negotiate, and maintain a shared 

sense of meaning.  

Betaubun and Putra (2019) believed that money, time and effort are required in the 

collection and analysis of data and in the formulation and revision of plans, it’s 

expensive and a time consuming process. This thesis results shows disagreement with 

the current literature that planning takes time i.e., adequate time. Rather, it can help 

managers to make right decisions. In practice, management has to revise the plans 

continuously and check on their execution. It encourages a right sense of security 

against risk of uncertainty.  

Proposition 3. The implementation process is FACILITATED when ITRM 

implementation practices are interpreted as consistent with the values of individual IT 

culture.  

To achieve a successful implementation, an understanding of how individual IT culture 

and the values embedded in a specific type of IT artefact (e.g. ITRM) can be aligned 

is required (Leidner and Kayworth, 2006). From a socio-technical perspective, the 

theory posits that when IT individuals’ interpretations of ITRM implementation 

practices are inconsistent with IT individuals’ values and efficient practices (e.g. 

complicated, unreliable and inaccurate), the implementation process is hindered. 

Alternatively, implementation is FACILITATED when some ITRM practices are 

interpreted as consistent with their values (e.g. reliable and accurate). In this regard, 

the theory proposes that modifying the ITRM practices can make the framework or the 

practices consistent with the organisation’s fundamental values.  

IS research (Walsh, 2014) has argued that interpretations of ITRM at an individual 

level based on the process of participation that a manager adopts towards 

implementation of an ITRM framework differs from cultural dispositions towards IT 
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artefacts found at national, organisational and sub-group levels. Koch et al. (2013) 

pointed out that to understand the IT groups’ beliefs and values, it is necessary to 

examine the interpretations, perceptions and actions of key players, the social context 

into which new technology as ITRM are being accepted/rejected as well as the 

implementation processes enacted as a result (Leidner and Kayworth, 2006). 

Proposition three focuses on the people who are involved (their interpretations), 

influence on, or are influenced (their needs and motivation) by the ITRM framework.  

The study of ITRM implementation at an individual level of culture has been posited 

to understand the values that an IT individual ascribes to ITRM frameworks. The 

argument for the re−interpretation of IT culture at an individual level is based on the 

principle that an IT individual espouses a subset of ITRM-related values and 

assumptions (his/her IT culture) (Leidner and Kayworth, 2006; Walsh, 2014). 

Prifling (2010) pointed out that ITRM culture including the dimensions of the 

organisations in which ITRM is performed such as values and believes, incentive to 

encourage more effective collaboration (Wheeler et al., 2013), and flexibility 

(Fullwood et al., 2013). Incentives for ITRM initiatives that is motivation of individual 

can impact the perceived effectiveness of ITRM implementation. People tend to resist 

the implementation of new technologies, when there is no reward and motivation for 

them.  

Alhawari et al. (2012) pointed out the importance of culture in which values and 

expectations for sharing of experiences to mitigate risks, need to be developed widely 

and effectively throughout the organisation. However, culture plays a key role in the 

ITRM issues. There are needs to have a constant and continuous communication on 

values and on processes that can enhance sharing of experiences and early 

identification of risks (Meidell and Kaarbøe, 2017).  

Rodriguez and Edwards (2014) reported that effective ITRM may influence culture, 

such as improved communication, collaboration and consensus throughout the entity, 

transparency regarding risk information, and a risk-aware environment conducive to 

taking advantage of opportunities as well as dealing with threats. Communication 

definitions improve over years (Teng and Song, 2011), it is a stream of knowledge, 

experience, information transfers among people to gain objectives, with mainly 

emphases on continual interpersonal interactions. Communication can facilitate to 
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learnings, social networks, as well as improving knowledge sharing through individual 

correlation and cohesion (Alavi et al., 2005; Alhawari et al. 2012). 

Teng and Song, (2011) stated, collaboration is described as being honest or direct with 

others. Effective collaboration take place in an appropriate environment and (Grant, 

2016). Thus, effective implementation and high organisational performance go hand 

in hand to achieve effective collaborations (Grant, 2016). In theory, Lee et al., (2015) 

have stressed the importance of influence communication on IT projects and both of 

them agree that organizations have to promote effective communication for smooth 

workflow and effective implementations.  

From a socio-cultural perspective, our theory posits that when IT individuals’ 

interpretations of ITRM implementation practices are inconsistent with IT groups’ 

values and efficient practices, the implementation process is hindered; implementation 

is facilitated when ITRM implementation practices are interpreted as consistent with 

the individual’s values.  

Therefore the result of this thesis shows agreement with the current literature that 

considers how individual’s relationship with ITRM framework can influence the 

implementation process. Indeed, combining the role of the IT artefact (ITRM) with the 

individual’s IT culture perspective highlights a relationship between an individual’s 

IT culture and the values embedded in an ITRM.  

It is essential that individual’s IT culture and the values embedded in technology are 

consistent to facilitate continued usage of the ITRM and for successful 

implementation. Research on ITRM implementation at an individual level of culture 

is required to understand the values that an IT individual ascribes to ITRM 

frameworks. Hence, the findings focused on an individual IT culture perspective and 

the role of ITRM as an IT artefact to explore what individual IT culture can be 

identified during its implementation. Understanding these individual IT culture 

archetypes can facilitate managers to provide strategies to achieve successful ITRM 

implementation.  

These IT individual interpretations and perceptions influence participation and non-

participation with ITRM through exploring the relationship between the identified IT 

culture and factors and contextual conditions influencing implementation. In 
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particular, the study identified the factors supporting and impeding implementation 

based on IT interviewees responses as representative of different individual IT culture.  

Proposition 4. Implementation can be MODIFIED by repairing and accountability 

systems. When ITRM implementation is inconsistent with values upon which all IT 

individuals reach a consensus, changes (tailoring, modifications) to implementation 

can render them consistent. This facilitates the ITRM implementation process. 

Tailoring refers to the implementation process where additional training and 

modifications to the framework are provided. 

From an individual IT culture perspective, the IT group can be seen as attributing 

values of integrity and reliability of ITRM. IT group explained that integrity and 

reliability were particularly important for organisations. IT management focusses on 

modifying and tailoring frameworks after developing the ITRM (Wiesche et al., 2015).  

This proposition makes an important contribution to knowledge (as mentioned in 

Chapter Six) as it indicates that remedial measures such as framework modifications 

and additional training can be important to encourage IT individuals to transition from 

an initial negative IT culture (confused/resistant IT culture) to a more positive 

supportive IT culture, ultimately resulting in a successful ITRM implementation. The 

IT members within this cultural archetypes became even more convinced after the 

modifications to the process in that it simplified the implementation for them.  

Training for implementation of ITRM needs to be carried out in the context of the 

organisation's overall training activities. Training can also be defined as the type of 

information that was processed for ITRM “reporting”. Reporting on the 

implementation of ITRM would normally be done by an IT staff member who has the 

responsibility for “assessment”. Reports should be filed and used in regular reviews of 

procedures as well as on a regular basis at board meetings to ensure continuity, 

acknowledgement and a precise assessment (Darwish, 2015; Wiesche et al., 2015). 

These reports are formalised, presented to IT managers and archived.  

A majority of the IT people believe that the system was easier to apply and more 

reliable and accurate, following the development and tailoring process: 

With the some changes, we’ve got the system and it’s easier to use. 

It could reduce the time we spent to use the system. (Operation IT 

group, Case4) 
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The ITRM is very efficient now. Modifications of the system is an 

important step during the implementation of the system, it allows us 

to generate reliable and solid results in quick time. (IT manager, 

Case8) 

Therefore the results are in agreement with the current literature that considers the 

modification of the ITRM implementation practices can make the framework or the 

practices consistent with the organisation’s fundamental values. Hence, IT managers 

review and approve or tailor the framework to insure resources required for 

implementation are allocated.  

Proposition 5. Implementation can be EVALUATED. When the ITRM framework is 

implemented, the focus for many IT managers moves from supporting and developing 

onto evaluating and monitoring. 

Mikes (2014) reported that once an IT project is implemented, continuous assessment/ 

evaluation is required for identifying the loopholes or major drawbacks in the 

implementation process and developing (modifying/tailoring) a plan of action for 

overcoming these drawbacks.  

The thesis is in agreement with the current literature that considers management needs 

to evaluate the implementation process so that it meets their business requirements; 

needs to evaluate the implementation process so that it is capable of delivering the 

most benefit to their business investment, as well as managing the risks inherent in 

implementation. Time and cost are valuable; at each step along the way managers will 

each decide whether or not it is beneficial to proceed. Hence, this evaluation process 

is designed to give managers both a clear understanding of the ITRM framework to be 

implemented and the corresponding benefits of the partnership.  

According to Smith and McKeen (2009) ITRM frameworks rely on the initiative and 

judgement of both the operational business and the IT individual members and requires 

their experience, knowledge and skills for assessing the framework. Most of these 

frameworks seldom differ in their characteristics yet need individual assessment 

during the implementation process. ITRM implementations require flexible guidelines 

that communicate best practices and empower IT individual members to resolve 

surprises and crises during implementation process.  

The results are in agreement with the current literature that considers managers are 

accountable (in the evaluation stage) for establishing a holistic ITRM within the 
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organisation. They do so by providing methodological guidance and judging the 

quality of the implementation of ITRM conducted by employees. IT department 

employees support the ITRM implementation in their day-to-day work. IT managers 

embed the ITRM within the business processes and are the target audience of the 

information gathered during the ITRM implementation. IT managers are in charge of 

ensuring participation of employees and their knowledge in the whole ITRM 

implementation. 

Proposition 6. Implementation is an ITERATIVE process. Implementation does not 

follow a strictly sequential process, but rather a better representation of the overall 

process is as a set of interconnecting and recursive sub−processes.        

According to the findings, the process of implementation of an ITRM framework 

seems to follow a set of identified phases.  One objective of the research was to identify 

the critical events that take place during the ITRM implementation process to preserve 

chronology and illuminate the processes occurring. The cross-case analysis phase 

identified five sub-processes associated with implementation that seem to occur in a 

recursive manner. These sub-processes are interconnected because implementing 

ITRM and its assessment suggest that after research planning and design of scheme, 

also the deployment, improvement and evaluation phase are a continual and iterative 

process and occurs at all stages of the process.   

Lapointe and Rivard (2005) in their research on new systems implementations reported 

the implementation process as a multi-level with a longitudinal perspective, illustrated 

in three phases that are portrayed as a linear and quite rational process. Their model 

explains the dynamics of group-level implementation, being independent, and 

considers the sub-group as the basic unit of analysis. The results are in agreement with 

this literature that considers the implementation consists of sub-processes being 

interconnected occurring in a recursive manner but this thesis is in disagreement with 

Lapointe and Rivard who consider the sub-group as the basic unit of analysis. Rather 

the thesis argues that interpretations of ITRM at an individual level based on the 

process of participation that a manager adopts towards implementation of an ITRM 

framework differs from cultural dispositions towards IT artefacts found at sub-group 

levels. 
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Pearce (2019) went on to write that IT culture is so critically important to the success 

process of RM implementation and, ultimately the role of culture in IT governance, it 

is concerning that only fifteen academic research studies investigated the role of IT 

culture in IT governance, and of them, only one study explicitly investigated the 

impact of IT culture on the risk domain of IT governance (Pearce, 2019). 

8.4 Discussion of Findings  

Discussion now turns to implications of the findings and issues faced when conducting 

this kind of research. This research faced two conceptual and methodological issues in 

developing process knowledge in this field of study. The first was in defining 

implementation and in conceptualising and reconciling ITRM implementation as a 

culture issue primarily; and secondly, the notion of a clear set of implementation 

processes.  

8.4.1 Conceptualising Implementation in terms of Culture 

First, the research revealed the need for individual’s interpretation of the ITRM 

implementation issue and to explain how and why individual IT culture can influence 

the successful implementation of an ITRM framework. The thesis suggests that 

implementation be conceived as a cultural process involving different IT individuals 

with different backgrounds, interpretations, perceptions, needs and motivations, all 

interacting with multiple contextual conditions−a process that begins with the 

introduction of phases for implementing ITRM.  

By understanding a person’s needs and motivations, the individual IT culture concept 

is vital to understanding how ITRM implementations can be managed.  Chapter Three 

presented a well-known and simple definition of individual IT culture as ‘‘the 

complexities of individuals’ actions and behaviours towards IT” (Walsh, 2014). To 

understand this “complexity” of the phenomenon, this research has shown that it may 

be preferable to adopt a specific definition which encompasses a new view of ITRM 

implementation as a socio-technical activity. This view encompasses those activities 

related to the ITRM implementation process, issues of social meaning and human 

actions. Therefore, the thesis conceptualised IT culture at the individual level as 

resulting from the complexities of individuals’ actions and behaviours towards 

implementations.  
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In this study of the ITRM implementation process this thesis sought to focus on various 

interpretations of IT individual members based on their beliefs, values, needs and 

motivations. This research then considers each interaction an individual has with an 

IT artefact (ITRM) as the basic unit of analysis that determines their behaviours and 

reactions. Friedman et al. (2008) suggested that an IT artefact should not just be 

considered to perform tasks technically and that it ought to clearly symbolise important 

values. This study does not assume that different individuals responded to ITRM in 

the same way, or that an individual would implement ITRM in a stable manner during 

the implementation process. It assumes that the ITRM implementation process would 

be embedded within social structures, thereby highlighting that ITRM frameworks are 

not just practical tools but afford two-way interactions among individuals and IT 

artefacts to enable social presence. 

Our findings suggest that following the implementation of an ITRM framework, IT 

individuals can expect several individual IT culture to become prominent. IT 

individuals in these culture groups may be pro-active in nature and facilitate the 

adoption of the ITRM within an IT department. Alternatively, they may exhibit more 

disruptive or inhibiting behaviours. Thus, the findings of our study indicate that 

different individual IT culture do emerge during implementation of an ITRM: 

supportive (IT individuals who strongly supported ITRM implementation), conflict 

(IT individuals who were unclear about the purpose of, or need for ITRM) and resistant 

(individuals who did not adopt ITRM implementation) because IT individuals 

responded to ITRM in a different way, and not in a stable or predictable manner.  

These findings are consistent with prior research that has studied the different 

individual IT culture that emerge during the implementation of new technologies. For 

example, Kaarst-Brown and Robey (1999) identified a fearful IT culture where 

individuals resisted automation and argued that system errors were difficult to correct, 

and that system processing would be inaccurate. Similarly, Walsh et al. (2010) 

identified a passionate IT culture where individuals suggested that they could not go 

about their day to day life without applying new technologies; and a disenchanted IT 

culture who expected systems to fail.  

In addition, the research focused on understanding ITRM implementation process 

through individual’s interpretations and assumptions, which is different from 

organisational culture. Indeed, the thesis contributes to the body of literature on 
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individual IT culture by understanding a person’s interpretations, perceptions, beliefs 

and values. 

Chapter Three reported that there are various insights to be gained from an IT culture 

perspective. Organisations have found individual IT culture perspective greatly helpful 

to their beliefs in the terms of implementation and increasing organisational 

performance (Walsh, 2014).  Walsh et al. (2010) noticed that individual’s cultural 

attributes are a unique combination of group values that are interpreted based on their 

different needs and motivations. According to Dodgson (1993), implementation is not 

merely a matter of putting new practices into place, but part of a broader cultural 

change seeking to transform the nature of cultural process through integration into the 

workplace. 

Based on evidence presented in this study, the thesis conceptualised ITRM 

implementation as a cultural process through which IT managers socially construct the 

meanings and purposes of their work activities. The culture process helps us 

understand an individual’s social practices when they interact with ITRM. These social 

practices are influenced by the individual’s personal values, beliefs and motivations to 

adopt ITRM rather than the organisations or subgroup’s values, beliefs and 

motivations for adopting ITRM. Thus, by understanding a person’s values, beliefs and 

motivations, the IT culture concept can help explain the complexities of IT member’s 

actions and behaviours towards ITRM, which are important to understanding how 

ITRM implementations can be managed. Accordingly, this research called for a 

redirection of research towards ITRM implementation as a cultural process, thereby 

necessitating an emphasis on the qualitative dynamics of socio-technical change and 

the impact this has on individual’s attitudes and perceptions. According to Azizi et al., 

(2019), ITRM implementation is defined as a dynamic form of socio-technical, multi-

dimensional process, in which a development outcome emerges unpredictably from 

interpretations, perceptions, and reciprocal interactions between IT individuals and 

technology within organisations. 

Therefore, in this study, it was made clear that a cultural perspective approaching 

implementation is a multi-dimensional construct defined by IT individuals. This 

perspective has considered implementation as a social phenomenon paying careful 

attention to contextual conditions, human actions, interpretations, motivations and 

their interaction to better understand outcomes.  
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8.4.2 The Notion of a set of Implementation processes or sub-phases 

The second conceptual issue relates to the notion of identifying a clear set of objective 

phases for implementing ITRM. As stressed earlier in Chapter Six, ITRM 

characteristics, implementation practices and context elements which, taken altogether 

constitute the ideal ITRM implementation scenario. This study presented nine 

independent case studies supporting the contention that the notion of an objective 

rational implementation process, in this context is limited. Instead, the findings assume 

implementation as influenced by the social, contextual and dynamic nature of the 

processes that take place.  

In this research IT managers began with something tangible − a problem to be resolved 

managing IT risks, an opportunity to be exploited ITRM framework− and then expend 

their efforts to keep the process on track, through distinct stages from initial conception 

to final phase (successful implementation of ITRM). Based on evidence presented in 

this study, the thesis conceptualised the process of ITRM implementation more likely 

as a set of interconnecting and recursive sub−processes than sequentially. Issues such 

as: improvement and its evaluation suggest after planning, design and preparing IT 

individual that came with having a supportive IT manager who the organisation 

required during implementation and an appropriate environment. However, the 

deployment, improvement and evaluation are a continual and iterative process and 

occurs at all stages of the overall process.  

Improvement (repairing and accountability) and evaluation (assessment and 

sustainment) phases are not strictly sequential because they take place at least partly 

simultaneously. It’s necessary to assess the result of the ITRM implementation 

activities and add it in certain reports so that it can be help managers when planning, 

designing, and making decisions on how to develop the scheme as well as whether the 

ITRM plan has been implemented appropriately. Team assessments are required to 

modify the scheme of dedicated to ITRM implementation showing which threats/ 

opportunities have been identified and how all this has been managed. Hence, after 

assessing the implementation results, the planning and design be reviewed and 

necessary modification be considered, this can apply to other phases as well. Taken all 

together, these issues tend to confirm that the outcomes of the implementation process 

is a recursive process. 
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These findings (identified phases) are in accord with cultural and process theories such 

as Walsh (2014) and Langley et al. (2013) who report in a comprehensive review of 

the implementation literature, that implementations are not identifiable outcomes of 

impersonal and isolatable processes. Rather than focusing on the model and its 

constructs in isolation, the thesis supports the view that the ITRM implementation 

process is dynamic and indicated a series of four core connections among them. These 

connections examine how the contextual conditions and factors interact over time to 

produce a successful ITRM implementation, providing insights into the 

interconnections between sub-processes. 

It is important to add that some cases were reluctant initially to implement the ITRM 

because of an individual IT culture mismatch. Implementation process is facilitated 

when ITRM implementation practices are interpreted as consistent with the values of 

individual. Indeed, individual issues (e.g. inclusiveness, culture) influence the 

successful implementation of ITRM when IT individuals are motivated, and rewarded 

to participate (Durmusoglu et al., 2014; Schermann et al., 2014). 

According to O'Reilly et al. (1989) the reward system in the organization, not only 

simply monetary rewards, this system is related to rewards such as recognition and 

approval, which can be more effective mostly than money. Recognition for doing the 

right thing by managers or colleagues, can be more effective in forming behaviour than 

an annual award (Kummer et al., 2014; O'Reilly et al., 1989). Hence, an appropriate 

reward system and motivate facilitate implementation in organizations. 

Finally, it is important to mention that implementations will end up with improvements 

and assessments depending on implementation cycle. It’s necessary to consider the 

process as an implementation cycle because after assessing the implementation results, 

the planning and design be reviewed and necessary modification be considered, this 

can apply to other phases as well. Hence implementation takes time and organisations 

should consider that in their work- practice designs.        

8.4.3 Implications for Research 

The thesis makes a theoretical contribution to ITRM research through developing 

process theory (based on a multi-case study) presented in Chapter Seven; and the six 

propositions presented in Chapter Eight. Gregor (2006) reported this type of theory as 

substantive theory based on analysis of observations. Substantive theory is contrasted 



   

Chapter 8: Discussion and Conclusions  146 
 

with formal theory, which is developed for broader conceptual areas such as 

socialisation, or power. 

The process theory presented in Chapter Seven explored the implementation 

conditions of an ITRM through proposing six propositions. These propositions explain 

(i) an individual IT culture perspective to implement ITRM in IT departments 

successfully; and (ii) the integration of the factors and contextual conditions to build a 

process model.  

The thesis also paid attention to focus on individual IT culture. As described in Chapter 

Six, three different types of immediate individual responses to ITRM were identified. 

Each type of response reflected a specific set of beliefs and assumptions about what 

an ITRM framework could or could not do. Given that each respondent illustrated an 

attitude and approach to ITRM we labelled these responses as representative of three 

different individual IT culture: supportive (IT individuals who strongly supported 

ITRM implementation), confused (IT individuals who were unclear about the purpose 

of or need for ITRM), and resistant (individuals who did not adopt ITRM initially). 

Thus, the findings of our study indicate that different individual IT culture can emerge 

during the implementation of an ITRM implementation.  

The findings focused on an individual IT culture perspective (IT individuals’ 

reactions) and the role of ITRM as an IT artefact to explore how individual IT culture 

can be identified during the implementation of ITRM. The dynamic nature of 

individual IT culture meant such implementations should not be simply represented as 

being either an inherent success or failure as there is likely to be movement of IT 

individual between culture archetypes before and after implementation. Understanding 

these individual IT culture (Supportive, Confused and Resistant Culture) are important 

because organisations could provide strategies to achieve successful ITRM 

implementation. 

The study also contributes to the literature by identifying a set of key factors and 

contextual conditions for ITRM implementation in IT departments. Based on the 

results of our study, we propose that these factors and contextual conditions are well 

suited to understanding implementation problems relating to ITRM.  

This study also contributes by developing a process model of ITRM implementation 

and then proposing a set of theoretical propositions defining and describing the 
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process. The research method employed in this study contributes to the IS literature as 

it employs both process and interpretive perspectives in a multi-case study. This multi-

perspective design provided a comprehensive theory for ITRM implementation, taking 

into consideration the design of an innovative approach (process theory) and an 

explanatory study about IT member’s interpretations. The thesis suggests a similar 

combination of research methods can be applied to other studies investigating novel 

socio-technical artefacts. 

8.4.4 Limitations  

There are some limitations attributed to this study that should be noted. These 

limitations stemmed from the research paradigm, approach, and methodology, which 

is part of the nature of qualitative research. First, this qualitative study is based on field 

data, thus the generalisability of the research findings to other fields and other contexts 

is limited. According to Dennis and Valacich (2001) applying qualitative and case 

study methods implies that the research focuses on a non-randomly selected situations 

and has limited power in generalisability of the findings. Nonetheless, this research 

does not seek to provide generalisable findings from a sample to a population but rather 

it seeks to generalise a particular set of results to a broader theory or research 

propositions.   

Second, field data from this research relied heavily on the interviews and observations. 

The researcher played numerous roles in different phases of this study. These roles 

included: research questions design, data collector (taking notes during the design 

process and conducted interviews), interpreter, and data analyst. Still, there may be 

conflicts between different roles and these conflicts may impact the results of the 

research, because qualitative research is an intentional effort to create subjective 

understanding of phenomena. Perhaps a better design would allow for two waves of 

data collection – during design and implementation of the ITRM and after that−  

allowing for important and relevant issues to be captured. As recommended by 

Leonard-Barton (1990), sufficient time should be allowed for analysis between waves 

of data collection. 

Third, as the purpose of the study was to develop a process model of ITRM 

implementation, a replicated longitudinal design was considered suitable. However, 

due to limitations such as thesis completion dates, a longitudinal study was not a 
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serious option. Recognising this limitation, the researcher was required to know when 

to stop adding cases to the study. One approach for deciding when to stop adding cases 

is to conclude the field research when theoretical saturation is reached (Carroll and 

Swatman, 2000; Strauss and Corbin, 1997). This approach may be the ideal situation 

but is difficult for researchers who faced the real constraint of time schedules and 

funding. Hence some researchers must develop alternate approaches to answer the 

question of when to stop adding cases. An appropriate alternative was to stress the 

importance of representing the variety found in the population rather than reproducing 

the proportions of characteristics found.  

Finally, a further limitation relates to the scope of the study. Additional case studies 

must be conducted to increase the credibility and reliability of the theoretical 

propositions developed in this research. Future efforts should be pursued and directed 

toward a further opening of the “black box” and providing more stories that explain 

how issues and outcomes are associated. The theoretical model would benefit from 

being tested in other organisational contexts and using other industries. The 

conclusions presented in this report are based on findings from organisations located 

within Australia (Melbourne) and the Iranian regions only and may not be 

representative of other regions or countries. 

8.4.5 Future Research  

This section highlights the methodological limitations of this study.  

First, as for the limitations of the investigation, this thesis recognises that the research 

design and methods used here cannot be expected to offer the same degree of precision 

and reliability of results as the traditional causal-mechanistic methods. However, here 

the thesis recognised the serious lack of established theory and prior empirical research 

on ITRM in general. Therefore, at this stage of knowledge accrual about ITRM 

implementation, the need for greater precision in research must be viewed in balance 

with the long-term benefits of first generating meaningful, and field-relevant theories. 

In this sense, the research circumstances of this investigation were clearly favourable 

for using an inductive and grounded theory-like approach. 

Second, this research employed an interpretive and socio-technical perspective to 

produce a process theory of the ITRM implementation concept. Taking a step further, 

future research can adopt other perspectives to study the implementation of ITRM. For 
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example, a positivist paradigm can be adopted in future studies to test the process 

model or propositions. Therefore, future researchers may opt to survey managers and 

individuals in several organisations and different departments to investigate 

implementation of risk management frameworks.  

Third, replication of the study (or studying similar questions) in other contexts and 

different levels of study is also suggested as a direction for future research. These 

replication studies can lead to exploring or identifying the impact of new contextual 

elements in implementations, contextual factors such as the type of IT departments. 

Future studies can also explore what motivates organisations to use an ITRM approach 

and what motivates individuals to participate in an ITRM. 

8.5 Evaluation of the Resultant Theory 

This final section follows guidelines introduced by Sjøberg et al. (2008) for building 

behavioural theories in software engineering - to evaluate our resultant theory in terms 

of testability, empirical support, explanatory power, parsimony, generality, and utility. 

This approach is in line with Yin’s (2014) postulate that findings from case studies can 

be generalised to theoretical propositions. 

In Chapter Four, we listed Klein and Myers (1999) criteria to evaluate the conduct of 

the research. Now in this section we list Sjøberg et al’s. (2008) criteria to evaluate the 

results of the research. We rate as low, moderate and high the degree to which the 

theory meets each criterion.   

Testability− refers to the degree to which a theory is constructed such that empirical 

testing is possible. The ITRM implementation constructs (planning; design; 

deployment; improvement and evaluation phases) of our theory are clear and precise, 

yet tentative since they are derived from only one process study of IT individual 

interpretations. Hence, we consider that the proposed theory and propositions are 

understandable and initially consistent, but under-developed.  Therefore, we believe 

the testability of our theory is moderate to low. 

Empirical support− refers to the degree to which a theory is supported by empirical 

studies that confirm its validity. We provide a thorough empirical case study which 

confirms and extends prior IS research related to the concept of ITRM implementation. 

Hence, as there is no prior research investigating ITRM implementation from a process 
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and cultural perspective, we consider further empirical work on this issue is required 

(see Section 8.4.5). We rate the empirical support of our theory as moderate.     

Explanatory power− refers to the degree to which a theory explains observations 

within its scope. Our theory presents working implementations of ITRM that are based 

on observations and our interpretation of the case study. Gregor (2006) reported this 

type of theory as substantive theory i.e. formulated for a specific area based on the 

analysis of empirical observations. Hence, our theory describes ITRM 

implementations within IT departments. We consider the explanatory power of our 

theory as high.  

Parsimony− refers to the degree to which a theory is economically constructed with a 

minimum of concepts and propositions. The ITRM process model is rich and with 

complex description. We integrated several concepts and propositions into a single 

integrated model to simplify the process. We rate parsimony of our theory as high. 

Generality− refers to the degree to which the theory is independent of specific settings. 

We generalised our empirical findings and statements to theoretical propositions. The 

scope of our qualitative research is narrow, which is typical of substantive theories. 

Hence, the aim of a substantive theory is not to be generalizable as such but rather to 

be transferable. We consider the generality of our theory as moderate.    

Utility−  refers to the degree to which a theory supports a relevant area of the IT 

industry. ITRM are very relevant frameworks to mitigate IT risks in industry. 

Managing IT risks has become a critical part of regulations, standards, best practices, 

and is consistently rated among the top five issues for CIOs. We conclude that our 

theory of implementation is both a fresh and enlightening contribution especially 

considering scarcity of substantive theory about ITRM implementation. We claim that 

our theory represents an important step towards theoretical maturity of the IS discipline 

and toward IS practice. Hence, we consider the utility of our theory as high.   
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Appendix 1: Consent Form  

Research Team Principal supervisor: Dr Bruce Rowlands School of ICT 

Contact Email: b.rowlands@griffith.edu.au 

Associate supervisor: Dr Leigh Ellen Potter School of ICT 

Contact Email: l.potter@griffith.edu.au 

External supervisor: Dr Shah Miah School of Business 

Contact Email: shah.miah@vu.edu.au 

Student name: Neda Azizi School of ICT 

Contact Email: neda.azizi@griffithuni.edu.au 

The research project has received GU Human Research Ethics Committee 

approval (GU Ref No: 2018/214).   

By signing below, I confirm that I have received an information sheet on the research 

project “a process theory of IT risk management implementation” and that I have read 

and understood the information package; in particular: 

• I understand that my involvement in this research will include the completion of semi-

structured interviews;

• I have had any questions answered to my satisfaction;

• I understand that there are no foreseeable risks involved;

• I understand that there will be no direct benefit to me from my participation in this

research;

• I understand that my participation in this research is voluntary;

• I give permission to the research team to use audio-video recordings to keep the

records of my interview and I agree that the recordings could be used anonymously as

an extracts in the conference presentations or any other relevant research practices.

• I understand that if I have any additional questions I can contact the research team;

• I understand that I am free to withdraw at any time, without explanation or penalty;

• I understand that I am able to get a convenient, appropriate summary of the results of

the research on request from the research on b.rowlands@griffith.edu.au or
neda.azizi@griffithuni.edu.au.

• I understand that I can contact the Manager, Research Ethics, at Griffith University

Human Research Ethics Committee on 3735 4375 (or research-

ethics@griffith.edu.au) if I have any concerns about the ethical conduct of the project;

and

• I agree to participate in the project.

Name 

Signature 

Date 
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INFORMATION SHEET 

(GU ref no: 2018/214) 

A process theory of IT risk management implementation 

Who is conducting the research? 

Principal supervisor: Dr Bruce Rowlands 

School of ICT  

Contact Phone: +6173753681 

Email: b.rowlands@griffith.edu.au     

Principal supervisor: Dr Leigh Ellen Potter 

School of ICT 

Contact Phone: +61737355191 

Contact Email: l.potter@griffith.edu.au     

Principal supervisor: Dr Ovidiu Noran 

School of ICT 

Contact Phone: +61737355382 

Contact Email: O.noran@griffith.edu.au 

Student name: Neda Azizi 

School of ICT 

Contact Phone: +61432897566 

Contact Email: neda.azizi@griffithuni.edu.au 

Why is the research being conducted? 

The aim of conducting this research is to implement a successful IT risk management by 

considering an IT culture perspectives. To achieve this it is essential to collect data from IT 

managers and IT practitioners in an IT risk management department who are involved in 

identification and controlling IT risks. This research project will contribute positively to the 

field of information technology through a focus on mitigating IT risks. 

What you will be asked to do? 

Potential participants will be IT managers and IT practitioners in an IT department from cases 

1&7 in Iran, and cases 2, 3, 4, 5&6. The researcher will collect needed data by conducting 

semi-structured interviews using the preferred language (Persian or English as per participant’s 

preference). 

The basis by which participants will be selected or screened 
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Participant selection will be based on two main conditions 1) The potential participant must be 

involved in Iranian Companies and Australian companies, 2) The participant must be 

recommended by IT managers in each case in Iran and Australia.  

The project information will be submitted first to the IT managers in each case, and research 

managers will be asked to pass that information to the potential participant to achieve their 

permission to officially identify the potential participants and get their agreement to participate. 

The expected benefits of the research 

It is expected that the study will consider essential contributions to the researcher to complete 

the requirements of the PhD program. Second, the benefits will be delivered to the selected 

cases, which will develop best practices and a roadmap based on their current and future work 

on IT risk management implementation. Third, the contribution will develop the body of the 

knowledge of IT culture at individual level and IT risk management specifically. 

Risks to you 

Risks to you as a research participant are considered minimal, and your participation is on a 

confidential basis. During the interviews there may be some risks or challenges associated with 

disclosure of private policies or strategies in terms of IT risk management in the involved cases. 

Should you be concerned about the possible risks to you as a research participant, please 

contact the Principal Supervisor, Dr Bruce Rowlands via b.rowlands@griffith.edu.au to 

discuss the matter further. 

Your confidentiality 

All data collect via the interviews will be confidential and only used for research objective and 

access by the research team only. Participants’ information and names will be hided in any 

papers produced from this study. All gathered data will be reserved on Griffith’s Research 

Drive. Research Drive files is accessible by members of the research team and no external 

bodies. Participants will be given information in their informed consent package tell them 

about interview recordings. Electronic copies of the original data will be deleted after 

analyzing the collected data. 

Your participation is voluntary 

Participation in this research is voluntary, and you may withdraw from the study at any time 

without question. 

Questions / further information 
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All the expected participants in this research are able to get a copy of overall findings and 

results of the research via contacting anyone in the team research including: Principal 

supervisor: Dr Bruce Rowlands on b.rowlands@griffith.edu.au or phone on: +6173753681, Dr 

Leigh Ellen Potter via l.potter@griffith.edu.au, Dr Ovidiu Noran via o.noran@griffith.edu.au, 

or the student Neda Azizi via neda.azizi@griffithuni.edu.au. 

The research results will be reported in an academic thesis, and may also be disseminated via 

journal articles and / or conference presentations. 

The ethical conduct of this research 

The information sheet should indicate that Griffith University conducts research in accordance 

with the National Statement on Ethical Conduct in Human Research.  If potential participants 

have any concerns or complaints about the ethical conduct of the research project they should 

contact the Manager, Research Ethics on 3735 4375 or research-ethics@griffith.edu.au. 

Privacy Statement – disclosure 

“The conduct of this research involves the collection, access and/or use of your identified 

personal information. As outlined elsewhere in this information sheet, your identified personal 

information may appear in the publications/reports arising from this research. This is occurring 

with your consent. Any additional personal information collected is confidential and will not 

be disclosed to third parties without your consent, except to meet government, legal or other 

regulatory authority requirements. A de-identified copy of this data may be used for other 

research purposes. However, your anonymity will at all times be safeguarded, except where 

you have consented otherwise. For further information consult the University’s Privacy Plan 

at http://www.griffith.edu.au/about-griffith/plans-publications/griffith-university-privacy-

plan or telephone (07) 3735 4375.” 

The research results will be reported in an academic thesis, and may also be disseminated via 

journal articles and / or conference presentations. 
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Appendix 2: Interview Questions 

1. What are your roles in the organisation?

2. How long have you been involved in this organisation?

3. What is the name of the IT risk management framework used in your

organisation? 

4. Did you participate in identification and management IT risks? How and Why?

5. Do you find the IT risk management frameworks efficient and easy to use?

6. What do you perceive to be the major barrier(s) for this organisation to become

involved with IT risk management? 

7. What factors helped in your organisation’s decision to participate in the IT risk

management framework? 

8. What influenced the organisation most?

9. What do you think the advantages are in participating with an IT risk

management framework? 

10. Do you believe IT risk management is compatible with your way of operating

a business? In what way? 

11. How difficult is it to implement IT risk management? What made it hard? What

made it easy? 

12. Did you have any learning, training or exposure to IT risk management prior

to implementing the IT risk management framework, or an opportunity to 

experiment or trial with IT risk management?  

13. Did you observe/discuss IT risk management with other people in your

industry? 

14. How did you first find out about IT risk management?

15. Describe the sequence of events that took place during implementation of IT

risk management, up until now. 

16. What were the critical incidents in the sequence of events?

17. Are there any other comments of importance?
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Appendix 3: Contact Summary Form 

 Contact type: face-to-face interview   Site: xxxxxxxxxxx 

 Contact date: 01/17/2019 

What were the main issues or themes that struck me in this contact? 

1. Members are totally disappointed with fact that most of decisions were coming

from somewhere outside the department.

2. There didn’t seem to be any risk awareness in the organisation to improve risk
culture.

3. The design ITRM process regarding the accountability for risk mitigation.

Salient phrase or sentence Code, Theme 

Here, the most popular argument is keeping update management: when we 

need to make some changes in critical times, he will act quickly. It also is 

useful for predicting events also pull out documents when needed. 

ITC_REPORTING 

This is new to members as it’s the first time we have done it. So we are 
able to perceive that how we are going to improve and to grow. 

ITC_AWARENESS 

It is simple and complex (similar to life). I think we need trained people 

within organisation. To me RM is a cost-effective way to achieve success 

of projects. Staff can find it by training. 

IP_TRAINING 

IT managers provide guidance and monitor the quality of ITRM conducted 
by members. They embed the process within organisation and are in 

charge of ensuring participation of members in this process. 

IP_ CHAMPION 

People didn’t tend to participation in this scheme, because they believed 
that most of decisions were coming from outside the department. 

C_POWER 

There is a stressful situation here that people aren’t interested to tell their 

idea because of either authority or their position. They think about possible 

consequences when submitting an idea. 

ITC_TRUST 

Sometimes they asked me to send my opinions about developing this 
framework, it gives me a wonderful feeling that my experiences can be 

beneficial. 

C_ MOTIVATION 

Systems aren’t reliable, something important happened to them that might 
affect us, a manager distributed the details in system and had someone else 

access to these documents. 

ITC_ SECURITY 

Each organisation is different as to how they manage these risks. Adopting 

the right way of work, exposing risks at all levels and having the forums 

in order to do this is absolute key. 

ITC_FLEXIBILITY 
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Appendix 4: Coding Scheme  

 (ITC_REPORTING)     Effective reporting 

(ITC_AWARENESS)     Enhance individual awareness 

(ITC_ SECURITY)                Security scheme 

(ITC_INTEGRATION)    Integration of framework with existing units 

(ITC_STANDARD)                Standardisation of processes 

(ITC_TRUST)                            Individual unwillingness towards involvement 

(ITC_INDISPENSABILITY)    Indispensability of scheme 

(IP_COMMITMENT)    Commitment and support of IT manager  

(IP_TRAINING)      The need for training 

(IP_DEVELOPMENT)     Tailoring system 

(IP_ASSESSMENT)     Assessing and reviewing 

(IP_ CHAMPION)     Allocating specific responsibility 

(C_REVIEW)                 The need to review past events 

(C_TYPE)                            Type and size of organisation   

(C_ MOTIVATION)     Incentive for RM initiatives 

(C_POWER)                 Power to make decisions 

(C_ KNOWLEDGE)                 Knowledge sourced from all personnel 

(ITC_COMPLEX)     Complex and difficult to understand 

(ITC_INCOMPATIBILITY)    Incompatibility with existing units 

(ITC_FLEXIBILITY)                Lack flexibility  

(IP_SENSMAKING)                 Individual understanding regarding new concepts 
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Appendix 5: Timelines 

Case 

Studies 

Critical Events 

Case 1 Early Searching about advantages and disadvantages of 

framework (ITC_STANDARD).  

Doing initial agreement and commitments and put it as a 

rule in structure organisation (ITC_INTEGRATION). 

Middle Introducing the RM to managers and arranging 

workshops to train them (IP_TRAINING). 

Considering rewards to participate and ensuring job 

security for sharing experiences (C_ MOTIVATION). 

Later Modifying and tailoring it according to the 

specific needs and resources of organisation 
(IP_DEVELOPMENT). 

Integrating it with existing units (ITC_INTEGRATION). 

Now Reporting to board members and CEO 

(ITC_REPORTING).  

Reassessing of system and making some changes on 

policies and rules (C_REVIEW).  

Case 2 Early Introducing this framework to IT individuals and 

convince them about benefits of it. Putting it in 

organisational structure (ITC_AWARENESS). 

Introducing this framework as a rule within organisation. 

Putting some policies and rules (C_POWER).  

Allocating a champion 

to implement the 

scheme (IP_ 

CHAMPION). 

Middle Holding some workshops for improving people 

skills and rising to be an experts 

(IP_TRAINING). 

Improving implementation through spreading 

commitments, such a value leads to create behaviours 

which you would observe among people 
(IP_COMMITMENT).    

Encouraging people to 

adopt it and convincing 

them  
(C_ MOTIVATION). 

Later Evaluating and Monitoring member to do the best 

(IP_ASSESSMENT).  

Considering some changes and make it fit with other 

systems (ITC_COMPATIBILITY). 

Now Trying to stay updated with current frameworks 

(C_REVIEW).  
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Case 3 Early ITRM is integrated into organisational decision 

making (ITC_INTEGRATION).  

Management prepared road map and focused on ensuring 

high-quality this framework (IP_COMMITMENT).

Middle Management tried to make things easier, flow and 

help people to do it (IP_COMMITMENT).  

There are different idea on scheme: a moral responsibility 

indispensability to comply with RM 

(ITC_INDISPENSABILITY). 

Later Reviewing performance (C_REVIEW). Discussions on reporting are conducted across 

departments on both the management and operational 

level (ITC_REPORTING). 

Now Will need to make some changes and keep update 
(IP_DEVELOPMENT) 

Case 4 Early Managers investigates all activities required 

before the initiation of an implementation 
(IP_COMMITMENT).  

Managers investigated about advantages of this 

framework. They found it helpful, so did initial agreement 
(ITC_STANDARD). 

Middle Managers require to apply resources (time, 

money, etc.) for enhancing the employee’s 

understanding of it (ITC_AWARENESS). 

Introducing the scheme to managers, arranged workshops 

to train them (IP_TRAINING). 

Later Modifying and tailoring system to make the 

ITRM compatibility and integration with existing 

units (IP_DEVELOPMENT). 

Arranging a formal meeting to update everyone 

(ITC_REPORTING). 

Now Making people aware of new frameworks 
through sharing knowledge and so on 

(ITC_AWARENESS). 

Case 5 Early Management investigated the past 
implementations and documents to make a sense 

to develop (C_REVIEW). 

Management efforts to implement ITRM scheme that are 
easy to understand (IP_COMMITMENT). 

Middle Providing mental readiness through creating 
motivation (C_ MOTIVATION), awareness 

(ITC_AWARENESS). 

Manager guided people to get the common understand 
about it through facilitators (IP_SENSMAKING). 
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Later Manger applied the various approached as 

accountability sources like: reporting 
(ITC_REPORTING), performance evaluations 

and personal manuals (IP_ASSESSMENT). 

Now Manager provides methodological guidance and 

judging the quality of the implementation of 
ITRM conducted by IT individual 

(IP_COMMITMENT).  

Manager supports the employees in ITRM 

implementation during the day-to-day work 
(IP_COMMITMENT). 

Case 6 Early Investigating all aspects (internal and external) 
influencing framework (ITC_STANDARD). 

Researching and investigating new framework with 
previous one (C_REVIEW). 

Middle Need to create an environment of trust, openness, 

and free-flowing communication across the 

organisation (ITC_TRUST).     

Encouraging members to participate through rewarding 

or punishment systems (ITC_AWARENESS). 

Later Need to assess the scheme (IP_ASSESSMENT). Making some changes (C_REVIEW). 

Now Reassessment the scheme (C_REVIEW). 

Case 7 Early Investigating the goals and objectives of scheme 

and RM framework (ITC_STANDARD).  

Developing design, providing policy and defining the 

purpose (ITC_ SECURITY). 

Middle Making things easier, flow and help people to do 

it (IP_COMMITMENT). 

Creating motivation among people to participate the 

scheme. It’s a scheme desirable, appropriate, and 

reasonable (C_ MOTIVATION).  

Later Modifying the scheme after assessing it 

(IP_DEVELOPMENT).  

Now Reassessing the scheme and make it update 

(C_REVIEW).  

Case 8 Early Management investigate all internal and external 

factors influencing on framework (ITC_ 

SECURITY).  

Try to develop some policy based on those internal and 

external factors (C_REVIEW).  

Implementing by 

defining the purpose 

and allocating a 

champion (IP_ 
CHAMPION). 
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Middle Making people aware and train them 

(IP_TRAINING). 

Later Assessing the scheme and make some changes 

(IP_ASSESSMENT). 

Now Considering some changes on design and policy 

(C_REVIEW). 

Case 9 Early Creating a comprehensive diagnosis design 

regarding the current RM practices were 

undertaken (ITC_ SECURITY). 

Allocating a specific person who has the responsibility for 

implementing of the scheme (IP_ CHAMPION). 

Middle Manager applied facilitators (training…) for 
individual understand (IP_TRAINING). 

Promoting a risk-aware culture (ITC_AWARENESS) 
and encouraging members to participate (C_ 

MOTIVATION). 

Later Arranging a formal meeting to update everyone 
and evaluation of the system 

(IP_ASSESSMENT). 

Now Management are monitoring people 

(IP_ASSESSMENT). 
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