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Abstract

This paper introduces a new BeiHang (BH) Keystroke
Dynamics Database for testing and evaluation of biometric
approaches. Different from the existing keystroke dynam-
ics researches which solely rely on laboratory experiments,
the developed database is collected from a real commercial-
ized system and thus is more comprehensive and more faith-
ful to human behavior. Moreover, our database comes with
ready-to-use benchmark results of three keystroke dynamics
methods, Nearest Neighbor classifier, Gaussian Model and
One-Class Support Vector Machine. Both the database and
benchmark results are open to the public and provide a sig-
nificant experimental platform for international researchers
in the keystroke dynamics area.

1. Introduction

1.1. Background

Internet has greatly changed our lives, making our work
and daily lives more convenient. However, it also brings
us a big concern in information security. Our private infor-
mation faces more serious intrusion than before. Currently,
password is extensively used to prevent user accounts from
being intruded. However, too many methods can be used to
decipher password, and once a password is decoded, it will
probably lead to a significant financial loss of the user. Such
crimes on internet are able to cause a wide range of serous
damages, and yet difficult to be prevented. Therefore, to
cope with such problems, we urgently need a more reliable
way to protect our privacy.

1.2. Keystroke Dynamics

Keystroke dynamics utilizes the rhythm and manner in
which an individual types characters on a keyboard. The o-
riginal keystroke data contain the time of the key press and
release (shown in Figure 1), from which two kinds of fea-
tures are extracted, flight time and dwelling time. The flight
time is defined as the time difference between one key re-
lease and the following key press. The dwelling time is the
time difference between the press and release of one key.

Keystroke dynamics is still an on-going research top-
ic [1–3]. Researchers had proposed many methods for
keystroke dynamics [4–14]. The first research paper on
keystroke dynamics [4] was done by Rand Corporation and
published in 1980, which proves that professional typist-
s have distinguishable ”styles” of typing as measured by
patterns of expected times to type certain digraphs. In [5],
Young and Hammon conducted an experiment to build a
template from an individual’s typing manner. Monrose and
Rubin [6] constructed an identification system based on
template matching and Bayesian likelihood models. Hu
et al. [7]proposed a K-Nearest neighbor based authenti-
cation method, which focuses on improving the efficien-
cy while maintaining the performance as other methods.
In [8], researchers presented a method based on Hidden
Markov Model, which achieved a reasonable performance.
Some researchers applied neural network to keystroke dy-
namics [9, 10]. In [11], researchers developed a pressure-
based user authentication system, and the discrete time sig-
nal is transformed into frequency domain by using FFT.
In [12–14], SVM was studied for keyboard dynamics,
whose performance and efficiency is better than those based
on neural networks.



Figure 1. The dwelling time and flight time of keystroke dynamics.

1.3. Keystroke Database

Similar to other biometrics techniques, databases are
very important to researches in the field of keystroke dy-
namics. However, to the best of our knowledge, there is no
open keystroke dynamics database from a real commercial-
ized system, while the benchmark databases in other bio-
metrics problems are generally ample. For example, the
FERET and FRGC databases are commonly used in face
recognition [15, 16]. In Palmprint recognition, the PolyU
dataset [17]is the open platform for comparative evaluation
of different algorithms.

The aim of database is to allow different researchers to
test their own algorithms based on the same dataset. In the
same experimental environment, the comparison between
different algorithms would be more reasonable. In [4], re-
searches on the keystroke dynamics were based on a long
text. Several people were asked to type a same paragraph
of words. These experiments can prove the uniqueness of
keystroke behavior; however, they could not be used for the
practical application.

It should be noted that most of the previous experiments
collected the test samples in pure laboratory context [14].
Therefore those datasets cannot represent a more general
situation. So creating an open and comprehensive database
from a commercialized system for keystroke dynamics be-
comes a very important issue.

The rest of the paper is organized as follows. In Section
2, we describe the commercialized keystroke dynamics sys-
tem used to establish the proposed database. The details of
the BH Keystroke Dynamics database and benchmark ex-
periments are introduced in Sections 3 and 4, respectively.
Section 5 gives some discussions with future work.

2. The Keystroke Dynamics system
In this section, we introduce the preprocessing, feature

reduction and benchmark recognition methods used in the
commercialized keystroke dynamics system.

2.1. Preprocessing Procedure

Supposed a password is represented by the following
vector:

P1, R1, P2, R2, ..., Pn, Rn (1)

where Pi and Ri represent the press and release time of
the i − th keystroke of a password. The elements of the
feature vector extracted from original keystroke information
are classified into two categories: dwelling time and flight
time. The dwelling time is calculated by Ri − Pi , and the
flight time is calculated by Pi−Ri−1, Pi−Pi−1, Ri−Ri−1.

Therefore, the extracted feature from the original vector
is represented as:

F = (R1 − P1, P2 −R1, P2 − P1, R2 −R1, R2 − P2, ...,

Pn −Rn−1, Pn − Pn−1, Rn −Rn−1, Rn − Pn)

(2)

The number of the registration samples collected in the
training procedure is 4 or 5, which is not enough to get an
effective model. So we augment the training set by using
the mean sample of each pair of samples.

2.2. Feature reduction by variance

In the registration procedure, to collect the training
dataset, some key press or release events may suffer from
unpredicted disturbance, and so it may bring noise to the
training process. Therefore, feature reduction is a very im-
portant step towards a system with a high performance. In
this study, the variance is considered as the selection crite-
rion to select features which can eliminate the noise from
training dataset. The feature extracted in the preprocess-
ing procedure is represented by F . For each element Fi

, we calculate its variance V ari , and a threshold (e.g.
V ari < 0.1 ) is used to decide whether the dimension can
be reserved.

2.3. Benchmark Recognition Methods

Support Vector Machine (SVM) is the state-of-the-art
classifier in machine learning. One Class SVM (OC-SVM)
as a variant of SVM can train a classification model from
one class without negative samples. OC-SVM can also be
viewed as a regular two-class SVM where all the training
data lie in the first class. The keystroke dynamics is basi-
cally a single-class problem, while in this paper we exploit
the nonlinear version of OC-SVM algorithm which maps
the input data into a high dimensional feature space (via a
kernel) as our first benchmark algorithm. It should be not-



ed that OC-SVM is also one of the state-of-art methods in
keystroke dynamics.

We also exploit Nearest Neighbor (NN) classifier as our
second benchmark algorithm on the collected database. In
the NN classifier, the Euclidean distance is used as the mea-
sure with given threshold for final classification.

In probability theory, the Gaussian distribution is a con-
tinuous probability distribution that is often used as a first
approximation to describe real-valued random variables that
tend to cluster around a single mean value. We suppose
that the keystroke data follow Gaussian distribution, there-
fore we can build a Gaussian model using the training data.
This model is used as our third benchmark algorithm for
keystroke dynamics authentication in the format of the fol-
lowing Gaussian probability:

p(x) =
1

2πd/2|Σ|1/2
exp{−1

2
(x− µ)T Σ−1(x− µ)} (3)

where x is the test sample with Σ, µ as the covariance matrix
and the mean vector of the Gaussian model, respectively.

3. The BH Keystroke Dynamics Database
We have collected a database by using a commercialized

system on keystroke dynamics. It can be used by different
researchers to test their algorithms and can eventually boost
the development of keystroke dynamics.

3.1. Data collection

Generally, several kinds of methods are used to capture
the keystroke event. The kernel based method is very pow-
erful and can gain any information typed on keyboard as it
reaches the operation system. However, the synchroniza-
tion problem is not well solved in multi-kernel computers,
though it is really effective and difficult to be detected by
user-mode applications in the single-kernel computers. An-
other widely used method is based on the HOOK keyboard
APIs. It includes a series of functions which reveal the s-
tatus of key press or release event. However, the HOOK
function is generally based on a lot of APIs which can lead
to an increase in CPU usage. There are also some meth-
ods based on web browsing, but they are not secure as oth-
er methods in keystroke event detection. To deal with the
above problems, we design an instance stream to capture
the key press and release events as shown in Figure 2. The
proposed method is effective since the instance stream can
be a complement to the traditional HOOK function.

A commercialized system following the above work
principle was deployed to different environments, such as
internet bars and laboratories. It involved a variety of indi-
viduals whose registration and log-in keystroke information
was collected. Each user was asked to type in his/her user-
name for one time and his/her password for 4 or 5 times in

Figure 2. Flowchart of the keystroke dynamics system

order to create a new account. Some false data from users’
misuse of the system were included in the primary dataset.
By using a filter, those error data were abandoned and final-
ly we got our BH database.

3.2. Description of Database

The BH database includes 2057 test samples and 556
training samples from 117 subjects. The whole database is
divided into two subsets, Dataset A and Dataset B, collect-
ed from two different environments. DatasetA was collect-
ed in cybercafe environment. The commercial system was
embedded into the login system of an online game. Dataset-
B was collected online. The commercial system is open
to the public. Each subject includes registration data from
genuine users which is used as training samples, log-in da-
ta from genuine users and log-in data from intruders. The
three sub-directories are named as ”training set”, ”positive
set” and ”negative set”, respectively. All the data are stored
in text format.

4. Expermental results
In this section, we present the benchmark experimental

results of three kinds of keystroke dynamics methods con-
ducted on the BH database.

4.1. Evaluation Criteria

In the experiment, we use False Positive Rate and True
Positive Rate for evaluation. The False Positive Rate is the
percentage of intruders who can enter the account by imi-
tating the typing manner of genuine users. The True Pos-
itive Rate is the percentage of genuine users who can suc-
cessfully login the system with right keystroke manner. By
changing the threshold in the classification procedure, we
get a series of True Positive Rate and False Positive Rate,
and then we use these results to draw a ROC curve. The
ROC curve is used for evaluation of an algorithm. Besides
these two indicators and the ROC curve, we also use the
Equal Error Rate to compare the performance of different
methods. The Equal Error Rate is the percentage where the



Figure 3. Comparison of the ROC results of the three methods
based on BH Dataset A.

Figure 4. Comparison of different prepossessing methods based on
BH Dataset A.

False Positive Rate equals the False Negative Rate.

4.2. Experimental Result

In Figure 3 and 4, we display the experimental result-
s of OC-SVM, Gaussian Model and NN classifier obtained
from BH Dataset A and Dataset B, respectively. It can be
seen from the ROC results on the figures that the perfor-
mance of OC-SVM is better than the Gaussian Model and
NN classifier.

We also tested different methods which are discussed in
section 2.1 and 2.2 in the preprocessing procedure and the
results are shown in Figure 5 and 6. The experimental re-
sults of the Equal Error Rate is shown in Table 1 to compare
the performance of different methods. A similar conclusion
as in Figure 3-6 can be observed.

Figure 5. Comparison of the ROC results of the three methods
based on BH Dataset B.

Figure 6. Comparison of different prepossessing methods based on
BH Dataset B.

5. Conclusion and Future Work

The BeiHang keystroke dynamics database is open to
public use. Interested researchers may send a request to
the corresponding author. It can be found at two Chinese
websites: http : //www.microdone.cn/balletlogin.php
and http : //www.u1ge.com/help/passdancer.

Our future work will focus on collecting a much larger
database. The proposed keystroke dynamics system has al-
ready been commercialized, but we plan to test other new
methods as well.
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