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ABSTRACT

The global endemic crime problem of payment
card compromise and subsequent fraud continues
to pose extreme challenges for the payments pro-
cessing industry and for law enforcement. These
challenges include developing strategies to min-
imise risk, including enhancing the security of
cards for consumers, reducing loss for merchants
and financial institutions, and enhancing intelli-
gence sharing between industry and law enforce-
ment. Case studies concerning the activities of
transnational criminal networks responsible for
card fraud show increasing levels of sophistica-
tion as well as the magnitude of financial loss.
Correspondingly, the evidence suggests wide-
ranging gaps in the design and implementation
of equally sophisticated responses that can pro-
duce risk reduction and prevention. This paper
draws on the problem-oriented policing, situ -
ational crime prevention and third-party polic-

ing theoretical approaches to propose a strength-
ened preventative response to the problem.

Keywords: intelligence; policing part-
nerships; fraud; crime prevention; pay-
ments

OVERVIEW
The primary aim of this paper is to discuss
the transnational crime problem of coun-
terfeit and card skimming. Drawing on
recent statistics and law enforcement case
studies, this paper highlights the challenges
associated with policing these activities as
well as reducing risk for consumers and
for the payments processing industry.
Combating the payment card problem
with a set of responses requires considera-
tion of crime theories as well technolog -
ical and law enforcement capacity; while
also considering the roles and responsibili-
ties of the various industry and regulatory
stakeholders. Recommendations for a
strengthened approach to the problem are
made in light of the inherent difficulties of
policing this crime and for industry to
curb its incidence. Recent experiences of
policing partnership approaches that have
focused on improving the flow of intelli-
gence between third parties and law
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enforcement have shown promising crime
reduction outcomes, such as precursor
diversion prevention.1,2 This growing
body of evidence highlights that harness-
ing third parties in a proactive capacity
shifts the focus from a predominantly reac-
tive enforcement model to an approach
that targets crime reduction at key access
points to mobilise targeted guardianship
practices. The analysis of the problem sug-
gests that, as well as mobilising partner-
ships, proactive intelligence sharing
between industry and law enforcement
can facilitate improved early warning
processes. These systems can improve the
capacity for transnational law enforcement
to respond, prevent, detect and prosecute
offenders. Additionally, the proactive mon-
itoring of third-party data, such as credit
histories, provides more early warning
opportunities, which impact on preven-
tion and early detection of victimisation.
The strengthened proactive partnership
approach discussed in this paper incorpor -
ates the card industry implementing situa-
tional measures to reduce risk of fraud,
formalising partnerships between business
and law enforcement to improve the
capacity and flow of meaningful intelli-
gence, and law enforcement developing
transnational early warning notifications to
alert countries to the constantly evolving
trends in fraud offences. Central to these
approaches is the need for industry and
law enforcement to shift away from the
traditional localised jurisdictional view of
the problem to a perspective that under-
stands and conceptualises the problem and
its solution/s in a transnational multi-
agency response framework.

FRAUD INCIDENCE: THE SIZE OF
THE PROBLEM
The global endemic crime problem of
payment card compromise continues to
pose extreme challenges for the payments

processing industry and for law enforce-
ment. The extent of the problem contin-
ues to grow annually as criminal networks
expand their reach and continue to
increase the sophistication of their meth-
ods.

In 2012, there were over one and a
quarter million transactions involving
credit, debit and charge card fraud against
Australian cards, making a total loss of over
A$260m. Interestingly, the majority of
losses for non-proprietary cards occurred
in overseas counties: 679,390 transactions
or almost A$134m (see Table 1). These data
alone reflect the strong transnational
nature of organised crime efforts specifi-
cally against the card industry. The other
interesting note is that of the ‘Scheme’
cards, 81 per cent of the fraudulent trans-
actions were card not present (CNP).
These data confirm the strong link
between card fraud and transnational
criminal efforts.

Between 2006 and 2012, fraud inci-
dents, including those involving lost
and/or stolen cards, cards never received,
fraudulent application of cards, counterfeit
and/or skimming of cards as well as fraud
involving CNP in Australia continued to
increase exponentially, with an overall
increase of 291 per cent in seven years.
Similarly, other countries experienced
rates of growth in card fraud incidents,
albeit much higher, recording a 520 per
cent increase over the same period. Apart
from a small decrease in the value of frauds
in Australia between 2008 and 2009, the
increase in the cost of fraud is significant,
and has not abated in Australia or world-
wide in recent years (see Figures 1 and 2).
In Australia, there were over 1.84 million
card-related fraud incidents during the
period, with an associated cost of over
A$512m (see Table 2 and Figures 1 and 2).

Figure 2 depicts the protracted growth
of this crime problem over time in
Australian and overseas jurisdictions. In
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2011and 2012, an average loss of
A$423,435 was reported every day world-
wide. Of this, A$296,505 was perpetrated
in Australia every day.

The extent of payment card fraud is
very difficult to ascertain, owing to data
unreliability and selective reporting. Law
enforcement personnel working in
Australian fraud squads agree that the
Australian banking community is reticent
to reveal the full extent of the card fraud
problem. Limited disclosure of fraud by
banks has been experienced on numerous
occasions: for example, when law enforce-
ment agencies are not advised of card

skimming attacks on automatic teller
machines (ATMs). Commonly, law
enforcers are notified of a skimming
device when a member of the public
reports it, not as a matter of practice by the
financial institution. Other means to iden-
tify the size of the problem are through
surveys and police-recorded crime. In
2012, a survey of 13,000 people across 24
countries conducted by Norton, found 72
per cent of respondents had been a victim
of cybercrime with an estimated direct
cost of these cybercrimes at US$110bn for
the preceding 12 month period.3,4

Activities included in the definition of
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Table 1: Card related fraud incidents in overseas countries

In Australia Overseas

Category Transactions Value ($) Transactions Value ($)

Lost/stolen 83,636 14,414,354 21,889 8,318,853
Never received 25,262 6,780,682 1,185 446,470
Fraudulent application 5,185 3,409,868 274 93,059
Counterfeit/skimming 37,484 13,047,707 45,035 14,602,763
Card not present (CNP) 360,221 72,645,147 609,655 110,155,844
Other 3,016 714,014 1,352 355,619
Total 514,804 111,011,772 679,390 133,972,608

Source: Australian Payments Clearing Association (APCA) 2013.

Table 2: Card related fraud incidents in Australia between 2008 and 2009

Category Transactions value ($)

Debit card fraud — PIN used Lost/stolen 18,452 4,253,261
Never received 3,057 1,302,489
Counterfeit/skimming 21,638 9,445,179
Other 1,328 722,924
PIN used total 44,475 15,723,853

Debit card fraud — PIN not used Lost/stolen 58 12,978
Never received 2 1,846
Counterfeit/skimming 37 18,668
Other 15 10,015
PIN used total 112 43,507

Total debit card fraud 44,587 15,767,360

Source: Australian Payments Clearing Association (APCA) 2013.
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cybercrime were viruses, online credit
fraud, unsolicited pornography, phishing
and receiving excessive spam. The costs of
fraud are significant, and available estimates
are likely to underestimate substantially
the real total costs. In 2011, the Australian
Bureau of Statistics estimated at least 1.2
million Australians experienced at least
one fraud incident in the 2010–11 finan-
cial year; with an associated total loss of
A$1.4bn.5 The 2011 estimate was up from

806,000 victims (15 years and over) expe-
riencing at least one person fraud offence
in 2007. The loss estimate incorporates
only the direct loss to the victim and
excludes other costs, such as those
incurred by banks and businesses associ-
ated with investigation and reimburse-
ment, law enforcement investigation,
opportunity costs for victims associated
with time for reporting and funds recov-
ery, as well as less tangible costs such as
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Source: Australian Payments Clearing Association (APCA) 2013

Figure 1 Number
of frauds: credit,
debit and charge
card perpetrated in
Australia and
overseas on
Australia-issued
cards, 2006–2012

Figure 2 Value of
frauds — credit,
debit and charge
card perpetrated in
Australia and
overseas on
Australia-issued
cards, 2006–2012
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psychological harm and associated impacts
to families and communities.6,7 In
Australia, police-recorded crime for fraud
offences between 2002 and 2012 shows
increases in every jurisdiction over this
period, with the exception of Queensland
and Tasmania (see Table 3). Reported inci-
dents of fraud offences since 2003 show an
average of 73,413 offences per year in
Australia, or an average of 1,411 offences
per week.

But it is known that, in 2012, there
were one and a quarter million transac-
tions involving credit, debit and charge
card fraud against Australian cards.
Therefore there is a significant ‘dark
figure’ (the difference between incidence
and reporting) for card fraud. One of the
major factors affecting levels of official
reporting of fraud to police is the standard
practice employed by financial institutions
to investigate and ‘clear’ fraud cases involv-
ing their customers. While this is likely to
be viewed as good business practice, it cre-
ates little incentive for victims to report
the crime to police. Crime underreporting
affects governments’ priorities and capa -
city to make accurate and/or timely deci-

sions about the course of action to be
employed to address problems. While
Figure 3 indicates that reported incidences
of fraud are reasonably steady since mid-
2000, the APCA data suggest that the
problem is growing exponentially (see
Figures 1 and 2).

To devise appropriate responses to the
problem, it is important to understand
how cards are compromised and the com-
position of the criminal networks engag-
ing in these activities. The most common
methods for compromising cards are
through card skimming, lost/stolen, hack-
ing of databases, key logging malware,
internal data breaches, point of sale (POS)
terminal compromise, as well as phishing
and phone scams. All these methods are
technology based. In response, a number
of technology-based security aids have
been implemented to reduce card vulner-
ability to fraud. Mandatory chip and pin
technology was introduced in the UK in
February 2006. The new technology
resulted in a mass upgrade to cards (42
million) as well as to POS terminals
(850,000) and ATMs (40,000 ATMs).8,9

The impact on fraud from the introduc-
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Table 3: Reported fraud* offences, Australia 2002–2003 to 2011–2012

New South South Northern Western 
Queensland Wales Victoria* Australia* Tasmania Territory Australia Total

2011–2012 14,916 38,145 22,773 2,352 427 249 13,726 92,588
2010–2011 16,600 36,276 19,895 2,866 498 235 8,106 84,476
2009–2010 18,182 36,491 19,597 3,012 472 276 9,231 87,261
2008–2009 17,857 37,111 23,016 2,846 547 n/a 11,140 92,517
2007–2008 19,091 37,134 23,632 3,261 688 n/a 9,564 93,370
2006–2007 22,955 33002 25,856 3,956 596 n/a 9,241 95,606
2005–2006 25,015 35,241 27,689 3,970 1,101 n/a 9,979 102,995
2004–2005 25,885 33,625 27,630 3,684 1,496 n/a 6,906 99,226
2003–2004 25,522 30,070 30,201 4,914 1,415 n/a 5,704 97,826
2002–2003 30,063 33,148 30,213 5,756 1,745 n/a 7,123 108,048

*Broader offence grouping of deception. n/a — not available.
Source: Queensland Police Annual Statistical Review; BOCSAR NSW recorded crime quarterly reports;
Tasmanian Crime Reports; Northern Territory Tri-service report — Police; Fire and Emergency Services;
Tasmanian Department of Police and Emergency; Management Annual Reports; OCSAR (WA); Victorian
Offences recorded by Offence Code 2002/03–2011/12 and South Australian Police Annual Reports.
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tion of tougher technological measures
was examined by Finch,10 who inter-
viewed 19 fraudsters in 2004 and again in
2009. The study found that chip and pin
technology increased the difficulty for
fraudsters, as they needed to have both ele-
ments to use cards fraudulently. Finch,11

however, found that chip and pin technol-
ogy discouraged only around 20 per cent
from further illegal activities. Many of
these individuals had less than five years’
fraud experience and stated that they were
unwilling to adopt new methods to con-
tinue. Finch12 found that the fraudsters’
perceived heightened risk of detection was
a significant deterrent, particularly to indi-
viduals who were ‘less entrenched’ in the
activity. For the deterred fraudsters,
Clarke’s13 situational crime prevention
theory fits neatly, with fraudsters weighing
up costs versus benefits of engaging in the
crime. Those criminals who assess the costs
and/or risks to outweigh the potential
benefits are deterred from the behaviour.

This study, however, found that not all
fraudsters were deterred as a result of
tightening up or target hardening. The
remainder, who were not deterred, viewed
the new environment as simply a new
game with new rules to learn and over-
come.14 The study showed that standalone
changes to technology did not make a
wholesale impact on motivation to offend.
In addition, more entrenched fraudsters
may be savvier to the realities of law
enforcement investigations and prosecu-
tions, and hence consider the heightened
risk still to be a low risk.

Observations made by the first author
indicate that criminal networks appear to
understand, to a degree, the complexity
faced by law enforcement to initiate inter-
national fraud investigations successfully
and to prosecute. One of the major barri-
ers is effective communication between
countries, including significant language
and cultural barriers as well as inconsistent
legislation. Low rates of reporting also
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Figure 3 Reported
fraud offences,
Australia*
2002/03–2011/12
*Broader offence
grouping of
deception. n/a, not
available

Source: Queensland Police Annual Statistical Review; BOCSAR NSW recorded crime quarterly
reports; Tasmanian Crime Reports; Northern Territory Tri-service report — Police; Fire and
Emergency Services; Tasmanian Department of Police and Emergency; Management Annual
Reports; OCSAR (WA); Victorian Offences recorded by Offence Code 2002/03–2011/12 and South
Australian Police Annual Reports.
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reduce police opportunity to be aware of
crimes and/or investigate offenders. In
these circumstances, there is little to deter
criminal groups from continuing to
engage in card fraud when investigations
are limited, and barriers to successful pros-
ecution are high. The analysis of the data,
together with substantial experiential
knowledge, confirms that criminal net-
works use the enormous borderless poten-
tial of the internet to commit transnational
crimes that largely go unreported and are
extremely difficult to investigate and pros-
ecute. Together with these barriers, the
increasing sophistication of criminal
groups also increases the challenges for
banks, businesses, individuals and law
enforcement.

TRANSNATIONAL CASE STUDIES
Case studies illustrating the increasing
sophistication of transnational criminal
networks responsible for card fraud show
that there are three fundamental phases of
criminal operation in respect of cards.

The first phase is the acquisition of the
card data. Recent examples in Australia
include Romanian ATM card skimming
gangs. These gangs were found to be
entering the country in one capital city
and, during the course of two to three
weeks, they travelled through the major
cities and harvested skimmed card details
during their stay, before departing from a
different international airport.

A second example involved a
Romanian-based cybercriminal syndicate
who committed a large data theft opera-
tion involving 500,000 Australian credit
cards. This data theft enabled thousands of
fraudulent transactions to be carried out in
numerous overseas locations, including
Europe, Hong Kong, Australia and the
USA.

The second phase in the operation of
the transnational crime fraud market is the

trading of the data. The most common
place for this to occur is in the ‘dark
market’ — the deep web where cyber
criminals openly trade in illicit commodi-
ties, including credit card data. A joint
operation between the Fraud and Cyber
Crime Group of the Queensland Police
Service and the US Secret Service tar-
geted a Malaysian national operating a
counterfeit card production business in the
‘dark market’. During the investigation
over a two-week period, 87 suspects were
identified in 21 countries. The case illus-
trates the potential for transnational crim-
inal groups to operate and flourish across
numerous countries with the assistance of
the internet. The case also demonstrates
the capability for Australian law enforce-
ment to work successfully transnationally.

The third phase is cash extraction
and/or fraudulent transactions. This is the
phase where the compromised card data
are used to commit fraud. In April 2013,
transnational criminal organised networks
made 40,500 transactions over ten hours
in 27 countries to extract around A$45m
from compromised card accounts.

These case studies highlight the three
main elements of card fraud and highlight
the high level of organisation and sophisti-
cation of these groups, as well as the swift-
ness with which card fraud is committed.
As shown by Finch,15 highly organised
and highly sophisticated transnational
crime groups are unlikely to be deterred
from engaging in these activities when the
rewards are significant and the risk of
apprehension and prosecution is perceived
as relatively low. Linked-up and collabora-
tive system-wide and community-wide
changes that focus on optimal risk reduc-
tion and prevention strategies are required,
as simply tweaking the system will have
only a small impact on the illegal activities
of criminal groups who are less
entrenched and sophisticated.

Organised payment card compromise
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CURRENT RESPONSES TO CYBER
FRAUD

Internationally, numerous governments
have devised strategies to respond effec-
tively to the growing threat of cybercrime.
In 2010, the UK released its ‘Cyber Crime
Strategy’ and, in 2011, the USA released its
‘Strategy to Combat Transnational
Organised Crime: Addressing
Converging’. Similarly, the Australian
Government aspires to cyber security
through a national strategy encompassing
seven key strategic priorities.16 These are
to have a greater awareness of threats to
government and key infrastructure, and, in
doing so, improve the capacity to detect,
analyse and mitigate cyber threats. The
second priority is to educate all Australians
through the provision of practical knowl-
edge and tools, which assists all individuals
to protect themselves online. This is fol-
lowed by a strategy to forge closer part-
nerships between business and
government to enhance cyber security,
with particular attention to infrastructure,
networks and products and services. The
intention of the strategy is for government
systems to model best practice in securing
government transaction systems. Next is a
commitment to international engagement,
which promotes and supports Australia’s
national interests in cyber security. Priority
six has a specific focus on legal and law
enforcement elements of cyber security,
specifically to ensure the provision of an
effective legal framework that supports
enforcement capabilities in the targeting
and prosecution of cybercriminals. The
ongoing development of knowledge, skills
and innovation through investment in
building a skilled cyber security workforce
is the final priority.17 While these broad
objectives are largely top-down, building
capacity in business to enhance cyber
security is a strategy that requires business
and industry to prioritise investment and
commitment in this regard. A distinct gap

in the literature is how businesses develop
mitigation strategies against external fraud.
Typically, the focus of fraud deterrence
research is how businesses can mitigate
against rogue employees’ actions to
defraud.18 Business vigilance in both
internal and external fraud contexts, how-
ever, are equally important for reducing
vulnerabilities in financial transactions and
for the card industry more broadly.

In the banking environment, these
businesses have fiduciary responsibilities
to their customers. A fiduciary relation-
ship is where a person (the fiduciary)
undertakes to act for another (the princi-
pal), and in doing so, the fiduciary must
place the principal’s interests ahead of its
own. The Payments System Board (PSB),
within the Reserve Bank of Australia,
have regulatory jurisdiction in Australia
for the payments processing industry. The
Australian regulator, however, has been
described has having a ‘light touch’
approach, whereby its preferred means for
communicating standards to industry is
through consultation and policy develop-
ment. Since 1998, the PSB’s regulatory
‘intervention’ record has been minimal —
consisting of just a few cases,19 while the
PSB provides policy guidelines for the
Australian payments processing industry
around a broad range of processing
mechanics: for example, credit card sur-
charges and how to process a dishonoured
cheque; policies that specifically reduce
consumer vulnerability to fraud are
unspecified.

The fiduciary relationship is one of
trust, and obligates the fiduciary to act
with the best interests of the person in
mind. Simply put, financial institutions and
payments processing merchants are
responsible for acting in the best interests
of the customer with whom there is a
fiduciary obligation. In Australia, this obli-
gation is proscriptive, meaning that the
fiduciary must not act in certain ways,
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including: avoiding a position of conflict
of duties regarding the principal; and not
acting for their sole benefit — or that of
third parties — without the consent of the
principal.20 While not implicitly stated,
Australia’s proscriptive standard on fiduci-
ary obligations could also be construed to
mean that these third parties must not act
in a deliberate way that disadvantages the
principal.21 In other words, technologies
and processes to reduce the risk of card
fraud — as well as partnership strategies
between banks, businesses, the card indus-
try and government agencies such as law
enforcement — should not be held back
on the basis of enhancing business prof-
itability. Reducing vulnerability to card
fraud is a fiduciary responsibility, and
developing a more collaborative and
proactive response should be a higher pri-
ority for the payments processing industry
worldwide. It is also the responsibility of
the fiduciary to protect the identity of the
client whose account has been compro-
mised. Law enforcement experience sug-
gests that financial institutions, who do not
cancel cards immediately, increase the
opportunity for criminals to take over the
card holder’s identity. This inaction further
exposes the person to further fraud vic-
timisation, and can be prevented.

Police have the fundamental responsi-
bility to protect life and property and,
prior to the emergence of the internet,
policing was focused at the ‘local’ level. In
this environment, detectives were accus-
tomed to conducting investigations and
making arrests. In a localised crime
market, police careers were established on
the quality and quantity of arrests. The
global crime environment, however,
driven by transnational crime elements,
has changed the nature of police work and
created significant challenges. These
include police not being able immediately
to locate the offender and to prosecute
accordingly, and the subsequent willing-

ness of victims to be forthcoming with
information in the remote likelihood of
apprehension. Similarly, police have lim-
ited access to information that could assist
their investigations and/or prevention
activities. In the context of cybercrime, the
challenges are exacerbated by the sophisti-
cation of transnational groups who oper-
ate and proliferate in the ‘dark market’.
Law enforcement efforts are hampered
owing to substantial underreporting, and
this is directly influenced by businesses
subsuming fraud as a cost of doing busi-
ness. The available data show that fraud is
continuing to grow considerably, and the
collective response to fraud is not keeping
pace. It is clear that a strengthened
approach that involves key stakeholders is
required.

CONCEPTUALISING A
STRENGTHENED APPROACH
In Australia, work has commenced to
strengthen the security mechanisms avail-
able to governments, business and cus-
tomers operating in cyber environments.22

To date, however, these responses have not
specifically addressed the weaknesses in
the law-enforcement toolkit to make a
tangible impact on this crime. This
response includes capacity to employ
innovative proactive preventative measures
that are heavily data reliant and data
driven. Implementing strengthened
responses includes strategies to improve
overall card security as well as improve
partnerships, intelligence sharing and early
warning processes.

A situational crime prevention
approach encourages police and others to
examine the context of the crime and to
seek to design and implement measures
that can counter an identified crime
occurring at a particular place or con-
text.23 Similarly, problem-oriented poli -
cing encourages police to analyse the
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activities of offenders in the commission
of crime and to develop strategies to
counter these opportunities, to increase
offenders’ risk of detection and to make
crime less attractive in these contexts.24

The third-party policing approach stems
from these two approaches, whereby, place
managers and guardians are identified and
mobilised to assist law enforcement, often
through the use of existing regulation, to
provide a consistent crime control or pre-
vention response to an identified prob-
lem.25 The problem of counterfeit cards
and card skimming provides opportunities
for situational measures, problem-oriented
measures and third-party measures to
strengthen prevention, increase prosecu-
tion and reduce risk of victimisation.

Figure 4 illustrates how police can
mobilise guardianship through a third-
party policing model. First, it shows police
identifying the access points with which
to design and implement responses. These
access points are points where certain
crimes are enabled, simply by the nature of
their legitimate business operations.26

Secondly, the model shows how the
mobilisation of third parties through regu-
lations both co-opts and empowers that
third party to perform specific crime pre-
vention or control roles.27 Lastly, the out-
come of police engagement with third
parties, through this model, is the consis-
tent implementation of strategies designed
to reduce and prevent crime. The nature of
the model, as a collaborative partnership
— which typically involves information
sharing — also increases the risk of appre-
hension, and therefore opportunities to
influence offender decision making and
deterrence.28

Conceptually, third-party policing can
be viewed as the umbrella strategy that
enables consistent and committed partner-
ships between and across governments,
banks and businesses. Within this broader
strategy, problem-oriented and situational
crime prevention responses are useful
frameworks for devising target-hardening
strategies to ever-changing card security
vulnerabilities.30

Changing the appearance of cards is a

Page 39

Hay and Webster

Police

Third-party
(access point)

Crime control
or prevention
intervention

• The police identify the
crime problem. They
identify the access points
and design a strategy
encompassing the third-party 
intervention.

• The third-party is 
mobilised through
existing or through
new legislation to
perform a crime
control or prevention
role

• The intervention is
implemented in a 
regulated framework.

• Empowers
• Coerces
• Enforcement

Figure 4
Mobilising
guardianship
through third-party
policing29

Webster:JSC page.qxd  18/03/2014  08:52  Page 39



situational response, which can and is fre-
quency circumvented by criminal groups.
The functionality of the card, however, is
an area that can be controlled and modi-
fied to make card fraud more difficult.
Problem-oriented measures include
making the card more difficult to compro-
mise by using mandatory chips and imple-
menting additional controls around use of
the card: for example, making the use of a
personal identification number (PIN) for
every transaction mandatory. Card issuers
can control the functionality of the cards
and can implement increased security
measures, which can collectively result in
fraud prevention.

As illustrated in Table 1, a large propor-
tion of offences involving Australian cards
are perpetrated overseas. A problem-
oriented approach seeks to minimise
crime at a particular place or context.
Thus, a geographically limited card would
automatically reduce a large quantity of
overseas perpetrated frauds. As is typically
the case with a number of Australian banks
and financial institutions, unusual card use
in overseas jurisdictions is rapidly flagged
and verified with the cardholder. Cards are
stopped or cancelled when suspicious
activity is detected. This model is reactive,
however: the fraud has already taken place,
and a financial loss has already been
incurred. A card designed specifically for
use on the internet may also be an
approach that minimises risk of fraud for
merchants and customers, as is the require-
ment that all card use is dependent on the
accurate use of a PIN. A prevention model
that incorporates these elements seeks to
minimise risk, disruption and loss, and
thereby requires third parties to imple-
ment situational measures with technol-
ogy, which effectively facilitate these
measures.

There is also an opportunity to do more
with respect to creating more consistent
and reliable early warning capacity across

financial institutions and with law
enforcement. A third-party policing
response that is mobilised through regula-
tions could be used to create consistency
and processes to facilitate the rapid sharing
of information about fraud trends. The
timely sharing of this information assists
countries to analyse and develop mitiga-
tion strategies to circumvent the otherwise
full impact of a new crime trend.
Intelligence sharing from financial institu-
tions to law enforcement is one of the key
pillars of enhancing early warning capacity
and being better prepared for the ongoing
influx of new criminal schemes that circu-
late the globe. Building capacity in law
enforcement to receive and analyse
increased levels of intelligence for strategic
as well as operational purposes also needs
to be considered.

As part of the enhanced early warning
intelligence sharing, a bank-funded credit
rating monitoring system would appear to
be another important and logical
compon ent to facilitate the early detection
of fraudulent activity that encompasses
card and identity fraud more broadly. This
is an example of existing information
being used more strategically by industry
and law enforcement to detect fraud pat-
terns and provide more targeted opportu-
nities to reduce risk and loss to business
and individuals.

For victims of fraud by counterfeit or
card skimming, it is also pertinent that
identity restoration practices are expedited
and that victims are afforded support from
governments and financial institutions in
this process. Once more, a better coordi-
nated and ‘joined-up’ response in this
regard is likely to lessen the impact on vic-
tims.

CONCLUSION
Understanding of the magnitude of the
counterfeit and card skimming problem is
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hampered by the availability of accurate
information that is publically accessible.
But it is known, from victim surveys that
the rate of fraud victimisation is consis-
tently much higher than that reported to
police. The fraud ‘dark figure’ significantly
impedes one’s ability to ascertain precisely
the nature of counterfeit and card skim-
ming in Australia and/or worldwide. This
paper has highlighted the need for a
change of approach, one that no longer
accepts the cost of fraud as a consequence
of doing business, to a position that seeks
to address the very significant problem —
with an increased focus and investment in
prevention activities, including situational
measures, partnerships and intelligence
sharing facilitated through third-party
policing frameworks. Table 4 summarises
the recommended strategies discussed in
this paper, along with the agencies to be
involved in championing change. While it
is not possible to estimate costs associated
with these approaches, it is the authors’
assessment that many of the strategies
involve activities that are already occur-
ring. What is missing in the framework is

the joined up partnership that enables
value adding that can significant benefit
others to reduce risk, reduce loss and pro-
tect consumers better.

It is difficult for any one industry to stay
ahead of the fraud curve,31 therefore gen-
uine innovation, partnerships and collabo-
rations across and between government,
industry and law enforcement agencies are
necessary to affect meaningful change. It is
clear that there is an opportunity to do
more, and that better prevention and part-
nership initiatives play a key role in the
response into the future. Fraud should not
be accepted as an expense, but rather as a
significant problem that, with innovation,
partnerships and intelligence, is something
that can be better controlled and reduced.

AUTHORS’ NOTE

The views expressed are the authors’ own.

REFERENCES AND NOTES

(1) Norton (2012) ‘Norton Cybercrime
Report’, available at
http://bit.ly/201209norton.

Page 41

Hay and Webster

Table 4: Responding to organised counterfeiting and data skimming summary of
recommendations

Strategy Agency and/or industry responsible

Situational measures to tighten access points. 
Key examples:
1. Cards restricted for internet use
2. Geographical limited card
3. All card use dependent on the accurate use of a 

personal identification number (PIN).
Improved intelligence sharing to increase early warning
capacity. Timely and accurate data exchange promotes
and facilitates proactive data driven strategies. Action is
enabled through regulation.
Bank funded national credit early warning system.
Purpose is to circumvent repeat and more serious 
victimisation including identity fraud.
Identity restoration procedures.

Financial institutions and card industry.

Financial institutions, card industry and law enforce-
ment.

Financial institutions, credit agencies and law
enforcement.

Federal and state governments, financial institutions.

Webster:JSC page.qxd  18/03/2014  08:52  Page 41



(2) Hamilton, C. (2013) ‘UK Payments
System Self-Regulation under Scrutiny
— Opinion’, available at
http://www.apca.com.au/policy-and-
debate/opinion, accessed on 28th June,
2013.

(3) Ref. 1 above.
(4) ‘Cybercrime Costs 110bn a Year —

Maybe More’ (2012) Computer Fraud &
Security, Vol. 2012, No. 9, pp. 3, 20.

(5) Australian Bureau of Statistics (2012)
‘Personal Fraud 2010–2011’, Cat. No.
4528.0, ABS, Canberra.

(6) Ibid.
(7) Button, M., Lewis, C. and Tapley, J.

(2013) ‘A Better Deal for Fraud Victims:
Research into Victims’ Need and
Experiences’, University of Portsmouth,
Portsmouth.

(8) Hunter, P. (2004) ‘Chip and PIN: Biggest
UK Retail Project since Decimalisation
but Not Enough on Its Own to Defeat
Card Fraud’, Computer Fraud & Security,
Vol. 2004, No. 5, pp. 4–5.

(9) Levi, M. (2008) ‘Combating Identity and
Other Forms of Payment Fraud in the
UK: An Analytical History’, in McNally,
M. and Newman, G. (eds) ‘Perspectives
on Identity Theft’, Willan, Cullompton,
pp. 111–131.

(10) Finch, E. (2011) ‘Strategies of Adaptation
and Diversification: the Impact of Chip
and PIN Technology on the Activities of
Fraudsters’, Security Journal, Vol. 24, 
No. 4, pp. 251–268.

(11) Ibid.
(12) Ibid.
(13) Clarke, R. (1980) ‘ “Situational” Crime

Prevention: Theory and Practice’, British
Journal of Criminology, Vol. 20, No. 2, 
p. 136.

(14) Finch, ref. 10 above.
(15) Ibid.

(16) Australian Government (2009)
‘Cyber-Security Strategy’, Attorney-
General’s Department, Canberra.

(17) Ibid.
(18) Bouwer, W. (2010) ‘Fraud Deterrence’,

Accountancy SA, pp. 12–13.
(19) Hamilton, ref. 2 above.
(20) Evans, M. and Jones, B. L. (2012) ‘Equity

and Trusts’, 3rd edn, Lexis Nexis,
Chatswood, NSW.

(21) Beach Petroleum NL v Kennedy (1999)
48 NSWLR 46–47.

(22) Australian Government, ref. 16 above.
(23) Clarke, ref. 13 above.
(24) Lee, D. R. (2010) ‘Understanding and

Applying Situational Crime Prevention
Strategies’, Criminal Justice Policy Review,
Vol. 21, No. 3, pp. 263–268.

(25) Mazerolle, L. and Ransley, J. (2005)
‘Third Party Policing’, Cambridge
University Press, Cambridge.

(26) Webster, J. L. ‘Innovative Police
Responses to Drug Problems: Exploring
a Third-Party Policing Partnership
between Police and Community
Pharmacy’, Griffith University, Brisbane.

(27) Ibid.
(28) Ibid.
(29) Ibid.
(30) Ibid.
(31) Summers, B. J. (2009) ‘Fraud

Containment’, Federal Reserve Bank of
Chicago Economic Perspectives, Vol. 33, 
No. Q1, pp. 17–21.

(32) Webster, J. L. and Ransley J. (2012)
‘Third-Parties’, in Ransley, J., Mazerolle,
L., Manning, M., McGuffog, I. and
Webster, J. (eds) ‘Reducing the
Methamphetamine Problem in Australia:
Evaluating Innovative Partnerships
Between Police, Pharmacies and Other
Third Parties’, NDLERF, Canberra, 
pp. 34–42.

Organised payment card compromise

Page 42

Webster:JSC page.qxd  18/03/2014  08:52  Page 42



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Bembo
    /Bembo-Bold
    /Bembo-BoldItalic
    /Bembo-Italic
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /HelveticaCyr-Upright
    /HelveticaNeue-Black
    /HelveticaNeue-Bold
    /HelveticaNeue-BoldCond
    /HelveticaNeue-BoldItalic
    /HelveticaNeue-Italic
    /HelveticaNeue-Light
    /HelveticaNeue-LightItalic
    /HelveticaNeue-Roman
    /LinotypeEuroFontGtoP
    /LucidaMath-Italic
    /LucidaMath-Symbol
    /MathematicalPi-Five
    /MathematicalPi-Four
    /MathematicalPi-One
    /MathematicalPi-Six
    /MathematicalPi-Three
    /MathematicalPi-Two
    /TimesTen-Italic
    /TimesTen-Roman
    /Univers
    /Universal-NewswithCommPi
    /Univers-Black
    /Univers-BlackOblique
    /Univers-Bold
    /Univers-BoldItalic
    /Univers-BoldOblique
    /Univers-Light
    /Univers-LightOblique
    /Univers-Medium
    /Univers-MediumItalic
    /Univers-Oblique
    /ZapfDingbats
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages false
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages false
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /ENG ()
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


