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Abstract— Catastrophic events triggered or augmented by 
regional conflicts, climate change and new disease strains 
appear to be increasing in intensity and frequency. 
Preparation, response and recovery are essential to survive 
the new wave of large-scale disasters; unfortunately 
however, the heterogeneous set of institutions and 
organisations responsible for delivering emergency 
response services often fail to rise up to the task, with the 
lack of proper collaboration featuring as a main culprit. 
Previous research and applications have advocated for and 
presented a holistic and integrated approach to improve 
interoperability seen as an essential component of 
collaboration. In this position paper, we aim to contribute 
to advancing that research by providing a novel 
perspective to interoperability issues, that takes into 
account the advent of Internet technology feeding the 
emergence of the ‘Internet of Things’ (IoT), enabling the 
different artefacts to sense, process, share and act in an 
ubiquitous, Internet-like environment. Thus, we 
investigate the potential application of a novel IoT-aware 
‘interoperability as a property’ (IaaP) paradigm in order 
to provide a sound state-of-the-art platform for efficient 
preparation by disaster management organisations and 
agile, adaptive response delivered by synergic task force 
and rescue teams. 

I. INTRODUCTION 

The rate and force of natural and man-made disasters, 
whether triggered or augmented by new strains of drug-
resistant diseases, regional conflicts and climate change, 
appears to be on the rise. In this context, it is nowadays 
essential to effectively prevent, prepare for, promptly 
respond to and recover from catastrophic events. 
Governments worldwide typically tackle this challenge 
by creating specific policies, departments and ‘disaster 
management’ organisations’ (DMOs). Such 
organisations operate in a highly varied and complex 
historic, traditional, geographical, cultural and political 
environment, which typically results in a high 
organisational diversity of DMOs.  

Coping with large scale catastrophic events typically 
demands resources and capabilities beyond those of any 
individual organisation; thus, the effective cooperation 
of DMOs at all necessary levels and addressing all 
relevant aspects is essential (Australian Psychological 
Society, 2013; Kapucu, Arslan, & Demiroz, 2010; 
Tierney & Quarantelli, 1989; Trakas, 2012; Waugh & 
Streib, 2006; World Health Organisation, 2011). 

Therefore, although DMOs’ organisational diversity 
makes proper and effective collaboration more difficult 
(Whitman & Panetto, 2006), such synergy in disaster 
management is essential in order to minimize the loss of 
property and human life.  

Interoperability is key to effective cooperation (Trakas, 
2012); however, selecting its suitable type and applicable 
aspects to disaster management is a non-trivial task. In 
addition, the advent of Internet technology feeding the 
emergence of the ‘Internet of Things’ (IoT) allowing the 
different artifacts to sense, process, share and act in an 
ubiquitous, Internet-like environment, brings a novel 
interoperability paradigm, namely Interoperability as a 
Property (IaaP).  

This position paper sets out to identify disaster 
management collaboration problems, investigate and 
prioritize suitable interoperability aspects. Then, it 
discusses how IaaP requirements and enabling factors 
applied to DMOs in the context of the mainstream 
interoperability aspects deemed relevant to disaster 
management can help improve interoperability and thus 
agility and effectiveness of disaster response teams.  

II. COLLABORATION IN DISASTER 
MANAGEMENT 

The cooperative operation of emergency services is 
typically legislated at various state, national and 
international levels (e.g. (Australian Government, 2011; 
Federal Emergency Management Agency, 2011; 
Government of South Australia, 2004; United Nations 
International Strategy for Disaster Reduction Secretariat 
(UNISDR), 2011)). However, merely mandating 
organisations (of any type) to ‘cooperate’ has proven 
insufficient; the lack of true collaboration has brought 
about increased response times, confusion about the 
situation on the ground and sometimes even dispute as to 
who, where and when is in charge. Wilson  et al. (2005) 
reinforce this point by stating that collaboration does not 
automatically occur but rather must be “constructed, 
learned […]” and importantly, “[…] once established, 
protected” (ibid.).  

Coordination in crisis situations is also difficult due to 
incompatibilities in infrastructure and difficulty in 
filtering and validating the typical flood of information 
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generated during disaster events. For example, 
inconsistency in alert notice types and formats may 
confuse response teams and fuel a situation whereby the 
population is saturated with ambiguous and/or irrelevant 
messages (Ellis, Kanowski, & Whelan, 2004; 
Queensland Floods Commission of Enquiry, 2011; 
Victorian Bushfires Royal Commission, 2009). This can 
lead to sub-optimal prevention and response by intended 
recipients and potential property and life loss. Efforts to 
standardise warning message protocols are still rather 
localised, with low take-up rates (Moore, 2010; OASIS, 
2005). 

Various documents, inquiries, reviews and reports (('t 
Hart, Boin, Stern, & Sundelius, 2005; Brewin, 2011; 
Igarashi, Kong, Yamamoto, & McCreery, 2011; 
Queensland Floods Commission of Enquiry, 2011; 
United Nations International Strategy for Disaster 
Reduction Secretariat (UNISDR), 2011; Victorian 
Bushfires Royal Commission, 2009; Wiese, 2006), etc.), 
suggest that the root causes of current shortcomings 
could in fact be the inadequate preparedness and 
information flow and quality between the participants 
(Prizzia & Helfand, 2001; Wickramasinghe & von 
Lubitz, 2007), owing mostly to incompatibilities 
originating in their inherent heterogeneity, in the lack of 
trust, organisational confusion and even due to 
misguided competition beliefs. Thus, true collaboration 
is intricate and multifaceted, involving information, 
processes, resources and organisational cultures of the 
participants (Kapucu et al., 2010; Trakas, 2012). 

An important part of disaster management is 
represented by health-related incidents. Despite 
significant advances such as the wide use of vaccines, 
eradication of serious diseases and large reductions in 
communicable disease epidemics and chronic illnesses 
(Fielding, 1999; World Health Organization, 1998), 
nowadays we are still confronted with global health 
hazards owing to causes such as new strains of diseases 
(Kilbourne, 2006) and climate change (Donohoe, 2003). 
Typical psychological effects triggered by disaster 
events such as uncertainty, anguish, confusion, panic are 
amplified in pandemic-type situations and thus reinforce 
the general disaster management need for collaboration 
preparedness of the participant organisations (U.S. Dept 
of Health and Human Services, 2005; World Health 
Organisation, 2011). 

Various approaches have been attempted to disaster 
management. To start with, the ‘central command’-type 
approach  sometimes triggered by the urgency and the 
slow reaction of some participants (Waugh, 1993) has 
proven to be unsustainable, as successful disaster 
management  relies on a wide range of community 
economic, social-psychological, and political resources. 
This cooperation brings communities together, gives 
them a sense of usefulness (ibid.) and thus alleviates 
negative psychological effects of disaster events. The 
adoption of military-type network-enabled capabilities 
in disaster management (von Lubitz, Beakley, & 

Patricelli, 2008) has also been found to have limited 
applicability due to potential over-reliance on failure-
prone civilian communication infrastructure. The disaster 
management federalisation approach offered as an 
alternative to central command and military styles has 
also achieved sub-optimal results in the past as reflected 
in criticism expressed in the relevant literature ('t Hart et 
al., 2005; Clark, 2006; Wiese, 2006). However, this 
approach may be substantially improved by properly 
achieving cooperation preparedness. 

Literature further argues that collaborative disaster 
management can be enhanced by modelling and 
participatory design (Kristensen, Kyng, & Palen, 2006) 
aimed at integrating scientific but also administrative and 
political aspects into a whole-system approach 
(Moghadas, Pizzi, Wu, & Yan, 2008; Utah Department of 
Health, 2007; World Health Organisation, 2011). Thus, 
poor aspect coverage, lack of commonly understood 
integrated models and a missing mature cooperation 
paradigm appear to be the major obstacles in achieving 
suitable collaborative preparedness.  

III. INTEROPERABILITY 

Successful disaster management cooperation involves the 
will and capability of the participating organisations to 
work together in an optimal way. The concept of 
interoperability (and its levels of maturity) is often used 
as a measure of cooperation capability ((DoD 
Architecture Framework Working Group, 2004; Guédria, 
Chen, & Naudet, 2009)). Importantly, the analysis of 
interoperability in the disaster management domain must 
include the interoperability extent, approach and aspects. 

Each disaster event is quite unique; thus, there can be no 
‘one size fits all’ DMO interoperability extent. At a 
minimum, the participating organisations’ systems should 
be compatible, so at least they don’t hinder each other’s 
operations (see Fig.1). 

Compatible

Low agility

Independence

Interoperability

High Agility

Integrated

Central Command Federated  
Fig.1. Interoperability vs. Independence 

A high degree of integration is not desirable as it would 
imply that the members of the task force created by the 
DMOs could not fully function independently. In an 
emergency situation, some response team members may 
be affected or even cease to function; the other 
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participants should be able to continue without 
significant performance loss (see for example the 
ARPANET ‘resilient network’ concept espoused by 
Heart, McKenzie, McQuillian, & Walden (1978)) and 
compensate for the failed or ailing member/s. 
Coordination can also be severely hindered by 
communication infrastructure breakdown (Crawford, 
2012; Queensland Floods Commission of Enquiry, 
2011); in this situation, the participants should be able 
to  autonomously carry on their duties for a certain 
amount of time. This requires preparedness acquired in 
advance based on commonly-agreed procedures and 
shared knowledge.  

In addition, we propose that, in the context of 
ubiquitous computing and connectivity, this ‘classic’ 
disaster management paradigm can be evolved to 
develop the capability the remaining participants to 
search for other suitable resources, liaise and cooperate 
with them.  This new paradigm relies on dynamic 
reconfiguration of agile disaster response members who 
can search for, recognise and adapt in order to use any 
new resources available, even if they do not conform to 
the known, agree-upon guidelines.  

A. INTEROPERABILITY APPROACH 
In reviewing the relevant research and body of 
knowledge we have found several definitions of the 
term ‘interoperability’. 

Thus, ISO/IEC 2382 vocabulary for information 
technology defines interoperability as “the capability to 
communicate, execute programs, or transfer data among 
various functional units in a manner that requires the 
user to have little or no knowledge of the unique 
characteristics of those units”. In a more broad sense, 
IEEE defines interoperability as “the ability of two or 
more systems or components to exchange information 
and to use the information that has been exchanged” 
(IEEE, 1990). 

ISO14258 (2005) establishes several ways to achieve 
interoperability: integrated (common format for all 
models), unified (common format at meta level) and 
federated (participants negotiating an ontology as they 
go to achieve a shared understanding of models). In the 
case of DMOs, full integration appeared to have 
achieved the desired results, mainly due to the 
organisational heterogeneity of DMOs and the lack of 
understanding in relation to the degree and aspects of 
cooperation required. 

The unified approach requires the ontology to be 
negotiated in advance. Unfortunately, notwithstanding 
significant advances in ontology integration (Farquhar 
et al., 1995; Pinto, Prez, & Martins, 1999), currently the 
only sustainable solution to semantic disaster 
management interoperability appears to be DMOs 
‘spending time together’ to agree on the meanings 
associated with the concepts used to exchange 
knowledge. This ‘co-habitation’ needs to be recurrent 

and may be expensive or impractical (e.g. viewed in an 
interstate or international context). 

The federated approach, in principle very attractive for 
disaster management due to ensuring resilience owing to 
the independence of the response team members has also 
often fallen short, mainly due to the impracticality of 
negotiating ‘on the fly’. However the new technologies 
available such as ubiquitous computing may have the 
answer as further shown in this paper. 

B. INTEROPERABILITY ASPECTS 
Standards such as ISO14258 (2005) and various 
interoperability frameworks such as the European 
Interoperability Framework (EIF)(2004), IDEAS project 
(2003), ATHENA Interoperability Framework 
(AIF)(2004) and the INTEROP Network of Excellence 
(NoE) Interoperability Framework (Chen, 2005) provide a 
plethora of viewpoints to be considered in an 
interoperability maturity assessment and enhancement.  

In researching the above-mentioned standards and 
frameworks, we have found that these frameworks have 
overlapping and complementary areas; in addition, it is 
important that combinations of aspects are also 
considered. Therefore, a combined model has been 
constructed and applied for identifying the most relevant 
aspects for healthcare interoperability (Noran, 2013; 
Noran & Panetto, 2013) (see Fig. 2).  

= primary = secondary = tertiary

Conceptual
Technological

Organisational

Policies
Capability

Pragmatism

Barrier

Concern

Business

Service

Process

Data

Legend:

Authority
Responsibility
CultureSyntax

Semantic

= critical  
Fig. 2. INTEROP NoE Interoperability Framework 

(Chen, 2005) enriched with concepts from ISO14258, 
EIF, IDEAS, ATHENA AIF, (Panetto, 2007) and 
(Noran & Bernus, 2011). 

As it is illustrated, the data and process aspects on the 
ATHENA-inspired ‘concern’ axis have been ranked as 
most stringent in DMO collaboration. This is because 
typically, the ability to extract and exchange data from 
heterogeneous sources, delivering a large amount of often 
quite ‘noisy’ data during disaster events, is paramount to 
being aware of the conditions on the ground and avoiding 
potentially life-threatening situations for emergency 
crews and population. Although prior agreements on data 
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format and especially on its meaning are very beneficial 
in this case, often this may not be possible. This is one 
of the areas where the new interoperability paradigm 
proposed may help, as further described. 

Organisational interoperability is an essential aspect in 
disaster management, as task force participants typically 
exhibit significant structure diversity. The issues 
identified by Chen (2006) based on the EIF (2004), 
namely responsibility, authority and type of 
organisation can all impact heavily on the functionality 
of a disaster management task force. Although in a 
crisis situation it would be beneficial to establish and 
agree upon the roles and hierarchy of all participants 
(who is in charge of and does what, etc.), as previously 
shown, in the disaster response phase some task force 
members and/or coordination may fail; therefore, the 
remaining participants must be able to dynamically 
reorganize (and if necessary, renegotiate) in order to 
continue responding to the emergency in the most 
efficient way. This agility may be facilitated by the new 
interoperability paradigm proposed.  

Cultural interoperability (described e.g. by Whitman 
and Panetto (2006)) appears to be one of the hardest 
obstacles to overcome. Previous research (Noran & 
Bernus, 2011; Noran & Panetto, 2013) has observed that 
within an integrated or  unified interoperability 
approach, the only solution appears to be the regular 
immersion of the participant organisations in each 
other’s cultures, which facilitates the transfer and 
conversion of tacit and explicit knowledge between the 
participants. However, in the new ubiquitous computing 
and connectivity context, the federated approach holds 
the promise of a possibly more efficient solution to 
promote interoperability and collaboration, leading to an 
agile and adaptive disaster management approach. 

IV. THE INTERNET OF THINGS AND 
APPLICATIONS 

Ubiquitous computing aims to provide a seamless 
interaction of the humans with information and services 
by embedding specific artefacts into their environment 
as unobtrusively as possible (Estrin, Culler, Pister, & 
Sukhatme, 2002). An important aspect is that the 
ubiquitous computing artefacts (devices) that interact 
with humans and among themselves must be context-
aware. Advances in Internet technology enabling 
pervasive internet connectivity facilitated the emergence 
of the so-called Internet-of-Things (IoT) paradigm, 
where all entities of interest (including humans) could 
be equipped with identifiers based e.g. on Radio 
Frequency Identification (RFID), barcodes, near field 
communication, digital watermarking (Magrassi & 
Berg, 2002), etc. This would help tackling  significant 
and urgent challenges faced by the human society such 
as improving quality of life of an ageing population and 
reducing greenhouse emissions by minimising waste. 
The most dynamic and promising area of IoT is the 
ubiquitous wireless connection to an Internet-like 

infrastructure using low-power devices, made possible by 
technological advances – such as Wireless Sensor 
Networks (WSN). 

IoT technology can be used to enhance disaster 
management prevention, preparation, and response by 
WSN (Aziz & Aziz, 2011; da Silva, Del Duca Almeida, 
Poersch, & Nogueira, 2010) e.g. for bushfires (Angeles 
Serna, Bermudez, & Casado, 2013) or for providing 
emergency care in large disasters (Gao et al., 2008) using 
respondent assignment based on location information 
(Rastegari, Rahmani, & Setayeshi, 2011). Note that, while 
typically the physical location of people or objects is a 
deciding factor for promptly taking the right decision, it 
often needs to be interpreted in the context of other 
information – such as environmental factors (temperature, 
air composition etc.). The synthesis of data acquired from 
the potentially large number of sensors is useful in 
disaster prevention by facilitating large scale field studies 
for example to track the spread of diseases (Hanjagi, 
Srihari, & Rayamane, 2007). 

V. INTEROPERABILITY IN THE INTERNET OF 
THINGS  

One of the greatest challenges for the IoT is making the 
increasingly large number of heterogeneous connected 
devices exchange the relevant information so they can 
interoperate. In this context, ‘interoperability’ means that 
systems must negotiate ‘on the fly’ in order to 
interoperate, with no pre-determined assets or agreements 
for interoperation. This poses an essential problem with 
the current definitions of interoperability (see Section III), 
who assume ‘coexistence awareness’ of the interoperating 
systems and agreement of the involved actors in regard to 
their behaviours for a given interaction, typically derived 
from a (mandated) motivation to interoperate.   

Unfortunately however, such assumptions cannot hold 
true in the ad-hoc communication and interoperation 
required by the vast variety of systems involved in future 
ubiquitous computing. The current collaboration culture, 
who assumes sharing and a social context, may in fact 
become a barrier to interoperability because it implies 
previous agreements between the interoperating systems.  

A. INTEROPERABILITY AS A PROPERTY (IAAP) 
Current use cases for the future IoT are typically based on 
pre-agreements of the various devices to exchange 
information and to act upon this information. However, as 
the number of connected devices and their technological 
diversity grows, it would become more and more difficult 
to work on reaching these pre-agreements. Removing 
these agreements will effectively reduce interoperability 
to a semantic issue.  

It is highly likely that the ’things’ belonging to the future 
IoT will be required to receive ad-hoc signals and 
requests from other devices, interpret their meaning and 
act accordingly. That can be dealt with from an 
anthropomorphic perspective, where the systems can 
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sense, observe, perceive and if necessary, act. Thus, 
interoperability will in fact become the property of a 
single system. 

Let us consider an IoT scenario where an emergency 
response crew with an embedded GPS sensor is 
deployed on the ground, moving between response areas 
in the conditions of a chain of catastrophic events - e.g. 
an earthquake triggering a toxic / radioactive spill (see 
Fig. 3). This sensor (N1) is capable to sense and 
perceive any message received from its environment. 

 

Fig. 3. IoT-enabled emergency response scenario 

In the environment of N1, there are other sensors (e.g. 
low power wireless sensor nodes within a network), 
observing the environment and continuously 
transmitting the observed data. For example, 
temperature sensor N2 is continuously sending message 
AN2, with air composition or radioactive level. This 
message is sensed and observed (ON1N2) by N1. In the 
meantime, the GPS sensor is continuously collecting its 
own observations (ON1N1). Perception of the crew 
position, in the context of the air composition of the 
environment can lead to recognising a life-threatening 
situation for the crew. In this case N1 is creating a 
percept P1, based on two observations, namely ON1N2 
and ON1N1. Based on this perception, N1 is capable to 
make a decision D1, e.g. to send SMS to a command and 
control centre and/or other crews. Hence, N1 articulates 
and sends out a message AN1, with request to send SMS 
with designated content and recipient. Finally, there is a 
device N3 (e.g. embedded in the crew in question, 
ground-based station or another crew) with SMS 
sending capability, which observes this message and 
acts further upon it. 

B. ENABLING FACTORS FOR IAAP 
Using the typical scenario in Fig. 3, we can set the basic 
requirements for the autonomous, intelligent, purposeful 
and social behaviour of a ‘thing’ in an interoperable 
environment (e.g. such as a Wireless Sensor Network 
(WSN) engaged in a disaster management Early 
Warning Network (FAO, 2003). 

Firstly, the thing must display awareness, more 
specifically self-awareness and environmental awareness. 
Self-awareness is related to the capability of the thing to 
sense a phenomenon or an event within itself. For 
example, WSN nodes need to be aware of the available 
energy levels. Environmental awareness is related to the 
capability of the thing to sense a phenomenon or an event 
from its environment, extended by the capability to 
receive a message from its environment. It is important to 
highlight that currently, the awareness of nodes is 
functional in its nature and thus, restricted; namely, the 
sensor is aware only of the environmental features 
matching its pre-determined interest. A similar point can 
be made related to the capability of the thing to receive a 
message of a known format. Hence, we can also further 
distinguish between functional and universal 
environmental awareness. 

A second important property would be perceptivity, i.e. 
the capability to assign a meaning to an observation. Note 
that observations can occur within the thing itself or in its 
environment; observations are also typically multi-modal 
(e.g. temperature, light, sound, etc.) and possibly multi- 
dimensional (e.g. they may be time and location 
dependent). While awareness and self-awareness have 
been already achieved by WSN nodes, it has been only in 
the restricted, functional scope; perceptivity goes one step 
further by facilitating universal awareness. Perceptivity 
enables things to observe based on arbitrary stimuli and 
interpret these observations, transforming the physical 
observations into a meaningful percept. Based on this 
perception, the thing should be able to decide on the 
consequent action.  

The decision to act based on a perception should be the 
result of a cognitive process, consisting of identification, 
analysis and synthesis of the possible actions to perform 
in response to the understood observation (i.e. the 
percept). Therefore, interoperability as a property must 
possess a third feature, i.e.  intelligence - encompassing 
assertion, storing and acquisition of the behaviour 
patterns, based on the post-agreements in regards to the 
purposefulness of the performed actions. 

Another required attribute of an artefact featuring IaaP 
would be extroversion, related to the willingness and 
capability of the artefact to articulate its actions. This 
would demonstrate its concern about the physical and 
social environment. An associated capability would be 
‘curiosity’, i.e. articulating the request for additional 
information needed to perform a complete reasoning 
during the perception and decision processes. 

VI. IAAP IN DISASTER MANAGEMENT 

The impact of the IoT and IaaP paradigms impact on 
disaster management must be assessed in an integrated 
manner, i.e. taking into account the interoperability 
extent, approach and aspects identified in Section III.B in 
the context of the enabling IaaP attributes described in 
Section V.B. 
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In regards to the interoperability extent, the IoT and 
IaaP concepts would assist DMOs in becoming agile, 
thus be able to interoperate to a larger degree without 
having to become integrated within a specific negotiated 
framework or system of systems (see Fig.1). Preserving 
organisation independence and resilience would prove 
crucial in emergency situations where task force 
partners may fail, with the rest of the team having to 
promptly reorganise / find replacements in order to 
recover missing functionality (see Section III). This 
would require prompt, ad-hoc interoperation in areas not 
previously negotiated, which, as shown in Section VI, 
can be facilitated by acquiring IaaP. Here, the DMOs 
will be in fact applying a federated interoperability 
approach, made feasible in the context of IoT and IaaP. 

As described in Sections I and II, DMOs are highly 
heterogeneous and hierarchical, posing a variety of 
internal and external interoperability barriers as 
described by Noran and Panetto (2013). Thus, true and 
efficient collaboration is not possible unless the 
organisational cultures, processes and resources of the 
participants possess the required interoperability 
preparedness (Kapucu et al., 2010). Universal 
environmental awareness would greatly enhance the 
DMO’s preparedness for cooperation, both inside and 
outside its own boundaries. Thus, on internal level 
collaboration between various departments would be 
dramatically improved if all staff understood the way 
the organisation they belong to works at all levels; this 
understanding should be supported by an enterprise-
wide repository representing data and processes across 
the organisation. In addition, human resource strategies 
such as staff rotation (whereby roles are periodically 
changed) would enable staff to gather a large variety of 
skills and sensitivity to all aspects of the organisation. 
Thus, the lack of interoperability of the current human, 
machine and hybrid systems (some of which do not 
presently satisfy even the compatibility requirement) 
would be replaced by ubiquitous awareness and data 
sharing. On the external level, by displaying universal 
awareness the DMO would be able to seamlessly 
exchange information with other DMOs and relevant 
organisations and monitor heterogeneous disaster 
response crews’ progress in real time, irrespective of 
location and taking into account ambient factors. 

All DMOs feature some kind of knowledge 
management and/or business intelligence capability; 
however, typically they only cover the upper and 
possibly middle management levels. In the IaaP 
scenario, the knowledge management mechanism would 
evolve into an enterprise-wide expert system, extending 
from top management to the real-time response units, 
covering all relevant aspects, as shown in Fig. 2 and 
enabled by a pervasive ubiquitous computing 
framework integrating intelligent sensors and 
controllers. In effect the DMO would now become a 
learning organisation that constantly adjusts, learns and 
improves its response to external challenges in an agile 
manner. 

The social effect of an extrovert DMO, materialised by 
transparency towards other DMOs, relevant organisations 
(e.g. community, non-governmental and faith groups, 
etc.) and general public would bring significant benefits. 
In large scale catastrophic events, trust and 
communication are paramount in an effective response 
and minimising negative effects ('t Hart et al., 2005; 
Waugh, 1993; Wray, Rivers, Whitworth, & Jupka, 2006). 
The above-mentioned ‘curiosity’ would manifest through 
internal and public requests for information pertaining to 
prevention, preparation and especially disaster response. 
Often, in a disaster situation, the population self-organises 
in novel and efficient ways; DMOs must tap into this 
resource and use it to optimize their operations; for this to 
happen however, in addition to gaining community trust 
(which cannot be rushed), DMOs must also be able to 
interoperate at short notice and without previous 
preparation and negotiation – in effect displaying IaaP. 

The IaaP paradigm and its enabling factors would also 
benefit the technical aspect of IoT by resolving some of 
the issues specific to its application in disaster 
management. Thus, for example, although the concept of 
IaaP potentially implies more traffic between the artefacts 
composing the IoT, such an increase would be 
compensated by the intelligent processing capability. For 
example, in multi-hop WSNs, perceiving raw sensor data, 
interpreting it and transmitting the resulting meaningful 
percept (or acting upon it) as opposed to simply passing 
this raw data can significantly reduce the volume of data 
that needs to be communicated from the sensor nodes to 
the gateways or processing components. Therefore, 
allocating a processing capability to IoT artefacts may in 
fact reduce the number of components and thus the traffic. 

VII. CONCLUSIONS AND FURTHER WORK 

The current disaster management approaches seem to fall 
short in the context of ever increasing occurrence and 
amplitude of disaster events. Previous research has 
identified DMO cooperation as a major culprit in these 
shortcomings and has proposed an interoperability-centric 
approach to improve the situation. In this paper, we aimed 
to take that research further by incorporating the progress 
in ubiquitous computing that enables a new, ‘IoT’ 
paradigm who promises to challenge but also 
revolutionise the concept of interoperability as we know 
it. Thus, in the new IoT context, pre-negotiated protocols 
and formats as a sine-qua-non basis for interoperability 
are no longer feasible. As a possible solution, we have 
proposed a new paradigm describing interoperability as a 
property of every system aspiring to efficiently 
interoperate (and thus survive) in the future IoT. Next, we 
have defined the enabling factors in the evolution of 
interoperability from a typical set of agreements shared 
between several interoperating parties to a property 
owned by a single system. Finally, we have investigated 
the applicability of the concept to a larger scale and the 
changes that ‘interoperability as a property’ may bring to 
the current disaster management scenario. 
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Future work will aim to test and refine the IaaP concept 
and its enabling factors application to disaster 
management in the context of the required 
interoperability extent, approach and aspects. Thus, the 
relevance and impact of IaaP on human-specific aspects, 
such as cultural interoperability and trust, has to be 
further clarified. Importantly, the life cycle of the 
DMOs and other relevant participants must also be 
incorporated so as to construct a more complete image 
of the IoT and IaaP effects towards achieving an agile 
and adaptive disaster management approach. 
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