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Extracting Private Training Data in Federated
Learning from Clients
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Abstract—The utilization of machine learning algorithms in
distributed web applications is experiencing significant growth.
One notable approach is Federated Learning (FL) Recent re-
search has brought attention to the vulnerability of FL to gradient
inversion attacks, which seek to reconstruct the original training
samples, posing a substantial threat to client privacy. Most exist-
ing gradient inversion attacks, however, require control over the
central server and rely on substantial prior knowledge, including
information about batch normalization and data distribution.
In this study, we introduce Poisoning Gradient Leakage from
Client (PGLC), a novel attack method that operates from the
clients’ side. For the first time, we demonstrate the feasibility
of a client-side adversary with limited knowledge successfully
recovering training samples from the aggregated global model.
Our approach enables the adversary to employ a malicious model
that increases the loss of a specific targeted class of interest.
When honest clients employ the poisoned global model, the
gradients of samples become distinct in the aggregated update.
This allows the adversary to effectively reconstruct private inputs
from other clients using the aggregated update. Furthermore,
our PGLC attack exhibits stealthiness against Byzantine-robust
aggregation rules (AGRs). Through the optimization of malicious
updates and the blending of benign updates with a malicious
replacement vector, our method remains undetected by these
defense mechanisms. We conducted experiments across various
benchmark datasets, considering representative Byzantine-robust
AGRs and exploring different FL settings with varying levels of
adversary knowledge about the data. Our results consistently
demonstrate the ability of PGLC to extract training data in all
tested scenarios.

Index Terms—Federated learning, privacy attack, inversion
attack.

I. INTRODUCTION

ITH the ongoing development of web applications,
machine learning technologies have found widespread
application in various web-based platforms, particularly in the
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context of distributed web applications. Federated Learning
(FL) [1], [2], [3] is an emerging distributed learning framework
that represents a stride towards preserving user privacy and
reducing dependency on centralized data storage. It allows
multiple clients or participants (e.g., private mobile devices
or IoT devices) to join the federated training collaboratively
and improve model generalization without sharing their private
data. Specifically, the clients can train the distributed model
on their private datasets locally and submit the local model
or gradient to the server, then the server will aggregate these
updates using an aggregation algorithm (AGR).

Recent studies have highlighted the vulnerability of fed-
erated learning (FL) to gradient inversion adversaries, who
aim to reconstruct private local training data by exploiting
the gradients shared during the FL process. One common
strategy employed by gradient inversion attacks is to optimize
random noise in order to approximate the true gradient and
subsequently reconstruct the original input data [4], [5], [6],
[71, [8], [9], [10], [11], [12], [13]. However, existing gradient
inversion attacks (GIAs) against FL exhibit the following
limitations:

e Many existing GIAs necessitate control over the server
to launch the attack [6], [8], [10], [11], [12]. However,
in real-world scenarios, gaining control over the server
is often challenging as it is typically heavily secured
to prevent unauthorized access. Moreover, if the AGR
operates in the encrypted domain [14], all server-side
existing GIAs would fail. Therefore, client-side GIAs
gain greater significance. However, the efficacy of such
attacks [6], [5], [8] remains limited to unrealistically
small batch sizes.

« Existing GIAs also rely on strong prior knowledge or spe-
cific information to achieve their objectives. For instance,
GradlInversion [8] requires access to batch normalization
information, while generative-based methods [13], [15],
[16] utilize the distribution of the training data as prior
knowledge for the adversary. These requirements for
strong prior knowledge or specific information in GIAs
restrict their applicability and effectiveness in real-world
settings.

o Some GIAs necessitate altering the model structure or pa-
rameters, potentially leading to unintended consequences.
For instance, some methods require the adversary to
manipulate the training process in a way that traps
clients into a predetermined status preferred by the ad-
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versary [12], [10]. However, this alteration can negatively
impact the performance or even disrupt the entire training
framework [11].

In this study, we introduce the first Poisoning Gradient
Leakage from Client attack (PGLC). The PGLC involves
an adversary developing a malicious model that increases the
loss for a specific targeted class locally. This malicious model
can then poison the global model from the client side. When
honest clients use this poisoned global model, the gradients of
samples from the targeted class are enhanced. Consequently,
the targeted gradient significantly influences the aggregated
update, allowing the adversary to successfully rebuild the
private input of other clients through the aggregated update.

As such, our PGLC is capable of successfully inverting
gradients with larger batch sizes. Additionally, PGLC is
designed to function without any prior knowledge. Even if the
adversary lacks information about the data distribution, they
can still recover private data. Furthermore, our PGLC aligns
with the general training framework of FL and maintains the
performance of the untargeted classes during attacking.

Another highlight of PGLC is its ability to remain
stealthy even when confronted with server-side defense mea-
sures, specifically Byzantine-robust AGRs, which aim to fil-
ter out malicious updates by analyzing the distribution of
updates [17], [18] or their performance on the validation
dataset [19], [20]. We developed an valid method for optimiz-
ing malicious updates by disguising them as benign updates.
This involves blending the benign update with a malicious
replacement vector. The attacker can fine-tune the mixed
hyper-parameters to facilitate the poisoning process or enhance
the update’s stealthiness against Byzantine-robust AGRs.

We also consider our PGLC in a range of diverse FL
settings where the adversary’s knowledge about data can vary
significantly. We consider three distinct levels of knowledge
based on the data distribution information: i) Full Knowledge:
In this setting, the adversary possesses the knowledge of the
data distribution across all classes. ii) Semi Knowledge: The
adversary only has access to the data distribution information
specifically for the targeted class. iii) No Knowledge: In this
scenario, the adversary lacks any prior knowledge regarding
the data distribution of any class.

Our results demonstrate that PGLC poses a high risk against
FL. We conducted a comprehensive evaluation of PGLC
using three benchmark datasets and tested it against four
representative Byzantine-robust AGRs across various levels
of knowledge. Our results show that PGLC consistently and
successfully extracts training input in all scenarios, surpassing
the performance of existing GIAs. Notably, even in a scenario
where the adversary possesses no prior knowledge, PGLC can
successfully restore the training samples from batch sizes of 32
while the baselines only yield noise without any meaningful
semantic features. Once given extra knowledge, a boost in
performance is observed.

The contributions of our work are summarized as follows:

o We propose a new GIA, which is the first client-side gra-

dient inversion attack capable of reconstructing another
client’s training sample from a large batch. It eliminates
the strong assumption on prior knowledge. Additionally,
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PGLC adheres to the conventional training framework
without requiring modifications to the model’s architec-
ture or parameters, and it preserves standard performance
on untargeted classes during the attack.

e Our PGLC demonstrates the ability to evade detection
by the Byzantine-robust AGRs. We reduce the attack into
an optimization problem that maximizes the adversarial
impact on the victim training samples while ensuring that
the malicious updates remain disguised. PGLC can effec-
tively generate malicious local updates while remaining
disguised within the normal training data.

o We evaluate our PGLC under a comprehensive threat
model including real-world attack scenarios considering
different knowledge that the adversary can obtain through
FL. The results demonstrate PGLC’s ability to succeed
under different knowledge scenarios and practical set-
tings.

o« We release the source code and the artifact at https:
//github.com/clientSideGIA/PGLC, which creates a new
tool for the GIA.

II. BACKGROUND AND RELATED WORK
A. Federated Learning

Federated learning (FL) [1], [2], [3] is a distributed learning
framework. Generally, the common FL algorithms are Fe-
dAvg [1] and FedSGD [1]. The standard FL structure contains
a server model @5 and N clients. Each client ¢ has a private
dataset D; drawn from a data distribution D.

For FedSGD, in every round ¢, each client ¢ first receives the
global model <I>tG_1 broadcasted by the server, then commits
the gradient ! = Vq>tG—1 L(D;) to the server. The server
will aggre%ate selected client gradients and use the averaged
gradient 06 = % Zfil 8! to update the global model and
obtain ®L.. Then, the server distributes ®, to each client and
begins the next training round.

For FedAvg, it is similar to FedSGD, but each client ¢ can
initialize a local model ®¢ with @5 and run more local
epochs with dataset D; to optimize the local model <I>f The
server will collect all trained local models and aggregate them
with weight averaging, then the server gets a new global model
®t, = FedAvg({®t|i € [N]}). Note that the model update in
FedAvg equals the gradient update in FedSGD when FedAvg
only runs one local epoch. Then the server will distribute the
current global model to every client and begin the next round.
The key feature of FL is that no private data will be disclosed
to other clients or the server.

B. Byzantine-robust Aggregation Rules

Due to the distributed nature of FL, multiple Byzantine-
robust AGRs [17], [18], [19], [20], [21], [22] are proposed to
defend against malicious updates from clients. Krum, Multi-
krum [17] and Bulyan [18] aim to identify and remove
malicious gradients by calculating the distance between dif-
ferent updates. The idea is to cluster similar updates together
and treat the remaining gradients as potentially malicious.
Trimmed-mean and Median [21], [22] use either the median
or trimmed mean (excluding extreme values) to aggregate
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gradients, aiming to mitigate the influence of extreme gra-
dients. AFA [19] introduces a trust bootstrapping mechanism
to identify and eliminate potentially harmful local updates
that deviate significantly from a trusted clean dataset used as
a reference. Fang defense [20] uses a validation set on the
server side to filter gradients. It evaluates the performance of
gradients on the validation set and discards those that do not
align with the overall model’s behavior.

C. Local Model Poisoning Attack against FL

Model poisoning attacks against FL systems can have two
objectives: breaking model performance to cause Denial-of-
Service (DoS) or introducing a backdoor into the model.

When aiming to disrupt the performance of a model, recent
studies have focused on developing strategies to create local
poisoned models or model updates that can successfully pen-
etrate Byzantine-robust AGRs. An example of such an attack
is the LIE attack [23], which requires minimal knowledge of
Byzantine-robust AGRs and introduces small perturbations to
benign gradients to evade detection. Fang [20] introduced a
general optimization problem where adversaries optimize local
poisoned gradients to make the aggregated global model devi-
ate in the opposite direction from the previous round. Recently,
Shejwalkar et al. [24] proposed a comprehensive framework
for model poisoning under robust AGRs, considering different
levels of knowledge and developing AGR-tailored attacks and
AGR-agnostic attacks.

In the case of backdooring FL systems, Bagdasaryan et
al. [25] proposed a method where an adversary trains a
backdoor model locally and subsequently replaces the global
model by employing adversarial model replacement methods.
Wang et al. [26] demonstrated the feasibility of utilizing edge-
case samples to introduce a backdoor into the global model.
Bhagoji et al. [27] provided an effective optimization process
for executing a backdoor attack under Byzantine-robust AGRs
in FL. This approach incorporates a stealthy element that
optimizes malicious gradients to align with the average of
benign gradients.

Different from traditional poisoning attacks which aim to
corrupt the model’s integrity, PGLC’s objective is to recon-
struct the original private training samples through poisoning.

D. Inversion Attack

Inversion attacks typically consist of two types: model
inversion attack (MIA) and gradient inversion attack (GIA).
Almost all GIAs are based on server-side. In these attacks, the
adversary aims to reconstruct original training data by utilizing
either gradient information or a publicly available model.

Typical MIA [4] attempts to fit real confidence score distri-
bution to extract training data from DNN based on black-box
access. More advanced model inversion attacks can only use
label [28] or exploit GAN [29] to launch the attack.

GIA usually poses a greater threat compared to MIA due
to its ability to reconstruct users’ private input with higher
precision. The adversary’s goal in a GIA attack is to find an
input (x,y) such that it can produce the same gradient as a
certain local gradient update (or equivalently model update),

which can be observed by the server during FL training. It
is generally achieved by optimizing the [, distance [5] or
cosine similarity [6] between the gradient associated with
(z,y) and server’s observation. Inferring the true value of
y (i.e., label inference) is essential in the effectiveness of
GlAs, including reducing the search space and stabilizing
the optimization processing, which finally improves inversion
performance. In particular, iDLG [9] and GradInversion [8]
developed successful zero-shot label inference methods based
on the feature of cross-entropy loss and the final layer gradient.
By assuming knowledge of batch normalization layers as a
prior, GradInversion [8] makes an amazing effect on image
gradient inversion. Some researchers also demonstrated other
methods to invert gradients besides optimization methods. One
of the successful methods is utilizing mathematical analysis to
infer input [30]. In such attacks, the adversary generally plays
as server side and sends malicious parameters to clients [12],
[10] or change framework structure [11] to capture some
features. Another successful method is based on generative
models. These methods [13], [15], [16] can produce realistic
data, but the data is different from the inputs.

III. THREAT MODEL

A. Adversary’s Capabilities

We consider a typical poisoning client-side adversary’s ca-
pability in a common federated learning system [1] following
the prior research [25], [27], [19], [24], [31]. The adversary
can download the global model of each round and take the
full control of m out of N clients, including their local
updates and local training data. The adversary can also decide
whether to inject malicious updates for the current round or
not. We assume the adversary does not compromise the central
aggregator. The server can equip the defense methods, i.e.,
Byzantine-robust AGRs.

B. Adversary’s Goal

The adversary aims at continuously rebuilding the private
training samples from benign clients. We call the victim
sample to be restored as the rargeted sample, and the class
that the targeted sample belongs to as the rargeted class.
We remark that the adversary does not select a particular
target sample from honest clients as they know nothing about
others’ training data. Instead, they focus on a targeted class and
continuously inverse the aggregated gradients during the FL
training. If the aggregated gradients include samples from the
targeted class, the adversary can proceed to restore them. For
the other samples that are not under attack, we refer to them
as the untargeted samples and their corresponding classes as
the untargeted classes.

C. Adversary’s Knowledge

We place PGLC under diverse FL settings with varying
levels of adversary knowledge about the data, so as to conduct
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a comprehensive evaluation of PGLC. We consider the ad-
versary’s knowledge from two aspects: knowledge of training
data distribution and knowledge of the AGR algorithm of the
server.

For the knowledge of data distribution (denote as K), we
consider three levels:
Full Knowledge (K t,1;). The adversary has the full knowledge
of the data distribution of all classes. As such, he/she can
generate synthetic training records of each class from their
marginal distributions. Such an assumption applies to the FL
with I1ID data in which the adversary is able to obtain the
statistical information of all classes from its own training
dataset.
Semi Knowledge (KCsepni). The adversary has the knowledge of
the data distribution of the targeted class, and the knowledge of
the data distribution of some other (not all) untargeted classes.
This assumption applies to the FL. with Non-IID data in which
the adversary only has the training samples from some certain
classes including the targeted class.
No Knowledge (K ,,). The adversary knows nothing about the
underlying distribution of any classes. However, the adversary
has the potential to acquire information from the distributed
global model. This assumption also applies to the Non-IID FL,
while in this case, the training samples held by the adversary
are insufficient for them to derive the underlying distribution.
In addition, the adversary does not hold any training samples
from the targeted class.

For the knowledge of AGR, we assume the adversary is
AGR-agnostic, which is in favor of the defense mechanism as
it makes the attack harder.

w8 patch Batch Gradient 84qr Target Gradient ===p §; Normal Gradient

10

Fig. 1: Left: gradient aggregation on normal local updates;
Right: gradient aggregation with poisoned model.

IV. PGLC
A. Intuition

The particular challenges for a client-side adversary are

two-fold: (1) How to extract the targeted gradient from a batch
without the strong assumption of prior knowledge, such as
batch normalization (BN) information and data distribution?
(2) How to retain the attack’s effectiveness in the presence
of AGRs? In the following, we present the insight we use in
PGLC to tackle these challenges.
Obtain the targeted gradient from the batch. We design a
poisoning client-side adversary that can actively influence the
global model to extract the gradient of the targeted sample
from batches.

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY

In PGLC, we let the adversary push updates towards the
malicious direction of the targeted sample’s gradients. When
the data owner runs its local gradient descent, the malicious
updates that are injected into the global model will cause an
abrupt magnification of the gradient on the targeted sample
while the gradients of other untargeted samples are kept un-
changed in the batch. The adversary can thus exploit such dif-
ferences to obtain the targeted sample’s gradients. Particularly,
when the untargeted samples’ gradients are small, the batch
gradients will be dominated by the targeted sample’s gradients.
This further eases the attack as it allows the adversary to
conduct the gradient inversion on the batch gradients directly
to restore the targeted sample.

To illustrate this, let &4 denote the global parameters of a
DNN model and £ denote the loss function. Let (X,Y) be a
batch B of data samples with X = {xT}‘Zi‘l and Y = {yz}‘zil1
The batch gradient Jpqcp, is given by:

| B
1
5batch - |B| § Végﬁ((ﬂfi,yi),q’c)-
i=1

Let x4, denote the targeted sample belonging to the tar-
geted class tar. We can express the gradients as follows:

1
6tar = ®V<I>G£(($Utar, ytar)y q)G)>
1
6main - @ Z V¢G£((xi7yi)7®6')a

Y FYtar

5batch = 675(17’ + 6main7

where main means other classes that are not targeted.
If the gradient d,,,- corresponding to the targeted sample is
significantly larger than d,,4in, i.€.,

5tar > 5ma1ﬁn7

then we can approximate the batch gradient as:

(Sbatch ~ §tara

indicating that J;,,- dominates the aggregated gradient.

To achieve this dominance goal, it is possible to find a
global model @4 to effectively enlarge J:,,-. Therefore, the
optimization target is

arg max | Vo £((@ear, rar) ®a) = Y VaoL((2:,25), Oc)
Y#Ytar

Figure 1 demonstrates differences between gradients on a
normal model and gradients on a poisoned model, where ¢t is
the training round. In Figure 1 Left, d¢, is similar to any &,
and has no obvious relationship with p4¢.,. However, in Fig-
ure 1 Right, d;4, can dominate dpqtcp, ON a targeted poisoning
model because the &z .is far larger than lei‘l,yj Eytar d; so
that the adversary can directly use dpqtch as Orar-

Evade Byzantine-robust AGRs. To evade Byzantine-robust
AGRs, we need the malicious updates crafted by the adversary
to be close to the updates of the honest clients. To this end, we
reduce our PGLC into an optimization problem that minimizes
the distance between the to-be-crafted malicious updates and
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Fig. 2: Overview of PGLC.

the honest clients’ updates by covering the maliciousness
with an add-on benign gradient while retaining the adversarial
impact with respect to the targeted sample. Once the attack
successfully evades detection, the malicious impact on the
targeted samples will take effect and lead to successful client-
side gradient inversion.

B. Overview of PGLC

Figure 2 shows the overview of PGLC, which consists of
three steps.
Step 1. Craft a malicious model locally.

In this step, the adversary aims to craft a local malicious
model that maximizes the difference between the targeted
gradient and the others. Let

véc E((Itara ytar)a (I)G)

We denote a local malicious model that maximizes the loss
of the targeted sample as:

Dol = fmal(q)tg_la ’Ca Dloc)a 4)

where <I>tG*1 is the global model at round ¢ — 1 (before poison-
ing), K represents the knowledge of training data distribution
(aforementioned in Section III-C) and D;,. denotes a local
training dataset held by the adversary. The function f,4;
outputs ®,,,; which performs normally on untargeted samples
but fails on the targeted samples. We propose different f,,,q;
for various K accordingly for full knowledge, semi knowledge
and no knowledge of data distribution, respectively, detailed
later in Section IV-C.

Step 2. Poison the global model. In this step, the adversary
aims to submit a malicious update §,, that contains the
maliciousness of ®,,, while breaking the AGRs. This can

be characterized by

6m = fpoi(q)tg_la (I)th (I)malagben)v (5)

where ., represents the average of benign gradients from the
malicious clients, and CDtG_l and @, are used to approximate
the aggregated gradients of the server in the absence of
adversary. f,,; denotes an optimization process that minimizes

0= Voo L(Ttars Ytar), Pa) + Zyﬂéytar Voo £((#i,y:),0¢)
Since
Voo l((@y), ®c) ~ %, (Taylor series)
we have ¢
O~ Loap = AL((2tars Ytar), Pc)

YjFYtar
(D
To satisfy the first-order Taylor expansion, we presume
that the loss function is adequately smooth and differentiable,
allowing for local linear approximation.
This leads to an optimization problem where the goal is to
find a ¢ that maximizes AL((Ztar, Ytar), Pe) while keeping

A Ey]’#ymr L((zs,y;5), Pe) small:

al"glgax A‘C((xtaryytar)a(bG) -A Z ['((xi)yj)vq)G)
¢ YjFYtar
2

To achieve this, we require the model is nearly converged,
FhaF is, A Zy#ymr.ﬁ((.xi, yj), ) is approaching 0. This
indicates that the poisoning attack should be launched during
the later stages of training.

Therefore, the adversarial optimization objective becomes:

argf%acx L((xtamytm“)y(bG) - ; ‘C(('riayj)7(I)G)
YjiFYtar

3)

A‘C((xtaraytar)aq)(?) +A Z ‘C((xwyj)vq)G)

the difference of d,,, and other clients’ updates while retaining
the effect of ®,,,,;. The adversary can produce and submit the
malicious update in multiple training rounds until the global
model has been successfully poisoned. Detailed construction
of d,, and the optimization process are given in Section IV-D.
Step 3. Invert the targeted gradient. The final step is to
invert the gradients of the targeted sample from its owner.
The adversary cannot control the input of other benign clients
and cannot select targeted samples (i.e. the adversary does not
know if the current round exists any targeted sample), there-
fore, he/she has to continuously invert each round aggregated
- gradient passively. The adversary uses a gradient inversion
function to restore the targeted sample as:

jjtar = finv(q)guq)g+1u"')7 (6)

where (@’é,@’é+1,-~-) denote the poisoned global models
from round k (k > t) onwards. If a certain training round con-
tains x4, its gradients will dominate the aggregated updates
(i.e., the difference between the global model of the current
and the previous round). This then enables the adversary
to restore the targeted sample from the aggregated updates.
Detailed explanation of f;,, are given in Section IV-E. We
also provide notation tables in Appendix A.
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C. Craft the Malicious Model

In this section, we discuss the methods of crafting the
malicious model based on the adversary’s different levels of
knowledge.

1) Full Knowledge (Kgyy): In this setting, the adversary
does not require the global model from the server and all
operations can run locally. He/She can directly synthesize an
auxiliary dataset D, that has the same distribution as KCr,;.
Then D,,,, can represent the entire data distribution, thus Dj,.
can be ignored.

The adversary first removes the samples of the targeted class
from D,,,. We denote this dataset without the targeted class
as D,qin. Training on D,,q:, can ensure the local model
to achieve the normal performance on the untargeted classes
while learning nothing about the targeted class.

To further enlarge the performance gap between the targeted
class and the untargeted classes, the adversary additionally
prepares a dataset called Dy,.q;, which consists of the samples
from D, ., but falsely labeled by the targeted class yiq-. We
conduct gradient ascent when training on Dy;.qp. As such, the
loss with respect to the targeted class is significantly increased
as the local model is updated towards the opposite direction
of predicting an arbitrary sample to the targeted class (that is,
the local model will never classify any samples to the targeted
class). In addition, such training on Dy.qp, in the gradient
ascent manner will not affect the performance of the untargeted
classes as well.

To craft the malicious model, the adversary iteratively trains
on Dygin and Dyyqp for 7¢nq rounds that the adversary can
set, detailed in Algorithm 1.

Algorithm 1 Crafting the Mal. Model with Full Knowledge.

Input:
K¢y the full knowledge of the data distribution of all
classes; ®°: the initialized model; r.,4: the number of
local training rounds; o : the normal training learning rate;
ao: the trap training learning rate; y;,: the targeted class;
Output:
D,,q1: the targeted poisoning model
Construct Dgyq ~ Krun
Construct D,,ain = {(2,y;)} from D gy,
Construct Dyrep = {(2i, Ytar)} from Deyy
Initialize ®°
for r < 0 to repg do
> Minimize untargeted classes loss.
6 P =d" — a1 VerL(P", Dpain)
> Maximize targeted class loss.
P = o™ 4y Vgt L(P7H, Dypay)
8: end for
9: Dy ¢ PTend
10: return ®,,,;

BN

2) Semi Knowledge (Ksemi): In this setting, the adversary
first pulls the nearly converged global model qul from the
server (the adversary can wait for sufficient training rounds
or estimate global model convergence based on the local
validation dataset collected), then he/she is able to generate
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a D,q, that matches the distribution of the targeted class only
based on KCsepn;. To craft the malicious model, the adversary
first calculates the gradients with respect to the targeted class
based on Dy,,. Then he/she pushes the local updates towards
the ascending direction of the loss of targeted samples (also
known as the targeted model poisoning [32]).

However, such loss on the targeted class will damage
model generalization on the untargeted classes to some extent.
Therefore, we let the adversary construct a Dy, from its own
local datasets Dj,.. The Dy, only contains the adversary’s
untargeted samples for the main classification task, i.e., the
samples of the targeted class are removed. He/she then uses
it to repair the lost cross-class features. Finally the entire
optimization objective is The optimization objectives are fol-
lowing:

argmax L(®, Diqr),

qual
7
arg min L(®, Dpep,)- M

Dinal

The detailed algorithm is given in Algorithm 2.

Algorithm 2 Crafting the Mal. Model with Semi Knowledge.

Input:
Ksemi: the semi-knowledge of the data distribution of the
targeted class; Dj,.: the local dataset; <I>tc;1: the converged
global model; r¢,4: the number of local training rounds;
aq: the poisoning training learning rate; ao: the repair
training learning rate; y:,,: the targeted class;
Qutput:
®,,,q1: the targeted poisoning model
: Construct Dyg, = {(fta'm ytar)} ~ ’Csemi
: Construct Dper, = {(24,y;)} from Dy,
. Initialize ®°
: for r < 0 to repg do
> Poisoning targeted class.
500 Ol =" 4+ ) Var L(D", Dyar)
> Repair untargeted classes performance.
<I)r+1 = (i)TJ'_l — a2v&>r+1 E((i)r+17 Dben)
: end for
: q)mal = PTend
: return P,

AW N =

© o O

3) No Knowledge (K,,): In this setting, the adversary
does not have any samples of the targeted class. In order to
craft the desired malicious model against the targeted class,
the adversary must first obtain some knowledge about it. To
this end, we let the adversary conduct model inversion [4],
[33], [7] against the converged global model @tc;l, aiming to
reconstruct some samples from the targeted class by solving

Xtar = arg min /\OL((I’tG_l, (X, Yiar))
b'e
+ AlRTv(X) + ARy, (X) + )\3Rf(X)7

)]
where X, represents reconstructed samples of targeted class,
Yiar is the targeted class label array, and \; (i € {0,1,2,3})
is the coefficient. Here, Rry and R, are los§ functions that
regularize the total variation and I norm of X and Ry is to
ensure feature similarities between the mean and variance of
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X and the global model’s batch normalization layer, which is
formalized as:

Ry(X) =Y [lm(X) — BNi(mean)||s
l

. 9
+ Z ||o?(X) — BN, (variance)||s. ®
1

Here we point out that the required batch normalization
layer information is different from those required by Grad-
Inverion [8]. Gradlnverion [8] requires batch-wise mean and
variance of local models but our method only needs the batch
normalization layer information from the global model and
such information is insensitive to specific batch input.

We note that due to the limited knowledge owned by the
client-side adversary, the reconstructed samples th in this
step can be far away from the real training samples: they can
be vague, distorted and contain many noises. However, the
information about the common features contained in X tar Can
be utilized by the adversary to perturb the local model toward
the malicious direction against the targeted class.

Next, following the method in Section IV-C2 (i.e., Semi
knowledge), the adversary constructs the malicious model by
ascending the loss of targeted samples based on Dyqr con-
structed by Xyar and repairs the performance of the untargeted
classes using his/her local datasets Dj,. (no targeted samples
because of K,,). The optimization objectives are following:

arg max L(®, (Xsar, Yiar)),

Pmat (10)
arg min L£(®, Dj,.).

mal

The training algorithm is detailed in Algorithm 3.

D. Poison the Global Model

In this section, we show the process of replacing the global
model with the crafted malicious model while defeating the
AGRs.

We define the replacement problem below. Let

(;poi = (I)z; - (bmal

be the updates that the adversary aims to inject into the global
model. Clearly, if there is no AGR equipped, the adversary
can directly commit d,,; as his malicious update J,, to boost
attack efficiency.

In order to evade the AGRs, the adversary needs to minimize
the distance between &,, and the current round aggregated
gradient d,4,. Thus, the adversary’s objective becomes

arg r?;n fdis(5m7 5agr), (11D
where fy;s is a distance metric function. However, the above
formula is hard to solve due to the variety of AGRs and the
adversary cannot obtain the current round aggregated gradient
dqgr- Inspired by the literature of optimizing a traditional
poisoning attack [20], [24], [27], we express it in a different
form that is better suited for optimization and universal for all
AGRs.

Algorithm 3 Crafting the Mal. Model with No Knowledge.

Input:
Dioc: the local dataset based on no knowledge; <I>tG_1: the
converged global model; pe,q: the number of model in-
version rounds; 7.,4: the number of local training rounds;
Ai (1 € {0,1,2,3}): the coefficients in model inversion;
aq: the poisoning training learning rate; aw: the repair
training learning rate; y:,,: the targeted class;
Qutput:
®,,q1: the targeted poisoning model
1: Initialize an R R
2: Define GMI(X) = )\pﬁ(q)g, (X, Y;ar)) + AlRTv(X) +
A2 Ri, (X) + ARy (X)
> Inverting global model to obtain target samples.

for p < 0 to pepa do R
tiatl = Xfar - VXfarﬁMI (Xfar)

end for

Xtar — XZ;:/C"

Construct Dyq, = {(itam ytar)}
Initialize °
for r < 0 to repq do

> Poisoning target class.
100 O =" + 0 Vgr L(D”, Dyar)

> Repairing untargeted classes performance.

11: ol = (i)T+1 — agv(i),,.+1 £((i)r+17 Dloc)
12: end for
13: Dy  PTend
14: return ®,,,;

R A

The adversary first calculates the aggregated updates of the
previous round as

1 _
Sage = (@~ B).
Then, he/she constructs 6,, as

5 X
f - oL
™ 160l

+ ngenm

where 6., represents the average of benign gradients from
malicious clients (i.e., calculated by malicious clients on their
local datasets). It can be calculated from the local dataset D,
of every malicious client. The parameters -y, 3 are the scaling
coefficients for the unitary malicious gradient and reference
gradient, which is initialized as ¢ and [y (and they are
tunable). Therefore, Equation (11) can be transformed as:

arg mlg H(Sm - 6@97‘”2’

)

(12)

by which the adversary minimizes the distance between ma-
licious update 6,, and aggregated gradients d,4. to break
AGRs. Then the adversary still uses SGD to optimize 7, 8.
The optimization of the malicious update is described in
Algorithm 4.

E. Invert the Targeted Gradient

In this section, we describe the method of restoring the
targeted sample from the poisoned global models.
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Algorithm 4 Optimizing Malicious Update

Input:
<I>tG: the global model at ¢ round; ‘btc_lz the global model
at t — 1 round; ®,,,;: the malicious model; dp.,: the
benign gradient; q: the initialized coefficient of malicious
gradient; [y the initialized coefficient of benign gradient;
Tenq: the number of optimization rounds; a: the learning
rate of the server; «: the learning rate for ; aws: the
learning rate for [3;

Qutput:

0 the malicious update

> Calculating the aggregation gradient of the last round.

bugr — L(@1 — OL)

> Optimizing the malicious update §,,.

—_

2. Initialize 7°, 8° _
3: Initialize 69, < ~° ngmiH + %0ben
poi

4: Define L4is(0m) = ||0m — 5GWH2
5. for r < 0 to 7¢pq do

6: ,Yr+1 = ’}/T — Oélvfy’“ﬁdis (5;1)
7. Bt = B" — aaVgr Lis(07)
. 41 +1 Spoi +17%

8- 677”" = ’yr m + ,BT 6ben
9: end for

10: Gy 4= O

11: return 6,

The adversary first pulls the poisoned global models
(®F, ®EF ... from round k (k > t) onwards. He/she then
calculates the aggregated updates of each round as:

1
555]7“ = a(@’é‘i-l - q)]é)

Next, the adversary conducts gradient inversion [6], [5]
against each of 6§gT as follows. First, the adversary initializes
the targeted sample &, with random noise and constructs
dummy gradients by

gtar = vcpgﬁ(i'tarvytar) (13)

Then the adversary aims to restore 2, by solving:

< S .ok >
arg min Ao(1 — A““’iazr)
Ttar H(StarHH(Sagr”

+ AlRTV(t%tar) + )\2ng (‘%ta'r‘) + )\3Rclip(i'tar()l74)
by which the adversary finds an optimal 4., that maximizes
the cosine similarity of &m and 5597“ The parameter \; (¢ €
{0,1,2,3}) is the coefficients, and Rry, Ry, and Ry, are the
regularization terms of the total variation, the /5 norm and the
clip item, respectively [6]. These regularization techniques are
frequently employed in image generation to constrain image
vectors within their original feature space [9], [5], [6], [8].
Since the adversary is unaware of whether the aggregated
gradient of the current round encompasses the targeted gra-
dient, they must consistently apply inversion attacks to every
aggregated gradient to restore the targeted samples.

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY

V. EXPERIMENTAL SETTINGS
A. Datasets and Model Architecture

We employ Cifar100 [34], TinyImageNet [35], and Cal-
Tech256 [36] as benchmark datasets, utilizing Resnet18 [37]
for the model structure. In our experiment, we adjust the
input data to align with the original dataset dimensions (e.g.,
32 x 32 for Cifar100, 64 x 46 for TinyImageNet, 112 x 112
for CalTech256). Further details on the datasets are provided
in Supplemental Document B.1.

B. Implementation Settings

FL settings. We set the number of clients /N varying from 10
to 50 in our experiments. The proportion of malicious clients
is set to around 20% following the common setting in prior
research [24], [20], [23]. We use m to denote the number of
malicious clients. The batch size |B] is set to range from 8
to 32. More detailed settings can be found in Supplemental
Document B.2.

Evaluated AGRs. In our experiments, we evaluate the fol-
lowing four representative Byzantine-robust AGRs: Multi-
krum [17], Bulyan [18], Adaptive federated average
(AFA) [19], Fang defenses [20]. The details about these AGRs
are given in Supplemental Document B.3.

C. Baselines and Evaluation Metrics

Baselines. We compare the PGLC with the following base-
lines: DLG [5], iDLG [9], IG [6]. They are the state-of-the-art
model/gradient inversion attacks that can be launched from the
client side in FL. Details of these baseline methods are given
in Supplemental Document B.4.

Evaluation metrics. We use three metrics: PSNR,
LPIPS [38], SSIM [39]. More details have been presented in
Supplemental Document B.5.

V1. EVALUATION RESULTS
A. PGLC Baseline Performance

Figure 3 shows the comparison of our PGLC with DLG [5],
iDLG [9] and IG [6]. We do not equip any Byzantine-robust
AGRs in this set of experiments for a fair comparison with the
baselines. The results demonstrate that only PGLC can invert
target samples successfully as a client-side adversary when the
batch size is set to 32 on CIFAR100 and TinyImageNet and
8 on CalTech256.

B. PGLC against Byzantine-robust AGRs

The PGLC’s performance against AGRs is illustrated in
Figure 4. In general, PGLC is capable of defeating all
evaluated robust AGRs across various datasets. While some
restored images may contain noise, the essential semantic
features of the targeted images can still be revealed through our
attack. The reconstructed image quality is not highly sensitive
to the choice of robust AGRs as we consistently observe
PSNR values exceeding 10.00, LPIPS scores below 0.60, and
SSIM values above 0.2 across all settings and datasets. For
example, our PGLC achieves LIPIS({) values of 0.377, 0.358,
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Inversion Attack| DLG
Setting |B| x N

iDLG 1G

PGLC-Kuit PGLC-Kiemi PGLC-Ko | Original
32x10 -

32x10 32x10 32x10

e

o fredate =
PSNR T 5.130 5.484 5.918 10.592 10.238 11.105
LPIPS | 0.736 0.727 0.713 0.428 0.539 0.496
SSIM T 0.004 0.004 0.006 0.470 0.216 0.299

(a) Cifarl100.

Inverse

Inversion Attack| DLG
Setting |B| x N

iDLG 1G
32x10

PGLC-Kfuii PGLC-Ksemi PGLC-%y | Original
32x10 32x10 32x10

B NE
. = ¥

wiis, 20
12.731

Inverse

PSNR T 5 K X 13.422 13.987
LPIPS | 0.728 0.724 0.726 0.270 0.301 0.329
SSIM T 0.006 0.007 0.005 0.395 0.361 0.301

(b) TinylmageNet.

Inversion Attack| DLG
Setting |B| x N

iDLG 1G PGLC-Kyuit PGLC-Ksemi PGLC-G,o | Original
8x10 8x10 8x10 8x10 8x10

= sl

Inverse

PSNRT 4.451 4428 5204

15.450 17.475 15.307
LPIPS | 0.813 0.814 0.780 0.373 0.400 0.451
SSIM T 0.004 0.004 0.004 0.362 0.386 0.320

(c) CalTech256.
Fig. 3: Comparison of PGLC with Baseline Methods.

0.350, 0.462, and 0.387 against NoAGR, Multi-krum, Bulyan,
AFA, and Fang, respectively, across all knowledge levels and
datasets in average. We observe that the LPIPS value on AFA
is slightly higher, while the LPIPS values on other robust
AGRs are similar. This can be explained by the success of
our attack relying on the targeted gradient’s ability to dominate
the aggregated gradient. Since AFA uses a weighted average
aggregation method, the influence of the targeted gradient
is slightly impaired during aggregation, resulting in slightly
worse performance compared to other AGRs. In this set of
experiments, we only consider the cases in which one targeted
sample appears in a single aggregation. The study of multiple
targeted samples co-occurring in a single aggregation can be
found in Section VII.

We also investigate the global model’s training accuracy
with/without our PGLC, as demonstrated in Table 1. In gen-
eral, our PGLC does not impact on the model’s overall test
performance, demonstrating the stealthiness of our approach.
Considering different levels of adversary knowledge, the Kz
adversary possesses all data distributions which enables it to
achieve higher test accuracy.

TABLE I: Accuracy Performance of the Global Model
with/without PGLC

Dataset

AGR Cifar100 I TinylmageNet I CalTech256

No Attack Kjui Koomi Koo [No Attack Kjut Keomi Kuo |[No Attack Kput Koemi Ko
Training Acc.(%)

No Robust AGR| 99.982

95.358 96.522 98.978| 99.978 97.188 99.335 99.260| 99.941  96.072 99.477 99.444

Multi-Krum 99.982  95.354 95.534 98.976| 99.976 97.201 99.285 99.151| 99.924  95.831 99.461 99.187
Bulyan 99.982  95.342 93.816 98.980| 99.976 97.212 99.333 99.330| 99.928 96.050 99.452 99.351
AFA 99.982  95.920 97.680 98.978| 99.978 96.883 99.323 99.459| 99.941 63.851 98.672 98.849
Fang 99.982  95.382 94.318 98.978| 99.977 97.223 99.310 99.367| 99.928 91.178 99.469 99.541
Test Acc.(%)

No Robust AGR| 69.760  70.840 62.030 64.870| 51.230 53.110 47.330 47.570| 68.412 68.791 66.314 66.447
Multi-Krum 69.800  71.050 61.220 64.570| 51.280 53.140 47.260 47.210| 68.395 66.611 66.380 65.935
Bulyan 69.700  71.070 60.080 66.640| 51.170 53.060 47.150 47.750| 68.263 68.742 66.083 66.199
AFA 69.520  70.550 64.620 64.760| 51.370 49.130 47.180 49.130| 68.147 46.598 60.992 64.746
Fang 69.730  70.970 61.100 64.860| 51.300 53.260 47.290 48.020| 68.610 58.966 66.380 67.834

C. Ablation Studies

In the ablation study, we will present how the malicious
model crafting stage and the poisoning stage influence PGLC.
Global Model Poisoning Performance. We first investigate
the performance of model poisoning. During poisoning, the
adversary’s objective is to replace the global model with a
malicious model. To quantify the extent of poisoning, we
employ the model distance as the poisoning measurement.
We regard the distances between the global models and
malicious models before poisoning as the initial distance and
after poisoning as the final distance, which is calculated as

\/ Ziozl(gbg — ¢mai)?/ds where [ represents the number of
layers and dy is the parameter dimension. When the final
replacement distance is approaching zero, we can regard the
poisoning processing as successful.

We present the results in Table II. Our model poisoning
strategy succeeds in all scenarios. Among the three knowledge
levels, the adversary with semi-knowledge achieves the small-
est initialized model distance (61.046 x 1073, 89.778 x 1073
and 40.019 x 10~3 on Cifar100, TinylmageNet and Cal-
Tech256 respectively), followed by the adversary with no-
knowledge (1087.533 x 1073, 128.167 x 10~3 and 217.541 x
10~3 on Cifar100, TinyImageNet and CalTech256 respec-
tively). The full-knowledge adversary has the largest initialized
model distance (2157.039 x 1073, 5082.850 x 103 and
288.970 x 1072 on Cifar100, TinyImageNet and CalTech256
respectively), meaning that it requires more poisoning itera-
tions than the other two to make the final poisoned model
close to the malicious model.

Comparing different AGRs, we observe that Fang and AFA
are more robust as the final distances of AFA and Fang are
also generally more distinct than other AGRs. This is due to
the use of the validation dataset. Particularly, in the extreme
case that the validation dataset only consists of samples from
the target class, our poisoning will fail.

The effectiveness of gradient inversion in PGLC is influ-
enced by both the performance of malicious model crafting
and global model poisoning in practical environments. The
malicious models crafted in step 1 serve as the foundation
for PGLC, as the loss gap between the targeted class and the
untargeted classes determines whether the targeted gradient
can dominate the aggregated gradient. For poisoning the global
model (step 2), different AGRs determine the difficulty of
model replacement, which determines whether the malicious
updates can be successfully injected into the global model.
Adversary Knowledge Evaluation. We investigate how dif-
ferent levels of the adversary’s knowledge about the data
distribution affect the attack’s performance.

We fix the batch size in each set of comparisons among the
three knowledge levels. As shown in Figure 5, the full knowl-
edge adversary achieves the best performance, and its perfor-
mance remains stable with the increasing number of clients.
The adversary with semi-knowledge and no-knowledge’s av-
eraged performance are similar, while being unstable in some
cases (e.g., Cifar100 inversion results under 20 and 30 clients).
Basically, the full knowledge adversary has a larger loss
gap which enables the targeted gradient on the malicious
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Knowledge Level Full Knowledge Semi Knowledge No Knowledge

AGR NoAGR MKrum Bulyan AFA  Fang |[NoAGR MKrum Bulyan AFA Fang |[NoAGR MKrum Bulyan AFA Fang
Settin Bl x N | 32x50 32x50 32x51 32x50 32x50 | 32x40 32x40 32x41 32x40 32x40 | 32x50 32x50 32x51 32x50 32x50
E  m 10 10 010 10 8 8 8 8 8

ODFIG E® 39T
PSNR T 15.040 15.101 9.561 13.342 13.178 . 11556 15.179 13.775 11505 11.142 13.983 15.957 12.906 13.635
LPIPS | 0.108 0.118 0.221 0372 0.160 | 0.414 0326 0.210 0.203 0.488 | 0.356 0.245 0.172 0.529 0.230
SSIM T 0.708 0.516 0.458 0.401 0.507 | 0.227 0.217 0.561 0.643 0.320 | 0.296 0.418 0.644 0.121 0.416
(a) PGLC on Cifar100
Knowledge Level Full Knowledge Semi Knowledge No Knowledge
AGR NoAGR MKrum Bulyan AFA  Fang |[NoAGR MKrum Bulyan AFA Fang |[NoAGR MKrum Bulyan AFA

32x30 32x31 32x30 32x30

32x40 32x40 32x41 32x40

Setting |B|;l<N 32x40 32x40 32x41 32x40 32X40 32)6<30

Original t.H
Inverse ,@
%
PSNR T 12.139  17.271 16.161 15.600 13 529 [ 16.338  14.516 15.958 12. 437 11.954 | 11.721 14.651 15.654 14.430 .
LPIPS | 0.314 0.270 0325 0.352 0.354 | 0.333 0.299 0.300 0.452 0312 | 0.445 0319 0.427 0455 0.446
SSIM T 0.367 0.506 0.494 0.529 0.361 | 0315 0.258 0.408 0.238 0.298 | 0.312 0.340 0372 0.332 0.242
(b) PGLC on TinyImageNet
Knowledge Level Full Knowledge Semi Knowledge No Knowledge
AGR NoAGR MKrum Bulyan AFA Fang |[NoAGR MKrum Bulyan AFA Fang |[NoAGR MKrum Bulyan AFA Fang
Setti [Bl| X N | 8x10 8x10  8x11 8x10 8x10 | 8x10 8x10  8x11 8x10  8x10 | 8x10 8x10  8x11 8x10  8x10
etting
m 2 2 2 2 2
Original n
Inverse m e, <N
PSNR T 12.377 12.525 13.326 9.161 13.018 | 11.676 10.994 12.112 12.065 14.78 | 10.771 11 422 13.741 9 513  10.999
LPIPS | 0463 0.514 0485 0.668 0.617 | 0.491 0.627 0.517 0.552 0.420 | 0.470 0.511 0.497 0.580 0.464
SSIM T 0.256  0.173  0.160 0.156 0.194 | 0.304 0.189 0.246 0.286 0.318 | 0.196 0.249 0.269 0.300 0.331

(c) PGLC on CalTech256
Fig. 4: PGLC’s Performance against AGRs.

model trained with full knowledge difficult to be diluted
during aggregation. Therefore, the full knowledge malicious
model can work on larger FL settings. In comparison to a
full-knowledge adversary, semi-knowledge and no-knowledge
methods utilize targeted class knowledge to poison models.
However, the limited knowledge of the targeted class can pose
challenges. This limitation can result in scenarios where the
targeted class loss is not significant enough which may impair
inversion performance, or the untargeted classes loss increases
due to the potential damage to generalization features. Thus,
it can be noted that malicious models created with semi or no
knowledge may exhibit instability in some instances.

VII. SCALABILITY EVALUATION

We then conduct scalability evaluation to demonstrate the
generality of PGLC in varied experimental settings.
Targeted Sample’s Distribution Scalability. We also con-
sider the case in which more than one targeted sample appears
in one aggregation. To this end, we study the effect of

the targeted sample distribution and investigate two typical
settings: the first one is that all targeted samples belong to a
single client (single-client distribution), and the second one is
that the targeted samples are distributed uniformly at random
among multiple clients (multi-client distribution). We fix the
number of clients as 40, the batch size as 32, and the number
of malicious clients as 8. The FL is equipped with Multi-
krum [17] and we assume the adversary has full knowledge.

Figure 6 illustrates the results. In general, our PGLC
succeeds in restoring multiple targeted samples from one
aggregation. However, we observe some transfers of semantic
features among the restored samples of which their corre-
sponding original samples are similar because their gradients
are averaged during the aggregation.

We also find that such transfers of semantic features are
more likely to appear in single-client distribution. This is
due to the fact that targeted samples are aggregated locally,
which happens prior to the global aggregation. When all
targeted samples are grouped together in a single batch and
processed by a single client, the batch data will go through the
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TABLE II: The Performance of the Global Model Poisoning.
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Knowledge| Kput  Kemi  Kno | Kpat Keemi Koo | Kput Ksemi Ko
|Bl X N 32x40 32x40 32x40 32x30 32x30 32x30 32x20 32x20 32x20
o 3 = = - - =
Inverse u
PSNR T 12.487 8.455 9.222 10.87 . 8.551 8.213 8.923 9.198 7.530 |Original
LPIPS | 0.436 0.607 0.638 0.462 0.607 0.618 0.547 0.599 0.629
SSIM T 0.263 0.123 0.156 0.192 0.119 0.103 0.176 0.146 0.130
(a) Cifar100
Knowledge| Kput ~ Ksemi Koo | Kpat Keemi Kno | Krutt - Koemi Ko
|Bl x N 32x30 32x30 32x30 32x20 32x20 32x20 32x10 32x10 32x10
Inverse - w -
PSNR T 11.536 7.231 11.180 | 11.435 11.561 9.852 12l831 8.546 11.457 |Original
LPIPS | 0.391 0.596 0.433 0.354 0.379 0.437 0.381 0.424 0.341
SSIM T 0.190 0.081 0.140 0.173 0.202 0.150 0.235 0.173 0.182
(b) TinyImageNet
Knowledge| Krun ~ Kiemi Ko Krur Ksemi Kno Krun Ksemi Kno
|BI X N 8x20 8x20 8x20 8x15 8x15 8x15 8x10 8x10 8x10
Inverse L y A X
e NS ! - '
PSNR T 11.715 9.072 14.016 | 12.253 8.808 10.123 | 12.941 9.302 12.705 |Original
LPIPS | 0.319 0.661 0.175 0.308 0.730 0.514 0.159 0.705 0.332
SSIM T 0.426 0.003 0.441 0.454 0.035 0.22 0.534 0.086 0.427

(c) CalTech256

Fig. 5: PGLC’s Performance with Different Levels of Knowl-

edge.

same set of batch normalization layers. As a result, the batch
normalization layers facilitate the transfer of similar image
features by reducing internal covariate shifts and stabilizing
the feature distribution.
FL System Scalability. In PGLC, the effect of the injected
maliciousness with respect to the targeted sample is affected
by the batch size and the number of clients as the sum of the
local updates will gradually dominate the aggregated gradient
and dilute the targeted gradient when the number of training
samples increases in one aggregation. We thus conduct the
following experiments to explore the impact.

Figure 7 shows the PGLC’s performance with the varying
number of batch sizes in one aggregation of 50 clients. The
experimental setting is fixed with the full-knowledge adversary

Setting Metric
AGR i : i
|B| x N \ m | LM. Dis.X107%) EM. Dis.X10~%)
Cifar100 - ]Cfu“
No Robust AGR | 32x50 | 10 2157.039 3.203
Multi-Krum 32x50 | 10 2157.039 0.446
Bulyan 32x51 | 10 2157.039 0.039
AFA 32x50 | 10 2157.039 318.045
Fang 32x50 | 10 2157.039 5.944
Cifar100 - Kgepmi
No Robust AGR | 32x40 | 8 61.046 1.798
Multi-Krum 32x40 | 8 61.046 0.473
Bulyan 32x41 8 61.046 0.254
AFA 32x40 | 8 61.046 17.086
Fang 32x40 | 8 61.046 4437
Cifar100 - IC,,,
No Robust AGR | 32x50 | 10 1087.533 2.823
Multi-Krum 32x50 |10 1087.533 0.018
Bulyan 32x51 | 10 1087.533 45.807
AFA 32x50 | 10 1087.533 2.427
Fang 32x50 | 10 1087.533 2.958
TinyImageNet - K,
No Robust AGR | 32x40 | 8 5082.850 1.800
Multi-Krum 32x40 | 8 5082.850 0.091
Bulyan 32x41 8 5082.850 23.094
AFA 32x40 | 8 5082.850 39.341
Fang 32x40 | 8 5082.850 14.497
TinyImageNet - Ky
No Robust AGR | 32x30 | 6 89.778 1.025
Multi-Krum 32x30 | 6 89.778 0.078
Bulyan 32x31 6 89.778 2.044
AFA 32x30 | 6 89.778 0.625
Fang 32x30 | 6 89.778 0.544
TinyImageNet - IC,,,
No Robust AGR | 32x40 8 128.167 1.367
Multi-Krum 32x40 8 128.167 0.263
Bulyan 32x41 8 128.167 1.878
AFA 32x40 8 128.167 21.990
Fang 32x40 8 128.167 2.622
CalTech256 - Kf“y]
No Robust AGR |  8x10 2 288.970 2.448
Multi-Krum 8x10 2 288.970 43.910
Bulyan 8x11 2 288.970 9.523
AFA 8x10 2 288.970 195.884
Fang 8x10 2 288.970 174.439
CalTech256 - Kenmi
No Robust AGR 8x10 2 40.019 4.474
Multi-Krum 8x10 2 40.019 0.603
Bulyan 8x11 2 40.019 0.857
AFA 8x10 2 40.019 11.968
Fang 8x10 2 40.019 1.603
CalTech256 - K.,
No Robust AGR |  8x10 2 217.541 6.819
Multi-Krum 8x10 2 217.541 0.718
Bulyan 8x11 2 217.541 9.314
AFA 8x10 2 217.541 11.477
Fang 8x10 2 217.541 22.017

'L M.Dis.” means "Initialized Model Distance”.

2 ”EM.Dis.” means “Final Model Distance”.

2 Target Images 4 Target Images
Original
Multi-Client
Distribution
PSNR 1 9.528 12.199 11.077 10.961 11.711 8.931
LPIPS | 0.471 0.515 0.447 0.493 0.633 0.489
SSIM 1 0.140 0.147 0.150 0.124 0.142 0.109
(a) Multiple-client setting
2 Target Images 4 Target Images
Original

Single-Client
Distribution

8.163

PSNR 1 12.345 9.023 9.374
LPIPS | 0.529 0.589 0.548 0.613
SSIM 1 0.139 0.113 0.119 0.086

(b) Single-client setting

9.440
0.663
0.132

10.679
0.545
0.131

Fig. 6: PGLC’s Performance of Restoring Multiple Targeted
Samples on TinylmageNet.
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Fig. 8: PSNR, LPIPS, and SSIM of PGLC against the Client Number with Batch Size 128 on TinyImageNet.

without any robust AGRs equipped. We can find that the
performance is going down as the batch size increases. It
is worth noting that in this set of experiments, the level of
maliciousness is kept fixed, resulting in a fixed loss gap.
However, an adaptive attacker can actively increase the level
of maliciousness in order to enlarge the loss gap, especially
for larger batch sizes. By doing so, the attacker can maintain
a high level of attack performance.

We also perform experiments by fixing the batch size

and evaluating across different client numbers, as shown in
Figure 8, with a similar performance trend.
Data Heterogeneity (Non-IID). We adhere to the Non-IID
setting in the work [19]. We assume that there are M classes
and N clients. We randomly allocate M classes into N clients
with a probability ¢ of assigning a training example with label
l to a particular client and a probability 1;}1 of assigning it
to other clients. When ¢ = %, the clients’ local training data
are independent and identically distributed (IID), otherwise the
clients’ local training data are Non-IID. A larger ¢ indicates
a higher Non-IID degree.

We conduct experiments on TinylmageNet dataset with 200
classes and assume a Kg..,; adversary. We set N = 30,
meaning that if ¢ = 35 ~ 0.033, the distribution is IID. We
select ¢ = 0.033, 0.3, 0.6, 0.9, and explore PGLC performance
on these settings.

Figure 9 illustrates the restored images. In general, our
PGLC can successfully restore images with meaningful se-
mantics, even in the Non-IID setting with extremely high
degree. However, we observe a performance degradation as the
Non-IID degree increases. We further analyze the performance
of model poisoning using the initial/final distance defined in
Section VI-C. As shown in Table IV, the final distance slightly
increases with a higher degree of Non-IID distribution. This is
due to the increased probability of multiple targeted samples
co-occurring within a single aggregation.

Knowledge Level Semi Knowledge
AGR MultiKrum
. ||IB|XxNm 32x30 6
Setting| ™" 71 0033 03 06
ot ]
. - 4
Inverse . |! q
PSNR T 14516 13.750 11.743 9.884
LPIPS | 0.299 0.485 0.432 0.628
SSIM T 0.258 0.179 0.260 0.148

Fig. 9: PGLC’s Performance with Non-IID Data.

TABLE IV: The Performance of the Global Model Poisoning
with Non-IID Data.

AGR Setting Metric
|B| x N |m q LM. Dis.'(107%) FM. Dis.(107%)
32x30 | 6 [0.033(1ID) 89.778 0.078
Multi-Krum| 32x30 | 6| 0.3 89.778 0.140
32x30 |6| 06 89.778 1.467
32x30 |6 09 89.778 4.110

" »I.M.Dis.” means “Initialized Model Distance”.
2 ”EM.Dis.” means “Final Model Distance”.
S IID FL

Different Model Architecture Performance. To prove
PGLC’s validity in different model architectures. We choose
to explore VGG-11 [40] as a different architecture and
Resnet50 [37] as a larger model.

In this supplementary experiment, we examine the ’no-
knowledge’ scenario and perform the corresponding experi-
ments on TinylmageNet. The outcomes are depicted in Fig-
ure 10 and Figure 11. All inversion results showcase valid
semantic features. Almost all reconstructed images achieved
SSIM values greater than 0.1, PSNR values greater than 9,
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and LPIPS values below 0.66. Our experiments indicate that
PGLC can be applied to various network architectures.

Knowledge Level No Knowledge
AGR NoAGR MKrum Bulyan AFA Fang

Setting lBl;:N 1286)(20 1286)(20 1286)(21 1286)(20 1286XZO

Original *
Inverse ‘ y

[ 5% | =
PSNR T 17.348 14.392 19.528 11.699 13.244
LPIPS | 0.250 0.326 0.269 0.435 0.489
SSIM 7 0.423 0.203 0.512 0.146 0.159

Fig. 10: PGLC’s Performance on VGG11.

Knowledge Level No Knowledge
AGR NoAGR MKrum Bulyan AFA  Fang
; [BI X N | 64x30 64x30 64x30 64x30 64x30
Settmg‘ m 6 6 6 6 6
- Z e .
pell 1% |- 1%
PSNR T 11544 9306 11727 9.162 17.085
LPIPS | 0.387  0.660 0.403 0.558 0.219
SSIM T 0.258  0.101 0.170 0.105 0.405

Fig. 11: PGLC’s Performance on Resnet50.

Malicious Client Scalability. Considering the adversary may
control limited malicious clients, we explore PGLC’s per-
formance with the poisoning ratio from 7.5% to 20% on
MKrum [17]. Essentially, our additional experiment results
indicate that our poisoning attack can succeed with a poisoning
ratio as low as 7.5% under the 0.01 threshold. The details can
be found in Supplemental Document C.1.

Effect of Random Client Selection. Random selection of
clients is a very common condition in FL. In our method,
this condition only impacts the poisoning stage (Step 2), and
because the radio of malicious clients remains unchanged.
Thus, the poisoning attack still can succeed. Detailed results
and analysis are given in Supplemental Document C.2.
Input Dimension Scalability. Generally, data with higher
dimensionality are more challenging to reconstruct, as high-
dimensional images often contain more intricate details, mak-
ing it harder to accurately recover the original images. There-
fore, we explore PGLC on the CalTech256 dataset from an
image size of 112 x 112 to 224 x 224. Basically, the inversion
attack is still effective. Detailed results and analysis are given
in Supplemental Document C.3.

VIII. FEASIBILITY ANALYSIS

Based on the mathematical framework discussed in Sec-
tion IV-B, it is evident that L4, in Equation 1 determines the
success of PGLC. Consequently, this section details experi-
ments undertaken to examine the impact of the loss gap and
utilizes experimental results to validate our initial hypothesis.

We denote L,,qin = Zy#ym L((5,Y5), Pg) and Ly =
L((Ttar; Ytar), Pa). The term Ly, essentially measures the
ratio of AL to ALiar + ALpain. Here, AL indicates the

difference in loss when comparing samples before and after
one step optimization. Thus, the value of L., can reflect the
extent of dominance. Consequently, L4, ranges from 0 to
1, and as the total loss becomes increasingly influenced by
ALyqr, Lgap approaches 1.

We perform our experiments on the TinylmageNet
dataset [35] using 40 clients with a batch size of 32. The adver-
sary has full knowledge. Figure 12 illustrates the impact of the
loss gap on the effectiveness of PGLC. When the L), is min-
imal, the targeted gradient becomes entangled with features
from other samples, which diminishes PGLC’s efficiency. As
Lgap increases, PGLC’s effectiveness also improves, as the
targeted loss becomes more distinguished. When L., nears
1, indicating the gradient primarily comprises the targeted gra-
dient, the optimal inversion performance is attained. Among
various metrics, PSNR displays greater variability due to the
stochastic nature of the inversion attack potentially altering the
reconstructed images’ background, whereas LPIPS and SSIM
remain relatively steady.

IX. DEFENSES AND MITIGATION STRATEGIES

PGLC represents a novel client-side attack in FL. Conse-
quently, defending against this type of attack remains an open
topic. In this section, we will analyze other existing privacy-
preserving methods and their effectiveness in mitigating our
proposed attack. Additionally, we also will propose potential
directions for developing defense mechanisms.

A. Existing Privacy-Preserving Technologies

Secure Multi-Party Computation (SMPC) [41]. SMPC
allows multiple clients to collaboratively perform computa-
tions (like aggregating gradients or updating weights) without
revealing their individual updates to others, even to the central
server. However, SMPC solution is not effective in defending
against our attack. Although secure aggregation can prevent
local updates from exposure, the aggregated update remains
disclosed. In PGLC, once the global model has been poisoned,
the targeted gradient can still be exposed.
De-duplicating Training [42]. Reducing the repeated occur-
rence of data samples in training (de-duplication) helps prevent
models from memorizing specific features, thereby minimizing
privacy leaks. Nevertheless, defense strategies employing de-
duplication of training data cannot stop our attack, as it
does not depend on memorization.A specific sample can be
reconstructed by PGLC even if it occurs just once.
Differential Privacy (DP) [43], [44], [45], [46]. Differential
Privacy (DP) is a widely used technology that seeks to
implement mechanisms ensuring outputs are indistinguishable.
Following the (e, §)-DP setting [43], we set the clipping norm
bound (C) to 1, while varying € with values of 1,5,10 and ¢
to 1 x 107°. The experiment result is given in the Figure 13.
PGLC demonstrates its effectiveness under the evaluated
(€,0)-DP. We remark that, with (1, 10~°)-DP, the test accuracy
of the model is significantly reduced to only 0.450% (meaning
that the utility of the model is destroyed by the added noise),
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Fig. 12: PGLC’s Performance on TinylmageNet against the Varying Loss Gap.
_ Epsilon | 1 > 10 No DP malicious. Consequently, the attacker might experience an
Inverse 5 ~ “ indeterminate waiting period before the appearance of targeted
P ;_gz. h class examples in the inputs of these benign clients. This
PSNRT 4.409 6.792 9.001 15.700 | Original results in an unpredictable attack timeline for PGLC.
LPIPS| 0.540 0.357 0.307 0.198 M h £ . . K
SSIMT 0138 0.239 0.317 0.456 oreover, to ensure the success of a poisoning attack,
Test Acc. (%)| 0450 19270 24960  48.770 a sufficient poisoning ratio (7.5%, See Supplemental Docu-
Test Loss 5.488 3.629 3.311 3.024

Fig. 13: PGLC’s Performance with DP.

while our PGLC is still able to extract meaningful semantics
from the targeted sample.

Therefore, differential privacy is ineffective in defending our

attack. Our experimental results demonstrate that our PGLC
can effectively restore the privacy input from the gradients,
even in cases where a substantial amount of added noise has
compromised the model’s utility.
Adaptive Defense [47]. Adaptive Defense can customize
privacy protection for different rounds of communication and
clients. Therefore, the quality of the reconstruction may de-
grade with greater noise, as demonstrated in Figure 13. How-
ever, this kind of adaptive defense mechanism cannot ensure
that reconstructed inputs will not disclose useful information.
Additionally, this kind of adaptive defense should carefully
consider model divergence and utility facing our attack.

B. Mitigation Strategies

To mitigate PGLC, we suggest employing cooperative
AGRs as a strategy to prevent poisoning. In the collaborating
AGRs, the server cooperates with clients to mitigate attacks.
Clients can locally identify threats and notify the server, or
they might exchange common data representations. This al-
lows the server to control the training framework, which might
enhance the privacy budget. However, it is crucial to carefully
consider and address the potential impact of heterogeneity
among the data samples. In addition, not all clients are honest.
It is beneficial to build a balanced risk awareness framework
to comprehensively assess risks in the training stage.

X. LIMITATIONS

Regarding limitations, PGLC possesses an uncertain time
for successful attack. The PGLC demonstrates ambiguity
regarding the presence of examples from the targeted class
within the inputs received from other clients that are not

ment C.1) may be necessary. This may require some specific
conditions. In small-scale systems, such as IoT-based FL net-
works, limited clients and weak defense mechanisms make it
easier for adversaries to gain control over a subset of devices or
a central node, potentially compromising the entire system. In
large-scale FL systems, adversaries may be required to launch
Sybil attacks to create numerous virtual devices to increase the
poisoning ratio. Moreover, client selection techniques can be
manipulated to enhance the probability of selecting malicious
clients. In conclusion, achieving a sufficient poisoning ratio
might need particular conditions or additional attacks.

XI. CONCLUSION

We introduced PGLC, a stealthy client-side method en-
abling adversaries with minimal FL knowledge to reconstruct
training data by inverting batch gradients, even bypassing
Byzantine-robust AGRs. Experiments confirm its effective-
ness, highlighting the need for stronger defenses. Future work
will focus on understanding how gradients carry data features,
developing evaluation tools, and designing targeted defenses
to mitigate inversion attacks in FL systems.
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