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Abstract

Useful processes, that are independently repeatable, are utilised in all branches
of science and traditional engineering disciplines but seldom in software engi-
neering. This is particularly so with processes used for detection and correction
of defects in software systems.

Code inspection, as introduced by Michael Fagan at IBM in the mid 1970’s is
widely recognised as an effective technique for finding defects in software. De-
spite its reputation, code inspection, as it is currently practiced, is not a strictly
repeatable process. This is due to the problems faced by inspectors when they
attempt to paraphrase the complicated semantics of a unit of computer code.
Verification based software inspection, as advocated by the cleanroom software
engineering community, requires that arguments of correctness be formulated
with the code and its specification. These arguments rely on the reader being
able to extract the semantics from the code.

This thesis addresses the requirement for an independently repeatable, scalable
and substantially automated method for yielding semantics from computer code
in a complete, unambiguous and consistent manner in order to facilitate, and
make repeatable, verification based code inspection.

Current literature regarding the use of code inspection for verification of soft-
ware is surveyed. Empirical studies are referenced, comparing inspection to
software testing and program proof. Current uses of formal methods in soft-
ware engineering will be discussed, with particular reference to formal method
applications in verification.

Forming the basis of the presented method is a systematic, and hence repeat-
able, approach to the derivation of program semantics. The theories and tech-
niques proposed for deriving semantics from program code extend current al-
gorithmic and heuristic techniques for deriving invariants. Additionally, the
techniques introduced yield weaker forms of invariant information which are
also useful for verification, defect detection and correction. Methods for using
these weaker invariant forms, and tools to support these methods, are intro-

duced.

Algorithmic and heuristic techniques for investigating loop progress and termi-
nation are also introduced. Some of these techniques have been automated in
supporting tools, and hence, the resulting defects can be repeatably identified.

Throughout this thesis a strong emphasis is placed on describing implementable
algorithms to realise the derivation techniques discussed. A number of these al-
gorithms are implemented in a tool to support the application of the verification
methods presented.

The techniques and tools presented in this thesis are well suited, but not lim-
ited to, supporting rigorous methods of defect detection as well as formal and



semi-formal reasoning of correctness. The automation of these techniques in
tools to support practical, formal code reading and correctness argument will
assist in addressing the needs of trusted component technologies and the general
requirement for quality in software.
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Chapter 1

Introduction

Defective software is wide spread. This adds significantly to the cost of software
and in extreme cases can lead to large financial losses and even the loss of life. A
sample of recent, serious and costly software system failures includes: [42, 33, 43]

e The complete system failure of the London Ambulance Service dispatch
system after only two days of operation.

e The accidental transfer of £2 billion to UK and US accounts by a UK
bank’s computer system.

e The Mars Climate Orbiter and Mars Polar Lander failures, where defective
software resulted in mission failure at a combined cost of over $4 billion.

e The failure of the patriot missile defence system during the gulf war,
resulting in the loss of 28 lives.

e The Arian 5 rocket, which self-destructed after about 35 seconds of flight
due to an unhandled exception in an unnecessary module, costing half a
billion dollars.

Purchasers of software are no longer willing to accept defective software. The
demand for quality software, developed and verified using rigorous engineering
techniques is now evident in all fields reliant on software systems. This demand
is driven by the monetary cost of failing to detect and correct defects as early as
possible in the software life-cycle. The relationship between the length of time
a defect evades detection and the cost of locating and repairing it has long been
known[12]. Generally, the longer a defect evades detection, the more expensive
it is to locate and repair. Figure 1.1 shows this relationship.

The problems experienced by the software development industry regarding the
cost and effort involved with achieving quality, reliable software has given rise
to the term ’Software Crisis’, emphasising the flaws in the current development
and verification processes and procedures.
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Relative Cost

N —

T T T T T
Requiremants Dasign Code Dav. Tast Accaptance Oparation

Phase Detected and Corrected

Figure 1.1: The relationship between the stage at which a defect is detected
and the cost of its correction (From an analysis of 63 projects [12]).

Complementing new software developments, many software development com-
panies are faced with the issue of verifying, validating, maintaining and reusing
large amounts of legacy code which has not been subject to rigorous valida-
tion and verification. With legacy software, acceptable verification practices
conforming to ISO 9001 are difficult to achieve [79].

There are a number of approaches to the verification (see Sect. 2.1) of software.
These approaches can be classified as being either proof of correctness or de-
fect detection techniques, depending on the type of verification activity. Proof
of correctness techniques require the construction of arguments of correctness
reasoning that the software artifact being verified satisfies some given specifica-
tion. Defect detection techniques involve finding counter examples demonstrat-
ing that the software artifact deviates from its given specification.

Testing (see Sect. 2.1.2) is a defect detection technique that involves executing
a given software artifact under a predefined set of conditions in an attempt to
find cases where the software artifact displays a behaviour indicating a devi-
ation from its specification. In general, software testing can not be used to
demonstrate correctness, only incorrectness.

Formal verification (see Sect. 2.1.1) is a technique involving the construction of
a formal argument of correctness based on mathematical principles in a formal
system. Such approaches are reliant on the provision of a formal specification
for the artifact being verified.

Software inspection (see Sect. 2.1.3) is a process that can be either proof or de-
fect detection based. Verification based software inspection [29] involves formal
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verification within the inspection process framework. It is, therefore, reliant on
the provision of a formal specification. The majority of practiced inspections
are not formal in the sense that they involve arguments of correctness. Most
software inspections are defect detection techniques that involve the applica-
tion of a checklist to identify defects of certain (commonly occurring) defect
types. Although most data indicates that inspections improve quality and re-
duce cost, checklist based inspections tend to find defects relating to style and
not functionality.

In formal verification and all forms of software inspections, to find functional
defects, the behavioural specification exhibited by a software artifact must be
extracted from that artifact and compared to its intended specification. In this
thesis we present techniques for deriving semantic assertions from a software
artifact. These semantics represent the abstracted behavioural specification
required to support formal verification and software inspection activities on that
artifact. The repeatable techniques presented form a basis for reasoning about
functional correctness and for assisting in the detection of functional defects.
The derived semantics serve different purposes depending on the formality of
the specification given.

Although the semantic derivation techniques are manually applied to examples
throughout this thesis, we place an emphasis on the definition of algorithms for
extracting semantics that are amenable to automation. We demonstrate the
achievement of this goal by presenting a prototype tool and referring to sample
output from this tool.

1.1 Hypothesis and Contribution

This dissertation defends the following three-part thesis:

1. Current methods of verification and defect detection are, generally, not
repeatable.

2. Algorithms for the derivation of certain semantic representations from
program code exist and can be mechanised.

3. The derivation of semantic information, including invariants, from pro-
gram code can support and improve the repeatability of verification and
inspection tasks.

The first part of this thesis is supported in the next chapter. The remaining
parts are supported in subsequent chapters by defining largely mechanisable
techniques for the derivation of semantic information, including invariants, from
program code.

The contribution of this research includes the following:
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1. The redefinition of the predicate calculus strongest postcondition pred-
icate transformer (chapter 3) to a form which can be mechanised and
which does not rely on the calculation of inverse functions or on the in-
troduction of new variables. The lack of such a definition has previously
hindered efforts to automate derivation techniques based on the strongest
postcondition predicate transformer.

2. The notion of an iterative-form loop invariant (chapter 4) derivable from
any loop, a mechanisable technique for the computation of this iterative
invariant, and a method for its use in assisting inspection of certain classes
of programs and for supporting verification by mathematical proof by in-
duction and function-theoretic verification (chapter 9). The usefulness of
this form of invariant has previously been under-estimated and techniques
for its calculation, largely ignored.

3. The extension of algorithmic techniques [62] for generating invariants from
loops with non-branching loop bodies, concentrating on solvable difference
equations in the iterative-form invariant and systematic approaches to
deriving array loop invariants (chapter 5). The techniques presented in
this dissertation for non-branching loops are mechanisable.

4. The extension of algorithmic and heuristic techniques [62, 80] for the
generation of invariants from loops with multiply-branching loop bodies
by applying heuristic algorithms to transform the iterative-form invariant
(chapter 6).

5. The definition of a mechanisable technique for deriving loop progress and
termination conditions (chapter 7) directly from the code of the loop, as
well as a process using the results to support verification and defect correc-
tion. As opposed to the majority of termination investigation approaches,
this approach is not reliant on the provision of a formal specification or
the creation of test cases, and is constructive in that the results are useful
for defect correction and reuse.

6. The definition of an algorithmic approach for the abstraction of proce-
dure semantics (chapter 8). This approach has benefits over existing
techniques, in that it derives an abstracted procedure semantics which
can be used for determining the semantic effects of procedure calls by
simple substitution.

7. The description of verification methods based on the derived semantic
forms (chapter 9).

8. The construction of an extensible prototype implementation to demon-
strate the ability to mechanise many of the algorithms presented in the
dissertation.

In summary, this dissertation addresses the issue of repeatability and practi-
cality in verification and software inspection activities by proposing a formal
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and repeatable method of paraphrasing code into its semantics, and by defining
methods for using the extracted semantics in support of these activities.

A major goal of this research was to formulate a method of deriving this se-
mantic information which was repeatable in the sense that it relied on as little
human input as possible. To this end, we have defined mechanisable, algorith-
mic and heuristic techniques for deriving semantics from programs. We have
developed a prototype tool as part of this research which implements some of
these algorithms to prove the value of the approach. We argue that the eventual
automation of these techniques is necessary to support repeatable and practical
methods of verification and inspection.

The generation of semantic descriptions of programs, and the detection of cer-
tain classes of defect based on these semantics, provides a number of benefits
to current verification and inspection techniques

We remove the burden from the verifier in paraphrasing a code artifact into its
semantic equivalent. This is an essential step in being able to reason about the
correctness of the code. The method described in this dissertation produces
semantic descriptions of code through a repeatable process. Because it is re-
peatable, the variation in inspection outcomes arising from the differences in
reader understanding of code is minimised. If a formal specification accompa-
nies the program, the derived semantics can be used as a basis for a formal
proof of correctness. If an informal specification accompanies the code, the de-
rived semantics can be useful for semi-formally arguing about correctness and
for defect detection. The derivation process is not reliant on the existence of
any formal documentation for the program being inspected. It is, therefore, as
applicable to legacy code as to code produced, and accompanied by, a formal
specification.

We illustrate the benefit of this method for supporting the detection of func-
tional defects with the following example. Consider the Naur text reformatting
problem with the following informal specification.

1. Each output line shall consist of 30 characters.
. Each output line shall contain as many whole words as possible

2
3. No word shall be split across lines in the output
4

. Words in the input shall be separated by one or more blanks (BL) or line feed
(LF) characters. Words in the output shall be separated by only one blank and
each line is ended with a linefeed character.

5. An error message shall be output if a word is more than 30 characters long.

6. A file shall be terminated by the EOT character

Without formalising this specification, we can’t apply formal verification tech-
niques, as we have no formally specified postcondition from which to proceed.
However, we illustrate in chapter 4, that we can derive semantic information
from Program 1, intended to meet this specification, yielding the following
input-output mapping.
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¥ (Input) | Q (Output) Conditions

EOT BL +buf [1..bpi] | filly +bpr+1 < MAXPOS
BL BL + buf [L.bp] | filly + bpr + 1 < MAXPOS
LF BL +buf [1.bpg] | filly +bpr +1 < MAXPOS
EOT LF +buf [1..bpg] | filly +bpy +1 > MAXPOS
BL LF +buf[1.bpi) | filly+bpr +1 > MAXPOS
LF LF +buf [L..bpy] | filly + bpy + 1 > MAXPOS
PC Line Too Long bpr, = MAXPOS

PC * bpr, # MAXPOS

*When bpr, # MAXPOS, no output is generated and buf [bpx + 1] = cgy1 is main-
tained. That is, the character read is written to the word buffer, buf. PC represents
a character that is not a LF, BL or EOT character.

Using this information we can readily reason that the program being analysed is
not correct with respect to the informal specification given. A number of defects
can be identified by examining the input-output mapping above. A similar
table, derived automatically from the program of Fig 1 using a prototype tool,
is presented in Fig. 4.3.

The method presented in this dissertation introduces techniques for systemat-
ically detecting certain types of defects. In certain classes of programs, loop
inconsistencies in maintaining invariants, loop progress and termination failure
conditions, over and under-iteration defects, and a number of quality defects are
systematically found by applying the method. This means that no additional
testing or inspection is required to find these defects. We have automated the
generation of loop progress conditions in the prototype tool to illustrate the
benefit of these techniques.

Furthermore, application of the method results in documentation that can be
useful for supporting the maintenance, re-engineering and reuse of the code in
question. Derived semantics provide particularly useful guidance when consid-
ering the maintenance and re-engineering of legacy code, in which the meaning
of a program often needs to be rediscovered by reasoning about the program
itself. Noting that a program can’t be reused without a specification of what it
will achieve and what it requires to achieve that, the derived semantics provides
a contract [74] for reuse. Figure 1.2 summarises the specification documentation
required by and produced from the semantic derivation process. The method
allows us to document previously undocumented legacy code with a formal
description stating its semantic purpose and describing the initial conditions
required to terminate in that state.

One of the major factors impeding the practical use of formal methods in general
is the perceived issue of scalability. Hall dispenses this myth in general in [50] by
citing examples of industrial scale use of formal methods. However, methods
such as those presented in this dissertation for extracting specifications, and
particularly invariants, from programs are not directly scalable. We argue,
however, that the techniques presented herein are well suited to the analysis and
verification of small, well modularised units of code. The proper abstraction
of requirements to a well modularised program with unit level specifications,
such as is promoted in cleanroom software engineering [29, 67, 86] and the
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Precondition

Program

(a) Semantic derivation requires this information.
The precondition can be true.

o

Initial Conditions
Required for
Termination

Postcondition
and Invariant

(b) This information is produced by semantic derivation

Figure 1.2: State space information obtained by applying the method described
in this thesis.

design by contract paradigm [74], provides a means to deal with scalability.
That is, scalability has to do with integration and dataflow, rather than low-
level computational behaviour [19]. In chapter 8 we present a technique for
the derivation of specifications from procedures which can be used to derive
the semantics of procedure calls. This allows specifications for large programs
to be composed from those readily derivable from their atomic procedures. In
addition, as the methods presented in this dissertation rely on human reasoning,
one way to deal with scalability is to define reading rules for large derived
specifications or to require explicit human intervention in the derivation process.
These issues of scalability are not dealt with directly by this thesis and are left
for future consideration.

The techniques and methods presented in this dissertation are based on the
predicate calculus ’strongest postcondition’ predicate transformer and it’s ap-



CHAPTER 1. INTRODUCTION 8

plication in deriving strong semantic properties from code. We believe that our
approach is more direct than existing methods of extracting invariants from
code. In order to achieve a usable specification we have attempted to stick to a
basic formal language consistent with that of the predicate calculus taught to
most first year computer science students.

1.2 Thesis Organisation

The remainder of this thesis has the following organisation:

In chapter 2 we survey existing approaches and techniques for verification.
Namely we discuss, the advantages and disadvantages of formal verification
and formal methods, software testing, and software inspection. This is done
with a view to positioning the methods of this thesis.

Chapter 3 of this dissertation presents background information on the formal
methods used in the invariant extraction methods described in chapters 4, 5
and 6.

Chapter 4 describes an algorithmic technique for the derivation of an iterative-
form invariant from the code of iterative program structures. It describes the
use of this invariant for supporting defect detection activities.

Chapter 5 describes a technique for deriving a non-iterative-form invariant from
loops with non-branching loop bodies, using the iterative-form invariant and
difference equation theory.

Chapter 6 extends the techniques of chapter 5 to calculate conjunctive invari-
ants for certain classes of loops with branched loop bodies. As a consequence
of applying the algorithms in chapters 5 and 6, certain types of defects are
automatically detected. These defects are discussed as they are encountered.

Chapter 7 defines rigorous techniques for determining and describing the con-
ditions under which a loop will progress and terminate, and provides a method
for using this information for verification, re-engineering and reuse.

Chapter 8 describes an algorithmic approach for abstracting the semantics of
procedures and functions, and for using these extracted semantics for determin-
ing the semantic effects of procedure calls.

Chapter 9 discusses techniques for using the derived semantic information for
verification by the methods of mathematical induction, direct proof, and func-
tion theoretic verification.

As discussed in the next chapter, the application of formal methods, such as the
derivation techniques presented in this thesis, are difficult and complex, and,
therefore, prone to errors. In light of this, this dissertation describes algorithms
that lend themselves to automation. Chapter 10 discusses a prototype tool
which automates some of the presented algorithms. It has been developed to
prove the viability of the algorithmic and heuristic approach taken. An example
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of verifying a non-trivial procedure using output generated by the prototype is
presented and discussed.

Conclusions and future work are discussed in chapter 11.

An overview of the methods and techniques presented in chapters 4 and 5
has been presented as a refereed paper [85] at the 9th Asia Pacific Software
Engineering Conference.



Chapter 2

Background

This chapter provides the motivation for the study of an independently repeat-
able, automated and scalable method of yielding semantic information to sup-
port verification and defect detection activities. To present the background for
this motivation, critical evaluations of current inspection, testing and theorem
proving approaches to functional verification and defect detection are given.

We begin by introducing the question of correctness and approaches to verifi-
cation.

2.1 Verification and Defect Detection

We use the term specification with respect to a program to refer to the statement
of what that program is intended to do.

Validation involves applying techniques to determine if the client’s concept of
the system has been captured by the requirement specification, and that the
implemented system meets the user’s expectations. Validation usually involves
acceptance and usability testing.

Verification is the process applied within the formal’ system of the software
development life-cycle that demonstrates that one phase of the life-cycle is a
complete and consistent translation of the preceding phase. Verification is de-
fined by Deutsch [20] as an activity that assures that the results of successive
steps in the software development life-cycle correctly embrace the intentions of
the previous steps. In the case of the implementation stage, we are concerned
with verifying that it is a complete and correct representation of its design
which should have been verified as a complete and correct representation of its
requirements specification.

A program is said to be correct if it always behaves as specified.
The relationship between validation and verification can be seen in Figure 2.1.

Fagan [32], describes a defect as “...an instance in which a requirement is not
satisfied”. A program is said to be correct if it contains no defects. As we

10
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Figure 2.1: Validation and Verification and the Software Development Life
Cycle

are concerned only with functional correctness in this research, if everything
described by a program’s specification is correctly and completely implemented
by the program, then the program is correct. The task of verification is to
reason about correctness.

Given a specification and a program, there are two approaches to reasoning
about correctness. One approach is to find a counter-example, demonstrating
that the program does not meet its specification. That is, that a program
contains defects. This approach best describes the process of software testing
and the majority of software inspection processes. We will refer to processes
which approach verification from the point of finding counter-examples as defect
detection.

Alternatively, we may formally reason that a program is correct with respect
to its specification by way of proof. In this dissertation, we use the terms proof
of correctness, verification and formal verification to describe a reasoning ap-
proach to demonstrating correctness. Verification is an activity that falls under
the umbrella of formal methods. The proof that a unit of program code satisfies
its specification comprises non-trivial activities, currently with limited mechan-
ical support. It is not a practice that has found its way into the mainstream of
software development.

This dissertation describes techniques for deriving from sequential, imperative
program code, statements of the semantic effects of executing that program
under any given precondition. We demonstrate how these derived semantics
can then be used to support either inspection based defect detection processes,
or depending on the level of specification given, formal proof of correctness. We
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argue that the techniques presented are repeatable and amenable to automation.

In order to position the thesis, we first critically survey current verification
and defect detection processes. The next three sections describe the benefits,
problems and costs associated with formal proof, testing and inspection.

2.1.1 Formal Methods and Formal Verification

"Formal Methods’ is a term used in computer science to refer to a set of
mathematics-based techniques, tools and notations, used for the development
and verification of computer systems. Formal methods are currently applied in
two ways; in the stepwise derivation of programs, and in the formal verification
of computer systems.

Formal, stepwise derivation of programs [4, 23, 24, 26, 53] is concerned with
applying predicate calculus transformers in a stepwise manner to a first-order
specification for the program being derived. Through a sequence of stepwise
logical refinements on a given precondition and postcondition, each refinement
being a logical consequent of the one before it, one can derive a program that
executes under the given precondition and terminates to produce the given
postcondition. Software derived in such a manner, theoretically, does not need
to be verified, since it was rigorously derived so that on termination it satisfies
its original specification. Such methods are seldom applied in the commercial
software development industry, despite their contribution to the production of
functionally correct software.

Formal methods can also be applied to verification. Formal verification, as dis-
cussed here, equates to proof-based methods of verifying imperative programs.
We do not consider state-exploration and model checking approaches to formal
verification of finite-state, reactive systems.

Formal methods of verification are concerned with showing the functional, or
semantic, correctness of a program with respect to a specification of what it
should do'.

Despite the obvious advantages of the rigour of formal methods in software
derivation and verification, they are usually overlooked by industry because
they are too time consuming, or simply too hard to apply. Hall [50] and Hinchey
and Bowen [52] dispense some of the myths regarding formal methods.

Formal Definitions of Program Correctness

Floyd introduced the first rigorous treatment of sequential program correctness
[34]. The basic premise is to annotate each statement of a program with an
assertion. If the program executes under a given precondition, and if each state-
ment of the program executes in a state described by the assertion before the

1This dissertation does not discuss correctness with respect to specified safety and reliability
requirements.
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statement resulting in an assertion that implies that given after the statement,
and if the program terminates in a finite time, then the program is correct.

Hoare [53] reworked Floyd’s ideas into a logical framework that gave rise to the
"Hoare triple’ notation. Throughout this dissertation we use the Hoare triple as
a notation to describe the semantics of program statements. Using this nota-
tion we write, {Q}S{R} to mean; if condition @ holds initially, then program
statement S will terminate satisfying condition R. The initial condition, @, is
referred to as the precondition of the program, .S, and R is called the postcon-
dition of S. The precondition-postcondition pair, (@, R) is the specification for
the program S. If S, executed under any state in @), is guaranteed to establish
R if it terminates, then S is said to be partially correct with respect to @@ and
R. If S can also be shown to terminate normally under all states described by
Q, then S is said to be totally correct with respect to ) and R.

It follows that, in order to verify a program, we must show that it terminates
and satisfies its specification. That is, we must show that executing a program.
S, under some precondition, (), terminates and satisfies R. This process is
known as the aziomatic approach to verification. The axiomatic approach is a
formal reasoning approach based on the following inference rules [53].

Composition: {Q}igﬁl’;éﬂ§2{R}

. {@}s{r}, P=R
Consequence 1: OISR

. {P}S{R}, Q=P
Consequence 2: TOIS(RY

The rule of composition simply allows us to reason about sequences of state-
ments. The two rules of consequence allow us to reason that if S executed
under some precondition ), or a weaker precondition, establishes R or some-
thing stronger, then {Q}S{R}. This gives rise to two approaches for program
proof of correctness; backward and forward reasoning.

Backward reasoning requires the addition of inference rules describing the pro-
gramming language which allow us to determine the weakest condition, W P,
that program S can be executed under and establish R. If it can then be rea-
soned using the second consequence rule that @ = WP, then {Q}S{R}, and
the program must be correct. Dijkstra [24] developed the weakest precondition
predicate transformers for the guarded commands language to effect the lan-
guage rules of inference. Using the weakest precondition predicate transformer
(wp), verification involves showing

Q = wp(S, R)

Forward reasoning requires the addition of inference rules describing the pro-
gramming language which allow us to determine the strongest condition, SP,
that program S establishes when executed under the precondition Q. If it can
then be reasoned using the first consequence rule that SP = R, then {Q}S{R},
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and the program must be correct. We use the strongest postcondition predicate
transformers [24, 3] to effect the language rules of inference. Verification using
the strongest postcondition predicate transformer (sp) involves showing

sp(@,S) = R

The majority of formal proof approaches rely on backward reasoning. It is
a goal of this research to derive information to support semi-formal human
reasoning as well as formal proof. That is, we wish to derive assertions to
support verification in the absence of a formal specification. The strongest
postcondition predicate transformer, discussed in detail in the next chapter, is
applicable even when a precondition is not provided (by assuming the weakest
possible precondition ¢true). This means that semantics can still be derived for
programs with limited or no documentation, allowing comprehension and defect
detection activities to be conducted. Backward reasoning techniques are reliant
on strong specifications of the postcondition being provided.

Techniques for verifying programs without iterative constructs are relatively
straight forward as the language inference rules and corresponding predicate
transformers are easily applied and mechanised.

Iterative constructs are much more difficult to reason about. Direct methods
of applying the language inference rules are, generally, impossible or infeasible
to apply. Hoare’s inference rule for iterative constructs involve identifying a
property which remains true throughout iteration. This property is called an
mvariant.

The derivation of invariants is essential for Hoare-style proofs of correctness.
This dissertation describes a number of techniques for deriving invariants and
specifications to support verification activities, directly from the code.

Function-Theoretic Verification Cleanroom software development advo-
cates function-theoretic verification. In the cleanroom correctness verification
process, clear-box procedures are verified with respect to their corresponding
state-box specification. This involves verifying every control structure in that
clear-box procedure against its specified intended function [69]. In the function-
theoretic approach, a procedure is correct with respect to its specification when
every control structure in that procedure is verified to do what its intended
function specifies. The Correctness Theorem [69] defines correctness questions
for every control structure. The correctness questions for sequence, selection
and iteration control structures are described in table 2.12. Deck [18] and Mur-
phy [76] assert that in practice, the formality of cleanroom verification varies
depending on the formality of the specification. This dissertation defines tech-
niques for deriving semantic information to support semi-formal and completely
formal cleanroom verification. The derived semantics paraphrase the code so
that the control structure correctness questions may be answered.

2These control structures have been translated to use the code constructs used in this
dissertation.
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Table 2.1: Control Structure Correctness Questions

Control Structure Correctness Question
Sequence:

[f] g;h Does g followed by h do f?
Selection:

[flif p > g [ -p — h fi When p is true, does g do f7
When —p is true, does h do f?

Iteration:

[f]do p — g od Is termination guaranteed?
Whenever p is true, does g followed by f do f?
Whenever p is false, does doing nothing do f?

Theorem Proving This dissertation does not introduce new theorem proving
techniques or tools. Rather, it introduces techniques, tools and algorithms for
deriving specifications from programs to support human reasoning about cor-
rectness in verification-based and defect-detection-based software inspections.
This reasoning may actually involve theorem proving on the part of the inspec-
tor. In chapter 9, we introduce a verification strategy that could be supported
by existing state-of-the-art theorem provers. In this section we discuss some
such theorem provers.

Theorem Provers achieve formal verification by representing systems and their
properties as formulae in a mathematical logic system defined by a set of axioms
and a set of inference rules. A mathematical proof is performed within this
formal system to prove the properties of the system. As theorem proving is a
complex task and prone to human error, tools exist that automate or assist in
the proof process. Theorem provers that are most often used in the verification
of software are interactive. That is, a user of the theorem prover co-operates
with the prover to guide the search for a possible proof. We briefly introduce a
number of interactive theorem provers here.

Among early theorem provers to support software verification were Edinburgh
LCF [46] and the associated meta-language ML, and the Boyer-Moore prover
based on Lisp [13] and later developed into NQTHM [14] and then ACL2[63].

Edinburgh LCF allows users to express theorems as propositions of a theorem
type in ML [75]. Inference rules are functions from theorems to theorems. ML’s
secure type checking ensures that the construction of theorems is sound. It also
allows theorem proving tactics, functions from goals to sub-goals, to be written
in ML.

A number of general purpose theorem provers based on the foundations of Edin-
burgh LCF have been developed. Among those that are used for the verification
of software are HOL [45] and Isabelle [83].
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HOL extends LCF to support interactive theorem proving in Higher Order
Logic, hence the name. There are a number of implementations of HOL. HOLSS,
resulting from the initial HOL implementation effort includes its own ML im-
plementation, and is implemented on top of Common Lisp. HOL 90 and HOL
98 use only ML. HOL was initially developed as an interactive theorem prover
for verification of industrial hardware, but has been successfully used to verify
software.

Isabelle and Isabelle/HOL are successors to HOL. Isabelle is a generic theorem
prover in which the inference rules for a logic are represented as explicit data
structures not as functions[82]. It provides a framework to support proofs in
a variety of logics. Isabelle has been used successfully for program proof of
correctness.

Boyer and Moore’s NQTHM is an interactive theorem prover based on a compu-
tational logic related to Common Lisp. The logic of NQTHM is a quantifier-free
first order logic with equality. Axioms are added to the logic to describe cer-
tain data structures such as integers and natural numbers. Among NQTHM’s
rules of inference is a schema for proof by induction. NQTHM does not include
inference rules for manipulating quantifiers, instead, relies on recursive func-
tions to express many of the things normally expressed with quantifiers. ACL2
(A Computational Logic for Applicative Common Lisp) [15, 63] is an extended
version of NQTHM intended for large scale verification projects. It uses a large
applicative subset of Common Lisp rather than the original computational logic
related to Lisp.

The Larch Prover (LP) [49] is an interactive theorem prover for multi-sorted
first-order logic. Developed at MIT, it has been designed to work efficiently
on large problems. It is used primarily for analyzing formal specifications,
modelling safety-critical applications, reasoning about concurrent algorithms
and hardware designs, and proving theorems in algebra. It has a number of
features which are intended to make it usable for even naive users. LP carries
out the routine steps of a proof automatically and attempts to provide useful
information in the event that a proof fails. LP supports proof rather than
automate proof.

Despite providing very high assurance that a program does as described by its
specification, the majority of software systems are considered too complex for
the use of theorem provers due to the amount of effort required. Theorem prov-
ing requires expertise in not only mathematics and logic, but in the language in
which the theorem must be formulated and proved. The fact that the theorem
prover’s language does not usually resemble the language of the program being
verified or the software engineer’s specification language, implies that interpret-
ing the output from a theorem prover when a proof fails is non-trivial for most
software engineers. As a result of these issues, the usefulness of theorem provers
and theorem proving techniques for verifying industrial software applications is
still largely unexplored.
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2.1.2 Testing

Software testing is the most common method of validation and verification
presently used in the software industry. The idea of software testing is to ex-
ercise a program under a subset of its, possibly infinite, input domain in order
to find counter examples highlighting the presence of defects. The effectiveness
of testing software is related to the selection of the test cases that will be used
to exercise the program. Goodenough and Gerhart [44] proposed a theory of
test data selection based on the concepts of test reliability and validity, and
test completeness. They introduce the notion of an ideal test, which in effect
constitutes a proof of correctness for a program. They argue that properly
structured tests are capable of demonstrating the absence of defects in a pro-
gram. This theory forms the basis for most current test case selection methods
in use today. Many authors [93, 23, 55], both in support of and against testing,
have since argued that testing can only be used to detect the defects that the
test was designed to find, and not to show the absence of defects in a program.
We present the following argument in support of this.

Weyuker and Ostrand [93] in their refinement of Goodenough and Gerharts test
data selection theory argue that the absence of defects can only be found by
showing that a set of test case selection criteria is ideal. This involves showing
that a set of test case selection criteria is reliable and valid. For a set of criteria
to be reliable, every test selected by the criteria must be successful or every
test selected by the criteria must fail. For a set of criteria to be valid, whenever
a program is incorrect then the criteria will select at least one test set that
will not successfully execute the program [44]. Weyuker and Ostrand [93] have
shown that the problem with these definitions is that reliability, validity, and
hence, the ideal test set are defined with respect to the entire input domain
of a program. They have argued that in order to prove reliability and validity
then one must already know what defects exist in the program. Under the
realistic assumption that the program’s defects are not known, the only way
for a test selection criterion to be both reliable and valid, is if it selects the
entire input domain as a test set. The entire input domain of a program is not
necessarily a finite entity, and, even if it were, it would in general, be too large
to be used economically for testing a program. As Howden [56] states there is
no procedure, given an arbitrary program, that can produce a non-empty, finite
set of test cases from the program’s input domain, that whenever the program
is correct on the test set it is correct on the entire input domain. As such, a
program can not, in general, be shown to be correct by testing. That is, testing
can not show the absence of defects in a program. For this reason, testing and
test case selection has as its goal defect detection.

Weyuker and Ostrand [93] have developed a theory of test case selection that
selects test cases to detect defects that fall into frequently occurring classes of
defects. Much testing presently undertaken in industry meets this description.
There has also been significant research into guiding the specification of tests
using a program’s functional specification [51, 89, 17]. This research indicates an
increase in the reliability of test sets identified by analysing the properties of a
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program’s specification. In contrast, a lot of test case selection is informal, based
on experience and programmer knowledge of what defects to expect and where
to expect them. Test case selection is, therefore, not independently repeatable.

Symbolic Testing: Symbolic Testing, as defined by Howden [56], is a method
approximating structured testing that determines the computational effects of
program constructs. It is a means to statically ’execute’ a program. Sym-
bolic evaluation focuses upon syntactic analysis of individual variable behavior,
rather than modeling the semantic properties of a program. Howden demon-
strates with examples, that by itself, symbolic testing finds more defects in a
program than any of the other test methods defined above that select actual
test data cases to test the program. Symbolic testing is effective in representing
the effects of single computations but is less than effective in specifying the
semantics of an entire segment of code. Symbolic testing is limited in that it
makes the assumption that a program only deals with integers having an arbi-
trary magnitude. The execution tree resulting from a symbolic execution deals
with the infinite path problem characteristic of most programs in the same way
that structured testing does, by executing a path some finite number of times.
Symbolic evaluation is only effective when applied to functional modules at the
lowest level of abstraction [56].

It has been suggested [20] that variations in the effectiveness of software test-
ing has a great deal to do with the experience and knowledge of the person
designing the tests. As such, a lot of the testing conducted in industry is better
described as an intuitive rather than a scientific process that is most successful
when practiced by experienced programmers. Experienced programmers, it is
claimed, know of likely places to look for defects and select test cases based
on these likely defects, they are aware of 'problem modules’ in the system and
they understand to a much higher degree what it is the system is meant to be
doing. If a programmer with knowledge and experience of the system can pro-
duce much more effective test sets than can a novice programmer, the method
of test case selection used is not repeatable.

2.1.3 Software Inspection

Michael Fagan introduced the software inspection process at IBM’s Kingston
NY Laboratories in the early 1970s. His results were first published outside
IBM in a 1976 paper [31]. The Fagan inspection method, a formalisation of
review processes, is based on the application of process management techniques
to software development. Inspections are formally structured peer reviews that
compare deliverables in the development process with unambiguously specified
correctness criteria. The aim of inspections is to prevent as many defects as pos-
sible from propagating to later stages of development, such as the test stages,
where their removal is more expensive (see Fig. 1.1). Software Inspection was
originally used within IBM to verify code to its design, and later modified so
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it could be used to verify all deliverable documents in the development life-
cycle. By the early 1980s Fagan and his colleagues at IBM had come to realise
that there was much benefit to be gained from modifying the method to make
the most of the statistical data produced from applying inspection techniques.
The changes to the original method, made by Fagan and his colleagues, were
published in a paper [32]. This method has since been practiced by IBM and
many other software development companies with varying but usually impres-
sive and successful results, with most practitioners claiming an improvement in
the cost and effectiveness of finding defects of one to two orders of magnitude
over their previous approaches [31, 32, 42]. Fagan inspections are performed by
teams with well defined roles, and generally comprise the three main steps of
preparation, collection, and repair.

Most organisations using the Fagan inspection method have made slight mod-
ifications to the method, usually to the management processes employed, in
order to assist in its acceptance and implementation in a variety of real world
situations. The most influential change to this process was provided by Gilb
and Graham [42] who introduced an extra stage to analyse the root cause of
defects.

To generalise, software inspections are performed with the intent of finding and
correcting defects by identifying situations where a software element deviates
from the requirements specification and from the specification of it enforced by
the previous step in the development life cycle, and to collect data or measures
on such deviations [42, 57]. Inspections provide a means to improve the qual-
ity of the entire development project by making it possible to detect defects
at any stage of the development. The economic saving on defect removal at
different stages of the development (Figure 1.1) may be as great as two orders
of magnitude [31, 32, 42].

The Inspection Process

The software inspection process as described in most of the literature [31, 32,
42, 57, 90] consists of at least three stages; preparation, collection, and repair.
During preparation individual inspectors read the artifact separately, attempt-
ing to detect defects. In some variations of the process, these individuals are
assigned certain classes of defect to focus on during the inspection phase, but
are not restricted to finding and reporting this class of defect. Numerous studies
[73, 92, 57] have shown that about 75% of defects are found by individuals in
the preparation stage. For this reason, combined with the expense and incon-
venience of organising long inspection meetings, the collection stage in many
organisations simply focuses on the logging of defects. Votta [92] suggests re-
placing inspection meetings altogether, and tool support has been developed to
assist in collecting defects without meetings. The final stage, repair, requires
the author to address all of the issues raised in the inspection report. The mod-
erator then evaluates the rework to determine if all of the reported issues have
been resolved. There is generally scope for the re-inspection of work if either
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the moderator is not happy with the quality of the rework, or the particular ar-
tifact or deliverable is critical to the project. Gilb and Graham[42] expand this
three stage process into the inspection steps; Entry, Planning, Kickoff Meeting,
Individual Checking, Logging Meeting, Root Cause Analysis Edit, Follow Up,
Exit.

Benefits and Costs of the Inspection Process

Gilb and Graham [42] have summarised the benefits of inspection over tradi-
tional testing methods, derived from experience data from organisations such
as NASA and IBM Rochester as including;:

30% to 100% net productivity increases;

Overall project time saving of 10% to 30%;

5 to 10 times reduction in test execution costs and time;

Reduction in maintenance costs of up to one order of magnitude;

e Improvement in consequent product quality;

Minimal defect correction backlash at systems integration time.

These figures are comparable to others obtained by researchers such as Acker-
man et al. [1] and Kitchenham et al. [64] who also claim productivity increases
of up to 2 orders of magnitude in defect detection and removal, and substantial
quality improvements in the amount of defects found prior to system testing.

Unfortunately, these results are not always achieved. Weighed against these
benefits, is the cost of conducting inspections. Most inspections follow the Fagan
or Gilb process, which requires teams of usually four or five people, trained in the
inspection process. The members of these inspection teams, generally take time
out from other development work to conduct inspections. Inspection meetings
are often difficult to schedule and are often too short, meaning that individual
inspectors often don’t get enough ’air time’ to raise all the issues found during
the individual preparation stages.

The results of empirical studies [42] have shown that the inspection method as
a whole is very effective when applied to a project from start to finish. The
costs commonly associated with inspection are usually training and manage-
ment costs. Software developed using inspection generally has an increased
upstream cost in the verification of requirements and design, as opposed to
more costly defect finding at later stages of the development.

Boehm [12] suggested that review of code is less effective than inspection of the
document products of other stages. Largely, this is a result of the necessity of
inspectors to paraphrase the code they are inspecting. Software code, in any
non-trivial system is very likely to be extremely complex. It is often a case that
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inspectors will be unable to verify by inspection the very structures that, due to
their complexity, are most prone to errors. Current inspection methods provide
no formal rules and few tools to assist in the inspection of the complex semantics
of code. The current process is not repeatable as it relies on the individual
inspector’s paraphrasing of the code, which, as pointed out in much of the
literature [31, 32, 42, 73, 77, 84], depends largely on the experience and training
of the inspectors selected, and the experience of the original author of the code.
A number of authors [1, 31, 73] have stated that software inspections are best
performed by inspectors who are working on, or have experience with, similar
projects as they are the most likely to be able to interpret and navigate the
complexities and subtleties of the inspection materials. As such, they are more
likely to find more defects more efficiently than an inspector who is unfamiliar
with the inspection material. Such findings support the stance that current
methods of inspection are not repeatable. If such methods were repeatable, by
definition, anyone applying the method would find the same defects, regardless
of experience or familiarity with the project. We now cite relevant sources which
examine the cause of variation in inspection outcomes. We do this to validate
the stance that supporting code reading by providing semantics from which to
reason about a program will improve inspection outcomes.

Variations in Inspection Outcomes

Software inspection outcomes are prone to large variation from organisation
to organisation and even from project to project. There have been numerous
studies [42, 57, 73, 84, 92] into determining the sources of these variations with
a view to improving the outcomes of software inspection. McCarthy et al.
[73] determine that the differences in the effectiveness and cost-effectiveness of
software inspections come from a number of defined sources:

e the structure of the inspection process or the manner in which it is con-
ducted;

e the inputs to the process, which include differences due to the variation
in inspectors ability and experience and in the quality and complexity of
the inspectables;

e the environment within which the process is conducted, including schedul-
ing factors, workload, and organisational culture;

e the process techniques or the manner in which steps are carried out, in-
cluding defect detection techniques and the use of tool support.

Most research into improving inspection has focused largely on improving the
structure of the process of inspection by varying the size and number of inspec-
tion teams [10], or by changing the number or sequence of stages in inspection
[42, 65]. Porter et al. [84] presents evidence that these factors and changes have
little influence on the defect detection rate, but could increase the inspection
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interval (a measure of inspection time resource). They identified that process
inputs, such as the reviewers, authors and code units had more of an effect on
outcomes of inspection. Basili et al.’s outcomes [7] support these findings in
determining that experienced programmers found a higher percentage of defects
through code reading than through both functional and structural testing, but
that the defect detection rates of students performing the same tasks did not
vary between code reading, structural and functional testing. This indicates
that where review methods are concerned, the experience of the reviewers has a
measurable effect on defect detection rates. They also found that code reading
found different types of defects (more interface defects) than did testing (more
control faults).

Porter et al. [73, 84], state that the variability caused by process inputs still only
accounts for a small proportion of the variation in inspection outcomes. They
suggest that varying techniques of finding defects, such as changing reading
techniques and using computer support may have a major effect on inspection
outcomes. As this dissertation is directly related to presenting techniques for
changing the defect detection techniques used in inspection, we look at results
from research concerning the use of existing defect detection techniques.

Defect Detection Techniques Defect detection techniques are generally
employed by individual checkers in the preparation phase of inspection. Most
defect detection techniques employed in inspections are non-systematic, ad hoc
or checklist procedures. Research [16, 29, 59, 79, 81] has been conducted inves-
tigating verification based inspection techniques for arguing about correctness,
rather than finding defects. We refer to any inspection process that has as its
primary goal the reasoning of correctness, rather than defect detection, as a
verification based inspection.

Cleanroom Inspection Methods The cleanroom software engineering dis-
cipline [29], defines verification based inspection based on the work of Mills and
Linger [69]. In traditional code inspection, the individuals must paraphrase the
code provided to them in order to determine if it deviates from its specification.
In verification based inspection, the extracted semantics are used to construct
arguments to prove that a program satisfies its specification. These inspection
techniques have a basis in reading by stepwise abstraction [6]. Verification-
based inspection techniques have a high probability of finding functional defects
if a proof fails. The sorts of defects found using such techniques are often over-
looked by inspectors that employ ad hoc or checklist defect detection techniques.
Cleanroom software engineering advocates that verification based inspections
are conducted in place of white-box testing. Linger [68, 67] cites data from a
number of projects demonstrating that verification based inspection yields a
significant increase in quality and productivity over informal inspections and
testing techniques. Similar results appear throughout the cleanroom literature.

Verification based inspection is, however, entirely reliant on the inspector de-
riving the semantics of the program being inspected in order to reason about
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correctness with respect to the specification. This is a non-trivial task for which
cleanroom gives no guidance.

Verification Based Inspection and Module Interface Specifications
In a 1994 paper [59], Jackson and Hoffman described the benefits of employ-
ing semi-formal proofs of correctness, or correctness arguments, to code being
inspected based on the asserted pre and postcondition contracts described in
the module interface specifications. They directed their study at industry pro-
fessionals with little training in the use of formal methods, and required them
to argue, in a semi-formal manner, the correctness of units of code. They
found that their approach had favorable results in terms of finding functional
defects, although, many working professionals had trouble presenting reasoned
arguments about the code they were inspecting, even though the arguments
themselves were generally not complex.

Active Design Reviews Parnas and Weiss [81] introduce a process called
Active Design Reviews, in which the author poses questions to the individual
reviewers to guide, or focus, their review. In order to answer the questions
the reviewers are forced to develop a deep understanding of the artifact being
reviewed.

Britcher [16] describes a similar process to active design reviews in which the
author poses questions to the reviewers which require the construction of cor-
rectness arguments based on decomposition and refinement.

Findings from studies applying all forms of verification based inspection indi-
cate a significant increase in finding functional, or logical, defects, as well as an
overall improvement in quality, when employing verification based inspection
techniques. However, they all describe the requirement for paraphrasing code
to its semantics, the need for training, and a reliance on existing formal docu-
mentation for the inspection item. The lack of defined derivation processes and
automated tool support means that extracting the semantics for the code being
inspected is based on experience and prior understanding.

Computer Support for Inspection There are numerous products to sup-
port inspection by facilitating collaborative inspections, distributed meetings,
data collection, document handling, annotation support, preparation support
and metrics collection. Of these, most address process structure issues. Re-
search [71, 70] has been done into the benefit of such tools in supporting in-
spection. Of the technologies that have been shown to support process tech-
niques are preparation support, annotation support and defect detection tools.
Preparation and annotation support tools provide a means by which a reader
can navigate the complex structure of the code by following a sequence of hy-
perlinks to related information and knowledge bases, and allow the inspector
to create annotations linked to the parts of the documents to which they refer.
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Some products provide simple automatic defect detection such as detecting
layout and coding standard violations (Code Wizard), and detecting memory
leak, initialisation and array reference defects (InstantQA). These products are
generally marketed as tools to find simple defects in target languages, allowing
inspectors to focus on finding the more subtle defects. They are generally built
around rule and knowledge bases that describe databases of implementation
language specific defect types.

2.2 Other Related Work

Among other work closely related to that presented in this thesis, is that of
Gannod and Cheng [37, 38, 39, 40] for using the strongest postcondition predi-
cate transformer to derive specifications from programs to support reverse en-
gineering. In this research the strongest postcondition predicate transformer is
used to derive specifications from programs which can then be used to guide
the re-engineering of a semantically equivalent program. The techniques for
deriving specifications from programs without iteration and recursion in this
thesis are similar to those presented by Gannod and Cheng. The techniques
presented in this thesis for deriving specifications from iterative constructs could
be used to extend reverse-engineering methods based on deriving specifications
for imperative programs.

Extending the practice of using derived specifications for reverse engineering
to the practice of refactoring [48, 78, 35] seems a logical step. Refactoring
is defined by Fowler [35] as making changes to a body of code to improve its
internal structure and maintainability, without changing its external behaviour.
Refactoring is becoming an increasingly used practice of mainstream software
development, and frequent refactoring is a basic tenet of Extreme Programming
[8]. Refactoring within an Extreme Programming framework relies on having
comprehensive test sets to be confident that a refactoring has not changed the
external behaviour of a body of code. In [60], Kataoka et. al. describe a method
in which invariants generated by the Daikon invariant generator [30] are used
to detect candidates for particular refactorings. This work is closely related to
that of [80] in which the strongest postcondition predicate transformer is used
to identify candidates for quality improvements in programs. Although it is
not directly addressed in this thesis, we believe that derived specifications, such
as invariants, could be used to ensure the consistency of a refactoring with its
original. Future research from this thesis may include the study of a method
for using derived semantic information from both an original body of code and
its refactoring to argue that the refactoring is semantically equivalent to the
original.

2.3 Conclusion

In this chapter we have presented general background material to support and
position the thesis. We have surveyed existing literature on formal methods,
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software inspection, testing, theorem proving, and reverse engineering and refac-
toring as it relates to the thesis. The lack of repeatability in current, semiformal
verification activities has been raised. The lack of repeatability in code inspec-
tion, is attributed to difficulty in paraphrasing the code being inspected to
extract a semantics from that code. This thesis addresses this concern and
describes techniques for using the extracted semantics to support software in-
spection.



Chapter 3

Preliminaries

In this chapter we introduce definitions and notations used in this thesis. In par-
ticular we provide definitions for the Strongest Postcondition, sp, transformer,
discuss some shortcomings of the existing definitions in terms of their ability to
be automated, and suggest semantically equivalent, automatable, definitions.
We assume readers are familiar with first-order logic. If they are not, we direct
them to [26] for a good discussion on logic for program design.

3.1 Terms, Formulas and their Functions

For the expressions of £, a first-order language, we define terms, formulas and
quantifier free formulas.

Definition: Term

A term can be constructed by a finite number of applications of the following
formation rules:

1. All variable symbols of £ are terms.

2. All constant symbols of ¢ are terms.

3. If t1,to,...,t, are terms of ¢ and f is an m-ary function symbol then
f(t1,ta, ..., tn) where n > 1 is also a term.

Definition: Atomic Formula
An expression of ¢ is an Atomic Formula iff it is of the form F(t1,ta,...,tn),

where F is an n-ary predicate symbol, and tq,to,...,t, are terms of ¢/, and
n > 1.

26
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Notation: Logical Connectives

We use the following connectives and symbols, where p and ¢ denote proposi-
tions:

’ Connective Usage \ Symbolic Form
not not p -p
and p and ¢ pAq
or porgq pVq
if p then ¢ p implies ¢ p=q
p if and only if ¢ | p equivalent to ¢ pEq

The following left to right order of precedence is used throughout this disserta-
tion to reduce the required number of parentheses for compound propositions:

AV, = =

For example, (p A q) V (—r) becomes p A q V —r. Parentheses are used in this
dissertation where it makes reading simpler.

Definition: Formula

All formulas can be constructed by a finite number of applications of the fol-
lowing formation rules:

1. An atomic formula is a formula.
2. If Fis a formula, then (—F) is a formula.

3. If F and G are formulas, then (F AG), (FVG), (F = G), and (F < G)

are also formulas.

4. If F is a formula then (Vz (F')) and (3x (F)) are also formulas.

Notation: Confined Quantification

We will use (Vo € S(F)) to mean (Vz(z € S = F)) and (3= € S (F')) to mean
(Jz(x € SAF)).

Definition: Quantifier Free Formula (qff)

All quantifier free formulas can be constructed by a finite number of applications
of the following rules:

1. An atomic formula is a gff.
2. If F'is a gff, then (—F) is a qff.

3. If F and G are ¢ffs, then (F AG), (FVG), (F=G), and (F & G) are
also qffs.
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Definition: The free-variable function

The free-variable function, V, takes as its argument, F', a formula, term or
program, and returns the set of free variables contained in F', such that:

V(F) = {z|z occurs in F and x is a free variable}
For example, V(z >3 Ay <z) = {z,y}.

Definition: The substitution functions!

Given any term or formula, F"

e F[y/z] denotes the formula obtained from F' by replacing all free occur-
rences of z in F' by y.

e F,u[y/x] denotes the formula obtained from F' by replacing all occurrences
of z in F' by y.

e Fyqly/x] denotes the formula obtained from F' by replacing all bound oc-
currences of x in F' by y.

For Example: (z =z Ay <z)[z/z]=(z=2Ay<z2)=(y<2).

Notation: Set Comprehension
The following set comprehension is used throughout this thesis:

e {x1,...,x,} is an extensional specification of a set containing exactly the
elements listed by x1,...,z,. For example, {1,2,3,4} represents the set
containing exactly 1,2,3 and 4.

e {e € T'| P} is a comprehensive specification for the set containing those
e in T satisfying P. For example, {e € Z | 0 < e < 5} specifies the set of
all integers between and including 1 and 4.

e {ecTeecxp(e)} is a comprehensive specification for the set of values
obtained by applying the expression exp to all e in T. For example,
{e € N e €2} specifies the set of the squares of all natural numbers. The
elements in the final set may not necessarily be elements of T'.

o {ecT | Peexp(e)} is a comprehensive specification for the set of values
obtained by applying the expression exp to all e in T which satisfy P. For
example, {e € N | e < 5e¢e?} specifies the set of the squares of all natural
numbers less than 5. That is, {0,1,4,9,16}.

'We have decided to use the notation, F[y/z], for the substitution functions rather than
using other common notations like F[z := y] or (z := y).F, because the use of ”:=” for
substitution is confusing in our context of verifying code units where ”:=” is often used as an
assignment operator.
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Notation: Special Sets

We use the following notations to represent commonly used sets:

e {} represents the empty set.
e 7 represents the set of integers.

e N represents the set of natural numbers. That is, the set of integers greater
than or equal to zero, {0,1,2,...}.

e N represents the set of natural numbers excluding zero. That is, {1,2,...}.

R represents the set of real numbers.

B represents the set {true, false}.

Notation: Range Specification

j€la.b]z meansa < j < bAjELZ.
j € (a..b]z means a < j <bAj€Z.
j€la.b)z meansa < j<bAj€ELZ.
.b)z means a < j <bAj€EZ.
.blg means a < j < bAjER.
Lblg means a < j <bAjeR.
j€la.b)g means a < j < bAjER.
j € (a..b)rg means a < j <bAjeR.
The abbreviated notation j € [a..b] is used throughout to mean j € [a..b]z.

Notation: Sequences

We use the notation seq T to denote the set of all sequences over T'. The empty
sequence is denoted <>. Throughout this thesis we do not differentiate between
dynamically sized and statically sized sequences. All sequences are treated as
dynamic arrays. A sequence, or array, over type T is declared with s : seq
T, which yields the semantic predicate s € seq T'.

Programming Langugage

For the purpose of discussing the rules for the calculation of semantic informa-
tion from imperative programs, we present all examples in a language which
makes available all core constructs of imperative languages. We present descrip-
tions of code structure and code examples with a syntax resembling Guarded
Commands language [21]. The syntax of this language is defined in Appendix A.
We assume that arrays are indexed beginning from position 0. Deviations from
Dijkstra’s Guarded Command Language are defined as they are encountered.
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3.2 The Strongest Postcondition Predicate Trans-
former

Throughout this thesis, we refer to the Hoare model of functional correctness.
The Hoare triple [53] specifies the semantics of program statements. Using
this notation we write, {Q}S{R} to mean; if condition @) holds initially then
program statement S is guaranteed to terminate satisfying condition R. The
initial condition, @, is referred to as the precondition of the program S, and R is
called the postcondition of S. This triple represents a model of total correctness.
The notation Q{S}R represents a partial correctness model of execution. That
is, Q{S} R indicates that if the condition @ holds initially and the program S
executes and terminates, then R will hold. We can visualise this model as @)
and R being a set of states, and S, being a collection of mappings from elements

of Q to R.

In order to verify a program we must show that it satisfies its specification
and terminates. That is, we must show that a program. S, executed under
some precondition, @), terminates and satisfies a postcondition R. A program
may be verified by either forward or backward reasoning by applying predicate
transformers to the specifications and program [80].

Weakest Preconditions: The weakest precondition predicate transformer,
wp(S, R), provides the weakest definition of the set of all initial states under
which the program S can execute and terminate and guarantee that some post-
condition R will hold. It is used in the “backwards reasoning” approach to
program verification by showing that where we have {Q}S{R}, Q = wp(S, R).
Dijkstra [24] provides rules for calculating the weakest precondition of a program
constructed from assignment, selection and iteration constructs. Traditionally,
weakest precondition calculations have provided a strong basis for the derivation
of programs from a specification using a process of stepwise refinement, and have
also been used as a basis for formal proof.

Strongest Postconditions: The strongest postcondition transformer, sp(Q, S),
gives the strongest assertion R that holds given that S executes and terminates
under a precondition satisfying (). Strongest postconditions, therefore, specify
the strongest assertions that hold at each point in the execution of the program
S. A program satisfies it’s specification when sp(Q,S) = R. Dijkstra [24]
provides rules for computing the strongest postcondition for a program con-
sisting of assignment, selection and iteration? constructs. This thesis redefines
and uses these rules as a basis for paraphrasing code in terms of a complete,
unambiguous first-order specification of its semantics.

In this section, we introduce the notation and rules for computing the strongest
postcondition of a program.

2The rules for iteration are only applicable if it is known in advance the number of times
that the loop will iterate. This is the cause of the difficulty of generating a loop invariant.
This thesis attempts to solve the loop invariant problem for at least a subset of loops.
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3.2.1 Strongest Postcondition for Assignment

Dijkstra [24] defines the strongest postcondition for assignment as:

1. sp(Q, z:=FE) = (x=F)A3Jx(Q), and
2. sp(Q, v := E(z)) = Q [E(2)/x]

The first definition, used when x is assigned an expression which is not a function
of z, makes direct calculation difficult due to the term 3z (@) only indicating
that x is bound by @ [80]. The second definition may make calculation impos-
sible in many situations as the inverse function may not be defined or may be
difficult to capture (a: =320 — 42? + 2).

Pan [80] suggested the introduction of fresh variables to the problem in order to
remove the requirement to calculate inverse functions, by effectively removing
any assignments of the second form. This approach highlights quality defects in
code by identifying situations where a single variable is used for more than one
purpose. By Pan’s approach, introducing the new variable ¢, the calculation
sp (ZL‘ =X, x:=32% — 422 + 2) becomes

sp ((z = X) [t/z], z == (32° — 42® + 2) [t/2])

= sp(t=X, 2=t -4t +2)) = (t =X Nna =3t —4t> +2)
This allows us to describes the semantics of the assignment statement at the
cost of introducing variables that are not part of the original program variable
set, and which can not be removed without applying the inverse function that
we are trying to avoid. Because it is the aim of this thesis to present a semantic
description of a unit of code to be used to assist in the inspection of the code,
we feel it may be confusing to introduce variables where-ever a self-assignment
is made. To this end, we provide an alternate definition of the strongest post-
condition for assignment which is equivalent to the two calculations defined by
Dijkstra. This definition removes the necessity to calculate inverse functions,
is repeatable, and does not rely on the introduction of new variables to the
problem.

The Modified Strongest Postcondition Calculation

We start with the conjecture that in any program written in an imperative lan-
guage that allows self-assignment, a variable must have been initialised with a
value before being used on the right hand side of an assignment. If a variable
has not been initialised, prior to it being used on the right hand side of an as-
signment, then we can say that the assignment in question is non-deterministic.
For example, if we consider the assignment x := 22 under the precondition
true, we can make no reasonable guess at what & might be in the postcondi-
tion. The value of z is determined either by the value that happens to be stored
at the particular memory location allocated for z, or the language default for
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variables of the type of x. We denote this non-determinable state of x by xg.
The definition for the strongest postcondition for assignment provided here uses
the conjecture that all variables must be initialised with a value, either explic-
itly by the program or implicitly by the environment, prior to their use in an
expression.

Algorithm 1 sp for assignment

Consider the assignment x := F, under some precondition ) where z is a
variable, E is a term, and @ is a formula of the form Q1 V ... V @), where the
sub formulas @1, ..., Q, contain no disjuncts.

sp(Q,x := E) = sp(Q1,z := E)V ..V sp(Qn,z := E), where for all i € [1..n],
sp(Qi,z := E) is defined as:

1. If an xC-equality occurs in @);, let the constant symbol occurring in the
leftmost xC-equality of Q; be D, then sp(Q;,x := E) = Q;[D/z] Nz =

2. If an xC-equality does not occur in @);, and an xv-equality occurs in @)y,
let the non-z variable occurring in the leftmost zv-equality of Q); be w,
then sp(Qi,x := F) = Q;[w/x] Nx = Ew/x].

3. If an xC-equality does not occur in @Q);, and an xv-equality does not occur
in @), and an z f-equality occurs in @);, let the non-z term occurring in
the leftmost x f-equality of @Q; be u, then sp(Q;,z := F) = Q;[u/z] Nx =

4. Otherwise, = is not defined in the scope of the assignment prior to use,
and sp(Q;, =z := E) = Q; [xo/z] Nz = E|xo/x].

Within a program we may establish a number of equalities between a variable
and other variables, constants or functions of constants or variables. In order
to make the strongest postcondition calculation deterministic, we distinguish
between the following types of variable equalities:

Definition 1. xC-equality

An zC equality is any atom of the form z = C' or C' = x where x is a variable
and C' is a constant symbol.

Definition 2. zwv-equality

An zv equality is any atom of the form © = v or v = x where x and v are
variables.

Definition 3. xf-equality

An xf equality is any atom of the form x = f(t1, 1o, ...,t,) or f(t1,t2,....tn) = x
where x is a variable and f is an n-ary function symbol and t¢1,ts,...,t, are
terms.

The new sp calculation for assignment is described by Algorithm (1).
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Example 3.1. Calculating sp for assignment

(i) splx =aNz=y*xz,x:=1y)
(r=aNz=yx*xx)[a/x] Nz =yla/z]
(a=aNz=yxa) Nz =y
z=y*xaNr =1y

(ii) sp (z = X,z := 3af —4x2+2)
= ( = X)[X/z] Az = (32° — 42% 4 2) [X /2]
= (X=X)Az=(3X°-4X?+2)

= (3X%—-4X%+2)

As a side effect of the calculation process we may achieve automatic recognition
of defects that relate to the use of an unitialised variable. If the result of the sp
calculation involves any references to vy for a variable v then v has been used
prior to being initialised in the scope of the program segment being analysed.
There are a number of reasons why this may occur:

o If v is declared locally, within the scope of the program segment being
analysed, then vg indicates that v has not been initialised prior to use.
This is a defect that effects portability, maintainability and reusability.

e If v is not declared locally then vy indicates that v may be either a global
variable, or a class variable (in OO programs).

The identification and reporting of such semantics is useful to assist code readers
in identifying defects related to variable initialisation.

It should be noted that due to the treatment given to sub-programs in chapter
8, the precondition prior to the execution of the body of a procedure or function
includes an zv-equality of the form v = v?7 for all formal parameters v. This
ensures that formal parameters are not considered uninitialised.

Lemma 3.1. For a simple assignment of the form z := ax + b under some
precondition ), where z is a variable, and a and b are constants (a # 0),

sp(Q,x :=ax+b) =Q [(””T_b) Jx].

Proof. For the assignment x := ax 4+ b to occur correctly in an imperative
program, ) must be of the form (z = t) A P, where ¢ is a term, otherwise x
is uninitialised prior to its use in the assignment, and the assignment itself is
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defective.

LHS = sp(Q,z:=ax+Db)
sp((x =t) N Pyx := ax + b)

—~ o~

s~ o|(%12)

- (((52) =) 22|57 )
() =) i)

(x = at +b) A P[t/x]
Plt/x] A (x = at +b)

= LHS
[
sp for Sequence Element Assignment
For an assignment of the form alexp] := E, executing under the precondition

Q, where exp and E are expressions and a is a sequence data type, the above
definition of strongest postcondition for assignment and the substitution func-
tion can be extended to describe the changes to a as well as the fact that the
remainder of a is unchanged by the assignment.

We use the notation a = A, where a and A are sequence variables, to denote the
relationship Vi € [0..#a — 1] (a[i] = A[i]). That is, writing a = A is equivalent
to (a[0] = A[0] Aa[l] = A[1] A --- ANal#a — 1] = A[#a — 1)).

The semantics of the substitution F' [exp/ale]], where F is a term or formula,

a is a sequence variable and e and exp are expressions, can be obtained by
application of the following rules:

1. Evaluate e and denote the result as €.
2. Make the substitution F'[exple’/e] / ale/]].

This substitution function, when applied to Algorithm 1, yields the following
definition for the strongest postcondition for assignment to a sequence element.

Let Q@ = (P Aa = A) (A may be ag if a is uninitialised) and let exp’ denote the
evaluation of the expression exp.
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Then

sp(Q, alexpl:=E)
P[Alexp]/alexp]] A (a = A)[Alexp]/alexp]] A alexp] = E[Alexp]/alexp]]
PlAlexp')faleap/A
= | (a[0] = A[0] Aal] = A[1]--- Aal#a — 1] = Al##ta — 1)) [A[exp] /a[exp/]| A
alexp] = E[Alexp/]/alexp/]]
PlAlexp')faleap/A
= Alexp'] = Alexp’| AVi € [0..4#a — 1] (i # exp = ali] = Ali])
alexp] = E[Alexp']/alexp/]]
< P[Alexp|/alexp']] ANVi € [0..#a — 1] (i # exp = ali] = Ali]) A > (3.1)
alexp] = E[Alexp']/alexp'] '

For example, the strongest postcondition semantics of the assignment a[i] :=x
under the precondiition (a = a? A i =1i? A v = v?), where a and a? are sequences
and ¢ is a natural number, is calculated by (3.1) as follows:

sp((a=a? Ni=i? ANv=07), alil:=v)

(i=i?ANv=0v?AVj € [0.#a—1](j # i = alj] = a?[j]) A a[i] = v[a?[i?]/ali?)])
= ((=i"ANv=0v?AVYj€[0.#a—1](j #i= alj] =a?[j]) Nali] =)

Higher Level, Non-Sequential Data Types

We define a higher-level data type as one composed of elements or attributes.
For example, in a language like C, these include structures, unions and arrays.
Assignment to arrays is dealt with above. We can take a similar approach to
dealing with assignment to other higher level data types. For example, consider
the C assignment astNode.lineNo = yylineno; to an element lineNo of some
higher level data type called astNode. We treat this as an assignment to a com-
ponent variable with the fully qualified name, astNode.lineNo. Thus, by the
redefined rule for sp for assignment, the equality ast Node.lineNo = yylineno
is yielded.

3.2.2 Strongest Postcondition for Selection

Dijkstra [24] defines the strongest postcondition for a selection statement, i f C; —
S1[]..[] Cn — Sy fi, under the precondition @), where each Cj; is a boolean ex-
pression and each S; is a statement as:

Sp(Q,if C1— 51 HH Cn — Sn fZ) = Sp(Q N Ch, Sl) V...V Sp(Q A Cnvsn)
Example 3.2. Calculating sp for selection
sp(N>0Na==z,ifa>N —a:=a+1[Ja< N —a:=a+a fi)

= sp(N>0Na=zANa>N,a:=a+1)Vsp(N>0Na=xzANa<N,a:=a+a)
(N>0ANa=x24+1ANx>N)V(N>0ANa=2xAx<N)
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3.2.3 Strongest Postcondition for Sequence

Dijkstra [24] defines the strongest postcondition for sequential statements, S1; S,
under the precondition @ as:

sp(Q, S1;92) = sp(sp(Q,S1),52)

Example 3.3. Calculating sp for sequence

sp(True,b:=1;¢:=2x%b;)
= sp(sp(True,b:=1),c:=2x%0)
= sp(TrueNb=1,c:=2xb)
= (TrueNb=1Ac=2b)
= (b=1Ac=2b)

3.2.4 Strongest Postcondition for Iteration

Back [3] and Dijkstra [24] define the strongest postcondition for the iteration
do G — S od, under the precondition (), where G is a boolean expression and
S is a statement as:

sp(Q,doG — Sod) = (-GN (QV PV ..V Py))

where m is a positive integer representing the number of iterations, and P, =
sp(Q NG, S) and P11 = sp(P; AG,S) for 0 < i < m.

The application of this definition is difficult, if not impossible, in practice, be-
cause, although the calculation depth, m, is bound, it is not fixed. This stops us
from deriving the strongest postcondition for a loop unless we know in advance
how many times the loop will iterate. The net effect of this is that we can not
use this definition of strongest postcondition calculation to derive a specification
of what a loop is doing. This impedes our verification efforts. Pan [80] intro-
duces a process to obtain the Strongest Accessible Conjunctive Postcondition,
in which the calculation depth depends only on the loop body and the loop
precondition, and is therefore fixed. This method is limited in its application
to only a small subset of simple loops.

The inability to determine the calculation depth of a loop is largely responsible
for the inability to derive loop invariants and, therefore, loop postconditions
through calculation alone. This fact is the motivation behind chapters 4 and 5
of this thesis.
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3.2.5 Strongest Postcondition for Procedure Call

In defining the strongest postcondition for procedure calls, we must describe all
direct effects and side effects of executing a procedure under a given precondi-
tion.

Hoare [54] extends the axiomatic basis for computer programming to describe
an axiomatic approach for reasoning about procedures and explicitly about
recursive procedures.

Gries [47] presents a theorem for specifying the semantic effects of executing a
procedure call to a non-recursive procedure. This theorem provides a means
by which the specification of a procedure call can be constructed by in-lining
the body of the called procedure and multiple assignments representing
parameter instantiation and returns in the context of the procedure call

[47, 38]. That is, assuming the procedure p is guaranteed to terminate, a
procedure call to p with actual value parameter list a, actual reference
parameter list b and actual result parameter list ¢, and the corresponding
formal parameter lists x, y and z, under the initial conditions PR

{PR}
p(a,b,c)

{R}
is syntactically equivalent to

{PR)
X,y := a,b;
{P}

< body >

{Q}

y,2 1= u,V;

{QR}

b,c = y,z;

{R}

where body is the body of the procedure p and v and v represent local variable
lists used to compute the reference and result parameters b and ¢, respectively.

This definition for calculating the strongest postcondition for a procedure call
is hindered by the fact that the strongest postcondition for the procedure body
must be calculated every time it is called. Chapter 8 of this thesis presents
an algorithm which yields an abstract specification for a procedure and an
algorithm to define the effects of a procedure call to a procedure by substituting
actual for formal parameters in that procedure’s derived abstract specification.
Therefore, the specification for the procedure is only calculated once. The
substitution algorithms presented in Chapter 8 also provide a means by which
a procedures precondition can be checked prior to the procedure call.



CHAPTER 3. PRELIMINARIES 38

3.2.6 Strongest Postcondition for I/O Statements

Pan [80] provides a discussion on and definition for the strongest postcondition
predicate transformer for I/O statements. We consider two special functions in
our language, read and write, to read a variable and write an expression, to
and from the standard input and output streams, respectively. We refer to [80]
for a detailed discussion on the semantics of I/O statements and provide the
following definitions.

Let W represent the sequence of standard input, and let €2 represent the sequence
of standard output, then

sp(Q, read(x)) = sp(Q,x:=x7;V := U ~ z7) (3.2)

and
sp(Q, write(exp)) =sp(Q, Q:=Q ~ exp) (3.3)

where z is a variable, x7 is a newly introduced variable, exp is an expression
of accessible program variables and —~ is the sequence concatenation operator.
These definitions allows us to construct a specification of the known values in
the input and output sequences.

Example 3.4. Calculating sp for I/O

sp(x = X ANa =z, read(x);write(x))
= sp(sp(zr =X ANa=x, read(x)), write(x))
spla=XNe=x? NV =V, ~z?, write(x))
= (a=XANz=2?ANV=Uy ~2?ANQ=Qy ~a7?)

—~

3.2.7 Strongest Postcondition for Variable Declaration

To be consistent and complete with respect to typed languages we define the
strongest postcondition predicate transformer for variable declarations.

Throughout this thesis we represent the variable declaration of a variable v of
type T by v:T;. We assume that in a typed language no predicates involving
a variable v can exist prior to its declaration. The semantic effect of the dec-
laration is to assert the predicate v € T'. That is, after declaration, v must be
instantiated with some value in the set of values described by the type T. We
propose the following strongest postcondition predicate transformer:

p(Q,v:T;)=QAveT (3.4)

If at some later stage v is assigned a value not in the set of values of type T,
then the predicate v € T will be contradicted. This may be a useful method
for repeatably identifying type mismatch defects in assignments and parameter
substitutions®. This problem is addressed later in this thesis.

3This will only be a useful check if the intersection between distinct types is the empty set.
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3.2.8 Applying the sp Transformers

The application of these transformers is demonstrated in the following (non-
iterative) code example:

{n,m,t e NAn=n? Am=m?}
if n<m—

skip
(] n>m—
t:=n; n:=m; m:=t

fi

Assuming S represents the program above, the strongest postcondition is cal-
culated as: /small

sp(n,m,t e NAn=n?Am=m?,95)

sp(n,m,t e NAn=n? Am=m?An <m, skip)

a <spnmt€N/\n—n7/\m m7/\n>mt—nn—mm—t))
mtEN/\n—rﬂ/\m m?An<m)V

(nnm,t e NAn=n?Am=m?An<m)V
sp(sp(n,m,t e NAn=n?Am=m?An>mAt=n,n:=m), m:=t)

sp(n?,m,t eNAm=m?An?>mAt=n?An=m, m:=t)
(nnm,teNAn=n?Am=m?An<m)V
(n?,m?,t e NAn? >m?At=n?An=m?Am=t)

(nnm,t e NAn=n?Am=m?An<m)V >

3.3 Iterative-Form Notation and Convention

A large part of this thesis concerns the calculation of semantic information from
loops. Central to the approach taken, is an ability to represent the state changes
from one loop iteration to the next. The following notation and convention is
used to describe state changes in an iterative form:

e For any variable, v, vy represents v on the kth iteration of a loop. wg
represents the value of v on initialisation of a loop.

e For any formula, F', F} represents I’ on the kth iteration of a loop. Fj
represents the formula F' on initialisation of a loop. Fjj represents F' on
the kth iteration of a loop executing through path i of the loop body,
where there is more than one path through the loop.

e For any function, f, fr represents the value of f on the kth iteration of a
loop. fo represents the value of f on initialisation of a loop. f; ; represents
the value of f on the kth iteration of a loop executing through path 7 of
the loop body, where there is more than one path through the loop.

sp sp(sp(n,mte NAn=n?Am=m?An>m, t:=n),n:=m), m:
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3.4 Conclusion

In this chapter much of the foundational work upon which the thesis is de-
veloped is presented and discussed. Definitions for functions and notations
used in this thesis have been provided. We have provided definitions for the
strongest postcondition semantics of imperative programming language con-
structs. This chapter makes an original contribution in that it describes an
algorithm for constructing the strongest postcondition specification from an as-
signment statement, without relying on the calculation of inverse functions or
on the introduction of new variables to the problem, as is the case with previous
definitions. We also discuss the problems with existing definitions of strongest
postcondition for iterative constructs and procedure calls. These problems are
addressed in later chapters.

The strongest postcondition definitions in this chapter for assignment, selection,
10, and declaration have been implemented in a prototype tool*, as have the
substitution and free-variable functions.

This chapter also introduces a notational aid called the iterative-form notation.
This notation is the foundation for the following chapter in which we present
an operational definition for calculating an iterative-form invariant for iterative
program constructs.

4Operational definitions of sp for iterative constructs and procedure calls discussed in later
chapters have also been partially implemented. The implementations of these definitions are
discussed in detail in their respective chapters



Chapter 4

Iterative-Form Semantic
Description

“Computer programming is an exact science in that all the properties
of a program and all the consequences of executing it in any given
environment can, in principle, be found out from the text of the
program itself by purely deductive reasoning.”, C.A.R. Hoare ’An
axiomatic basis for computer programming’ Comm. ACM 12(10)
576-80, 583 (October 1969)

4.1 The Iterative-Form Invariant

In this chapter, we introduce a special kind of calculable invariant to describe
the semantics of an iterating loop. This special invariant, called an iterative-
form invariant, represents the state of the program variables after an arbitrary
k + 1st iteration in terms of the program variables after an arbitrary kth itera-
tion, where k& > 0. An iterative-form invariant describes the semantic properties
yielded as a result of executing a loop under a set of initial conditions, and rep-
resents these semantics by relations between kth and k + 1st iteration instances
of variables, where k > 0. That is, the iterative-form invariant describes recur-
rence relations or difference equations. For example, the iterative-form equality,
ZTrr1 = xp + 1, shows that after a k + 1st iteration, x will equal what it did
after the previous iteration plus 1. In the following chapter we solve all solv-
able difference equations in the iterative-form invariant yielding a non-iterative
invariant, and in chapter 9 verification techniques that use the iterative form
invariant are discussed and demonstrated.

Iterative-form invariants can be calculated from loop body statements, by ap-
plying the strongest postcondition predicate transformer to the loop body and a
formula describing the states after an arbitrary kth iteration. We must provide
a description of the kth iteration final state and use this to state the initial
conditions on an arbitrary k 4 1st iteration, so that we can apply the strongest
postcondition predicate transformer.

41
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The following section discusses the calculation of the initial conditions on an
arbitrary k + 1st iteration. A mechanisable procedure for this calculation is
presented which yields these initial conditions directly from a program’s code.

4.1.1 Computing Initial Conditions on an Arbitrary Iteration

Considering any loop, do G — S od, executing under the precondition ). We
apply an heuristic algorithm to generate a representation of the initial conditions
at the beginning of an arbitrary k + 1st iteration, where k > 0. This algorithm
defines the weakest condition that must hold in order for the loop to iterate,
assuming that all variables used in the loop body and guard are accessible.
Using the notation of the previous chapter, v represents the instance of a
variable v after a kth iteration of a loop. We can use this notational information
to state that at the begining of a k 4 1st iteration, any variable v accessible to
the loop on the k + 1st iteration, denoted vgy1, will initially be equal to the
value of vi. These kth iteration values must ensure that the loop guard is true
in order for the k 4 1st iteration to proceed. Let Gj denote the evaluation of
the guard after some kth iteration, then

Gr. = G |vi/v], for all variables v € V(G).

Formally, we denote the weakest conditions required for a k 4+ 1st iteration by
Qr+1 and calculate as

Qr+1 = (k ENAGE AV = v A C) (4.1)

for all free-variables v € V(Q) U V(S) U V(G), and where C' denotes the con-
junction of all predicates in () involving only constants or variables not changed
by G or S. By definition, a predicate involving only constants or variables not
changed by G or § is invariant and must, therefore, hold at the beginning of
any arbitrary iteration.

Lemma 4.1. For any loop, {Q} do G — S od, Qk+1 can always be calculated
by (4.1).

Proof. Let vy represent the value of a variable v after an arbitrary kth iteration
of the loop (k> 0). V(G) and V(Q) are finite sets for any program and can
always be calculated. Similarly, because S is a finite block of program state-
ments, V(5), the set of free-variables in S, must also be finite, and therefore
calculable. The initial conditions for iterating a loop on an arbitrary k + 1st
iteration, Qx+1, can always be calculated as V(G), V(Q), and V(S) are all
bound. O

We introduce algoritm 2 to compute Q11 satisfying (4.1).

Consider the program segment i:=1; do ¢ # 100 — i:=i+1; od, under the
precondition true, then applying algorithm 2 to obtain Qy1:
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Algorithm 2 Computing Qi1

For any loop, do G — S od, executing under the precondition @) apply the
following steps:

1. Begin with Qg1 = (k € NA Gy).

2. For every variable v accessible to the loop, that is, for every variable
v € (V(G)UV(S)UV(Q)), conjoin an equality of the form vi11 = v
to Qr+1. Every variable will be instantiated either explicitly or by the
compiler to a value at all times. At the beginning of a k + 1st iteration
this will be the value that variable was instantiated with after the kth
iteration.

3. For all predicates C' in @ involving only constants or variables not changed
by G or S, conjoin C to Qy+1.

1. We begin with
Qi1 = (k € NAi; # 100)

2. The loop precondition is given by @ = {i = 1}, so V(Q) = V(S) =
V(G) = {i}. Now, i is the only accessible variable of the loop. Conjoining
an equality of the form iy = ix to Qr41 gives

Qk+l = (k GN/\lk’ # 100/\2k+1 :Zk)
3. There are no equalities in ) involving only constants, so

Qi1 = (k? eNAi # 100 A igyq = Zk)

These initial conditions are then used as a basis for deriving, through the ap-
plication of the strongest postcondition predicate transformers, iterative-form
difference equations from which invariant properties are determined.

4.1.2 Deriving Iterative-Form Invariants
One very simple but useful way to define the semantics of a looping program is
with an iterative-form invariant.

In order to automate our invariant generation method, we need to automatically
express the results of loop body statements in an iterative form, xx1 = f (zx),
where f is a function.

The iterative-form invariant holds for any arbitrary k& + 1st iteration where
k> 0.

For any loop {Q} do G — S od, we calculate the iterative-form invariant,
denoted Rjy.1, on an arbitrary k + 1st iteration by

Ryy1=sp (ka+17 5) (4'2)
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It can be considered that all statements in S when executed on an arbitrary
k 4+ 1st iteration involve only k + 1st iteration variable instances. According to
the notation presented in the previous chapter, a reference to a variable v in
the loop body S on a k + 1st iteration is denoted vi41. In order to automate

the calculation of (4.2) using the existing definitions for sp, we need to actually
implement the rule

Ri11 = sp(Qk+1, S [vks1/v]), for all variables v € V()

Example 4.1. Consider the following simple array initialisation program:

{a € seq NAN >0}
i :=0;
doi <N —

ali] := i;

i = i+1;

od

The loop precondition is calculated as
Q=(a€e seq NAN>0Ai=0)

The initial conditions on an arbitrary k+ 1st iteration, calculated by algorithm
2, are

Qk_HE(kENAik<N/\ik+1:ik/\ak+1=ak/\N>O)

Now, Ryy1, the iterative form invariant after the k + 1st iteration, by the
implemented definition of (4.2), is

Ripi1 = sp(Qpy1, alil:=i;i:=i+1)
= sp (Qrirralins]pyr = ihets pgri= ippa+1)
(k€ NAig < N Aaliglyq =ik Nigpr =ik + 1 AN > 0)

The calculation of Ry is applicable to loops with an arbitrary number of paths
through the loop body.

Example 4.2. Consider the following array initialisation program to initialise
all even indexed array elements to 2 and all odd indexed array elements to 1:

{a € seq NAN >0}
i := 0;
do i <N —

if i mod 2 =0 —

alil] := 2;
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(] imod 2 # 0 —
alil := 1;
i = i+1;

od

The loop precondition is calculated as
Q=(aesegNAN>0A7=0)

The initial conditions on an arbitrary k + 1st iteration, calculated by algorithm
2, are
Qri1 = (kEN/\ik < N Atgy1 =1 N Q41 :ak/\N>O)

Now, Rjy1, the iterative form invariant after the k + 1st iteration, by (4.2), is

ke NAig < NANigr1 =4 +1AN>0A
Rip1 = (ix mod 2 =0Aalip),, =2)V
(ir mod 2 # 0 Aalig],,, =1)

Lemma 4.2. For any loop, do G — S od, where S contains no iterative struc-
tures, Riy1 is always able to be calculated.

Proof. If S contains no iterative structures then S must only contain sequences
or selections of assignment statements and procedure calls (disregarding non-
executable statements and aborts). Therefore, if Q11 can always be calculated,
then sp (Qr+1,S5) is a fixed depth calculation by definition of the strongest
postcondition predicate transformers. By Lemma 4.1, Qry1 can always be
calculated, so, R4 can always be calculated. O

Lemma 4.3. For any loop, do G — S od, where S contains no iterative struc-
tures, the number of disjuncts in Rxy1 is equal to the number of paths through

S.

Proof. This result is obtainable directly from the definitions of the strongest
postcondition predicate transformer for assignment and selection by induction
on program structure. O

4.1.3 Verification using the Iterative-form Invariant

There are a number of potential uses for the iterative form invariant in verifi-
cation and defect detection.

With respect to formal proof of correcness, the iterative form-invariant for a
loop can be used in a proof by mathematical induction to prove that the loop
maintains a given invariant. This method of proof is discussed in chapter 9. We
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show the method to be complete for proving partial correctness with respect to
the fundamental invariance theorem [47].

In some cases a program’s specification is given as a function. In order to prove
that a program is correct with repsect to this function we need to show that
the program syntax implements a semantically equivalent function to the one
specified. For example, a specification for a function fn to return twice the
square of a natural number might be presented as

Mm:N—>N
fn(a) = 2a*

Consider the following program to implement this function:

function fn(a: INN) : N {

X = a; X := X*X; X := 2%X; return x

In order to prove correctness with respect to the specification, we need to show
that « = 2a? when it is returned. Applying the sp predicate transformer to the
program, we calculate the following strongest postcondition prior to the return
statement:

sp(a € Nyx:=a; x:=x*x; X:=2%x;) = (a eNAz = 2a2)

The derived semantics are proof that the program is correct with repect to its
specification.

This technique can be extended to verify iterative programs for which the spec-
ification is given as an iterative-form function or iterative-algorithm.

Example 4.3. For example, consider the following program that implements
the iterative Newton-Raphson method to calculate the square root of a positive
number to within a given tolerance.

{z, nr, tolerance € R A nr > 0}
y :=nr/2; x := (y + nr/y)/2;
do (]y — x| > tolerance)—

y :=x; x := (y + nr/y)/2;
od;

Ry1 is calculated by (4.2) as

ke NAnrg =nrg Anrgrr > 0A g = rph
Ry = | toleranceyy = tolerance, N |yx — x| > tolerance,\

] +(nr/y
Ykl = T N\ Tpyp = T L (2 [e1)
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The Newton-Raphson method to approximate the zeros of an equation f(x) = 0
involves iteratively calculating:

f (zx)

Th+1 = Tk — f, (xk)

We reason that the loop above implements the Newton-Raphson method for
approximating the square root of a number nr, that is, it approximates the zero
of f(x) = 2 — nr. Let x;, be the successive approximations obtained through
application of the Newton-Raphson method. We have

f (k)

xp? — nr

= xk
2x;

22 — (ku — nr)

2.’Ek
T2 + nr
2xy
Tk + %:
2

By inspection of the iterative invariant Ry1q, we see that

Yr+1 + (n7/Yr+1
Rep1 = Tppg = (2/ +)/\yk+1=$k
xg + (nr/zy)

2

= Tg41 =

Therefore, the above implementation is at least a partially correct implemen-
tation of the Newton-Raphson method for approximating the square root of a
number, nr. W

The iterative-form invariant can also be manipulated in a number of ways to
assist reviewers in reasoning about correctness. The next section introduces
some simple manipulations that prove useful in inspection.

4.1.4 Manipulations on the Iterative Form

The iterative-form invariant derived from a program is often a very large pred-
icate. The usefulness of such a predicate is questionable. In many cases, the
whole predicate is not necessary for verifying certain properties. For example,
in the Newton method program above, one only needed to consider the rela-
tionship between x and nr to determine the correctness of the implemented
algorithm. In many cases, focussing on the relationships among a small num-
ber of program variables is all that is required to reason about many properties.
In focussing on a subset, S, of the program variables, substitutions implied by
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Rj.11 should be made so that as much information as possible is presented about
the program in terms of the S variables.

An iterative-form invariant, focussed on a subset, .S, of the program variables is
often best presented as a table (or map) where each column represents one of the
variables of S, and each row represents the relationship among the variables of S
implied by a disjunct of Ry11. Each row should be qualified by the conditions,
yielding that row. These conditions should correspond to the terms in the
respective disjuncts, yielded as a result of the guarded commands in the loop
body. In summary, algorithm 3 is suggested for generating a variable map from
an iterative-form invariant.

Algorithm 3 Computing a variable map from Ry

For any iterative-form invariant Ry, and given set of focus variables S C
V (Rk+1), apply the following steps:

1. Create a column for every variable v € S. The column heading is vgy1
2. Create an additional column called conditions
3. For every disjunct R; ;11 in Rjy1, create a row as follows:

e For every variable v € S copy all terms of the form vg11 = exp into
the column for v.

e Write the conjunction of the terms C' in R; ;41 which were yielded
from a guard into the conditions column for that row.

The relationship between input and output is a special case of the above. The
input and output streams are represented by the special variables, ¥ and {2
respectively. The correctness of many programs that manipulate an input to
produce and output, can be reasoned about in terms of the changes to ¥ and
Q only. A common specification technique for such programs is the use of an
input-output map, or diagram. The application of algorithm 3 with ¥ and 2
yields the derived input-output map for verification.

Consider the text reformatting algorithm of Program 1.

It is intended that this program read from a text file and reformat the output
in accordance with the specification in figure 4.1.

Due to the lack of formality in the specification and the complexity of the code,
it is not possible to prove that Program 1 is correct with respect to the given
specification, without first formalising the specification. It is extremely difficult,
if not impossible, to automate such a proof due to difficulty in automatically
identifying a suitable invariant.

Given that formal proof of correctness is probably not feasible in this situation,
we consider an inspection based on human reasoning. Employing an inspec-
tion approach focussing on semi-formal reasoning has the potential to provide
identification of a number of defects in this program as part of an argument of
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Program 1 The Naur text reformatting example
MAXPOS := 31;
more := 1;
bp := 0;
fill := O;
do (more = 1) —

read c;
if c¢=BL V c=LF V c=EO0T —
if c=E0T —
more := O0;
fi;
if fill+bp+1<MAXPOS —
write BL; fill:=fill+1;
[ fill+bp+1>MAXPOS —
write LF; £ill:=0;
fi;
write buf[1..bp];
£fill:=fill+bp;
bp:=0;
[0 c#BL A c#LF A c#E0T —
if bp=MAXPOS —
more:=0;
write ’Line Too Long’;
[l bp#MAXPOS —
bp:=bp+1;
buf [bp] :=c;
fi;
fi;
od;

correctness. Such reasoning is made more repeatable by mechanically extracting
semantic information from the code.

Applying the technique described above for calculating the iterative-form in-
variant, we can derive Ry for the main loop of this program.

The derived invariant (Figure 4.2) is large, and hence, quite difficult to reason
about. We apply 3 with ¥ and §2 to present only the parts of this invariant
which deal with input and output. The input and output variables, ¥ and €2,
were chosen in this case because the specification is written in terms of mappings
from inputs to output. The derived mappings, when inspected, allow a reader
to identify a number of defects. These mappings can be described by
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Each output line shall consist of 30 characters.
Each output line shall contain as many whole words as possible

No word shall be split across lines in the output

Ll e

Words in the input shall be seperated by one or more blanks (BL) or line feed
(LF) characters. Words in the output shall be seperated by only one blank and
each line is ended with a linefeed character.

5. An error message shall be output if a word is more than 30 characters long.

6. A file shall be terminated by the EOT character

Figure 4.1: Specification for the text reformatting example in Program 1.

k € NA

Uip1 =V + EOTA
moregy1 = 0N ck41 = EOT A fillgy1 = filly + 1+ bpeA v
bpri1 =0 Abufer1 = buf, AMAXPOS =31 A filly, + bpr +1 < MAXPOSA
Qk+1 =Qr + BL + buf[l..bpk]
Wit1 = Vi + cpr1A
moregt1 = 1 A cgy1 € {BL,LF} A fillgy1 = filly + 1+ bprA v
bpr+1 = 0N bufry1r = bufue NMAXPOS =31 A filly + bpr +1 < MAXPOSA
Qk+1 =Qr + BL + buf[lbpk]

\Ifk+1 =V, + EOTA

morek+1 = 0A Ccpy1 = EOT N fillk+1 = bpk/\ v

bpr+1 = 0N bufry1 = bufu NMAXPOS =31 A filly + bpr, +1 > MAXPOSA

Qk+1 =Qp+ LF + buf[lbpk}

Wipt1 = Vg + cpraA

moreg+1 = 1 Acgr1 € {BL,LF} A filly+1 = bpiA v

bpri1 = 0 Abufrr1 = bufu AMAXPOS =31 A filly, + bpr +1 > MAXPOSA
Vi1 = g + cpp1N

morekx+1 = 0 A Cr4+1 ¢ {BL, LF, EOT} A\ f’illk_»,_l = fillk/\

bpk+1 = MAXPOS A bukarl = bufk ANMAXPOS = 31A

Q11 = Qx +’ Line Too Long’

WUir1r = Vg + cer1A

moreg+1 = 1 A Cry1 ¢ {BL7 LF, EOT} A fillg+1 = fillgN

bpk+1 =bpr + 1 A bpx 7& MAXPOS A bufk+1 [bp)H,l] = Ck4+1 N MAXPOS = 31N
Vi € [1..bpx] (i # bpr+1 = bufer1]i] = bufrli]) A

Qpr1 = Qi

Figure 4.2: The derived iterative-form invariant from the text reformatting
program main loop.

Row || ¥ (Input) | Q (Output) Conditions

1 EOT BL + buf [L.bpy] | filly + bpr + 1 < MAXPOS
2 BL BL +buf [1.bpy] | filly +bpr +1 < MAXPOS
3 LF BL +buf[1..bpg] | filly +bpr +1 < MAXPOS
4 EOT LF +buf [1..bpg) | filly+bpr+1>MAXPOS
5 BL LF +buf [1..bpg] | filly +bpr +1 > MAXPOS
6 LF LF +buf [1..bpg) | filly+bpr+1>MAXPOS
7 PC Line Too Long bpr, = MAXPOS

8 PC * bpr, # MAXPOS
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*When bp, # MAXPOS, no output is generated and buf [bpy + 1] = cx41 is main-
tained. That is, the character read is written to the word buffer, buf. PC is a
generated definition to represent a character that is not a BL, LF, or EOT . It is
identifiable from the branch guards.

We can identify the following defects, simply by reasoning about the derived
semantic information with respect to the given specification. Most of these
defects can be found by analysing the mapping alone.

1. Every line where the first word is less than MAXPOS characters long
begins with a BL!. This is evident from rows 1,2, and 3 of the above
table.

2. Redundant BLs are not removed unless they will be the MAXPOS+1st
character on a line. This is evident from rows 2 and 5 of the above table.

3. Multiple LF's are replaced by redundant BLs unless they will be the MAX-
POS-+1st character on a line. This is evident from rows 3 and 6 of the
above table.

4. If the first word on a line is MAXPOS characters long, then a redundant
LF is inserted before the word. This can be reasoned by examining rows 4,
5 and 6 of the above table. If a word has just been read that is MAXPOS
characters long and it is followed on the k + 1st iteration by either a BL,
LF, or EOT, then fill; + bpr + 1 must be greater than MAXPOS because
bpr, = MAXPOS. In these cases a LF is output before the word (contents
of buf).

5. An EOT character is replaced by a BL unless it is the last character on
the line when it is replaced by a LF. This is evident from rows 1 and 4 of
the above table.

6. If a word is greater than MAXPOS characters long, then the error message
may be printed past the allowable last position as there is no linefeed
output before the error message. As an example, consider that MAXPOS-
1 characters have been written to a line prior to reading the long word.
When, on some arbitrary k + 1st iteration, bp is greater than MAXPOS,
row 7 of the above table indicates that the error message Line Too Long is
output. This will mean that more than the allowable number of characters
will be output to the line

7. MAXPOS is set to 31. Lines will be printed up to MAXPOS characters
and words may contain up to MAXPOS characters. MAXPOS should be
30, according to the given specification.

The defects identified were found through reasoning about the semantic infor-
mation generated from the code, not by inspecting the code itself. There was

Tt is evident from the full derived iterative invariant that filly + bpr + 1 is the count of
the number of characters read since the last LF was output.
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no requirement to construct test cases or cases for symbolic execution of the
code. The reasoning process employed involved no formal rules of proof. The
derivation of a similar table from two loop iterations is automated in an early

version of the prototype tool. Output from this prototype is presented in Fig.
4.3.

DEFINITIONS:

LF:="$"

EQT ;= ""

MAXPOS = 31

BL ="

_Def0 ::= ~EOT AND -LF AND -BL

10 MAPPING
s Gupe .
ey BL BL.g; *
BLEL BLEL
LEBL BLEL
El B éﬂ-gl
ELLE BLEL
LELF BLEL
51 ECT éﬂ-gl
BLECT BLEL
LEEOT BLBL
BL: B
Eg ﬂ
o o
2 5 s

Figure 4.3: Screenshot showing the IO mappings after 2 iterations, from the
Naur text reformatting example. 4

4.2 Conclusion

In this chapter we introduce an operational definition for constructing an iterative-
form invariant from iterative program constructs. An iterative-form invariant
describes the iterative relationships that hold among variables in progressing
from an arbitrary kth iteration to a k+ 1st iteration. The iterative-form invari-
ant is calculated by application of Algorithm 2 and by equation (4.2). Algorithm

2 and equation (4.2) have been implemented in the prototype tool.

We demonstrate that an iterative invariant can be used to reason about correct-
ness and is particularly useful in reasoning about correctness of a program with
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respect to an iterative, functional specification. As a consequence of Lemma
4.3, one weakness of using the iterative-form invariant for assisting verification-
based inspection is that a loop with a large number of paths through the loop
body will have a large iterative-form invariant. We address this issue by defin-
ing Algorithm 3 to allow a user of the specification to focus on relationships
among a subset of program variables. This ’slicing’ technique is demonstrated
with a text reformatting example. Algorithm 3 has been implemented in an
older version the prototype only for the special case of focussing on the input
(U) and output (2). The output from this version of the tool is presented in
Fig. 4.3. This functionality is not fully implemented in the current version of
the prototype. It is envisaged that in this and later versions of the tool, a user
will be able to dynamically select variables to focus the specification. Allowing
different focusses to be investigated during inspection would likely be a useful
static analysis technique.

The iterative-form invariant as defined in this chapter forms the basis for the
calculation of non-iterative invariants in the following two chapters.



Chapter 5

Non-Branching Loop
Semantics

Formal, semantic description of software has the potential to play a central
role in the verification, evolution, and reuse of software components. Of the
information that makes up this semantic description, loop invariants and post-
conditions have been notoriously difficult to provide. Present techniques for
providing invariants can be classified as either inference approaches or heuristic
and algorithmic approaches. Inference approaches [30] use output assertions
to infer candidate invariants. These approaches are generally reliant on hu-
man specification of appropriate initial conditions and execution suites in order
to generate the output from which candidate invariants are inferred. They are,
therefore, not fully-automatable and suffer from the same effort and assuredness
problems as does software testing. Algorithmic approaches [41, 62, 80, 9, 11]
define mechanical processes to generate invariants for simple classes of loops
by formal calculation. Despite the repeatability of algorithmic techniques, none
have been used to implement fully-automated analysis systems [36]. This is due
to the complexity and enormous computational effort required to apply these
techniques to derive strong enough assertions to be used in formal proofs [36].
The majority of algorithmic approaches rely on heuristics to infer invariants for
complex classes of loops.

An alternative approach is to weaken the requirement of deriving invariants
and postconditions strong enough to support formal proof, to the derivation of
semantic information, including invariants, which are strong enough to support
human, reasoning-based code reading techniques, such as reading by stepwise
abstraction. To this end, we describe techniques to derive invariant and post-
condition information from code syntax. The iterative-form invariant of the
previous chapter is an integral part of this information. The approach taken
in this chapter involves the attempted solution of difference equations in the
iterative-form invariant and induction on guards to yield strong non-iterative
invariants. As such, it is an algorithmic approach similar to that described in
[62]. The approach presented here differs from that of [62] in that the iterative
forms of the difference equations are generated from the code through the ap-

o4
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plication of the strongest postcondition predicate transformer. This generation
of iterative-form invariants was described in the previous chapter. No “built-
in” invariants are assumed, and the iterative count is used to derive ranges on
invariant quantified formulae.

This chapter describes a repeatable procedure, and its accompanying theoreti-
cal basis, to derive loop invariants and postconditions from the code syntax of
loops with non-branching loop bodies. We also describe certain calculations,
performed as part of the derivation process, that support boundary value defect
detection. Inspection rules are introduced which provide repeatable guidelines
for the use of the derived information in finding defects and reasoning about
correctness. The goal of this approach is to automate the generation of invariant
assertions and postconditions to provide inspectors with a basis for reasoning
about a program’s correctness. The next chapter extends the theory presented
here to provide a procedure that works to derive invariants and postconditions
for certain classes of loops with multi-path loop bodies. The derivation proce-
dure and its theory are presented with a number of examples.

5.1 A Formal Basis for Calculation!

In order to automate the derivation of invariants and postconditions from code,
a mechanical technique for deriving semantics from individual statements is
needed. To provide the required mapping from syntax to semantics, the predi-
cate calculus strongest postcondition predicate transformer is used.

Unlike inferring invariants from program traces, as described in [30], the deriva-
tion approach can be applied without any consideration to test, or execution,
suites. In effect, this approach exercises a program under all of the possible in-
puts described by a given precondition and describes all of the achievable states
under those preconditions.

Chapter 3 introduced and extended the basic strongest postcondition predicate
transformers and provided examples of their use. It identified the problem of
directly calculating the strongest postcondition of an iterating segment of code
in which the calculation depth is not fixed. In this chapter, we make use of
the relationship between loops and induction to derive the invariant properties
of code under any state allowed by the precondition of that code. Of central
importance to this calculation, is a framework for describing the functions by
which variables change with successive iterations of a loop body. When con-
sidering loops with non-branching bodies, we apply difference equation, often
referred to as recurrence relation, theory to describe, necessarily discrete, vari-
able changes. By solving the difference equations implicit in the iterative-form
invariant, and substituting these solutions we arrive at an invariant describing
the relationships between variables and the iteration count. The extraction
of the iterative-form invariant and the solutions to many common difference

'Most of the required predicate calculus theory was presented in the previous chapter.
Further formal concepts and notations are introduced as required.
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equations have been mechanised in a prototype tool which forms part of this
submission. Therefore, in many cases, generation of an invariant from non-
branching loops is completely automated.

5.1.1 Loop Bodies as Systems of Difference Equations

In this section we present mathematical techniques capable of describing the
dynamics of variable state information. In order to derive an invariant we
need to be able to describe how a variable, and any relationships involving
that variable, change from one discrete unit of time to the next. In the case
of loops, these discrete units of time are iterations. The values over time
(iterations) that a variable v is assigned can be described by the sequence
V0, ULy ey Vky Uk 15 --v» Un—1, Un, Where 7 is a finite natural number?.

Let us now consider the very simple case where the body of the loop increments
a variable v by 1. That is, the loop body contains the assignment, v:=v+1.
Given that this is the only statement in the body of the loop to update v, we
can say that vg41 = v + 1, for any & > 0. Assuming that v is assigned 0 as
part of the initialisation, we can show that:

vg = 0
v, = v+1=04+1=1
vo = vy+14+1=04+1+4+1=2
vy = vo+ 14 ..tokterms...+1
= v +k
= k
Vg1 = vp+1=k+1

In doing this, we define the value for a variable after any loop iteration in terms
of the initialisation of the variable and the iteration count. If a variable is not
initialised prior to use on the right hand side of a self assignment in the body of
a loop, then the above calculation can only be performed with respect to some
arbitrary initial value of the variable. For an uninitialised variable, v, we use vg
to denote this arbitrary initial value. Importantly, we have identified at least a
quality defect and at worst a non-deterministic operation, in the program.

Definition 4. An equation which expresses a value of a term in a sequence
as a function of other terms in the sequence is called a difference equation or
recurrence relation in iterative form. An equation which expresses the value
of a term vi41 of the sequence (v,) in terms of the value of the term vy is
called a first-order difference equation. If for a given difference equation, we
can determine an explicit formula for vg, where k > 0, in terms of vy, then we

2Note that by describing this sequence as finite, we are assuming that the loop terminates.
That is, in order to derive an invariant to be used in verifying the partial correctness of a loop,
we ignore the question of termination. Termination is investigated independently in chapter
6.
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can solve the difference equation. If such a formula exists, then we will call it
the solution to the difference equation and denote it v(k).

For simplicity, this thesis deals only with first-order difference equations, and
examples that manipulate integers and sequences of integers only. However,
the method presented in this chapter is applicable to any solvable difference
equation. It is important to note that, when dealing with loops with non-
branching bodies, all iterative changes in scalar variables are described by first-
order difference equations. That is, for some variable v on some iteration k + 1,
we only have access to v, because if the body of the loop updates v, then v;,
where ¢ < k no longer exists on the k 4 1st iteration. If the body of the loop
does not update v on a k + 1st iteration, then vy41 = vg, by definition of Ry 1.
Therefore, we cannot have an equality of the form vi11 = f (v;), where i < k.

In order to apply an invariant generation method based on solving difference
equations, we need to automatically express the results of executing an arbitrary
loop body iteration in terms of iterative form equalities. The iterative-form
invariant, calculated by the method described in the previous chapter, provides
these iterative-form equalities.

Consider the exponentiation example in Program 2. This code is used as an
example in [58] to demonstrate a method of invariant generation from failed
proof attempts. We need to verify that under the precondition (X,Y € NAz =
X Ay = Y), the program terminates and establishes » = X. The loop’s

Program 2 Exponentiation calculation example[58]
(X YENAz=XAy=Y}

r :=1;

doy >0 —
T = I'*X;
y = y-1;

od

precondition is
Q=sp(X,)YeNn=XNy=Y, r:=1)=(r=1"X.YeNAz=XAy=Y)
The initial conditions on an arbitrary k + 1st iteration are
Qi1 = (K € NATp1 = 75 ATp1 = Tk A Y1 = Yk Ayg > 0)
Now, Rj.1, the iterative form invariant after the k + 1st iteration, is given by

Rrpr = sp(Qper, ri=rxxy:=y—1)
= (keNArg =@k ATy = T AYke1 = Y& — LAy > 0)
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ch Mule Help

(Fundamental 1-——L17=Tny

Figure 5.1: Intermediate output file from prototype tool

As mentioned earlier, the derivation of this iterative invariant has been auto-
mated. Figure 5.1 shows one of the intermediate files generated by the current
version of the prototype tool.

Ry11 describes the invariant properties of a loop (not bypassed) in iterative
form. In many cases, the iterative form invariant is less useful for verification
than a form where the iterative form difference equations are solved®. Solving
the iterative form difference equations in Rj4q results in a non-iterative form
invariant which is more useful for verification. This example is continued in this
light in section 5.2. Next we present the solutions to some commonly occurring
difference equations.

5.1.2 Common Difference Equation Solutions Derived
This section presents a derivation of the solutions to a number of iterative form

difference equations that occur frequently in programs. These solutions have
been implemented in a prototype tool (See screenshots in Appendix B).

Solution to zj11 = axy +

Often assignments in loops yield difference equations of the form xy 1 = axp+05,
where o and (3 are constants. Such equations are often referred to as first-order

31f an invariant was given then the iterative-form invariant is all that is required to demon-
strate partial correctness (see chapter 8). In this example, there is no invariant given.
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linear difference equations. A solution to first-order linear difference equations
is derived below:

Tk = axp+

a(arg_1+6)+ 8

o? (axg—o + B) + B (a+1)
= &’rpa+pB(a’+a+1)

= ak“xo—l—ﬁ(ak—l—ak_l +...+a2+a—|—1)

Note that when a = 1, we get, zx11 = xo + S (k+ 1). So the solution to the
difference equation zy4+1 = zr + 8 where a = 1 is given by:

x(k) = w0+ Bk (5.1)

1_ak+1
-

It can be proved that (ak +of T +ai4a+ 1) = (
and a # 1.

), where k > 0

Hence, the solution of the difference equation xy1 = axy + 3, when o # 1 and
k>0,is:

s(k) = oFwo+ <1 - O‘k> (5.2)

l—«

Consider the following array initialisation example:

i := 0;

do i< N —
ali] := 0;
i::=1+1;

od

Rj.11 describes the difference equation ix11 = iy + 1. We apply equation (5.1)
to solve this difference equation and express the value of ¢ on some k + 1st
iteration of the loop in terms of the initialisation of ¢ and the iteration count:

ik+1 = Zk+1
i(k+1)
io+ 1.(k+1)
= 0+k+1

= k+1
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Solution to zj1 = (zx)"

Occasionally an assignment statement in the body of a loop will look like, x:=x",
yielding the iterative-form difference equation, zx,1 = (xx)". The solution to
the iterative equation zy1 = (zx)", is given without proof by (5.3).

z(k) = (o)) (5.3)

Using equations (5.3) and (5.1) we can determine invariants for loops such as
the following:

i:=0;

x:=b;

do i !=3 >
i=1i+1;

od

We know ig = 0 and zp = 5, and we can say for any arbitrary & > 0, i1 = k+1
by (5.1), and x4+ = (a:o)(‘r’kﬂ) =5() by (5.3). For example after the second
iteration, io = i(2) = 2 and x2 = z(2) = 5(5%) = 5(29), By substitution, we
identify the invariant relationship x = 5(51).

Solutions to sums of sequences

Often loops are used to find the sum or product of a sequence of values. We
can use difference equations to derive the invariant properties of these types of
loops also.

Case 1: Variable Summed Prior to Changing

Consider the following loop to sum even numbers:

i :=0; sum := 0;
do i <= N —>
sum := sum + i;
i=1+ 2;

od;

We know that ixy1 = (ix +2) = 2(k + 1), by (5.1). In order to calculate an
invariant, we also need to be able to describe the value of sumg41. This is
not so easy, as the assignment yields the iterative form difference equation,
sumpgy1 = sumyg + 1. The problem is that i can’t be considered the same as
£ in equation (5.1), because iy is not constant. Instead we need a solution to
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iterative-form difference equations of the form xx11 = axy + Bix, where iy is
also a variable changed in the body of the loop. This solution is derived below:

Tpyr = axg+ Big

a(axg_1 + Big-_1) + Big

a’z_1 + afig_1 + Biy,

o (azp_2 + Bik—2) + aBir_1 + Bix
oPx_o 4+ & Bik_s + aBip_1 + Biy
= a’zp_o+ B (aPif_2 + aig_1 + i)

= otz + B (akio + oy ety + Zk)

k
= Mg+ 8 Y adi(k— )
j=0

So, the solution to an equation of the form xp1 = axy + Big is

k—1

w(k) = afzo+ B | Y odi(k—1-) (5.4)
j=0

A common special case occurs when « and 3 equal 1. In these cases the iterative
form will be ;11 = xx + ix. This form of equation has the solution

z(k) = zo + i(7) (5.5)

Note that these solutions involve summing over the solution to the difference
equation describing 1.

We can now calculate strong invariant properties for the loop above using (5.1)
and (5.5). By (5.1) i(k) = 2k, so the value of sum after the k + 1st iteration,
sumygy1, can be calculated as:

sumgyy = sum(k+1)
= sumg+ 1. (Zfzoz(j))
= 0+ (Shi()
S0t ()
2j=02]

The prototype tool generates equivalent results for this example (see Fig. ?7).
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Case 2: Variable Summed After Changing

We can use equations (5.4) and (5.5) if ¢ is added to x before i is updated in
the loop body. If i is updated before being added to z, then the iterative form
Trar1 = axyp + Pk is yielded by the strongest postcondition calculation. A
solution for this iterative form is derived below.

Tht1 = axp+ Bigr

= oM+ (akzj + P Vg + o 4 atip + ik+1>

k
= o"lag+ 8 (D odi(k+1-))
j=0
k—1 '
So, x(k) = oFwo+ (D ali(k—j) (5.6)
§=0

When « and 8 equal 1, the solution is:

k+1

w(k) =0+ [ > i(j) (5.7)

=1

Sums of indexed data structures representing sequences

Often the sequences we are summing over are indexed data structures such
as arrays rather than scalar variables such as i in the above examples. For
example, consider an assignment yielding, zy11 = a.xy + S.ale (ig)] or Ty1 =
a.xp + f.ale (ig+1)], where 7 is a variable that is also changing in the body of
the loop and e is a function yielding natural numbers (possibly the identity
function).

For these cases the rules for solving the resulting difference equations are:

1. For an iterative form x4 = a.xg + (.a [e (ix)] the solution is:

k—1
2(k) = oFz+ 8| Y odale(i(k—1-j))] (5.8)
j=0

2. And the solution to the special case, xp11 = x + a[e (ix)] is:
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3. Similarly the solution to zx1 = a.x + f.ale (ig1)] is:
2(k) = oFzo+ 8| Y odale(i(k — j))] (5.10)
4. And the solution to the special case, ;11 = xx + a[e (ig41)] is:

k
w(k) =20+ [ Y ale(i(h))] (5.11)
j=1

As an example of solving difference equations for sums of sequences, consider
the loop:

i :=0; sum := 0;
do i <= N —>

sum := sum + alil;
i:=1i+1;

od;

The assignment i:=i+1 yields the difference equation i1 = i +1. By (5.2) we
establish that this difference equation has the solution i(k) = k, so i(k + 1) =
k+1.

The assignment sum:=sum+a[i] occurs before the assignment to ¢ in the body
of the loop, it therefore yields the difference equation sumgy1 = sumy + a [ix].
By (5.9) we establish that this difference equation has the solution

k—1
sum(k) = sumqg+ ali(j)]
=0
k—1
= alj]
=0

Therefore, ipr1 =i(k+1) = Z?:o aljl.

Solutions to products of sequences

Similarly product equations of the form z;11 = aigzr + 0 (casel) and xg 1 =
aipy12g + 0 (case2) can be solved as:
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Case 1: Variable Multiplied Prior to Changing

Tyl = QigpTp+ B

iy (qip—17p—1 + ) + 3

QQikik—liﬁk—l + aip B+ 3

a2ikik_1$k_1 + 0 (i + 1)

oZigip_1 (Qig_ozp_2 + B) + B (i + 1)

= aPigip_1ig_ozk_2 + B (Pikix_1 + aig + 1)

J

k k
= akaUHi(j) + 4 Z(aj i(k‘m+1)>

So, the solution to an equation of the form xy,1 = airzy + 5 is

k—1 k—1 7
w(k) = | ofzo [TiG) | +8 (D (aj ITik- m)) (5.12)
j=0

7=0 m=1

In most cases, a will equal 1 and § will equal 0, so the iterative form will be
Trt+1 = Xk, which has the solution

k—1 k—1 . J
z(k) = [ 1%z H i(j) | +o. <1J I k- m)>
= |z ]]i() (5.13)

We can now calculate strong invariant properties for loops such as the following
using (5.1) and (5.13):

i:=1;prod:=1;
do i <= 100 ->

prod := ixprod;
i=1i+1;

od;
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By (5.2),i(k) = k+1, so i after a k+ 1st iteration is i(k+1) = k+1+1 = k+2,
so by (5.13), prod after the same iteration can be calculated as:

prodgy; = prod(k+1)
k
= prody | []i(5)
7=0
k
= L |J[it)
=0
k
[0
7=0
k
I16+1

-~ o

+

— Hj
j=1

> S

Case 2: Variable Multiplied After Changing

We can use equations (5.12) and (5.13) if = is multiplied by ¢ before 7 is updated
in the loop body. If i is updated before being multiplied by x we need solutions

for xp41 = o +10k + 0:

Tpy1 = O 112K+ 0

= off! (ik+1ik...i1) xo+ 0 (Oék (ik+1ik...i2) + o (ik+1ik...i3) + .+ aipe + 1)

k+1 k J
= | [[i() | +8 (Z (aj Hi(k+1—m+1))

k k=1 /
So, z(k) = aka:OHi(j) + (oﬂ H i(k—m—l—l))
j=1 §=0 m=1

(w0 (5.15)
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Products of indexed data structures representing sequences

Often the sequences we are multiplying over are indexed data structures such
as arrays rather than variables such as 7 in the above discussion. For ex-
ample, consider an assignment yielding zy11 = a.xg.ale(iy)] + 5 or zpy =
a.zk.a e (ig+1)] + B, where i is a variable that is also changing in the body of
the loop and e is a function yielding natural numbers (possibly the identity
function).

For these special cases the rules for solving these difference equations are:

1. For an assignment yielding the iterative form xp11 = a.zg.ale (ig)] + 5
the solution is:

k—1 k—1 J
w(k) = | oo [TaleGUN | +6 (D <aj I aleGitk - m))])
7=0 m=1

=0
.16)
2. And the solution to the special case, zj41 = xg.a[e (ix)] is:
k-1
w(k) = | o [T ale(i(5))] (5.17)
j=0

3. Similarly the solution to zx1 = a.x.ale (ig+1)] + 0 is:

k k—1 J
z(k) = [ oFzo [Jale (iG))] | + 8 Z(ajHa[e(i(k—m+1))]>
j=1 j= m=1

(5.18)

4. And the solution to the special case, xj+1 = x.ale (ig+1)]:

k
2(k) = | @0 [J ale () (5.19)
j=1

Special Cases

There are two special case difference equations required for completeness. The
first occurs when a variable is not updated in the body of the loop. Such
difference equations have the iterative form, xy; = x. Difference equations of

this form have the solution
z(k) = o (5.20)

The second is the difference equation produced as a result of a redundant as-
signment of a constant value to a variable within the body of a loop. Such
difference equations will be of the form x;,1 = o, where « is a constant. They

have the solution
z(k) =« (5.21)
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Summary

67

Table 5.1 is a summary of the solutions derived above. A tool for automating
the generation of invariants could use such a table to match iterative form

difference equations to solutions.

Table 5.1: Difference Equation Solutions

Iterative Form Equation ‘ Solution

1. Tk4+1 = QT + ﬁ

a:(k;)z{

zo + Bk, when a =1
Ozkxo-f—ﬁ(l

—ak .
T >, otherwise
—

2. Th+1 — l’kn

x (k) = mo("k)

3. Tp41 = axp + Big

zo + (27 ot (])) , when o and 3 =1
Oékxo + ﬂ (Zk é()gjl (k 7‘7 — 1)) R otherwise

4. zpi1 = axp + Pigyr

xo + (Zj ot (j)) , when a and 8 =1
afxg + 3 (Z] -0 ali (k- )) , otherwise

5. Tpp1 = axy + f.ale (iy)]

, when o and 8 =1

w0+ (S5 ale(i()])
akzo+ B (Z] o ale(i(k —j— 1))]) , otherwise

6. 11 = axk + B.ale (igt1))

when o and g =1

))]) , otherwise

S—

20+ (X5, ale(i(i)]) .
afxg + 3 (Zj o ale(i(k —

900(1_[]-0 ) whena=1and 8 =0
7. Tpy1 = ig.zp + 0 z (k) = (a - Hj:o (j)) n -
B (T -m)) )
To (Hﬁ-ﬁ:ﬂ(i)) , whena=1and 3 =0
S e =l = (k) = (akl"o H§:1 i (])) + therwi:
(S (P ite-mt ) ) T
a0 (Il2 ale GUI) when o= Land § =0
9. zp11 = cvale (i) .xr + 0 z (k) = (a xOHJ oa[ ) _—
ﬁ(zf;é (aJ ale (i (k — )])) , otherwise
0 (H;;l ale(i(3))]) - when a = L and § =0
A (FaITaleom)+ )
5 (S50 (VI aleli—m+ 1)) )
11. 21 = a2 z (k) = zo
12, 241 =« (k) =a

Where, = and ¢ are scalar variables and ix41 # ik, a[| is an indexed (array)

variable, and n, o and 3 are constants.
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5.2 Invariant Calculation

The generation of invariants from non-branching loop bodies, using the differ-
ence equation solutions described above, is now discussed. Existing methods of
generating invariants [9, 62] are extended by describing an algorithmic approach
to generating universally quantified invariant formulae. The method described
in this section is only applicable when all iterative form difference equations in
sp (Qr+1,S) can be solved. In chapter 9, we discuss the use of iterative invari-
ant representations for reasoning about program correctness, when difference
equations can not be solved.

In this discussion on calculating invariants we will continue the exponentiation
example of Program 2.

5.2.1 Using the Difference Equation Solutions

For any loop of the form {Q}do G — S o4, if we calculate Ry11 = sp (Qi+1, S),
Ry11 will be of the form

Riy1 = (k€ NAvlgyr = for (Wlg) Ao Avngyr = fon (vng))

where v1,...,un are variables and f,1, ..., fun are functions. Rjp,1 can be cal-
culated directly because we impose a fixed calculation depth of 1. The terms
Vg+1 = fo (vg) describe difference equations in iterative form, yielded by loop
body assignments.

We make use of the property, that for any variable v whose value on an ar-
bitrary k + 1st iteration is described by the iterative form difference equation
vg+1 = f (vg), then if this difference equation can be solved, the solution will
be represented by v(k), and vir1 = v(k + 1).

Ry11 is refined by (5.22) for all variables v, with an iterative difference equation
term in Ry of the form vi11 = f (vx), having the difference equation solution
v(k).

Riy1 © (Brepr [o(k + 1)/ f (0n)]) [0(K) /0]) (5.22)

Lemma 5.1. Refinement (5.22) is equivalent to the following:
Rpy1 E ((Bigr [v(R)/vi])) (5.23)

Proof. For any iterative-form difference equation vg11 = f (vx) having the solu-
tion v(k), v(k+1) = f (v(k)). Therefore, Ryy1 [v(k)/vk] = Rgs1 [v(k + 1)/ f (vi)] [v(k)/vk].
O

Both forms of substitution have benefit. The former may be easier to automate
as it is only reliant on pattern matching and substitution. The later is easier
to manually apply, although, algebraic simplification is required to obtain the
simplified results that the former provides.



CHAPTER 5. NON-BRANCHING LOOP SEMANTICS 69

Consider Program 2. In section 4.1.2, we calculated the iterative form invariant
Ry to be

Rip1 = sp(Qper, ri=rxxy:=y—1)
= (keNAr 1 =12 ATpg1 = T AYkg1 = Yu — L Ayp > 0)

We know by examining the loop precondition, @, that yo =Y, 29 = X and rg =
1.

The iterative form difference equations described by Ry are:
® Ypt1 =Yk — 1
® Tjp1 =T
® Ikl = TRk

Their respective solutions, obtained by looking up Table 5.1, are:

o yk)=Y —k
o x(k)=X
o r(k) =12 2() = ITj2 X = X*

Applying (5.22) to Ry using these difference equation solutions, gives:

Rei C (keNArﬂl:X%HAxﬂl:XAyH1:Y—k—1AY—k>0)

All of the difference equations could be solved. Ry now describes the values
of the program variables on an arbitrary k + 1st iteration as functions of the
variables’ initial values and the iterative count. These equalities are invariant.
For any value of k£ > 0, they will hold.

5.2.2 Toward a More Readable Invariant

As mentioned above, Ry is invariant for any k > 0, because Ry, has been
calculated for any arbitrary k+ 1st iteration. We can use this property to make
the invariant more human readable to support reasoning about correctness

Because the relationships implied by Rgi; hold on every iteration, so long
as all iterative form difference equations have been solved, we can drop the
subscripts on the variables in Rjy1. This refinement produces a predicate that
is independent of iteration specific variable names. We denote the resulting
invariant, P.

Dropping the subscripts in the exponentiation example gives us the following
invariant P:

P = @ENAr:XMJAx:XAy:Y—k—lAY—k>®
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Removing References to the Iteration Count from the Invariant

To improve the readability and understandability of P, an attempt is made
to remove all references to the iteration count k in the invariant by making
a substitution. In general, if there is an equality of the form v = f(k) in P,
for some variable v, and we can find f~!, such that kK = f~! (v), then we can
remove k from P by applying the substitution

Pf(v)/k] (5.24)

Applying (5.24) to the exponentiation example, using the fact (y =Y —k — 1) =
(k=Y —y—1), gives the modified invariant below:

P = (Y-y—1eNAr=X"YAa=XNAy>0)

This removes the introduced variable k from our specification, and leaves us
with a strong specification of the invariant properties of the exponentiation
loop after iterating at least once.

Handling Uninitialised Variables

If P contains references to vg for any variable v, if there is an equality in the
loop precondition, (), of the form v = e or e = v, where e is an expression, then
substitution (5.25) can be applied to remove all references to vy.

P = Ple/vy], for all variables v € P where Q = (v =€) (5.25)

For a variable v, if P contains a reference to vy and there is no expression e
such that @) = (v = e), then after applying (5.25), references to vy will remain
in P. Such references indicate that v is uninitialised and is used before being
initialised. Whenever vy remains in P then there is a solution to a difference
equation that has required a non-determinable initial value of v. Because P is
dependent on vg, then the uninitialised variable v is required to describe the
semantics of the loop being analysed in a deterministic manner.

The failure to initialise a variable prior to it being required is a defect which
must be noted. Any automated system realising this approach to deriving
invariants must automatically generate such notes as warnings to a verifier.
Such automation could involve a search for remaining vgs in P.

Such an interpretation of uninitialised variables is consistent with the memory
models employed by all programming languages that do not trap the use of
uninitialised variables in the compilation/interpretation process. That is, an
uninitialised variable, v, will have some value stored in its assigned memory
location. If v has not been initialised by the program, then that value depends
on the compiler that the program being analysed is compiled with and the initial
state of the memory that the program will be run under. For example, some
compilers/interpreters may automatically initialise all uninitialised integers to
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zero. Others may not do this, meaning that the initial value of an integer
variable is the integer representation of whatever was in its memory location to
begin with. The notation vg represents the value of whatever is stored in the
memory location for variable v prior to iteration of the loop being analysed.
A specification that involves vg references that cannot be removed describes a
non-deterministic algorithm.

In summary, we define the following inspection rule to identify uninitialised
variables:

Inspection Rule 1 (Investigate Uninitialised Variables). For any loop,
if we calculate P and there are remaining references in P to initial values, vg
for any variable v, then v is uninitialised.

This gives rise to the following inspection question:

Are there any references to vy for any variable v in the variable set
of the loop body and loop guard?

Not Solvable Difference Equations In some cases, solutions to the differ-
ence equations in Ry can not be found or are difficult to calculate. In such
cases (5.22) can not be applied. In many of these cases, however, presenting
Rj+1 in terms of unsolved difference equations is useful for human verifica-
tion. This was seen with the algorithm for implementing the Newton method
of approximating square root in the previous chapter. It may be beneficial
for reading purposes to present the solvable equations in solved form and the
remainder in iterative form.

5.3 Calculating the Postcondition

The strongest postcondition for iterative constructs is defined in [3, 24| as

sp(Q,doG — Sod) = (-GAN(QV PV ...V Pp))

where m is a positive integer representing the number of iterations to termi-
nation, and P; = sp(Q A G, S) and Py; = sp(P; A G,S) for 0 < ¢ < m. The
invariant P, calculated by the method above, is equivalent to (P; V ...V P,).
Using this equivalence, the definition above can be modified to the following
closed form, calculable whenever P can be obtained:

sp(Q,doG — Sod) = (-G AN (QV P)) (5.26)
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Applying (5.26) to the exponentiation example, the post condition is:

R = (-GA(QVP)
<On XeNAYeNAy=YAr=1ANz=XV

4 Y—y—1eNAy>—1Ar=X""YAz=X

(XGN/\YGN/\y—O/\y—Y/\r—l/\x—X\/>

y=0AY —y—1eNAr=XY"YAz=X

Y-1€eN
= (z=XAr=X"Ay=0AXeNAY eN) (5.27)

x = XAr—XYy/\y—OAXeNA<y_Y v))

This postcondition is strong enough to be used in a formal proof of correct-
ness, or for reasoning about the exponentiation program. The specification
for this program states that 7 = XY shall hold on termination. The derived
postcondition, R implies the verification condition 7 = XY . Program 2 estab-
lishes 7 = XY under the given precondition, (X, Y e NAy =Y Az = X). It is
therefore partially correct.

We define the following inspection rule:

Inspection Rule 2 (Partial Correctness). Let R be the postcondition cal-
culated for a program S, with a given precondition @) g;jven and a given postcon-
dition Ryiyen, where R = sp (Qgiven,S). If R = Rygiyen, then S is partially
correct with respect to Qgiven and Rgiven.

This gives rise to the following inspection question:

Is the program correct with respect to a given specification? That is,
does the calculated postcondition for the program under the given
precondition imply the given postcondition?

The prototype tool supports the answering of this inspection question by stating
the direct proof obligations for demonstrating partial correctness (see Fig. 77
for a good example).

The above inspection question is answerable by human reasoning even when
the given specification is not formally stated. As an example of this, consider
the Naur Text Reformatting example of the previous chapter. With the derived
information, we were able to reason about partial correctness with respect to a
non-formal specification. This presents a distinct advantage over current formal
methods of verification, which are restricted to verification entirely within a
formal system of specification.

The remaining sections of this chapter present specialised rules for generating
quantified invariants yielded from programs involving sequence data types?.

4In order to simplify the discussion in this thesis, we consider that all sequential data struc-
tures can be considered as dynamic arrays. Hence, we present all sequential data structures
using array notation, where indexing begins at 0.
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5.4 Quantification and Sequence Properties

Of the statements that must be analysed in the bodies of loops, assignments and
guards involving non-scalar sequential data structures require special consider-
ation. Assignments and guards involving non-scalar variables yield quantified
semantics. Most existing techniques for deriving invariants and postconditions
fail to completely define these semantics. This section discusses the many is-
sues associated with deriving semantics from statements involving sequences
and presents an algorithm for performing the derivation. This is a complex
algorithm. Heuristic identification of common simple classes of problems in-
volving sequences are discussed and simplified rules are presented for the calcu-
lation of semantics for these simpler problems. For the remainder of this section
sequences will be referred to as arrays.

5.4.1 Heuristic for Determining the Type of Array Assignment

Consider the loop {Q} do G — S od. Array variables are assigned values
in S in one of two ways. An assignment can be made to a fixed element of an
array in every iteration. In this case the fixed array element can be treated
as any scalar variable, and Algorithm 1 for calculating strongest postcondition
can be applied.

The more complex case occurs when an assignment in S is made to an array
element that is indexed dependent on variables that are changing in S. As
an example, consider the trivial array initialisation loop, i:=0; do i < N —
ali]:=0; i:=i+1; od. The semantics of such assignments must be described
by quantified formulae.

An assignment to an array variable will be of the form ale| := exp, where e and
exp are expressions. If Rjp.q is calculated, as usual, by Rxi1 = sp(Qir1, S),
then the assignment ale] := exp in S will correspond to a predicate ale’] = exp’
in Ry after refinement (5.22).

Definition 5. If k ¢ v (¢’), then ale] refers to a fixed element in every iteration.
Such an assignment will be called a fized element array assignment, and ale]
can be treated as any other scalar variable.

Definition 6. If k € v (¢’), then the index of the array element being assigned
is dependent on a function, f, of the iteration count k, where f(k) = ¢’. Such
an assignment will be called an iteration-dependent array assignment and ale]
can not be treated as a scalar variable.

Consider the example of an assignment to a fixed array element in Program 3.
The initial conditions on execution of the loop body on an arbitrary k& + 1st
iteration, are given by:

Qr+1 = (k: S N/\G[O]k_H = a[O]k N1 =1 Nig < N)
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Program 3 Example of fixed array element assignment in the body of a loop
i:=0; al[0]:=0;
do i< N —
al[0] :=al[0]+i;
i:=i+1;

od;

Applying the strongest postcondition transformer to Q1 and the loop body
gives:

Riy1 = sp(Qpt1, al0] :=al0] +14; i:=i+1)
= (keNAa[0]gr1 =a[0]g + i ANigr1 =i + 1 ANig < N)

The indexing expression in the equality involving a is independent of the itera-
tion count, so treating a[0] as a scalar variable and applying refinement (5.22),
Ry1 becomes:

k
Rei=|keENAQO1 =) jAhiga=k+1Ak<N
=0

After dropping the subscripts, the invariant after at least one iteration is given
by:
i—1
P=[i>1nra0]=) jAi-1<N
j=0

5.4.2 Iteration-dependent Array Assignments

Consider the array initialisation loop, i:=0; do i<N — a[i]:=0; i:=i+1;
od. Intuitively most inspectors could determine that this loop initialises all of
the elements of an array of length N to be zero, but the method presented in
this thesis requires extension to be able to derive this quantified information.

Applying the procedure of the previous section, Ry is calculated and refined
by (5.22) to give

Riy1i=(keNANigpy=k+1Aalk],,;, =0Ak<N)

We see that the index of the array a in the equality a[k]x+1 = 0 is dependent on
the iteration count, k. That is, by the definitions given above, the assignment
yielding this predicate is an iteration-dependent array assignment. Because this
loop contains no branching structures, it can be reasoned that the previous k
iterations would have established alk — 1] = 0 A a[k — 2] = 0 A ... A a[0] = 0,
respectively. Generalising, it can be asserted that at the end of the k + 1st
iteration, Vj € [0..k](a[j] = 0).
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Quantification over the iteration count is very powerful and always applicable.
In effect, by induction we can determine that if some predicate of the form
ale(k)] op exp is true after an arbitrary k + 1st iteration, where e(k) is an
expression involving k£ and op is a binary operator, then it will have held after
all previous iterations. This is true because the loop is non-branching and,
therefore, must always iterate through the same path. Formalising, we can
inductively state that for a relation of the form ale(k)] op exp, where k > 0,
the following is invariant:

Vj € [0..k] (ale(4)] op explj/k]) (5.28)

This is adequate for deriving array semantics in simple cases. However, this is
not always sufficient, even for dealing with array assignments in a non-branching
loop bodies. For example, if the indexing expression used in an array assignment
defines a parabolic function, then this function may map program variables onto
the same natural number index in more than one iteration. In such a case, (5.28)
will result in a contradiction. For example, in the section 5.4.3, we consider
the assignment a[(i — 10)2] :=i in the body of a loop that increments i by 1
with every iteration. This yields the equality a [(1 — 10)2] = 7 in the iterative-
form invariant. Applying (5.28) to this iterative-form results in a quantified
predicate of the form Vj € [0..k] (a [(] — 10)2} = j). Depending on the value
of the iteration count k, this predicate describes contradictions. For example,
assume that k& > 10, then the above predicate states that when j =9, a[l] =9,
and also that a[l] = 11 when j = 11.

There are also additional problems with (5.28) in that it fails to describe the
semantics of the following situation. Consider two iteration-dependent array
assignments in the body of a loop, ale] :=exp; and al[f] :=expo. It is possible
that the index generated from the index expression e on iteration k is equal
to the index generated from the index expression f on a subsequent iteration,
k + C. Hence, one assignment may overwrite the value assigned by the other
assignment, making the overwritten assignment redundant for certain itera-
tions. This situation is usually indicative of a poorly written loop, however, the
method of derivation should be robust enough to deal with it. As such we must
extend (5.28). An example will illustrate the problem.

Consider the loop, i := 1; do i < N — al[i+1]:=A; al[i-1]:=B; i:=i+1;
od; . The array elements assigned with the i+1 index expression on an iteration
j are re-assigned by the assignment with the i-1 index expression on iteration
j + 2 for all but the last two iterations, k and k + 1.

The next section deals with extending (5.28) to provide for the calculation of
quantified formulae to describe array assignment semantics for all non-branching
loop bodies, including those involving rewrites to array elements.

5.4.3 Deriving Array Assignment Semantics

Consider a loop of the form:
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Sinit ;

do G —
Sos
alexy (v1)] := exps;
alexn (vn)] = expn;
Sn§

od

where exq (v1) ..exy, (v,,) are functions of the variable vectors v ..v,,, respectively,
expi..exp, are expressions not involving iterative dependent references to ele-
ments of a, and Sini, So..Sy, are statements (possibly skip), and Sy..S, do not
involve assignment to an element of the array a. Note the sequential numbering
of array index functions from 1 to n as they occur in the code.

Let Ry after refinement (5.22) be a formula of the form:
Rii1 = (aler (k)] = expi A ... Naley (k)] = expy, A F),

where e; (k) , ..., e, (k) are functions from the set of natural numbers to the set of
natural numbers and are derived from the array index expressions ex; (v1) ..exy, (vp),
respectively, and F' is a formula.

For every e;(k), where i € [1..n], if there is an e;(k), where j € [1..n], such
that e;(k + C') = ej(k), where C € NT, then the assignment ale; (v;)]:=exp;
is overwritten and made redundant by the assignment ale; (v;)]:=exp; every C
iterations.

Redundant Iterations

Redundancy in assignment to sequence variables must be taken into account
when describing the semantic properties yielded from loops assigning to se-
quences. In order to establish the overwrite pattern of iteration-dependent ar-
ray assignments in a loop, it is necessary to define the set of iterations in which
a value is written to an array element at a particular index which gets over-
written on future iterations. We can then use this set of iterations to identify
which indexed array elements are redundantly assigned.

Let O, 4 be the subset of values for k, the iteration count, where an assignment
alexq (vg)] := expy on the k+1st iteration is made redundant by the assignment
alexy (vp)] := expy, on some (k + 1+ C)th iteration, where 0 < k <k + C.

Op.q is defined formally by
Op,g ={J7 € [0..k][3l € [j..k] (ep(l) = eq(4)) } (5.29)

The special case where an assignment makes itself redundant in future iterations
must also be considered. O, ,, for all p € [1..n] is defined as:

Opp = {j € [0-K] |30 € [j + LK (ey(1) = (1)) } (5.30)
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For example, consider the loop i:=0; do i<20 — a[(i—10)?]:=i; i:=i+1; od.
The assignment a[(i — 10)?]:=1 on iterations 2 through 10 is made redundant
by the same assignment on iterations 12 through 20 respectively.

O11 = {jel0.k]|FNe[j+1.k(I-10)7°=(j—10)%)}
= {jel0.k][Flelj+1.k(l- 10)| =[(j—10)])}
= {jel0.k]Felj+ 1.k ((1—- ) (10—9))}
= {jel0.k]Felj+1.k(I=20-7)}

As an example of calculating the overwrite sets for a sequence of array assign-
ments in a loop body, consider the loop in Program 4.

Program 4 A loop with redundant array assignments
i = 0;
do i< N —

al2i] :=A;
al[i+2] :=B;
i:=1+42;

od

Following the method of the previous section, Ry can be calculated and re-
fined by (5.22) to yield

P=(keNAa[dkl=ANa]2k+2]=BAi=2k+2A2k < N)

Numbering the iteration-dependent array assignments in sequence, starting
from 1, the assignment a[2i] :=A is numbered 1, and the assignment a[i+2] :=B
is numbered 2. So, using the notation above, e1(k) = 4k and ex(k) = 2k + 2.

The set of values of k for which assignment 1 is overwritten by assignment 2 is
given by Os 1, where:

Os1 = {je[0.k][3l € [j.k] (ea(l) = e1(j))}
= {jel0.k]|3lej.k(2+2=14j)}
= {jelo.kPleljkl=2j-1)}
= {jel0.k][j<2j-1<k}
= {jE[O..k]‘1< <k;1}

[ k+1
= [1 2]

The set of values of k for which assignment 2 is overwritten by assignment 1 is



CHAPTER 5. NON-BRANCHING LOOP SEMANTICS 78

given by O o, where:

Or2 = {j€[0.K][3l € [j.K] (ex(l) = ea()
= {je0.k]|3 e [j.k] (4l =25+
+

&ENMﬂGUMO:jQ}

{jemwﬂjsj+1Sk}

{jemwﬂjélsk+1}

{0,1}

For completeness and investigation of redundancy, we calculate O, for all
p € [1..n]. In this example, O1;1 = {} and O22 = {}.

Points of Intersection

Notice in the above example that 1 is an element of both O; 2 and O, ;1. This
indicates that (1,e1(1)) is a point of intersection of the functions e;(j) = 4j
and ex(j) = 2j + 2. That is, j = 1 is a solution to e (j) = e2(7).

Points of intersection are important for modeling the semantics of array assign-
ments in loop bodies. If j is a point of intersection of any two array indexing
functions e, (k) and e4(k), then the array assignments numbered p and ¢ will
both be assigning a value to the same array position in the same iteration,
specifically iteration j + 1. If the array assignment p occurs sequentially af-
ter the array assignment ¢, that is p > ¢, then e,(j) overwrites e4(j) and
alep(j)] = exp, holds. Conversely, if ¢ > p, aleq(j)] = expy holds. Extending
this, if there are m > 2, e;’s, called ¢;,..¢;,, where e;, (j) = €5, (7) = ... = €;,,(j),
then if p = maz (41...im), aep(j)] = exp, holds on iteration j.

If non-deterministic language constructs, such as multiple assignments are used,
the order of array assignments can not be determined. For a multiple assignment
of m assignments to the same array position on the same iteration, any one of
the m resulting equalities may hold, meaning that any derived postcondition
from the multiple assignment, in such a case, will yield a disjunction of m
disjuncts.

Generating the Points of Intersection overwrite set

For deterministic programs, we can describe the semantics of array assignments
that write to a single array element in a single iteration by determining the
iterations on which an intersection occurs, the array index where the intersection
takes place, and the right hand side expression for the overriding assignment on
that iteration. This information forms an ordered triple of iterations, point of
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intersection indices, and overriding values assigned. These ordered triples will
be called Point of Intersection triples.

In order to describe point of intersection triples, we must first identify all of the
iterations where overwrites occur in that single iteration. The first element in
the triple provides the value of k for which there is a point of intersection on
iteration k+ 1. For each of these ks, we then need to identify which assignment
statements in the body of the loop write to the index at the point of intersection
in that iteration. The last of these assignments in sequence determines the value
assigned to that index.

Each triple for an array a, therefore, is of the form (k,%,v), where a[i] is over-
written with the value v on iteration k + 1.

The set of point of intersection triples for an array and a particular loop is
generated by algorithm 4.

Algorithm 4 Generating the set of points of intersection and their overrides

For a loop yielding the m indexed array equalities, ale1(k)] =
ETPL, vy @ € (K)] = €xpp,:

1. Generate the set of values of k£ for which more than one overwrite occurs.
This set will be the intersection of all sets O;;, where i # j. Let S
represent this set, then

S={ll€O0ijNl€OpaNi#jNpF#qA(i#DpViF#q}

2. Next we need to generate for each [ € S, the set of indexing expression
numbers, p, for which [ € O, 4. For all [ in S, let S; be the set of index
expression numbers, p € [1..m], such that:

Si={pel.m]|Fge[l.m]Bl e S(p#qgNle Oy}

3. The set of points of intersection is then given by:

POI = {(l,ey(1),expp) |l € S A p=max (S)}

Applying algorithm 4 to Program 4: We know that O = {0,1} and Oy =
[1..%], then:

1. S ={0,1}n [1.52] = {1}

2. 81 ={1,2}

3. max (S1) =2, so POI = {(1,e2(1),exps)} = {(1,4,B)}

This set contains a single point of intersection triple, (1,4, B). Following from
the above discussion, this indicates that a[4] = B will hold after iteration 2.
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A Formula to Define Array Semantics

Extending (5.28), we propose the following predicate to describe array semantics
in the general case.

An iteration-dependent array assignment will yield an equality of the form
alep(k)] = expp. By induction, it can be stated that for every iteration [ € [0..k]
in which a [e,(k)] is not overwritten in a future iteration, a [e,(l)] = exp, will
hold. The union of all of the overwrite sets for array assignment p, denoted
Ug=1 Oqp» defines all of the iterations on which a [e,(k)] is overwritten. The

array assignment properties yielded from array assignment p can, therefore, be
described by

Vi€ [[0.k] = | Ogp | (alep(D)] = expy)
qg=1

The above section also states that points of intersection must also be considered.
If for every point of intersection triple for an array, the iteration on which that
intersection occurs is prior to the current iteration count, k£ + 1, then the point
of intersection overwrite must be described in the predicate.

We can use these requirements to specify a formula for describing all of the
invariant properties yielded from array assignments. These invariant properties
will be denoted P,5, where

Rw:(ALJWeOmm—Ugwaamkmn:W%»A> (5.31)
V(it,z,exp) € POI (it < k = a[z] = exp)

The initial simple formula (5.28) represents the special case where O, , = ), for
all iteration dependent array assignments p and ¢ to a, and where POI = () for
the array a.

Consider again, Program 4. The overwrite sets are calculated as O1 2 = {j € [0..1]}
and Oy = {j € [1%]} and the point of intersection overwrite set POI =
{(1,4, B)}. By (5.31) the array semantic invariant is calculated to be:

(/\" (e (100 = U, 00) (aley <>1:expp>)A>

V(it,x,exp) € POI (it < k = a[z] = exp)

vl € ([Ok‘] - (0171 @] 02’1))( [ ( ;] = 61‘])1) )

P(].S

Vi e ([Ok] - (0172 U 0272))( [ ( ] = epr)
k>1=ald]=B

i € ((0.4] ~ [155]) (ala] = 4) A )

Vi € ([0..k] — {0,1}) (a[2l + 2] = B) A
k>1=a[4 =B

al0)) = AAVI € [BL +1.k] (a Mu:Aw\)

Vie 2.0 (a2l 2] = B)A
k>1= a4 =B

(a[O] = AAVi€ [k;_—i—l k} (a[4l] = A) AV € [1.K] (a2l + 2] :B))
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Incorporating P,; with Other Invariant Properties

The array assignment equalities, a [e,(k)] = expy, for all p € [1..n] are dropped
from Ry as they are now described by the invariant P,s. Rgy1 now involves
only predicates that do not describe array properties. P, is conjoined to Ry
to give a strong invariant, which we again denote P.

In the example, the equalities a[4k] = A and a[2k + 1] = B are described by
P,s. These equalities are replaced by P, giving

P_(kGN/\i—2k+2/\2k:<N/\ )
"\ a0 =AAVie B +1.k] (a[4l) = A) AV € [L.K] (a[20 + 2] = B)

This can then be simplified, by substitution for k, to give

P:<5—16NM—2<N/\ )
"\ al0]=AAVIie [t +1.L—1](a[dl] =A)AVIE€ 1.5 —1] (a2l +2] = B)

This process is repeated for all arrays assigned in the body of the loop.

5.4.4 Persistent Initialisation of Array Variables

A complete specification of an algorithm which manipulates arrays must not
only describe changes to the array effected by the algorithm, but also describe
the elements of the array that have not changed. In order to begin a discussion
on this topic the following convention and notation is introduced.

Convention. The assignment statement a[] := A[] means that the entire
contents of an array A are assigned to an array a starting from the first array
position and ending on the array position which is one less than the greater of
#a and #A. Such assignments will be referred to as whole array assignments.
The above semantic description of whole array assignment ensures that an as-
signment of an array to another array does not result in “array out of bounds”
type errors. This definition is consistent with our description of arrays as dy-
namically sized sequences. Algorithm 5 extends the strongest postcondition
calculation for whole array assignments.

If a whole array assignment, al[]:=A[], occurs as part of a loop initialisa-
tion then the loop precondition ¢ will imply that Vj € [0..min(#a,#A) —
1] (a[j] = Alj]). If such a term is not a conjunct of @, then it can only be stated
that Vj € [0.min(#a,#A) — 1] (alj] = a[jlo), where a[j]op is some unknown
initial value of a[j]. This assumption becomes important if an uninitialised,
indexed array variable occurs in the RHS of an assignment.

In order to describe array properties that are not changed by the body of a
loop, the set of all changed array positions must be calculated. This set will be
called the Changed Index Set of an array.
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Algorithm 5 sp for whole array assignments

Consider the assignment a[]:=A[], under some precondition ) where ¢ and A
are array variables and @ is a formula of the form @1 V ... V @, where the sub
formulae Q1..Q, contain no disjuncts.

p(@Qall = A[) = sp(@Quall == AV .V sp(@Qual] = A[), where
sp (Qi,al] := A[]) is defined for all i € [1..n] as follows.

For all equalities of the form ale] = F in Q;, where a is an array variable and e
and E are expressions:

1. If an zC-equality occurs in @);, with a[e] being on one side of the equality,
then let the constant symbol occurring in the leftmost of the zC-equalities
for ale] be D, then:

sp(Qi, af] := Al]) = Qi[D/ale]] AVj € [0.min(#a, #A) — 1] (alj] = A[j])

2. If an xC-equality does not occur in @;, and an zv-equality occurs in
Q;, with ale] being on one side of the equality, let the non-ale] variable
occurring in the leftmost xv-equality of @; be w, then:

sp(Qi, al] := A[]) = Qi[w/ale]] AVj € [0..min(#a, #A) — 1] (a[j] = Al])

3. If an xC-equality does not occur in @;, and an xv-equality does not occur
in Q;, and an x f-equality occurs in );, with a[e] being on one side of the
equality, let the non-ale| term occurring in the leftmost x f-equality of Q;
be u, then:

sp(Qi, al] == A[]) = Qi[u/ale]] AV € [0.min(#a, #A) — 1] (alj] = Alj])
4. Otherwise,

sp(Qi, al] := A[]) = Qi [ale]o/ale]]AV] € [0..min(#a, #A)=1] (alj] = Alj])
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Calculating the Changed Index Set

For aloop yielding Ry11, where Ri1 = (alei1(k)] = expi A ... Aalen (k)] = expy),
where e7..e, are functions from natural numbers to natural numbers, and exp;..exp,
are expressions, we can calculate the set of indices of the array a to which the
statements of the loop body wrote a value. The index set of a changed by each
array index assignment, denoted ICj, for all i € [1..n], is given by the set of
values of the index expression, e;, applied to the values of k£ for which e; is not
overwritten.

IC; = pE [OI{?] — O Ojﬂ' ° e,-(p) (532)
j=1

The set of indices of all array elements of a modified by all assignments of a
loop body, denoted IC, is given by:

c=J1¢ (5.33)

=1

The set of all array positions of a not changed by a loop body, called the
Unchanged Index Set and denoted IU, is therefore given by:

IU = [0..4a — 1] — IC (5.34)

Once the unchanged index set has been calculated it is possible to specify the
initial array properties not changed by a loop. For any loop and any array,
a, with an unchanged index set IU, an invariant called the Unchanged Array
Invariant and denoted Ppa, holds. P4 is defined by (5.35).

Pya = Vi€ IU (ali] = ali]o) (5.35)

As with P, (5.25) is applied to Py4 to remove references to ali] for all i € IU.
This substitution is consistent with the discussion of Section 5.2.2.

5.4.5 Array Variables in Assignment RHS

Until now, only assignments to array variables with no iteration-dependent ar-
ray variables in the expression on the right hand side have been discussed.
Consider now assignments of the form ale(i)] :=exp, where i is an index vari-
able (i(k) # ip), e(i) is a function of i yielding a natural number, and exp is
an expression involving at least one term of the form a[f(j)], where j is an
index variable and f(j) is a function of j yielding a natural number. Such
assignments pose additional problems. As an example of such an assignment,
consider a[i+1] :=2*a[i] in the following loop:

{Vj € [0..N] (a[j] = A[j]) Ai =0} The constant equality N = #a—1 also holds
do i<N —
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ali+1] :=2*ali];
i:=i+1;

od;

After the first iteration, a[l] = 2 x a[0], after the second iteration, a[2] = 2 *
a[l] = 2 % 2 * a[0] = 22a[0], continuing after the kth iteration, a[k] = 2¥a[0].
Applying the method described in this chapter there will be a term in Rj4q of
the form a[k+1]x+1 = 2a[k]x, which will yield Vj € [0..k] (a[j + 1] = 2a[j]). This
recursively defines the progression Vj € [0..k] (a[j + 1] = 2/*'a[0]). Defining all
progressions in this non-recursive form is generally useful for verification.

Algorithm 6 defines heuristic rules to handle array predicates describing pro-
gressions.

Algorithm 6 Heuristic rules for array predicates describing progressions

1. For predicates in the iterative-form invariant of the form:
alei(k)]yqq = g (alfi(k)]})

(a) If e;(j) = ei(fi(4)), then:

Vi€ | [0.k] = Ogi | (alei(5)] = ¢+ (alfi(0)])

g=1

(b) Otherwise,
Vi€ | [0k = {J Ogi | (alesli)] = ¢ (a0 [£i()])
q=1

2. For predicates of the form

alei(k)] 1 = g (alfi(k)]pyr)

drop the subscript k£ + 1 and quantify as such:

Vi | 0.k = |J Ogi | (alei(h)] = g (alfi(1)])

q=1

This algorithm will be discussed in relation to the example of Program 5.

For this example, Ry is calculated and refined by (5.22) to give
Ry = (k‘ € N/\a[k:—l— 1]k+1 = Qa[k]k /\a[k]k+1 =3Ntgr1=k+1Nk< N)

There are two equalities in Ry derived from array assignments. Following
the above naming conventions, ej(k) = k + 1, ea(k) = k and fi1(k) = k. The



CHAPTER 5. NON-BRANCHING LOOP SEMANTICS 85

Program 5 Array progression example
{Vj € [0..N] (a[j] = A[j]) ANi =0 Aali] = 3} The constant equality N =
#a — 1 also holds
do i<N —

ali+1] :=2*a[i];
alil :=3;
i:=i+1;

od;

second array assignment does not have a reference to a on the RHS, so there is
no fao(k).

Applying (5.29) and (5.30), 01’2 = {}, 0271 = [O..k‘—l], 0171 = {} and 0272 = {}
By algorithm 4, POI = {}.

The invariant properties of the assignment a[i]:=3, obtained by applying
(5.31), form P,y:
P,s =Vj € [0..k] (alj] = 3)

For the other assignment, heuristic algorithm 6 is applied. In this example, case
1(a) is matched and applied, because e1(j) = j+ 1 = e1(f1(j)) = e1(j). This
yields the following invariant:

Vi€ [[0.k] =] Og1 ]| (alj+1] =27 (a]0])
q=1

This simplifies to the predicate
Vj € ([0..k] — [0.k — 1]) (a[j + 1] = 271 (a[0]))
= alk+1]=2""1(a[0])
which is conjoined to P, to give
P,s = Vjel0.k](alk]
= Vj € [0..k] (a[k]

[k + 1] = 25La0]
k+1] =3 (2k+1)

)
)

=3)Na
=3)ANa
This describes the invariant array properties yielded from the assignments of
the loop body.

The initial array properties that remain unchanged must also be defined. The
changed index set for array assignment 1, calculated by applying (5.32) is

IC, ={k+1}
Similarly, the changed index set for array assignment 2, calculated by applying

(5.32) is
1Cy = [0..K]



CHAPTER 5. NON-BRANCHING LOOP SEMANTICS 86

Therefore, the changed index set for the loop, calculated by (5.33), is

IC = ICLUICy
— 0k +1]

So, by (5.34), the Unchanged Index Set is calculated as

U = [0.#a—1]—[0.k+1]
= [0.N] = [0k +1]

The Unchanged Array Invariant, Py 4, is calculated by (5.35) to be

Pya=Vj € ([0.N] = [0..k +1]) (a[j] = aljlo)

Using the loop precondition, (V5 € [0..N] (a[j] = A[j]) Ai =0), Py can be sim-
plified to
Pya=Vj € ([0..N] = [0..k +1]) (a[j] = A[j])

All predicates in Ry, yielded as a result of array assignments, are dropped
from Ry+1. In the example, this leaves

Rk+1:(k€N/\ik+1:/{?+1/\kZ<N)

Ry is refined for the remaining predicates by generalising over k and dropping
all variable subscripts, to give

P=(keNAi=k+1Ak<N)

P,s and Py 4 are conjoined to P to give a complete invariant, denoted P:

keNANi=k+ 1A
P = Vj € [0..k] (alj] =3) Aalk+1] =3 (2¥1) A
Vj € ([0..N] — [0..k 4+ 1]) (alj] = A[j]) ANk < N

Simplifying the invariant by (5.24) to remove references to the iteration count
k, gives

P = ( i>0AVYj€0.i—1](alj] =3)Aali] =3(2°) A )
Vi e ([0..N] = [0..9]) (alj] = A[j]) Ai < N

Applying (5.26) the post condition is:

(N <inNi=0AVj€e[0..N](alj] = Alj]) Aali] =3)V
(( (i>0AVje[0..z‘1](a[j]—3)Aai]—3(2f)A) ))
Vi € ([0..N] = [0..4]) (a[j] = A[j)) Ni=N
(( (N<iANi=0Aali]=3)V ))
(i>0AVj€0.N—1](alj]=3)Aa[N]=3(2Y)Ai=N)

R =
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Algorithm 7 Modified algorithm for calculating the invariant and postcondi-
tion for loops with array variable assignments.

For a loop of the form {Q}do G — S od, where S is non-branching:
Given an iterative-form invariant , Rg41, such that Rgiq1 = sp (Qr+1, S) apply
the following steps:

1.

10.
11.

12.
13.
14.

Apply the rules in table 5.1 to solve all solvable difference equations in
Rj4q. For any variable, v € v (Rj11), where vy is not known, report an
uninitialised variable defect and use vy = vyg.

. For each of these solutions, apply (5.22) to Rj11.

. Let there be n > 0 equalities ale1(k)] = expi,...,alen(k)] = exp, in

Ry.+1, where a[e;(k)] = exp; represents the predicate yielded from the ith
sequential array assignment in S.

. For every p and ¢ in [1..n] calculate the overwrite set O, , by (5.29).
. For every p in [1..n] calculate the overwrite set O, by (5.30).

. Define the point of intersection overwrite set POI by applying Algorithm

4.

Create the array semantics invariant, P,s, by simplifying (5.31).

. For all equalities in Ry of the form a [e(k)] = a [f(k)], apply Algorithm

6 and conjoin the result to P,

. Calculate the Unchanged Array Invariant, Py 4, by (5.35)

Drop predicates, a[e,(k)] = expy, for all p € [1..n] from Ryy;.

P is now equivalent to the remainder of Ry with all variable subscripts
removed.

Conjoin P,s and Py to P to complete the invariant.
Simplify P.

Calculate the postcondition, R, by applying (5.26).
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Notice how the quantified formula derived from Py 4 becomes trivially true in
the postcondition. This states that there are no elements of the array that were
not changed by the body of the loop.

Algorithm 7 formalises the approach to deriving loop invariants and postcondi-
tions for all loops with non-branching loop bodies where all difference equations
can be solved.

To demonstrate the application of algorithm 7, consider Program 6. Both as-
signments in this example are at some stage redundant.

Program 6 Array initialisation example with redundancy
The constant relation N = #a holds
i:=0; j:=N-1;
{i=0Nj=N-1}
do i < j+4 —

alil:=A; (array assignment 1)
aljl:=B; (array assignment 2)
i:=i+1;
Ji=3+1;

od

1. The initial conditions on an arbitrary k + 1st iteration are:
Qr+1= (k€ NNigy1 =ig A jry1 = Jk Nig < Jr +4)

2. Ry is calculated to be:

R . ke NAalix] = ANalji] = BA
ML ik =ik LA Gk = Gk — LA R < jp +4

3. The difference equations ix11 = ix + 1 and jp4+1 = jr — 1 are solved as
i(k) = k and j(k) = N — k respectively.

4. By (5.22), with i(k) = k and j(k) = N — k , R is refined to:

p. _( kENAaK=ANa[N ~K =BA
FPUT i1 =k + 1A g1 =N —k—1Ak<N—k+4

5. Array assignment 1, a[i]:=A, corresponds to the predicate a[k] = A in
Rj11. This yields the array indexing function e;(k) = k. Array assign-
ment 2, a[j]:=B, corresponds to the predicate a[N — k] = B in Rj1.
This yields the array indexing function es(k) = N — k.
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6. Calculating the overwrite sets by (5.29):

021 = {j€[0.k][3l € [j.k](e2(l) = ex(4)) }
= {jel0.K[Fl€[jk(N-1=))}
= {je[0.k]|jSN—-j<k}

O12 = {je[0.k][3l € [jk](er(l) = e2(4)) }
= {jel0.k[Flejk(I=N-j)}
= {je0.k]|jSN—-j<k}

7. Calculating the overwrite sets by (5.30):

O11 = {}
022 = {}

8. The points of intersection of e; and es are given by

ei(k) = eak)
k = N-k
N

2

Therefore, by applying algorithm (4) the point of intersection overwrite

set is calculated as N N
POI = —. —. B

Figure 5.2 provides a graphical representation of the two array indexing
expressions as functions from the iteration constant to an array position.
In this figure, N = 20 is assumed. The point of intersection at % can
easily be seen.

9. Applying (5.31) P, is calculated as:

P = A [ 70 1—U210qp)<[p<z>1=expm
- »=1 \ V(it,z,exp) € POI (it < k = a[z] = exp)
VI € ([0..k] = (01,1 U O21)) (aler(D)] = exp1) A )
= Vi e ([Ok} - (0112 U 02’2)) (a[ ] = .’Epg
Yehlal¥] o p
Vi€ ([0.k] —{j€[0.k]|j <N —j<k})(all] =

%Skaﬂz[ ]:B
Vie{je€[0.k]|j>N—-3jVN—-j>k}(a]
0..k]

Vie ([0.k] —{j€[0.k]|j <N — J<k})([ l]=B)A)

= Vie{je0.k]|j>N—-5VN—j>k}(a]
Y<k=al¥]=B

_ (vie{jel0.k|j>FVN-—j>k}@[l]=ANa[N-1=B

- S <k=ald]=

10. There are no equalities in Ry of the form a [e(k)] = a [f(k)].



CHAPTER 5. NON-BRANCHING LOOP SEMANTICS 90

N
o
Ji

_._.
® ©
T T

N
=]
>
1 1

- A a A A A g a
© O = N W~ o o N
T T T T T T T T T
1 1 1 1 1 1 1 1

o = N W H OO N
T
1

Figure 5.2: A graphical representation of Program 6 with N = 20

11. Applying ((5.35)) the unchanged array invariant is
Pya =Vj € (0N = 1] = (IN = k..N]U[0.k]) (alj] = aljlo)

12. The array assignment predicates, a[e,(j)] = expp, for all p € [1..n] are
dropped from Ry leaving

R]H_l:(kENAik+1:k+1Ajk+1:N—k—1Ak<N—k+4)

13. The remainder of Ry is refined by dropping the subscripts giving
=(keNANi=k+1ANj=N—-k—1ANk<N-—-k+4)

14. P,s and Py 4 are conjoined to P giving:

keN/\i:kz—i—l/\j:N—k:—l/\k<N—k+4/\
Vie{jel0.k]|j>FVN—-j>k}(alll]=AAa[N—1]=B)A
Vj€[0.N—1] = ([N = k..NJU[0..k]) (a H—a[y]oM

Y <k=a[§]=8B

P =

15. P is simplified by applying (5.24) to give

1>0AN)=N—-iANi—1<N—i+14+4AN
Vle{yeOz—l‘]>ﬂ\/N—]>z—1} []=AAa[N -1 =B)A
Vj€[0.#N — 1] — ([N —i+ 1.NJU [02—1])([}= aljlo) A

¥<i—-1=alf]=8B

i>0ANj=N—iAi—1<j+5A
Vie{jel0.i—1]j>FVN-j>i}(all]
V5 € [0.N — 1] — ([0..i = 1] U [j + 1..N]) (a[j]
I<i-1=a[f]=B

P

ANa[N =1]=B)A
aljlo) A
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16. The postcondition is calculated by (5.26) as:

R = (-GN (QVP))
12> 7 +4N
1=0Nj=NV

1>0ANj=N—-1ANi—1<j+5A
Vie{jel0.i—1][j>TVN-j>i}(alll]=ANa[N—1]=DB)A
Vi €[0.N —1] — ([0..i — 1] U [j + 1..N]) (alj] = aljlo) A
F<i-1=a[f]=B

The first disjunct, i > j+4Ai=0Aj =N, is false

because N = #a and so must be a natural number.

1>0ANjJ=N—-iANj+4<i<j+5A

vie{jel0.i-1]|j>5VN—-j>i}(alll=ANa[N—-1=B)A

vj € [0.N —1] = ([0..N]) (a[5] = a[jlo) A

J<i-1=a[§]=8B

i>0Nj=N—iNj+4<i<j+5A

\ﬂe{je[0..i—]1v]|j>%VN—jzi}(am:AAa[N—Z]:B)A

Y<i-1=a[¥]=8B

5.4.6 Detecting One-Too-Many and One-Too-Few Defects

It is possible to support defect detection by automating procedures to yield
information that supports reasoning about a program in terms of certain classes
of defect. This section describes a procedure to provide information to assist
in investigating one-too-many/one-too-few type defects. An inspection rule is
defined to make use of these procedures.

We can do a range analysis on all quantified expressions, by investigating what
happens at the upper and lower bounds. Because these bounds are constructed
from, k, the iteration count, they correspond to the initialisation and the last
iteration of the loop. The corresponding analysis of the bounds of quantified
expressions in a loop’s postcondition can, therefore, be used to reveal defects
where a loop body has been iterated one too many or one too few times. These
are common defects that are usually the subject of specific tests, and generally
only found in inspection by a symbolic execution of the code.

Program 7 Strange Array Initialisation Example

i = 0;

doi#N —
alil:= 0;
i=1i+1;
ali] := 1;
i=1+ 2;

od
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The postcondition of the example loop of Program 7 calculated by (5.26) is:
R = (-GA(QVP))
_ ([ $€NAi=NA
o\ vief0.t-1](a3j]]=0Aal3j+1]=1)

Investigating the quantified formula at its lower bound, j = 0, it is determine
that a[0] is the first element to be assigned a value of 0 and that a[1] is the first
element to be assigned a value of 1.

Investigating the upper bound, j = % —-1= % — 1, of the quantified formula,

it is determine that a[3 (% —1)], that is a [N — 3] is the last element to be

assigned a value of 0 and a [N — 2] is the last element to be assigned a value of
1.

This information is easily calculated for all quantified formula in a loop’s post-
condition, and has the potential to be provided automatically. Such a procedure
is, therefore, useful as it removes the need for a verifier to perform static anal-
ysis or conduct testing, interpreting the results to determine the correctness of
a loop with respect to the iteration count.

An Inspection Rule for Repeatable Array Bound Defect Detection
The procedure of investigation of array range references is summarised by in-
spection rule 3.

Inspection Rule 3. (Array Bounds Defect Detection)

For a loop of the form {Q}do G — S od, where S is non-branching, and the
invariant after at least one iteration is P and the derived postcondition is R:

Investigate Array Reference Defects

For all quantified formulae in R of the form Qj € [l..u](e), where @ is a quan-
tifier, derive the first element of the sequence:

first =e[l/j]
and derive the last element of the sequence:

last = e[u/j]
For any variable, v, where v € v(G) Nv(e), for every equality, v = E, substitute
first[E/v], last[E/v].

Investigate first and last for each substitution with respect to array bounds
by answering the following inspection questions:

e Does first refer to an array element less than zero?

e If the array size is bound, does last refer to an array element beyond this
upper bound of size?
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e Does first refer to an array element less than or greater than the first
element expected to be described by the quantified formula (often 1 too
small or one too large)?

e Does last refer to an array element less than or greater than the last
element expected to be described by the quantified formula (often 1 too
small or one too large)?

5.4.7 Related Work

Most closely related to the work in this section regarding the generation of
invariants from program code with arrays is that of Katz and Manna [61].
In this work loop structures with certain properties must be matched with
heuristic rules to yield an assertion about an array property maintained by a
loop. These assertions are generally of the form Vj € <j-indez> (<j-array>)
or 3j € <j-index> (<j-array>), where <j-inder> is a claim about array in-
dices and <j-array> is a claim which is made about the array itself. They
provide top-down heuristic rules for deriving invariant assertions from a known
postcondition and loop information as well as bottom-up rules for constructing
invariants from program code. The work presented in this section relates to the
bottom-up rules.

Katz and Manna [61] present a number of rules for investigating loop structure
to find the <j-inder> and a number of rules for identifying the <j-array>. The
rules for identifying the <j-index> are dependent on being able to find a counter
variable in the loop body that is used as an array index and determine the set
of values that that variable assumes when used as an array index. The rules
for identifying the <j-array> rely on being able to determine if an assignment
on an arbitrary iteration assigns a value to an element whose index is in the
<j-index> at the commencement of that iteration and if the assertion yielded
as a result of that assignment can be written as a conjunct which is valid for all
elements added to the domain of <j-index>. Essentially these rules allow one
to identify assertions yielded as a result of assignments in searches and sorts.
It does not seem that they are applicable in the case of the poorly structured
loops involving redundant assignments described in this chapter.

The algorithms presented in this chapter are capable of describing both the
index properties and array assertions in a single calculation. The <j-inder> is
simply the range of the iteration count, which is always [0..k] and the <j-array>
assertion is presented with respect to a function of this range describing the set
of indexed array elements that the assertion describes. This indexing function is
obtained by simple substitution. So, for non-branching loops, if P is a predicate
in Rgy1 involving an array a, then a universally quantified invariant assertion
of the form Vj € [0..k](P[j/k]) can always be calculated. If a variable exists
for which there is a solvable difference equation with respect to k, then this
variable may be used to substitute for k. This algorithmic approach lends itself
a lot more to implementation than an entirely heuristic approach.
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We present the following example, described in [61], to discuss the advantages
and disadvantages of the method proposed in this thesis:

{a=a?NaeseqNAN < #a}
i:=0;
doi<n—

alil :=0;

i:=1+7;

od

Applying the heuristic rules in [61], we would try to find a counter used as an
index that is incremented or decremented by 1 in every iteration. Asi ,the only
index variable used, is not incremented or decremented by 1 we would then
apply another heuristic rule to make an invariant assertion about ¢ then use
this assertion with a second heuristic to describe the <j-index>. Conditions on
the equality resulting from the assignment are then matched and heuristic rules
accordingly selected, eventually yielding the invariant assertion

Vi(0<j<iAIn(n>0Aj=7Tn)=al[j] =0)

This approach relies on the application of a number of heuristic rules and does
not assert anything about unchanged array elements.

The algorithms presented in this chapter have been largely automated. The
prototype tool implementing Algorithm 7 is able to calculate the following in-
variant:

<kGN/\n:n?/\7><k<n/\i:7><(1—|—k)/\ >
Vi€ [0.k] (a7 xj]=0)AVje ([0.#a—1]—{e€[0.k] o7 x e})(a[j] =a?]j])

The implementation is straight forward as it is not reliant on matching con-
ditions to select heuristics®. Notice that the derived invariant also asserts an

invariant involving the array elements not changed as a result of the loop body.

The heuristic rules presented by Katz and Manna are capable of identifying
invariant assertions from loops such as searches and sorts with a more complex
loop body structure. The algorithms presented in this chapter are not capable
of dealing with loops with branched loop bodies. We extend the approach
presented here with heuristic rules in the next chapter to address these types
of loops.

The boundary violation checking process and inspection rules in the previous
section are comparable to a number of existing, automated static analysis tech-
niques for identifying boundary violations such as those described in [5] and
those implemented in the 1lint family of tools. The main benefit of the ap-
proach presented in this chapter is that it is integrated with the calculation
of the postcondition. As such the prototype tool is capable of generating the
boundary violation inspection questions as part of the invariant and postcondi-
ition calculation process.

This is not the case where redundant assignments are involved.
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5.5 Using Calculated Semantics for Maintenance

Consider again program 5 which yields the following postcondition:

_ N <iNi=0AAali] =3V
k= <( i>0AVj€0.N—1](alj]=3)Aa[N]=302")ri=N )>

This result highlights another use for the derived semantics. Assume that for
this program, the calculated postcondition indicated that the program was
correct. The loop above is actually an untidy and difficult to reason about
algorithm for establishing this postcondition. Without the calculated
postcondition, it requires quite a deal of thinking about to figure out what it
is doing. For this reason it is likely to be difficult to maintain in the absence
of a formal description. We can, however, use the calculated postcondition to
derive a more readable and maintainable program, which also achieves this
postcondition. For example, the above program can be rewritten as the more
readable, and hence, maintainable:

{Vj € [0..N] (a[j] = A[j]) ANi=0Aali] = 3} The constant equality N =
#a — 1 also holds
do i<N —

alil :=3;
i:=i+1;
od;
a[N]:=3x 2V;

If this new program was not derived in a formal manner from the calculated
postcondition, the postcondition would be calculated for this program and com-
pared for correctness against that of the original. Following the steps outlined
in this chapter, the postcondition of the loop in this new program is

N <iAi=0AAali] =3V
( i>0AYj€[0.N—1](a[j] =3) Aa[N] = A[N]Ai=N )

Applying the strongest postcondition predicate transformer to this predicate
and the assignment statement after the loop yields the following postcondition:

N <iAi=0AAali] =3V
<z’>0/\Vje[O..N—l](a[j]:3)/\a[N]:3(2N)/\i:N>

Therefore, the new program is semantically equivalent to Program 5. How-
ever, the new program is more readable than the original. Automated tool
support would make this a seamless verification step in the development and
maintenance process.

5.6 Conclusion

In this chapter we have presented an approach to generate invariants and post-
conditions from the iterative-form invariant for loops with non-branching loop
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bodies. We discuss algorithms for generating invariants by solving difference
equations in the iterative-form invariant. A table of difference equation solu-
tions which are implemented in the current prototype is presented. A significant
contribution of this chapter is a largely algorithmic approach for deriving uni-
versally quantified invariants from non-branching loops involving arrays. We
compare this approach to the bottom-up heuristic approach in [61]. Further
algorithms and heuristic rules are introduced which deal with deriving correct
invariants from poorly structured loops involving redundant assignments to ar-
ray elements. Inspection rules for finding boundary violations using the derived
postcondition are also discussed.

Algorithm 7 is formulated describing a mechanisable process for generating all
invariant assertions from non-branching loops. Of the steps in this algorithm, all
except those dealing with redundant assignments (4-9) have been implemented
in the prototype.

The algorithms discussed in this chapter are not capable of generating invari-
ants for loops with branching loop bodies. The following chapter introduces
algorithms and heuristics for dealing with many classes of loops fitting this
description.



Chapter 6

MBS Loop Semantics

The derivation of invariants for loops with non-branching loop bodies, as defined
in the previous chapter, is simply an application of mathematical induction.
Loops with branched loop bodies are quite different and much more difficult to
analyse. In this chapter we define a number of heuristic rules for deriving in-
variants from loops with multiple paths through the loop body. Before formally
defining these rules, we discuss the problem of analysing the semantics of loops
with multiple paths through the loop body.

6.1 Problems Deriving Invariants and Postconditions
from Multiple-Path Loops

The strongest postcondition predicate transformer for loops [24] yields disjunc-
tive predicates, where the number of disjuncts is bound by the number of po-
tential iterations of the loop. For example, consider the Find-First-Maximum
algorithm in Program 8.

Program 8 Find First Maximum|[26] loop
{a] = AJAN = Ha -1}

i:=0; p :=1i;

doi#*0N —
if alp] > ali+1] —
i=1i+1;
(1 alp] < ali+1l] —
p := i+1;
i=1i+1;
fi;
od

97
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The strongest postcondition of this program written as a disjunction is

p=0AVj € [l.N](alp] > alj]) vV

al0] < al[p] A\p=1AVj € [2.N](a[p] > a[j]) V
LV

Vj € [0.p—1](alj] <alp) Np=N

Ni=N

The depth of this calculation is bound only by the arbitrary size of the sequence
being searched. Due to its arbitrary size, the postcondition yielded is difficult
to use in any form of verification, particularly verification based on human
reasoning. A conjunctive form of the postcondition is generally much more
useful for verification.

The problem of calculating a conjunctive invariant and postcondition, for a
multiple-path loop, using only variables accessible to the loop is illustrated with
the Find First Maximum loop. This loop has the branch successor graph (BSG)
[80] shown in Fig. 6.1. Without knowing what « is initially, it is impossible

Iteration k Iteration k+1
B2 B2

Figure 6.1: BSG for Find First Maximum

to determine how many times, and in what order, branches By and Bs will
be iterated, and therefore, impossible to directly calculate a value for p with
respect to a.

Formally this problem can be introduced by analysing the update functions of
loop variables. The concept of an update function will be used to define the
changes to a variable as a result of iterating a loop through a particular path.

Definition 7. For aloopdo G — S od, where there are multiple paths through
S, given any variable z € v(Q) Uv(G) Uv(S), Qr+1 = Tr+1 = zx and
Ript1 = Tp41 = ¢i (xr), where R; ;11 is the disjunct of Rpi; correspond-
ing to an iteration through path i. We call ¢;(x) the update function of x for
path 1.
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For example, if R; 41 = 41 = 75 + 1, then the update function of x for path
i, is given by ¢;(z) = = + 1.

Any variable x accessable to a loop will have an update function corresponding
to each of the different paths. In general, it is impossible to determine exactly
how many times and in which order these update functions will be applied. A
2-path loop will be used to explain formally the problem of determining the
succession of iterations.

Given any 2-path loop in which a variable z is updated by the function ¢ (x)
in path 1 and ¢o(x) in path 2. The strongest invariant statement we can make
about x after an arbitrary k -+ 1st iteration is given by the following.

Let (p1,...,pn) be a combination satisfying
In>0(p1 >0AVj€2.n](0<pj))Api+p2+...+p=k+1)

then
1 = O (057 (877 (- (65" (20)))))

Here we have introduced auxiliary variables(py, ..., p,) to construct a conjunc-
tive form of invariant. Such a conjunctive form is difficult to use in reasoning
about correctness as pi,...,p, are not accessible. Without direct execution
under specific input conditions, values for n,pi,...,p, can not be determined.
The problem is that unless n is known, and exact values for each of pi,...,pn
are known, we can not, in general, describe the value of z and, therefore, can
not describe the strongest invariant properties of z! .

Pan [80] suggests the derivation of the Strongest Accessible Conjunctive Post-
condition and Strongest Accessible Conjunctive Invariant as a conjunctive form
of postcondition and invariant, involving only variables accessible to the loop.
The strongest accessible conjunctive postcondition and invariant derived must
be implied by the strongest postcondition and invariant, respectively.

The remainder of this chapter focuses on calculation methods for deriving
strongest accessible conjunctive invariants and postcondition directly from loop
code.

6.1.1 Related Work

A number of techniques have been developed to proceed toward the automatic
generation of invariants for loops with more than one path through the loop
body [41, 62, 80, 9, 11, 36, 88, 30]. These techniques are largely focused on
the automatic identification of candidate invariants useful in formal proofs of
correctness, with the exception of [80] which focuses largely on the derivation
of invariants to support loop normalisation.

1Under special conditions the strongest invariant properties of a variable = can, indeed, be
derived from a disjunctive iterative-form invariant. The next section describes these special
conditions, and presents an algorithm for calculating a value for x after a k + 1st iteration
where these conditions hold.
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The work in this chapter is an extension of the algorithmic and heuristic tech-
niques of [62] and [80]. The focus of the presented techniques is on the definition
of heuristic algorithms, amenable to automation, and general in the sense that
they are based on semantic transformations, not syntactic transformations, and
are therefore language independent.

6.2 Constructing Invariants from MBS Loops

The remainder of this chapter defines an approach to constructing strong and
conjunctive invariants for MBS loops by composing invariant properties which
can be derived directly from the iterative-form invariant with invariants which
are yielded as a result of transforming the iterative-form invariant. As such,
we describe an approach which is not a single algorithm or technique, but a
composition of techniques to calculate parts of the larger invariant, and rules
for the composition of the parts. This approach is summarised in algorithm 8.
Algorithm 8 is expanded at the end of this chapter to refer to the techniques
discussed within for deriving parts of an invariant.

Algorithm 8 Invariant Construction Strategy
For an MBS loopdo G — if C; — 87 [] ...[]C, — S, fi od,

1. Calculate Rjy1 by the method of chapter 4.

2. Derive any invariant properties implied by Ry1.

3. Calculate strong invariants from the branch-iterative invariants R; jy1
4. Infer invariant properties from these strong invariants

5. Compose the conjunctive loop invariant as the conjunction of the invari-
ants implied by Ry11, and the invariants inferred from the strong branch-
invariants

6.2.1 Multiply Branched Statement (MBS) Form

In order to simplify the analysis of loops and the extraction of loop invariants
by algorithm 8, we consider a normal form for loops called a multiply branched
statement (MBS) form [28, 80]. Pan and Dromey [28] introduce a systematic
technique called loop rationalisation to apply transformations to a loop, based
on the wp and sp predicate transformers, to derive an equivalent, however
simpler, MBS loop structure. A loop that has undergone transformation to the
MBS form establishes the same postcondition as the original loop form.

An MBS loop has the form
do G — if C; —S8; [1 ...[0C, — S, fi od

where C; V ... V Cp, = true and Vi,j € [1..n] (i # j = C; = —C;).
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Definition 8. A well-structured loop is a loop which has a strongly connected
branch successor graph (BSG). That is, every node, corresponding to a path
through the loop body, connects directly to all other nodes [28].

In a well-structured loop there is no logical redundancy in the loop and branch

guards.

Definition 9. A normalised MBS loop is defined as a well-structured loop with
an MBS loop body.

We assume that all loops have been transformed, by the systematic approach
defined in [28], to an equivalent, normalised MBS loop form, before application
of algorithm 8.

Consider an MBS loop of the form:

{Q}

do G —
if C7 — 5
0 Cy — 5
fi

od

An iterative form invariant derived from such a loop has the following properties.
Let R; 41 be sp(Qrt1 A Chy, S;) for i € [1..n], then R; ;1 is conjunctive and
calculable. R; ;41 is an iterative form-invariant for an iteration passing through
branch i on an arbitrary k 4 1st iteration. The iterative form invariant for the
entire loop, denoted by the usual Ry, is

Ri1 = (\/ Ri,k—i—l) (6.1)
i=1

Consider program 8. The find first maximum loop’s iterative-form invariant is
calculated as

Ry

where

Rip1 =

and

Rop1 =

(kGN/\ik7éN/\a[pk]k+1Za[ik+1]k+1/\ik+1:ikJrl/\pkH:pk./\akH:ak)\/
(k€ NAix # N Aalprlyy < alix+ 1,4 Akgr =ik + 1A prg1 = i + 1A agg1 = ag)

(kGN/\ik#N/\a[pk]k_,’_lZa[i}g+1]k+1/\ik+1:Z'k"‘rl/\pk+1 zpk/\akJrlzak)

(k‘EN/\ik#N/\a[pk]kJrl<a[ik—|—1]k+1/\ik+1zik+1Apk+1zik—&—l/\ak+1=ak)

The properties of MBS loop are exploited in the remaining techniques for in-
variant derivation.
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6.3 Deriving Conjunctive Invariants from the Iterative-
Form Invariant

In this section we introduce theories and techniques to exploit the iterative-
form invariant Ryy1 to derive strong, conjunctive invariants for a loop. These
techniques are applied to 41 as a whole as well as each of its disjuncts, R; j11.
Initially we introduce techniques for identifying simple relationships, explicitly
maintained by all branch-iterative invariants. Techniques are then described
to identify and derive formula describing conditional functions. Finally in this
section, we describe an approach useful for deriving range and ordering type
invariant relationships.

6.3.1 Common Formulae

A formula maintained by all branches must be invariant. That is, given an n-
branch MBS loop yielding the iterative-form invariant Ry = \/ie[l“n] R j41,
if Vi € [1.n](R;r41 = F), then F is invariant. If F' describes a difference
equation in iterative-form, then the solution to this difference equation, and
any substitution in F' using that solution, is also invariant.

For example, considering the loop in the Find First Maximum program, we can
see from the iterative-form invariant calculated in section 6.2 that Rj 11 =
(ik % N Nigai1 =i + 1) and RQ’]CJ,_l = (Zk #= N A Tl = g + 1), so Ri+1 =
(i # N Nigy1 =i + 1), and both i, # N and i1 = i + 1 are invariant. The
equality ix4+1 = ix + 1 describes an iterative-form difference equation, so the
solution, i(k) = k and the substitution of that solution in the common part of
Ry11, yielding k # N Aipy1 = k + 1, are also invariant.

6.3.2 Conditional Functions

This section describes heuristic rules for solving iterative-form difference equa-
tions describing multiple update functions for scalar variables, where the iterative-
form invariant has special properties. The properties that are considered here
are those displayed in iterative-form invariants yielded from algorithms which
calculate conditional sums, conditional products and conditional copies of se-
quences of values.

Conditional Sums

A conditional sum occurs in a program when a variable is used to sum the
values of a sequence that meet a set of criteria. For example, the sum of the
positive values in an array, or the sum of every third number between 0 and
100.

We begin by looking at the iterative-form of a 2-path conditional sum over the
elements of a sequence. This form of conditional sum, will sum one of two
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expressions, depending on the outcome of some set of conditions. The set of
conditions determining the value that is added to the sum is defined by the
guard conditions for that path.

An iterative-form invariant Ry 1, that describes a 2-path conditional sum has
the following property:

(Vkr1 = v+ E1 ANC)V ) (6.2)

R =
k1 ( (vk+1 = + FEa A —\C)

where v is a scalar variable, and E; and Es are expressions (possibly an implicit
0), which are composed of only constants, or variables associated with solvable
difference equations independent of v. If any of the variables in either E; or Fs
are dependent on v then the following solution does not apply.

An iterative-form invariant with property (6.2), implies that after the corre-
sponding loop has iterated k times (k > 0), the variable v will be equal to
vo + (k1 X E1) + (k2 x Eg), where k1 > 0 and ko > 0, and k; + ko = k. Present-
ing the information in this form is difficult and not very useful for verification.
There is a need to introduce an iterative count, k;, for every path through the
loop. We realise that all of the kq iterations that add Fq to v correspond to
iterations where the guard condition C' holds, and all &k, iterations that add Es
to v correspond to iterations where the guard condition —C' holds.

We can represent the value of v after some kth iteration, and hence the solution
to the difference equation implied in (6.2), as

Ei[i/k], if C'[j/k]
= Oz,;n{Eﬂ/k it ~C'j/ I (03

where Ef, El, and C' are the expressions E1, E» and C, respectively, with all
variables substituted with their respective difference equation solutions. These
solutions refer to the iterative count k. We use a variable, j that is not used by
the program, as a bound variable for the sum to generalise the iterative-form
sum over all iterations between iteration 0 and k£ — 1.

Consider the following loop, for example:

{s€seq TN#s=N}
i :=0; sum := 0;

do i< N —

if s[i] > 0 —

sum := sum + s[i]; 1 := i + 1;
(1] sli]l < 0 —
sum := sum + -2s[i]; i := i + 1;

fi
od
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Calculating the iterative form invariant, we get

ke NANigr1 =i+ 1A < N A Sgp1 = SkA
Ry = (sumpi1 = sumy, + s [ig) A sig] > 0)V
(sump41 = sumy, + —2s [i] A s[ig] < 0)
We first solve the common difference equations yielding the solution i(k) = k
for i, where ig = 0.

Ry implies
((sumps1 = sumy, + s [ig] A sig] > 0) V (sumgy1 = sumy + —2s [ig] A s [ig] <0))

By (6.2), we determine that Rj,q implies a 2-path conditional sum. By (6.3),
we calculate the difference equation solution for sum as

s (5], if s[j] > 0
sum(k) = Z { e e
—2s[j], ifs[j] <O
et [7] [7]
We now have difference equation solutions for all variables accessible to the loop
and can compose a conjunctive form invariant, P. Referring to the solutions
for ¢ and sum we can state that after an arbitrary k + 1st iteration, i = k + 1

B slj], if s[j] >0
and sum = Zje[o.-k] { —2s[j], ifs[j] <0

an arbitrary £ > 0, we can compose the following invariant, P:

. As this has been determined for

. S
P = [keNANi=k+1Ak<NAsum= Y {S_[‘zﬂs’['] iizﬁlg
Fe€l0..k] ok J
B ‘ s 4], if s[j] >0
= <i< =
tcisnnmm= 55 {0 0

jel0..i—1]

The above two branch refinement rule can be extended for an n branch con-
ditional sum. An iterative-form invariant calculating an n-branch conditional
sum with a variable v, has the property

Vp+1 = v + E1 ANC1V

v = Ey A CqV
Ry = ... A k41 k1 L2 2

(6.4)
V41 = Uk + En A C’n

where v is a scalar variable, F1, ..., E, are expressions composed of only con-
stants, or variables associated with solvable difference equations whose solutions
are independent of v, and C1, ..., C), are conditions corresponding to guard con-
ditions for the n respective paths.

Extending (6.3), we can establish the following definition for the difference
equation solution for v:

Exlj/k], it C1'[j/H]
) =0t 3 .l*?g'b/k]’ if Co'[j/k] (6.5)
EL[j/k], if C/[j/K]



CHAPTER 6. MBS LOOP SEMANTICS 105

where E1, ..., E/ and C1,...,C) are the expressions F1, ..., Fs and Cy,...,Cy,
respectively, with all variables substituted with their respective difference equa-
tion solutions.

Conditional Enumeration The term conditional enumeration is used to
describe a class of program that counts only items of a sequence which meet
some selection criteria. For example, a program to count the number of even
numbers in a sequence would be an example of a conditional enumeration with
the selection criteria being that the items counted are even numbers.

Conditional enumerations must increment some variable, say count, by one for
every element in the sequence that matches the selection criteria C'. An n-path
conditional enumeration will yield an iterative-form invariant with the following
properties:

Ri11 = .. .V(countyiq1 = county + 1 A\ Cy) V...V (countyy1 = county A Cp)V...

(6.6)
where C1, ..., C, are conditions and a, b € [1..n], and count is a natural number,
and at least one branch increments count by 1 and at least one branch does not
update count, and all branches either do not update count or increment count
by 1.

Because some of the paths do not increment count, there is no single difference
equation to solve for count. The iterative form implied by (6.6) is, however,
just a special case of that implied (6.4) where the FE;s are either the constant 1
or 0.

If we let U be the set of all path conditions, C/, where R; ;41 = countyy, =
county, +1AC;, and C/ is the condition C; with all difference equation solutions
substituted, then from (6.6) we can deduce the following difference equation
solution for count

count(k) = county + Z { (1]a if Veep cli/kl (6.7)

otherwise

This can be written more naturally using set notation as:

count(k) = county + # {j € 0.k —1]| \/ c[]/k‘]} (6.8)

ceU

For example, consider the following simple loop to count the positive numbers
in an array of numbers:

{s€seq ZAN#s=N}
i := 0; count := 0;
do i< N —

if s[i] > 0 —
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count := count + 1;
i=1i+1;

[1 s[i] < 0 —
i=1i+1;

fi
od
Calculating the iterative form invariant, we get

ke NAig =i+ 1Ni < NA
((county4q = county, + 1 A s[ig] > 0) V (countyiq = county, A s [ig] < 0))

Ry 1

We first solve the iterative-form difference equations common to all disjuncts of
Ry11. In this case, the iterative-form difference equation iyy; = i + 1, where
ip = 0 has the solution i(k) = k.

Examining Ry, we see that
Ri11 = ((countpi1 = county + 1 A sig] > 0) V (countyi1 = county A s [ix] < 0))

This has the properties described by (6.6). We can, therefore, calculate the
following difference equation solution for count by (6.7):

count(k) = Z { 1, if s[i(j)] > 0

0, otherwise
j€[0..k—1]

By (6.8), this is equivalent to the more natural form using set notation
count(k) = #{j € [0.k — 1] | s[i(4)] > 0}
Substituting the difference equation solution for ¢, this is simplified to
count(k) = #{j € [0..k — 1] | s[j] > 0}

As there are no other variables involved we can produce the invariant P by
substitution and composition.

P=(keNAi=k+1Ak<N Acount =#{j€[0.k] | s[j] > 0})

Removing all references to the iteration count k, by substitution, this invariant
is simplified to

P=(1<i<NAcount=#{j€[0..i —1] | s[j] >0})
Using this invariant, we then apply (5.26) to calculate the postcondition

R=(i= N Acount = #{j €[0..i — 1] | s[j] > 0})
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Conditional Products

Similar reasoning to that above may be used to derive results for condition
products.

A conditional product occurs in a program when a variable is used to represent
the product of those elements of a sequence meeting a set of criteria.

An iterative form invariant, Ryy1, of an n-path MBS loop which specifies a
conditional product will have the following property:

Vg1 = Uk X B4 A C1V

V41 = Uk X Eo A CaV

R = ... A (6.9)

Vg1 = Uk X Ep ACyy

where v is a scalar variable, F1, ..., E, are expressions composed of only con-
stants, or variables associated with solvable difference equations whose solutions
are independent of v, and (', ..., C, are conditions corresponding to guard con-
ditions for the n respective paths.

From this iterative-form we can establish the following definition for the differ-
ence equation solution for v:

Ei[j/K], if Ci'[j /K]
o) =vox [[ | P/ /A (6.10)
R WA TN XNl
where EY, ..., E/ and C1,...,C) are the expressions F1, ..., Fy and Cy,...,Cy,

respectively, with all variables substituted with their respective difference equa-
tion solutions.

For example, consider the following loop:

{s€seq TN#s= N}
i :=0; prod :=1;
doi< N —
if s[i] > 0 —
prod := prod * s[i]l; i :=1 + 1;
[] S[i] S 0 —
prod := prod * ((s[il+1)?); i := i + 1;
fi
od

Calculating the iterative form invariant, we get
ke NANigr =i+ 1N < NASpp1 = Sk
Rep1 = (prodi4+1 = prodys [ig] A s [ix] > 0)V
(prodkH = prody, <(s [ix] + 1)2> A s i) < 0)
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We first solve the common difference equations yielding the solution i(k) = k
for ¢, where 79 = 0.

The formula

((prod;H_l = prodys [ir] A s[ix] > 0) V (prodk+1 = prody, ((s [ix] + 1)2) A sig] < 0))
implied by Rji1, indicates by comparison with the form of (6.9), that Ry
describes a 2-path conditional product.

By (6.10), we calculate the difference equation solution for prod as

prod(k) = H { f[]]’ %f SM >0

j€[0.k—1] s[i]+1)%, ifs[j] <0

We now have difference equation solutions for all variables accessible to the loop
and can compose a conjunctive form invariant, P.

_ . slil, if (j] > 0
P = keNAi=k+1ANk<NAprod= Py
g {Ik]{ (slil +1)°, i sl <0
: s[il, if s[j] >0
= 1<i< N Aprod= Iy
S [OH]{ (sl +1)%, i s[j] <0

Rules for Universally Quantified Conditional Formulae

This section defines heuristic refinement rules for deriving universally quantified
formulae from disjunctive iterative-form invariants yielded from MBS loops. We
attempt to match the structure of the iterative-form invariant to a form which
indicates a quantified conditional formula.

Assume that we calculate Ryq for an n-path loop, where some predicate, F',
regarding an array variable, a, is maintained by every path, through the loop
body, then Ri+1 = F(a) would hold. By the procedure presented in the pre-
vious chapter, if F'(a) does not involve an equality of the form a [f (ix)],; =
g (a[f (ir)])), we could generalise this iterative form over all iterations and state
that Vj € [0..k] (F'(a)[j/k]) is invariant, where F” is F with all variables sub-
stituted with their respective difference equation solutions.

Now, consider a multi-path loop which maintains a predicate of the above form
for at least one, but not all paths through the loop. We can no longer generalise
as we did above because F'(a) is dependent on some set of conditions being met.
These conditions correspond to the disjunction of the guards for the paths which
imply that F'(a) holds. We can strengthen the above universally quantified
formula to a form

Vj € [0..k] (conditions met on iteration = F’(a)[j/k])

It follows from this discussion that the following theorem holds.



CHAPTER 6. MBS LOOP SEMANTICS 109

Theorem 6.1. [Conditional Universal Quantification]

For a sequence variable, a: If = (Ry4+1 = (F(a))), and 3p € [1..n] (Rp k+1 = (F(a))),
and U is the set of all, CZ’), where C), is the path condition for a path, p, where
Rpri1 = (F(a)), and C, is C, with all variables substituted with difference
equation solutions, then we can generalise the following:

Vi € [0..k] ((\/ c[j/k]) = F’(a)[j/k:]) (6.11)

ceU

where F'(a) is F'(a) with all variables substituted with their respective difference
equation solutions.

Consider, for example, the following simple branched loop to copy the positive
values from array a to array b.

i:=0; j:=0;
doi !'=N —

if al[i] < 0 —

i:=i+1;

[0 ali] >= 0 —
b[j] := alil;
i:=i+41; j:=j+1;

fi;
od;

We are given no precondition, so we assume the precondition true for this code
segment. This means that the loop precondition, by applying the strongest post-
condition predicate transformer to the initialisation, would be @ = {i = 0 A j = 0}.

The iterative-form invariant is calculated as
kENAik+1=ik+1Aik#NA
Ry = ( Jht1 = Jr A alig]y, <OV )
Jk+1=Jk+1ANa [ik]k-ﬂ >0AD [jk]k+1 =a [ik]k+1
Splitting this invariant to examine the two branch-iterative invariants we find
R1’k+1 = (/ﬂ ENAtgyr1 =t + 1A Jrt1 :jk/\a[ik]kH < 0OA #N)
from path 1 and from path 2

_(kGN/\ik+1=ik+1/\jk+1:jk+l/\ )
R py1 =

aliclyr = 0ONAb [kl = alik]pyy Nk # N

We first solve the difference equations for all scalar variables in Ry 1.
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e The iterative-form difference equation ix11 = 4 + 1 is common to all
branch-iterative invariants. This iterative form difference equation, where
ip = 0, has the solution i(k) = k.

e We can see that

Ris1 = (Jes1 = Jr A afinlr <O0)V (k1 = jk + 1A alir]yq =0).

This information is of the form described by (6.6), where j is the count
variable. By (6.7), where jo = 0, we establish

j(k) = #{e € [0..k — 1] [ ai(e)] = 0}
From the above solution, we know that i(e) = e, so substituting we get

j(k) = # {e € [0.) = 1] | ale] > 0}

Next we apply theorem 6.1 to universally quantify the relationship between
bljrlpy1 and alig],,,. Applying this theorem, where U = {alk] > 0} and

P(a) = b[jrly1 = alir]jq, and hence P'(a) = b[# {e € [0.k — 1] | afi(e)] > 0}], ., =
a (K], we obtain the invariant formula

vl € [0..k] ((alk

] 2 0)[i/k] = (b[#{e € [0.k —1] | ale] >
= Vie0.k](@al] >0

0}] = alk])[L/K])
= b[#{e e [0.0—1] | ale] > 0}] = all])

By applying the rules so far given, we have established the following invariant
properties, P, from the syntax of this loop.

P=| j=#{ee0.k] | ale] >0}A

Vi€ (0] (all] > 0= b[# {e € [0.0—1] | ae] > 0}] = all])

keNAi=k+1Ak#NA ]

We can remove k from P by substituting equals for equals, to give

P=| j=#{e€[0..i—1]|ale] >0}A

Vi€ [0.i— 1] (all] > 0 = b[# {e € [0.0 — 1] | ale] > 0}] = all])

i>0Ai—1%NA ]

6.3.3 Deriving Range Invariants

The solutions and refinements of the above sections can only be applied when
the iterative-form invariants, yielded from their corresponding loops, have cer-
tain properties. They are, therefore, limited to special classes of loop. That is,
in general, for a variable z, updated by differing update functions in different
paths, calculation of the value of x after some k + 1st iteration may not be
possible. Given this problem, we attempt to derive weaker invariant properties
of = by describing the constraints on the value of z. In the next two sections,
we demonstrate techniques for deriving such invariant constraints.

For example, consider the program:
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x := 0;
do G —
if C —
X 1= X + 2;
1 -C —
X := X * 4;
fi
od

By the rules of the above section, we are not able to calculate a single solution
for x after a k-+1st iteration as the yielded iterative form invariant does not have
any of the required properties. However, we can apply techniques discussed in
the following sections to derive the following invariant properties of x:

keN/\OSx§2x4k/\geN

Minimum and Maximum Calculation Rules for Numeric Variable As-
signment

In this section we define heuristic rules for calculating the minimum and max-
imum values for a variable, x, with respect to the iteration count k, in an
n-branch MBS loop. The minimum and maximum for = are denoted min(x)
and maz(x), respectively, and the following invariant can be stated:

min(z) <z < max(zx) (6.12)

We examining a number of special cases, occurring commonly in programs, for
which the implication of range is easy to mechanically recognise by pattern
matching.

Special Cases for MBS loops

For any variable z, if ¢1(x) = x + a1, ¢2(x) = 4+ ag, ..., dn(z) = = + an,
and a,...,qy are all constants or variables not updated by the loop and Vi €
[1..n] (o > 0), then min(z) and maz(x) are given by

min(z) = z;(k+1), where o = min (a,...,an)

max(z) = z;i(k+1), where a; = max (a1, ..., an) (6.13)
For any variable z, if ¢1(z) = a1z, ¢o(x) = ez, ..., ¢p(r) = apz, and
ai,...,a, are all constants or variables not updated by the loop and Vi €

[1.n] (a; > 1), then min(z) and maz(z) are given by

min(z) = z;(k+1), where oy = min (ay,...,an)

mazx(x) = x;(k+1), where oy = max (aq,...,an) (6.14)
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For any variable z, if ¢1(x) = x — a1, ¢2(x) = ¢ — ag, ..., dn(z) = T — an,
and a,...,qy are all constants or variables not updated by the loop and Vi €
[1..n] (ot > 0), then min(z) and maz(x) are given by

min(z) = xz;(k+1), where a; = mazx (ai,...,an)
maz(x) = x;(k+1), where oy = min (ay,..., ) (6.15)
For any variable z, if ¢1(z) = 7, ¢2(2) = L, ..., dn(z) = -, and an,..., ap

are all constants or variables not updated by the loop and Vi € [1..n] (a; > 1),
then min(xz) and max(x) are given by

min(z) = z;(k+1), where a; = mazx (ai,...,an)

maz(x) = x;(k+1), where oy = min (a1,..., ) (6.16)

These rules, while restrictive, are often all that is required for deriving invariants
relating to variable ranges. This is particularly so when dealing with loops that
manipulate sequences.

Consider again, the find first maximum example. From the iterative form in-
variant we see that Ry xy1 = pr+1 = Pk, hence ¢1(p) = p, that is, ¢; is the
identity function. Rg i1 = pr+1 = pr + 1, so ¢2(p) = p+ 1. We can apply
rule (6.13), with ; = 0 and ag = 1. The corresponding difference equation
solutions are p1(k) = po = 0 and pa(k) = k.

min(p) = pi(k+ 1), where a; = min (aq,..., o)
= pi(k+1), because a1 < as
=0
max(p) = pi(k+1), where o; = maz (aq,..., )
= po(k+1), because a1 < ay
E+1

Therefore, by (6.12), we can state the invariant

0<p<k+1

after an arbitrary k + 1st iteration, for any k£ > 0.

Special Addition-Multiplication Rule

The following lemmas introduce the special rules to find the minimum and
maximum for a 2-branch MBS loops where one branch updates by a sum and
the other by a product.
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Lemma 6.1. If ¢1(x) = v+« and ¢a(z) = Sz and 0 < 29 < o and o > 0, and
B > 1 and fzy < z¢+ «, then then min(x) and maz(x) are given, respectively,
by

min(x) = Pxgx (ak)
maz(z) = (zo+a)x gr (6.17)

Proof. We know that § > 1, so after the first iteration, applying ¢2(x) to the
value of z, will yield a greater value for x, than will applying ¢1(z), because
(o + @)B > (zo + a + «), will always hold. Because, Sz < z¢ + «, then the
first iteration will yield the maximum value for x, when ¢ () is applied. [

Similarly, if 0 < z¢ and ¢1(x) = x + a and ¢o(z) = Sz and o < 3, and a > 0,
and 8 > 1, then min(z) and max(x) are given, respectively, by

min(z) = zo+alk+1)
max(x) = xox L (6.18)

Applying (6.17) to the example in the introduction of this section, we have
xo = 0, ¢1(x) = &+ 2, ¢o(x) = 4z, so a = 2 and § = 4. We, see that the
conditions 0 < zg < o, a« > 0, 8 > 1 and Bzy < ¢ + « all hold, and so we
obtain

min(x) = Pxgx (ak)
= 0x2k
= 0

maz(z) = (zo+a)x gr
= 2x4F

So, by (6.12), we derive the invariant

0<az<2x4F

Defining the Strongest Conjunctive Bounding Predicate

We define a bounding predicate as a predicate which describes invariant set
membership properties of a variable. For example, x € N states that the variable
x is bound to the set of natural numbers, and § € N states that the variable =
is bound to the set of even, natural numbers.

For all variables, x, accessible to an MBS loop executing under a precondition
Q, if Rip+1 = (ke NAzpp1 = ¢ (vr)), and xpy1 = ¢ (2x) under Q, yields
the difference equation solution z;(k) for x, then we can say that so long as
the loop iterates only through branch-i, after an arbitrary k + 1st iteration,
ke NAx = z;(k+1). If the loop does not iterate at all then, by difference
equation solution, @ = x = x;(0). Therefore, k € N Az = z;(k) is invariant so
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long as the loop iterates only through branch-i, if it iterates at all. This implies
that x;~!(z) € N is invariant, so as long as all iterations are through branch-i.

Now, if we can show that the application of all of the update functions for z in
every other branch maintains z;~!(z) € N, then ;7 !(z) € N is invariant.

For example, let R; 141 = (k€ NAzp =2, +2) and Q = (z = 0), then

the difference equation solution for x through branch-i only is xz(k) = 2k. So,

k € NAz = 2(k) is invariant so long as the loop only iterates through branch-i

or not at all. Therefore, 5 € N is invariant so long as all iterations are through

branch i. Suppose that for some branch j (j # i), the update function for =

is ¢j(r) = v+ 4. When 5 € N holds %H € N also holds. This implies that
x

so long as all iterations are through either branch-i or branch-j, then § € N is

invariant. Extending this, if the application of the update function for z, ¢;(x),
from all branches j € [1..n] establishes %T(m) € N, then 5 € N is invariant for
the loop.

Summarising, we state the following theorem:

Theorem 6.2. [Bounding Predicate Theorem)]

For an MBS loop do G — if C; — S; [1 ...[IC, — S, fi od, executing
under the precondition @, for any branch i, where R; 11 = (k € NA xp11 = ¢; (1))
and Q = (z = z;(0)), and z;(k) is the difference equation solution for = yielded
from R; 41 and Q, if Vj € [1.n] (¢; (z;7(x)) € N) when (z;7'(z)) € N, then
(zi'(z)) € N is a loop invariant.

For example, consider again, the following MBS program:

x := 0;
do G —
if C —
X 1= X + 2;
[l -C —
X 1= X * 4;
fi
od

From Ry j4+1, we see ¢1(x) = x+2 and from Ry j41, ¢2(x) =4z, and Q = (x =
0). Ry g1 yields the difference equation solution, z1(k) = 2k. Rg 1, yields
the difference equation solution x2(k) = 0.

From the difference equation solution from branch-1, we determine that x1 ! (x) €
N, that is, § € N, is invariant so long as all iterations are through branch 1.
Now, by theorem 6.2, if we can show that ¢ (xfl(:v)) € N, when 21 !(z) € N,
then x1~!(z) € N is invariant for the loop. When 5 €N, then 4 x § € N, so
5 € N is invariant.

Because x2(k) is independent of k, we do not attempt to derive an invariant
from this.
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From this section we have applied techniques to derive the following invariant
from this loop.

0§x§2xﬁAgeN

6.4 Inference from Special Case Invariants

Consider the MBS loop:

{Q}

do G —
if ¢ — 5)
1 Co — 59
fi
od

As mentioned previously, an MBS loop has a strongly connected Branch Suc-
cessor Graph. That is, every branch can be succeeded by any other branch,
including itself. It is the property of cyclic succession that we wish to exploit
in deriving invariants. This property implies that it possible to iterate through
only one branch with every iteration of an MBS loop. For example, considering
the Find First Maximum example of Program 8, if the first element of the array
is the maximum, then the loop will iterate entirely through branch 1, and if
the array is sorted in ascending order, then the loop iterates entirely through
branch 2.

We may define a conjunctive invariant describing those properties that are in-
variant if a loop continually iterates only through branch ¢, by applying algo-
rithm 9 (presented later in this section) to R; 1. We will call such an invariant
the Branch-i Invariant, and denote it P;. The Branch-i¢ Invariant is a special
case of the MBS loop invariant corresponding to the instance of the branch
successor graph described by Fig. 6.2. As such, the branch-i invariant, P;,
is stronger than or equivalent to the MBS loop invariant, and must therefore,
imply the MBS loop invariant, denoted P.

In this section we introduce an heuristic method for inferring an invariant, P,
for an MBS loop from the strong branch-i invariants.

An heuristic method for inferring a general invariant, P, for an n-branch MBS
loop from the strong branch-i invariants, must be based on the property

Vi € [L.n] (P = P) (6.19)

The invariant true is the weakest invariant P that satisfies (6.19). This is
generally too weak to be of any use for verification. The strongest invariant
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Iteration k Iteration k+1

B1 O () B1

B2 () O B2

Bi O =) Bi

Bno O Bn

Figure 6.2: Branch-¢ Invariant Branch Successor Graph

that satisfies (6.19), is the disjunctive invariant \/ (P;..P,). This invariant only
describes the possibility that a loop may iterate through any single branch on
all iterations. That is, it describes the strong invariant of a loop where every
iteration must pass through branch 1 or every iteration must pass through
branch 2, etc. This invariant is, generally, too strong to be of any use in
reasoning about correctness as it is not an invariant for an instance of the loop
iterating through an arbitrary combination of paths on successive iterations.

The problem to be solved, is one of finding a P which satisfies (6.19) and which
would also be implied by every combination of branch successor, without having
to perform an unbound calculation for all combinations of branch successors,
and without having to introduce auxiliary variables to represent multiple iter-
ation instances.

In this section, a number of heuristics are introduced to infer suitable invariants
from only the strong branch-i invariants and the invariant facts already iden-
tified by manipulation of the iterative-form invariant?. These heuristics, and

2Tt is essential that these invariants be calculated first, as they provide a necessary guidance
for inferring invariants from the strong branch-i invariants
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techniques based on their use, provide a systematic approach to weakening the
strong branch-i invariants to a conjunctive invariant, referring only to accessible
variables, for any instance of the loop. The heuristic approach is based on the
inference rule, (6.19).

We discuss the heuristic approach to inferring invariants from strong branch
invariants with the aid of the Find First Maximum program, presented in Pro-
gram 8.

6.4.1 Calculating the Branch Invariants, P,

Calculation of the branch invariants from each R; ;41 can be achieved by follow-
ing a similar process to that described in the previous chapter for calculating P
from Ry 1, when there is only one path through the loop. We, however, make
a change to the process defined in algorithm 7 to deal with quantified formulae.
These changes are evident in algorithm 9 which describes an extension to algo-
rithm 7 for calculating a branch invariant P; from a branch iterative invariant

Ri ki1

Algorithm 9 Algorithm for calculating branch invariants.

For an MBS loop of the form do G — if ¢; — S; [1 ...[]C, — S, fi od:
For every i € [1..n], given the branch-i iterative invariant, R; 41, F; is calculated
as follows:

1. ¥ R; 11 = (vgg1 = f (wg) A F (a[f (wg)])), where fis a function, F' is an
atomic formula, v and w are scalar variables, and a is an array variable,
and if the update function for v is not consistent for all paths, then make
the following substitution in R; j1:

Rig1 © (vkpr = [ (wi) A F (a[f (wi)]) [v/ f (w)])

2. Apply algorithm 7 to R; ;41 to obtain P;.

Consider the branch 1 iterative-form invariant, Rj 41 derived from a k + 1st
iteration through the first branch of the FFM program.

Riky1 =k € NAl # Nha [pk]kJrl >a [Zk + 1]k+1/\ik+l = i +1Apk+1 = PpNag41 = ag

Applying step 1 of algorithm 9, we see that p is the only index variable of a
which is not consistently updated in branch 1 and 2 (¢1(p) = p and ¢2(p) = p + 1).
Applying the substitution, we obtain

Ripss C k € N/\-ik. # N A (a [pk]k_H >alix + 1]k+1) [p/pr] A
' Tpt1 = 0 + LA Ppp1 = Dk AN ag1 = ag

keNNip#NA(alpl, > aliv+ 1) A
Tgt1 =g + 1A ppy1 =P A ag1 = ag

Applying step 2 (algorithm 7), we calculate

Pi=keNANi=k+1Ap=0Ak#NAVYj€[0.k](alj+1] <alp]))
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This strong invariant corresponds to the special case where the loop only iterates
through branch 1. This only occurs when the first element of a is the first
occurrence of the maximum element in a.

By property (6.19), we know that the invariant for the loop, P must be implied
by this invariant. That is,

(keNANi=k+1Ap=0ANk#NAVje0.k](alj+1] <alp])) =P

Similarly, we can determine that the Branch-2 Invariant, corresponding to the
special case where the array is sorted in strictly ascending order, given by
applying algorithm 9, is

P, = (keNAi=k+1Ap=k+1Ak#NAVje[0.k](alj] <alp]))

This strong invariant must also imply the MBS loop invariant, P. Now, in
order to satisfy (6.19), the invariant for the MBS loop, P must be implied by
P, and P». That is,

(keNANi=k+1Ap=0ANk#NAVje[0.k](alj+1] <alp])) = PA
(keNANi=k+1Ap=k+1ANk#NAVYje[0.k](alj] <alp]) = P
(6.20)

We begin our quest for a suitable P by identifying formulae that are implied by
all branch-i invariants, and reason that any such formula must be invariant. To
this end, we extend the theory of section 6.3.1. We then introduce techniques
to identify invariants from relations involving sequences which can’t be handled
with the conditional quantification rules of section 6.3.2.

6.4.2 Common Predicates

We propose the following theorem

Theorem 6.3. [Common Predicates Theorem] For any MBS loop, yielding the
branch invariants P, ..., P, if Vi € [1..n| (P; = F'), then F is invariant.

Proof. Each P; is a generalisation of a branch-iterative invariant R;jyqi. If
each P; maintains F, then each corresponding R; i1 must describe update
functions to maintain F. So, if F' holds at the beginning of any arbitrary
k + 1st iteration (k > 0), then regardless of the path taken on the k + 1st
iteration, F' will be maintained after this iteration, and F' is invariant (refer
to the fundamental invariance theorem in chapter 9)3. Therefore, if all branch
invariants, P;, establish F', then F'is invariant. O

3Note that we are not considering the case of the precondition implying F as this is dealt
with later. In this section we are only trying to find facts that are invariant after the first
iteration.
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Logical and algebraic manipulations are sometimes required to identify some
implied, but not explicit, common formulae, which may be useful. This is
anticipated to be problematic for automating these methods.

Consider the following loop from [80]:

(X +Y = N}
x :=X; vy :=Y;
do G —
if C —
X := X - 2;
y =y - 2
] -C —
X :=x - 1;
y =y -9
fi
od

The derived branch invariants for this loop, are

P = (keNAX+Y=NAz=X-2k+1DAy=Y —2(k+1)ACp AG})
P, = (keNAX+Y=NAz=X—-(k+1)Ay=Y =3(k+1)A-Cy AGy)

Noting that the predicate X +Y = N is common to both P; and P,, and that
P, and P, both imply equalities between X and Y and k. We expand P; by
manipulating z = X —2(k+ 1) and y =Y — 2(k + 1) as follows:
r=X-2k+1) = X=z+2k+1)
y=Y—-2(k+1) = Y=y+2k+1)
By substitution, (X +Y =N)=(z+2(k+1)+y+2(k+1)=N)=(z+y+
4(k +1) = N). We have determined that P, = (z +y+4(k+ 1) = N).

Similarly, P» = (x +y + 4(k + 1) = N). Therefore, by theorem 6.3, x + y +
4(k +1) = N is invariant.

6.4.3 Deriving Universally Quantified Formula

During calculation of branch invariants, sequence properties are generalised by
induction resulting in universally quantified formula of the form Vj € [0..k] (F'(a)),
where a is a sequence variable and F' is a predicate.

Consider a loop, for which each branch, i, yields a branch invariant, P;, where

P = Vi € [0..k] (Fi(a))

If Vj € [0..k] (Fi(a)) is not common to every P;, then the generalisation which
produced the quantified formula from the iterative-form invariant does not hold
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for an arbitrary combination of branch successors. That is, Vj € [0..k] (F;(a))
holds if the loop iterates only through branch ¢, however it may not hold for any
other instance of the loop, and so can’t be called an invariant of the loop. A
weaker formula may hold. One way to weaken a universally quantified formula
is to reduce the range over which the bound variables are bound.

In this section, heuristic rules are introduced, which when applied, weaken
the quantified formula implied by the branch invariants in such a way to al-
low a conjunctive invariant to be constructed. That is, for each quantified
formula, implied by a branch invariant F;, where the formula is of the form
Vj € [0..k] (Fi(a)), we attempt to weaken that formula to Vj € R;(Fj(a)),
where Vi € [1..n] (R; C [0..k]) and Vi, j € [1.n] (i # j = R; N R; = (). A strong
conjunctive invariant could then be composed by

N (% € R (Fi(a)) (6.21)

i€[l..n]

Weakening of the quantified formulae by arbitrarily reducing the range of the
bound variable is generally not sufficient for arriving at a correct loop invariant.
The reduction of the quantified formulae ranges must be guided by existing,
previously derived, invariants in order to arrive at a consistent and invariant
set of quantified formulae describing a loop. These existing invariants may
include the iterative-form invariant.

We introduce an approach for determining weakened ranges for the bound vari-
ables of a quantified formula by determining a partial order of the variables used
as indices in each of the branches, and using this order to guide substitution in,
and hence reduction of, the ranges. Deriving this order is introduced with the
find first maximum example.

We conjecture that the techniques discussed are effective for deriving invariants
for partitioning, search and sort type algorithms.

Defining a Partial Order of Index Variables

A partial order on a set of variables is often maintained by a program. This
ordering information is generally very useful to support verification, and is
essential for the verification of partitioning type problems, when the ordered
variables are used to index an array. The techniques for deriving conjunctive
invariants from quantified formula, presented at the end of this section, are
reliant on such orderings being identified if they exist.

To introduce the technique for defining the partial order of index variables, we
define the terms updating branch and non-updating branch, with respect to a
variable.

Definition 10. A branch i is said to be updating with respect to some variable
v if v(k), the difference equation solution for v yielded from R; i, does not
equal vg. Conversely, a branch i is said to be non-updating with respect to some
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variable v if v(k), the difference equation solution for v yielded from R; 41, is
equal to vg.

Considering the find first maximum example, branches 1 and 2 are updating
with respect to i, because Ry 41 = (ig+1 = ix+1) and Ry g1 = (ig+1 = ix+1).
So from both Rjjy1 and Rg i the difference equation solution, i(k) = k,
is derived. Branch 1 is non-updating with respect to p, because Ry i1 =
(Pk+1 = pi), so p(k) = pp. Branch 2 is updating with respect to p, because
Ra k11 = (Pry1 =ik + 1), and so p(k) =k # po.

Consider any MBS loop, do G — if ¢; — S; [1 ...[1C, — S, fi od. Let
V. be the set of all variables used as index variables for a sequence a in the
body of the loop. For all variables, v € V, let U, be the set of all branches i,
where ¢ is updating with respect to v. Let T be the set

7= J {(w.U)} (6.22)

vEV,

Then T is the partial function from a-index variables, v, to the set of branches
that update v.

For example, in the find first maximum example, 7 and p are all used as index
variables for a in the loop. As shown above, i is updated in branches 1 and 2,
so U; = {1,2}, and p is updated only in branch 2, so U, = {2}. Therefore, by
(6.22),

T = {(i,U)} U{(p. Up)} = {6, {1.2}), (p. {2})}

We now define the partial order, C, on T'. Let O = (T, C) be the partial order,
C, on the set T', where for all (¢,U;) and (5, U;) in T, (i,U;) C (4,U;) = U; C Uj.

If for any two variables v and w, where (v,U,) € T and (w,U,) € T, and
Uy C U,, then v is updated in every branch that w is updated, as well as in all
of those branches in U, — U,,. If the value of v after k iterations through any
branch in U,, is greater than or equal to the value of w after k iterations through
any branch in U, then if the loop does not enter any branches in U, — U,
v > w must hold. If an additional k + 1st iteration occurs through any branch,
iin Uy, — Uy and vi(k + 1) > v;(k) (branch i increases v) for all i € (U, — Uy),
then v > w must hold after k£ + 1 iterations through any branch. We can reason
similarly about decreasing functions yielding v < w.

The poset (T, C) can be represented pictorially by a Hasse diagram. The nodes
represent the elements of the set T'. If a,b € T and a C b and there isnoc e T
such that a C ¢ C b, then the node representing a is placed below the node
representing b and the two nodes are joined by an edge. Constructing a Hasse
diagram from O may be useful to support the above process.

The restrictions on being able to determine ordering by the above method, while
appearing very strong, are often met in many types of loop. The majority of
partitioning programs must maintain indices for the beginning and ends of
partitions. Such partitioning is also apparent in sorting programs to represent
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the boundary between sorted and unsorted and searching programs to represent
the boundary between searched and not searched. We conjecture that the
above restrictions on being able to derive a partial ordering of variables actually
characterises partitioning algorithms.

We formalise the conditions for deriving ordering information with the rules in
table 6.1.

Table 6.1: Deriving Variable Order

For any two variables v and w, where (v,U,) € T and (w,U,) € T, and U,, C
U,, and where vy(k) represents the difference equation solution with respect to
k for v for all iterations through branch b, we evaluate the following conditions
and map them to the corresponding orderings:

’ Condition ‘ Order ‘
Vb € Uy, (vp(k) > wp(k)) AVb € (U, — Uy) (vp(k+1) > vp(k)) | w<w
Vb € Uy, (vp(k) > wp(k)) AVb € (U, — Uy) (vp(kE+1) > vp(k)) | w<w
Vb € Uy (vp(k) < wp(k)) AVb € (Uy —Uy) (vp(k+1) < wop(k)) | v <w
Vb € Uy (vp(k) < wp(k)) AVb € (Uy — Uy) (up(k+1) < wp(k)) | v <w

Additionally we can determine the following for any variable v, where (v, U,) is
not the greatest element of (77, C):

’ Condition ‘ Order ‘

Vb e U, (vp(k+1) <wp(k)) | v <
Vb e Uy, (vp(k+1) > uvp(k)) | v >

Otherwise, ordering is non-determinable for any arbitrary loop.

Consider again the find first maximum example. We see that O = {((p, {2}), (i, {1,2}))},
because {(p, {2})} € {(4,{1,2})}. Now, U, = {2}, and the difference equation
solution for p in branch 2 is pa(k) = k. The difference equation solution for i in

branch 2 is, i2(k) = k, and so ia(k) = pa(k). Therefore, so long as all iterations

are through branch 2, i = p will hold. Now U; — U, = {1} and i1(k) = k, so
i1(k+1) =k+1, and i;(k 4+ 1) > i1(k). We have, therefore, established the
conditions matching the first rule in table 6.1

Vb € Up (’Lb(k) > pb(k)) AVb € (UZ — Up) (’Lb(/{? + 1) > lb(k))
and derive the invariant
p<1t
We also determine that Vb € U, (py(k + 1) > py(k)), that is pa(k + 1) > pa(k),
and so we derive p > 0
So we can state that the following is invariant for the find first maximum loop:

p=0Ap<i
= 0<p<
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Using the Partial Order to Guide Weakening Quantified Formulae

Considering the poset O = (T, C), constructed by the technique above for the
index variables for a sequence, a, the minimal elements of O, correspond to those
variables that are updated by the fewest branches. In a partitioning problem,
these nodes will correspond to the variables used to index the first and last
partitions (if the last is constructed from the end of the sequence). We can use
this information to guide range reduction in quantified formulae involving the
sequence a.

For all minimal elements, (v, U, ), we reduce the range of the quantified formulae
involving a in every branch b € U, by the following. For every branch b € U,,
let the difference equation solution for v yielded from Ry 1 be represented
by vp(k), then P, = v = f(k), where f(k) = vp(k + 1). Now, if P, = v =
f(k)AVj € [0..k] (Fp(a)), then we weaken the quantified formula by the following
substitution:

vj € [0..f 7 ()] (Fy(a)) (6.23)

The resulting quantified formula is invariant, because v corresponds to a mini-
mal element.

For example, (p,{2}) is a minimal element of the poset O for the find first
maximum loop. From the calculations performed previously, we have

Po=(keNANi=k+1Ap=k+1ANk#NAVjel0.k]|(alj] <alp]))

Weakening this quantified formula by (6.23), we see the P» = (p = k + 1),
therefore P» = (k = p — 1), and by substitution we identify the invariant

Vi € [0..p — 1] (a [j] < a[p])

For variables that are not minimal elements, under special conditions, we can
derive similar invariants, by restricting the ranges of quantified formulae.

For any two variables v and w, where U,, C U, and (v,U,) is not a minimal
element of the corresponding poset O. If v, (k) represents the difference equation
solution with respect to k for v, yielded from Rp j41, if Vb € Uy, (vp(k) = wy(k)),
then v is only differs from w by application of update functions in branches in
Uy — Uy,. If for each of these branches, b, P, = v = f(k) AVj € [0..k] (Fp(a)),
where f is a function, then for all elements of a between w and f~'(v), one of
(Fp(a)) must hold, where b € (U, — U,). We derive the weakened quantified
formula by the following substitution:

Vj € [w.f(v)] \/  Fla) (6.24)

be(Uyp—Uw)

Considering the find first maximum, (i, {1,2}) is the only element of the poset
O that is not a minimal element. We identify the variable p as a variable
establishing the condition U, C U;. Now U, = {2} and U; = {1, 2}, and for all
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be {2}, ip(k) = pp(k). That is, ia(k) = k = pa(k). Therefore p and i only differ
when ¢ is updated in branch 1. From the calculations performed previously, we
have

P=keNANi=k+1Ap=0Ak#NAVje[0..k](alj+1] <alp]))

From this we establish that £ = ¢ — 1, and applying the substitution in (6.24),
we obtain the invariant

Vj€lpi—1](alj+1] < alp))

Now, from the techniques so far presented in this section we have been able to
identify the following invariants:
keNANi=k+1ANkE#N
0<p<:
Vj € [0.p—1](alj] <alp])
Vj € [pei— 1) (a[j +1] < alp)
As each of these are invariant, their conjunction must also be invariant. We
have, therefore, derived the following invariant which we will denote P:
p = <k€N/\i:k+1/\k7éN/\0§p§i/\ >
o Vi€ 0.p—1](alj] < alp]) AVj € [p.i—1](alj+1] < alp])
iENTAI—1#ANAO<p<iA
< vj € [0.p— 1] (alj] < alp) A ¥ € [pi — 1] (alj +1] < alp]) >

We can apply (5.26) to this to derive the conjunctive postcondition
<z‘eN+Az‘:N/\ogp§m )

i Vj€0.p—1](alj] <alp]) AVj € [p.i —1](alj +1] < a[p])

As illustrated in chapter 9, these conjunctive invariants and postconditions are
strong enough to support the direct method of verification.

Invariant Consistency In the above process, the derived invariants are con-
joined to construct the conjunctive invariant. In conjoining these invariants,
any contradiction indicates loop inconsistency.

We summarise this section by presenting algorithm 10 for deriving quantified
formulae invariants for partitioning problems.

6.5 Conclusion

In concluding this chapter, we present an algorithm which combines all of the
techniques discussed in this chapter for constructing a strong, conjunctive in-
variant and postcondition from the code of an MBS loop. This algorithm is used
to derive a conjunctive invariant and postcondition from the Dutch National
Flag partition [26].
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Algorithm 10 Deriving Partition Related Invariants
For an MBS loop do G — if C; —S8; [1 ...[]C, — S, fi od,

1. Calculate Ry41, R;j+1 and P; by the method of algorithm 7.

2. For every sequence variable a, where Vi € [1..n] (P; = Vj € [0..k] (F;(a))),
where Fi(a),..., F,(a) are predicates involving a.

(a) Calculate by (6.22), the set T, for all index variables of a.

(b) For all minimal elements of T', (v, U,), for every branch i € U, ex-
tract the quantified formula Vj € [0..k] (Fj(a)) from P; and state the
following equivalent formula as an invariant

Vi € [0..f 7 (v)] (Fi(a))

where P; = v = f(k).

(c) For elements of T, (v,U,), that are not minimal elements, if
I (w,Uy) € T (Uy CUy) and Vb € Uy, (vp(k) = wp(k)), then for ev-
ery branch ¢ € U, extract the quantified formula Vj € [0..k] (F;(a))
from P; and state the following equivalent formula as an invariant

Vj € [w.f 1 (v)] \/  Fi(a)

be(Uyv—Uw)
where P, = v = f(k).

3. Conjoin all quantified formula from step 2 to the invariant P. If there
is a contradiction, then the loop is inconsistent in the maintenance of an
invariant.

6.5.1 Dutch National Flag Example*

Consider the Dutch National Flag partition (Program 9) from [26].

We apply algorithm 11 to derive a conjunctive invariant and postcondition from
the loop, and hence the program.

Step 1:
We begin with P = true.
Step 2:

The loop precondition is calculated by applying the sp predicate transformer
as

(r=0ANw=0Ab=N+1ANa€ seq COLOURAN#a =N AN >0)

4This is a program taken from R.G. Dromey, Program Derivation: The Development of
Programs from Specifications, Addison-Wesley, pp438-441, 1989. In this context array vari-
ables are considered to be indexed starting from 1 not 0.
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Algorithm 11 Deriving the strongest accessible conjunctive invariant and post-

condition.
For an MBS loopdo G — if C; —S; [1 ...[IC, — S, fi od,

1. Begin with P = true.
2. Calculate Ry, and each R; j11.
3. Solve all solvable difference equations for each R; j1.

4. If Ryy1 implies that there are invariant conditional quantified formulae,
then conjoin these formula to P. (See section 6.3.2.)

5. By the method of section 6.3.3, identify and conjoin to P any invariants
describing the range of values of a variable.

6. Calculate each P; by the method of Algorithm 9.

7. For any quantifier-free formula F', where Vi € [1..n] (P, = F'), conjoin
that formula to P.

8. Calculate any partial orderings between variables used as indices for ar-
rays. (See section 6.4.3.)

9. Apply Algorithm 10 to identify and conjoin to P any quantified formula
yielded from partitioning problems.

10. State P as the strongest accessible conjunctive loop invariant.

11. Calculate R, the strongest accessible conjunctive postcondition, by (5.26)

The iterative form invariant for the loop is calculated as:

Tk+1ITk/\warlZwk+1/\bk+1:bk/\wksﬁbk—l/\ v
alwy + 1], = WHITE AVj € [0..4a — 1] (a[jle+1 = aj]x)
Rk-i,-lEkGN/\ ( rk+1:rk/\wk+1:wk/\bk+1:bk—1/\wk7ébk—1A

Tht1 =Tk + LA wgy1 = wi + 1A bgg1 = b A wi # by, — 1A

alwy + 1], = RED Na[rg + 1], = afwy + 1], Aafwr + 1], = alrk + 1],

Therefore we identify three branch-iterative invariants (simplified to remove as
many references as possible to kth iteration array instances):

(kGN/\rk.Hrk/\wk+1wk+1/\bk+1bk/\wk#bkl/\>

R alwy, +1),,, = WHITE

R _ E€NATE1 =1 AwWeg1 = W Abgg1 = b — L Awg # b, — 1A
2kl = alby — 1], = BLUE

(kJEN/\Tk_HZTk—Fl/\wk_HZwk-i-l/\bk_;,_l:bk/\wk;ébk—l/\>

Ry eta alre + 1]y, = RED

Step 3:

afwy + 1], = BLUE Aaby — 1], = aws + 1], Aafwe + 1], = albx — 1],

)
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Program 9 Dutch National Flag Partition (DNF)
Q@ = (a € seq COLOURA #a =N AN > 0)
dnf(a : INOUT seq COLOUR) {

r:=0; w:=0; b:=N+1;
do w # b-1 —
if alw+1] WHITE —
w:i=w+ 1;
[1 alw+1] = BLUE —
swap(al[w+1] ,a[b-11);
b := b-1;
[1 alw+1] = RED —

swap(alw+1] ,alr+1]);
wi=w+ 1;

r :=r + 1;
fi;
od;

For each R; 11 we compute the following difference equation solutions.

From Ry jy1:

W1 =wg +1 = w(k)=k
Tkl = Tk = r(k)=ro=0
bk+1:bk - b(k):bOZN+1
From R j41:
Wiy = W — w(k) =wy=0
Teil =Tk = r(k)=ro=0
bpy1=bp—1 = b(k):N—l-l—/{
From R3 jy1:
w1 =wp+1 = w(k) =k
ree1 =1 +1 = r(k) =k
bip+1 = by, - b(k‘):bo—N—{—l

Step 4:

If R4+ implies that there are invariant conditional quantified formulae, then
conjoin these formula to P. By the method described in section 6.3.2, we
see that there are no conditional formula implied by Ry1, because all of the
predicates describing a are dependent on conditions involving a. Therefore, P
does not change.

Step 5:
Through application of (6.13) we determine the following ranges for r and w:

0<w<k+1
0<r<k+1
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Applying (6.15) we calculate the following range for b:
N—-kE<b<N+1
These range invariants are conjoined to P, giving
P=0<w<k+1AN0<r<k+1AN-k<b<N+1)

Step 6:
We apply algorithm 9 to calculate P, P» and Ps.

P = (keNAr=0Aw=k+1Ab=N+1AVje[0.k](alj+1] = WHITE) ANw #b)
Py = (keENAr=0Aw=0Ab=N —kAVYj€c[0.k](a[N —j]=BLUE)ANw #b+1)
Py = (r=k+1ANw=k+1Ab=N+1AVYje[0..k](a[j+1] =RED)ANw #b)
Step 7:

The only formulae implied by Py, P» and Ps are k € N and w # b. Conjoining
these invariants to P, we get

P=(keNANO<w<k+1A0<r<k+1AN-k<b<N+1Aw#D)

Step 8:

We now determine the partial order of the variables used to index the array a,
by applying the technique described in section 6.4.3.

We see that w, r and b are all used as index variables for a in the loop. Branches
1 and 3 are updating with respect to w, branch 3 is updating with respect to
r, and branch 2 is updating with respect to b. So, U, = {1,3}, U, = {3},
Up = {2}7 and T' = {(w7 {17 3})7 (Tv {3})7 (b7 {2})}

The following Hasse diagram depicts the poset (T, C):

&
(r,{3}) (b, £21)

There is an edge from (w, {1,3}) to (r,{3}), so {(r,{3})} C {(w,{1,3})}. In
branches 1 and 3 the difference equation solutions for w are wi(k) = k and
ws(k) = k, respectively, and the difference equation solution for r on branch 3
is r3(k) = k. Evaluating the conditions from table 6.1, we see that U, = {3}
and w3(k) = k = r3(k),and U, — U, = {1} and wi(k+1) = k+1sow;(k+1) >
w1 (k). Therefore, we match the condition

Vb € Uy (wy(k) > (k) AV € (U — Uy) (wp(k + 1) > wy(k))
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and derive the invariant
r<w

We also determine that Vb € U, (ry(k + 1) > ry(k)), and so we derive r > 0 as
(ro = 0). Similarly we determine that w > 0 and b < N + 1.
So we can state that the following invariant:

r>0ANw>0Ab< N+1Ar<w
= 0<r<wAb<N+1

Conjoining this invariant to P gives

p= EeENANI<S<w<Ek+1IANOLr<k4+1AN-EkE<bSN+1AwF#DbA
TN r<w

Step 9:
We now apply algorithm 10 to identify and conjoin to P any quantified formula

exhibiting properties describing a partition.

We identify (r,{3}) and (b,{2}) as the minimal element of the poset (T, C)
describing the index variable ordering for a. Now, r is only updated by branch
3. We see that

Py=r=k+1AVYje[0.k] (a[j + 1] = RED)

From r = k + 1, we derive kK = r — 1, and substitute in the quantified formula,
as defined in (6.23), giving the invariant

Vj € [0..r—1](alj + 1] = RED)
= Vjell.r](a[j] = RED)
Similarly, we substitute N — b for k in the quantified formula from branch 2,
giving the invariant
Vj € [0..N — b] (a[N — j] = BLUE)
= Vj e [b..N](alj] = BLUE)
(w,{1,3}) is not a minimal element of the corresponding partial order. U, —
U =1,and P, = w=Fk+1AVYj € [0..k] (a]j + 1] = WHITE). We know

that ws(k) = r3(k), so we can apply the substitution in (6.24) to obtain the
invariant

Vj € [r.w—1] (aj + 1] = WHITE)
= Vje[r+1.w](aj] = WHITE)

Conjoining these invariants to P, we obtain

EkeENAOSw<E+IANOLZSr<k+1AN-EZ<bSN+1AwH#DbA
P=| 0<r<wAVYjell.r](a[j] = RED)AVYj € [r+ l.w|(a[j] = WHITE) A
vj € [b..N] (alj] = BLUE)
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Step 10: The strongest accessible conjunctive loop invariant, is therefore,

EkeNAOSw<E+IANOLSr<k4+1AN-EkE<bSN+1AwH#DbA
P=| 0<r<wAVjel.r](a[j] = RED) AVj € [r+ 1l.w|(a[j] = WHITE) A
vj € [b..N] (aj] = BLUE)

Step 11:

The strongest accessible conjunctive postcondition, R, is given by

R = (-GA(QVP))

(w=b—1AN(r=0ANw=0Ab=N+1V P))
EkeNANOLSwLE+INOLSr<E+1IAN-EkEk<Z<bOSNA4+1Aw=b—-1A
0<r<wAVjell.r](alj] = RED)AVj € [r+ l.w] (a[j] = WHITE) A
Vj € [b..N] (alj] = BLUE)

This conjunctive postcondition is useful for direct proof with respect to the
specification given in [26]°, by reasoning that

R= (a[l.”] = RED Aa[r+1..b— 1] = WHITE Aa[b..N] = BLUE)

In this chapter the ideas developed in the previous chapter have been extended
to deal with loops that have branching loop bodies. We explain in detail that
the inductive approach of the previous chapter is not applicable to derive in-
variants from such loops. A normal form for loops known as multiply-branched
statement form [28, 80] is introduced. We assume this normal form in order to
discuss an approach that uses heuristics for deriving invariants from loops con-
taining branches. We introduce heuristics which can be used to derive invariants
for loops describing conditional functions, partitions and searches and for de-
riving predicates describing invariant variable ranges. Some of these heuristics
can be applied directly to the branch-iterative invariants while others require
the calculation of special-case branch invariants. We present Algorithm 9 for
calculating these branch invariants. This algorithm is currently implemented in
the prototype tool. Algorithms 10 and 11 describe the use of the heuristics and
the orders in which they need to be applied to generate invariants from MBS
loops. Algorithm 10 relies on complex pattern matching and simplification pro-
cedures to mechanically determine which heuristic rules to apply. This pattern
matching and simplification is not currently implemented but is being worked
on. The prototype supports the final algorithm (Algorithm 11) only to the
extent that the calculation of the iterative-form invariant is automated. That
is, at present, steps 1 and 2 are automated and the remainder are manually
applied, as illustrated in the concluding example.

®Note the specification in [26] also states that a after the partition is a permutation of what
it was previously. At this stage, such information is not derivable by the method presented.
This part of the postcondition can, however, be proven by induction using the iterative-form
invariant (see chapter 9).



Chapter 7

Deriving Termination
Conditions

7.1 Introduction

Program verification involves proving a program satisfies its specification if it
terminates, and proving that it terminates.

Chapters 4, 5 and 6 dealt with the derivation of information to support reason-
ing about partial correctness. This chapter deals with derivation of semantic
information to support reasoning about termination. Several theorems and
methods are proposed that support reasoning about loop progress and termi-
nation.

Techniques for proof of termination of imperative programs [34, 72, 2, 4, 24]!
are well understood. Two conditions must be met for a loop to terminate. (i)
The loop must make progress toward establishing the termination condition
described by the loop guard, and (ii) the loop guard must be strong enough to
force termination after a finite number of iterations.

Existing formal techniques for investigating loop progress and termination use
either variant function conditions [34, 72, 2], or weakest precondition calculation
[4, 24]. Weakest precondition techniques are primarily used for program deriva-
tion. For this reason the majority of comparative discussion in this chapter
concerns only variant function techniques.

For variant function techniques, proof of termination involves identifying a vari-
ant function (discussed in the next section) and reasoning that it is decreasing
with each iteration of the loop body. A method to use a variant function and
the iterative invariant (see Chap. 3 and 4) to compute loop progress and ter-
mination conditions is presented and discussed.

Dromey and Billington [27], provide an algorithm for calculating a variant func-
tion from the loop guard and precondition alone using inference rules. In section

IThis list is far from exhaustive

131
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7.2.1 this technique is utilised and its limitations are discussed. In an attempt
to overcome the identified limitations, the existence of a general variant func-
tion is proved. The use of the general variant function, for this method, is
shown to be impractical for reasoning about progress and termination, due to
the complexity of the calculations required.

To overcome the problems associated with variant function methods of yielding
termination information, a technique is proposed for investigating loop progress
in the absence of any variant function. It can always be applied and yields
the conditions under which a loop will fail to progress directly from the code.
This technique comprises heuristic algorithms that can be automated as well
as applied manually. It is discussed in section 7.3.

In section 7.4 we present a further technique, limited in applicability, but which
yields all terminations and progress information directly from the code.

7.2 Investigating Progress with Variant Functions

Variant Function techniques are based on well-founded sets. A well-founded set
is a partially ordered set with no infinite decreasing sequences [72]. In a proof
of termination, the verifier is required to identify a function, ¢, which maps
program variables onto the well-founded set. The set of natural numbers with
the ordering, <, is often chosen as this well-founded set. A variant function ¢, is
suitable when ¢ evaluated at the start of any iteration maps to a natural number
that is greater than ¢ evaluated at the end of the iteration, for every iteration in
which progress is made toward termination. In reasoning about loop progress,
the verifier must, therefore, demonstrate that the variant function decreases
under the statements of the loop body, with every iteration. By demonstrating
that the range of ¢ is a well-founded set, the verifier ensures that the variant
function must always have a lower bound and the loop must, at some stage,
terminate.

Loops fail to terminate when the statements in the loop body fail to decrease
the variant function, or when the loop initialisation, loop guard and loop body
imply that the variant is not bound to a well-founded set. In summary, loop
progress and termination can be investigated by exploiting the formal properties
of a variant function.

We define a variant function as being a function which maps loop guard variables
to the set of natural numbers. We denote the variant function by ¢, where
t: P V(G) — N. In accordance with the notation presented in chapter 2, tj
represents the function ¢ evaluated at the end of the kth iteration.

Expanding on the termination rules of [34, 72, 2], we define rules for progress

based on an identifiable variant function, t as follows:

teytes1 € W Aty < tg, where W is a well-founded set (N, <), and k € N.
(7.1)
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The variant conditions for loop progress can be stated more simply as

0 <tpy1 < tg, where k € N. (7.2)

This states that the variant function, ¢, evaluates to a natural number greater
than zero at the start of every iteration of a loop and decreases with every
iteration, but never below 0.

The conditions defined by (7.2) rely on the comparison of variables on succes-
sive loop body iterations. Such information is described by the iterative-form
invariant Ryy1. The iterative form invariant was discussed in chapter 4, and
algorithms for its calculation described. The iterative-form invariant defines
equalities between k + 1st iteration instances of a variable and kth iteration
instances of that variable, for every program variable accessible to the loop.
Using this information (7.2) can be assessed with respect to the iterative-form
invariant for a loop to determine the initial conditions required for loop progress
on any iteration. That is, to identify an invariant required for loop progress.

Formally, for any loop, {Q} do G — S od, with an iterative-form invariant,
Rpi1 = sp(Qps1,S), and a suitable variant function, ¢, we can calculate the
conditions required for loop progress, PC, by evaluating

PC=0<tp41 <t AN Rgga (7.3)

This produces a disjunctive predicate with references to both k + 1st and kth
iteration variable instances. As we wish to discover only the conditions required
for progress at the beginning of any iteration, we attempt to substitute out all
references to the k + 1st iteration variable instances. This is simple due to
the nature of the iterative-form invariant, Ry.q. For every variable, x, in the
loop guard, loop body and loop precondition, there will be a corresponding
equality in each R; ;1 of the form x;11 = F, where E is an expression. These
equalities are therefore maintained in each of the disjuncts of PC. We can
remove all references to k + 1st iteration variable instances from the progress
conditions, PC, by the substitution

PC; [E/zy41],for all z € V(Q) UV (G) UV(S). (7.4)

where PC; = zp41 = E, for each disjunct, PC;, of PC.

This substitution is always possible as Ryiq implies equalities of the form
vip+1 = F for all variables v, where E can be reduced by recursive substitution
to a function of kth iteration variable instances and constants. The iteration
count k has been selected arbitrarily, and so PC' after (7.4) defines the progress
conditions at commencement of any k + 1st iteration (by the law of univer-
sal generalisation). As there are no references to any variable instances other
than kth iteration instances and constants, we can make PC more readable
by dropping the variable instance subscripts and state that PC' must hold at
commencement of any iteration for progress to occur.
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As an example, consider a loop with a variant function, ¢(i) = 100—4, and given
that Rx11 = ipy1 = ik + 1, the following progress conditions are derived by

applying (7.3):
PC = (0 < 100 — g1 < 100 — ig Adgps = i + 1)
Applying (7.4) to this, we obtain

PC = (0§ 100 — ig41 < 100 — 4 Aty :ik+1) [ik+1/ik+1]
= (OglOO—ik—l<100—z’k/\ik+1:ik+1)
= (ik§99)

Therefore, i, < 99 describes the conditions required for the associated loop to
progress toward termination on any arbitrary k + 1st iteration, (k € N). That
is, ¢ at the start of any k + 1st iteration of the loop body must be less than or
equal to 99 for the loop to progress toward termination. So, if 75 > 99, progress
will not be achieved. Under these conditions, either the loop guard is negated
i = 100 and termination is forced or i; > 100 ensuring termination will never
occur.

Because PC' has been derived for an arbitrary k4 1st iteration of the loop body,
we allow ourselves to drop the k subscripts and describe the resulting progress
conditions PC' as an invariant that must hold on every iteration.

We are now in a position to formalise the property, that for a loop to terminate,
before any iteration the program variables must either be in a state that enables
progress toward termination, or in a state that forces termination. PC describes
all of the states required for progress toward termination, and —~G describes the
states required to force termination, so an invariant for progress or termination,
TC, is:

TC = PCV -G (7.5)

To summarise, we have the following theorem.

Theorem 7.1. [Variant Conditions Method]

For any loop, {Q} do G — S od, apply the following steps:

1. Calculate the iterative-form invariant.
2. Identify a suitable variant function, t.
3. Calculate the progress conditions, PC, by (7.3).

4. Simplify the progress conditions, by applying (7.4) to substitute equal
expressions for all k+1st iteration variable instances. Drop all k£ subscripts
from the simplified progress conditions.

5. Calculate the failure to progress conditions, F'P by negating PC.
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Then, PC describes the conditions required for loop progress on any iteration,
F P describes the conditions under which the loop will fail to progress toward
termination. When the conjunction QQ A F'P is satisfiable then there are initial
conditions allowable under the given precondition that will result in S failing to
progress toward termination. The states satisfying Q) A F'P describe these initial
conditions. Conversely, the progress conditions PC, conjoined to the precondi-
tion @, describes the required initial conditions in order for S to progress toward
achieving termination with every iteration. @ A PC is, therefore, the weakest
precondition, and PC is the weakest invariant required for loop progress on
every iteration. Conditions for progress or termination, T'C, are defined by
TC =PCV-G.

Corollary 7.1. If PC = -G (FP = @), then the loop will always progress
toward termination, whenever the guard G holds. If PC = G (FP = -G), then
the loop will never progress toward termination.

Corollary 7.2. Any failure to terminate defects can be corrected in one of the
following ways: (1) By strengthening the precondition from @ to QA (=G V PC)
(see (7.5)), if acceptable, (2) By modifying S so that progress is possible under
the precondition @, or (3) By strengthening the guard to G A PC.

Consider the Greatest Common Divisor example in Program 10.

Program 10 GCD Example
procedure gcd(x,y: INOUT Z) {

do x #y —
ifx>y —
X 1= XY,
y>x—
y 1= y-X;
fi;
od

This example is presented by Manna in [72] as a non-trivial example to illustrate
termination proof using well-founded sets. Manna assumes the precondition
X >0AY > 0 for this algorithm, where X and Y represent the actual param-
eter values of  and y respectively. Manna’s proof of termination [72] yields a
statement declaring that termination is achieved under the given precondition.
Were the precondition weaker, and termination not achieved, the method of
proof described provides no constructive information useful for correcting the
defect that caused termination failure, whether that be a defect in the program
or specification. This is indicative of all existing variant function methods of
investigating termination. They return a result of either true or false.
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We assume the weakest possible precondition true for the GCD algorithm, and
demonstrate that applying the Variant Conditions Method yields a constructive
description of conditions required for loop progress, and that these conditions
can be used to reason about termination, and as constructive guidance for
correcting defects in the program and specification.

Step 1: Calculate the iterative form invariant
Applying (4.1) then (4.2) to the loop code yields the iterative form invariant
Repi =k eNA ( Th1 = Tk — Yk N Ykt1 = Y N T > YV >
Th41 = Tk NYk41 = Yk — Tk N Yp > Tk
Step 2: Identify a suitable variant function, ¢
We have identified the variant function t(x,y)=x+y.
Step 3: Calculate the progress conditions, PC

PC = 0<tg41 <t A Rigga
ke NAO < Tpq1 + Yrt1 < 2x + YA

= Tht1l = Tk — Y NYk+1 = Yk N Tk > YV
Tkl = Tk NYkt1 = Yk — Tk N Yk > Tk

Step 4: Simplify the progress conditions, by applying (7.4)

PC = keN/\(yk<$k/\0§Ik<$k+yk\/>

e <Y N0 < yp < xp + Yk
= keNAO<yp <z VO <z <yg)
= keN/\(xk;éyk/\0<xk/\0<yk)

As we have calculated these conditions for any arbitrary iteration of the loop
body, they are independent of k, the iteration count. We, therefore, drop the &
subscripts to give a more natural representation of the conditions.

PC=x#yn0<zA0<y

So, whenever the guard is not negated (z # y) and = and y are both greater
than zero at the start of any iteration then the loop will make progress toward
termination on that iteration.

Step 5: Calculate the failure to progress conditions, FP.
The failure to progress conditions are the negation of the progress conditions.

So,

FP = -PC
= z=yVer<0Vvy<O0

Whenever either the guard is negated (x = y), or either of x or y are less than
or equal to zero at the start of any iteration then the loop will fail to make
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progress toward termination on that iteration. The negation of the guard is not
of concern as the loop is expected to not progress on termination, however, the
other two states must be considered.

In order for progress to be made on an iteration, the progress conditions state
that  ZyAx > 0Ay >0 must hold. So, x ZyAx >0Ay > 0is an invariant
required for loop progress, and by (7.5) x = yVz > 0Ay > 0 is an invariant for
progress or termination. It can be reasoned that if x > 0 Ay > 0 is maintained
initially then it will continue to be maintained under any iteration of the loop
body and on termination.

The loop initialisation under the weakest precondition true yields the loop pre-
condition (x = X Ay =Y Ax,y € Z). Reasoning about correctness, we note
that this precondition does not exclude the states described by FP. Therefore,
the loop may be entered with initial values for z and y that will cause failure
to progress.

Corollary 7.2 says that we can use the derived progress conditions to correct
the defect causing non-termination by strengthening the precondition. In this
situation the defect is not in the program but in the program’s specification.
By strengthening the precondition to

(t=XANy=YAzx,yecZAN(x=yVz>0Ay>0))
= (:c:X/\y:Y/\(x:y\/x,yeN+))

we have reasoned that the loop will always progress toward termination. B

In practice, a variant function is often not available when verifying code. This
is particularly so for legacy code. In order to automate the method above,
an investigation into techniques of deriving correct variant functions from code
syntax alone was conducted.

7.2.1 Methods to Obtain Variant Functions

Dromey and Billington [27] introduce a process for determining a variant func-
tion from a loop’s precondition and guard. This process can be mechanised. In
some cases, however, there is not sufficient information provided by the loop
precondition and loop guard to apply the process. These cases are usually char-
acterised by loop guards with # as the main connective where at least one of
the variables or constants in the loop guard is not initialised within the scope of
the program being analysed. For such variables, the initialised values or ranges
are unknown. The Greatest Common Divisor program of the previous section
is an example of this. As we are provided with no documentation for this func-
tion, we must make the precondition the weakest possible precondition, true.
The initial values of z and y are dependent on the parameters passed to them.
If we let X and Y represent the actual parameter values passed to x and y
respectively, then the loop precondition is (x = X Ay =Y Ax,y € Z). This is
too weak to be of any use with the variant calculation process in [27].
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Attempts were made by this author to modify the process of variant calculation,
however, the generation of a variant function under weak initial conditions was
not achieved. This led to an attempt to describe a general variant function,
applicable to all loops.

7.2.2 Toward A General Variant Function

For any loop, {Q} do G — S od, where G is a literal?>, =G can be written
as an equality v = w, where v and w are expressions possibly involving the
addition of an introduced constant. This is possible for any loop for which a
variant function involving only loop guard variables exists?. For such loops,
we introduce a constant, C, such that on termination C = v = w. A loop can
progress toward this state with every iteration only when the difference between
v and C or w and C' decreases with each iteration of the loop. Limiting ourselves
to dealing only with integer variables and constants, and assuming w is greater
than v, we present the possibilities for loop progress on a number line in Fig.
7.1.

The sub-figures in Fig. 7.1 are annotated with predicates that describe the
changes that must be possible on v and w on successive, arbitrary, iterations of
a loop, if the corresponding loops are to make progress. Note, that all of these
changes may not actually occur on every iteration, but they must be possible
on any iteration. For example, Fig. 7.1(a) states that both v and w must
potentially change with every iteration. If the changes to v and w occur in two
different paths through the loop body, then both paths must be reachable on
an arbitrary iteration.

Figure 7.1 describes the only possible changes allowed to v and w in each iter-
ation, if progress is to be achieved.

Definition 11. General variant Function.

A variant function, ¢, is called a general variant function, if and only if ¢ is
a variant function for every loop which has a variant function.

Theorem 7.2. For any loop, {Q} do G — S od, where G is a literal and -G
is equivalent to the equality v = w, where v and w are expressions, let C be
a constant, such that on termination C' = v = w. Then |[v — C| + |w — C| is a
general variant function.

Proof. If we find a function ¢, such that, for any loop, 0 < tx11 < t; holds
on any iteration k£ whenever progress is made toward termination, then ¢ is a
general variant function?.

2We only consider literals constructed with the predicate symbols <, <, =, >,> and their
negations

3Loop guards of the form do 4 = j can have no variant function consisting of only loop
guard variables, as the only time the relationship between the loop guard variables changes is
on termination.

4Note we are dealing only with the set of natural numbers as the basis for the well founded
set
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Figure 7.1: Possible state changes for loop progress such that on termination

v=w=C.



CHAPTER 7. DERIVING TERMINATION CONDITIONS 140

Let ¢ be the function |v — C| + |w — C|.

For any k € N, 0 < |vy, — C|+|wi, — C| holds so, 0 < t is always true. Therefore,
we need only prove that tx11 < t; holds whenever progress is made.

If the loop is to terminate immediately before some k + 1st iteration (at the
end of some kth iteration) then, vy = wy = C and vy — C|+ |wy, — C| = 0. If a
loop does not terminate immediately before an arbitrary k + 1st iteration then
v £ CVuwg #C,and 0 < |vp — C| + |wg — C.

thy1 = |’Uk+1 — C| + \wkﬂ — C| and tp = ”Uk - C| + |wk — C|

Figure 7.1 describes all of the cases under which progress may be made toward

termination. In order for ¢ to be a general variant function, we must show that
tr11 < tr under all of the cases described by Fig. 7.1.

Let w be greater than v.
Case (a): (vx < wrp Ak < C < wip A < U1 A Wer1 < Wg)
tre1 < tk/\(vk <wp Avp < C <wp A < V1 N\ Wi < wk)
[Vk1 = Cl + [wi1 — O < |vg = C| + |w, = C[A

v < wi A < C < wp Avg < Vg1 A Wiyl < W
= ftrue

Case (b): (wr > vk A Vg1 > v A wgp, = wi, = C)

From Fig. 7.1(b), in order for this case to occur, wy = C A vp < C must be
true.

1 < ti A (wk > Vg A Vg1 > U AN Wg1 = wk)
(0ps1 — C| + [wis1 — C| < [vp — C| + |wy — C| A
Wg > Vg N\ Vg1 > U N\ W1 = Wi

= vy <C

= true

Case (c): (wg > vp A wir1 < wi A vy = v = C)

Similarly, tx41 < t; can only be satisfied for this case when wy > C, and this
condition is specified by Fig. 7.1(c).

Case (d): (C < v < wi Avgg1 < vp A Wiy < wy)
eyl <tk A (wk > UV A\ Vg1 > Up N Wyl = wk)
Vi1 = Cl + [wi1 — Cf < |og = Ol + |wg — C| A

W > U N\ Vg1 < Up A Wgg1 < Wi
= true

Case (e): (v < wr < C A Wgg1 > Wi A Ugy1 > V)

Similarly, tx11 < tx is always true for this case.
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Because t;41 < i holds under all of the state changes described by Fig. 7.1, and
these are all of the possible state changes leading to loop progress, then 511 < tx
always holds when an arbitrary loop progresses. Therefore, |[v — C| + |w — C|
is a general variant function. O

Lemma 7.1. If either v or w is a constant, then the variant is equivalent to
|lv —w|.

Proof. In the general variant function above, C' is a constant that represents
the values of the expressions v and w when evaluated at termination, such that,
v=w = C. Let w be a constant, then by definition, w, = C, for all iterations,
k. So w = C always holds and |[v — C|+ |w — C| = |v — w|+ |w — w| = |[v — w|.
Similarly, when v is a constant, then by definition, v, = C, for all iterations, k.
So v = C always holds and |[v — C|+|v — C| = |v —v| + |[w —v| = |w — v|.

|w —v| = |v — w|, therefore, whenever either v or w is a constant, the variant
is equivalent to |v — w| O

Investigating Termination with the General Variant Function.
An attempt to use the general variant function to investigate loop progress by
theorem 7.1 reveals its limitations.

Consider again the GCD example (Program 10) under the precondition true.
Applying theorem 7.1:

Step 1: Calculate the iterative form invariant
Applying (4.1) then (4.2) to the loop body code yields the iterative form invari-

ant

T =X — A = NxE > YV
Ry =keNA ( k+1 kE— Y NYk+1 = Yk k= Yk >
Tpt1 = T NYk+1 = Yk — T N Y > Tk

Step 2: Identify a suitable variant function, ¢

We have identified the general variant function |v — C| + |w — C| with v = z
and w =y, so
ta,y) =z = Cl+ 1]y - C].

Step 3 and 4: Calculate the progress conditions, PC and simplify by
(7.4)

PC = 0<tgp41 <t AN Rpya
/CEN/\OS‘$k+1—0|+|yk+1—0|<‘J}k—c‘+|yk—c‘/\
( Tht1 = Tk — Y NYk+1 = Y N Tk > YV

Tht1 = Tk NYk+1 = Yk — Tp N Yp > T,

= keNA<yk<w|xk—yk—0|+yk—0|<|xk—c|+yk—c|v>

zr <yp Al|zg — Cl+ |lyx — x — C| < |z — C| + |yx — C|
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Simplifying this to obtain the more useful condition below is a non-trivial
exercise, because of the necessity to solve inequalities with absolute values on
both sides.

PC = keNAO<yr <z VO <z <yg)
= kEN/\(xk#yk/\O<xk/\O<yk)

Due to the complexity of the yielded progress conditions, and the inherent
difficulty with simplification, the Variant Conditions Method using the general
variant function does not lend itself to automation.

In the next section we describe an approach to deriving progress conditions
based on progress rules derived from Fig. 7.1. This approach does not rely
on the provision of any variant function, and hence overcomes the limitations
of the Variant Conditions Method described in this section. It can be applied
directly to the program code and has been automated.

7.3 Investigating Loop Progress Without a Variant

The Variant Conditions Method defined in the previous section is reliant on the
identification of a suitable variant function. A variant function is not always
available to a verifier, particularly if verifying legacy code. As explained above
techniques to derive variant functions are limited in their applicability and the
only identified general variant function is limited by its complexity. For this
reason, we introduce a method in this section for investigating the conditions
required for loop progress without reliance on any identified variant function.
Important among the advantages of the introduced technique is that it can be
completely automated.

The theory is introduced with simple examples where the loop guards are lit-
erals. This is extended later. For any loop, {Q} do G — S od, where G is
an atomic formula, =G can be written as an equality v = w, where v and w are
expressions possibly involving the addition of an introduced constant.

For example, the loop guard ¢ < j when negated gives ¢ > j. ¢ > j can be
rewritten as ¢ = j + C, where C' > 0. This is in the form v = w, with v being ¢
and w being j + C.

There are two ways in which a loop may make progress, with every iteration,
toward achieving a state in which v = w. Figure 7.1 illustrates that either the
difference between v and w must decrease with each iteration of the loop, or v
or w must approach some constant value with every iteration. This constant
value is an undefined constant, C', such that on termination, C' = v = w. It is
difficult to reason about termination using rules that involve such a constant.
For this reason we attempt to model loop progress by rules that do not involve
this constant C.

A technique is presented which yields documentation of the conditions required
for loop progress using only information which can be obtained directly from the
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code. This technique is only accurate for loops where loop progress is possible
on every iteration. Because we are assuming normalised MBS loops °, we can
be assured that in a correct program this is always the case. The reason for this
is that in a normalised MBS loop, all branches are accessible on every iteration
[28], so if progress toward termination is to occur, then at least one accessible
path through the loop should ensure progress is made on any iteration.

Analysing further the diagrammatic representation of loop progress in figure
7.1 we identify the following conditions that must be met if progress is to be
possible on every iteration of a loop. Removing any reference to the constant
C, the loop body must ensure that one of the following conditions holds on any
iteration in order for progress to be achieved:

e the lesser of v and w increases and the greater decreases.

e the lesser of v and w increases and the greater remains constant.

e the lesser of v and w remains constant and the greater decreases.

e the lesser of v and w is non-increasing and the greater is decreasing at a
faster rate.

e the greater of v and w is non-decreasing and the lesser is increasing at a
faster rate.

Formally we can represent these individual conditions by

PCy = (v < wp Avg < U1 A Wi < W)
PCy = (wg <vp Awg < Wiy1 A Vg1 < Uk)
PC3; = (vp < wg Avg < Vg1 A Wks1 = W)
PCy = (wg < vp Awg < W1 A Vg1 = Up)
PCs; = (vp < wip Avg = Vg1 A Wiy1 < W)
PCs = (wg < vp Awg = Wiy1 A Vg1 < Uk)
PC; = (vp < wip Avgrr < v A Wiy < W AV — Vg1 < W — Wt1)
PCs = (wr < vp Awig1 S W A Vg1 < Vg AW — We1 < Vg — Vkt1)
PCy = (vp <wg Avg < Vg1 AWk < Wey1 AWyt — Wi < Vg1 — V)
PCro = (wr <vp Awg < W1 Avg < Vg1 AVgy1 — O < Wil — W)

As with the Variant Conditions Method of the previous section, the iterative-
form invariant can be used to assess progress of a loop as it defines k& + 1st
iteration instances of a variable in terms of kth iteration instances. So, in order
to establish the initial conditions required for loop progress, denoted PC, we

®For a discussion of normalised MBS loops see chapter 6 and [28].
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can simplify the following for a normalised MBS loop with N paths and an
iterative-form invariant Ry 1:

10
PC = Rpy A\ (PC) (7.6)

i=1

As with the previous method, the results apply for any arbitrary iteration. They
are, therefore, invariant.

To summarise, we modify theorem 7.1 to use the above progress conditions.

Theorem 7.3. [Progress Conditions Method]
For any loop, {Q} do G — S od, apply the following steps:

1. Calculate the iterative form invariant by (4.2).
2. Identify expressions v and w such that on termination v = w.
3. Calculate the progress conditions, PC', by (7.6).

4. Simplify the progress conditions, by applying (7.4) to substitute equal
expressions for all k+1st iteration variable instances. Drop all k£ subscripts
from the simplified progress conditions.

5. Calculate the failure to progress conditions, F'P by negating PC.

Then, PC describes the conditions required for loop progress on any iteration,
F P describes the conditions under which the loop will fail to progress toward
termination. If the conjunction Q A F'P is satisfiable then there are initial con-
ditions allowable under the given precondition that will result in S failing to
progress toward termination. The states satisfying Q A F'P describe these initial
conditions. Conversely, the progress conditions PC, conjoined to the precondi-
tion @, describes the required initial conditions in order for S to progress toward
achieving termination with every iteration. @ A PC is, therefore, the weakest
precondition, and PC is the weakest invariant required for loop progress on
every iteration. Conditions for progress or termination, T'C, are defined by
TC =PCV —G.

Corollaries 7.1 and 7.2 still hold for the modified theorem.

Consider again the GCD example (Program 10). We apply theorem 7.3 to
derive and reason about progress conditions.

Step 1: Calculate the iterative form invariant

Again we assume the weakest possible precondition true, ensuring that the
loop precondition is (z,y € ZAxz =X Ay =Y). Applying (4.1) then (4.2) to
the loop body code yields the iterative form invariant

= — A = NTE > YV
Repy =k eNA ( Thtl = Th — Yk A Ykl = Yo N Tk > Yo >
Tpt1 = T NYk+1 = Yk — T N Y > Tk
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Step 2: Identify expressions v and w such that on termination v = w

The negation of the loop guard states that on termination the equality z = y
holds, so we identify and substitute x for v and y for w.

Step 3 and 4: Calculate the progress conditions, PC, and simplify by
(7.4)

10
PC = Ry N \/ (PC;)

i=1

k € NA
V£1 (PCi) Nxpyr = T — Yk A Y1 = Yk N T > YV ]
< Vily (PCi) ATpyr = Tk A Ykgr = Y — Tk AYp > Tk )
= keNANO<yr <z VO <z <yg)

= keNA(rr 2y NO<zp A0 <yg)

Dropping the k subscripts gives the following, more natural, representation of
the progress conditions:

PC=x#yn0<zA0<y

So, whenever the guard is not negated (z # y) and = and y are both greater
than zero at the start of any iteration, the loop will make progress toward
termination on that iteration.

This approach has been automated in the prototype (see section B.3). As
can be seen, the prototype, even with its basic simplification rules, manages
to reduce the twenty disjuncts of Ryi1 A \/2-121 (PC;) to a form in which the
simplification required is trivially applied manually. That is, the prototype
states the progress conditions as ((r <y A0 < z)V (y <2 A0 <y)), which are
equivalent to x Zy A0 < z A0 < y, that is, PC.

Step 5: Calculate the failure to progress conditions, F'P.
The failure to progress conditions are the negation of the progress conditions.
So,

FP = -PC
= z=yVex<0Vvy<0

These progress conditions are equivalent to those derived using the variant func-
tion method of the previous section. They therefore have the same implications
for reasoning about correctness and reuse.

Automated support has largely been provided for this method by the proto-
type tool defined by chapter 7 of this thesis. Automation of the method is
implemented in two stages.

1. The application of the progress condition rules to the guard written as an
equality, achieved through substitution only
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2. Simplification of the results

The simplification stage is not fully implemented in the prototype, so some
results need simple human simplification to their simplest forms.

This method identifies only the conditions required for progress. It does not
consider whether or not the loop guard is strong enough to halt this progress
and force termination. The next section presents a method for investigating
this.

7.4 Investigating Termination Conditions

In order to completely analyse loop termination, we not only need to reason
about loop progress, but also that the guard will at some stage force termina-
tion. That is, termination must be investigated based on the principle that in
order for a loop to terminate, at some stage the loop guard must be negated.

Consider any loop, {Q}do G — S od. In order for termination to be achieved,
after some arbitrary kth iteration, where k£ € N, =G must hold. This can be
described formally by (7.7).

Jk € N(=Gy) (7.7)

In order to evaluate this condition, it is necessary to determine if the loop guard
variables can ever be in a state on any single iteration, k, which ensures G is
negated.

On some single iteration every program variable in the loop guard must be
instantiated with a value that will make the loop guard false, forcing termina-
tion. If this can not occur, then termination will not be achieved Obtaining
a solution to an iterative-form difference equation for a variable, allows us to
define the sequence of values that that variable will be assigned. That is, for
a variable v, v(k) is defined to be v, where k € N. The sequence of values
that v is instantiated with for the first k iterations, where k > 0, is given by
(v(0),v(1),...,v(k)). If, based on iterative-form difference equations in Rj1,
a difference equation solution, v(k), exists for all variables, v, in the variable
set of the loop guard, GG, then the conditions required for termination can be
defined by simplifying (7.8).

Ik € N (=G [v(k)/v]), for all v € V(G) (7.8)

That is, there must be an iteration k, such that the value of every loop guard
variable on that iteration forces the guard to be negated.

The method just described is summarised in the following theorem.

Theorem 7.4. [Guard Substitution Method]
For any loop, {Q} do G — S od, apply the following steps:

1. Calculate the iterative form invariant by (4.2).
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2. Calculate difference equation solutions for all variables in the variable
set of the loop guard from the equalities in the iterative form difference
equation.

3. Using these difference equation solutions, solve (7.8) for k& € N.

If k£ is not an element of the set of natural numbers, then the loop will not
terminate and [k] is the iteration on which progress toward termination ceases.
If £ is an element of the set of natural numbers, then (7.8) will simplify to
true and the loop will terminate. The k that makes (7.8) true is the number of
iterations to termination.

Proof. From the discussion presented above, if (7.8) can not be solved for any
natural number iteration count k, then there is no single iteration in which the
variables involved in the loop guard will be instantiated with values that will
force termination. Because k was chosen arbitrarily, we can generalise and say
that termination will never be forced in these situations. Conversely if (7.8)
can be solved for at least one natural number k, then there must be at least
one iteration k£ in which the loop guard variables are instantiated with values
which negate the loop guard forcing termination. Termination must at some
stage occur. ]

Corollary 7.3. For any loop, if (7.8) can be solved for k ensuring k € N, then
k is a direct measure of the order complexity of the loop.

Example 7.1. Consider the simple loop:

{true}

i:=0;

do i # 100 —
i:=i+2;

od

Applying the Guard Substitution Method results in the following analysis:

Step 1: Calculate the iterative-form invariant, Ry

The given precondition is ¢true. This makes the loop precondition (i = 0). The
negation of the guard is ¢ = 100. We calculate the iterative form invariant,
Ryy1 as

Riv1 = (k€ NAigyr =ix + 2 Ay # 100)

Step 2: Calculate difference equation solutions for all loop guard
variables

The only loop guard variable is ¢. The assignment to 4, yields the difference
equation ix41 = ig + 2. The solution to this difference equation, is i(k) = 2k.

Step 3: Solve (7.8) for k € N
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Simplifying (7.8) to determine the conditions for termination gives:
Jk € N((i = 100) [i(k)/1])

Jk € N(2k = 100)

Jk € N (k = 50)

= true

Step 4: Analyse the result

We can determine that the loop will always progress and terminate under this
initialisation as (7.8) simplifies to true.

By corrollary 7.3, we note that the loop will iterate 50 times before termination
is forced. W

This is a simple example that could easily have been reasoned about without this
elaborate method. Consider now the example loop in Program 11. This loop is
very difficult to reason about without the constructive information yielded by
application of the Guard Substitution Method.

Program 11 Sum Example
{i=1INI€eR}
s:=0;
do s # 100 —

i:=i+1;
S:=s+i;

od

We apply theorem 7.4 to Program 11.

Step 1: Calculate the iterative-form invariant, Ry

The given precondition asserts (i = I A I € R). This makes the loop precondi-
tion (i = INI € RAs =0). The negation of the guard is s = 100. We calculate
the iterative form invariant, Ryy1 as

R;.H_lE(kEN/\Z']H_lZik-i-l/\Sk_H=Sk+ik+1/\8k75100/\I€R)

Step 2: Calculate difference equation solutions for all loop guard
variables

The only loop guard variable is s. The assignment to s, yields the difference
equation sgy1 = Sk + ix+1. The assignment to ¢, yields the difference equation
ix+1 = ix + 1. The solution to this difference equation, is i(k) = I + k. So, the
solution to sgy1 = Sk + tg41 1S

k
s(k) = [ i()
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Step 3: Solve (7.8) for k € N

Simplifying (7.8) to determine the conditions for termination gives:
Jk € N((s k)/s])

= dkeN

M?r ||

(I 4 j) =100
1

J

= erN(kIJrZ ) = 100

1)
= 3keN<kl+k2+_100>
+

ecrie (120551

k 2

Step 4: Analyse the result

From the last line we reason that the loop will only terminate when [ is initially
a real number that makes (I = 1—20 — %) true, for some natural number k.
For example, we can reason by substituting & = 1,2, or 3 that the loop will
terminate when I =99, I = 48.5, or I = 31%7 respectively. By corollary 7.3, we

reason that the loop terminates in a number of iterations equal to the positive

roots of the equation
[ 100 k41
ok 2

This process is powerful, not only for deriving these conditions but also for
testing theories relating to termination. For example, consider the sum exam-
ple above with the initialisation i:=0;. Does the loop terminate under these
conditions? While testing such a theory provides an answer immediately, the
above method will produce an answer as well as constructive information de-
scribing the state when progress toward termination failed. This example is
worked below.

Step 1: Calculate the iterative-form invariant, Ry

The initialisation i:=0; makes the loop precondition (i = 0 A's = 0). The
negation of the guard is s = 100. We calculate the iterative form invariant,
Ry41 as

Rk+1E(kEN/\ik+1=ik+1/\Sk+125k+ik+1/\8k#100)

Step 2: Calculate difference equation solutions for all loop guard
variables

The only loop guard variable is s. The assignment to s, yields the difference
equation sgy1 = Sk + ixr1. The assignment to ¢, yields the difference equation
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ix+1 = ix + 1. The solution to this difference equation, is i(k) = k. So, the
solution to sg+1 = Sk + k41 1S

k
s(k) = | D_il5)
j=1
k
— Zj
j=1

k(k+1)

Step 3: Solve (7.8) for k € N

Simplifying (7.8) to determine the conditions for termination gives:

3k € N((s = 100) [s(k)/s])

3keN<kk+1 @

= JkeN K —100)

Jk € N (k? k—200)
false

Step 4: Analyse the result

Because (7.8) simplified to false, we can reason that s will never equal 100 in
any whole number of iterations. Therefore, under this initialisation, the guard
will never be negated and the loop will never terminate. Solving the quadratic
equation on the second last line of the above gives k = 13.65 (k can’t be negative
so we are only concerned with positive roots). We can reason from this, that
up to the 13th iteration, the loop is making progress toward the termination
state. That is s < 100 and s is increasing toward 100. However, the guard is
not negated, and after iteration 14, the next whole number iteration, s > 100,
and the loop will fail to progress. B

7.4.1 Comparison with Variant Techniques

This is a useful method for calculating all progress and termination conditions
for loops where all loop guard variables are associated with solvable difference
equations in Ry.1. It can be applied as an independent method or as part of a
difference equation approach to calculating the loop invariant.

This technique is reliant on the ability to solve the iterative-form assertions in
the iterative-form invariant for only the loop guard variables. This is possible in
many well-structured programs. This technique is applicable in all of the cases
that the well-founded-sets methods of [34, 72] can be applied. These techniques
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are reliant on identification of an invariant in order to extract a suitable variant
function to prove that the termination conditions are true. This is due to
the fact that for a variant function to be suitable, it must be implied by the
invariant. If this can’t be proved, then a verifier can not be sure that the
variant function being used for termination analysis is suitable. In order to use
these methods, all paths through the program must yield the same invariant
with respect to the loop guard variables. This is the case with variant-based
techniques also [72]. The method described by Theorem 7.4, has the benefit
that it describes a technique for repeatably extracting constructive information
describing the conditions required for termination.

This technique lends itself to automation. It is not reliant on generating an
entire invariant, or on the identification of a sufficient variant function. The
generation of iterative form invariants has already been automated in a proto-
type as have the solutions to many commonly occurring difference equations.
The third step above, the solution and simplification of (7.8) has not been fully
automated in the prototype at this stage. It is expected that the automation
of solving and simplifying (7.8) when applied to code examples like the sum
example above is non-trivial.

The limitations of this method have been described above. Important among
these is the fact that this technique requires the derivation of invariant relation-
ships, in non-iterative form, for all loop guard variables. This may not always
be possible when, for example, the iterative-form difference equations are diffi-
cult to solve or not solvable, or different paths through the loop progress toward
termination by differing magnitudes. In these situations it is always possible to
establish the conditions required for loop progress by the Progress Conditions
Method of the previous section.

7.5 Other Loop Guard Forms

7.5.1 Guards With = Connectives

In order to reason about termination when dealing with loops of the form do
v =w — S od, we can make use of the principle introduced in the previous
section®. That is, if termination is to be achieved, then the negation of the
guard must be forced on some arbitrary kth iteration. That is, the following
must hold:

Jk € N(=Gy) (7.9)

Therefore, we can analyse the progress and termination characteristics of this
class of loop only when the difference equations in the iterative-form invari-
ant, Ry, can be solved for all of the loop guard variables. So termination
and progress of such loops can only be analysed when the Guard Substitution

5The appearance of loop guards with = as the main connective is often an indicator of an
improperly formulated loop.
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Method is applicable, otherwise we can only present an iterative form condition
corresponding to (7.9)

For example, consider the loop guard do i = j+ 1 —. If i(k) and j(k) can
be calculated, then the progress and termination conditions can be found by
theorem 7.4, by simplifying

3k € N(i(k) # j(k) + 1)

If i(k) can not be calculated or j(k) can not be calculated then the only state-
ment we can make about termination conditions is

Ik € N (i # jr + 1)

Progress can be assessed for such loops by theorem 7.3, realising that on termi-
nation

ir+C=jy+1+DAC#D

7.5.2 Loops with Complex Guards

So far we have only discussed the analysis of loops with simple, literal guards.
In order to apply these methods to any real examples, it must be applicable
to loops with complex guards. Here we define a complex guard as being a
conjunction or disjunction of quantifier free formulae.

Theorem 7.5 (Complex Guards). For any loop with a complex guard, G,
for each literal, p;, in =G, apply the method described in this section to derive
the progress conditions for that part of the guard. If the progress conditions
for p; are denoted by PC;, then the progress conditions for the entire loop will
be given by

PC = -G [PC;/pi], for all p; in G (7.10)

Proof. If the negated guard is conjunctive, progress must be made toward
achieving each conjunct. That is, given a negated guard of the form p; A ... A
Dn, let PCy...PC, be the conditions required for progress toward achieving
P1 - - . Pn respectively. Then, in order for the loop to progress toward termina-
tion the loop must progress toward achieving all of the conjuncts in the con-
junctive termination condition. If any p; is not achieved then termination will
not succeed. So, the conditions required for progression toward a conjunctive
termination condition are the conjunction of the individual conjunct’s progress
conditions, PCy A ... A PC,,.

If the negated guard is disjunctive, progress must be made toward achieving
at least one of the disjuncts of the negated guard. That is, given a negated
guard of the form p; V...V p,, let PCy ... PC, be the conditions required for
progress toward achieving p; ...p, respectively. Then, in order for the loop to
progress toward termination the loop must progress toward achieving at least
one of the disjuncts in the disjunctive termination condition. If no p; is achieved
then termination will not succeed. So, the conditions required for progression
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toward a disjunctive termination condition are the disjunction of the individual
disjunct’s progress conditions, PC1 V...V PC,.

This is recursive for each sub-formula of the negated guard. O

For example, consider the following:

{i=Inj=J}
do i#100 A j#0 —

i:=i+1; j := j-1;
od;

The termination condition is ¢ = 100V j = 0 The conditions for progress toward
achieving ¢ = 100 are derived as i < 100. The conditions for progress toward
achieving j = 0 are derived as j > 0. Therefore in order for the loop to progress
toward termination, either ¢ < 100 must hold, or 7 > 0 must hold, on every
iteration. If this is not the case progress is made toward neither disjunct of the
termination condition.

By (7.10), the progress conditions are
1< 100V 3> 0.
The failure to progress conditions are, therefore,
1> 100N 75 <0.

The given loop precondition does not exclude these states, so it is possible to
begin this loop with initial values that will cause progress failure.

By corollary 7.2, these defects could be corrected in a number of ways. The
loop precondition could be strengthened to

(1<100Vji>0Ni=INj=J)

Alternatively the guard could be strengthened to

do i<100 A j>0 —

7.6 Using the Derived Conditions

The derived failure to progress and termination failure conditions can obviously
be used to assess whether or not the program being inspected will progress and
terminate under all of the states described by the given precondition. The fol-
lowing criteria would form a good candidate addition to an inspection checklist.

“Are there loop failure to progress and terminate conditions that are achievable
under the given precondition?”
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This question would have been difficult to assess through inspection prior to the
introduction of the methods of this chapter. Applying these methods to derive
and analyse the conditions under which loop progress and termination fails,
ensures that the question can easily be answered by anyone who can interpret
the given precondition and derived invariant.

As implied by corollary 7.2, not only are these conditions useful for reasoning
about correctness, they are also constructive in that they can be used to support
the correction of termination related defects. Defect correction is discussed in
detail below.

Summarising corollary 7.2, Fig. 7.2 illustrates the different uses of the derived
termination information.

Defect Correction by Strengthening the Precondition. Considering
the loop, do G — S od, executing under the precondition (). The progress
conditions, PC, describe the states required for S to progress toward termina-
tion. The conjunction of the given precondition and the progress conditions,
Q N PC, describes the weakest precondition required for S to always progress.
PC' is also an invariant of S. That is PC must be maintained on every it-
eration if progress is to be achieved. In this respect, by definition, it is not
strictly an invariant, as it does not hold on termination. Based on this, we can
therefore correct any failure to terminate defects by strengthening the precon-
dition to @ A PC, or, for languages that allow assertions, by asserting PC', as
an invariant, in the body of the loop.

Modifying the Loop. In some cases the given precondition may be correct
although the derived failure to progress conditions are allowed by it. In these
cases, the loop itself must be defective. That is, the loop guard or loop body
statements are responsible for failure to progress and terminate. In such cases,
we may not be permitted to strengthen the given precondition to @ A PC. In
these cases we need to modify the loop so that progress is achieved under the
given precondition, (). There are basically two ways in which we can modify
the loop itself to progress under the given precondition.

Firstly, we can strengthen the loop guard. For any loop, {Q} do G — S od,
strengthening the guard to G A PC, will ensure that progress is always made
by S under the precondition (). For example, if we strengthen the guard in the
GCD example to be, while (x!=y && x>0 && y>0), progress is always made
under the precondition (x = X Ay =Y Ax,y € Z). This is logically the same
as asserting PC' as an invariant at the beginning of each iteration.

In many cases, we will not wish to strengthen the guard in this way. Strength-
ening the guard will ensure termination, however, it may not ensure the correct
invariant is maintained, and therefore it may cause the loop to terminate with
an incorrect postcondition. In such cases, we need to modify the body of the
loop itself and possibly also the guard, so that progress may be achieved while
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(a) Non progression defects occur when the precondition allows a
program to be executed under states that cause a loop to iterate
indefinitely

/N
Y A

(b) Progression defects can be corrected by strengthening the
precondition to restrict the execution of a program to only those
states that cause progression.

A

S 2] T

S
(c) Progression defects can also be corrected by modifying the

program to progress under all states described by the original
precondition.

Figure 7.2: A state space description of termination defects and their correction
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Program 12 A Defective Binary Search Algorithm

i=0;j=0N;
do {
p = (i+j)/2;
if (alp] < x) {
i=p;
}
else if (alp]l > x) {
j=p;
}

} while (alpl!=x && i<j);

maintaining the correct invariant. The failure to progress conditions, F' P, may
be of benefit in guiding the re-engineering of such loops.

Consider the defective binary search in Program 12. The loop progress calcu-
lations for this example yield the following conditions

PC = (a[|(i+j)div2)>aVj#i+1)
FP = (a[i+j)div2l<zANj=i+1)

It does not make sense to modify the precondition of this loop to state that for all
iand j, a[(i+ j)div2] < x = j # i+ 1. Modifying the guard, by conjoining
al(i+j)/2] > xV j # i+ 1 to the existing guard to give: while ((al[p]l'=x
&& i<j-1) || (alpl>x && i<j)), raises a problem with partial correctness. If
i = j—1 and ali] < x, a]j] will not be checked and a[j] = x may hold. We
could modify the program by adding a check for a[j] = x after the loop. Such
a solution would be correct, however, the information provided by the method
would be better used to guide the re-engineering of the entire loop for a more
elegant and maintainable solution.

7.7 Conclusions

In this chapter we have presented repeatable and automatable methods for
deriving the conditions which cause loop progress and termination failure. We
have demonstrated the application of the methods and discussed the use of
their results in assisting the re-engineering and documentation of loops. These
methods are not dependent on the existence of any formal documentation for
the loop being analysed. As such, they are useful for documenting and re-
engineering loops in legacy programs for which existing formal methods are not
applicable.

The methods presented form a basis for investigating termination in a human
reasoning based code inspection process. The progress conditions method and
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termination conditions methods have both been implemented in the current
prototype, however, the simplification module of the prototype is immature.
For example, for the GCD example, the tool generates the following report:

Loop Progress Conditions

The loop will progress in an iteration, when the following holds at commence-

ment of that iteration:
(r<yAnO<z)V
(y<zA0<y)

Loop Termination Conditions

The loop will terminate, when the following is satisfiable:

dk € N(l‘k = yk)

Note that the progress conditions are not expressed in their simplest form and
the loop termination conditions are expressed iteratively because their were no
solvable difference equations for z and y. Work is continuing on extending the
simplification module of the prototype.



Chapter 8

Procedure Semantics

8.1 Introduction

In order to trust software so that it may be safely and correctly reused, the
components to be reused must be specified in terms of a given precondition
and postcondition and must be shown to be correct with respect to the given
specification. The precondition must unambiguously state the conditions under
which that component can be executed and guarantee to satisfy the postcondi-
tion. This is known as programming by contract [74]. In many legacy systems
such a specification simply does not exist.

Previous chapters have focussed on the use of the strongest postcondition pred-
icate transformer for deriving specifications from self-contained units of code,
that is code that does not call procedures. In this chapter, we present techniques
and algorithms for using the strongest postcondition for deriving specifications
directly from code for procedures and for deriving specifications of the semantic
effects of calling those procedures. In order to reason about the semantic ef-
fects of a procedure call, the semantic specification of the procedure being called
needs to be abstracted independent of the remainder of the program. That is,
the semantic definition of a procedure needs to be abstracted with respect to
the formal parameters and other variables that are accessible to the procedure
in and of itself. This abstract procedural specification is then manipulated by
substitution to describe the effect of a specific procedure call with specific values
assigned to the parameters and other accessible variables.

An alternate option is to abstract the initial conditions that hold at invocation
of a procedure, given a specific procedure call, and use these conditions as a
precondition to the procedure body to calculate its strongest postcondition.
Such an approach is suggested in [47, 38] for calculating the semantic effects
of procedure calls to non-recursive procedures. As this approach is dependent
entirely on the actual parameters being passed, it means that the strongest
postcondition of the procedure body must be computed for every procedure
call.

The initial approach allows the semantics of a procedure to be calculated once

158
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for the procedure as an abstract unit. The semantics of the procedure can then
be stored so that whenever a procedure call is made to that procedure, cal-
culation of the procedure semantics is not required. Instead, we simply apply
actual for formal parameter substitutions in the stored semantic specification
for a procedure to define the semantics of a call to that procedure. In making
these substitutions certain types of defects are automatically detectable. This
chapter addresses both the abstraction of procedure semantics and the com-
putation of procedure call semantics. The approach described in this chapter
is incapable of calculating of specifications from recursive procedures and calls
to such procedures. This is also a shortcoming of the related approaches in
[47, 38]. For a treatment of the semantics of recursive procedures we refer the
reader to [54].

8.2 Procedures and Procedure Call Principles

Consider a procedure call

{Pre}
proc(al);

al is a parameter list comprising zero or more actual parameters.

This procedure call is to proc, defined by

{Q}

procedure proc(pl) {
S
}

where pl is a parameter list comprising zero or more formal parameters. Each
formal parameter is defined by a parameter declaration of the form (in EBNF):

[IN | OUT | INOUT]|p: T

where p is the name of a formal parameter and T is the type of the formal
parameter.

There are three types of formal parameter in our extension to the guarded
commands language':

e IN parameters, or value parameters, which are passed by value from the
invoking unit to the procedure at the time the procedure is called. The
value of the actual parameter is passed to the formal parameter at the
time of procedure call

1Tt should be noted that in the language handled by the prototype tool, all parameters are
considered to be reference parameters.



CHAPTER 8. PROCEDURE SEMANTICS 160

e OUT parameters, or result parameters, which are passed from the proce-
dure to the invoking unit at the time of return. The value of the formal
parameter is assigned to the actual parameter at the time of procedure
return.

e INOUT parameters, or reference parameters, which pass information both
ways between the invoking unit and the procedure. The address, or ref-
erence, to the actual parameter is passed to the procedure and the formal
parameter refers to this address. Hence, any manipulation of the formal
parameter by the procedure is a manipulation of the actual value in the
invoking unit.

The semantics of each type of parameter are different. We treat each separately
below in defining the strongest postcondition of a procedure, and procedure call.

In the following section we investigate how to abstract the semantics of a pro-
cedure. We then investigate how these semantics can be used to derive the
strongest postcondition of a procedure call.

8.3 Abstracting the Semantics of a Procedure

If we restrict our analysis to procedures that have no side-effects, then the
semantics of a procedure can be determined by examining the state changes of
the variables accessible to the procedure. These variables include the formal
parameters of the procedure.

To describe the state changes made by a procedure to its formal parameters, the
initial values of the formal parameters must be accessible. Considering a proce-
dure as an abstract unit of code, the details of the actual parameters passed to
the procedure are hidden from the procedure until invocation. Therefore, the
semantics of a procedure must be represented in terms of any allowed actual
parameters. This is also the case for all other variables accessible and used
within the procedure that are declared and defined beyond the scope of the
procedure. A procedure referencing or updating global variables, or a method
referencing or updating class variables is an example of this. Here we concen-
trate on defining formal parameters in terms of all possible associated actual
parameters.

8.3.1 Formal Parameter Semantics

In our language, as with most imperative, non-scripting languages, all formal
parameters are typed. That is, each formal parameter is declared in the param-
eter list as being of a particular type. The type of a formal parameter constrains
the values that the parameter variable may assume. If a formal parameter p is
declared to be of type T', then p € T" must hold.

A positional parameter association mechanism has been chosen. So, in order
to facilitate association, parameters must be referenced within a parameter list
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by their position in that list. The following is a notation to allow us to discuss
parameter positions:

Notation. For any parameter list pl the notation pl; is used to refer to the
name of the parameter at position ¢ in pl and TY PE; refers to the type of the
parameter at position ¢ in pl.

Consider, for example, the parameter list pl = (IN x: Type, OUT y: Type),
then pl; refers to the parameter z and ply refers to the parameter y.2

For all IN, and INOUT type parameters, the formal parameter is instantiated
with a value when the procedure is invoked. Note that it is unimportant, at
this stage, that this instantiation is by reference for INOUT type parameters.
We borrow Z notation [87] to represent the initial values associated with a
procedure’s formal parameters. For every formal value or reference parameter
pl;, in a formal parameter list, pl, we represent the initial value of pl;, abstractly,
by pl;?.

Result, or OUT, parameters are not initialised by invocation, and are therefore
only constrained by type by the procedure declaration.

Now, for every formal value or reference parameter, pl;, declared in the param-
eter list of a procedure, where pl; is of type 7', the initial constraints on pl;
imposed by the procedure declaration are described by

pl; =pl;? Apl; €T (8.1)

For every formal result parameter, pl;, , where pl; is of type T, the initial
constraints on pl; imposed by the procedure declaration are described by

pl; €T (8.2)

A procedures parameters may also be constrained by the precondition of the
procedure. For example, consider the following procedure:

{z >0}
procedure sqrt(IN x: Z, 0UT y: R) { ...}

The formal value parameter x is constrained by declaration to the set of inte-
gers and by the precondition to be greater than 0. So, we identify the initial
conditionson x asx =z? Ax € ZANx > 0.

The initial conditions for any procedure, proc(pl), denoted Qroc, under the
precondition @, are defined by (8.3).

Let Sy, represent the set of positions of all value and reference parameters in
the parameter list, pl, and let S,.s represent the set of positions of all result
parameters in the parameter list, pl, then

Qproc = \ (pli =pl? Apli e TYPE)A J\ (pli e TYPE)AQ  (8.3)
1€Syr 1€Sres

2We may abbreviate a parameter list. For example procedure proc(IN x,y: String) is
equivalent to procedure proc(IN x: String, IN y: String).
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The semantics of a procedure can now be defined by application of the strongest
postcondition predicate transformer.

Let Qproc, calculated by (8.3), be the initial conditions of a procedure, proc,
with procedure body S, then the postcondition of the procedure, denoted Ry,
is given by

RpTOC = Sp (QpTOC7 S) (8'4)

For readability, we may wish to remove references to local procedure variables
from the procedure postcondition. This can be achieved by exploiting the sub-
stitution property of equality. For any local variable v in the variable set of the
postcondition, Ry, of a procedure, proc, if Ry = v = E, where E is an
expression, then

Rproc = Rproc[E /). (8.5)

Program 13 A procedure to add to integer Vectors

{#v = #w}
procedure add(IN v,w: seq Z, OUT sum: seq Z ) {
i :=0;
do i< #v —
sum[i] := v[il+w[i]l;
i = i+1;

od

Consider the add procedure in Program 13. This procedure is intended to add
two given vectors and store the result in a third vector.

By (8.3), the initial conditions of the add procedure are
Qudd = (H#v=HFwAv=0v?AvEseqZAw=w? ANw € seqZ N sum € seq Z)

Applying the strongest postcondition predicate transformer to the procedure
body and the precondition above, gives the following postcondition for the add
procedure, denoted R4q.

Roaa = sp(Qadd, Sadd)
H#v=HwWAv=vIANw=w?Av € seqZ Aw € seq ZA
- sum € seq Z AVj € [0..i — 1] (sum[j] = v?[j] + w?[j]) Ni = #v

By (8.5), we would remove the references to the local variable i in Ry4q as
follows:

Raaq

#uv=FHwAv=v?ANw=w?Av € seqZ ANw € seq ZN [#0/]
sum € seq Z AVj € [0..i — 1] (sum[j] = v?[j] + w?[j]) Ni = #v

_ #uo=HwAv=vIANw=w?Av € seqZNw € seq ZA

- sum € seq Z AVj € [0..#v — 1] (sum[j] = v?[j] + w?[j])
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In effect this section describes a method for the derivation of a procedure’s
implied postcondition in terms of its given precondition. This semantic in-
formation can be used to reason about a procedure’s correctness. Chapter 9
discusses in detail techniques for the verification of procedures.

We summarise the technique discussed in this section in algorithm 12.

Algorithm 12 Abstracting Procedure Semantics

Consider the procedure proc(pl), with the precondition ), where pl is a formal
parameter list. Calculate the abstract semantics of proc by the following steps:

1. Calculate Qproc, the initial conditions for proc, by (8.3).
2. Calculate Ry o, the strongest postcondition of proc under Qpyoc, by (8.4).

3. Remove references to local variables in R,oc by (8.5).

In the next section we investigate the use of procedure postconditions to describe
the semantics of procedure calls.

8.4 Procedure Call Semantics

8.4.1 Parameter Substitution

In order to describe a method for calculating the strongest postcondition of
a procedure call in terms of the called procedure’s derived postcondition, it is
necessary to provide a mechanism for substituting actual for formal parameters
in the derived postcondition of the called procedure.

A positional association between formal and actual parameters ensures that
each formal parameter in a procedure declaration is associated with the value
parameter in the corresponding parameter position in a procedure call to that
procedure. For example, consider the following procedure declaration:

procedure testProc(a: IN Z, b: INOUT Z)

Then a call of testProc associating the actual parameter x+y with formal value
parameter a, and the actual parameter y with formal reference parameter b,
would be:

testProc(x+y,y);

Each type of parameter requires a different mechanism to substitute actual for
formal parameters in the procedure postcondition. We consider each separately
now”. For a procedure proc with the postcondition Rproc, we denote the post-

3For this discussion we ignore issues of the mechanics of memory allocation when describing
procedures. For such a discussion, any text discussing imperative programming language
principles should suffice.
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condition of proc with actual parameters substituted for formal parameters by
R/

proc*

Value (IN) Parameters

A value parameter is a formal parameter into which the value of the associated
actual parameter is copied when a procedure is called. Any changes made by
the procedure to the formal value parameter do not effect the associated actual
parameter in the calling context.

Let a, be an actual parameter associated with a formal value parameter, p, of
a procedure, proc. This association is semantically equivalent to assigning a to
p at procedure invocation. Assigning a to p prior to execution of the procedure
body yields the equality p = a prior to execution. By (8.1), we already know
that for the formal value parameter p, p = p? holds prior to execution of the
procedure body. As p = a and p = p? both hold prior to execution of the
procedure body, then p? = a must hold prior to execution of the procedure
body. Neither p? or a are accessible to the procedure body, as p is a value
parameter. Therefore, p? and a are not changed by the procedure, and p? = a
always holds. So, substituting a for p? in R, represents the semantics of the
call to proc, where actual parameter a is associated with formal value parameter

p.

If a procedure, proc(pl), is called with proc(al), where pl and al are formal
and actual parameter lists respectively, then for every formal value parameter
pl; in pl and corresponding actual parameter al; in al, the following equality
allows us to describe the procedure postcondition of proc in terms of the actual
parameters:

Rlroc = Roroc lali/pli?) (8.6)

Result (0UT) Parameters

A result parameter is a formal parameter which is bound to any element of its
type at invocation. That is, initially, the value of a formal parameter, p, is only
known to be some value of the type of p. An actual parameter, a, associated with
a formal result parameter p must be a reference to a variable. At invocation, p
becomes bound to a, and any changes to p made by the procedure are actually
made to a. So, a = p holds at every stage of the procedure. Therefore, on exit
from the procedure, a = p holds.

Let a, be an actual parameter associated with a formal result parameter, p, of a
procedure, proc. This association implies that the equality a = p is maintained
on exit from the procedure. R,,,. describes the state of the procedure, proc,
on exit. So, substituting a for p in R, represents the semantics of the call to
proc, where actual parameter a is associated with formal result parameter p.

If a procedure, proc(pl), is called with proc(al), where pl and al are formal
and actual parameter lists respectively, then for every formal result parameter
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pl; in pl and corresponding actual parameter al; in al, the following equality
allows us to describe the procedure postcondition of proc in terms of the actual
parameters:

R;)roc = RPTOC [a’ll/pll] (87)

Reference Parameters (INOUT)

The reference parameter mechanism is a combination of the mechanisms for
value parameters and result parameters. For any procedure, proc, a formal
reference parameter p associated with an actual parameter a is initially bound
to the reference variable a. So initially, the value referred to by p is equivalent
to the value referred to by a, and a and p are equivalent on exit.

Let a = e hold on invocation of proc, where e is some expression. This as-
sociation semantically implies the equalities p? = e and a = p on invocation.
These equalities are maintained throughout the procedure, as p? and e are not
accessible to the procedure, and p is an alias for a. R, describes the state of
proc on exit. So, substituting e for p? and a for p in R, represents the se-
mantics of the call to proc, where actual parameter a is associated with formal
reference parameter p.

If a procedure, proc(pl), is called with proc(al), where pl and al are formal and
actual parameter lists respectively, then for every formal reference parameter
pl; in pl and corresponding actual parameter al; in al, where al; = e and e
is an expression, the following equality allows us to describe the procedure
postcondition of proc in terms of the actual parameters:

R = Ryroc l€, ali /pl;?, pli] (8.8)

proc —

Following these substitutions, all remaining references to formal parameters can
be removed by applying (8.5) to R.

proc*

As an example, consider the following procedure call to add in Program 13:

{a=a?ANb=0b7Ns€seqZ}
add(a,b,s);

The postcondition for the procedure add has been abstracted above, and is
known to be

R = Hv=F#FwAv =0T ANw=w?ANv € seqZ ANw € seq ZA
add =\ sum € seq Z AV € [0..#v — 1] (sum[j] = v?[j] + w?[5])

The formal parameters v and w are value parameters. v is associated with
the actual parameter a by the procedure call so v? = a holds. Similarly w is
associated with b and w? = b holds. The formal parameter sum is a result
parameter associated with the reference variable s.
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Applying (8.6) for the value parameters v and w and (8.7) for the result param-
eter sum we refine the procedure postcondition R,q4 to the following, expressed
in terms of actual parameter variables and values:

, _ <#vz#w/\vzv?/\wzw?/\vEsqu/\wEsqu/\
add —

sum € seq Z AVj € [0..#v — 1] (sum[j] = v?[j] +w?[j])
_ <#v:#w/\vza/\w:b/\vEsqu/\wEsqu/\)
- s € seq Z AVj € [0..4v — 1] (s[j] = alj] + b[4])

) [a,b, s/v?, w?, sum

We can now apply (8.5), to remove the references to the formal parameters as
they correspond to local variables in R/ ;,. This yields the following:

/ _ #a=#bNa €seqZ Nb € seq ZA
add = s € seq ZAVj € [0..#v — 1] (s[j] = alj] + blj])

Detecting Repeated Actual Reference Parameter Defects

As a side effect of reference parameter substitution (8.8), defects relating to
repeating actual reference parameters are made apparent by a resulting con-
tradiction. As an example, consider the procedure call {a = 2}aproc(a,a) to
a procedure aproc (INOUT x,y : 7Z) with the derived postcondition R,proc =
(x =2y? ANy =3z? ANz,y € Z). Applying (8.8) gives

I _ x,y € ZN [2,a /27, 2]
aproc. — x=2y? Ny =3x? 2,a /y?,y]

= (q,a€ZNa=2%2Na=3x2)
(a€ZNa=4Na=6)
false

This gives rise to the following inspection rule:

Inspection Rule 4 (Detect Repeated Actual Reference Parameters).
After applying (8.8) in calculating the postcondition of a procedure call to a
procedure proc, answer the following question:

"Does R’

oroc cOntain contradictions as a result of substitution (8.8)?”

8.4.2 Checking Procedure Preconditions

The design by contract [74] paradigm promotes correctness by describing a
procedure as having a contract. All procedures have a precondition and a
postcondition. The client, or caller, of a procedure is entitled to expect that if
the precondition of the called procedure is met, then the procedure is guaranteed
to terminate and result in a state that satisfies the postcondition. The client
is, therefore, obligated to ensure that the precondition is met. On the other
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hand, the procedure itself is entitled to expect that the precondition is met and
is obligated to terminate and result in a state satisfying the postcondition.

Above, we discuss the derivation of a procedure’s implied postcondition in terms
of its given precondition and state that the derived information can be used to
evaluate the procedure’s correctness with respect to its contracted obligation.
But what if the caller of the procedure has not met its obligation? In this
section we present a technique for determining if a procedure call is made to a
procedure under the required conditions. That is, for any procedure, proc, this
technique will establish if the calling context ensures the precondition of proc,
Qproc, prior to calling it.

We wish to determine if the actual parameters to the procedure are in a state
that satisfies the constraints on the associated formal parameters. Let B de-
scribe the state prior to a procedure call proc(al) to a procedure proc(pl).
Substituting actual for formal parameters in the procedure’s initial conditions
Qproc allows us to investigate whether the actual parameters satisfy the con-
straints on the formal parameters. This gives the three new substitution rules.

e For value parameters:

Qproc = Qproc [ali /pl;?] (8.9)
e For result parameters:

Qproc = Qproc [ali/pli] (8.10)
e For reference parameters:

Q;)roc = Qproc [ev ali/pli?apli} (8.11)

where B — al; = ¢

If it is not the case that B = Q),,., then the values of the actual parameters
immediately prior to the procedure call do not satisfy the constraints imposed by
the called procedure’s precondition. If — (B = Q;,mc), that is, (B A ﬁQ;,TOC),
is satisfiable, then the client of the procedure may not satisfy its contracted
obligation. If this is the case, we can describe the required obligations by Q;,mc.
The approach to checking the precondition is summarised in Algorithm 13.

We define the following inspection rule to identify precondition satisfiability
problems with procedure calls:

Inspection Rule 5 (Satisfiable Procedure Precondition). For a proce-
dure call to proc, apply Alorithm 13. Determine if B; A =Q),,. is satisfiable
for every disjunct, B;, of the initial conditions, B, immediately prior to the

procedure call.

If B; A =Q,, is satisfiable, then the precondition for the procedure proc will
not be satsified in any state that satisfies B; A 2Q}0c- If Bi A Q0. is 00t
satisfiable, then the precondition for the procedure proc will always be satsified

under the initial conditions B;.
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Algorithm 13 Checking a procedures precondition

Consider the procedure call proc(al) to a procedure proc(pl), made under
the conditions B, where al is a parameter list of actual parameters positionally
associated with the formal parameter list pl and B is a formula of the form
Bi V...V B, where the sub formulae B;..B,, contain no disjuncts.

For all i € [l..n], A procedure call may fail, due to not meeting the called
procedure’s precondition, under the conditions calculated as follows:

For each B;

1. Calculate @},,,. by applying (8.9), (8.10) and (8.11) with Qproc and B;.

2. Evaluate
Bi A =Q;

proc

A reviewer may address the reasoning in this inspection rule either by using a
theorem prover or by manual, human reasoning.

Applying Algorithm 13 to the call to add in the example above, we see that the
call is made under the initial conditions

B=(a=a?ANb=>b7Na,b,s € seqZ)
We have previously calculated Qqqq by (8.3) as
Quid = (#v=H#FwAv=v?NvEseqZNw=w? ANw € seq Z A sum € seqZ)
Refining Q.44 by applying (8.9), (8.10) and (8.11), gives

Qg = Hv=#wAv=aAvEseqZANw=bAw€EseqZAsE€E seqZ)
= (#fa=#bNa€seqZ NbEseqZ NsE seqZ)

We then evaluate

B A ~Qpqa

a=al?ANb=0b7Na,b, s € seq ZA
(n(#a=#b)Va¢gseqZVb¢seqZVs ¢ seql)
(a=a? ANb=0b?Na,b,s € seqZ N\ #a # #b)V
(a=a?ANb=>b?ANa,b,s € seqZ Na ¢ seqZ)V
(a=a?ANb=0b?Na,b,s € seqZNb ¢ seqZ)V
(a=a?ANb=0b?Na,b,s € seqZ N s ¢ seqZ)

= (a=a?ANb=0b?Na,b,s € seq Z N\ #a # #b)

By the satisfiable procedure precondition inspection rule, we reason that B A
=@’ 44 1s satisfiable whenever a = a? Ab = b? A a,b,s € seq Z N #a # #b. So,
whenever #a # #b prior to calling add, the precondition for add will not be
satisfied.
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8.4.3 Strongest Postcondition for Procedure Call

Based on the properties of substitution and the parameter mechanisms defined
above, we are now in a position to define an algorithm for calculating the
strongest postcondition of a procedure call. Algorithm 14 defines a process for
calculating the strongest postcondition for procedure calls based on substitu-
tion into an abstract form of the called procedure’s specification. It includes
precondition checking.

Algorithm 14 sp for procedure call

Consider the procedure call proc(al) to a procedure proc(pl), under some
precondition (), where al is a parameter list of actual parameters positionally
associated with the formal parameter list pl and @ is a formula of the form
Q1V ...V Qp where the sub formulae @)1..Q,, contain no disjuncts.

sp(Q, proc(al)) = sp (Q1, proc(al))V..Vsp (Qn, proc(al)), where for all i € [1..n],
sp (Qi,proc(al)) = Q) where Q) is defined as:

1. Apply algorithm 13 to determine if the precondition for proc is satisfied
immediately prior to the call. If this algorithm does not yield false,
then warn that the following procedure-call semantics are only defined for

states in Q-

2. Calculate R/, by applying (8.6), (8.7) and (8.8).

proc

3. Simplify R,,. by applying (8.5), to remove the references to the formal
parameters.

4. For all i € [1..n], calculate Q' by the following®:

(a) For every predicate in @); involving a variable, v, in the actual pa-
rameter list which is positionally associated with a formal reference
or result parameter, where (); =—> v = E and E is an expression,
substitute E for v in @; (if there is no explicit E use vg. This is
to ensure that we do not lose any information as a result of v be-
ing changed by the procedure. Note, that if the procedure does not

actually change v then v = E is maintained in R, after step 2.

(b) Remove every predicate in @); involving a variable, v, in the actual
parameter list which is positionally associated with a formal result
parameter. This is necessary, as the procedure is responsible for
defining the value of a result parameter.

(c) Conjoin R/, from step 2 to Q; to give Q..

proc
I /
Qi=Qi A Rproc

Consider again the following call to add.

{a=a?ANb=0b?Na,b,s € seqZ}
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add(a,b,s);

We apply algorithm 14, to compute the postcondition of this procedure call,
sp (@, add(a,b,s)), where

Q=(a=a?ANb=>b?Aa,b,s € seqZ)

Step 1: We checked that @ ensures the procedure precondition @, by Algo-
rithm 13 in the previous section and reasoned that the procedure precondition
is satisfied, and therefore the calculated postcondition is only guaranteed, when
#a = #b prior to the call.

Step 2: R/, was calculated in the previous section to be:

/ _ <#a=#b/\a€squ/\bEsqu/\ >
add = s € seq Z AVj € [0..#v — 1] (s[j] = alj] + b[4])

Step 3: There are no references to formal parameters in R/ ;; so no substitution
is required.

Step 4: We remove all of the references to s in the procedure call precondtion
Q giving Q = (a=a? ANb=b?Na,b,s € seqZ).
Conjoining R/ ,, to (a = a? ANb=b? Na,b,s € seq Z) gives:

#a =H#bANa,b, s € seq ZA

Q' = | Vje[0.#v—1](s[s] = alj] + bj]) A
a=a?ANb=>b?

There is only one disjunct in @, so

sp(Q,add(a, b, s))
#a=F#bANa,b,s € seq ZN
Vj € [0..#v — 1] (s[4] = alj] + blj]) A
a=a?Nb=1"b7

when #a = #b.

8.5 Functions

Although functions can be dealt with as a procedure with OUT parameters
representing the returns, we present a discussion of function and function call
semantics separately from procedures and procedure calls. Functions are
special procedures which return values. In our example language functions are
declared with the following syntax, where fn is the name of a function, pl is a
formal parameter list and (T) is the type of the value returned:

function fn(pl) : T
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A function is a block that represents an abstraction of an expression.
Functions may be used as any other expression is used. This carries the
implication that functions may be used on the right hand side of an
assignment, such as:

top := pop(stack);
Functions may also be used as arguments to comparison operators, such as:
if empty(stack) = False — ...

To determine the semantics of a function and function call, we again define
an approach to deriving the semantics of the function abstraction itself and to
using this derived abstraction for defining a function call.

Deriving the semantics of the function abstraction is very similar to deriving
the semantics of a procedure abstraction. The only difference is that we need
to represent the return value. In our language the value to be returned from a
function is specified by assigning it to a variable with the same name as the
function itself, as is done in languages like Pascal. For example, if (exp) is an
expression, then the following returns that expression from the function fn:

fn := exp;

As such, the return has the same semantics as an assignment to a special OUT
parameter with the name of the function®. The assignment yields the equality
fn = exp. In addition to this we know from the function declaration that this
special variable is of type, T. To summarise, for any function fn, returning a
value of type T, a return of the form fn:=exp, yields fn =exp A fneT.

As an example of deriving the semantics of a function abstraction, consider
the following function to return the top element of a non-empty stack:

{#s >0}
function top( IN s: seq T) : T {

top:=s[#s-1];
}
The semantics for the function abstraction, as calculated by algorithm 12, is

Riop = (#s>0ANs=s?ANscseqT Ntop = s[#s— 1] Atope T)

As mentioned previously, functions can be used as expressions in assignments
and as operands in boolean expressions. For either use, the correct semantics

® Although we have decided to use an assignment notation for returns, the same semantics
are involved with other common function return notations, such as the return keyword in
Java or C like languages
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can be defined by applying algorithm 15. This algorithm differs from that for
calculating procedure call semantics in that this one makes substitutions in
the expression containing the function call not the precondition. As such it is a
substitution algorithm, not an instance of a predicate transformer. By applying
algorithm 15 to substitute in the expression containing the procedure call, the
existing strongest postcondition predicate transformers may be applied to the
resulting expression and statement in which that expression is used.

Consider the following example:

{stack € seqT Nt € T}
if !empty(stack) —

t:=top(stack);
[] empty(stack) —
// Do Nothing

fi
given the following function specifications:

{true}
function empty(IN s : seq T) : B { ... }
{s=s"NsecseqT Nempty = (#s=10)}

{#s >0}
function top(IN s : seq T) : T{ ... }

{s=s?Ns€seqT ANtop = s[#s — 1]}

Then, applying algorithm 15:
Step 1: Check the precondition is satisfied

The precondition for empty is the weakest possible precondition true. It is
always satisfied (applying Algorithm 13 yields false).

Step 2: Calculate Ry,

Applying (8.6), (8.7) and (8.8), Ry, is calculated as:

empty = (5 = stack N s € seq T N empty = (#s = 0))

Step 2: Remove references to formal parameters by substitution
Applying (8.5), Ry, is refined to:

empty = (stack € seq T N empty = (#stack = 0))

Step 4: Determine semantic effects of function call
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Algorithm 15 sp for function call

Consider the function call fn(al) to a function fn(pl) : T, used in an expression
as part of a statement, under some precondition @), where @ is a formula of the
form Q1 V ...V @, where the sub formulae @);..Q,, contain no disjuncts.

Let stmt be the statement involving the function call, then the strongest post-
condition of stmt under @ is given by the following calculations, where the
function fn is accessible and Ry, has been calculated:

1. Apply Algorithm 13 to determine if the precondition for fn is satisfied
immediately prior to the call. If this algorithm does not yield false,
then warn that the following procedure-call semantics are only defined for
states in Q}n.

2. Calculate R, by applying (8.6), (8.7) and (8.8).

3. Simplify }n by applying (8.5), to remove the references to the formal
parameters.

4. For all i € [1..n], calculate Q' by the following®:

(a) For every predicate in @); involving a variable, v, in the actual pa-
rameter list which is positionally associated with a formal reference
or result parameter, where (); = v = E and FE is an expression,
substitute E for v in @; (if there is no explicit F use vg). This is
to ensure that we do not lose any information as a result of v be-
ing changed by the procedure. Note, that if the procedure does not

actually change v then v = E is maintained in R, after step 2.

(b) Remove every predicate in @; involving a variable, v, in the actual
parameter list which is positionally associated with a formal result
parameter. This is necessary, as the procedure is responsible for
defining the value of a result parameter.

(¢) Conjoin R, from step 2 to Q; to give Q5.
Q{L = Ql A R}n

5. For each @) calculate the respective strongest postcondition R; of stmt
under Q). That is, for every Q;:

R, =sp (Q;, stmt)

6. As every function must return a value to be syntactically correct, then Ry,
will contain a conjunct of the form fn = exp. By the above calculations,
this equality must now be a conjunct of each R;. We apply the following
substitution to remove the function call in the postcondition:

Ri = R;[exp/fn(al)] [exp/[fn]
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There is only one disjunct in the given precondition, so we deal only with Q.
There are no reference or result parameters in the parameter list of empty.
Therefore, the precondition, (), prior to the function call remains unchanged as
(stack € seq T At €T), and Q' is given by

Q/ = R:zmpty A Q
(stack € seq T N empty = (#stack = 0)) A (stack € seqT At € T)
(stack € seq T N empty = (#stack =0) At €T)

Step 5: Calculated the strongest postcondition of if !empty(stack)

There is only one disjunct in @', so we calculate the postcondition of if
empty(stack), denoted R by

R = sp(Q', if 'empty(stack) )
sp ((stack € seq T A empty = (#stack =0) ANt € T), if lempty(stack) )
(stack € seq T A empty = (#stack = 0) At € T A —empty(stack))

This result may be useful for verification and should be noted. In order to
completely abstract the semantics of the function, we apply the following step.

Step 6: Abstract out the function call

R implies the equality, empty = (#stack = 0). This equality can be used to
replace any references to the function call to empty() in R by the abstracted
semantics for the call to empty (), giving

I stack € seq T Nt € TA [(#stack = 0)/empty(stack)]
empty = (#stack = 0) A mempty(stack) [(#stack = 0)/empty]
= (stack € seqT Nt € T A —(F#stack =0))
= (stack € seqT Nt € T A (#stack # 0))
|

So, the strongest postcondition of the statement in the first branch is given by
the following, where the semantics of the call to top(stack) are calculated in
a similar manner to those for empty():

sp ((stack € seq T At € T A (#stack #0)), t := top(stack))

_ stack € seq T ANt € TA [(stack[#stack — 1] /top(stack)]
- (#stack > 0) At = top(stack) [(stack[#stack — 1]/top]

= (stack € seqT At € T A (#stack > 0) At = stack[#stack — 1))

Note that the precondition of top is always established prior to the call to top
in this branch, as a result of the branch guard.

Similarly the strongest postcondition of the second branch is calculated as:
(stack € seq T Nt € T A (#stack = 0))
And the postcondition for the whole block is

(stack € seq T Nt € T A (#stack > 0) At = stack[#stack — 1))V
(stack € seq T ANt € T A (#stack = 0))
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As we are concerned with the readability of these specifications for the purpose
of inspection, the derived postcondition should be used in the above form as
well as the form established prior to the last step of algorithm 15.

For example, for the above, the following specification form might be more
useful for reasoning if the semantics of empty() and top() are assumed to be
understood:

(stack € seq T Nt € T N —empty(stack) At = top(stack))V
(stack € seq T At € T A empty(stack))

Any annotation of the code with specifications for the purpose of assisting
reasoning should present both forms.

8.6 Related Work and Conclusion

Gries [47] presents a theorem for specifying the semantic effects of executing a
procedure call. This theorem provides a means by which the specification of a
procedure call can be constructed by in-lining the body of the called procedure
and multiple assignments representing parameter instantiation and returns in
the context of the procedure call [47, 38]. This theorem was paraphrased in
section 3.2.5. Gannod and Cheng [38] use this formulation to derive specifica-
tions from programs to support reverse engineering. They inline a procedure
call, achieve parameter binding by multiple assignment, and establish a post-
condition by applying the sp for assignment to the in-lined procedure body (so
long as the procedure is non-recursive and contains no iteration[38]).

In this chapter we have presented an approach for deriving specifications from
procedures and functions as abstract units of code. In these specifications, for-
mal parameters are initially bound to values which represents corresponding
actual parameters. That is, for a formal parameter v the equality v = v7 is
established, where v? represents the actual parameter. This abstracted specifi-
cation can then be stored allowing the postcondition of a call to that procedure
to be calculated by substitution into the stored specification. This technique
provides a mechanism by which procedure precondition violations and repeated
formal reference parameter defects can be identified. The main advantage of
this approach over [47] and [38] is that calculation of procedure and function call
semantics is reduced to substitution in this approach. Gries’s theorem implies
that whenever a call to a procedure is made the strongest postcondition of the
procedure body needs to be calculated. Both approaches provide a mechanism
by which local variables are removed from the specification by substitution, en-
suring that the derived postconditions for procedure and function calls contain
no references to unnecessary local (to the procedure) variables.

Finally, the approach taken in this chapter provides a means by which we can
interactively yield a postcondition for calls to procedures or functions for which
specifications are not automatically derivable. For example, consider a pro-
cedure or function for which an automated tool can not yield a strong post-
condition, implying that there is no stored postcondition for the procedure
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or function. A possible strategy to handle such cases is to suggest a strong
postcondition for the procedure or function, verify with the aid of the derived
information that the suggested postcondition is satisfied by the procedure or
function (see next chapter), and store the suggested postcondition for use in
calculating procedure call semantics by substitution. The approach of inlining
a procedure can not support such a strategy and is, therefore, limited in its
applicability.



Chapter 9

Verification

In chapter 1 the concepts of functional correctness and verification were intro-
duced. This chapter describes verification based on the use of derived semantics.
It describes techniques for using the derived semantic information in construct-
ing formal correctness proofs.

Here we discuss an approach to use a derived specification to support verifica-
tion using both the axiomatic approach, as described by Floyd [34] and Hoare
[53], and the function-theoretic approach as described in Cleanroom software
engineering [67]. The choice of approach taken is dependent on the type of
specification given for the program being verified and the level of specification
that could be derived from the program.

If a specification is given in first-order predicate logic, then we apply axiomatic
verification techniques. That is, given a precondition ) and postcondition R in
predicate logic, for a program S, we can use the specifications derived through
application of the methods of the previous chapters to show that {Q}S{R} and
to reason that S terminates normally. When S contains no iterative constructs
such a proof is trivial. It is not always possible to directly prove {Q}S{R},
when S contains iterative structures. In terms of the derivation techniques
presented in earlier chapters, if the strongest accessible conjunctive invariant is
calculable, then direct verification of {Q}S{R} is possible, otherwise it is not.

Hoare’s inference rules for loop verification simplify the problem of verifying
loops by requiring the identification of a loop invariant P. Verification then
involves demonstrating that the loop maintains the invariant P and that P and
the negation of the loop guard implies the required loop postcondition.

This chapter presents techniques for both the direct method and a method
based on mathematical induction for proving the maintenance of loop invariants.
These methods use only derived information and the given specification.

If a specification is given as a Cleanroom box specification defining the intended
function of a program or program segment, then we can apply the Cleanroom
function-theoretic verification approach. This chapter presents a method for
supporting this approach using only derived information and the given specifi-
cation.

177



CHAPTER 9. VERIFICATION 178

Calculate
Ri+1

Calculate
loop progress
and
termination
conditions

Use

Informal Functional Apply

derived Specification Specification Funct ion—
semantics .
for Theoretic
Specification Verification
defect
R Method
detection

Predicate
Calculus
Specification

Is

Apply
strong i
conjunctive v;????;ﬁiﬁ;
postcondtion Method
calculable

Apply
Direct

Verfication

Method

Figure 9.1: Approaches to Loop Verification



CHAPTER 9. VERIFICATION 179

Figure 9.1 presents diagrammatically the three approaches to formal verification
discussed in this chapter. Also illustrated are the conditions for performing
informal defect detection rather than verification. The methods discussed in
this chapter concern only proof of partial correctness. Verification questions and
techniques for investigating termination were presented previously in chapter 7.

9.1 Axiomatic Verification Method

As illustrated in Fig. 9.1, we present two approaches for axiomatic verification
of loops. The choice of approach is dependent on whether a strong, conjunc-
tive invariant, and hence, postcondition is derivable from the loop. If such a
postcondition is derivable, then the loop can be verified directly. The direct
approach is discussed at the end of this section.

An alternate approach, which is applicable even when a strong conjunctive
postcondition is not derivable, is based on Hoare’s inference rules for itera-
tive structures [53] and the corresponding fundamental invariance theorem [22].
This approach is based on a proof by mathematical induction that a loop main-
tains a given invariant, P, and that the conjunction of P and the negation of
the loop guard establishes the required postcondition for that loop. Providing
a suitable invariant, P is the main restriction on this method. By definition
[26], a loop invariant must hold before and after every iteration of the loop for
which it is invariant. If we are given a postcondition for a loop, say R, it may
be possible to weaken that postcondition to describe a loop invariant, P, such
that PA—G = R, where G is the loop guard. Such an invariant will be referred
to as a suitable invariant.

The following inference rule from Hoare [53] states that if a suitable invariant
P is available for a loop with a postcondition R, and it can be shown that P
holds before and after execution of the loop body (the guard must be true),
then it can be inferred that the loop is partially correct with respect to R.

{P NG}S{P}
{P}do G — S od{P A -G}

We state the fundamental invariance theorem.

Theorem 9.1 (Fundamental Invariance Theorem). For any loop, do G
— S od, if P is an invariant of that loop then,

e {PAG} 8 {P} holds. If the invariant, P holds and the guard G holds
prior to execution of S, then S terminates satisfying P. A proof that this
occurs is a proof of partial correctness.

e If do G — S od terminates, then P A =G will hold on termination, and
(P AN —G) = R, where R is the loop postcondition.
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It follows from the fundamental invariance theorem, that in order to verify
{Q} do G — S od {R}, we must identify a suitable invariant P such that
P A =G = R, and then prove the following:

e P is true immediately prior to execution of the loop (immediately after
initialisation). That is, we must prove

Q=P (9.1)

e P is invariant. That is, we must prove

{P AG}S{P} (9.2)

Many techniques including [26, 24] use the weakest precondition predicate trans-
former to prove that a loop with loop body S and guard G maintains a given
invariant P by showing that

(PAG) = wp(S, P) (9.3)

This technique is disadvantaged by the fact that automating the application of
the weakest precondition predicate transformer is non-trivial due to the need
to calculate inverse functions.

Alternatively, we may employ the strongest postcondition predicate transformer
to prove that a loop with loop body S and guard G satisfies (9.2) by proving
the following:

sp(PANG, 8)= P (9.4)

As described in chapter 3 of this thesis, we have been able to automate applica-
tion of the sp predicate transformer for non-iterative constructs. So sp (P A G, 8S)
is calculable, when initial values for all variables accessible to S are known.
These values are often difficult to find.

Consider, for example, an inductive proof that the loop in Program 14 maintains
the invariant P = (ans x b¢ = base®P A e > 0).

Proof. The proof is by induction:

Base Case

Show Q = P:

(ans =1 A b= base A e = exp) = (ans x b° = base®P Ne > 0)

= true
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Program 14 Base to power example loop
Q = {ans =1 AN b= base A\ e = exp}
doe >0 —

if e mod 2 # 0 —

ans := ansxb;
e :=e - 1;

[l e mod 2 =0 —
b := bxb;
e := e div 2;

fi;
od

Inductive Step

Assume P holds after some arbitrary kth iteration. Then show it holds for the
k + 1st iteration.

By (9.4):

sp (ans x b° = base“P Ne > 0N G, S) = (ans x b° = base“P Ne > 0)
= sp(ans x b° =base“™P Ne >0, S) = (ans x b° = base“”’ Ne > 0)

The sp above is difficult to calculate (and particularly automate) as a result of
the necessity to calculate from P initial values for ans, b and e. O

As is the case above, the strongest postcondition calculation in (9.4) is often
non-trivial as P may not describe initial states for all program variables, may
define the initial state of a variable in terms of a function that is difficult to
invert, or may involve quantified formulae. One way to simplify the proof is to
introduce arbitrary values for the variables on commencement of some arbitrary
k + 1st iteration and calculate the changes on that iteration. For this purpose
we use the, already calculated, iterative-form invariant, Ryy1. The calculation
of Ryp41 is able to be automated as Qi4+1, the initial state from which Ry
is calculated, defines arbitrary values for all accessible variables, so there is no
need to calculate inverses of functions, and there are no quantified formulae in
Qr+1. The next section investigates the use of R4 for proving that (9.2) is
maintained for a given loop and invariant.

9.1.1 Proving Partial Correctness using Ry

For any given loop invariant, P, Pj represents the fact that P holds after a
kth iteration (k > 0). This is a use of the notation presented in chapter 3, so
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Py is obtained by subscripting all non-constant free variables in P with k in
accordance with the following:

Py, = P [v/v], for all free variables v accessible to the loop (9.5)

Py, therefore, describes an invariant state that must hold immediately after an
arbitrary kth iteration of the loop.

For example, given an invariant P = {i < N}, P, = {i, < N}.

Similarly, P41 defines the invariant P in terms of k + 1st iteration variable
instances. That is, Py describes an invariant state that must hold at the end
of a k + 1st iteration of a loop.

If an invariant, P, holds at the beginning of some arbitrary k + 1st iteration
(k > 0), then P, must hold. Because the loop must iterate for a k + 1st time,
then G must also hold after the kth iteration. That is, Gj holds. At the
beginning of a k + 1st iteration, every accessible variable, v, will hold some
value equivalent to vg. That is, vgr1 = v holds initially for any variable v
on a k + lst iteration. The initial conditions on an arbitrary k + 1st iteration,
Qk+1, defined in chapter 4 asserts Gy and viy1 = vy, for all accessible variables
v. Therefore, in order to prove that a loop, ) do G — S od maintains the
invariant P, by the fundamental invariance theorem, we prove (9.1) and the
following:

sp (Pe A Qry1,5) = Prya (9.6)

The strongest postcondition in this form is calculable as Q1 provides a def-
inition for every variable at the commencement of the k + 1st iteration of the
loop. We may, however, simplify it further by recognising that we have already
applied the sp calculation in computing Ry 1.

The invariant at the commencement of a k + 1st iteration, P, refers only to kth
iteration instances of the loop variables. Any assignment statements on the k +
1st iteration affect only k+1st iteration instances of the loop variables. It follows
that, any terms involving only kth iteration instances of the loop variables are
unchanged by the loop body assignments and are, therefore, implied in the
strongest postcondition. So, if Py holds before commencement of a k + 1st
iteration it must hold after that iteration. We can, therefore, simplify (9.6) as
follows:

sp (Pe A Qry1,S) = Pyt
= Py Asp(Qit1,5) = Pen
= Py ANRgy1 = Piy1 ... by definition of Ry (97)

To summarise, we have the following theorem.

Theorem 9.2. [Iterative Inductive Theorem)]

For any loop, {Q} do G — S od, to prove partial correctness with respect to
a given invariant P, apply the following inductive proof steps:
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1. Base Case:
Prove that the given invariant P is maintained on loop initialisation by
showing (9.1):
Q=P
2. Inductive Step:

Prove by (9.7) that when the invariant holds at the start of an arbitrary
k + 1st iteration &k > 0 and the loop guard is true at the start of this
iteration, then the invariant is maintained after the iteration:

Py N Rg1 = P

Consider again the power example in Program 14. By theorem 9.2 the inductive
proof of partial correctness is as follows:

Base Case:

Show Q = P:

(ans =1 A b= base A e = exp) = (ans x b° = base“’ Ne > 0)

= true

Inductive Step:

Given that P holds after a kth iteration (k > 0), that is given Py, show that
P17 holds immediately after the k + 1st iteration.

By (9.7) we show that Py A Ripy1 = Pry1-

Py is given as:
ansy X b = base,“P* Nep >0

So, Pxq is:
ansg+1 X b1t = baseg1“P*H Aegr1 >0

We calculate Ry1 by the procedure presented in chapter 4 as

basex1 = basey N expp+1 = expg N e, > OA
< (egmod2 # 0 N\ ansgy1 = ansg X b Abgr1 = bp Aegyr1 =€ — 1)V >

(ekm0d2 =0Aansgyr = ansg Abpi1 = b2 Nepy1 = %’“)

Then,

Py N Ry 41
ansy, X b = basey Pk N\
basey1 = basey N expry1 = expr A e > OA
B (ekm0d2 £ 0Aansgi1 = ansk X by Abpi1 = bp Negr1 = e — 1) V
( (ekm0d2 =0Aansgyr = ansg Abgyr = bp2 Aepp1 = %’“) >
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We prove that Py A Rx11 = Ppii1. This proof obligation is generated by the
prototype tool whenever an invariant is provided for a loop. The proof obliga-
tion for this example can be seen in the tool output of Fig. 7?7 in Appendix
B.

Py A Ry41 describes two cases, corresponding to the two guarded paths through
the loop body. Both paths must maintain the invariant!, so they are treated
independently. We prove the following two cases

P.ANRijp1 = (ansgi1 X bpp1 1 = basep 1P+ Aegy1 > 0)
P.ANRypi1 = (ansgs1 X bpp1 ' = baseg 1P Aegy1 > 0)

Casel:

Prove
Py NRy g1 = (ansgi1 X g1 ' = baseg 1P+ Aegy1 > 0)
That is, given

ansy, X b = basey Pk A\
baser11 = basey N expp+1 = expg A e, > OA
exmod2 # 0 A\ ansgy1 = ansg X by Abxi1 =bp Negr1 =er — 1

we show that we can infer
ansgr1 X b1t = baseg1“"P*H Aeg1 >0

The proof is by contradiction; that is, given Py A Ry 1, show that supposing
ansgr1 X b1+l # basey1°P+1 V epy1 < 0 results in a contradiction.

baseyj 1 = basey,

€TPk+1 = CTPk

e, >0

exmod2 # 0

ansk+1 = ansg X by
bry1 = b

epr1 =ex — 1

ansy X by = base *Pr
9. ansg41 X bpp1tt # basegy1“"PEH Vg <0 negation of Pyi1)
10.  anspyy X b1 £ baser11°PF+1 Ve —1 <0 7,9 substitution)

(glven
(gi
(gi
(gi
(gi
(gi
(gi
(
E
11, (anspir X b1~ # basep1°"Pk+1 Ve, <0) Aep >0 (3,10 conjunction)
(
(
(
(
(
(1,
(2,
(
(

PN O W=

given

12. (anskﬂ X b1 #£ basekﬂe“)k“) 11 disjunctive syllogism)
13. ansp X by, X by 1971 # basey,y “*Pr+1 5,12 substitution)

14. ansy x by, x bp®* =1 £ basey, 1 “TPr+1 6,13 substitution)

15.  ansy x b 1T £ basey  #*Pr+1 14 simplification)

16. ansy X b # baseyq *Pr+1 7,15 substitution)

17. ansy X by # basey““Pr+1 1,16 substitution)

18.  ansy X by # basey Pk 2,17 substitution)

ansy X bp¢* = basey Pk A\
ansg X b £ basey*Pr
20. false

8,18 conjunction)

19 contradiction)

If only some paths maintain an invariant, then the loop is said to inconsistently maintain
that invariant. Inconsistency is considered later in this chapter
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Therefore, P71 must be implied by P; A Rgy1, and path 1 maintains the in-
variant ans x b¢ = base®®® A e > 0.

Case2:

Similarly, we prove that
Py N Ry jy1 = (anspy1 X b1+ = basep1“PF+ A ey > 0)
That is, given

ansy, X b = basep Pk A ey, > OA
basey1 = basey N exprr1 = expr A e > OA
exmod2 = 0 A ansp1 = ansg Abpp1 = bp? A epy1 = &

we prove that we can infer

ansg+1 X b1t = baseg1“"P*H Aegr >0

The proof is by contradiction; that is, given Py A Ry 1, show that supposing
ansgi1 X b1+l #£ basey1°Pk+1 V ey 1 < 0 results in a contradiction.

1. basexy1 = baseg (given)

2. erprpi1 = expg (given)

3. e >0 (given)

4. eymod2 =0 (given)

5. ansk4+1 = ansy (given)

6.  bri1 = bi? (given)

7. epr1=% (given)

8. ansp X by = base;,®*Pk (given)

9. ansp41 X bpy1%+! # baseg 1P+ Ve, <0 (negation of Pyiq)
10.  ansgy1 X bpy1®H+t #£ basep®*Pr+1 Vo epy1 < 0 (1,9 substitution)
11, ansgpy1 X bpy1+1 #£ baser®*Pr V epy1 < 0 (2,10 substitution)
12, ansg X b1+t # baser®*P* V egy1 < 0 (5,11 substitution)
13. ansy x (bi) ekl £ baser TPk V ey < 0 (6,12 substitution)
14. ansg x (b7) T £ base Pk %<0 (7,13 substitution)
15.  ansp X b # basei“"Pr Ve, < 0 (14 simplification)
16. (ansg x b # baser“"Pk Ve, < 0) Aep >0 (3,15 conjunction)
17.  ansp X by # baser®Pk Nex > 0V false (16 associativity)
18.  ansy X bi* # baser Pk N e > 0 (17 simplification)

ansy X b = basep Pk A

19. ans: o b:ek By base:ew’f New > 0 (8,18 conjunction)
20. false (19 contradiction)

Therefore, path 2 maintains the invariant ans x b€ = base®P A e > 0, and so
the loop maintains the invariant P = (ans x b = base®P A e > 0).

We can reason that the loop establishes the postcondition ans = base®P if
it terminates normally, as P and the negation of the guard (e < 0), implies
ans = base®P. That is,

(PAe<0)= (ans x b® = base®P N e =0) = (ans = base®?P)



CHAPTER 9. VERIFICATION 186

Therefore, the loop in Program 14 is partially correct with respect to the pre-
condition ans = 1 A b = base A e = exp and postcondition ans = base®*P.

Proof by contradiction was used as it requires = Pj;1 be added to the list of given
facts. Pg11 contains references to k + 1st iteration instance variables only. The
given facts, available from the conjunction of P, and Rjy.q describe equalities
for all free variables in Pjy4; in terms of kth iteration instances of variables.
This means that we can attempt to substitute for the variables in =Py, and
find a contradiction (probably with Py). If a top-down, direct proof strategy
was employed, substitutions required to proceed toward deducing Pj; would
involve the identification of inverse functions to substitute k£ 4 1st iteration
instances for kth iteration instances. A top-down strategy may, therefore, be
difficult to automate. We summarises the above strategy for using a derived
iterative-form invariant and a given invariant P for proving partial correctness
of a loop with the following steps:

1. Generate proof obligations? for proving that P is maintained by the loop:

e Base case obligation: Q = P.
e Inductive obligation: Py A Ri+1 = Piy1.

2. Either manually or with the assistance of a theorem prover, prove the
generated proof obligations. The inductive step is best dealt with by
the following strategy: For every path ¢ through the loop body, prove
Py N\ R; 41 = Pj1 by contradiction.

(a) List every conjunct of Py A R; ;+1 as a fact.

(b) Suppose — P11 and list as a fact.

(c) Using the equalities in R; 41 make substitutions in =Py and sim-
plify.

(d) Conjoin P, and — P41 with all substitutions made, and show that
this is a contradiction

3. Show that P is a suitable invariant by proving that P A -G = R

A formal proof was presented above to demonstrate that the derived informa-
tion could support formal verification. Due to the simplicity of the steps in
conducting such a proof, it is proposed that this method is readily supported
by automatic and interactive theorem-provers with only simple predicate calcu-
lus rules of inference being required. Rules of inference regarding the program
language are not necessary as they are defined by the predicate transformers
yielding Ry 1.

A formal proof is not often necessary. The information described by P A Rj41
is just as useful for supporting a semi-formal or informal proof that P A Rgy1 =

2The base case and inductive step proof obligations can be generated automatically.
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Piy1. We demonstrate a semi-formal proof with the following example which
illustrates that the method is constructive in that it is useful for finding defects

in incorrect programs.

Program 15 shortmerge example

p=1Aj=1Am>0An>0A
{ Vie[l.m—1](all] < all +1]) AV € [1.n — 1] (b[]] < B[l 4+ 1])

procedure shortmerge

|

(a,b: IN seqZ; c: OUT seqZ; m: IN Z; j,p: INOUT Z)

{
i: Z; i := 1;

j=j7=1Am=m?An=nTAm>0An>0Ap=p?=1Ai=1A

Q
( a=a?ANb=b7ANa,b,c € seq ZA
Vie[l.m—1](a]l] <all +1]) AVl € [1.n — 1] (b[]] < bl +1])

doi<m—
if alil < b[j]l —

clpl := alil;
p:=p+1;
i=1d+1;
(1 bljl<ali]l —
clpl := vljl;
p:i=p+1;
je=ir

fi;
od;

The procedure shortmerge, in Program 15, is part of a mergesort algorithm

presented in [25].

The invariant for shortmerge is given as:

After an arbitrary iteration, a[l..i — 1] is merged with b[1..j —

1]

and stored in ¢[1..p — 1] and ¢ is sorted in non-descending order and

t<m+1Aj<n+1lAp=i+j5—1

We denote this invariant P and define formally by
Vie[l.p—=2](c[l] <c[l+1]) AN —— — sorted
P=| viemp-1 <# (2 € [Lp—1)|ell] = cla]} = ( # Az € [1.d = 1lell]

#{z € [1.j —1]|c[l]
t<m+1Aj<n+1Ap=i+j5—-1

By theorem 9.2, partial correctness is proven as follows.

=a
=b
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Proof. Base Case:

Prove that Q = P, where

a=a?Nb=0b?Na,b,c € seq ZN

J=i7=1Am=m?An=nTAm>0An>0Ap=p?T=1Ai=1A
Qi
Vie[l.m—1](all] <all+1]) AVI € [1.n— 1] (b]]] < D[l +1])

Given that @ is true, we know p =p? =1Aj =357 =1A4¢ =1, and we can
simplify P as follows:

Vie[1.1=2](c[l] <cll+1])A
P = vie[l..1-1] (#{IE [1..1—1]|e[l] = c[z]} = <
1<m+1A1<n+1A1=1

_ true N true/
- 1<m+1A1<n+1Atrue

= true (Because m > 0An > 0)

Therefore, () = P, and P is maintained on initialisation.

Inductive Step:

Assume Py, and prove sp (Py A Qk+1,S5) = Py11, where Py is given by

Vie [1.pr — 2] (e[l < el +1]x) A
#A{x € [L.pr — 1] |c[l]lx = c[z]k} =
Po=| Vi€ [l.p,—1] ( #{x € Ly — 1]|c[l]x = alz|x} + > A
#{z € [1.jk — 1] |c[l]r = blz]}
ik <+ 1AJ <ng+1App =ik +Jk +1

and Py is given by

VI € [1.pes1 = 2] (c[llrr < [l + ps1) A
#{z € [L.pesr — 1 |cl]ig1 = c[z]e41} =
Pepr= | Vi€ [lpr —1] < #{x € [Lipr — 1 |c[l]i1 = alz]pa } + ) A
4z € (g — 1) lelllen = blelur )
tet1 S Mgt + 1A Jrpr S g1 + 1A PRy = g1 + Jepr + 1

and we calculate

k€ NAigpr = igA
Rpwy = | @1 = % Abigr = big A Mgy = Mg A s = 1k A P = P+ 1A ‘
+ < (a [Zk]kﬂ <b [Jk]k+1 A C[Pk]kH = alir)yq A Jrr1 = Je Nikg1 = ik + 1A G < m) \ >
(b [jk]k+1 <a [ik’]k-u Ne [pk}k.u =b [jk]k.H AJk+1 =Jk + 1N tgqp1 =t AN < m)

We will prove the inductive hypothesis in three steps. We will start by proving
that the sorted property of ¢ is maintained after the k + 1st iteration. That is,
we prove

(P A Rpq1) = V1€ [Lopryr — 2] (c[llgra < efl + 1xy1)
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VI € [1.pk — 2] (c[l]g < ¢[l 4+ 1];) holds due to P,. From Ryi;, we see that
only the element at the index py is changed, so VI € [1..pr — 1] (c[l]x = c[l]x+1)-
Therefore, VI € [1..px — 2] (c[l]x1+1 < €[l + 1]g11) holds. Now, c¢[px],; is equal
to the lesser of a [ig];,,; and b[ji]; ;. The sequences a and b are originally sorted
in ascending order, and from Ry we can see that a and b are not changed
by the loop. We can also reason that after the kth iteration ¢ is composed
of a[l..ixy — 1] and b[l..j — 1], so concatenating the lesser of a[ix] and b [ji]
to ¢ on this iteration concatenates the next largest element from a and b to
¢, and hence, ¢ [pr — 1] < ¢[pg]. This will maintain the sorting property, and
Vi€ (Lt — 2] (e[llest < el + 1usr) will hold.

Next we prove that the c is composed only of elements from a and b and that
those elements are not appended to ¢ more than once. That is we prove

(Pe N Riy1) =
#{x € [L.ppp1 — 1] |c[l]py1 = clx]pt1} =
Vi€ [1pps1 — 1] ( #{x € Noipyr — 1] |c[lprr = alz]pgr} + >
#{r € [1..jkr1 — 1 |e[llk+1 = b[z]kt1}

From P; we are given

#{x € [L.pr — 1] |ell]x = cla]i} =
Vi e [L.p, — 1] < #{x € [Lip — 1] e[l = alz]p} + )
#{x € [1..gr — 1] |c[l]x = b[z]x}

Now, either ¢ [pg];,; = a[ix],,, and the indexes for a and c are increased by
one, or ¢[pily; = bljklpy; and the indexes for b and c are increased by 1.
The next element of either a or b is appended to ¢, and because the indexes
are incremented (and never decremented) then elements of a and b are only
appended once. The index p for ¢ is monotonically increased, and so past
elements are not overwritten. Therefore,

#{z € [L.ppr1 — 1 [c[l]is1 = clafpa} =
Vi e [1.pp — 1] ( #{z € [Ligyr — 1] [c[llp1 = alz]es1 } + )
#{z € [L.jkt1 — e[tk = blafpia}

and ¢ [pr]j,; = alir],, and pry1 = pr + 1 Adgyr =i + 1 or

#{z € [L.pr1 — Yle[llkt1 = clz]p1} =
Vi€ [1.pp — 1] < #{z € i1 — U [c[lJk1 = alz]oya} + )
#{z € [L.jrs1 — Ule[llir1 = blafpir}
and ¢ [prlj4 1 = 0 [Jklprr and prr1 = pr + 1A jryr = Ji +1
It follows that
#{z € [L.ppr1 — 1 |e[llgr1 = c[z]pg1} =

Vi€ [1.prp1 —1] ( #{x € 11 — 1] |c[llps1 = alz)pyr} + >
#{z € [L..jk+1 — 1 |c[lk41 = b[x]p41}

is maintained.
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Finally we need to prove

Py NRpi1 = dgprr Sm+1AJgp1 Sn+1Apgyr <dggpr + gk +1

We know iy, <m+1AJr <n+1Apy <m+n+1from P,. Additionally Ry
implies that 7y < m and ix41 =7, + 1, and so, ix+1 < m + 1 holds.

The inequality, jr+1 < n+ 1, may not be maintained after the k + 1st iteration.

From Ry g41, jr+1 = Jk is given, and j, < n+1 is given by P. By substitution,
we conclude Py A Ry 41 establishes jp11 < m + 1, and so path 1 maintains
j<n+1

From Rj 41, jk+1 = ji + 1 is given, and ji < n + 1 is given by FP;,. By
substitution, we conclude P A R 11 establishes ji11 < n + 2. This does not
imply jrx+1 < n+1, and so path 2 does not maintain the given invariant. That is,
if jr = n+1 after the kth iteration, then after the k+ 1st iteration, jr11 = n+2
will hold after iteration through path 2, and the invariant jx+1 < n+1 is false.
Furthermore, on the k + 1st iteration, b[n + 1] will be compared to a [ig]. The
fact that b[n + 1] is referenced indicates that the loop has iterated 1 too many
times. We can reason that this will occur whenever b[n| < a[m]. The given
precondition, does not exclude this situation from occurring, and so shortmerge
is not correct with respect to the given precondition and invariant, and therefore
the given postcondition.

From Ry 41, we are given pyi1 = px + 1 Aipp1 = g + 1A Jry1 = Jk, and
Py = pr = i + jr + 1. By substitution, we conclude pg11 —1 = 441 — 1 +
Jk+1 + 1 = pky1 = k41 + Jr+1 + 1. Therefore path 1 maintains the invariant
p = i+j+1. Similarly we prove that Ry 11 APy = pry1 = tg+1 +Jk+1 +1, and
so path 2 maintains p =i 4+ j + 1, therefore the loop maintains p =1¢+ j + 1.

In summary
Vie[l.p=2](cl] <c[l+1))A -
Viel.p—1] <# {z € [l.p—1]|cl] = cz]} = ( #{r e [1:2.— 1|efl] = al2]} + ))
i<m+1lAp=i+j+1

is maintained, but 5 < n + 1 is not consistently maintained. O

This example shows a failed proof of correctness conducted using only mechan-
ically derived conditions and a given invariant. By conducting such a proof
the cause of defects can be identified. In this example we have identified an
intended invariant that is not consistently maintained. In the next section we
discuss further the identification of inconsistencies.

9.1.2 Identifying Inconsistency

Definition 12. A loop is said to be inconsistent with respect to a given
invariant, P, if at least one path through the body of the loop does not maintain
P.
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Given a loop,do G — S od, and invariant P, where the iterative form invariant
is calculated as Ry41 = Ry k41 V -+ V Ry, k41, where n is the number of paths
through the loop body, S. We formally define inconsistency by (9.8).

di € [ln] (—| (Pk N Ri,k+1 = Pk+1)) (98)

Theorem 9.3. [Invariant Inconsistency Theorem]

If 3i € [1.n) (= (Px A R g+1 = Pi+1)), then the loop is inconsistent with respect
to P, and for every i that satisfies (9.8), path i does not maintain P.

Proof. This is true by the above definition, and by the fact that, by calculation,
every disjunct, R;jy1, of Ry corresponds to a path, 7, through the loop
body. O

This technique is constructive in that it identifies which paths maintain P and
which don’t. Such information is useful for the correction of defects associated
with this inconsistency.

9.1.3 Direct Method

If a strong, conjunctive form of invariant, and hence postcondition, is able to be
derived using the techniques of chapters 5 and 6, then formal proof is possible
without applying induction and without requiring that an invariant be given.

For any loop, do G — S od, if we can derive a strong, conjunctive postcondi-
tion, R under a given precondition (), then in order to reason that that loop
establishes a given postcondition, Rgiyen, under @, we must show that

R= Rgiven (9.9)

For example, consider the loop in Program 8 for finding the first occurrence of
the maximum value in an array, for which we derived the following postcondition
(see chapter 6), under the precondition true:

R:<i€N+/\i:NAO§p§i/\ )
T\ Vje0.p—1](alj] <alp]) AVj € [p..i —1](a[j+ 1] < alp])
Let the given postcondition, denoted Ryiyen, for this loop be:

Rgiven =0 <p < NAVj € [0.p—1](a[j] <alp)) AVj € [p+1.N](a[j] <alp])

We can reason that R = Ryiyen. Therefore, by (9.9), we say that the find first
maximum example (Program 8) is partially correct with respect to the given
pre and postcondition.

This method is reliant on our ability to derive and use a strong invariant and
postcondition from the program.
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9.2 Function-Theoretic Correctness Verification Method

Correctness verification in Cleanroom software development involves showing
that a procedure implements its specified intended function. In the function-
theoretic approach, a procedure is correct with respect to its specification when
every control structure in that procedure is verified to do what its intended
function specifies[86].

The correctness condition for iterative structures is given in the following ques-
tion form in [86]3, where [f] is a clear-box specification for the loop.

[f]

do p—
g

od

Correctness Conditions:

1. Does the loop terminate?
2. When p is true, does g followed by f do f.

3. When p is false, does doing nothing do f.

Question 1 can be answered by reasoning about information generated from
chapter 7.

As an example of answering question 2, consider the binary search example in
Program 16 to find an employee’s id. in an array of employees (translated into
our modified guarded commands language from [86]).

The correctness questions require that the loop in the binary search satisfies
the intended function, [if possible, set i so that emp(i) = id and b <
i1 < t, otherwise leave ¢ unchanged]. The proof of this, as defined by the
function-theoretic approach is as follows.

The given intended function for the loop body specifies the intended net effect
of the loop body. That is, the loop body has the intended function,g,

[if id =emp((b+t)/2), set ¢ to (b+1)/2, otherwise
if id > emp((b+1t)/2), set b to (b+1t)/2, otherwise
if id <emp((b+1t)/2), set t to (b+1t)/2, otherwise ]

In order to answer the second question, we verify that the intended function
for the loop body, g, followed by the intended function for the loop, f,

3The form of the structure has been translated to use Guarded Commands.
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Program 16 Employee Binary Search Example Loop
{i=0Ab=1At=nAemp € seq NAid € N}
[if possible, set i so that emp(i) =id and b<i <t, otherwise
leave ¢ unchanged]
do b<t A i=0 —

[if id =emp((b+1t)/2), set ¢ to (b+1)/2, otherwise
if id > emp((b+1t)/2), set b to (b+1¢)/2, otherwise
if id <emp((b+1t)/2), set t to (b+1)/2, otherwise ]
m := (b+t)/2;
if emp[m]=id —
i:=m;

[1 emp[ml<id —

b := mtl;
(] emp[m]>id —
t := mt+l;
fi;

od

b <tp At = 0A
(b1 = be Atpg1 =t Ampyr = (b +tr) /2 Aempm|py1 = id N igg1 = mpy1) V
(bka1 = Mag1 Atigr =t Amgyr = (b + 1) /2 A emp[m]gr1 <id Aidgyr = i) V
(bp+1 = b A tge1 = mpar1 Amgyr = (b +t) /2 A emp[m]kH > id Aigr1 = ix)

Ry =

[if ¢d =emp((b+1t)/2), set ¢ to (b+1)/2, otherwise
if id > emp((b+1)/2), set b to (b+1t)/2, otherwise
if id <emp((b+1t)/2), set t to (b+1t)/2, otherwisel
[if possible, set i so that emp(i) =id and b <i <t, otherwise

leave ¢ unchanged]
satisfies the intended function for the loop, f,

[if possible, set i so that emp(i) =id and b <i<t, otherwise

leave ¢ unchanged]

The details of this verification are given in [86].

In order for this verification to be trusted, we must then show that the loop
body establishes the intended function g. Using the iterative-form invariant,
we reason that Rji1 describes the intended function for the loop body, g.

A simpler approach to answering the second correctness question, involves using
the derived iterative-form invariant, Ry, 1, to represent the net effect of execut-
ing the loop body. That is, we can use Ry itself in place of the loop body in
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the verification, and show that Ry, followed by the intended function f satis-
fies f. The benefit of using Ry is that Rp4; is a direct representation of the
loop body, obtained by direct calculation, therefore, no verification is required
to show that the loop body establishes Ry, 1. The following proof reasoning is
given to show that Ry followed by f does f for the binary search example.

Proof. Consider the first disjunct
b, < tkNik = OAbg1 = b1 = teAmyer = (be + 1) /2Aemp[m]i 1 = idNigp1 = Myt

We see that after an arbitrary k + 1lst iteration, emp[m]| = id and that i =
m = (b+1)/2, so empli] = id and b < i < t. By the correctness condition 2, we
show that the composition

empli] =idANb<i<t

[/]

does f. We do this by reasoning that this path leads to id being found at
emp(i), and so it is possible to set i so that emp(i) = id where b < i < t.

We must also show that if id is not found on an arbitrary k + 1st iteration, then
1 is not changed. The composition of the second and third disjuncts with the
intended function, gives

(empl(b+1t)/2] <idNi=0)V (emp[(b+1)/2] >id ANi=0)

/]
We reason that this does the intended function, because ¢ is unchanged and
future iterations will search the part of emp where id may be found. O

The third verification question, is directly answerable by showing that the
negation of the guard satisfies the intended function of the loop. In this
case, that b > ¢t Vi # 0 satisfies [if possible, set i so that emp(i) = id
and b < i < ¢, otherwise leave i unchanged]. We note from the above
that 7 only changes when id is found in emp. In this case, ¢ is set so that
emp(i) = idANb < i <t Ifiisnot found, then i« = 0 is maintained, and
b > t is satisfied when emp has been searched. Therefore,[if possible, set
i so that emp(i) = id and b < i < ¢, otherwise leave i unchanged] is
satisfied by doing nothing when the guard is false.

9.3 Conclusion

In this chapter, three methods of formal verification have been presented. The
contribution of this chapter is that it provides a strategy for using the informa-
tion generated by the algorithms in the previous chapters for supporting both
semi-formal and formal verification. It has been shown that verification can be
conducted using these methods without reference to the program itself. The
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prototype tool can generate the required proof obligations for the inductive ax-
iomatic method and the function-theoretic method if presented with a suitable
invariant. If a strong, conjunctive postcondition can be generated by the tool
it is also capable of presenting the direct proof obligations. Appendix B shows
some examples of the generated proof obligations. These proof obligations are
presented as first order logic formulae which may be proved either manually by
hand or automatically /interactively with the assistance of a theorem prover.



Chapter 10

A Prototype Tool

A prototype tool has been developed to implement a number of the algorithms
discussed in this dissertation. This prototype serves two purposes: (i) to demon-
strate that the algorithms defined are mechanisable and the approach is viable,
and (ii) to remove the burden of the tedious parts of the derivation process
from the verifier, and the author in working the examples of this thesis. Some
output from the prototype for many of the examples in this thesis is presented
in Appendix B.

The prototype currently automates the process of deriving strongest postcon-
ditions from procedures containing no iterative constructs (see sections B.9
and B.10). From programs with iterative constructs, the prototype will always
yield an iterative-form invariant. For non-branching programs yielding differ-
ence equations in one of the forms in table 5.1, the prototype will generate a
non-iterative invariant and postcondition (see sections B.1,B.4 and B.7). The
prototype also yields universally quantified formulae describing iterative pro-
grams which deal with non-branching loops with simple array assignments (see
sections B.5, B.6 and B.8).

10.0.1 The Architecture

The architecture of the prototype tool is illustrated in Fig. 10.1. The prototype
generates standard form abstract syntax trees (ASTs) for programs written in a
supported language (currently only a variant of Dijkstra’s Guarded Commands
Language is supported). This standard form is based on the principle that all
imperative languages have composition constructs for sequence, selection and
iteration, and statements for handling assignment, procedure call and I0. For
example, an iterative construct in a particular language will yield the same
AST node as a similar iterative construct in another language. This allows us
to add semantic analysis rules (generally implementations of the sp predicate
transformer) to the system to deal only with constructs, independent of lan-
guage. This architecture is extensible for other languages by adding a parser
for the language which produces standard form ASTs with new node types for

196
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[ GCL Cornponentj [ ADA Componentj

\i Y

Language GCL ADA
Parsers Parser Parser other languages...
Standard Form
AST
Prolog

Semantic Analysis
Generation of Iterative Form Invariants
Generate Invariants (solved diff. eqns)
Generate Termination Conditions
Generate alternate semantic forms

Annotated AST

Y Simplification

Presentation

for procedures

Figure 10.1: The architecture of the prototype tool under development (greyed
sections are planned for the future).

language specific constructs and elements, and by adding rules to the semantic
analyser to deal with any new AST node types.

For example, [39] defines strongest postcondition calculation rules to handle C
pointers and simple pointer arithmetic. If the prototype is to be extended to
handle C, a parser for the chosen C grammar would need to be constructed,
which produces special AST node types to represent pointer operations. The
semantic analyser part of the system would then need extension to calculate the
strongest postcondition from statements involving pointers. That is, it would

need to implement the rules defined in [39] to deal with pointer node types in
the AST.

We see this approach as a viable solution to the problem of dealing with many
languages. Language parsers are easy to build with tools such as LEX and
YACC, in fact many grammars for languages are freely available. The grammars
are simply extended to generate ASTs composed of the standard AST nodes.

The semantic analyser comprises a number of components implemented in Pro-
log. Prolog was chosen for this task as many of the algorithms presented are
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dependent on pattern matching and substitution, and Prolog lends itself to
the implementation of such algorithms. Abstract syntax trees generated by
the parser component are easily translated into Prolog facts. These facts are
operated on by a number of components.

Firstly, the strongest postcondition is calculated for all statements and compo-
sitions of statements. For all constructs, other than iterative constructs, this
calculation is direct. For iterative constructs, an iterative-form invariant is cal-
culated as described in chapter 4. In order to save on screen/page real-estate,
when displaying the iterative-form invariant the tool presents the k + 1st itera-
tion instances in the iterative-form invariant without the k& + 1 subscripts. That
is, vg4+1 = v — 2 would be output as v = v — 2.

For loops with non-branching loop bodies, a difference equation solver is then
applied to the iterative-form invariant to solve all iterative-form difference equa-
tions in the invariant. All difference equations matching the forms in table 5.1
are solved at present. The collection of solvable equations can be extended by
simply adding rules for solving other forms of difference equations. Difference
equations are solved in order of increasing variable dependence. The difference
equation solutions are then substituted into the iterative-form invariant in an
implementation of refinement (5.23) in chapter 5. If all difference equations are
solvable, then (5.26) is applied and the postcondition is presented. Failure to
calculate a difference equation solution will result in the prototype abandoning
the attempt to calculate a non-iterative-form invariant.

Many of the heuristics for deriving invariants for MBS loops rely on complex
pattern matching and simplification that the prototype doesn’t presently han-
dle. Some of these rules are proving difficult, although we believe, not im-
possible, to implement. For MBS loops, only the iterative-form invariant is
calculated to support manual application of the heuristic rules in Chapter 6, if
an invariant and postcondition are required. The tool was used in this way to
support the Dutch National Flag example in Chapter 6.

If an invariant in first order logic has been specified for a loop, the prototype
always generates the required conditions for proof of partial correctness by the
inductive method of Chapter 9 (see sections B.1 and B.2).

If an intended function has been specified for a loop, the prototype always
generates the required conditions for proof of partial correctness by the function
theoretic method of Chapter 9. The case study below is an example of this.

If a postcondition is provided and a postcondition can be extracted from the
program, then the conditions for direct proof of partial correctness are also
produced by the prototype (see sections B.1, B.4, B.5, B.6 and B.7). The
lack of logical and algebraic simplification rules in the tool are evident in these
examples. We contend, however, that the results are still useful as the manual
simplification required presents no significant challenge.

A component is also implemented to calculate loop progress conditions by the
non-variant function method of chapter 7. This is achieved by determining the
two sides of the negated guard equality, and then simplifying the disjunction
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of the ten progress conditions for each disjunct of the iterative invariant. The
tool reports these progress condition (see all examples in Appendix B). If an
invariant can be generated the prototype also reports on the conditions required
for final termination as described by Theorem 7.4.

An earlier version of the prototype also generated and presented input-output
mappings directly from the iterative invariant as explained in chapter 4. Output
from this version of the tool can be seen in Fig. 4.3.

The language parsed by the prototype is described in Appendix A. It provides
for the specification of preconditions, postconditions and loop invariants (or
intended functions). For example, the procedure corresponding to the expo-
nentiation example in chapter 9 is given (with comments) as

procedure exp2(base:Int, exp:Int, ans:Int)
[base>0 && exp>0] // precondition
{
ans := 1;
b := base;
e := exp;
doe>0 —>
{ans*b”e = base”exp} // loop invariant
if emod 2 =0 >
ans := ansx*b;
e = e-1;
[l e mod 2 =
b := b*b;
e := e div 2;

0 ->

fi;
od;
}

[ans=base”expl; // postcondition

A number of versions of the tool exist, each producing a different type of out-
put. The current version produces LaTeX reports. Earlier versions were also
written to produce text, HTML and MATHML reports. The current version is
also capable of storing procedure specifications in a Prolog database to assist
in implementing the strongest postcondition for procedure calls as defined in
Chapter 8 (this has not yet been implemented).

The following table summarises the extent of implementation achieved in the
current prototype for the algorithms, heuristics, functions and rules defined in
this dissertation.

Extent of Prototype Implementation

Feature ‘Inqﬂenmnmed Comment
Free variable function complete
Substitution functions complete

Algorithm 1 - sp for as- | complete
signment
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Extent of Prototype Implementation

Feature ‘ Implemented Comment

sp for sequence complete To Dijkstra’s definition

sp for selection complete To Dijkstra’s definition

Equation (3.2) - sp for | complete

read

Equation (3.3) - sp for | complete

write

Equation (3.4) - sp for | complete

variable declaration

Algorithm 2 for calculat- | complete

ing Qr+1

Equation (4.2) for calcu- | complete

lating Ry41

Algorithm 3 for calculat- | Incomplete Implemented for I/O mapping in original

ing variable maps version. Planned implementation in cur-
rent version to pass names of variables to
map as arguments to semantic analyser.

Difference equation | complete * Difference equation solutions for all forms

solver in Table 5.1 implemented.

Refinement (5.23) for re- | complete

fining Ry41 with differ-
ence equation solutions

Substitution (5.24) to re-
move references to k

not implemented

Implementation planned - requires simpli-
fication and equation solving.

Equation (5.26) for us- | complete Rule only applied when invariant can be

ing invariant to calculate generated.

postcondition

Generation of partial | complete Rule only applied when postcondition can

correctness proof obliga- be generated.

tion based on inspection

rule 2

Equation (5.28) for han- | complete

dling non-redundant ar-

ray assignments

Algorithms and heuris- | incomplete Requires simplification and equation solv-

tics for handling redun- ing not yet implemented. Some basic

dant array assignments heuristics currently implemented but not

(in Section 5.4) used.

Algorithm 7 for generat- | incomplete Steps 4-9 not implemented (see previous

ing invariants from non- row for reason). All other steps imple-

branching loops mented. Continues with iterative-invariant
if invariant can’t be generated because of
missing steps.

Algorithm 8 - strategy | incomplete Only step 1 is implemented. The re-

for constructing invari-
ants from MBS loops

maining steps require heuristics be imple-
mented, only some of which are imple-
mented to date. The current prototype
doesn’t attempt to apply any of these im-
plemented heuristic rules on their own.
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Extent of Prototype Implementation

Feature ‘ Implemented Comment

Implementation of Theo- | complete Simplification is limited.

rem 7.3 to calculate loop

progress conditions with-

out a variant

Implementation of Theo- | incomplete Complete for loops for which the tool can
rem 7.4 to define termi- generate a conjunctive invariant (ie. non-
nation conditions branching loops).

Algorithm 12 for ab- | incomplete All parameters are currently treated as ref-

stracting procedure se-

erence parameters .

mantics

Algorithm 13 for check-
ing preconditions of pro-
cedure calls and Algo-
rithm 14 for calculating
sp for procedure call

Should be simple as they are based on sub-
stitution.

not implemented

GCL Parser does not yet recognise func-
tions.

Algorithms for abstract- | not implemented
ing function semantics
and calculating sp for

function calls

Tool also stores proof obligation as a Pro-
log fact. This may be useful as a basis for
interacting with a Prolog based theorem
prover such as Ergo[91].

Generation of proof obli-
gations from axiomatic
verification method
(given a first order logic
invariant)

complete

Generation  of
obligations
function-theoretic  veri-
fication method (given
an invariant or intended
function in  natural
language)

proof | complete

from

Generation  of
tial correctness proof
obligations using the
direct method (given a
postcondition)

Only generated when a postcondition is
given and one is calculable from the code.

par- | complete *

10.1 A Case Study Using the Tool

As an example of using the tool to support verification based inspection with a
program, consider a program to find the length of the longest monotone increas-
ing sub-sequence of an array of integers. A monotone increasing sub-sequence is
a subset of numbers which are strictly increasing from left to right. In [25] a pro-
gram and specification are presented for solving this problem. In the program
Fig 10.2 we have attempted a translation of this program to an implementation
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which does not use nested loops. This is necessary at present, as this thesis does
not describe mechanisms for handling nested loops. We use the prototype to
produce a report which will allow us to investigate correctness of this algorithm
with respect to the given specification’. We note that the given specification
is not written in a formal language, so an automated or automatically assisted
theorem proving technique applied to this problem would first require a for-
malising of the given specification. We use this example to illustrate that one
of the main benefits of supporting verification based inspection is that human
verification is possible even with a semiformal specification.

procedure monotone (a : seq Int, n : Int,maxlen : Int )
[n > 0]
{
len: seq Int;
i: Int; j: Int; maxj: Int; pmax: Int;
len [1] := 1; pmax := 1; maxlen := 1; i := 2; j := 1; maxj:=1;

do i !=n ->

{’len[1..i-1] are lengths of lmss ending at a[l..i-1], respectively, 1=<i=<n+1,
maxlen = length of lmss in first i-1 positions, and pmax is where it ends.
(When 1=<i=<n, maxj is length of lmss in a[l..j] terminating in a value less
than ali] and 1=<j=<i)’}

if ali] < alpmax] && j < i && alj + 1] < a [i] && maxj < len[j + 1] ->
maxj := len[j + 11;

ji= g
[1 ali] < alpmax] && j < i && al[j + 1] < al[i] && maxj >= len[j + 1] ->
j=3+1;
[1 a [i] < a [pmax] && j < i && al[i] <= a[j+1] ->
j=3+1;
[1 ali]l < a[pmax] && j >= i && (maxj + 1) > maxlen ->
len[i] := maxj + 1;
maxj := 1; maxlen := (maxlen + 1); pmax := i;

i:=1i+1; j:=1;
[1 ali] < alpmax] && j >= i && (maxj + 1) <= maxlen ->
len[i] := maxj + 1;
maxj := 1;
i=1i+1; j:=1;
[1 ali]l >= a[pmax] ->

maxlen := maxlen + 1;
len[i] := maxlen;
pmax := ij;
i=1i+ 1; maxj := 1;
j:i=1;

fi;

od;
};

Figure 10.2: Actual parsed GCL like code for translation of find longest mono-
tone sub-sequence

The program in Fig. 10.2 is parsed by the GCL parser resulting in the generation
of an Prolog representation of the abstract syntax tree (see Fig. 10.3). This
representation presents the structure of every procedure in the input file as

'Emphasising the benefits of formal verification, during the proof stage of this case study,
the specification of the invariant given in [25] was found to be incorrect. The invariant was
corrected for the case study.
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a fact. The generated Prolog file is consulted and loads all of the semantic
analysis libraries with the load command on the first line. The goal start is
queried. This opens a file for the formatted output (in the case of this version
a LaTeX file is generated). To satisfy the subgoal process an attempt is made
to semantically analyse all of the abstract syntax trees for procedures in the
file, creating a LaTeX document with a section for each.

:-[load].

procedure (monotone, [n>0], [dec(a,type(seq(’Int’))), dec(n,type(’Int’)), dec(
maxlen,type(’Int’))], [dec(len, type(seq(’Int’))), dec(i,type(’Int’)), dec(j,
type(’Int’)), dec(maxj,type(’Int’)), dec(pmax,type(’Int’)),array(len,1):=1,pm
ax:=1,maxlen:=1,i:=2,j:=1,maxj:=1,do(intendedFun(’len[1..i-1] are lengths of lmss end
ing at al[l..i-1], respectively, 1=<i=<n+1, maxlen = length of lmss in first i
-1 positions, and pmax is where it ends. (When 1=<i=<n, maxj is length of 1lms
s in a[l..j] terminating in a value less than a[i] and 1=<j=<i)’),i=<n, [if([a
rray(a,i)<array(a,pmax),j<i,array(a,j+l)<array(a,i) ,maxj<array(len,j+1)], [max
j := array(len,j+1),j:=j+11, [array(a,i)<array(a,pmax),j<i,array(a,j+1)<array(
a,i),maxj>=array(len,j+1)], [j:=j+1], [array(a,i)<array(a,pmax),j<i,array(a,i)=
<array(a,j+1)], [j:=j+1], [array(a,i)<array(a,pmax), j>=i,maxj+1>maxlen], [array(
len,i) :=maxj+1,maxj:=1,maxlen:=maxlen+l,pmax:=i,i:=i+1,j:=1], [array(a,i)<arra
y(a,pmax),j>=i,maxj+1=<maxlen], [array(len,i):=maxj+1,maxj:=1,i:=i+1,j:=1], [ar
ray(a,i)>=array(a,pmax)], [maxlen:=maxlen+l,array(len,i) :=maxlen,pmax:=i,i:=i+
1,maxj:=1,j:=11>1)1,[D).

start :-
open(’monotone.tex’,write,Stream),
set_output (Stream),
latex_preamble (’monotone’),
process,
end_latex,
close(Stream).

Figure 10.3: Prolog AST representation and code for starting semantic analyser
on this AST

The LaTeX generated by calling start in the generated Prolog in Fig. 10.3
has been cut and pasted directly into this document to produce the following
section?. We use the generated report in this next section as the basis for

verifying the procedure in the subsequent section.

2This output has undergone minor reformatting to fit on pages the width of the thesis,
however, the generated content has not been altered.
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Generated output for monotone

Program 17 Code for procedure monotone

{(n>0)}

procedure monotone (a: seq Int,n: Int,maxlen: Int ) {

len: seq Int;

i, j, maxj, pmax: Int;

len[l] := 1; pmaz := 1; mazlen := 1; i := 2; j := 1; mazj
=1

do i1 <n —

[len[1..i-1] are lengths of lmss ending at
all..i-1], respectively, 1=<i=<n+1, maxlen =
length of lmss in first i-1 positions, and pmax
is where it ends. (When 1=<i=<n, maxj is length
of lmss in a[l..j] terminating in a value less
than ali] and 1=<j=<i)]
if ali] <alpmaz]ANj<iAal(j+1)] <ali] Amazj <
len[(j+1)] —

mazxj :=len[(j+1)]; j := (+1)
[0 ali] <alpmaz]Aj<iAa[(j+1)] <ali] Amazj >

len[(j +1)] —
Jo= G+

[0 afi] <alpmazx]Aj<inali] <al(j+1)] —
Jo= Gt

(1 ali] <alpmaz]Aj>iA(mazj+ 1) > mazlen —
lenfi] := (mazj+1); mazj := 1 ;
mazxlen := (maxlen+1); pmazx := i ;

1= (+1); 7 :=1

O ali] <alpmaz]Aj>iA(mazj+1) < mazlen —
lenfi] := (mazj+1); mazj := 1
= (i+1); 5 =1

0 ali] > a[pmaz] —

mazxlen := (mazxlen +1); len[i] := maxlen
pmaz = i; 1 := (i+1);
mazxj = 1; 57 =1

fi

od

Loop Verification

For the loop

do i1 <n —

[len[1..i-1] are lengths of lmss ending at a[1l..i-1],
respectively, 1=<i=<n+1, maxlen = length of lmss in first
i-1 positions, and pmax is where it ends. (When 1=<i=<n,
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od

maxj is length of lmss in a[l..j] terminating in a value
less than ali] and 1=<j=<i)]
if ali] <alpmaz]Aj<iAal(j+1)] <ali] A\maxj <len[(j+ 1)]
N

mazj := len[(j+1)] ;

j= 0+
0 ali] <alpmaz]Aj<iAal[(j+1)] <ali] A\mazj > len[(j + 1)]

j=0+1
[0 ali] <alpmazx)Aj<iAali] <al(j+1)] —
j =Gt

[0 ali] <alpmax] Aj>1iA (mazj+1) > mazlen —
len[i] := (maxj+1) ;

mazxj =1 ;

maxlen := (mazlen+1) ;
pmax =1 ;

ii=(t+1) ;

7 =1

[0 ali] <alpmaz] Aj>iA (mazj+ 1) < mazlen —
len[i] := (mazj+1) ;

maxj =1 ;
ii=(t+1) ;
7 =1
O ali] > a[pmaz] —
mazlen := (maxlen+1) ;
len[i] := mazlen ;
pmax =1 ;
i:=(i+1) ;
maxj =1 ;
7 =1

fi

We calculate the iterative-form invariant

Rk+1 =

a=ax Ni =1 Alen = lenx A maxlen = mazxlen; A n = ni A\ pmax = pmaxi/
i<nAkeNAali <alpmaz] A jx <iAal[(jx+1)] <ali]A

mazji < len[(jr + )] Amaxj =len[(jr + DA J = (1 + jr)

a=ar Ni =1, Alen = leni A maxj = mazrjr A maxlen = mazxleny An = niA
pmaz = pmazry ANi <nAke€NAali] < alpmaz] A ji <IN

al(Ge +1)] < alil Amazxj > len [(jr + D] A j = (1 + jx)

a=air Ni =1, Alen = leni A maxj = mazrjr A maxlen = mazxleny An = niA
pmaxz = pmazr ANi <nAke€NAali] < alpmaz] A ji <IN

ali] <al(Ge+ DA =1+ jk)

a=axr An=npANir <nAkeNAalix] <alpmazi] A

Jrk = ik A (1 + mazji) > mazleng A len [ix] = (mazji + 1) Amazj =1A |V
mazlen = (1 + maxleny) Apmar =ir Ni=(1+ix) Aj=1

a = ax A mazxlen = maxleng An = ni A\ pmax = pmaxi N ix < nA

k€ N Aalix] < alpmaz] A ji > ix A (1 + mazji) < mazlenA Y%
len[ix] = (mazjr + 1) Amazj =1Ni=1+i)Aj=1

a=ax An=npANixr <nAkeNAalix] > alpmazi] A

mazxlen = (1 4+ maxleny) A len [ix] = mazlenA

pmar =ik ANi= (14+ix) Amazj=1Aj=1

where for any variable v, vgy1 is represented by v for brevity.
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Function Theoretic Verification Obligation

Given the intended function:

f=[len[1..i-1] are lengths of lmss ending at a[l..i-1],
respectively, 1=<i=<n+1, maxlen = length of 1lmss in first i-1
positions, and pmax is where it ends. (When 1=<i=<n, maxj is
length of lmss in a[l..j] terminating in a value less than
alil and 1=<j=<i)]

Answer the following questions:

n>0ANa=a?Na€seqlInt An=n?AncIntA
mazlen € Int Alen € seqInt Ai € Int A 5 € IntA
maxj € Int A pmaz € Int Alen[1] = 1 A pmaz = 1A
mazlen=1ANi=2Nj=1

e Does f followed by Rjy41 establish f7

e Does establish f7

Loop Progress Conditions

The loop will progress in an iteration, when the following holds at commence-
ment of that iteration:

(t<(I4+n)Ai<nAali] <alpmaz]Aj>iA(1+mazxj) > mazlen)V
i<(I+n)ANi<nAali] <alpmaz] Aj>iA (14 mazxj) < mazxlen)V
< Q+n)ANi<nAali > alpmaz))

Invariant and Postcondition

The loop invariant and strongest postcondition could not be derived for this
loop

Derived Postcondition and Verification

The following postcondition has been derived from the code in Program 17
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Verification Using the Report

In order to demonstrate that the loop is partially correct, we are asked to
verify that the loop precondition establishes f and that f followed by Ry
establishes f. That is, that f is established as an invariant. In this case f is
not actually written in the style of a box specification intended function, but
as a semiformal specification of invariant state on an iteration® . We can take
a strategy similar to the inductive method of verification with an invariant of
this form. We need only to slightly reword the second verification obligation to
”Show that establishing Rj,; on an arbitrary k£ 4+ 1st iteration, knowing that
f holds at the beginning of that iteration, establishes that f holds at the end
of the iteration.”. That is, we reword the function-theoretic proof obligation as
an inductive verification step.

n>0ANa=a?ANa€seqInt A\n=n?Anec IntA
mazlen € Int Alen € seqInt Ai € Int A 5 € IntA
maxj € Int A pmazx € Int Alen[1] = 1 A pmaz = 1A
mazlen=1ANi=2ANj=1Amazj=1

We begin by proving that

establishes f.
The proof of the first obligation is as follows:

Proof. We know that i = 2 A len[1] = 1 from the calculated loop precondition,
establishing len[1..i-1] are lengths of lmss ending at a[l..i-1]. We
also know that n > 0 holds and so can infer that 1 <7 < n + 1 also holds. The
length of the longest monotone sub-sequence in the first position (i—1 = 1) is by
definition 1 and it ends at pmax = 1. The calculated loop precondition implies
that these relationships hold. Additionally, the loop precondition implies that
7 = 1A maxj = 1, establishing that maxj is length of longest monotone sub-
sequence in a[l..j], and 1 < j < i independent of any conditions. Therefore f is
established by the loop initialisation yielding the precondition given above. [J

To prove that the loop body maintains f on any iteration, we assume that f
holds initially at the beginning of an arbitrary k + 1st iteration and write:

fr=[en[l..i; — 1], are lengths of lmss ending at

a(l.ig — 1], respectively, 1 <iy <n+1, maxlen, = length
of lmss in first ¢y — 1 positions, and pmaxy is where it
ends. (When 1 <i; <n, maxj; is length of lmss in
a[l..ji] terminating in a value less than a[iy] and

1 <jp <ip )]

We then show inductively that fi A Rg+1 = fry1, where

3The prototype, recognising that this is not a first order logic invariant, thinks it is an
intended function and so produces a function-theoretic verification question. This example
actually emphasises that the verification strategy for both types of invariants involves induc-
tion.
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fer1=len[l..ig11 — 1], are lengths of lmss ending at
a(l.igyq — 1], respectively, 1 <ipy1 <n-+1, mazleng, =
length of Ilmss in first igy; — 1 positions, and pmaxi4
is where it ends. (When 1 <ix1 1 <n, maxjgy1 is length
of 1lmss in a[l..jg+1] terminating in a value less than
alipy1] and 1 < gy <ipyr)]

Proof. To prove that f is maintained as an invariant, we show that each disjunct
of Ry establishes fi1 given fr. We treat each of these sub-proofs as separate
cases.

Case 1 - fi A Ryjpt1 = frtr:

We prove that given f,

a=ap Ni =1 Nlen = leni AN mazlen = maxlen, An = ni A pmax = pmazxg/\
i<nAkeNAali| <alpmaz]ANjr <iNal(jx+1)] <ali]A
maxji < len [(jx + 1)] Amazj = len[(jr + D] A = (1 + jk)

establishes fr11.

At the beginning of a k + 1st iteration we know that 1 < i < n and that
mazxji is the length of the longest monotone sub-sequence in a[l..j;] termi-
nating in a value less than a[ig] (by fr). Rijg+1 implies that len [j; + 1] is
greater than maxj, at the start of the iteration, indicating that there is a
monotone sub-sequence in a[l..j; + 1] longer than maxj at the start of the
iteration, and that this is of length len [j; + 1]. Rj 41 implies that after the
k + 1st iteration maxj is equal to len [j, + 1], the length of the longest mono-
tone sub-sequence in a[l..j; + 1]. Now jry1 = jx + 1, so Ry 41 implies that
maxj is equal to the length of the longest monotone sub-sequence in a [1..Jx+1].
Ry k41 also implies that a [ji, + 1] < a[ix] and ix41 = i, so after the k + 1st
iteration mazji+1 is equal to the length of the longest monotone sub-sequence
in a[l..jg11] terminating in a value less than a[ig4+1]. We can also see that
Rig+1 = Jr < i A jJrs1 = Jk + 1, 50 jrp41 < @ must hold. The given invariant
also states that 1 < ji so 1 < jiy1 must also hold.

We reason that if len [1..i5], are lengths of longest monotone sub-sequences
ending at a[l..ig], respectively, holds at the beginning of the k + 1st itera-
tion, then because Ry 41 implies that 4, len, maxlen, pmax and a are un-
changed, len [1..ix41];.,, are lengths of longest monotone sub-sequences ending
at a[l..igy1], respectively. Similarly, we reason that 1 < i;y; < n+ 1 and
that maxlengyq is the length of the longest monotone sub-sequence in the first
i1 — 1 positions and pmaxy, is where it ends.

Therefore, the path through the loop body yielding R; ;41 maintains the given
invariant.

Case 2 - fr A Rypy1 = fri1t
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We prove that given fy,

a=ap Ni =1 N\len = leng A mazx) = mazxj, A mazxlen = maxleng An = nipA
pmazx = pmazriy ANi <nAk €N Aali] < alpmaz] A ji <iA
al(k + 1] <alif Amazj > len[(je + DI AJ = (1 + jik)

establishes fiy1.

At the beginning of a k+ 1st iteration we know that 1 < i, < n and that maxj
is the length of the longest monotone sub-sequence in a [1..jx| terminating in a
value less than a [ig] (by fk). Rz k41 implies that len [j, 4 1] is less than or equal
to maxjiy+1 and that mazjg1 = mazjg, indicating that the monotone sub-
sequence terminating at a [ji + 1] is not longer than maxj. Now jri1 = jr + 1,
s0 Ry j41 implies that maxji41 is equal to the length of the longest monotone
sub-sequence in a [1..jx11]. Ra k1 also implies that a [ji + 1] < a[ig41], so after
the k + 1st iteration maxjr41 is equal to the length of the longest monotone
sub-sequence in a [1..jx+1] terminating in a value less than a [ix41]. We can also
see that Ro x41 = Jk < tg41 A Jkt1 = Jk + 1, 50 Jry1 < ip41 must hold. The
given invariant also states that 1 < ji so 1 < jg41 must also hold.

We reason that if len [1..i5], are lengths of longest monotone sub-sequences
ending at a[l..ig], respectively, holds at the beginning of the k + 1st itera-
tion, then because Rj 11 implies that 4, len, maxlen, pmax and a are un-
changed, len [1..ix41];.,, are lengths of longest monotone sub-sequences ending
at a[l..igy1], respectively. Similarly, we reason that 1 < i;y; < n+ 1 and
that maxlengyq is the length of the longest monotone sub-sequence in the first
ig+1 — 1 positions and pmazxy; is where it ends.

Therefore, the path through the loop body yielding Rs ;41 maintains the given
invariant.

Case 3 - fi A R3 i1 = frr1:

We prove that given fj,

a=ap Ni =1 Nlen = lengy AN mazxj = mazxj, A mazxlen = maxlengy An = npA
pmax = pmazi ANt <nAk €N Aali] < alpmaz] A ji <iA
alif <al(je +D]AJ =1+ k)

establishes fiy;.

At the beginning of a k4 1st iteration we know that 1 < i < n and that maxji
is the length of the longest monotone sub-sequence in a [1..jx| terminating in
a value less than a[ig] (by fr). Rsk+1 implies that a[ig41] < a[(jr +1)] and
that maxjrr1 = maxji N jra1 = jr + 1, so we conclude that mazjgq is length
of the longest monotone sub-sequence in a [1..jx+1] terminating in a value less
than a [ig41].

We also see that R3 11 = jr < @A jrt1 = Jk + 1, 80 jrq1 < dgqq must hold.
The given invariant also states that 1 < ji so 1 < jx41 must also hold.
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We reason that if len[1..i5], are lengths of longest monotone sub-sequences
ending at a[l..ig], respectively, holds at the beginning of the k + 1lst itera-
tion, then because Rj3 11 implies that i, len, maxlen, pmax and a are un-
changed, len [1..ix 1]}, are lengths of longest monotone sub-sequences ending
at a[l..igy1], respectively. Similarly, we reason that 1 < i;y; < n+ 1 and
that maxleng1 is the length of the longest monotone sub-sequence in the first
ig+1 — 1 positions and pmazxy; is where it ends.

Therefore, the path through the loop body yielding R3 ;41 maintains the given
invariant.

Case 4 - fr AN Ry 1 = fryr:

We prove that given f,

a=ag An=npNixg <nAkecNAalig] < a[pmazg] A
Jk > i A (1 4+ maxjy) > mazleng Alen [ix] = (mazji + 1) Amaxj = 1A
mazlen = (1 + mazleng) Apmazr =ip Ni=(1+ix) Nj=1

establishes fi11.

We reason that because Ry 11 = jr+1 = 1 Amaxji+1 = 1 and we know that
ig+1 > 1, then maxjiy1 is length of the longest monotone sub-sequence in
a[l..jk+1] terminating in a value less than a [ig41] and 1 < jry1 < igaq-

From fi we know that mazxlen; is the length of the longest monotone sub-
sequence in a[l..i, — 1] and that pmaxy, is where it ends. From Ry 41 we see
that (1 + maxjg) > maxlen. We know from fi that maxjy is the length of the
longest monotone sub-sequence in a [1..j;] with a value less than a [ig]. R4 j41
also tells us that j, > 7, and by examining the other disjuncts we see that jg
must be equal to iy (jx+1 = jk + 1, whenever ji < ix). Therefore, the length of
the longest monotone sub-sequence in a [1..i;] terminating with a value less than
a [ig] is maxj. So, mazxji + 1 must be the length of the longest monotone sub-
sequence ending at a [ig]. From fi we know that len [1..i;, — 1] are the lengths of
the longest monotone sub-sequences ending at a [1..7 — 1], respectively, and we
have Ry 41 = len [ig] = maxj, + 1. Therefore, len [1..i1; — 1] are the lengths
of the longest monotone sub-sequences ending at a[l..ix+1 — 1], respectively,
where ik+1 = ik + 1(R47k+1).

We are given that maxleny, is the length of the longest monotone sub-sequence
in a[l..iy — 1] and pmazy, is the index of where it ends. We know from Ry j41
that maxji + 1 > maxleny and that len [ig] = mazxji, + 1 holds from above, so
mazxleng11 = maxji+ 1 Apmazg1 = ix establishes maxlenyy; is the length of
the longest monotone sub-sequence in the first i1 — 1 positions (ig+1 = ix+1),
and pmaxy41 is where it ends.

We are given that 1 < i <n+ 1 and Ryx41 = ikyr1 = i + 1 At < n, so we
conclude that 1 < ix11 < n+ 1 is maintained.

Therefore, the path through the loop body yielding R4 ;1 maintains the given
invariant.
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Case 5 - fr A Rs g1 = fri1t

We prove that given fj,

a = ap N mazxlen = mazleng An = ng A pmax = pmazy N i < nA
k€ N Aalix] < alpmaz] A ji > ix A (1 + mazji) < mazxlenA
lenix] = (maxjr +1) Amazj=1Ni=(1+ix) ANj=1

establishes fiyi.

We reason that because R5 11 = jr+1 = 1 Amaxjr1 = 1 and we know that
ig+1 > 1, then maxjiy1 is length of the longest monotone sub-sequence in
a[l..jk+1] terminating in a value less than a [ig+1] and 1 < jry1 < dggq-

From fi we know that maxlen; is the length of the longest monotone sub-
sequence in a[l..i, — 1] and that pmaxy, is where it ends. From Rjs 1 we see
that a [(ix + 1)] < a [pmazy] so does not extend this sub-sequence. Additionally,
we see that (1 + mazji) < maxleny, implying that the longest monotone sub-
sequence ending at a [ig] is not longer than maxleny, (see discussion in previous
case regarding maxji). Now, Rs 1 = maxlengi1 = mazleny A pmaxyi =
pmaxy, maintaining that maxleny1 is the length of longest monotone sub-
sequence in the first i, positions (igr1 = i + 1), and pmaxpyq is where it
ends.

From fj we know that len [1..i; — 1] are the lengths of the longest monotone sub-
sequences ending at a [1..i — 1], respectively, and we have Ry 41 = len[iy] =
maxj + 1, where maxji is the length of the longest monotone sub-sequence in
a [1..ix) terminating in a value less than a [ig], so len [ix] = maxji+1 establishes
len[1..ix4+1 — 1] are the lengths of the longest monotone sub-sequences ending
at a[l..igp1 — 1], respectively, where i1 = i + 1.

We are given that 1 < 4 < n and R5pq1 = i1 = ik + 1 Adp < n, so we
conclude that 1 < ix11 < n+ 1 is maintained.

Therefore, the path through the loop body yielding Rs ;41 maintains the given
invariant.

Case 6 - fr A Ropr1 = fri1:

We prove that given f,
a=axAn=npNip <nAkeNAalix] > a[pmazi] A
mazxlen = (1 + mazxleny) A len [ig] = mazlenA
pmax =iz Ni = (14+ix) Amaxj=1AN7=1

establishes fr11.

We reason that because Rg 11 = jr+1 = 1 Amaxji4+1 = 1 and we know that
ig+1 > 1, then maxjiy1 is length of the longest monotone sub-sequence in
a[l..jk+1] terminating in a value less than a [ig+1] and 1 < jry1 < dggq.

We are given that len[l..i, — 1], are lengths of the longest monotone sub-
sequences ending at a[1..i; — 1], respectively, 1 < i < n + 1, mazxleny is the
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length of the longest monotone sub-sequence in the first i, — 1 positions, and
pmazxy, is where it ends. Rg 41 implies that a[ig] > a[pmazy] so the longest
monotone sub-sequence to the first ix11 — 1 positions (ixr; = ix + 1) must end
at a[ig]). Therefore, we expect pmazyy1 = ix A maxlengi1 = mazleng + 1 A
len [i] = maxleny, 1. We see that Rg ;41 implies that this is established in this
case. We also reason that 1 < i;y; < n+ 1 is maintained in a similar manner
to that in the previous two cases.

Now we find a defect. Rg 41 also establishes pmaxy41 = i A mazlengy =
mazxleny + 1 A len[iy] = mazlengy1 when aliy] = a[pmaxg]. That is, the
length of the longest monotone sub-sequence is extended although, our original
definition of a monotone sub-sequence as being one in which all of the elements
are strictly increasing from left to right, is not upheld. On careful examination
of the original documentation for this program in [25] we see that this proce-
dure is only intended to find the longest monotone sub-sequence for arrays in
which every element in a [1..n] is unique. That is, appealing to the principles of
design by contract Vp,q € [1..n] (p # q¢ = a[p] # alq]) is a precondition to this
procedure. Under this precondition, the case where a [ix] = a [pmaz] can not
occur, therefore, g ;41 satisfies the given invariant.

With this case we have identified a defect, not with the translation of the
procedure, but with the precondition specified for the procedure. To correct
this defect, we need to strengthen the existing precondition to

(n>0AVp,q € [L.n](p# q= alp] # alq]))

Under this new precondition, we have reasoned that all paths through the loop
body, and therefore the loop itself, maintain the given invariant and that the
loop precondition establishes the invariant. Given that the invariant used is a
suitable invariant for the loop, then we have reasoned that the loop is partially
correct with respect to the specification given in [25].

Checking Loop Progress

It is also possible to reason that the loop always progresses toward termina-
tion. Looking at the derived loop progress conditions we see that the loop only
progresses toward termination in an iteration when

<A+ n)ANi<nAali] <alpmaz] Aj>iA(1+mazxj) > mazlen)V
(i<(I4+n)Ai<nAali] <alpmaz]Aj>iA (14 mazj) < mazlen)V
(i< (I4+n)Ai<nAali] > alpmaz])

We note that these disjuncts correspond to the last three disjuncts in Ry
which in turn correspond to the three paths through the loop body in which i
is increased. In the remaining disjuncts we see that the loop guard variable 7 is
unchanged. We note that the loop progress conditions describe conditions for
progress with every iteration and attempt to reason that the loop will always
eventually progress toward an iteration where 7 is increased. We note that the
three disjuncts not incrementing ¢ involve the increment of a variable j and
that these disjuncts only hold when j < ¢ at commencement of an iteration.
Repeated iteration through a path yielding a disjunct in which ix1 = ix is
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maintained, eventually results in jx41 > %k, SO on a subsequent iteration we
can only satisfy a disjunct which involves increment of ¢ and resetting of j.
Therefore, ¢ is incremented infinitely often until termination. That is, the loop
will always eventually progress toward termination. O

10.2 Conclusion

In this chapter we have described at a high level, the architecture of a pro-
totype tool to implement some of the algorithms and heuristics presented in
this dissertation. A discussion and table have been presented describing the
current extent of this implementation. We have presented a concluding exam-
ple illustrating how the output generated by the tool can be used to support
human verification of a non-trivial procedure. This example emphasises one of
the main advantages of the method employed in this dissertation over theorem
proving approaches. That being, that proof obligations to support verification
can be generated without requiring a formal specification, such as is the case
with theorem proving approaches to verification.



Chapter 11

Conclusions

This thesis has investigated problems related to the derivation of behavioral
specifications (semantics) from program code and the use of these derived se-
mantics to support software engineering activities. The derivation of semantics
from program code has applications primarily in program verification, as well
as maintenance and reuse activities. This investigation has resulted in the defi-
nition of semantic derivation techniques and methods, amenable to automation.
The automation of some of the techniques developed has been proved viable in
a prototype tool (discussed in the previous chapter). The methods presented in
this dissertation manifest in more repeatable, effective and practical methods
of inspection and formal verification.

We conclude this dissertation by re-iterating and summarising the major con-
tributions of the research, providing a critical evaluation of the methods and
techniques presented, and describing directions for future research.

11.1 Contributions

1. The techniques developed in support of this thesis are largely based on
the Strongest Postcondition predicate transformer (sp). In chapter 3 we
identify problems with other formal approaches for deriving semantics to
support reasoning and discuss the theoretical problems with automating
existing strongest postcondition calculations for assignment. We provide
a definition for sp to calculate the strongest postcondition for assignment,
which can be mechanised and which does not rely on the calculation of
inverse functions or on the introduction of new variables.

We have also formulated strongest postcondition calculations for I/0
statements and function and procedure calls (see chapter 8).

2. In order to verify iterative structures, a calculable form of the strongest
postcondition predicate transformer for loops needed definition. We intro-
duced the notion of an iterative-form loop invariant (see chapter 4) deriv-
able from any loop, and a mechanisable technique for the computation of

214
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this iterative-form invariant. The iterative-form invariant was originally
proposed as the basis for calculating conjunctive invariants, however, its
usefulness in assisting inspection of certain classes of programs and for
supporting verification by mathematical proof by induction and function-
theoretic verification (see chapter 9), were realised.

3. We extended the algorithmic techniques of [62] for generating invariants
from loops with non-branching loop bodies, concentrating on solvable
difference equations in the iterative-form invariant and systematic ap-
proaches to deriving array loop invariants (chapter 6). The techniques
presented in this dissertation for non-branching loops are shown to be
mechanisable in a prototype tool.

4. In addition we have extended algorithmic and heuristic techniques [62, 80]
for the generation of conjunctive invariants from loops with multiply-
branching loop bodies by applying heuristic algorithms to transform the
iterative-form invariant (chapter 6). We have based our techniques on a
normalised form for loops [28] which have all accessible, logical redun-
dancy removed from their structure. These, mostly heuristic, techniques
are only capable of dealing with certain classes of loop, described in detail
in chapter 6. We argue that the techniques can handle most searching,
sorting, partitioning and copying algorithms. Further work needs to be
conducted to extend these heuristics for other classes of problems and
to continue to investigate a, possibly general, algorithmic solution to the
problem.

5. We have defined a mechanisable technique for deriving loop progress and
termination conditions (see chapter 7) directly from the code of the loop,
as well as a process using the results to support verification and defect
correction. This approach is not reliant on the provision of a formal
specification or the creation of test cases, and is constructive in that the
results are useful for defect correction and reuse.

6. We have described verification methods based on the derived semantic
forms (see chapter 9). These techniques are based on the derived seman-
tics and not the original program and language itself. We conjecture that
because the need to provide inference rules for language constructs has
been removed, these techniques may be more amenable to automated and
semi-automated theorem proving than traditional approaches.

7. A prototype tool to implement the rules of chapters 4 and 5 has been
developed. This prototype is discussed in detail in the next section.

11.2 Critical Evaluation of the Methods

Although the methods and techniques discussed in this thesis appear to be
of significant benefit to supporting verification based inspection activities, the
question of their scalability to larger programs is yet to be answered.
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We have demonstrated that the algorithmic approach to the derivation of in-
variants presented in chapter 5 is not applicable to loops with multiple paths
through the loop body. We have presented heuristic methods for deriving non-
iterative invariants for certain classes of multiply-branching loops. As the meth-
ods are based on heuristics they are only known to be applicable to the classes of
loops which have been examined. They are therefore, not generally applicable.

It is anticipated that the implementation of some of the algorithms in this thesis
will be problematic as a result of the fact that a number of the simplifications
and solutions required to be performed by the tool are complex. Specific exam-
ples include:

e Automating the manipulation of the index sets when dealing with algo-
rithmically deriving array semantics (see chapter 5).

e Automating the complex pattern matching requirements applying the
heuristics of chapter 6.

e The automation of theorem 7.4 for finding solutions to identify termina-
tion conditions using the difference equation solutions.

11.3 Future Work

The techniques and tools developed for semantic derivation and the methods
discussed for their use are incomplete in a number of respects. We discuss these
deficiencies with a view to describing opportunities for future work:

e The methods presented in chapters 5 and 6 for producing conjunctive
invariants from an iterative-form invariant are restricted to special classes
of loops (discussed in chapter 6.). In order for these techniques to be useful
for supporting direct proof and providing documentation for supporting
reuse in general, these methods need to be extended to deal with loops
which do not represent the classes of problem discussed. Such extensions
are likely to be in the form of heuristic rules based on recognisable patterns
in the iterative-form invariant which indicate a certain class of program.

e The complete implementation of the computational models developed is
another major challenge for the future. In this regard, the prototype tool
needs to be extended to implement the heuristic algorithms of chapter
6. This is a non-trivial task as these algorithms are reliant on complex
pattern matching.

e It is envisaged that the next version of the tool will deal with a real lan-
guage. In order to deal with languages like C, one of the most important
additions to the techniques presented would be rules of calculation to de-
termine the semantics of pointers and pointer arithmetic. Ernst [30] states
the inability of static invariant generation techniques to deal with pointers
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as a major drawback of these techniques. In [39] Gannod and Cheng ad-
dress the issue of deriving relational semantics from expressions involving
pointers. Their treatment focusses on semantics and not alias detection,
considered undecidable in static analysis [66]. Initial work on implement-
ing the rules defined in [39] for calculating the strongest postcondition
with expressions involving pointers has commenced.

e The extension of the methods, techniques and tools to be applicable to
Object Oriented languages also needs consideration. Such future work
must focus on the semantics of objects and object oriented systems.

e The integration of the approaches to verification discussed in chapter 9
with existing theorem-prover technology seems a plausible approach to
achieving highly automated program proof of correctness. This is due to
the fact that the method presented is not reliant on program language
specific inference rules being added to the theorem prover. Investigation
and practical work with theorem provers using the results derived from
the methods in this dissertation warrants further research.

e Empirical evaluation of the actual benefits obtained by applying these
methods needs to be performed. It is envisaged that this will involve the
collection of data in an industry setting. Tool support for real languages
will be necessary prior to such investigation.

In conclusion, powerful, comprehensive and largely automated approaches to
the derivation of program semantics, and the use of those semantics to support
software engineering activities, have been developed in this dissertation. We
have defended the thesis presented in chapter 1:

1. Current methods of verification and defect detection are, generally, not
repeatable.

2. The derivation of semantic information, including invariants, from pro-
gram code can support and improve the repeatability of verification and
inspection tasks.

3. Algorithms for the derivation of certain semantic representations from
program code exist and can be mechanised.

4. These semantic derivation techniques are complete in the sense that cer-
tain semantic forms can always be derived directly from the program code.

This research, and future research based on it, makes an important contribu-
tion toward practical and repeatable, formal and semi-formal verification. The
automation of techniques in tools to support practical, formal code reading and
verification will assist in addressing the needs of trusted component technologies
and the general requirement for quality in software.
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Prototype Language Syntax

We present a BNF description of the syntax of the language used in this dis-
sertation. This syntax definition is the same form as the grammar used by the
prototype tool.

<program> ::= <block_list>

<block list> ::= <block_list><block_stmt> | <block_stmt>

<block stmt> ::= <procedure_stmt>|<code_block>

<procedure_stmt> ::= procedure <ident><param_list><code_block>
<param_list> = () | (<dec_list>)

<dec_list> ::= <qual><dec>,<dec_list> | <qual><dec>

<qual> = IN | OUT | INOUT

<dec> = <ident>:<type>

<code_block> ::= {<stmt_list>}

<stmt_list> := <statement>;<stmt_list> | <statement>

<statement> ::= <dec> | <const_dec> | <if_stmt> | <do_stmt> | <assign stmt>
| <read_stmt> | <write_stmt> | <procedure_call>

<const_dec> 1= <const_ident> := <exp>

<if_stmt> ::= if <exp> — <stmt_list><more_if>
<more_if> ::= [] <exp> — <stmt_list><more_if> | fi
<do_stmt> ::= do <exp> — <stmt_list> od
<assign_stmt> 1= <ident> := <exp>

<read_stmt> ::= read <ident>

<write_stmt> ::= write <exp>

<procedure_call> ::= <ident><actual_params>

<actual_params> ::= () | ( <exp_list> )

218
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<exp_list> ;1= <exp>,<exp_list> | <exp>

<exp> ::= An arithmetic or boolean expression using Pascal style operators

The following are presented using EBNF:
<uc_letter> :=[A-Z]

<lc_letter> ::= [a-7]

<letter> ::= <uc_letter> | <lc_letter>

<digit> ::= [0-9]

<ident> ::= <identifier> | <identifier><index>
<identifier> ::= <lc_letter>(<letter> | <digit>)*
<const_ident> ::= <uc_letter>(<letter> | <digit>)*
<index> ::= [<exp>]

<type> :=Z | N | R | TEXT | seq <type>



Appendix B

Sample Prototype Tool
Output

This remainder of this appendix has been generated entirely by the prototype
tool!. Most of these examples correspond to examples that have been used in the
dissertation and have been used to support the production of the dissertation.

B.1 qr

Program 18 Code for procedure qr

{(n>0Ad>0)}
procedure gqr (n: Int,d: Int ) {

roi=n

q:=0;

dor>d —
[(n? = (g xd?+r))]
r:=(r—d) ;
g = (g+d)

od

B.1.1 Loop Verification

For the loop

dor>d —
[(n? = (g xd?+7))]
r=(r—d) ;
q = (¢g+d)

!Some minor reformatting for long formulas has taken place.

220
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od

We calculate the iterative-form invariant
Ry E(d:dk/\n:nk/\rk >d/\k€N/\T':(kad)/\q:(qkﬁ‘d))

where for any variable v, vg is represented by v for brevity

Inductive proof of Invariance

To prove that the invariant (n? = (¢ x d? + r)) is established, prove the follow-
ing:

Base Case:

(n>0Ad>0An=n?AneIntAd=d?’ANdeIntAr=nAqg=0)=
(n?=(gxd?+r))

Inductive Case:

(d=dpAn=ngAry>dANkeNAr=(ry—d ANg= (g +d)) =
(M1? = (qr1 X dig1? + 7041))

[ (nk7 = (Qk X di? + T”k)) A ]

Loop Progress Conditions

The loop will progress in an iteration, when the following holds at commence-
ment of that iteration:
((d<rno<d))

Loop Termination Conditions

The loop will terminate, iff the following is satisfiable:

K eN((n—dxk)<d?)
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Invariant and Postcondition

Note, the following invariant may only be useful if the difference equations in
Ry41 are solvable.

The derived invariant is:

d=d?An=n?An—dxk)>dANkeNAr=((n—dxk)—d)A
(q: ((0+xF (@) +4d) )

The derived postcondition for this loop is:

mM>0ANd>0An=n?AncIntAd=d?’ANdeInt A\r=nAg=0Ar<d)V
(d=d?/\n=n?/\(n—d><k:)>d/\k€N/\7“:((n—d><k)—d)/\)

q= (<O+Zf:0(d?))+d)Ar§d

B.1.2 Derived Postcondition and Verification

The following postcondition has been derived from the code in Program 18

mM>0Ad>0An=n?AnceIntAd=d?’ANdeInt Ar=nAg=0Ar <d)V
(d:d?/\nzn?/\(n—dxk)>d/\k6N/\7“:((n—d><k:)—d)/\)

q= (<0+Zf=0(d7))+d)Ar§d

To prove partial correctness for this procedure you must show that the derived
postcondition above implies the given postcondition

(n?=(gxd?4+r)AN0<rAr<d?)
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B.2 exp2

223

Program 19 Code for procedure exp2

{(base > 0 Aexp > 0)}
procedure exp2 (base: Int,exp: Int,ans: Int ) {

ans := 1 ;
b := base ;
e := exp ;
doe>0 —

[(ans x b® = base®™P)]

if e mod 2# 0 —
ans = ans X b ;
e = (e—1)

[T emod 2=0 —

fi
od

B.2.1 Loop Verification

For the loop

doe>0 —

[(ans x b® = base®™P)]

if e mod 2#0 —
ans := ans X b ;
e := (e—1)

[l emod 2=0 —

od

We calculate the iterative-form invariant

b = by A\ base = baser N\ exp = expi Ner > 0Nk € NA

er mod 2#0Aans =ansy xbANe= (e, —1)

Reg1 = ans = ansy N base = basey N\ exp = expr N e > 0Nk € NA

er mod 2=0Ab=107 Ne=egdiv2

where for any variable v, vgy1 is represented by v for brevity.

)
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Inductive proof of Invariance

To prove that the invariant (ans x b® = base®®P) is established, prove the fol-
lowing:

Base Case:

base > 0 A exp > 0 A base = base? A base € Int A exp = exp?A N
exp € Int Aans € Int Aans =1 A b= base A e = exp
(ans x b¢ = base®*P)

Inductive Case:

(ansy x by = bases, ™) A
b = by N\ base = basey, N exp = expp Ner > 0Nk € NA )\/
er mod 2#0Aans=ansp xbAe= (e, —1) N
ans = ansy N base = basey N\ exp = expi Ner > 0Nk € NA >

e mod 2:0/\b:b%/\e:ekdiv2

€k+1 __ €IPk+1
(anskH X bk+1 = base,chl )

Loop Progress Conditions

The loop will progress in an iteration, when the following holds at commence-
ment of that iteration:

(0<eAe mod 2#0)V
(0<enediv2<eAe mod 2=0)V
(0<enediv2<eA(0—0)<(e—ediv2)Ae mod 2=0)

Invariant and Postcondition

The loop invariant and strongest postcondition could not be derived for this
loop

B.2.2 Derived Postcondition and Verification

The following postcondition has been derived from the code in Program 19

[

To prove partial correctness for this procedure you must show that the derived
postcondition above implies the given postcondition

(ans = base®™?)
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B.3 gcd

Program 20 Code for procedure ged

{true}
procedure gcd (z: Int,y: Int ) {

do x #y —
ify<z —
v = (w—y)
O0z<y —
y = (y—1)
fi
od

B.3.1 Loop Verification

For the loop

do z#y —
ify<z —
z = (@)
Oz<y —
y = (y—=)
fi
od

We calculate the iterative-form invariant

po=( W=y ek Fy ke NNy <ap Ao =(z, —y))V
FE\ @=ap Ay ARENAT <y Ay = (yp — 2))

where for any variable v, vgy1 is represented by v for brevity.

Loop Progress Conditions

The loop will progress in an iteration, when the following holds at commence-

ment of that iteration:
(x<yNnO<z)V
(y<zA0<y)

Invariant and Postcondition

The loop invariant and strongest postcondition could not be derived for this
loop
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B.3.2 Derived Postcondition and Verification

The following postcondition has been derived from the code in Program 20
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B.4 sum?2

Program 21 Code for procedure sum2

227

{true}

procedure sum2 (a: seqInt,n: Int,s: Int ) {
i

=0 ;

s :=0 ;

do i #
i i+2) ;
s = (s+ali)

n —

od

B.4.1 Loop Verification

For the loop

do i #mn —
Q= (i+2) ;
s = (s+ali)
od

We calculate the iterative-form invariant

_ ( a=ayAn=niNipZnAkeENANi=(2+1ir) A
Ry =

s = (sk +ali]) )

where for any variable v, vgy is represented by v for brevity

Loop Progress Conditions

The loop will progress in an iteration, when the following holds at commence-
ment of that iteration:

Loop Termination Conditions

The loop will terminate, iff the following is satisfiable:

FeNE2xk=n?)
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Invariant and Postcondition

Note, the following invariant may only be useful if the difference equations in
Ry41 are solvable.

The derived invariant is:

=a?An=n?A2xk#nAkeNAi=2x(1+k)A
( = ((0+ 2% (@2 x G+ 1)) +ali) )

The derived postcondition for this loop is:

a?NaeseqInt An=n?AncIntAseIntAi=0As=0Ai=n)V
:a7An—n7A2xk7én/\k€NAi:2><(1+k)/\)

(0=
( ((0+Z<_k V(a2 x (j+1)}))+a[])m_n

B.4.2 Derived Postcondition and Verification

The following postcondition has been derived from the code in Program 21

a=a’/NacseqInt A\n=n/Anc€lntAscIlnt N1=0ANs=0A1=n)V
? Int ? Int IntA2=0 (1Y
(aza?/\nzn?/\?Xk#n/\kEN/\izQx(1—|—k)/\)

s=((0+ 2% (@2 x G+ 1)) +afil) ni=n

To prove partial correctness for this procedure you must show that the derived
postcondition above implies the given postcondition

=a(0)+a(2)+...+a(n)
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B.5 init

229

Program 22 Code for procedure init

{(n < #a)}

procedure init (a: seqInt,n: Int ) {

i :=0 ;

do1<n —
ali] :=0 ;
i = (i+1)

od

B.5.1 Loop Verification

For the loop

do1<n —

ali] :=0 ;
i = (i+1)
od

We calculate the iterative-form invariant

Rk+1E(n:nk/\ikSn/\kENAa[Z’k]:O/\i:(1+ik))

where for any variable v, vg1 is represented by v for brevity

Loop Progress Conditions

The loop will progress in an iteration, when the following holds at commence-

ment of that iteration:
(GE<(@+n)Ai<n))

Loop Termination Conditions

The loop will terminate, iff the following is satisfiable:

Jk € N(k > n?)
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Invariant and Postcondition

Note, the following invariant may only be useful if the difference equations in
Ry41 are solvable.

The derived invariant is:

( n=n?ANk<nAkeNAV;e[0.k](a[;] =0) AV, € ([0..(#a..(#a..(#a — 1)] = [0..k]) (a [;] = a? [j]) A )
i=(1+k)

The derived postcondition for this loop is:

(n<#aha=al’NacseqInt An=n?AneIntAi=0Ai>n)V
( ( n=n?Ak<nAkeNAVY;€[0.k](a[;]=0)AV; € ([0..()a — 1)] — [0..k]) (a[;] = a?[;]) A > )
i={1+k)ANi>n

Inspection check for boundary violation:

Do any quantified formulae contain boundary violations?

e Does a[0] = 0 violate a boundary?

e Does a[k] = 0 violate a boundary?

B.5.2 Derived Postcondition and Verification

The following postcondition has been derived from the code in Program 22

(n<#aha=a’NacseqInt An=n?AneIntAi=0Ai>n)V
( ( n=n?Ak<nAkeNAV; €[0.k](a[;] =0)AV; € ([0..()a — 1)] — [0..k]) (a[;] = a?[;]) A > )
i={1+k)ANi>n

To prove partial correctness for this procedure you must show that the derived
postcondition above implies the given postcondition

(Vi € [0..1] (a]i] = 0))
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B.6 initMod7

231

Program 23 Code for procedure initMod7

{(n < #a)}
procedure initMod7 (a: seq Int,n: Int ) {

i :=0 ;

do i#n —
ali] :=0 ;
i = (i +7)

od

B.6.1 Loop Verification

For the loop

do i#n —
ali] :=0 ;
= (i47)
od

We calculate the iterative-form invariant

RkﬂE(n:nk/\ik;«én/\keNAa[ik]:0Ai=(7+ik))

where for any variable v, vg1 is represented by v for brevity

Loop Progress Conditions

The loop will progress in an iteration, when the following holds at commence-

ment of that iteration:

Loop Termination Conditions

The loop will terminate, iff the following is satisfiable:

I eN(Txk=n?)
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Invariant and Postcondition

Note, the following invariant may only be useful if the difference equations in
Ry41 are solvable.

The derived invariant is:

(nn?/\?xk#n/\kEN/\VjG[0..k](a[7><j} )

A
Vi € ([0..(#a = 1)] = {c € [0.k] e Txc}) (a[;] = a? [;]) A

iz?x(l—i—k))

The derived postcondition for this loop is:

(n<#aha=a?NacseqInt An=n?AnecIntAi=0Ai=n)V
((n:n?/\?xk#n/\keN/\Vj6[0..k}(a[7xj]:0)/\ ))
Vi€ ([0..(#4a = 1)] — {c € [0.k] o Tx.}) (a[j] =a? ;) Ni=Tx (1+k)ANi=n

Inspection check for boundary violation:

Do any quantified formulae contain boundary violations?

e Does a[7 x 0] = 0 violate a boundary?

e Does a[7 x k] = 0 violate a boundary?

B.6.2 Derived Postcondition and Verification

The following postcondition has been derived from the code in Program 23

(n<#aha=a?NacseqInt An=n?AnecIntAi=0Ai=n)V
((n-n?/\?xk;én/\kEN/\Vj6[0..k}(a[7xj]—0)/\ ))
Vi€ ([0..(#)a —1)] = {c € [0.k] o Tx.}) (a[j] =a? ;) Ni=Tx (1+k)ANi=n

To prove partial correctness for this procedure you must show that the derived
postcondition above implies the given postcondition

init every 7th element to 0
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B.7

sumEven

Program 24 Code for procedure sumEven

233

{(0<n)}

procedure sumEven (n: Int,s: Int ) {

i :=0 ;

s :=0 ;

do i#n —
ii=(1+2) ;
s = (s+1)

od

B.7.1 Loop Verification

For the loop

do i#n —
i = (i+2) ;
s = (s+1)
od

We calculate the iterative-form invariant

Ripi=(n=npANipEZnAkeNAi= (24 1i)As=(sk+1))

where for any variable v, vgy is represented by v for brevity

Loop Progress Conditions

The loop will progress in an iteration, when the following holds at commence-
ment of that iteration:

Loop Termination Conditions

The loop will terminate, iff the following is satisfiable:

3k eN(2x k=n?)
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Invariant and Postcondition

Note, the following invariant may only be useful if the difference equations in
Ry41 are solvable.

The derived invariant is:

k
(n:n?/\2xk7én/\k6N/\i:2><(1+k)/\s: ((O+Z(2xj)) +l))
=0

The derived postcondition for this loop is:

O<nAn=n?AneIntAseIntAi=0As=0Ai=mn)V
(n:n?/\2><k7$n/\k€N/\i:2><(1+k)As:((O+Zfzo(2xj)>+i>/\i:n>

B.7.2 Derived Postcondition and Verification

The following postcondition has been derived from the code in Program 24
O<nAn=n?AneIntAseIntAi=0As=0Ai=n)V
(nzn?/\Qx E£nANkeNAi=2x(1+k)As= ((O—FZf:O(ij)) +i) /\izn)

To prove partial correctness for this procedure you must show that the derived
postcondition above implies the given postcondition
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B.8 add

Program 25 Code for procedure add
{(#v = #w)}

procedure add (v: seq Int,w: seqInt,s: seqInt ) {

i :=0 ;
do i < #v —
[s(i) is set to v(i) + w(i) for i in
[0..1length(v)-1]]
sli] == (v[i]+wld]) ;
i = (i+1)
od

B.8.1 Loop Verification

For the loop

do i < #v —

[s(i) is set to v(i) + w(i) for i in [0..length(v)-1]]
sli] == (v[i] +wld) ;
i = (i+1)

od

We calculate the iterative-form invariant
Ripi=w=vc Aw=wp AN < #FoAk € NAs[ig] = (v]ix] +wlix]) Ai = (1+1))

where for any variable v, vg is represented by v for brevity

Function Theoretic Verification Obligation
Given the intended function:

f=[s(i) is set to v(i) + w(i) for i in
[0..1length(v)-1]1]

Answer the following questions:

o Does #v:#w/\v:v?/\vesqunt/\w:w?/\wesqunt/\>es_

s=s?ANseseqInt ANi=0
tablish f7

e Does f followed by Ry establish f7
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Loop Progress Conditions

The loop will progress in an iteration, when the following holds at commence-
ment of that iteration:

((i<#v)\/ )
(i < #v A (Fv—#v) < ((1+14) — 1))

Loop Termination Conditions

The loop will terminate, iff the following is satisfiable:

Ik € N (k > #0v7)

Invariant and Postcondition

Note, the following invariant may only be useful if the difference equations in
Ry are solvable.

The derived invariant is:

( v=v?Aw=w? ANk<H#ovANkeNAVY; €[0.k](s];] =[] +w[;])A )
Vi € ([0.(#s = D] = [0.k]) (s[;] = s? [ Ai = (1 + k)

The derived postcondition for this loop is:

Fv=#wAv=v?AveEseqInt N\w=w? ANweEseqInt ANs=s?AseEseqInt ANi=0A7>H#v)V
( v=0vIAw=wl Ak <#vANEENAVY,; € [0.k](s[;] = (v][;] +w[;]))A )
Vi€ ([0..(#s =1 —[0.k]) (sl =s?[DNAi=(1+Ek)ANi>Hv

Inspection check for boundary violation:
Do any quantified formulae contain boundary violations?

e Does s[0] = (v[0] + w [0]) violate a boundary?
e Does s[k] = (v[k] + w [k]) violate a boundary?

B.8.2 Derived Postcondition and Verification

The following postcondition has been derived from the code in Program 25

(#Fv=#HwAv=v?AveEseqInt ANw=w? ANweEseqInt ANs=s?AseEseqInt ANi=0Ai>H#v)V
( v=0?Aw=w? ANk <#vAkENAV,; €[0.k](s[;] = (w[;] +w[;])A )
Vi€ ([0.(#s—1)]—[0.k]) (sl =s?[)Ai=(1+k)ANi>H#v
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B.9 push

237

Program 26 Code for procedure push

{(top < MAXSTACK)}
procedure push (s: seq Int,top: Int,val: Int ) {

s[top] := wval ;
top := (top+1)

B.9.1 Derived Postcondition and Verification

The following postcondition has been derived from the code in Program 26

)

top? < MAXSTACK A s € seq Int A top € Int A val = val? Aval € IntA

< s [top?] = val Atop = (top? + 1)
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B.10 pop

Program 27 Code for procedure pop

{(top > 0)}
procedure pop (s: seq Int,top: Int ) {

top := (top—1)

B.10.1 Derived Postcondition and Verification

The following postcondition has been derived from the code in Program 27

(top? > 0 A s =s?As € seqlIntAtop € Int A top = (top? — 1))
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