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Abstract—Wireless broadcast transmission enables Inter-vehicle or Vehicle-to-Vehicle (V2V) communication among nearby vehicles.
This communication supports latency-critical applications for improved safety and maybe optimized traffic. However, V2V
communication is vulnerable to cyber attacks involving message manipulation. Mechanisms are required to ensure both authenticity
and integrity of broadcast data, while maintaining drivers privacy against surveillance. Considering the limited computational resources
of vehicles and the possibility of high traffic density scenarios, authentication processes should have low computational overhead. Prior
research has produced multiple authentication protocol proposals based on digital signatures, hash functions, or Message
Authentication Codes (MACs). To date, there is no computationally efficient secure broadcast authentication scheme tolerable by the
vehicles resource-constrained On-Board Units (OBUs) for latency-critical applications in heavy traffic conditions. This paper provides a
new secure, efficient, and privacy-preserving scheme proposing Anonymous Lightweight Inter-vehicle (ALI) broadcast authentication
with encryption. ALI provides a high level of anonymity by combining a message authentication scheme with beacon encryption. The
cryptographic overhead for V2V communication in the ALI scheme is only 149 bytes, and can handle authentication of approximately
700 broadcast messages every 100 milliseconds (ms) on a 2.10 Gigahertz (GHz) Intel Core 2 Duo Processor. This demonstrates the
suitability of the ALI scheme in heavy traffic scenarios. We show the security and efficiency of our proposal by conducting both a formal
security proof and extensive performance analysis.

Index Terms—Cryptography, authentication, security, privacy, scalability.
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1 INTRODUCTION

ooperative Intelligent Transport System (C-ITS) is an
Cemerging technology with the potential to improve
road safety [1]. Car manufacturers embed devices such as
IEEE 802.11p in vehicles to enable wireless communication
with other vehicles and with nearby fixed equipment, re-
ferred to as Road Side Units (RSUs). This enables devices
(vehicles and RSUs) within transmission range to establish a
self-organizing network called a Vehicular Ad-hoc Network
(VANET) [2]]. The VANET exchanges beacon messages at
a high update rate, carrying the identification and context
information for a vehicle such as vehicle location, speed,
braking status, traffic conditions, and traffic events. It is
important that the beacon messages reach all the vehicles
in a VANET. For this reason, beacons are broadcast.

1.1 Research Motivation

This system is useful if all messages are legitimate. If
broadcast messages can be altered by an attacker or bogus
messages can be generated by an impersonator, this may
have negative effects on the services provided. Within the
automotive environment, such cyber attacks present sig-
nificant safety risks for vehicle occupants and other road
passengers. For example, suppose an attacker intends to
change the route of a vehicle. To do this, they could generate
a false safety message about traffic by braking within a short
period of time, or capturing the message and broadcasting it
over the network repeatedly. Legitimate vehicles receiving
these messages interpret this as indicator of traffic jam and
change their route to avoid it. Thus, mechanisms should
be applied to ensure both identification of the data source

(entity authentication) and authentication of the message
(assurance of data origin and data integrity). Further, for
accountability, we need to ensure the sender of a message
cannot deny the message transmission [3], [4].
Authentication requirements can often conflict with pri-
vacy requirements. A unique identifier, such as a Vehi-
cle Identification Number (VIN), is provided to a vehicle
for authentication purposes. This vehicle identifier can be
associated with an identifiable individual (e.g., driver or
vehicle owner). In this case, the data becomes personal
information whose protection and confidentiality would fall
under stringent requirements. An adversary can capture
communications and link the identifiers to specific vehicles,
and consequently to the drivers (ID disclosure), providing
a means for surveillance. Moreover, the confidentiality of
the beacon contents is another concern. The vehicle size
attribute, acceleration, speed, steering angle, and position
within a beacon message helps an observer to decide which
beacon to link to a single vehicle. For example, in areas
where a specific size vehicle is not frequent, two beacons
can be linked to a single vehicle with high confidence [5].
To avoid privacy breaches, protection of the driver’s
identity during authentication must be guaranteed. A mech-
anism is required to provide message anonymity while also
enabling identification by a trusted party [6]. For example,
a government transportation authority or a vehicle manu-
facturer in liability-related cases may trace a vehicle that
disrupts the network. In this case, a driver profile may be
fetched to be used for legitimate reasons. However, other
users should not be able to identify drivers. Designing an
authentication mechanism that preserves driver privacy and
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also tracks malicious or dishonest adversarial actions is a
major challenge.

From a practical perspective, different cars may have
different processing capacities to support C-ITS applications
such as vehicular safety. For economic reasons, car manufac-
turers embed small-scale and low-cost hardware for vehicu-
lar communications, constraining the mechanisms applica-
ble to secure communications. The limited in-car computa-
tional capabilities make complex cryptographic techniques
infeasible [7]][8]. For example, the RoadLINK SAF5400 [9]
can relay up to 2000 safety message verifications per second
on chip. Protocol designers must keep this constraint in
mind. Hence, implementation efficiency is an important
aspect of a privacy-preserving authentication scheme.

Using V2V technology for safety purposes requires the
communication channel to be accessible for latency-critical
applications, such as collision avoidance, with the highest
priority and reliability [10]. Latency defines the time frame
from when information is generated for transmission and
when it is received. The required latency for most safety-
critical applications is 100 Milliseconds (ms) in a communi-
cation range of 150 to 500 m [11].

1.2 Research Challenge

For V2V communication in VANETS, any possible solution
for privacy-preserving authentication in latency-critical ap-
plications requires high scalability and low computational
overhead. This is necessary due to the limited computing
resources of vehicles when handling authentication of a high
number of beacons in a short period of time.

Multiple authentication schemes have been proposed to
secure V2V communication (for examples see [12-18]). The
schemes in [12H17] only focus on authentication without
considering beacon content encryption, and as a result, they
fail to provide unlinkability. Beacon content confidentiality
ensures that beacon messages do not help an observer to
identify a particular vehicle.

Any cryptographic technique for authentication requires
the use of a cryptographic key. These keys require protec-
tion. Thus, a key-management mechanism is necessary to
control the distribution, use, update, and revocation of cryp-
tographic keys [19]. Many of these authentication schemes
(e.g., [12H14], [17], [18]) do not take a key-update protocol for
long-term cryptographic keying material into consideration,
or they fail to design such a protocol while satisfying the
security requirements (e.g., [15]).

Unfortunately, many existing proposals on privacy-
preserving authentication are not effective and/or efficient
for use in V2V latency-critical applications. Most do not take
the scalability, computation, and communication overhead
into consideration, or they fail to satisfy the security and
privacy requirements. We review these schemes and identify
the weaknesses. We propose an alternative scheme that
meets the constraints.

1.3 Research Brief

This paper proposes a novel scheme: Anonymous
Lightweight Inter-vehicle (ALI) broadcast authentication

with encryption. This specifically addresses the develop-
ment and evaluation of a secure and efficient authentica-
tion and key-management scheme for latency-critical ap-
plications in VANETS, resolving scalability issues without
compromising the security and privacy requirement of C-
ITS.

The ALI scheme consists of five phases: system initial-
ization, system registration, communication, identity track-
ing and revocation, and vehicle key-update phases. For
the key-management mechanism in the ALI scheme, all
vehicles within a zone (region or area) need to perform
daily handshaking with a Trusted Authority (TA) before
being able to commence V2V communication. This passive
revocation approach requires vehicles to regularly request
new short-term credentials from the TA. These requests will
be rejected if the corresponding long-term credential has
been revoked. The received credentials from the TA enable
vehicles to receive broadcast-keys from the zone RSUs. The
received credentials from the TA and RSUs together enable
vehicles to derive ephemeral keys for beacon encryption and
privacy-preserving message authentication.

1.4 Research Contribution

The main contributions are summarized as follows:

1. For each new V2V broadcast message, we generate ran-
dom ephemeral keys and combine message authentication
with beacon encryption using Hash-based Message Au-
thentication Code (HMAC) [20] and Advanced Encryption
Standard (AES) [21]], respectively. This produces different ci-
phertexts for similar beacon messages, providing anonymity
and unlinkability.

2. We use public-key functionality via symmetric tech-
niques provided by Elliptic Curve Integrated Encryption
Scheme (ECIES) [22] and user inaccessible cryptographic
keying material stored in vehicle Tamper-Proof Devices
(TPDs). This enables authorized vehicles to anonymously
exchange beacons, while permiting a TA to resolve disputes
and track malicious vehicles.

3. We utilize the ECQV implicit certificate scheme to in-
crease scalability and reduce computational overhead. To
the best of our knowledge, this is the first study to apply
ECQYV implicit certificates in the construction of a VANET
authentication scheme.

4. We perform an in-depth security analysis supported by
formal security proof to demonstrate that ALI is indeed
provably secure. We demonstrate the efficiency of ALI
scheme by performing extensive performance analysis: ALI
produces only 149 bytes of cryptographic overhead and can
authenticate approximately 700 broadcast messages every
100 ms.

1.5 Organization of the Paper

The paper is organized as follows. Section [2| overviews
the previous proposals. Section [3| introduces the system
model, adversary’s capabilities and assumptions, and se-
curity objectives. Section [ explains the building blocks
of our scheme. In Section our scheme is presented in
detail. Section [f] gives the security and privacy analyses.
Section [7]presents the efficiency analyses (computation cost
and communication cost for certain simulation scenarios).
Finally, we present the concluding remarks in Section
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2 EXISTING WORK

This section reviews the most relevant state-of-the-art re-
search into broadcast authentication schemes in V2V com-
munication.

Raya and Hubaux [12] propose a Baseline Pseudony-
mous (BP) authentication scheme that requires a large
number of short-lived pseudonym certificates that are pre-
loaded in a vehicle OBU by TA. Each broadcast message
needs to be signed using a certificate from the vehicle
certificate pool. A vehicle should change its anonymous
certificate and private key only after having used it for
a certain number of messages. This pseudonym changing
strategy alone is not sufficient to prevent an observer from
linking the new pseudonym to the vehicle [23].

Group-oriented signature based schemes [24] provide
non-traceability, unlinkability, and unforgeability. It is com-
putationally infeasible for an adversary to learn whether
two signatures on the message have been signed by the
same group member, as only one public key is used for a
group. The Certificate Revocation List (CRL) size of group
signature is linear with the number of revoked vehicles.
At least two cryptographic pairing operations are involved
with the revocation checking [13]. However, the pairing
calculations [25] used in group signature schemes are not
computationally efficient for the VANETs latency-critical
applications.

Hybrid schemes combine different authentication ap-
proaches, such as hash functions, MACs, Elliptic Curve Dig-
ital Signature Algorithm (ECDSA), group signatures, and
pseudonymous certificates. Studer et al. [14] propose VAST:
a hybrid authentication mechanism based on ECDSA and
a modified version of the TESLA [26]. The TESLA protocol
uses symmetric cryptography, reducing the computational
overhead for authentication. However, TESLA cannot pro-
vide non-repudiation [14]. VAST is efficient, but it does not
provide privacy preservation and conditional traceability.

Baee et al. [16] demonstrate that, when using the ECDSA
for authentication of a high volume of messages and certifi-
cates, the verification causes a delay in driver notification
and may result in insufficient driver reaction time. They rec-
ommend use of ECDSA and ECQV together while verifying
certificates after every specific period of time. Note that the
ECQV implicit certificate scheme has not yet been used in
the construction of VANET authentication schemes.

Wang et al. [15] propose 2FLIP; all vehicle embedded
TPDs are equipped with an identical copy of the system key
to generate and verify MACs. However, this is viewed as a
single point of failure [17]. If a single vehicle’s system-key
is compromised, all vehicles in the network will be affected,
and all will need to be updated with a new system-key.

Huang et al. [17] propose a new scheme to address the
system-key problem in the scheme presented by Wang et al.
[15]. However, the scheme is not scalable. For a new vehicle
that joins into the network, the TA generates a list of pseudo
identifiers along with a list of hashed values of the pseudo
identifiers, and sends to the vehicle. Then, the TA updates
all other vehicles with the hash of pseudo identifiers that are
generated for the new vehicle. This means that all vehicles
must store each other’s hashed values of pseudo identifiers.
In case of a revocation, all vehicles must be updated with a
new list of pseudo identifiers and hashed values.

Recently, Camenisch et al. [18] introduce the novel con-
cept of zone encryption as a practical means to authentically
and confidentially transmit data in vehicular communica-
tions. The zone encryption idea relies on symmetric authen-
ticated encryption using temporary keys that are exchanged
among vehicles. However, the scheme does not provide
non-repudiation in V2V communication, and as a result,
traceability and revocation cannot be performed in the case
of malicious activities.

3 PROBLEM STATEMENT

This section outlines the network model and assumptions,
adversary’s capabilities, and the design objectives.

3.1 Network Model and Assumptions

The vehicular network model used in this study consists
of a Trusted Authority (TA), RSUs along the roads, OBUs
embedded in vehicles, and communication between these
entities. We discuss each component below.

TA: We assume the TA is always secure, trusted, and on-
line. The TA can be implemented in a multi-layer structure,
e.g., root TA and several sub-TAs. For the sake of simplicity,
we show the TA as a single entity. The TA is a managing
authority that acts as the root of trust to generate, update,
and revoke credentials for other network entities, including
vehicles. For example, the Department of Motor Vehicles or
the Department of Transportation (DOT) can act as the root
TA. Further, the TA is the only entity which can reveal a
vehicle’s real identifier in case of dispute.

RSU: The distributed RSUs are equipped with a higher
computational capability and transmission power than
OBUs. We assume that RSUs are not trusted parties. The TA
and RSUs can connect to each other through wired connec-
tions or the Internet. The RSUs work as gateways to deliver
data from the TA to roadside vehicles and vice versa. The
range of an RSU-to-vehicle communication may be larger
than that of the V2V and vehicle-to-RSU communications
[27].

Vehicle: Smart vehicles equipped with OBU, sensors, and
Global Positioning System (GPS) move along the roads, and
communicate with other vehicles and RSUs according to
a defined Intelligent Transportation Systems Radio Service
(ITS-RS) standard, such as the Dedicated Short Range Com-
munications (DSRC) protocol [27]. A TPD is embedded in
each OBU to store the user inaccessible cryptographic key-
ing materials involved in cryptographic operations. More-
over, each vehicle has a unique barcode/identifier that is
known to the DOT.

3.2 Adversary’s Capabilities and Motivations

Let A be a Probabilistic Polynomial-Time (PPT) adversary. A
possess impressive communication abilities through power-
ful receivers, can control the communication channel, mon-
itor on-the-fly data exchange, and delay their transmission,
as well as tamper with messages and replace the original
messages with modified messages. The adversary may in-
tend to maximize its gains by cheating neighboring vehicles
to make a clear path, or compromising legitimate users iden-
tities for impersonation, in order to take no responsibility for
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its injurious behaviors. Furthermore, a malicious adversary
may deliberately generate large amounts of legitimate or
invalid messages in a relatively short period of time to
disrupt the VANET safety applications, creating disorder.

Definition 1 (Adversary’s Advantage). A can guess b’ for
a bit b where b is a fair coin. The advantage Adv4 is the
probability taken over all coin tosses made by A, which is:

Advg = 2|Prlb=1b"]—1/2|.

The advantage Adv4 measures that how much A is better
than an adversary who simply guesses at random. An ad-
versary who guesses at random has a success probability of
1/2, and an advantage of Adv = 0. When the adversary al-
ways correctly finds the value of &/, we have Pr(b =] =1
and thus an advantage of Adv = 1.

3.3 Security Objectives and Design Goals

In this section, we focus on security and privacy objectives
of our proposal. The detailed description of each objective
and goal is as follows.

Message Integrity and Authentication: Message authen-
tication provides assurance of data origin, and also data
integrity [19]. The authentication process must be secure
against an adversary trying to fabricate (forge) an authen-
tication tag for a message without having access to the
respective legitimate sender’s secret credential.

Anonymity and Unlinkability: It should be computa-
tionally infeasible for an adversary and the network enti-
ties (except the TA) to link a message to a vehicle/driver
correctly. If an observer tried to guess which vehicle trans-
mitted a particular message, there should be only a low
probability of linking a vehicle’s actions or identifying it
among the set of all vehicles.

Non-Repudiation and Revocation: The TA in liability-
related cases has to trace an OBU that abuses the network,
for example cheating neighboring vehicles to make a clear
path. In addition, the authentication mechanism should be
able to revoke dishonest vehicles from further commitment
in the VANET communications. A dishonest vehicle cannot
deny its action (non-repudiation), such as the time of gener-
ating and transmitting messages.

Perfect Forward Secrecy: We need to ensure that com-
promise of past session keys does not allow an adversary to
compromise future session keys [19} §12.17]. A protocol is
vulnerable to a known-key attack if perfect forward secrecy
is not provided. The more frequently the keys are updated,
the less data is processed with any given key, and as a result,
the less impact the leak will have.

Low Computation and Communication Overhead: Con-
sidering the vehicles limited computation capability, the
scheme should have low computational overhead to handle
authentication of a high number of beacons in a short period
of time. Moreover, the bandwidth needs to be effectively
used by vehicles for an authentication request.

4 BUILDING BLOCKS

The ALI scheme uses well-known cryptographic primitives,
including: the ECIES, ECDSA, and ECQV. This section
briefly reviews their underlying security assumptions.

4.1 Elliptic Curve Integrated Encryption Scheme

In the ALI scheme, we use the ECIES presented by Abdalla
et al. [22]: a hybrid public-key encryption scheme that em-
ploys the Diffie-Hellman protocol [28] over elliptic curves
to establish a symmetric encryption key. This sub-section
briefly reviews the well-known cryptographic primitives
that we use with ECIES, outlining the underlying security
assumptions.

4.1.1  Symmetric Encryption Scheme

Let (Enc,Dec) denote a symmetric encryption scheme
which provides Indistinguishability under Chosen-Plaintext
Attacks (IND-CPA). That is, given two messages of equal
length, a challenger randomly selects one of the messages
to encrypt, and then sends the ciphertext to the adversary.
It should be hard for the adversary to distinguish which
of the messages was encrypted. The maximum advantage
of PPT adversary A in breaking the IND-CPA property of
(Enc, Dec) is denoted by Advx%ff Dec)- IN OUr proposal, we
use the Advanced Encryption Standard in Counter Mode
(AES-CTR) for symmetric encryption, as specified in Na-
tional Institute for Standards and Technology (NIST) Special
Publication (SP) 800-38A [29].

4.1.2 Hash-based Message Authentication Code

Let HM AC() denote a HMAC function which is believed
to satisfy Strong Unforgeability under Chosen-Message At-
tacks (SUF-CMA). That is, it should be computationally
infeasible for the adversary to find a valid pair of message
and tag; whether the message is new and has never been
signed by a legitimate signer, or the message is old and
the new tag is not previously attached to this message by
a legitimate signer [20]. The maximum success probability
of PPT adversary A in finding a valid pair (forgery) is
denoted by Succjl(fgﬁj“jc), where A is given access to the
tagging/verification oracle. In our proposal, we use the
HMAC for message authentication, as specified in the (U.S.)
Federal Information Processing Standard (FIPS) 198-1 [30], as
well a Secure Hash Algorithm Hash, as specified in the FIPS
180-4 [31]].

4.1.3 Hash-based Key-Derivation Function

Let HKDF() denote a Hash-based Key-Derivation Func-
tion (HKDF) based on the HMAC presented in Section
This extracts an input master secret key k, and expands it
into several additional pseudorandom secret keys [32]. The
security of HKDF as a HMAC-based KDF is based on the
assumption that the compression function of the underlying
hash is itself a pseudorandom function (PRF) [33]. The
maximum advantage of PPT adversary A in distinguishing
the outputs of PRF better than by a random guess and
breaking security of the PRF is denoted by AdvG:55. In
our proposal, we use the HKDF to convert a shared-secret
into key material suitable for use in encryption, integrity
checking or authentication, as specified in the Request For
Comments (RFC) 2898 [34].

4.2 Digital Sighature Scheme

Let (Sig,Ver) denote a digital signature scheme which
provides Existential Unforgeability under Chosen-Message
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Attacks (EUF-CMA). That is, it should be computationally
infeasible for the adversary to create at least one pair of
message/signature, where message has never been signed
by the legitimate signer. The maximum success probability
of PPT adversary A in finding a forgery is denoted by
S 1Lccjl(fsggf“‘ier) , where A is given access to the signing oracle.
In our proposal, we use the ECDSA [35] for messages

authenticate with non-repudiation, as specified in [36].

4.3 Elliptic Curve Qu-Vanstone

An ECQV implicit certificate [37] is a variation of the digital
certificates that must be reconstructed from public data. The
scheme is particularly well suited for application environ-
ments where resources such as computing power is limited
[16].

Algorithm 1 ECQV

procedure P1: Certificate Generation by TA
1: Receive a certificate request T, = R, from a vehicle v,
where Ry = ky.P, ky is a random integer € pZg,
and id, is a vehicle identifier.
2: Select a random integer kiq € rZj.
3: Compute public key reconstruction data:
Py = Ry + ktq.P.
4: Compute ;,,Certy = Encode(Py,idy),
where Encode is an encoding algorithm (e.g., Base64).
5: Compute e = Hash(;mCerty).
6: Compute private key reconstruction data:
r = ((e X kta) + dta)(mod q).
7: Return (r, ;,Certy).
procedure P2: Public key Computation by Any Party
1: Compute e = Hash(;mCerty).
2: Compute Qv = (e.Py + Qta)-
3: Return public key Q..
procedure P3: Private key Computation by Vehicle v
1: Compute e = Hash(;mCerty).
2: Compute dy = ((e X kv) + r)(mod g).
3: Return private key d,.

Using ECQYV, a vehicle TPD generates a certificate re-
quest (using order q of the base point generator P on elliptic
curve E) and sends that to the TA for certificate generation.
Algorithm (I} shows the pseudocode for certificate genera-
tion, public key computation, and private key computation
in three separate procedures: P1, P2, and P3. A vehicle
public key @), can be computed by any party that knows
the vehicle’s certificate ;,,,Cert, and TA’s public key Q4
(Algorithm [I| §P2). Unlike the traditional explicit public-
key certificates, in ECQV certificate generation the TA has
no knowledge about the private key. It is computationally
hard for all entities (except the owner of key) to reconstruct
the ECQV private key d, without knowledge of random
k, (Algorithm [1] §P3). The security of ECQV relies on the
standard security assumption of hardness of the Discrete
Logarithm Problem in Elliptic Curves (ECDLP) [38].

5 THE ALI AUTHENTICATION SCHEME

This section presents the ALI scheme for VANETs. The ALI
can be used for both V2TA and V2V communications. The
ALI scheme consists of five phases: system initialization,
system registration, communication, identity tracking and
revocation, and vehicle key-update phases.

5.1 System Initialization Phase

In this phase, the car manufacturer and the TA perform the
following steps to generate the cryptographic parameters.

5.1.1 Car Manufacturer

In this phase, the Car Manufacturer (CM) generates the sys-
tem parameters in accordance with the IEEE 1609.2 security
standard, and pre-loads them in the TPDs. The following
steps are executed by the CM in this phase:

1. The CM generates a unique identifier id;,q for the vehicle
TPD, and generates a unique barcode/identifier id, for
the vehicle (e.g., 17-digits vehicle identifier number) that
reveals the vehicle information in detail (e.g., vehicle TPD’s
identifier idypq).

2. The CM generates the system parameters CM,,, =
{idipa,idy, crypt}, where crypt is a cryptographic library
containing different algorithms (e.g., Secure Hash Algo-
rithms SHA-256, SHA-512, and AES-CTR), and different
elliptic curves and their fundamental parameters such as
finite fields in accordance with the IEEE 1609.2 security
standard, and stores C'M,,q, in the vehicle TPD.

5.1.2 Trusted Authority

In this phase, the TA generates system parameters which are
necessary for the network entities (vehicles and RSUs) to es-
tablish trust with the TA and receive the related credentials
to commence network communications. The following steps
are executed by the TA in this phase:

1. The TA chooses a large prime p, a random point P of
order ¢, and an elliptic curve E(F,) over finite field F to
satisfy the Short Weierstrass form of equation: y* = z3 +
azx + b (mod q) [39], where ¢ = p™ for m > 1 is the smallest
positive integer such that ¢.P = O, a, b € [, are the constant
coefficients of the curve, and (P) is the cyclic subgroup of
points generated by P.

2. The TA chooses a random private key d;, € RZ;, and
computes public key Qo = diq-P.

3. The TA generates system parameters T A, =
{Qta,p,q,a,b, P,csc}, where csc is a list of cipher suite
components applicable in the network (e.g., NIST P-256
curve and SHA-256).

5.2 System Registration Phase

In this phase, the RSUs and vehicles are registered in the
network by the TA.

5.2.1 Roadside Unit Registration

Each RSU is configured at the time of installation at the
roadside, or before that. An officer who is provided a hand-
held device (e.g., a mini-computer) which acts as a trusted
gateway to securely connect the RSU to the TA through
the Transport Layer Security (TLS) protocol [40]. The TA
authenticates the device and the officer using their creden-
tials (e.g., password-based authentication), and verifies their
authorization to perform the task. Once verified, the below
steps are executed by an RSU and the TA in this phase:
RSU + TA

1. The TA sends T'A,,, to the RSU.
RSU — TA
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1. The RSU extracts the system parameters 7' A, .

2. The RSU chooses a random integer k,s, € RZ; and
generates an ECQV implicit certificate request Ty, =
{idysu, Rrsu}, where Ryg, = kpgy.P (Algorithm §P1).
Finally, the RSU sends T, to the TA.

RSU + TA

1. The TA generates a response T/, = {imCertrsu, Trsu}
for the RSU, where ;,,,Cert,s, is an ECQV implicit certifi-
cate, and 7,4, is an ECQV private key reconstruction data.
Then, sends the T/, to the RSU.

RSU |

1. The RSU extracts T,

2. The RSU computes public key @), and private key d, s,
from ;,,,Cert,s, and r,4,, respectively (Algorithm [1] §P2,
P3).

At the end of this phase the officer’s task is completed
and the RSU can communicate securely with the TA directly

(e.g., via the TLS).

5.2.2 Vehicle Registration

The vehicle registration phase consists of two parts: firstly,
the vehicle owners register their vehicles on the TA’s on-
line web-based platform over the Internet, and secondly,
the vehicle TPDs communicate with the TA to receive the
relevant credentials to enable them to further participate in
the network.

User Registration: Before a vehicle is able to commence
network communications, the vehicle owner (as a main
user) needs to link the vehicle information to his/her
identifier. All vehicles are known to the DOT through id,,
that reveals the vehicle information in detail (e.g., vehicle
TPD'’s identifier id¢,q). Once the vehicle information and its
ownership is verified, the TA generates a ticket value for
the vehicle TPD. The vehicle user enters this ticket value
into the TPD through the vehicle OBU computing interface.
Then, the TPD sends a registration request to the TA through
an RSU within communication range of the vehicle. Finally,
the TA generates a public/private key pair and replies to
the vehicle through an RSU. This enables the vehicle to
commence network communications. The following steps
are executed by the TA and a vehicle user in this phase:
User = TA
1. The user creates an account on the TA’s Internet-based
on-line vehicle registration server.

2. The user provides a valid e-mail address and chooses a
strong password pwd,, to complete the registration process.
3. The TA computes PWD, = HKDF(salt,,pwd,),
where salt, is a long unique value generated truly at
random. Then, the server securely stores the hash value
PW D, in its database.

4. The user provides further identity information (e.g.,
national identity/security number), a valid mobile phone
number, or alternatively requests a hand-held password
generator token. The token generates a password which is
synchronized with the server, and is valid for a short period
of time (e.g., one minute).

5. The TA generates a unique identifier ¢d,, for the user, and
verifies the vehicle ownership through the DOT. Then, the
TA links the vehicle identifiers id,q and id, to id,, and
keeps the record in its database.

6. The TA generates a long unique random value ticket tic
(e.g, 16 bytes) using a pseudo-random number generator.

7. The TA derives a secret key k3 such that
ks = HKDF (3, tic).

8. The TA generates a HMAC tag ref = ,0(0) as a
reference number.

9. The TA links tic and ref to id, in its database for a short
period of time (e.g., 24 hours).

10. The TA sends tic to the user through the TA’s on-line
secure web service. Note: the user needs to keep tic secret
for the vehicle registration phase.

The Vehicle TPD Registration: Figure [I|shows the mes-
sage exchange in this phase. Once a vehicle owner received
the ticket value tic, he/she needs to register the vehicle
TPD. The vehicle user configures the TPD settings related
to the cipher suite components used in the TPD registration
phase, such as the elliptic curve and the hash function
used for key derivation. The related instructions must be
publicly available on the TA’s website or the DOT’s website.
The configuration can be set through the OBU’s computing
interface. Note that in this phase the TPD is not aware of the
system parameters and the cipher suite components used
in a region. The following steps are executed by the vehicle
TPD and the TA in this phase:

TPD

»
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¥

Fig. 1. Vehicle registration phase.

TPD — TA

1. The vehicle user enters the ticket value tic through the
OBU’s computing interface.

2. The TPD derives three secret keys ki, ks, and ks
such that k; = HKDF(1,tic), ko = HKDF(2,tic), and
ks = HKDF (3, tic).

3. The TPD generates a HMAC tag ref = ,0(0) as a
reference number (similar to the TA’s generated ref).

4. The TPD chooses a random temporary private key d; €
rZy and computes a temporary public key @y = d;.P.

5. The TPD chooses a random integer k,, € RZZ and gener-
ates a certificate request Tyreg = { R, } such that R, = k,,.P
(Algorithm [1|§P1).

6. The TPD computes ciphertext ;, C(Q:). Note that the key
2+ must be encrypted because it is used to establish a Diffie-
Hellman shared secret key by the TA when it responds to
this request. Otherwise, the adversary can capture this in-
formation and forge an authentication tag on any malicious
response.

7. The TPD creates message m = {ref, z, C(Q¢), Toreg, s }-
8. The TPD generates a HMAC tag j,d(m) on message m.
9. The TPD sends tuple {m || x,6(m)} to the TA. This tuple
is only sent once, which does not harm the privacy.

TPD + TA

1. The TA determines the freshness, and accepts the mes-
sage if 0 < t, — t5 < At, otherwise drops the message.

2. The TA reads reference number ref in message m, and
searches for the corresponding id, linked to ref in its
database (the TA drops the message if nothing is found).
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3. The TA loads the corresponding tic value linked to
td, and derives two secret keys k; and ks such that
k1 = HKDF(1,tic) and ko = HKDF (2, tic).

4. The TA generates a new HMAC tag 1,0’'(m) and accepts
the message if, and only if, 1,d'(m) = ,d(m). This is to
ensure that message m has not been altered.

5. The TA decrypts ciphertext x, C(Q;) and recovers the
vehicle TPD’s temporary public key Q.

6. The TA generates an ECQV implicit certificate ;,,Cert,,
and a private key reconstruction data r, for the TPD (Algo-
rithm [1]§P1).

7. The TA links ;,Cert, to id, and id,, and keeps the
record in its database. This should save communication
bandwidth in future communications, as a vehicle only
sends its encrypted id, to the TA instead of sending its
encrypted certificate.

8. The TA chooses a random integer b € rZ;, and computes
B=0b.Pand k' = 0.Q;.

9. The TA derives two secret keys kf and k% such that
ki = HKDF(1,K')and kb, = HKDF(2,k).

10. The TA  generatess a response T, =
{imCerty, 1y, salt, } and computes ciphertext 1, C(T},..,)-
11. The TA generates a HMAC tag ;, d(m) on message m =
{ref, k] C(Til)reg)’ Bv TApara ts}~

12. The TA sends tuple {m || x,6(m)} to the TPD.

13. The TA removes tic and ref under the vehicle id, in its
database.

TPD |

1. The TPD corresponding to ref determines the freshness,
and accepts the message if 0 < ¢, —t; < At, otherwise
drops the message.

2. The TPD computes k' = d;.5. This works because
di.8 = di.(b.P) = b.(d;.P) = b.Q.

3. The TPD derives two secret keys k] and k) such that
ki = HKDF(1,k) and ki, = HKDF(2,k).

4. The TPD generates a new HMAC ;, 6'(m) and accepts the
message if, and only if, j; &' (m) = k10 (m), otherwise drops
the message. This is to ensure that m has not been altered.
5. The TPD decrypts ciphertext ; C(7},.,) and extracts
Tyreg = {imCerty, ry, salt,}.

6. The TPD stores the salt, and T'Ap.,, and computes
public key @), and private key d, from ,,,Cert, and r,,
respectively.

5.3 Communication Phase

The communication phase consists of three communication
types: V2TA, daily handshaking, and V2V communications.
Note that there is a hierarchy. A V2TA communication is
required for daily handshaking, and a daily handshaking is
necessary for V2V communication. Before a vehicle is able
to commence V2V communication within a zone (region or
area), it must communicate with the TA and receive the
zone’s necessary credentials. These credentials should be
updated daily, and as a result, a daily handshaking between
vehicles and the TA is required. The received credentials
from the TA enable vehicles to receive broadcast-keys from
the zone RSUs. The received credentials from the TA and
RSUs enable vehicles to derive ephemeral keys for beacon
encryption and message authentication. We explain these
communications according to their priority.

5.3.1 Vehicle-to-TA Communication

Figure [2| shows the message exchange in this phase. In
Vehicle-to-TA (V2TA) communication all vehicles can com-
municate with the TA through an RSU in communication
range as a message forwarder. The following steps are
executed by a vehicle TPD and the TA in this phase:

TPD

(m =1, C(To2ta), @y ts || ayo(m) || i 6(m || a, o0 (m)))

(1 = 1y C(Ti200): B b g0 () | 1, 80m || aq ()

|
Fig. 2. Vehicle-to-TA communication.

TPD — TA

1. The TPD chooses a random temporary private key d; €
rZ, and computes a temporary public key Q); = d;.P. The
key Q: is used to establish a Diffie-Hellman shared secret
key by the TA when it responds to this request.

2. The TPD chooses a random integer a & RZ;, and com-
putes a = a.P and k = a.Qy,.

3. The TPD derives two secret keys k; and kz such that
ki = HKDF(1,k) and ke = HKDF(2,k).

4. The TPD generates a request Tya:q = {idy,,Q:} and
computes ciphertext , C'(Ty2ta)-

5. The TPD generates an ECDSA signature 4,0(m) on
message m = {x, C(Tyata), @, ts}. This is to provide source
authentication and non-repudiation.

6. The TPD generates a HMAC tag ,0(m | 4,0(m))
on tuple {m | g4,0(m)}. Finally, the TPD sends tuple
{m || a,0(m) || k,6(m || a,0(m))} to the TA.

TPD + TA

1. The TA determines the freshness, and accepts the mes-
sage if 0 < t, — ts < At, otherwise drops the message.

2. The TA computes kK = di,.c. This works because
dta.Ol = dm.(a.P) = a.(dm.P) = G“Qta'

3. The TA derives two secret keys k; and k, such that k; =
HKDF(1,k) and ke = HKDF(2,k).

4. The TA generates a new HMAC tag 1,0’ (m || 4,0(m))
and accepts the message if, and only if,
k0 (m || ¢,0(m)) = g, d(m || 4,0(m)), otherwise rejects
the tuple. This is to ensure the tuple has not been altered.

5. The TA decrypts ciphertext x, C(Tyot,) and recovers the
request Tyotq = {idy }.

6. The TA searches for the vehicle’s corresponding implicit
certificate ;,,,Cert, which is linked to id, in its database.

7. The TA reconstructs the vehicle’s public key @, using the
certificate (Algorithm [1|§P1, P2).

8. The TA verifies the ECDSA signature and accepts the
message if, and only if, Ver(q,0(m),Q,) = 1. This is to
ensure that message m originated from the expected vehicle
TPD.

9. The TA checks if the vehicle implicit certificate ;,,,Cert,
is valid (has not been revoked recently), otherwise stops the
process.

10. The TA chooses a random integer b € gZ;, and com-
putes 8 =b.Pand k' = b.Q;.

11. The TA derives two secret keys k] and k5 such that k] =
HKDF(1,k')and ky = HKDF(2, k).

12. The TA generates a response 1}, to the vehicle TPD
request Ty,2;4, and computes ciphertext . C(Ty5,,)-
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13. The TA generates an ECDSA signature 4, ,0(m) on
message m = {; C(T}2,), B,ts}. This is to provide source
authentication and non-repudiation.

14. The TA generates a HMAC tag ,6(m || a,,0(m))
on tuple {m | g4,,0(m). Finally, the TA sends tuple
{0 1) 40,0 m) 1| 158(m |, ()} to the TPD.

TPD |

1. The TPD determines the freshness, and accepts the mes-
sage if 0 < ¢, — t, < At, otherwise drops the message.

2. The TPD computes k' = d;.3. This works because
3. The TPD derives two secret keys k] and k) such that
ki = HKDF(1,k') and kb, = HKDF(2,k').

4. The TPD generates a new HMAC tag ,6'(m || 4,,0(m))
and accepts the message if, and only if, ;8" (m || 4,,0(m)) =
Kk, 0(m || a,,0(m)), otherwise rejects the tuple. This is to
ensure the tuple is not altered.

5. The TPD verifies the ECDSA signature and accepts the
message if, and only if, Ver(q,,0(m), Q) = 1. This is to
ensure that message m originated from the TA.

6. The TPD decrypts ciphertext 4; C(T}5;,) and recovers the
response T/,

5.3.2 Daily Handshaking and Broadcast Session

In our scheme, all vehicles are required to perform daily
handshaking with the TA and join a VANET Broadcast
Session (VBS). This provides an additional security layer
that restricts malicious TPDs from joining in V2V communi-
cation.

Qz; TA Qzit1
[
A
Zone, Zome; |1
A AL
| | | | | |
[ | | | | |
RSU; RSU; ' RSUj RSU; RSU; ' RSU;j

Fig. 3. Two typical zones z; and z;41 with number of j RSUs, receiving
public keys Q, and Q, ., from the TA.

i1

The TA chooses two random private keys d. € RZ; (here
we call master-key) and dp;, (here we call TA’s broadcast-
key). The master-key d, is valid only in a specific zone z,
and will expire after a period of time (e.g., 24 hours). The TA
computes public key @),, = d.,.P for each zone i. The TA
regularly updates all authorized RSUs within a zone z; with
a newly computed @), (but no master-key d), as shown in
Figure

Using the vehicle-to-TA communication provided in Sec-
tion vehicles communicate with the TA through an
RSU within communication range to forward their requests
(T'y2ta) to join a VBS within a zone i. The TA approves the
authorized vehicles requests, and securely transmits 7,,,
containing d, and dp;, to their TPDs. Note that all requests
from the TPDs to the TA and responses from the TA to
the TPDs are encrypted (refer to Section [5.3.1). Then, each
authorized vehicle TPD within a zone ¢ calculates the public
key Q). = d..P. This enables vehicles in the zone to receive
RSUs broadcast-keys to use further for V2V communication
(beacon exchange). A vehicle entering to a new zone z;;
is required to send a new VBS joining request to the TA.

The new requests will be processed by the TA, and only
the authorized (not malicious) vehicle TPD will receive
the zone’s master-key and the TA’s broadcast-key. For the
sake of simplicity, we do not repeat the steps for sending
the above VBS joining request. This can be done through
vehicle-to-TA communication presented in Section [5.3.1}
The TA may anytime broadcast a specific signal to a specific
zone through the RSUs, and force the vehicle TPDs within
the zone to renew their VBS registration by performing a
fresh authentication

5.3.3 Vehicle-to-Vehicle Broadcast Communication

In ALI scheme, each RSU j in a zone chooses a private key
which we call RSU’s broadcast-key. This broadcast-key is
valid only for a short period of time (e.g., 10 minutes). Figure
shows the message exchange in this phase. The following
steps are executed by an RUS and vehicle TPDs in a zone:
TPD < RSU

1. The RSU chooses a random broadcast-key dprsu € rZy-
2. The RSU chooses random integer a € rZ,, and computes
a=a.Pand k = a.Q..

3. The RSU derives two secret keys k; and kp such that
ki =HKDF(1,k) and ke = HKDF (2, k).

4. The RSU computes ciphertext i, C(dprsu)-

5. The RSU generates an ECDSA signature 4, o(m) on
message m = {imCertrsy, k, C(dBrsu), @, ts}. This is to
provide source authentication and non-repudiation.

6. The RSU generates a HMAC tag 1,0(m || 4,.,0(m)) on
tuple {m || 4,.,.o(m)}.

7. The RSU continuously (e.g., every 1 second or less)
broadcasts tuple {m | 4..,0(m) || x,0(m | 4..,0(m))} to
the vehicle TPDs in communication range.

TPD |

1. The TPD determines the freshness, and accepts the mes-
sage if 0 < ¢, — t5 < At, otherwise drops the message.

2. The TPD computes £ = d..o. This works because
d,.a =d,.(a.P) = a.(d,.P) = a.Q) .. Note that only authen-
ticated vehicles can receive the TA’s master-key d in a zone
i which is valid for e.g., 24 hours (refer to Section [5.3.2).

3. The TPD derives two secret keys k; and kp such that
ki =HKDF(1,k) and ks = HKDF(2,k).

4. The TPD  generatess a new HMAC tag
k0" (m || 4,..,0(m)) and accepts the message if, and only if,
k0 (M| 4..,0(m)) = k,d(m || a,.,0(m)), otherwise rejects
the tuple. This is to ensure the tuple has not been altered.

5. The TPD decrypts ciphertext j,C(dprs,) and recovers
the RSU broadcast-key dp,s, which is valid for a short
period of time (e.g., 10 minutes).

6. The TPD reconstructs the RSU’s public key ()5, using
the RSU’s certificate ;,,Cert,s, (Algorithm [1]§P1, P2).

7. The TPD verifies the ECDSA signature and accepts the
message if, and only if, Ver(q,,,0(m), Qrsy) = 1. This is to
ensure that message m originated from the RSU.

The following steps are executed by a vehicle TPD to broad-
cast beacon messages in this phase:

TPD — TPD

1. The TPD computes a public key @ g5, corresponding to
the received RSU broadcast-key dpys, such that Qprs, =
dBrsu~P .
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Fig. 4. Vehicle-to-vehicle broadcast communication.

2. The TPD chooses a random integer b € RZ;‘, and com-
putes B8 =b.P, k' = (b X dpta)-QBrsu, and k" = b.Q¢,.

3. The TPD derives three secret keys k}, kb, and k{ such
that k& = HKDF(1,k'), kb = HKDF(2,k'), and k{ =
HKDF(1,k").

4. The TPD computes ciphertext ;; C'(beacon).

5. The TPD computes ciphertext 4, C (id,).

6. The TPD generates an ECDSA signature 4,0 (m) on mes-
sage m = {}yC(id,), s C(beacon), B,ts}. This signature is
verifiable by the TA and used to provide source authentica-
tion and non-repudiation.

7. The TPD generates a HMAC tag 4, 0(m || 4,0(m)) on
tuple {m | g4,0(m). Finally, the TPD broadcasts tuple
{m || a,0(m) || x,6(m || a,0(m))} to other TPDs in range.
The following steps are executed by a vehicle TPD to handle
the received beacon messages in this phase:

TPD |

1. The TPD determines the freshness, and accepts the mes-
sage if 0 < t, — t; < At, otherwise drops the message.

2. The TPD computes k' = (dprsu X dBta)-0. This works
because (dprsuy X dpta)-B = (dBrsu X dpta)-(b.P) = (b X
dBta)~(dBrsu-P) = (b X dBta)-(QB'rsu)~

3. The TPD derives two secret keys k] and k) such that
ki = HKDF(1,k') and k}, = HKDF(2,k').

4. The TPD generates a new HMAC tag 1,0’ (m || 4,0(m))
and accepts the message if, and only if, 1, 6'(m || 4,0(m)) =
ky6(m || a,0(m)), otherwise rejects the tuple. This is to
ensure the tuple is not altered.

5. The TPD decrypts ciphertext 4, C(beacon) and recovers
the beacon message.

T / / /

Fig. 5. The daily handshaking and V2V broadcast communication.

Figure [5| shows the V2TA, daily handshaking, and V2V
broadcast communication between two vehicles v4 and vp.

5.4

Vehicles can send dispute resolution requests to the TA
through the V2TA communication (refer to Section [5.3.T).
A typical dispute request contains a copy of broadcast
message {m = rC(id,),x; C(beacon),B,ts || a,0(m) |
Kk, 0(m || a,0(m))} received by a vehicle TPD which requires
dispute resolution. The messages broadcast in V2V commu-
nication contain ciphertext ., C(id,) that only the TA is able
to recover it for dispute resolution and identity tracking. The
TA executes the below steps in this phase:

TA |

1. The TA reads the message m, and computes k" = d,.05.
This works because diq.8 = diq-(b.P) = b.(do-P) = b.Qtq-

2. The TA derives secret key kY such that Ekf =
HKDF(1,k").

3. The TA decrypts ciphertext ,»C(id,) and recovers the
vehicle identifier id,,.

4. The TA searches for the vehicle user identifier i7d,, and the
corresponding implicit certificate ;,, Cert, which are linked
to id, in its database.

5. The TA reconstructs the vehicle’s public key (), using the
certificate (Algorithm [1|§P1, P2).

6. The TA verifies the ECDSA signature and accepts the
message if, and only if, Ver(ys,0(m),Q,) = 1. This is to
ensure that message m originated from the expected vehicle
TPD with id,.

Identity Tracking and Revocation Phase

5.5 Vehicle Key-Update Phase

In our scheme, key-update is provided through the use of
the vehicle user’s mobile phone or the password generator
token. The TA can update all TPD related keying materials
and the user’s salt value salt, without relying on the
TA’s or the TPD’s previous keys. In addition, the TA can
generate a new system parameters 1'A,,, including its new
public/private key pair, and update the vehicles with the
new parameters. The key-update procedure can be called by
a vehicle user, or advertised by the TA through the RSUs; for
example, at regular intervals (e.g., every 6 months) or when
a long-term key is leaked.

If the user does not have a token, the following steps
need to be executed by the user and the TA in this phase:
User = TA

1. The user sends a key-update request to the TA through a
Short Message Service (SMS) or the TA’s on-line web service.
2. The TA locates id, and id,, corresponding to the user’s
mobile phone number in its database.

3. The TA generates a Personal Identification Number (PIN)
DiNphone for the user.

4. The TA computes a symmetric key k,, =
HKDF (pinphone, PWD,,), where PWD, =
HKDF (salt,,pwd,) is the user’s password saved in
the TA’s database (refer to Section [5.2.2).

5. The TA derives a secret key k3
ks = HKDF (3, kyp).

6. The TA generates a HMAC tag ref = ,0(0) as a
reference number.

7. The TA sends pinyhone to the user’s phone via SMS.

8. The TA links ref and k., to id, in its database for a short
period of time (e.g., 1 minute).

such that
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Fig. 6. Vehicle key-update phase.

Figure [f] shows the message exchange in this phase.
Users who are provided a hand-held password generator
token by the TA present the PIN pingoken to proceed in this
phase. This PIN is a password generated by the token and
is synchronized with the TA. The PIN is valid for a short
period of time (e.g., 1 minute).

If the user has a token, the following steps need to
be executed by the TA periodically (similar to the token’s
password changing rate) in this phase:

TA |

1. The TA computes a symmetric key k,, =
HEKDF (pinioken, PW D,,).

2. The TA derives a secret key k3 such that

ks = HKDF (3, kyp).

3. The TA generates a HMAC tag ref = ,0(0) as a
reference number.

4. The TA links ref and k,, to id, in its database and
always replaces a new generated ref value with the old
one and updates the link.

The following steps are executed by the vehicle TPD and
the TA in this phase:
TPD — TA

1. The TPD asks the user to enter the pwd, through the
OBU'’s computing interface. The pwd,, is the user’s registra-
tion password which is created in the vehicle registration
phase (refer to Section [5.2.2).
2. The TPD loads salt,
HKDF(salt,,pwdy,).

3. The TPD asks the user to enter the pinphone through
the OBU’s computing interface and computes a key k,, =
HKDF (pinphone, PWD,,), if this is a phone-based key-
update.

4. The TPD asks the user to enter the pinioren through
the OBU’s computing interface and computes a key k,, =
HKDF (pinioken, PWD,,), if this is a token-based key-
update.

5. The TPD derives three secret keys ki, ko, and ks
such that ky = HKDF(1,kyp), ke = HKDF (2, kyp), and
ks = HKDF (3, kyp).

6. The TPD generates a HMAC tag ref = ;,0(0) as a
reference number (similar to the TA's generated ref).

7. The TPD chooses a random temporary private key d; €
rZy and computes a temporary public key Q; = d;.P.

8. The TPD chooses a random integer k,, € pZ; and gener-
ates a certificate request Ty,5yp = { R, } such that R, = k,,.P
(Algorithm [I|§P1).

9. The TPD computes ciphertext ;,, C'(Q);). Note that the key
0+ must be encrypted because it is used to establish a Diffie-
Hellman shared secret key by the TA when it responds to
this request. Otherwise, the adversary can capture this in-
formation and forge an authentication tag on any malicious
response.

and computes PWD, =

10. The TPD generates a HMAC tag (,d(m) on message
m= {ref, klO(Qt)a Tvkupv ts}'

11. The TPD sends tuple {m || x,d(m)} to the TA. This tuple
is only sent once, which does not harm the privacy.

TPD + TA

1. The TA determines the freshness, and accepts the mes-
sage if 0 < ¢, — t, < At, otherwise drops the message.

2. The TA reads reference number ref in message m, and
searches for the corresponding id, linked to ref in its
database (the TA drops the message if nothing is found).

3. The TA verifies that the vehicle’s implicit certificate
imCert, is not recently revoked because of malicious ac-
tivity, otherwise stops the process.

4. The TA loads the corresponding k., value linked to
id, and derives two secret keys k; and ks such that
ki = HKDF(1,kyy) and ko = HKDF (2, kyp).

5. The TA generates a new HMAC tag j,6’(m) and accepts
the message if, and only if, ,0'(m) = ,0(m). This is to
ensure that message m has not been altered.

6. The TA decrypts ciphertext x, C(Q;) and recovers the
vehicle TPD’s temporary public key ;.

7. The TA generates a certificate ;,,,Cert, and a private key
reconstruction data 7, for the TPD (Algorithm [I|§P1).

8. The TA updates the link between the new generated
imCert, to id, and id,,, and keeps the record in its database.
The TA does not allow any further use of the old certificate.
9. The TA chooses a random integer b € gZ;, and computes
B=0.Pand k' = b.Q;.

10. The TA derives two secret keys k] and k) such that
ki = HKDF(1,k') and k}, = HKDF (2, k).

11. The TA generates a response 1)

vkup

{imCerty, 1y, salt, } and computes ciphertext 1, C(17;,,,,)-

12. The TA generates a HMAC tag ;;d(m) on message m =
{ref, kY C(T'Ll)kup)’ B, T Apar, ts}'

13. The TA sends tuple {m || x,0(m)} to the TPD.

14. The TA removes k., and ref under the vehicle id, in
its database.

TPD |

1. The TPD corresponding to ref determines the freshness,
and accepts the message if 0 < ¢, —t; < At, otherwise
drops the message.

2. The TPD computes k' = d;.5. This works because
3. The TPD derives two secret keys k{ and &} such that
ki = HKDF(1,k) and kb = HKDF(2,k').

4. The TPD generates a new HMAC ;, 6'(m) and accepts the
message if, and only if, ,6'(m) = ,0(m), otherwise drops
the message. This is to ensure that /m has not been altered.
5. The TPD decrypts ciphertext x,C(7};,,) and extracts
TI’)kup = {imCert,,ry, salt,}.

6. The TPD stores the salt, and T'A,,r, and computes
public key @), and private key d, from ;,Cert, and r,,
respectively.

6 SECURITY AND PRIVACY ANALYSIS

This section defines a security model, and conducts a secu-
rity proof to show that ALI scheme I'yy; is indeed provably
secure. Next, based on the requirements outlined in the
security objectives and design goals (Section [3.3), detailed
security and privacy comparisons are carried out.
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6.1 Security Model and Definitions

The actual security proof consists of a reduction of the
underlying computational problem to an attack against
the cryptographic scheme: if there exist an adversary that
has a significant advantage against I'a;:, then there is an
adversary to solve the computational problem. In the com-
putational world the PPT adversary A is modeled as a PPT
Turing machine [41]]. This section shows that the view of
A in the reduction remains unchanged from the one it has
during a real attack.

Definition 2 (Negligible Function). A function € : N — R
is negligible if for every positive polynomial p(.) there
exists an N € N such that for all N < n € N it holds that
e(n) < 1/p(n) [E2).

Definition 3 (Security Model). Based on the network model
and the adversary’s ability, the security model for I's.: is
defined through a game played between the PPT adversary
A and a simulator S which simulates different protocol
participants according to the scheme I's;; specification and
answers all queries of the adversary.

Definition 4 (Adversarial Queries). The adversary A partic-
ipates in the actual execution of different protocol instances
F of I'n11 (e.g., V2V, V2TA) and may, at any time, send the
Hash (), Encrypt (), and Sign () queries to an oracle.

6.2 Formal Security Proof

Claim. The security of I'a;; (as defined in Section is
based on the security of PRF, (Enc,Dec), Hash, (Sig,Ver), and
HMAC (as defined in Section [) in function of the security
parameter .

Proof. (Sketch): The ultimate goal of A is to maliciously
participate in V2V communication. We present 4 Lemmas
and construct a sequence of games G;,i = 0,---,37 to
prove the security of I'a;;. The event that adversary A
breaks the security of a protocol F in game G; is denoted
by win,.

Game Gg. [Real protocol] This is the real game
Real-Games™ (), A) played between A and S which sim-
ulates different protocols F (e.g., V2V, V2TA) and their
participants (e.g., TPD, TA) according to the natural protocol
specification and answers the adversarial queries.

Lemma 1. The vehicle TPD registration protocol FV*¢9 in I' a1
(refer to Section is secure in the following sense: the
maximum probability of success for A to forge a valid registration
request (on behalf of the TPD) and response (on behalf of the TA)
in function of the security parameter X is:

vreg 1 .
Succk (N, A) SQW + 5Advi&i,§ﬁﬁ + 1

ZSuccsuffcma + 2Ad’l}ind_cPa

A(HMAC)X A(BEnc,Dec)

Proof of Lemma [I| We construct a sequence of games G;,i =
1,---,8 to prove Lemma [I}

Game G;. [Same random secret ticket tic in FV 97| In
this game the simulation aborts if during the interaction the
simulator on behalf of the TPD chooses the same random
ticket value tic in the vehicle TPD registration protocol

Frreorred during TPD—TA registration request. Consider-
ing the probability for the collision of two random choices
(A-bit length each) we obtain:
|Pr[wing (F 97 7%)] — Pr4[wing]| < ﬁ.

Game Gs. [Pseudo-randomness of ki, ko, and k3 in
Frreorred] In this game the simulator on behalf of the
TPD chooses random k1, k2, and ks instead of computing
them using the pseudo random function PRF in the vehicle
TPD registration protocol FV*¢97*¢¢ during TPD—TA reg-
istration request, where the uniformly distributed secret tic
was used to compute ky = HKDF(1,tic) (secret key for
encrypting @), ko = HKDF(2,tic) (secret key for gener-
ating HMAC tag), and ks = HK DF'(3,tic) (secret key for
generating a HMAC tag as a reference ref). Due to the
pseudo-randomness of PRF, we obtain:

| Prafwing(F*9729)] — Prafwin]| < 3AdviIS 25, .

Game G3. [HMAC Forgery in FV**97"°9] In this
game the simulation aborts if A queries on the message
{m || k,0(m)} in the vehicle TPD registration protocol
Fvrea~red guch that g,0(m) is a valid HMAC authentica-
tion tag on a TPD—TA registration request string m =
{ref, 5, C(Q¢), Toreg,ts}. To achieve this, A must find a
new message/tag pair, or an old message as long as the
output tag was not previously attached to this message by
a legitimate TPD. If A can do this, we can say that .A breaks
the SUF-CMA security of the applied HMAC scheme. Thus:

|Prafwing (F***29)] = Prafuwing]| < Succ’ oo

Game Gy. [Indistinguishability of , C(Q;) in FV7°97 9]
In this game the simulator replaces the ciphertext , C'(Q:)
with 5, C(y) = Encrypt (v, k1) for randomly chosen y
in the vehicle TPD registration protocol F'*97*°? during
TPD—TA registration request. Note that the temporary
public key Q) is used to establish a Diffie-Hellman shared
secret key by the TA when it responds to this request. Due
to the IND-CPA property of (Enc,Dec) we obtain:

| Prg[wing (F7=°97°9)] — Prs[wing]| < Adv'"S P2

A(Enc,Dec)?”

Game Gj. [Same random secret k' in Fv*°977¢5] In this
game the simulation aborts if during the interaction the
simulator on behalf of the TA chooses the same random
secret k' = b.Q; in the vehicle TPD registration protocol
Frreorres during TPD<-TA registration response. Consider-
ing the probability for the collision of two random choices
(A-bit length each) we obtain:

|Prafuwing(F=575%%)] — Prafwind] < o5

Game Gg. [Pseudo-randomness of k] and k} in
Frreorres] In this game the simulator on behalf of the TA
chooses random £} and k) instead of computing them using
the pseudo random function PRF in the vehicle TPD reg-
istration protocol FV**97*% during TPD<-TA registration
response, where the random secret k' = b.Q; was used
to compute ki = HKDF(1,k') (secret key for encrypting
T, .. and kb = HKDF(2,k') (secret key for generating

vreg
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HMAC tag). Due to the pseudo-randomness of PRF we
obtain:

| Prafwing (F™97%)] — Pru[wins]| < 24dv' s

A(PRF)A*

Game Gy;. [HMAC Forgery in F7"°97"°°] In this
game the simulation aborts if A queries on the message
{m || #d(m)} in the vehicle TPD registration protocol
FVreares such that 4, 0(m) is a valid HMAC authentica-
tion tag on a TPD+-TA registration response string {m =
ref, 1 C(Ty,eq), By T Apar, ts}. To achieve this, A must find
a new message/tag pair, or an old message as long as the
output tag was not previously attached to this message by
the TA. If A can do this, we can say that A breaks the SUF-
CMA security of the applied HMAC scheme. Thus:

| Prg[wing (FVre97°%)] — Pr4lwing]| < Suec®lt, ore

AHMAC)A*

Game Gg. [Indistinguishability of 4, C(T},.,) in
Freeorzes] In this game the simulator replaces the cipher-
text ; C(T},.,) wWith C(y) = Encrypt (y, k) for ran-
domly chosen y in the vehicle TPD registration protocol
Frreorres during TPD«TA registration response. Note that
the response 7, contains the ECQV reconstruction pub-
lic/private data issued by the TA. Due to the IND-CPA
property of (Enc,Dec) we obtain:

| Prafwing(F709)] — Prylwing]| < Adv’yG " s

Corollary 1. The vehicle TPD registration protocol FV*¢9
provides anonymity and unlinkability in the sense of ran-
domness presented in Games G1, G2, G5, and Gg. Moreover,
the certificate request Tyyreq = {R, = ky.P} is generated at
random using a random k,. That is, .A has a low probability
of success in identifying a vehicle TPD among the set of all
vehicles using its transmitted data.

O

Lemma 2. The V2TA protocol F¥2*2 in T ap; (refer to Section
is secure in the following sense: the maximum probability
of success for A to forge a valid V2TA request (on behalf of the
TPD) and response (on behalf of the TA) in function of the security
parameter X is:

euf-cma
+ SuccA(Sig,Ver))\

+ 2Advindfcpa

_A(Enu,Dec)A :

@

Proof of Lemma [2| We construct a sequence of games G;,1 =
9,--+,18 to prove Lemma

Game Gg. [Same random secret k in F'2t2729] In this
game the simulation aborts if during the interaction the sim-
ulator on behalf of the TPD chooses the same random secret
k = a.Qqq in the V2TA protocol F?*# *¢? during TPD—TA
request. Considering the probability for the collision of two
random choices (A-bit length each) we obtain:

v2ta 1 )
Succt (A, A) <20y + A

suf-cma
+ QSUCCA(HJ\/IAC)’\

1
20
Game Gig. [Pseudo-randomness of ki and ko in
Fv2tamred] In this game the simulator on behalf of the
TPD chooses random k; and k; instead of computing them
using the pseudo random function PRF in the vehicle TPD
registration protocol F2*27**4 during TPD—TA request,

|PTA[win9(fV2ta_req)] — Pry[wing]| <

where the random secret & = a.Q);, was used to compute
ki = HKDF(1,k) (secret key for encrypting Ty2t,) and
ko = HKDF(2,k) (secret key for generating HMAC tag).
Due to the pseudo-randomness of PRF we obtain:

|P7'.A [Winlo (];-vzta—req)] — Prgy [win9]| < 2Advxi_§§)c)\-

Game Gi;1. [HMAC Forgery in F7?*@7*¢9] In this game
the simulation aborts if A queries on the message {m ||
d,0(m) || k,6(m || 4,0(m))} in the V2TA protocol FVZta-x<q
such that ,6(m || 4,0(m)) is a valid HMAC authentication
tag on a TPD—TA request string {m = ;, C(Ty21a), @, ts ||
a,0(m)}. To achieve this, .4 must find a new message/tag
pair, or an old message as long as the output tag was not
previously attached to this message by a legitimate TPD.
If A can do this, we can say that A breaks the SUF-CMA
security of the applied HMAC scheme. Thus:

|Prafwingg (F722=2%)] — Pra[wingo]| < Succf:(f;]f;“jc)x.

Game Gis. [Signature Forgery in FV2*27*¢d] In this
game the simulation aborts if A queries on the message
{m || 4,0(m)} in the V2TA protocol F'?* 2 *°% such that
4,0(m) is a valid ECDSA signature on a TPD—TA request
string {m = ,C(Tyata),, ts}. To achieve this, A must
find a “new” message/signature pair, which is to say that
A breaks the EUF-CMA security of the applied ECDSA
(Sig, Ver) scheme. Thus:

|PTA [win12(fv2ta*rGCI)] — PT_A [Win11]| S SUCC?(EZET‘?M,)X .

Game Gi3. [Indistinguishability of j, C(Ty2t,) in
JFv2ta-red] In this game the simulator replaces the ciphertext
i C(Tyata) with , C(y) = Encrypt (v, k;) for randomly
chosen y in the V2TA protocol FV*°97*¢9 during TPD—TA
request. Note that the request T2, = {id,, @} contains
the vehicle identifier id, and the temporary public key Q:
which is used to establish a Diffie-Hellman shared secret
key by the TA when it responds to this request. Due to the
IND-CPA property of (Enc,Dec) we obtain:

|Pra[wingz(F2527*%9)] — Pry[winis]| < Adv™% P2

A(Enc,Dec)X”

Game Gy4. [Same random secret k' in Fv2t27**5] This
game in the V2TA protocol F'?*27*¢s during TPD<TA
response proceeds exactly as Gs. Thus:

|Prafwinga(F25 )] — Prafwings]| < ﬁ

Game Gj5. [Pseudo-randomness of k) and k5 in
JFv2tarres] This game in the V2TA protocol F 2% 775 dur-
ing TPD<«-TA response proceeds exactly as Gg except
that the random secret k' = b0.Q); is used to compute
ki = HKDF(1,E") (secret key for encrypting T.,,,) and
ki, = HKDF(2,k') (secret key for generating HMAC tag).
Thus:

|PTA[win15(‘/—_-v2ta*reS)} — PT’A [winMH S 2Ad1}34n((?;1§§?>\ .

Game Gig. [HMAC Forgery in F¥?t27*°°] In this
game the simulation aborts if A queries on the message
{m || q.o(m) || xd(m || 4,,0(m))} in the V2TA protocol
Fretamres such that py0(m || 4,,0(m)) is a valid HMAC
authentication tag on a TPD<TA response string {m =
k C(Tya1a), Bsts || a,,0(m)}. To achieve this, A must find
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a new message/tag pair, or an old message as long as the
output tag was not previously attached to this message by
the TA. If A can do this, we can say that .4 breaks the SUF-
CMA security of the applied HMAC scheme. Thus:

|P7"A [Wian(Pzta_res)] — PT‘A [win15” S SUCCf:(fI;;FjC)A .

Game Gq7. [Signature Forgery in FV2***°] In this
game the simulation aborts if A queries on the message
{m || 4,0(m)} in the V2TA protocol F'?*27*<¢ such that
4,0(m) is a valid ECDSA signature on a TPD+TA response
string {m = 4, C(T},),B:ts}. To achieve this, A must
find a “new” message/signature pair, which is to say that
A breaks the EUF-CMA security of the applied ECDSA
(Sig, Ver) scheme. Thus:

|P7‘A [winl’?(‘/—_vata*reS)] — PT‘A [win16]| S SUCCj‘l(j;;;m‘?er)A .

Game Gig. [Indistinguishability of ; C(T,,) in
Fv2tarres] In this game the simulator replaces the ciphertext
k, C(Tha,) with 1 C(y) = Encrypt (y, k1) for randomly
chosen y in the V2TA protocol FV*¢9"**9 during TPD<+-TA
response. Note that the response j; C(T}5,,) may contain
the daily handshaking credentials to join in the V2V com-
munication. Due to the IND-CPA property of (Enc,Dec) we
obtain:

| Prafingg(F2 7)) — Prafwing]| < Adv'os e

A(Enc,Dec)X*

Corollary 2. The V2TA protocol F?® provides anonymity
in the sense of indistinguishability presented in Games Gi3
and Gig. That is, A has a low probability of success in
identifying a vehicle TPD among the set of all vehicles using
its transmitted data.

Corollary 3. The V2TA protocol F¥**® provides unlinkability
in the sense of randomness presented in Games Gy, Gy,
G14, and Gi5. That is, A has a low probability of success in
linking a TPD’s requests among the set of all TPDs.

Corollary 4. The V2TA protocol F'?* provides non-
repudiation in the sense of signature unforgeability in
Games Giz, Gi7. That is, no legitimate party can deny a
signed and transmitted message.

O

Lemma 3. The V2V protocol F"?" in Tap; (vefer to Section
is secure in the following sense: the maximum probability
of success for A to forge a valid broadcast message is a negligible
function of the security parameter A and

V2V

1 .
Succ§ (A, A) <2—— + 5Advidsee

+ ZSUCCeuf—cma

2p(\) APRA Alsig.ven?
suf-cma ind-cpa
+ 2SU’CCA(HJVIAC)>\ + 3AdUA<E%Dec>A'

®)
Proof of Lemma |3] We construct a sequence of games G;,i =
19,---,29 to prove Lemma [3|
Game Gig. [Same random secret k in F'?"] In this
game the simulation aborts if during the interaction the
simulator on behalf of the RSU chooses the same random
secret k = a.Q) in the V2V protocol F"*Y during TPD«RSU
broadcasting. Considering the probability for the collision of
two random choices (A\-bit length each) we obtain:

1
|Prafwinig(F")] — Prafwinig]| < 20(\)

Game Gy. [Pseudo-randomness of k1 and kg in F72V]
In this game the simulator on behalf of the RSU chooses
random k; and k; instead of computing them using the
pseudo random function PRF in the V2V protocol F¥2¥
during TPD<RSU broadcasting, where the random se-
cret k = a.QQ, was used to compute ky = HKDF(1,k)
(secret key for encrypting dp,sy) and ko = HKDF(2,k)
(secret key for generating HMAC tag). Due to the pseudo-
randomness of PRF we obtain:

|P’I‘A[win20(]:vzv)] - PrA[winlg]\ < 2Adpind;sec

A(PRF)X*

Game Go;. [HMAC Forgery in F¥?'] In this game
the simulation aborts if A queries on the message {m ||
dran0(m) || g0(m || a..,0(m))} in the V2V protocol F’2"
such that ,0(m || 4..,0(m)) is a valid HMAC authen-
tication tag on a TPD<«-RSU broadcast string {m =
imCertrsu, i, C(dBrsu), @, ts || a,.,0(m)}. To achieve this,
A must find a new message/tag pair, or an old message as
long as the output tag was not previously attached to this
message by a legitimate RSU. If A can do this, we can say
that A breaks the SUF-CMA security of the applied HMAC
scheme. Thus:

|PTA [Wingl(]:vzv)] —_ P’I"A [WiHQQH S Succjl(f};;;n:c)k .

Game Ggy. [Signature Forgery in FV?'] In this game
the simulation aborts if A queries on the message {m ||
., 0(m)} in the V2V protocol FV?¥ such that 4., o(m) is a
valid ECDSA signature on a TPD<«+-RSU broadcast string
{m = mCertrsu, k,C(dBrsu), @, ts}. To achieve this, A
must find a “new” message/signature pair, which is to say
that A breaks the EUF-CMA security of the applied ECDSA
(Sig, Ver) scheme. Thus:

|Pralwings(F'#7)] — Pra[wing]| < Succjl(fs;?,nxfm»

Game Ggs. [Indistinguishability of 1, C(dprsy) In
F¥?'] In this game the simulator replaces the ciphertext
i C(dBrsu) with 1, C(y) = Encrypt (v, k1) for randomly
chosen y in the V2V protocol 72" during TPD<+-RSU broad-
casting. Note that the RSU’s broadcast-key dp,sy, along
with the daily handshaking credentials, is used to establish a
Diffie-Hellman shared secret key in the V2V communication
(TPD—TPD). Due to the IND-CPA property of (Enc,Dec) we
obtain:

|P7"A[Wi1’123(]:‘72v)} — PTA[Win22H S Advj‘&i:”cf;euy\.

Game Gay. [Same random secret &’ in 2] This game
in the V2V protocol F'*¥ during TPD—TPD broadcasting
proceeds exactly as Gg except that the random secret is k' =

(b X dBta)'QBrsu- Thus:

1
|Prafwing(F)] = Prafwings]| < o5

Game Go;. [Pseudo-randomness of ki, kb, and k' in

F¥?'] In this game the simulator on behalf of the TPD
chooses random k1, k5, and k! instead of computing them
using the pseudo random function PRF in the V2V pro-
tocol F¥?V during TPD—TPD broadcast communication,
where the secret random k' = (b X dpis).QBrsy Was used
to compute ki = HKDF(1,k") (secret key for encrypting
beacon) and kbt = HKDF'(2,k') (secret key for generating
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HMAC tag). The secret key k" = b.Q¢, is used to compute
k! = HKDF(1,k") (secret key for encrypting id,). Due to
the pseudo-randomness of PRF, we obtain:

|PT’A[WiH25(.FV2V)] — P?"A[Win24” S 3Adv;‘“(‘i,'§§)% .

Game Ggg. [HMAC Forgery in F"?'] In this game
the simulation aborts if A queries on the message {m ||
d,0(m) || g o(m | a,0(m))} in the V2V protocol F’*
such that 4;0(m || 4,0(m)) is a valid HMAC authentica-
tion tag on a TPD—TPD V2V broadcast string {m =
ry C(idy), v, C(beacon), B,ts || a,0(m)}. To achieve this, A
must find a new message/tag pair, or an old message as
long as the output tag was not previously attached to this
message by a legitimate TPD. If A can do this, we can say
that A breaks the SUF-CMA security of the applied HMAC
scheme. Thus:

| Pra[wingg(F?Y)] — Pralwings]| < Succil(f};&mjcp.

Game Go7. [Signature Forgery in 7V2V] In this game the
simulation aborts if A queries on the message {m || ¢,0(m)}
in the V2V protocol F'?" such that 4, 0(m) is a valid
ECDSA signature on a TPD—TPD V2V broadcast string
{m = 4y C(idy), p; C(beacon), B,ts}. To achieve this, A
must find a “new” message/signature pair, which is to say
that A breaks the EUF-CMA security of the applied ECDSA
(Sig, Ver) scheme. Thus:

| Pr a[wingz(F V)] — Pralwingg]| < Succi‘(g’ijr’“‘fey,)x.

Game Gogg. [Indistinguishability of ;C(beacon) in
F¥#'] In this game the simulator replaces the ciphertext
k; C(beacon) with 4, C(y) = Encrypt(y,k’,) for ran-
domly chosen y in the V2V protocol F¥*" during TPD—TPD
broadcasting. Due to the IND-CPA property of (Enc,Dec) we
obtain:

|PTA[win28 (.FV2V)] — Pry [win27]| < Adv*rdepa

A(Enc,Dec)X*

Game Gyyg. [Indistinguishability of . C(id,) in F**] In
this game the simulator replaces the ciphertext . C(id,)
with ;Czl/C(y) = Encrypt (y,k’’;) for randomly chosen y
in the V2V protocol F¥*Y during TPD—TPD broadcasting.
Due to the IND-CPA property of (Enc,Dec) we obtain:

|P7"A[win29(.77"2v)] — P?"_A[winggﬂ < Adv'necre

A(Enc,Dec)>*

Corollary 5. The V2V protocol F¥?" provides anonymity in
the sense of indistinguishability presented in Games Gag
and Ggg. That is, A has a low probability of success in
identifying a vehicle TPD among the set of all vehicles using
its transmitted data.

Corollary 6. The V2V protocol FV2¥ provides unlinkability in
the sense of randomness presented in Games Gay, Gas. That
is, A has a low probability of success in linking a vehicle
broadcast messages among the set of all vehicles.

Corollary 7. The V2V protocol F'?Y provides non-
repudiation in the sense of signature unforgeability in Game
Ggs. That is, no legitimate TPD can deny a signed message.

O

Lemma 4. The vehicle key-update protocol F7*"P in T'»y ¢ (refer
to Section is secure in the following sense: the maximum

probability of success for A to forge a valid key-update request (on
behalf of the TPD) and response (on behalf of the TA) in function
of the security parameter X is:

vkup 1 .
Succk (N, A) SZW + 5Advi&i,§ﬁfx+ @

zsuccsuffcma + 2Advind—cpa

A(HMAC)X A(Enc,Dec)

Proof of Lemma [4} We construct a sequence of games G;, 1 =
30,---,37 to prove Lemma

Game Ggg. [Same random secret k,, in F'*"P7*°q] In
this game the simulation aborts if during the interaction
the simulator on behalf of the TPD chooses random k,;, in
the vehicle key-update protocol F"*"?~*¢? during TPD—TA
key-update request. Considering the probability for the col-
lision of two random choices (A-bit length each) we obtain:

|Pralwingn(F0r*)] — Prafuinao]] < 555
Game G3;. [Pseudo-randomness of ki, ko, and k3 in
JFvkue=red] This game in the vehicle key-update protocol
Fvker-red during TPD—TA key-update request proceeds
exactly as Gy except that the random secret k,,, is used to
compute ki, ks, and k3. Thus:

|PTA[win31(]_—vkup—req)] — Pry [wingoﬂ < 3Advi&iﬁ§; .

Game Ggo. [HMAC Forgery in FV<* 9] In this
game the simulation aborts if 4 queries on the mes-
sage {m | k,d0(m)} in the vehicle key-update protocol
Fvkep-red guch that ,0(m) is a valid HMAC authentica-
tion tag on a TPD—TA key-update request string {m =
ref, 5, C(Qt), Tokup, ts}. To achieve this, A must find a
new message/tag pair, or an old message as long as the
output tag was not previously attached to this message by
a legitimate TPD. If A can do this, we can say that .A breaks
the SUF-CMA security of the applied HMAC scheme. Thus:

| Prawings(F2==%)] — Pr4[wing]| < Succh‘“(fI;E“jC)A.

Game Ggz. [Indistinguishability of ;,C(Q:) in
Jvkup-red] In this game the simulator replaces the ciphertext
i C(Q:) with ,C(y) = Encrypt (y,k;) for randomly
chosen y in the vehicle key-update protocol FVkup-red
during TPD—TA key-update request. Due to the IND-CPA
property of (Enc,Dec) we obtain:

| Prg[wings(F e =29)] — Prywing]| < Adv'"S P2

A(Enc,Dec)X*

Game G34. [Same random secret k' in FV<UP~**s] This
game in the vehicle key-update protocol F"*"P7*¢¢ during
TPD<«+TA key-update response proceeds exactly as Gs.
Thus:

—-res . 1
|P’I’A[wil’l34(.7:Vkup )] - PT_A[Wln;ggH < m

Game Ggs. [Pseudo-randomness of k] and &} in
Fvkup-res] This game in the vehicle key-update protocol
Fvkue=res during TPD«TA key-update response proceeds
exactly as Gg. Thus:

|P7“A[Win35(./—'vv}mpires)] — P’I“A[Wirl34“ S 2Ad’l}i&(j:§§(;/\.

Game Ggs. [HMAC Forgery in F7P7*°°] In this
game the simulation aborts if 4 queries on the mes-
sage {m || x,0(m)} in the vehicle key-update protocol
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FVkuemres such that p,d(m) is a valid HMAC authentica-
tion tag on a TPD«TA key-update response string {m =
ref, k,C(Tokup)s Bs T Apar, ts}. To achieve this, A must find
a new message/tag pair, or an old message as long as the
output tag was not previously attached to this message by
a legitimate TPD. If A can do this, we can say that A breaks
the SUF-CMA security of the applied HMAC scheme. Thus:

| Pr[wingg(F<"P77°%)] — Prg[winas]| < Succ®S,om

AHMAC)N *

Game Gg7. [Indistinguishability of ;C(T},,,) in
JFvkup=res] In this game the simulator replaces the ciphertext
kO (T} ) With 1 C(y) = Encrypt (y, k') for randomly
chosen y in the vehicle key-update protocol F*"P~*¢s dur-
ing TPD<-TA response. Note that 7}, ., contains new key-
material. Due to the IND-CPA property of (Enc,Dec) we
obtain:

|PT‘A[WiI’137(]:VkUP7reS)] - P?“A[win36]| S Advind_cPa

A(Enc,Dec)X*

Corollary 8. The vehicle key-update protocol F7*"® provides
anonymity and unlinkability in the sense of randomness
presented in Games Gso, G31, G4, and Gss. Moreover, the
certificate request Tyryp = {R, = k,.P} is generated at
random using a random k,. That is, .A has a low probability
of success in identifying a vehicle TPD among the set of all
vehicles using its transmitted data.

O
The probability of A in winning Game Gay is:

, 0
PTA[WlI’lQ),?] < {2_11()\)

Combining Equations and [ yields the result stated
as the following theorem. O

Theorem 9. If PRF is pseudo random, (Enc,Dec) is IND-CPA
secure, Hash is collision-resistant, (Sig,Ver) is EUF-CMA secure,
and HMAC is SUF-CMA secure (as defined in Section E]), then
Tarz is secure in the following sense: the maximum probability of
success for A to break the security of I'ar; (as defined in Section
is a negligible function of the security parameter X as follows:

Succs™ (A, A) < Sucek (A, A) + Succgvm()\,A)
+ Suce " (A, A) + Sueck (A, A).

vreg

©)

6.3 Security and Privacy Comparisons

The scheme presented by Raya and Hubaux [12] does not
provide unlinkability because a vehicle changes its anony-
mous certificate and private key only after having used
them for multiple messages [23].

Studer et al.’s scheme [14] does not provide unlinkability
and identity privacy, as a vehicle broadcasts its fixed certifi-
cate once a second [43].

Wang et al. [15] propose a system-key update protocol.
This procedure is performed if a cryptographic key breach
occurs, or if a cryptographic key is unknowingly accessed.
However, the procedure uses an old system key to encrypt
and decrypt a new system key (key wrapping). This is ab-
solutely a vulnerability as it produces dependencies among
keying material. If a past system key is compromised, a new
system key is very easily compromised.

Camenisch et al. [18] rely on symmetric authenticated
encryption using temporary keys which are exchanged
among vehicles. As the scheme relies on symmetric-key
cryptography, it cannot provide non-repudiation, and as
a result, no proper traceability and revocation could be
performed in the case of malicious activity. A malicious TPD
can deny the message transmission, so that the TA is unable
to trace it.

Except for the ALI and Wang et al. [15] schemes, none
of the schemes listed in Table [1|take a system-key update
protocol into consideration (for long-term cryptographic
keying material). However, the system-key update protocol
presented by Wang et al. [15] is vulnerable to a known-key
attack.

The master-key and broadcast-key used in the ALI
scheme are periodically updated (e.g., 24 hours and 10 min-
utes, refer to Section and Section [5.3.3). This passive
revocation approach requires vehicles to regularly request
new short-term credentials. These requests will be rejected
if the corresponding long-term credential has been revoked.
Moreover, ALI satisfies the perfect forward secrecy security
requirement and provides a secure key-update mechanism
that does not produce dependencies among keying material
(it does not rely on the old credentials to receive new ones).

Similar to the scheme presented by Camenisch et al.
[18], ALI focuses on authentication with beacon content
encryption, where the encrypted beacons and authentication
tags are generated using different random keys for each
new message. This approach prevents an observer from
identifying which beacon to link to a particular vehicle. As a
result, ALI fully satisfies the unlinkability requirement. The
other schemes listed in Table [1only focus on authentication
without considering beacon content encryption, and as a
result, they fail to provide unlinkability.

TABLE 1
Comparisons of Security and Privacy Properties

Schemes
Properties [12] [13] [14] [15] [17]1 [18] ALI
Authentication v v v v v v v
Identity privacy v v X v v v v
Unlinkability X X X X X v v
Revocation v v X v v X v
Non-repudiation v v v v v X v
Secure key-update X X X X X X v

—Note: The property is satisfied [v']. The property is not satisfied [x].

ALI uses an EUF-CMA secure inner ECDSA signature
on a message to ensure source authentication and non-
repudiation in V2TA and V2V communications (refer to
Section [4.2). To ensure integrity in different phases, AL uses
the encrypt-then-MAC method [44] where the encryption
scheme is IND-CPA secure (refer to Section [4.1.1) and the
MAC is SUF-CMA secure (refer to Section [.1.2). This
method implies that decryption will only be carried on
ciphertext that passed an integrity test. The adversary thus
cannot observe use of the decryption key on ciphertext
which is chosen randomly, since that ciphertext will not
pass the MAC verification and will not be decrypted. Hence,
the ECIES used in ALI should provide Indistinguishabil-
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ity under Chosen-Ciphertext Attacks (IND-CCA) [20]: the
adversary has an additional capability over the IND-CPA,
calling an encryption or decryption oracle for encrypting
or decrypting arbitrary messages before obtaining the chal-
lenge ciphertext.

7 PERFORMANCE ANALYSIS

The investigation covers the Average Computation Time
(ACT) of different operations providing ~ 128-bit security
level used in the aforementioned schemes, including: Ellip-
tic Curve Cryptography (ECC) base point scalar multiplica-
tion (T'5¢2}), ECDSA-256 signature generation (7¢:45) and

mul sign

verification (T“dsa), ECQV-256 public-key certificate recon-

ver

struction (T)57V), AES-128 CTR mode encryption (T8

rec enc

and decryption (T9<%), HKDF-256 (T"*%), SHA-256 hash

dec sha

(Thashy, HMAC-256 (T"me¢), and optimal Ate pairing-382

sh sha

(T]j’g?f). The investigation is performed using the newest
stable release branch (1.1.1 series) of the OpenSSL software
library [45]. All ECC operations (except for GSIS) are eval-
uated over the NIST P-256 curve (achieving 128-bit security
level [46]). As GSIS is a pairing-based scheme [47], [48], the
elliptic curve arithmetic and optimal Ate pairing computa-
tions [49] are over the Barreto-Naehrig (BN) curve [50] in the
evaluation, where the minimum bit-length of p is estimated
as 382 bits (achieving 127-bit security level [51]), an opti-
mistic parameter to use in cryptographic pairings for 128-bit
security level (384 bits p) [25]. The implementation for GSIS
is performed using the newest efficient and stable release
branch (0.5.0 series) of the RELIC cryptographic meta-toolkit
[52]. The experiment for each cryptographic operation in-
volved 10° trials in Debian Linux distribution running on
an Intel Core 2 Duo Processor T6570 (2Megabytes Cache,
2.10 GHz, 4GB RAM). To have more useful results, this
research practically estimates the cryptographic overhead of
the above-mentioned schemes on packet size. Table [2]lists
the results of investigation.

7.1 Computational Overhead

The message generation cost comparison is shown in Table
The ALI needs four scalar multiplications, three HKDF
calculations, two AES encryptions, one HMAC computa-
tion, and one ECDSA signature generation. After Lin et
al. [13], the ALI scheme has the highest broadcast message
signing cost among the other schemes, approximately 0.72
ms. Note that vehicles broadcast one beacon in each short
time frame. That is, the signature verification speed is far
more important than signature generation speed.

The message verification cost comparisons is shown in
Table After Wang et al. [15] and Huang et al. [17]
which have similar verificastion costs, the ALI scheme has
the lowest broadcast message verification delay among the
other schemes (approximately 0.15 ms). The ALI scheme can
approximately verify 7 messages in one millisecond, and 700
messages each 100 ms. This satisfies verification of the upper
bound of the received beacons (222 beacons) discovered in
the simulation studies presented by Baee et al. [10], [16].
Note that message verification in the schemes presented by
Raya and Hubaux [12]], Studer et al. [14], and Baee et al. [16]
includes CRL checking through string comparison which
could be ignored.

7.2 Communication Overhead

Table [ shows the communication overhead for one mes-
sage across the schemes discussed in this paper. The V2V
communication in the ALI scheme (refer to Section [5.3.3)
produces 149 bytes of overhead in total, including: one AES
ciphertext 4 C (id,) = 17 bytes (for 17 digits id,), one ECIES
parameter (ECC point in compressed size) 5 = 32 bytes, one
time stamp ¢ = 4 bytes, one ECDSA signature 4,0(m) = 64
bytes, one HMAC ,0(m || 4,0(m)) = 32 bytes. Note
that the AES-CTR encrypted beacon :C(beacon) has a
size similar to a beacon before encryption, for example
k; C(beacon) = 100 bytes where beacon = 100 bytes. For
this reason, the encrypted beacon size is not included in
communication overhead. Please refer to Table 2/to find the
cryptographic overhead corresponding to each payload.

TABLE 4
Comparisons of V2V Authentication Overhead on Packet Size

Schemes
Properties [12] [13] [14] [15] [16] [17] [18] ALI
Size (byte) 128 432 160 64 97 64 240 149

7.3 Packet Loss Ratio (PLR) Evaluation

This section focuses on a scenario representing the case of
safety-critical message broadcasting to support coordination
and awareness between vehicles on the highway. The sce-
nario considers a uniform presence of vehicles moving on a
highway with the number of 12 lanes (6 in each direction),
where each lane is 3 m wide, similar to the simulation study
presented by [16]. It is assumed that vehicles travel at a
fixed speed 30 m/s (108 Km/h) with an inter-vehicle space
30 m. Moving vehicles generate, sign, and broadcast 249
bytes of messages containing 149 bytes of authentication
overhead plus 100 bytes of encrypted beacon, every 100
ms (update rate of 10 hertz) over a 300 m communication
range for 186 seconds. The scenario also considers an RSU
that transmits broadcast-keys each 100 ms to the roadside,
and the two vehicles v4 and vp, located in the middle
of the highway. The vehicles v4 and vp correspond to a
maximum of received messages from 240 vehicles in their
communication range. For the two vehicles, v4 and vg, the
safety-critical messages are signed and verified using the
ALI V2V broadcast authentication scheme providing 128-bit
security level.

This study uses Veins [53], an open source vehicular net-
work simulation framework. It utilizes the models provided
in the OMNeT++ discrete event simulator [54] and SUMO
simulation of urban mobility [55] for network simulation
and vehicular movement, respectively. The scenario is im-
plemented in the American IEEE 1609 C-ITS standard using
the detailed models presented by Eckhoff and Sommer [56].
The beacons are generated in accordance with IEEE 802.11p
physical layer and medium access control specification [57],
similar to the simulation study presented by [16].

Let pl denote the number of lost packets, Ny, denote
the number of broadcast packets from vp, and N,, denote
the number of received packets from v,. Then, pl will be
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TABLE 2
The Average Computation Time and Cryptographic Overhead of Different Operations

scal ecdsa ecdsa ecqu aes aes hkdf hash hmac oate

mul sign ver rec enc dec sha sha sha pair
ACT (sec) 14x10~% 15x10~% 34x10~* 22x10~* 6.8x10~7 89x10~7 3.7x107% 48x10~7 3.7x10~6 54x10-3
Overhead (byte) 32 64 - 32 - - - 32 32 48

TABLE 3
The Computational Overhead of Different V2V Authentication Schemes During Message Generation and Verification

Schemes Message Generation Overhead (sec) Message Verification Overhead (sec)
(12) Tecdsa = 1.5 x 1074 6.8 X 1074 = TEeds® 4 ey T5E
[13] 3Toate + Thash —1.62 x 1072 2.7 x 1072 + o* = 5Tgate + Thash 4 (2 x Y57 Toate
[14] Tegdsa 4 Thmae — 1,53 x 1074 6.87 x 1074 = Tgsdsa 4 oy TESdoe 4 2TRMmac
[15] 7Thash 4 Thmac — 7,06 x 1076 4.18 x 1076 = Thash 4 Thmac
[16] Tefdse = 1.5 x 1074 5.6 x 1074 = Tgedsa 4 Tred?
[17] Thash 4 Thmae — 418 x 1076 4.18 x 1076 = Thash 4 Thmac
[18] 379¢5 = 2,04 x 1076 2.46 x 1076 = Taes + 279°s
ALI ATscel + 3TANY 4 2T ass + Thinae 4 Tegdse = 7.26 x 10~ 152 x 104 = Taeal + 21500 4 Tger 4 Thymee

[z*] The value z = (2 X Zf;ll Toate), where crl denotes the number of elements in the CRL.

pair

pl = Ny — Nypy, and PLR will be PLR = (pl x 100)/N¢,
in 100 ms. Simulation results show that both vehicles v4
and vp arrived to the highway after 8 seconds, and have
sent 1772 messages and received 1769 messages during 186
seconds simulation time. That is, the ALI V2V broadcast
communication has 0.16% PLR for 249 bytes of message
length. The simulation represented in this section is repeated
to compare the recorded PLR with those in Raya and
Hubaux [12], Lin et al. [13]], Studer et al. [14], Wang et al.
[15], Baee et al. [16], Huang et al. [17]], and Camenisch et al.
[18]]. Results are almost identical, ~ 0.1%.

8 CONCLUSION

This paper presented a new secure, efficient, and privacy-
preserving scheme: ALI broadcast authentication with en-
cryption. ALI combined message authentication with bea-
con encryption to provide a higher level of anonymity com-
pared to existing schemes. ALI uses public-key functional-
ity via symmetric techniques, enabled by in-vehicle TPDs,
permitting authorized vehicles to anonymously exchange
beacons with other vehicles within communication range.
This anonymity was conditional: a trusted authority can
resolve disputes and track malicious vehicles. ALI can be
used for both V2I and V2V communications. Moreover, this
novel scheme utilized the ECQV public/private key pair in
the C-ITS protocol design, for the first time. ALI has low
computational and communication overhead compared to
the schemes based on pseudonymous certificates and group
signatures. The in-depth security analysis supported by
formal security proof demonstrated that ALI can effectively
satisfy the security (IND-CCA) and privacy requirements.
The scheme produced only 149 bytes of cryptographic
overhead and handled authentication of approximately 700

broadcast messages every 100 ms on a 2.10 GHz Intel Core
2 Duo Processor, suitable for heavy traffic conditions.
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