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Abstract

After the Silk Road closure, many studies started focusing on the trend and patterns
of darknet-related crimes in the 2010s. This first study combined a systematic lit-
erature review and bibliometric analysis in the field. This study clarifies 49 articles
in criminology and penology among 1150 publications relating to the darknet on
the Web of Science database to review and analyze the research evolutions of this
topic in the last decade. The main findings point out (1) almost all leading authors
with their most influential papers came from the Global South with predominant
contributions; (2) unbalancing publications between regional scholars and their
institutions and countries although the darknet-related criminals occurred and oper-
ated without border; and (3) some specialized themes have identified to call fur-
ther extensive research such as policing interventions in the darknet and flows of the
cryptocurrency in cryptomarkets, among others.

Keywords Darknet - Criminology - Policing - Cryptocurrency - Network - Silk road

Introduction

People use the darknet,! the most popular being The Onion Router, known as Tor
(Demant et al. 2018a, b; Lacson and Jones 2016; Martin 2014a, 2014b). According
to the latest report (2021), the Tor network is the largest darknet and contains most

! For the terminology, to distinguish with the surface (clean) net/web (which only cover around 5% in
the world wide web), there are different usages to describe the deep net/web (95%), including small dark
net/web channel. With this article’s aim, for short name: Darknet will be preferred to use frequently.
It does not mean to different with the rest of the meaning with others (see more detail 14 keywords in
"Database and Keyword-Based Search" section).
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channels for those lovers, with at least 200,000 onion services worldwide in mid-2020
(servers inside the 7or darknet). Although it is possible to provide a specific estimate
of the number of darknet users in a country, it is not feasible to precisely identify their
reasons for using darknets (Laferriere and Decary-Hetu 2022; Munksgaard and Tzan-
etakis 2022; Tor 2021). In theory and practice, salient motivating factors appear to
be the protection of privacy and circumventing online censorship in addition to those
who commit cybercrimes (Moeller et al. 2021; Munksgaard et al. 2021). It led to
the reality that cybercriminal use of darknets varies. For some, it is a place to access
illicit goods and services where products available include firearms and ammunition,
hacking tools and services, child sexual exploitation material, and a wide variety of
trade of payment card information and counterfeit documents (Leclerc et al. 2021;
Roddy and Holt 2022; Wilson 2020; Wronka 2022). For others, it is a springboard to
launch cyberattacks, while for others, it is a place to exchange and trade cryptocur-
rencies and anonymous communication applications or to provide legitimate privacy
(Johnson et al. 2020; Kamphausen and Werse 2019). Particularly for illicit drug mar-
kets (including cocaine, heroin, and opioids), the UNODC World Drug Report 2022
estimates that people who purchased drugs over the Darkweb continued a marked
increase from January 2014 to January 2021, followed by a decline until January
2022. Accordingly, the costs were estimated at just $315 million per year based on
calculations from drug-related transactions on 19 major darknet markets monitored
from 2011 to 2020 (UNODC 2022b, p. 57). Their geographical markets are no longer
limited to Western countries when they expand to Eastern Europe, Latin America,
Asia, and Africa (UNODC 2022a, b). Although darknet markets accounted for a
small share of drug transactions, their smoldering activities have been maintained
over the past years (Décary-Hétu and Giommoni 2017; Demant et al. 2018a, b; Lac-
son and Jones 2016; Martin 2014a, 2014b). Data collection on 38 major global dark-
net markets, 2011-2021, reflected that user interfaces increasingly allow vendors as
friendly options as possible. For instance, they can bulk order and combine orders of
different products into one and/or multiple shipments daily (UNODC 2022a). As a
result, it makes it more difficult for law enforcement to find and triage priority threats.
While there is an overall lack of consistent, quantitative, and qualitative data from
law enforcement agencies, there is also lacking a bibliometric analysis and/or system-
atic literature review (SLR) to provide the trends and patterns of these concerns.

As one of the burgeoning fields in cybercrime, the volume of content on dark-
nets and the number of people using them (especially 7or) is growing continuously.
Although not all darknet activities are illicit (Mirea et al. 2019), organized crimi-
nals working within the darknet constantly develop their capabilities, security mech-
anisms and business practices (Gupta et al. 2021; Rojas-Sanchez et al. 2022). As
darknets strengthen their levels of security, gaining access and having a meaningful
impact have become more complicated and costly, making it increasingly difficult
to achieve progress at an individual research level (Demant et al. 2018a, b; Martin
2014a; Martin and Christin 2016). Instead, conducting a SLR based on the previous
darknet-criminal studies is necessary to call for specific focuses with evidence-based
research in future (Roemer and Borchardt 2015).

There are a few systematic reviews about the evolution of the darknet. Two of
those came from Australian institutions. One of three researchers of the School of
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Information Technology, Deakin University and their colleague in the College of
Computer and Information Sciences, King Saud University, Riyadh, Saudi Arabia
(Nazah et al. 2020) to review the evolution of the dark web threat analysis and
detection. The other is a review of the dark web by three researchers from the
School of Computing and Information Systems University of Melbourne (Gupta
et al. 2021) to review the dark web phenomenon. Others have contributed to
assessing the impact of the dark web on online anonymity and privacy (Beshiri
and Susuri 2019) and evaluating the secure end-user experience on the darknet
(Tazi et al. 2022). The author also quickly searched Security Journal with the
term ‘dark web’ or ‘dark net.” As of July 2022, except for one article (mentioned
about dar web/net by Mirea et al. (2019), there were no more studies to assess the
darknet-related criminalities among 25 (dark web) or 19 (dark net) results. Fur-
thermore, in the total of 35 volumes in 35 years of Security Journal’s publication,
there are no studies to systematically review darknet-related criminals since the
Silk Road and its dismantled in the 2010s. This article will conduct SLR and vis-
ualize bibliometric analyses in criminology and penology to categorize the exist-
ing research on darknet-related criminals. As the most contributions of the paper,
the combination of SLR and bibliometric methods allows for finding the main
topics, authors, sources, most cited articles and countries (Linnenluecke et al.
2020; Rojas-Sanchez et al. 2022). It helps the readers know the darknet-related
criminals’ conceptual, intellectual and social structure (Beshiri and Susuri 2019;
Gupta et al. 2021; Nazah et al. 2020; Tazi et al. 2022). To obtain these objectives,
there are six research questions (RQs) following:

e RQI: What are the trends concerning demographics, data sources, and temporal
trends in the darknet? ("Overview of the identified publications" section)

e RQ2: Which is the main journal with its related citations on the darknet’s topic?
("Main publication’s sources with its related citations" section)

e RQ3: Where are the leading author’s countries in darknet research? If so, how
does their local and global citation record? ("Author’s contributions and their
affiliations and countries" section)

e RQ4: What are the most influential papers, and who are the leading authors in
darknet-related criminals? ("Leading publication with its related influences" sec-
tion)

e RQS5: How did the identified themes concerning darknet-related criminals evolve
during the past ten years? ("Thematic evolution in the darknet-criminal con-
cerns" section)

e RQ6: What and how do the authors share and collaborate to research darknet-
related criminals? ("Scale of co-authors’ collaboration in the darknet-related
criminals" section)

To some extent, it is the first study that applies bibliographic mapping approaches to
visualize bibliometric information and findings from an SLR via applying the Bib-
lioshiny software to review and illustrate the trend and pattern of darknet-related
criminals in the last decade. Below, the article first describes some key concepts
and discusses the methods and tools used in this study. Later, the author interprets
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the results of the SLR and bibliometric analyses before discussing past, present, and
likely future research.

Methods
Systematic literature review

Literature reviews play a significant role in every field of study as they provide a
summary of the evidence needed to inform new research projects (Pickering and
Byrne 2014; Pickering et al. 2015; Tranfield et al. 2003). Particularly, with the new
areas in cybercrime/cybersecurity, reviewing the literature system provides policy-
makers, academics, practitioners, and law enforcement agencies with the whole pic-
ture of the darknet from its previous studies (Beshiri and Susuri 2019; Gupta et al.
2021; Nazah et al. 2020; Tazi et al. 2022). Yet, it also contributes to the call for
further research to fix any potential gaps through the process of the SLR in crimi-
nology and penology (Suzuki et al. 2018). In comparison, the narrative literature
reviews provide a synthesis or description of the existing literature without using
any quantitative measures; an SLR offers a replicable, transparent and comprehen-
sive means of identifying relevant material (Pickering and Byrne 2014; Pickering
et al. 2015).

Several data acquisition and clean-up strategies have been used to address the
above six RQs. They include keyword identification, database identification and
keyword search, and expert advice on relevant literature (Tranfield et al. 2003). Both
quantitative and qualitative methods have been utilized to systematize and interpret
the data. "Database and keyword-based search" and "Inclusion and exclusion cri-
teria" Sections describe the selected quantitative methods and the research tools in
"Bibliometric research tools" section. Some bibliometric methods include a citation,
co-citation (Small 1973), co-authorship and network analyses (Peters and van Raan
1991). From the obtained data, prominent research themes have been identified and
described (Gupta et al. 2021; Nazah et al. 2020). Moreover, to better understand the
fields and bodies of literature, the current article quantitatively analyzes the geogra-
phies of case studies and theoretical and conceptual frameworks utilized in the pub-
lications relating to the darknet and its related criminals. A key benefit of using this
method is that it highlights the existing literature’s diversity, spread and gaps.

Database and keyword-based search

Several darknet publications can be found in databases such as Scopus, Clari-
vate Analytics’ Web of Science, Association for Computing Machinery (ACM)
Digital Library, IEEE Xplore, Criminal Justice Abstracts (EBSCO), PubMed, and
Cochrane. However, three main reasons led to focusing on only the Web of Science
database (WoS). First, the author is holding a Research Fellow in Cybercriminology
to set up a new course relating to the darknet and its impacts on criminal activi-
ties in the digital age. To some extent, this first SLR article will review previous
publications in cybercriminology rather than others. Second, this article combines
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SLR and bibliometric analysis to review and visualize the trend and pattern of
darknet-related criminals. Currently, it is a burgeoning field in cybercriminology’s
sub-field and cybersecurity degrees at the University of Queensland. This SLR is
the first kick-off approach without co-authors who are similar interests. Thus, with
one new researcher, I prefer to focus on one main resource, WoS, rather than cover-
ing all those resources, which should be called for further collaborations with more
than two above scholars in subsequent studies (Pickering and Byrne 2014; Picker-
ing et al. 2015; Suzuki et al. 2018). Some leading authors in bibliometric analysis
(Aria and Cuccurullo 2017; Cuccurullo et al. 2016) also recommended that scholars
should be kept in mind to select one source rather than a mix of multiple sources to
avoid conflicts in calculating. Lastly, compared to WoS and Scopus, the classifica-
tion of criminology and penology publications has only been indexed in the WoS
database, not by Scopus. Thus, it is satisfied with the specific aims of this SLR’s
articles to downsize into small inches.

The author searched through five digital scholarly databases on the WoS (Clari-
vate), namely Emerging Sources Citation Index (ESCI), Conference Proceedings
Citation Index — Social Science & Humanities (CPCI-SSH), Social Sciences Cita-
tion Index (SSCI), Science Citation Index Expanded (SCI-EXPANDED), Arts
& Humanities Citation Index (A&HCI). Based on the basic steps of the Preferred
Reporting Items for Systematic Reviews and Meta-Analysis (PRISMA), the result
of searching and scanning is illustrated in Fig. 1. The selection process was based
on iterative evaluation. I started by defining appropriate keywords for darknet-based
research, which is quite similar to some previous studies (Beshiri and Susuri 2019;
Gupta et al. 2021; Nazah et al. 2020; Tazi et al. 2022). The search terms were identi-
cal throughout the five WoS digital libraries. They included the following 14 terms:
“Deep Web” OR “Dark Web” OR “Dark Net” OR “Deep Net” OR “Deepnet” OR
“Deepweb” OR “Darkweb” OR “Darknet” OR “Hidden Web” OR “Hidden Net” OR
“Tor” OR “Invisible Web” OR “Invisible Net” OR “Cryptomarket.” In this paper,
the terms ‘dark net’ (or ‘darknet’) and ‘dark web’ (or ‘darkweb’) are sometimes used
interchangeably, referring to an invisible and/or hidden online system on the Inter-
net. For the first step, there were 1,150 results from those five databases as of this
writing (July 2020).

Inclusion and exclusion criteria

Our selection standards for the corpus required that all papers be: (1) research
papers or articles published in peer-reviewed journals or conferences to ensure aca-
demic integrity best; (2) published in English only; and (3) made available by 30
June 2022. These selection criteria were chosen to ensure all papers were held to
a high academic standing in the WoS system and could be accessed and analyzed.
Moreover, papers were excluded if: (1) the content analysis showed that the research
was not directly related to the darknet or darkweb; (2) they were presented as a work
in progress, posters, extended abstracts of book series or any other form apart from a
complete paper; (3) the full text was not available despite having privileged adminis-
trative access; and (4) the collected articles were part of book chapters. At the end of
this step, we had 899 papers (Fig. 1).
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Fig. 1 PRIMAS for the darknet-related criminals

The author conducted a manual title and abstract-based screening to remove
irrelevant papers. Targeting only criminology and penology, and thus, 850
papers were excluded at this stage. Instead, only 49 articles were satisfied to
enter the final step (Fig. 1). Regarding the darknet-related criminals in this field,
these selected articles were classified into psychology social, sociology, law,
psychology clinical, social sciences interdisciplinary, and linguistics. For the
last one, the linguistic article (Chiang et al. 2020) was not accessible to collect
via the University of Queensland’s library system; the author reached out to the
authors via email to access the full text.

¥



Foundations and trends in the darknet-related criminals in...

PCA, MDS, MCA,
Clustering
, 4 Data i |
* Factorial Map
‘ j + Dendrogram
* Semantic Map
Mapping
* Network Map
Network Matrix
Creation
Bibliographic Coupling, Co-citation,

Collaboration, Co-occurrence, and
Historiographic Analysis

Data Loading

I Descriptive Document x Attribute
& Converting

Bibliometric Analysis Matrix Creation

Fig.2 Flows of the Biblioshiny tool

Bibliometric research tools

One of the common methods of bibliometrics, citation analysis, has been performed
for the SLR (Linnenluecke et al. 2020). In the case of SLR, bibliometric studies give
an overview of what publications affected the subsequent articles and others (Cuc-
curullo et al. 2016). Moreover, citation analysis permits the identification of leading
journals, research affiliations, and other data types for bibliometric analysis (Aria
and Cuccurullo 2017).

Main functions of the bibliometric analysis

Bibliometric is an open-source tool for executing a comprehensive science mapping
analysis of scientific literature. It was designed in R language to be flexible and easy
to integrate with other statistical and graphical packages. To some extent, thus, it
is a tool used worldwide (85 countries) with over one thousand publications (as of
April 2022) in the last four years (2018-2022), with an increased rate on average
of 91.94% (Bibliometrix 2022). In technical, bibliometrics provides diverse path-
ways for importing bibliographic data from Scopus, WoS, PubMed, and Cochrane
databases (Aria and Cuccurullo 2017). However, merging WoS and Scopus collec-
tions with others, which are very different approaches to codifying the bibliographic
metadata, is a complex task without open-access software (Aria and Cuccurullo
2017). Thus, the current study uses the Biblioshiny app, a web-based app included
in the bibliometric package to support plain text files for WoS, to analyze and build
data matrices for co-citation, coupling, scientific collaboration, and others (Fig. 2).
With Biblioshiny, bibliometrics has become very user-friendly, even for those with
no coding skills and knowledge, including myself (Aria and Cuccurullo 2017).
After collecting the final listing (n=49 articles), it is saved as plaintext to work
smoothly in the Biblioshiny environment. The compiled file was imported into the
Biblioshiny, which allows for creating and analyzing citation networks, clusters of
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publications and core publications (Aria and Cuccurullo 2017; Cuccurullo et al.
2016). As part of the technical defaults in the Biblioshiny software, only the top
twenty most cited publications should be prioritized to visualize in the network to
ensure the quality of the image. Furthermore, this volume’s size (20) is the default
parameter by the Biblioshiny software users to show the most important citation
connected within the collection (Aria and Cuccurullo 2017; Cuccurullo et al. 2016;
Linnenluecke et al. 2020). Biblioshiny retrieved the reference lists from the SLR
database to analyze citation networks for quantitative analysis. The Biblioshiny cre-
ated graphs that depict network layout, degree centrality, and clustering. The size
of nodes represents the degree of centrality: the larger the node, the more times it
was mentioned within the SLR database for quantitative analysis. In addition, the
thickness of the edges represents the number of times the two connected nodes were
mentioned together, indicating their relevance to each other. The networks were
default distributed from the largest to the smallest on the graph.

Interpretations from biblioshiny software

The article utilized R software to analyze bibliometrics via conducting the Bibli-
oshiny app. It provides an overview of data collection and analyzes three level met-
rics (source, author, and document) and three knowledge structures (conceptual,
intellectual, and social). This tool analyzed two sets of data—keyword co-occur-
rence and co-authors co-occurrence—in two stages. One is to show the full network,
and the other is to narrow it down for further analysis. In the case of the author’s
keywords, the study filtered out those combinations that occur only once in the net-
work. The network analysis illustrated and calculated all these figures with their ver-
tices (also called nodes or points) and edges (also called links or lines) to create
science mapping in the Biblioshiny tool. The bigger the node’s size, the more fre-
quently the keyword is used. The thickness of the links between the nodes represents
the number of times pairs of the author’s keywords occur (the thicker the line, the
more often the pair of words is used).

The Biblioshiny allowed analysis of four main areas for the author’s contribu-
tions. One is to focus on the author’s production over time, their most relevant pub-
lications and cited time. Two is to look for the author’s most relevant affiliations at
the time of publishing. Three is to compare the author’s countries based on three
main criteria (corresponding author’s country, country scientific production, and
most cited countries). It also allowed for analysis of the scale of the collaboration
network between authors, affiliations, and countries. Last, using Finally, utilizing the
co-citation network (the intellectual structure) and the collaboration network (the
social structure) identifies the scale of the author’s collaborations in research.

This tool used three main functions to identify the leading paper and its impacts
on the field. One is to examine each article’s two most important figures, local cita-
tion score (LCS) and global citation score (GCS). The former refers to the author’s
citations by one of the 49 articles. The latter receives citations from any biblio-
graphic database (WoS, Scopus, etc.) and/or different fields (rather than only crim-
inology and penology). Two is to compare the cited references in each article to
understand the scope of the theoretical and applicable resources in writing. Three is
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to visualize the top-ranking keywords and their trend topics in darknet-related crimi-
nals among 49 articles by conducting the WordCloud’s function in the Biblioshiny.
The font size of the words represents the frequency of occurrence of the keyword.
Besides that, the three-field plot in the Biblioshiny software, a Sankey Plot, sum-
marizes the relationship among different fields. They include authors, affiliations,
countries, keywords, references, titles, abstracts, sources, and cited sources. It helps
identify the top keywords in darknet-related research and leading authors to some
extent. The current paper compares the top keywords, authors, journals, and refer-
ences they used based on these.

Finally, to determine the thematic map and evolution in the timespan among arti-
cles, applying a clustering algorithm on the keywords in the Biblioshiny has two
main meanings. One is to reflect the importance of the theme/topic in the entire
research field (centrality), and the other is to measure the theme’s development (den-
sity) (Aria et al. 2020). Each bubble represents a network cluster to provide the cen-
trality and density of each theme/topic (Aria et al. 2022). The bubble name is the
word belonging to the cluster with the higher occurrence value. The bubble size is
proportional to the cluster word occurrences, while the bubble position is set accord-
ing to the cluster Callon centrality and density (Aria and Cuccurullo 2017). Accord-
ingly, the R language will be classified these thematic maps into four main groups,
namely (1) motor themes, (2) basic and transversal themes, (3) emerging or declin-
ing themes or (1) highly developed and isolated themes (very specialized/niche)
(Aria et al. 2022; Cobo et al. 2011).

Findings and interpreting analysis
Overview of the identified publications

All the analyses indicated in the following were carried out with the open-source
R package bibliometrics via the Biblioshiny software. Table 1 shows the timeline,
sources, annual scientific production, average citations per year, and references. It
reflects the main information about data, including (1) document types, (2) docu-
ment context, and (3) authors’ collaborations.

Accordingly, the main information about this study’s collection shows that
research on the darknet and its related criminal activities was published in 2014. The
timespan in the current systematic literature review was recorded between 2014 and
2022. There are 49 articles to be written by 113 authors, including single-authored
(n="T) and multi-authored documents (n=106). The average year from publication
is 2.77; however, there was no publication in 2015 in the timeline. If only one pub-
lication was released in 2014, 11 articles were in 2021, which boosted the annual
growth rate by 16.99% (Fig. 3). The average number of citations per document is
9.959%, while the article published in 2014 collects the highest number of average
total citations per year (14.6%).

To identify the top keywords in the darknet-related research and leading
authors, I used the bibliometric’s three-field plot to compare the top keywords,
authors, journals and references. Focusing on the top keywords, Fig. 4 shows that
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Table 1 The main information
about the darknet-related

publications

Articles

Description Results
Main information about data
Timespan 2014:2022
Sources (Journals, Books, etc.) 24
Documents 49
Average years from publication 2.77
Average citations per document 9.959
Average citations per year per doc 243
References 1946
Document types
Article 43
Article; early access 6
Document contents
Keywords plus (ID) 109
Author’s keywords (DE) 135
Authors
Authors 113
Author appearances 136
Authors of single-authored documents 7
Authors of multi-authored documents 106
Authors collaboration
Single-authored documents 7
Documents per author 0.434
Authors per document 231
Co-Authors per documents 2.78
Collaboration index 2.52

Annual Scientific Production

Year

2014

2018

2018

Fig. 3 The annual scientific production

B
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all the top twenty authors focused on three main areas. They include (1) the dark-
web with its related illicit markets (drugs, tobacco, firearms, and identity theft),
(2) the form of exchange on the dark net (cryptocurrency) and (3) policing in
cybercrime/cryptomarkets. As relevant approaches, for instance, the top authors
(Rasmus Munksgaard, David Décary-Hétu, Thomas Holt, Jin Lee, Alli Malm,
and Jakob Demant) with their specific articles also concentrated on these key-
words as part of their empirical studies between 2014 and 2022. Most of these
articles were also published in the top criminology and penology journals’ rank-
ings, including the Global Crime, Trends and Issues in Crime and Criminal Jus-
tice, the Deviant Behavior, the British Journal of Criminology and the Interna-
tional Criminal Justice Review, with three or four times.

Using WordCloud’s function in the Biblioshiny software, Fig. 5 points out that
silk road’ is the most frequent word with nine times. Three words are equal
usage with seven times (‘cryptomarkets,” Internet’ and ‘trafficking’).

Document (or citing document) refers to a scientific document (Article, review,
conference proceedings, etc.) included in a bibliographic collection. Reference
(or cited reference) refers to a scientific document included in at least one of the
document’s reference lists (bibliography). In our collection, we have 1946 refer-
ences cited in the 49 articles in which the reference publication year spectroscopy
is a quantitative method for identifying the historical origins of the research field
and topic to identify the temporal roots of a discipline. Figure 6 indicates that
while the earliest article was cited in 1928, the highest point of authors to use
references in their articles was recorded in 2016, with 269 different publications’
references. However, we must identify each document keyword and its related
references (Aria and Cuccurullo 2017).

Conducting the three-field relationship among top authors, references they cite
and keywords they use, we can identify the top authors among 113 authors in 49

3
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Fig.6 The Reference publication year spectroscopy

articles. Figure 7 points out that the article of James Martin in 2014 is the leading
author with 42 times re-cited in the top authors’ references.

Main publication’s sources with its related citations

A source is a journal article published in one or more documents in our biblio-
graphic collection. In the current study, in our collection, we have 24 different jour-
nals. According to Fig. 8, the highest rates include six times for Deviant Behavior
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Fig.7 The three-field relationship among top authors, references, and citation
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Fig. 8 The most relevant sources

N. of Documents

and five times for the American Journal of Criminal Justice. Both the International
Journal of Cyber Criminology and the Journal of Money Laundering Control were
equal, with four articles each. Similarly, there were three times per each in the Jour-
nal of Criminal Law, the Trends and Issues in Crime and Criminal Justice, and the
Victims and Offenders. While there are four journals to be selected to publish two
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Fig. 9 The most local cited sources

articles per each, the rest of the journals have only one time occurred from 2014 to
2022.

A cited source is a journal included in at least one of the document’s reference
lists (bibliography). Regarding the most locally cited source (from the reference
list), our current collection has recorded 1,946 references being used in 49 articles.
Figure 9 illustrates that the International Journal of Drug Policy is the highest in our
collection, with 133 times. It is around threefold with the second and third one, 44
for the British Journal of Criminology and the Global Crime and 43 for the Deviant
Behavior. Although Criminology is often ranked as the top-ranking journal in crimi-
nology and penology, it has been cited in the eighth selection (n=20) in our current
collection. However, it does not mean these journals will cover the most important
darknet-related articles.

This study used Bradford’s law to determine a ’core’ journal in a discipline and
eventually focus the analysis on the core zone document. In theory, Bradford’s law
is a first-described pattern that estimates the exponentially diminishing returns of
searching for references in science journals. One formulation is that if the num-
ber of articles or journals in a field is into three groups, each with about one-third
of all articles, then the number of journals in each group will be ratioed to 1:n:n2
(Bradford 1934). Within the scope of Bradford’s law, if the journals are arranged in
descending order of the number of articles they carried on the field, then successive
zones of periodicals containing similar productions of articles on the subject form.
In particular, it is called the first zone, the nucleus of journals devoted to the subject,
while the other journals will be divided into ‘zones’ of decreasing relevance to the
field (Peritz 1990). In our collection, Zone 1 will cover four to six articles; Zone 2 is
between two and three, and Zone 3 is only one.

According to Fig. 10, among 24 publications, the core (Zone 1) is composed
of just four journals out of 49. They include Devian Behavior (six papers), the
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Fig. 10 The Bradford’s law classification

American Journal of Criminal Justice (five), the International Journal of Cyber
Criminology and the Journal of Money Laundering Control (four per each). Six
journals are gathered at Zone 2, the Journal of Criminal Law, the Trends and Issues
in Crime and Criminal Justice, the Victims and Offenders, the Crime, Law, and
Social Change, the Global Crime, and the Sexual Abuse—A Journal of Research
and Treatment. The rest of the journals belong to Zone 3. Surprisingly, the high-
est journal’s locally cited source (the International Journal of Drug Policy) was
excluded from these three Zones (see reasons in "Implications" section).

Biblioshiny also allows calculating the source local impact of publication via
scoring the Hirsch index (H-index), an author’s (or journal’s) number of published
articles (h), each of which has been cited in other papers at least h time. Figure 11
indicates that the highest H-index of the journal is three, and the lowest is one.
Among the top 20 journals are two leading journals (Deviant Behavior and Victims
and Offender), while six journals rank second with the 2’s H-index. The rest of the
productions (n=11) get the 1’s H-index.

Author’s contributions and their affiliations and countries

In our collection, one hundred and thirteen authors have written forty-nine articles.
The rate of documents per author is 0.434, and the number of authors per docu-
ment is 2.31. Among the top twenty most relevant authors, Fig. 12 indicates that
two authors with six documents ranked at the top, David Décary-Hétu and Thomas
Holt, accounted for 12.2%. While Rasmus Munksgaard ranks second with five arti-
cles (10.2%), both Jin Lee and Jakob Demant are next ranked with three documents
per each (6.1%). While five authors published two articles (4.1%), the rest of those
authors released one document at a time.
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Fig. 12 The most relevant authors

Regarding the most locally cited authors among 113 authors, Fig. 13 shows that
in comparison to 20 top-ranking authors, all articles of David Décary-Hétu have
counted as number one with at least 16 citations per year from other authors. James
Martin’s publications are ranked second with 15 times, while Luca Giommoni is
third with ten times. Noticeably, not all 49 articles of 113 authors have been cited
by their colleagues (in our current collection) after publishing. Instead, nearly
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Fig. 13 The most local cited authors

one-quarter of those authors (n=26) only received citations one to three times
between 2017 and 2022. Even as of this writing, more than 65% of authors have not
recorded any citations.

For the author’s production over time, around 6% of these documents (n=7)
were written by a single author. The rest of the publications have been collaborated
by over two authors (n=106, around 94%). On average, 49 articles/113 authors
per document is 2.31 in the timeline from 2014 to 2022. In particular, to calculate
the author’s productivity, the Biblioshiny software allows using Lotka’s law which
describes the frequency of publication by authors in any given field. In theory, Lot-
ka’s law is an approximate inverse-square law where the number of authors publish-
ing a certain number of articles is a fixed ratio to the number of authors publishing a
single article (Bookstein 2008). In our current data (2014-2022), almost all authors
(n=103) published only one document, while only two authors published six arti-
cles as the highest productions (Table 2). To some extent, thus, Lotka’s law states
that as the number of articles published increases, authors producing many publica-
tions become less frequent (Bookstein 2008).

Regarding author affiliation, 67 addresses are recorded in our timeline’s collec-
tion (Fig. 14). While there are nine affiliations to claim their author production with
twice the time, the rest of the 50 is only one. For ranking, among the top twenty list-
ings, the University of Montreal, the Michigan State University and the Australian
National University hit the top ranks, with eight, six, and five times, respectively.
Alongside Georgia State University and the University of South Florida, three non-
American universities (Northumbria University, University of Copenhagen, and
Adu Dhabi University) are equal contributions, with three articles each.
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Table2 The rate of publication

Documents written N. of authors Proportion
per author of authors

1 103 0.912

2 5 0.044

3 2 0.018

5 1 0.009

6 2 0.018

Most Relevant Affiliations

UNIV MONTREAL °
MICHIGAN STATE UNIV °
AUSTRALIAN NATL UNIV °

ABU DHABI UNIV

GEORGIA STATE UNV

NORTHUMBRIA UNIV

UNIV COPENHAGEN

UNIVS FLORIDA

E 'GEORGE MASON UNIV
‘SAM HOUSTON STATE UNIV
UNIV MANCHESTER
AUTONOMOUS UNIV CIUDAD JUAREZ

CARDIFF UNIV

“Ull

4
Articles

Fig. 14 The most relevant affiliations

Although 96% of co-authors (n=106 authors) are in 49 articles, their country’s
corresponding address is only 11 countries when publishing. In particular, the US
is the highest, with 21 articles, while the UK and Australia are next, with seven
and six, respectively. The fourth one is Canada, with three productions. The rest of
the European countries (Germany, Denmark, the Netherlands, Norway, and Slove-
nia) and the Asian representative (the United Arab Emirates) are the next, with one
article per each. However, the most cited countries among these 11 nations differ
from their author’s corresponding countries. As illustrated in Fig. 15, except for the
predominant position of the American productions with 160 times, while Australia
(n=149) shifted the second ranking of the UK (now is the only fifth position with
16 times), representatives from Canada, Denmark, and Norway follow up (70, 54,
and 22, respectively). Only Italia has not yet received any citation in this indicator.

In terms of country scientific production from the author(s), the map indicates
that South Korea (n=1) with Jeyong Jung’s (from the Korean National Police,
Seoul) collaborations with Mirea et al. (2019) replaced the United Arab Emir-
ates to become the unique Asian country in the ranking (Fig. 16). As a similar
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Fig. 16 The country scientific publication (The color intensity is proportional to the number of publica-
tions)

number of the article by those South Korean authors, five European countries
(Italy, Norway, Portugal, Slovenia, and Spain) and one Norther American (Mex-
ico) published only one paper. Again, the US continues to hold the first ranking
(n=42), while Australia and the UK are similar productions (n=15).
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Leading publication with its related influences

As mentioned above ("Bibliometric research tools" section), the Biblioshiny soft-
ware determines each production’s scale of LCS and GCS. It is calculated by bib-
liometric analysis of the whole reference set, known as the most influential papers.
These indexes are the two most cited document levels to reflect on the leading article
of the author. Thus, it determines the most influential darknet-related research pub-
lished in the last decade since the Silk Road cryptomarket was established in 2011.
By doing this, the figure will allow academics, policymakers, and practitioners bet-
ter understand the state of the art and discover the linkage among authors in this
field.

This article used a historiographic map of the paper in the Biblioshiny software to
define and measure the influence or impact of a research article. I mapped the top 20
articles concerning darknet-related issues. Nodes name specific articles in our col-
lection and sort the main bibliography in ascending order by timeline. A dash-line
arrow pointing from one node to the next, usually to older papers, informs the cita-
tion nexus between articles. The circles represent the full document title, while their
size (LCS and GCS) indicates the detailed scores. It is only displayed in the Bibli-
oshiny for bibliometrics (with support from R language) unless you hold the mouse
at each point you want to check. Alternatively, I extracted this historiographic index
into an Excel table to show the specific scale of each article.

Figure 17 and Table 3 show the historiography map of the most influential papers
in darknet-related concerns based on the 20 most highly cited papers in LCS and
GCS. Based on this intellectual structure’s metric, with 14 LCS and 117 GCS, the
paper — Lost on the Silk Road: Online Drug Distribution and the ‘Cryptomarket’
(Martin 2014b) has recorded the highest score in the historical direct citation net-
work. Historically, it is the earliest publication among our 49 collections in criminol-
ogy and penology, focusing on darknet-related issues. However, the same topic (Silk
Road) written by Lacson and Jones (2016) — The 21** Century DarkNet Market: Les-
sons from the Fall of Silk Road, only ranked eighth position among GCS (n=19).
Next year later, the empirical study of Décary-Hétu and Giommoni (2017)—Do
Police Crackdowns Disrupt Drug Cryptomarkets? A Longitudinal Analysis of the
Effects of Operation Onymous examines the policing interventions to combat illicit
drugs trading on the darknet. It ranks as the second most influential paper, with
ten LCS and 67 GCS. Using the DATACRYPTO software to crawl 15 cryptomar-
kets between 2013 and 2016, Demant et al. (2018a, b) first introduced the specific
tool to map and identify, and visualize the trajectory of drug trading in the darknet.
Their publication —Going Local on a Global Platform: A Critical Analysis of the
Transformative Potential of Cryptomarkets for Organized Illicit Drug Crime, was
recorded as the third most impacted paper (GCS=31). At the same time, he and his
colleagues (Demant et al. 2018a, b) continued using a custom web crawler supplied
with a dataset collected by independent researcher Gwern Branwen (from February
2014 to April 2015). The study investigated the drug markets and drug trafficking
via two new platforms—Personal Use, Social Supply or Redistribution: Cryptomar-
ket Demand on Silk Road 2.0 and Agora. Again, this important finding has been
considered among the top five GCS in our collection (n=23). The other in the top
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Fig. 17 The historiography map of the most influential papers in darknet-related concerns

five influential papers belong to analyze of Kethineni et al. (2018)—Use a Bitcoin in
Darknet Markets: Examining Facilitative Factors on Bitcoin-Related Crimes, with
the fourth GCS (n=24). Although the most impacted articles have mentioned the
occurrence of Bitcoin about the existence and operation of the Silk Road (Martin
2014b), the five-year later’s article by those three authors (Kethineni et al. 2018)
just reviewed Bitcoin’s security and anonymity of transactions with its related activi-
ties in 12 Bitcoin-related criminal cases systematically. Bitcoin-related crimes have
continued to receive many approaches from the rest of the top twenty papers to look
for (1) the process of money laundering of cryptocurrency crimes (Albrecht et al.
2019), (2) differentiated pathways, risks, and rewards via selling drugs on darkweb
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(Braaten and Vaughn 2021; Dolliver 2016; Duxbury and Haynie 2018; Martin et al.
2020) and firearm vendors (Copeland et al. 2020), and (3) challenges of law enforce-
ment agencies to combat darknet-related concerns (Finn and Stalans 2016; Irwin
and Turner 2018).

Since some darknet markets were dismantled, vendors had also recognized
authorities’ potential takedowns of marketplaces, which they counter by operating
in multiple markets simultaneously. The variety of illicit goods and services’ mar-
ketplaces on the virtual platform have been prioritized to assess and publish by the
different authors and co-authors. It includes drugs (Broadhurst et al. 2020; Dolliver
2016; Miller and Miller 2021), online tobacco (Décary-Hétu et al. 2018; Munks-
gaard et al. 2021), identity documents (Holt and Lee 2022a), weapon activities
(Broadhurst et al. 2021; Holt and Lee 2022b; Lee et al. 2022), account credentials
(Villalva et al. 2018), child sexual exploitation material (Chiang et al. 2020; Leclerc
et al. 2021; van de Ven and Blokland 2021; Westlake et al. 2017; Wilson 2020), and
contracted violence (Roddy and Holt 2022).

Thematic evolution in the darknet-criminal concerns

This section provides the outcomes of the network approach via conducting three
conceptual structures, namely (1) co-occurrence network, (2) thematic map, and
(3) thematic evolution. This structure reflects on the topics a research field covers
to define the most important and recent issues. Each network approach has four
fields (keywords plus author’s keywords, title, and abstracts). However, calculating
‘author’s keywords’ will identify the keyword used in the article by all authors. By
doing this, we can indicate what science talks about the main themes and trends, and
represent relations among concepts or words in a set of publications.

In one article, words related to a network always appear together, known as the co-
words or co-occurrence network (Aria and Cuccurullo 2017). Figure 18 shows that
authors focused on 11 keywords in their 49 articles, separating them into three clus-
ters. Red is for the first cluster (‘cybercrime,” ‘cryptomarket,” and ‘silk road’), blue
is for the second group (‘dark web,” ‘darknet,” ‘crime script,” and ‘firearms’), while
the third one is green (‘cryptomarkets,” ‘darkweb,” ‘illicit markets,” and ‘tobacco’).
The co-occurrence network is also structured and connected by its related between-
ness and closeness among clusters. The bubble size reflects the number of between-
ness, while the size of the arrow states their closeness. Running the network maps to
identify the scale of the co-occurrence network, the Biblioshiny indicated that clus-
ter 1 (red) with the ‘cybercrime’ is the highest betweenness (33.5%) with its clus-
ter and closeness (0.076%) with others. Accordingly, except for ‘cryptomarket’ and
‘silk road’—at the central pillars, ‘cybercrime’ is also connected with five themes in
the blue and green groups. The second (blue) and third (green) clusters scored less
on the scale. Betweennesses and closeness of the former are 16% and 0.058%, while
the latter is 9.5% and 0.055%, respectively. In particular, the narrowing down of top-
ics relating to the darknet/darkweb has been conducted from these two clusters. The
first is to refer to criminology’s theory and application. It includes utilizing crime
scrip analysis in cryptomarkets (Holt and Lee 2022a, 2022b; Leclerc et al. 2021;

e



H.T. Luong

silk road

cybercrime _darknet
< >
cryptomarket Cryptomarketsdark wel

crime script

illicit markets

tobacco darkweb firearms

Fig. 18 The authors’ keywords

van de Ven and Blokland 2021). The second focuses on testing and assessing illicit
goods and services in the darknet/darkweb. It covers illegal drugs (Broadhurst et al.
2020; Dolliver 2016; Miller and Miller 2021), tobacco (Décary-Hétu et al. 2018;
Munksgaard et al. 2021), and firearms trafficking (Broadhurst et al. 2021; Holt and
Lee 2022b; Lee et al. 2022).

Secondly, the thematic map illustrates topics in darknet-related issues using
bibliometrics. Figure 19 shows a thematic map with the quadrant of the author’s
keywords in which they are placed: (1) upper-right quadrant: motor themes; (2)
lower-right quadrant: basic themes; (3) lower-left quadrant: emerging or disap-
pearing themes; and (4) upper-left quadrant: very specialized/niche themes.
Accordingly, there are 20 keywords to gather to analyze the cluster composition
under the thematic map. They are divided into ten cluster groups and classified
based on their occurrence in our collection. Excluding the emerging or declin-
ing themes (‘cybercrime’ and ‘cryptomarket’), between motor and basic themes,
almost of authors focused on (1) the specific types of illicit goods and services in
the darkweb (‘firearms,” ‘identify theft’ and ‘drugs’), (2) the exchange transaction
in the cryptomarket (‘cryptocurrency’), and (3) the predominant form of darknet
(‘anonymity’) with challenges with authorities (‘law enforcement’). As part of
the motor-theme keywords, ‘policing’ and ‘cybercrime policing’” became the spe-
cialized/niche themes in most publications in our current collection. The empiri-
cal study of Décary-Hétu and Giommoni (2017)—Do Police Crackdowns Disrupt
Drug Cryptomarkets? A Longitudinal Analysis of the Effects of Operation Ony-
mous is one of the first publications to review the impact of the police crackdown
on the darknet and question the role of policing in cybercrime. They pointed out
that the successful crackdown on Operation Onymous affected the other darknet
markets ‘but only for a short time,” and even policing activities ‘are not effective
measures to lower the volume of sales on online illicit drug markets’ (Décary-
Hétu and Giommoni 2017, p. 72). At the time, further research was needed to
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examine the specific techniques of law enforcement on the activities of crypto-
and illicit online markets. As Décary-Hétu and Giommoni (2017, p. 73, added)
highlighted that exploring ‘the structure of cryptomarkets and the operations of
their participants [will] provide new insights on how drug markets are organized.’

Dividing the timespan into two main stages, we can find the changes in the
thematic evolution in the Biblioshiny tool (Fig. 20). Firstly, for the time slice 1:
2014-2018, most authors used the ‘silk road’ as one of the basic and motor themes
to reflect the trends and patterns of ‘cryptomarket’ and ‘cybercrime,” with the lead-
ing articles of Martin (2014b)—Lost on the Silk Road: Online Drug Distribution
and the ‘Cryptomarket’, and Lacson and Jones (2016)—The 21st Century DarkNetw
Market: Lessons from the Fall of Silk Road. However, no specific niche themes have
been recorded at the first timeslice.

However, in time slice 2: 2019-2022, many authors specialized their research to
concentrate on the detailed types of darknet (Fig. 21), in which ‘identity theft’ has
shifted from basic themes (‘cybercrime’ and ‘cryptomarkets’) to merging themes.
Significantly, investigating the flows of the currency’s transactions between vendors
and buyers through exchanging Bitcoin and others that have become an urgent and
niche topic with scholars. There are two specific papers: One is the Use of Bitcoin
in Darknet Markets: Examining Facilitative Factors on Bitcoin-Related Crimes by
Kethineni et al. (2018), and the other is the Use of Cryptocurrencies in the Money
Laundering Process by Albrecht et al. (2019). Besides that, assessing experimen-
tal tools and tactical applications of law enforcement agencies (‘cybercrime polic-
ing’) to anticipate and dismantle cryptomarkets was more attractive and interest-
ing to the authors. Among them, at the timescale, there are two specific articles to
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consider further the practical applications and functional adaptation of police to
investigate illicit goods and services in the darknet, as Décary-Hétu and Giommoni
(2017)’s recommendations in the first timeslice. One belongs to Derek Johnson et al.
(2020)—Police Functional Adaptation to the Digital or Post Digital Age: Discus-
sions with Cybercrime Experts. It analyzed the results of a workshop held with
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cybercrime investigators in England and Wales concerning the importance of four
key organizational and cultural issues (management, leadership, and institutional
ethos within the police; the risks of over-complication and exaggerated distinctions
between cyber and real-world policing; ethics; and knowledge, training, and devel-
opment). Those authors also emphasized developing and acquiring new technical
capabilities to prevent and combat darknet-related criminals. Their conclusions also
confirmed that ‘knowledge and training is a fundamental pillar to success in the
digital world, but that work needs to influence thinking across the complete polic-
ing hierarchy rapidly’ (Johnson et al. 2020, p. 449). The other is the paper of Eric
Jardine (2021)—~Policing the Cybercrime Script of Darknet Drug Markets: Meth-
ods of Effective Law Enforcement Intervention. It reviewed the four generic steps,
(1) Informational Accumulation, (2) Account Formation, (3) Market Exchange, and
(4) Delivery/Receipt, of a novel cybercrime script for darknet drug markets. It also
presents vignette examples of known law enforcement interventions that have effec-
tively targeted each stage of the script to reduce the usage of these marketplaces.

Scale of co-authors’ collaboration in the darknet-related criminals

This section gives a deeper understanding of the intellectual and social structure,
not only of authors but also of the affiliations and countries in which they locate.
Overall, not many institutions and nations collaborate worldwide regarding darknet-
related criminals. For the former, there are only three institutions from three coun-
tries to cooperate and conduct their topics, including the University of Montreal
(Canada), the California State University Long Beach (the US), and the University
of Copenhagen (Denmark). The top side of Fig. 22 shows that the first authors have
readily co-authored with the last two universities. For the latter, the bottom side of
the Figure indicates that most publications on darknet-related criminals have been
co-authored by one of the five leading countries. They include Australia, Canada,
Denmark, the US, and the UK Interestingly, co-authors came from Canada and the
UK at least three times to collaborate in this group. Although some authors are the
most global impact in the field, Australia (e.g., James Martin and Monica Barratt)
and the US (e.g., Thomas Holt and Sesha Kethineni) have not yet established their
co-authors’ collaboration networks (see reasons in "Implications" section).

Regarding the collaboration in publication, while the single country publication
(SCP) only covers author(s) from one country, the multiple countries publication
(MCP) indicates the number of documents in which there is at least one co-author
from a different country. Figure 23 shows that both Germany [the Deloitte Gmb-
HWirtschaftspriifungsgesellschaft, Frankfurt, of Christoph Wronka (2022) and the
Konstanz, Baden-Wiirttemberg of Worner and Preetz (2020)] and the United Arab
Emirates (from the Abu Dhabi University, Abu Dhabi of Al-Suwaidi et al. (2018))
have not yet collaborated other authors from different countries. Almost papers have
collaborated with at least one co-author from different countries. Once again, the
US still keeps the highest co-author collaborations with other countries, with four
articles. On average, the rate of co-authors per document is 2.77, while the collabo-
ration index is 2.61.
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However, the rate of joint research among those authors and countries is the
same. The collaboration world map shows that the authors from the top three coun-
tries have dominated the trend of co-author to research and publish. Among the 11
above countries, while the US and the UK institutions have the authors to collabo-
rate with the five countries per each, there are three collaborations from Australia
(Fig. 24).

Another common bibliometric analysis is co-author analysis which measures
the author and their affiliations and countries to study the intellectual and social
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structure. At the same time, the co-citation network shows citation counts of papers,
authors, and sources, and the collaboration networks firm the scale of authors, affili-
ations, and countries’ cooperation in publishing. Firstly, Fig. 25 shows 48 co-cited
authors with their relevant articles in our current collections. It divides into two
main groups. The red groups include 21 authors, while the rest belong to the blue
groups (n=27). The top five authors (red) are the highest betweenness and close-
ness (e.g., Thomas Holt, James Martin, Alex Hutching, Carlo Morselli, and Anna
Lavorgna). Their top five counterpart representatives (blue) include David Décary-
Hétu, Monica Barratt, Judith Aldridge, Marie Clarie van Hout, and David Dolliver).
Importantly, to the nature of characteristics to conduct and research on the dark-
net, several authors and their collaborators used ‘anonymous’ or ‘fake names’ when
releasing their publications. It does not mean their anonymities are insignificant;
instead, the size of the red bubble of ‘anonymous’ authors, both vertices and edges,
is also ranked at the highest connections in the system co-citation network.
Secondly, the co-author collaboration network is illustrated in Fig. 26. The three
main co-authors’ groups rank as the leading collaborators in the field. There are two
groups as similar in size as the number of co-authors in their collaboration’s publi-
cations, at least two different articles. One is the blue group of Thomas Holt and Jee
Lee in the American Journal of Criminal Justice and the Deviant Behavior (Holt and
Lee 2022a, 2022b), and the other is the green one of Roderic Broadhurst and Mat-
thew Ball in the Trends and Issues in Crime and Criminal Justice (Broadhurst et al.
2020, 2021). The red is the crowdest group with four authors, David Decary-Hetu,
Jakob Demant, Aili Malm, and Rasmus Munksgaard. Particularly, the last author
(Demant et al. 2018a, b; Demant et al. 2018a, b; Martin et al. 2020; Munksgaard
et al. 2021) frequently co-authored one another rather than the first three authors
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British Journal of Criminology, and the Global Crime.

Implications

The current study conducted detailed literature of 49 articles focused on darknet-
related criminals with a combination between the SLR and bibliometric analysis.
The author recognize and acknowledges the significant contributions and impor-
tant findings of the valuable research toward improving the understanding of the
darknet’s illicit goods and services since the Silk Road occurred in 2011. We can
learn several issues from previous global, regional, and national studies to con-
duct the cryptomarket’s research and the role of policing interventions in these
virtual platforms. However, it is important to note that some identified research
gaps through this SLR can be further expanded to enrich this subject. To some
extent, we must conduct more studies to fully comprehend the trend, patterns, and
related impacts of the darknet marketplaces faced by all darknet users (vendors
and buyers) and law enforcement agencies. This section shares some specific rec-
ommendations for future directions based on the above six RQs with the relevant
findings of this paper.

Firstly, for demographic figures, almost all articles have been conducted from
Angle-Saxon and English-speaking authors/affiliations. It is likely to reflect dark-
net-related criminals’ detailed trends and patterns but not yet provide a wider
approach (Lacson and Jones 2016; Martin and Christin 2016; Mirea et al. 2019).
The anonymous and freedom features are inevitable points to exchange and trade
via the cryptomarket’s platform. It also supports those interested in surfing on
hidden distributions, either vendor or buyer or both, in reality (Demant et al.
2018a, b; Jardine 2021; Johnson et al. 2020). The latest report of the UNODC
(2022a) warned that the geographical markets are not only operated in Western
countries; several Asia darknet users took advantage to trade illicit goods and
services. For example, Southeast Asia, with its booming Internet users, includ-
ing darknet accounts and platforms, has yet to focus on research with empirical
studies. However, all most authorities and law enforcement agencies admitted the
complicated impacts of darknet-related criminal activities in the last five years
(UNODC 2020, 2022a).

Secondly, the current papers only downsized criminology and penology for
the journal and its related scope of field-based searching—this WoS classifica-
tion is still a controversial source. For example, the International Journal of Drug
Policy has published several articles and authors on criminology’s background
and context in recent five years (Aldridge and Askew 2017; Bergeron et al. 2020,
2022; Cunliffe et al. 2019, 2017; Grimani et al. 2020; Jardine and Lindner 2020;
Kamphausen and Werse 2019; Kowalski et al. 2019; Ladegaard 2019; Masson
and Bancroft 2018; Moeller et al. 2021; Munksgaard and Tzanetakis 2022; Negri
et al. 2021; Norbutas 2018; Norbutas et al. 2020; Paquet-Clouston et al. 2018;
Quintana et al. 2017; Sawicka et al. 2022; Tzanetakis 2018; van Hout and Hearne
2017) but still not yet gathered into criminology and penology. It led to missing
data if we only tick the ‘criminology and penology’ box. The paper of James
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Martin and Nicholas Christin — Ethics in Cryptomarket Research is one of the
specific examples to cause several confuses. It includes the misinformative con-
firmation about the co-author collaborations/citations/countries/affiliations/net-
works between those two authors (see more detail in Fig. 17 and Table 3). It led
to ‘wrong’ reflections about the lack of collaborations among Australian and US
authors/institutions/countries because this journal does not belong to criminol-
ogy and penology. It requires ‘new’ researchers in the field to search carefully to
select the scope.

Thirdly, regarding the research database, Tor and its related darknets are quite
a friendly environment with some research aims with journalists, activists, and
researchers. However, conducting darknet-related criminal activities in the crypto-
market’s platform required technical knowledge and ethical approvals for scholars.
Thus, looking for an open-access database could be easier, more economical, flex-
ible, and adaptable, particularly with naive participants. From this SLR with bib-
liometric analysis, I would like to call for further considerations to access the Dark
Net Market (DNM), which has readily been obtained from a vast archive compiled
by Gwern Branwen (2013). Except for ethics exemptions, there are at least two dif-
ferent benefits. One is for cost; this archive provides more than 30 different Dark
Web forums, mostly in the HTML format, without charges for research (Munks-
gaard et al. 2016; Rhumorbarbe et al. 2016). Two is for subject-based research; this
platform covers different types/forms of illicit goods and services in the darknet
platform rather than only tobacco, child sexual exploitation material, weapons, and
drugs as previous research conducted. In this SLR’s findings, there were few papers
(n=>5 out of the 49) in the current collection to utilize the DNM as their primary
and/or secondary sources (Décary-Hétu and Giommoni 2017; Demant et al. 2018a,
b; Demant et al. 2018a, b; Laferriere and Decary-Hetu 2022; Lee et al. 2022; Martin
and Christin 2016). Thus, future studies and researchers should use these archived
contains data of Gwern Branwen to implement their extended scopes (not only crim-
inology) such as psychology, sociology, business, marketing, and so on.

Fourthly, in terms of documents, in this paper, the author conducted an SLR com-
bined with bibliometric analysis to evaluate and visualize the research articles and
peer-reviewed papers published relating to darknet-based criminalizing in the last
decade. With only myself as a burgeoning scholar in the field, the scope of the data
collection is to look for the WoS system rather than integrate others due to human
resource capacity. Assumingly, it is one of the limitations of this article. I only col-
lected papers from five different digital repositories (ESCI, CPCI-SSH, SSCI, SCI-
EXPANDED, and A&HCI) and limited my search to papers published in English.
Therefore, the author should have included some papers outside these digital data-
bases, particularly for publications on technical approaches. However, my extensive
literature review provides a detailed overview of the current research on darknet-
related criminals. It maps a specific picture of authors, affiliations, countries, cita-
tions, and their collaboration networks in the field.

Fifthly, the current paper only uses basic approaches in SLR combined with
bibliometric analysis. Thus, in future extension of this work, we plan to conduct
a systematic quantitative literature review (SQLR) by calling further students and
colleagues interested in co-author to research the darknet-centered approach.
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Conducting SQLR is not only to provide ‘evidence-based’ practices by using a spe-
cific size with sophisticated statistical techniques but also to identify the knowledge
about ‘what we know’ and ‘what we don’t know’ (Pickering et al. 2015, p. 1761). It
should be conducted with team groups to (1) implement the full 15-step process of
SQLR, (2) assist students to ‘map their discipline’ while studying cybercriminology,
(3) collect various data resources such as Scopus, ACM Digital Library, Google
Scholar, SSRN, IEEE Xplore, and Sagepub (rather than using only WoS’s articles
at this study), and (4) delve into the more ‘transdisciplinary research’ with different
mains, methods, data collected and analyzed (rather than focusing on criminology
and penology) in the darknet’s topics (Pickering and Byrne 2014; Pickering et al.
2015). The author plans to contribute to the field by putting two main criminological
theories into practice. One is to focus on the social network theory to visualize the
organizational structure of darknet-based gangs. and the other is to utilize the crime
script theory to analyze step-by-step modus operandi from the other illicit goods and
services that have not yet been focused on in the current literature, such as ransom-
ware and Distributed Denial-of-Service (DDoS) attacks.

Finally, concerning research contributions, cybercrimes, including darknet-
related criminals, are covered by both cyber-focused and cyber-enabled crimes.
While the former category of crimes is more technical and targets cyberspace’s
infrastructure and data, the latter amplifies traditional crimes through cyberspace in
general and darknet platforms in particular (Ho et al. 2022). Both types of crimes,
amateur or astute darknet accounts, have their set of challenges and use of whatever
tools are at their disposal, including targeting the cryptomarket’s forms. Establishing
informative approaches to cryptomarket-related crimes requires bringing together
teams from multiple disciplines and practices, including criminology, criminal jus-
tice, crime science, psychology, sociology, computer science, cybersecurity, and law
enforcement (Ho et al. 2022; Ho and Luong 2022). Yet, the literature review in this
paper showed few articles that look at darknet-related criminals from a multidis-
ciplinary approach (Chiang et al. 2020; Martin 2014b; Mirea et al. 2019; Wronka
2022) rather than focusing on only criminology. Furthermore, the police-based
research to look for structure and modus operandi of the darknet’s platforms should
be extended to seek evidence-based policing with law enforcement interventions in
future, which there are still few studies in our current collection (Décary-Hétu and
Giommoni 2017; Jardine 2021; Johnson et al. 2020).

Conclusions

The darknet is an overlay network within the Internet that can only be accessed with
specific software, configurations, or authorization through anonymization tools such
as Tor. Although the darknet is an essential tool for many people looking for ano-
nymity, such as journalists and politicians, to contribute their voices of freedom, it is
often associated with illegal and criminal activities (Martin 2014a, 2014b; Munks-
gaard et al. 2016). Darknet-based criminalizing is a burgeoning study in criminol-
ogy and penology to compare with a bunch of critical analyses from technical detec-
tions (Gupta et al. 2021; Nazah et al. 2020). To understand this further, I conducted
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a detailed SLR with bibliometric analysis supplements after collecting 1150 papers
from five digital repositories on the WoS, including ESCI, CPCI-SSH, SSCI, SCI-
EXPANDED, and A&HCI. After that, the author thematically analyzed 49 relevant
articles on the topic. In these papers, except for some limitations explained above,
I have primarily examined the darknet-related criminal studies by prior literature
with specific findings to address six RQs. Alongside the scientific contributions of
these 49 articles, this paper should be considered one of the specific papers to SLR
with a visualization of bibliometric analysis that focuses on analyzing prior work
on cryptomarket-related crimes. Based on the current analysis, the author provides
six actionable recommendations that pave the future direction for darknet-related
criminals.
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