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A B S T R A C T

Autonomous Vehicles (AVs) integrate numerous control units, network components, and protocols to operate
effectively and interact with their surroundings, such as pedestrians and other vehicles. While these technolo-
gies enhance vehicle capabilities and enrich the driving experience, they also introduce new attack surfaces,
making AVs vulnerable to cyber-attacks. Such cyber-attacks can lead to severe consequences, including traffic
disruption and even threats to human life. Security modelling is crucial to safeguarding AVs as it enables the
simulation and analysis of an AV’s security before any potential attacks. However, the existing research on AV
security modelling methods for analysing security risks and evaluating the effectiveness of security measures
remains limited. In this work, we introduce a novel graphical security model and metrics to assess the security
of AV systems. The proposed model utilizes initial network information to build attack graphs and attack trees
at different layers of network depth. From this, various metrics are automatically calculated to analyse the
security and safety of the AV network. The proposed model is designed to identify potential attack paths,
analyse security and safety with precise metrics, and evaluate various defence strategies. We demonstrate the
effectiveness of our framework by applying it to two AV networks and distinct AV attack scenarios, showcasing
its capability to enhance the security of AVs.
1. Introduction

According to the Society of Automotive Engineers (SAE Interna-
tional, 2021), vehicle automation is divided into five levels. Levels 4
and 5 represent the highest level of automation, where Autonomous
Vehicles (AVs) can operate and make decisions without human inter-
vention. These levels require AVs to manage core vehicle functions,
communicate with other vehicles and infrastructure through sensors,
and integrate with external networks like satellites and cloud services.

A typical AV system architecture consists of several key components,
including Electronic Control Units (ECUs), sensors, and communica-
tion buses. These components work together in a network to enable
autonomous driving capabilities. Early automotive attacks primarily
involved physical access (Koscher et al., 2010; Hoppe et al., 2011;
Valasek and Miller, 2013), which target vehicles through interfaces
such as the OBD-II port, USB, or CD player to control ECUs. These at-
tacks ranged from manipulating the body control unit and door control

∗ Corresponding author.
E-mail address: hongnhung.nguyen@uq.edu.au (N.H. Nguyen).

unit to compromising critical ECUs like brake control, airbag system,
and engine control. As AVs evolve, they introduce new vulnerabilities,
which allow attackers to exploit remote access via wireless technologies
(e.g., cellular, Wi-Fi, and Bluetooth) and sensors (such as RADAR, Li-
DAR, SONAR, and cameras). Research on remote attacks has uncovered
vulnerabilities in information systems, autopilot features, and wireless
communication (Checkoway et al., 2011; Miller and Valasek, 2015; Nie
et al., 2017; Tencent Keen Security Lab, 2019), enabling attackers to
escalate their attacks to more critical ECUs, raising significant concerns
about AV security.

These vulnerabilities not only pose risks to individual components
but also create new attack opportunities. Integrating new technologies
into the infotainment system and advanced driver assistance systems
creates network interfaces that allow attackers to interact with the
AV’s physical components. Such interactions could enable attackers
to remotely inject malicious control commands, leading to loss of
control and potentially causing accidents. Moreover, the AV system is a
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Computers & Security 150 (2025) 104229 
complex one, which is assembled from a variety of components sourced
from original equipment manufacturers (OEMs) and supplemented with
in-house developed software. This combination of components from
arious sources introduces an additional layer of complexity and ex-

pands the attack surface. Consequently, vulnerabilities in different parts
of the vehicle could create new attack paths that are difficult to predict
and mitigate.

Our research is motivated by the urgent need to address these issues.
ue to the expensive and risky nature of security testing for AVs, we

hift our focus towards security modelling and analysis as a proactive
easure. However, there is a lack of research employing well-defined
ethods and metrics to model vehicle security, particularly at the

system level, which considers the integration of diverse components.
he current research landscape in AV security modelling primarily
ocuses on threat modelling, attack modelling, and qualitative secu-
ity approaches. Yet, the systemic integration of AV components and
uantitative measures remains under-researched. This gap prompts the
ollowing research questions: (1) How can we develop methodologies
o model AV security and identify potential attack paths within AV
ystems, considering the complex integration of various components?;
2) Is it possible to quantitatively assess the security of an AV sys-

tem, and if so, what metrics can effectively analyse and evaluate this
security?; (3) What are the most effective defencive measures that
can be implemented in AV systems, and how can these measures be
etermined?

A zero-day vulnerability is an unknown flaw in software or hard-
ware that poses significant security risks as it can be exploited before a
fix is available. In an AV network, the increasing complexity of software
and the integration of electronic and mechanical systems heighten the
risk posed by zero-day vulnerabilities. Such vulnerabilities in AVs can
lead to severe security and safety breaches. In traditional computer
networks, zero-day vulnerabilities mainly pose security risks. However,
in AVs, these vulnerabilities can threaten both the security of the
vehicle and the physical safety of its passengers, other road users, and
pedestrians. Recognizing the critical issue of zero-day vulnerabilities
in physical systems like AVs, we integrate our approach with ‘‘k-zero
day safety’’ (Wang et al., 2014) analysis to identify the most critical
components in AV systems and the number of zero-day vulnerabili-
ties required to compromise the entire system. Additionally, we have
developed a tool to automate the analysis of security vulnerabilities.
Specifically, the AV-HARM tool processes input from the in-vehicle
network architecture and attacker profiles to automatically generate
visual graphs of potential attack paths, facilitating the analysis and
quantification of the system’s overall security.

The key contributions of this paper are summarized as follows:

• We propose the Autonomous Vehicle AV Hierarchical Attack
Representation Model (AV-HARM) model to analyse the security
of AV systems. This model identifies potential attack paths and
associated risks within integrated AV systems. It enables the eval-
uation of various attack scenarios and the corresponding defences
that can mitigate these threats.

• We introduce specific metrics to assess the security and safety
of AV systems. These metrics serve as tools to quantify security
at different levels, considering both known vulnerabilities and
potential future threats. The metric also considers the effective-
ness of the mitigation event for exploiting each vulnerability. It
is effective in cases where the mitigation cannot eliminate the
vulnerability.

• We build a web application to visualize the attack model and
calculate security metrics automatically. The input data is the
architecture of an AV system, which is stored in JSON format.

• We present a case study involving the system model, attack
model, and defence model of an AV system, highlighting real-
world vulnerabilities identified in these systems. We conduct a
comparative analysis to evaluate various attack scenarios and
2 
defence methods. This case study aims to explain and validate our
security models, demonstrating their application in a practical,
real-world scenario.

The structure of this paper is as follows. Section 2 discusses related
work on existing AV security models and the research gap. Section 3
demonstrates our model with the workflow, formal definitions, and
metrics of the AV-HARM model. The model is evaluated using two
vehicle networks presented in Section 4. Section 5 presents a compar-
ative analysis of different vehicle systems, attack, and defence models.
ection 6 outlines the limitations of our work and suggests future
irections. Finally, Section 7 concludes the paper.

2. Related work

The field of autonomous vehicle security has been rapidly evolving,
with many standards and studies addressing cybersecurity challenges.

his section discusses existing work on cybersecurity standards and
models for autonomous vehicles.

2.1. Security models for AV

EVITA (Ruddle et al., 2009) was a project funded by the European
ommission aimed at enhancing AV security. This project utilized
ttack trees, a classification system, and a risk matrix to evaluate
otential threats and security needs of vehicle assets. The attack trees
utlined the goals, attack objectives, attack methods, and attack assets.
hese attack objectives helped assess severity, while the attack methods
nd assets were used to evaluate the likelihood of specific threats.
he classification system was used to rate security severity using four
ectors: safety, privacy, financial impact, and operational performance.
he risk matrix integrated the probability of a successful attack, the
everity of potential impacts, and the controllability of safety hazards

to assign risk levels. The EVITA project is significant due to its com-
prehensive approach to cybersecurity risks in the automotive industry.
However, the absence of a well-defined evaluation process may cause
confusion for users (Luo et al., 2021). Additionally, the process relies
heavily on expert judgment, lacking a clear method for determining
values for each key element in the evaluation process.

In 2017, the European Telecommunications Standards Institute
ETSI) published the Technical Report TR 102 893 (ETSI Techni-

cal Committee ITS, 2017) titled ‘‘Intelligent Transport System (ITS);
Security; Threat, Vulnerability and Risk Analysis (TVRA)’’. This re-
port is a crucial part of the standards and guidelines for ITS, focus-
ing on in-vehicle, vehicle-to-vehicle, and vehicle-to-roadside networks.
The TVRA outlines security objectives, requirements, potential threats,
risks, and countermeasures for ITS. These elements are structured
around five key security attributes of CIAAA — confidentiality, in-
tegrity, availability, accountability, and authenticity. Risk assessment
for each threat group in TVRA is based on two main attributes: impact
and likelihood of attack. The latter considers potential attack factors
such as time, expertise, knowledge, opportunity, and equipment. While
the report provides a comprehensive list of potential threats, vulnerabil-
ities, risks, and countermeasures, it is not exhaustive and lacks clarity
in the methodology for identifying each value.

HEAVENS (Healing Vulnerabilities to Enhance Software Security
and Safety) project (Lautenbach et al., 2021) presents a structured
method for analysing cyber threats and evaluating risks within automo-
tive systems. The central element of the HEAVENS security model is a
risk matrix. This matrix determines the final Security Level (SL) based
n the assessed Threat Level (TL) and Impact Level (IL). The IL includes

several aspects: safety, financial, operational, privacy, and legislation,
each with its detailed valuation criteria. The model also provides com-
prehensive definitions and explanations for assigning values to each
TL and IL attribute. Moreover, it links specific security attributes to
corresponding threats, using the STRIDE threat model (Kohnfelder and
Garg, 1999) to categorize and assess the potential impact of various
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attacks. While the model is comprehensive and offers a high-level risk
assessment for vehicles, it could benefit from further development in
mitigation method evaluation and procedures for addressing specific
vulnerabilities.

Monteuuis et al. (2018) proposed a comprehensive SARA frame-
work for systematically analysing threats and assessing the risk of

V systems. This framework considers a broad range of factors influ-
ncing the network security of the AV system. These include human

elements, vehicle control capacity, infrastructure sign recognition, and
attack severity factors. They also expanded the STRIDE threat model
to STRIDELC, introducing Linkability (the capacity to link anonymous
data to identify its owner) and Confusion (authentic data structures
with incorrect content, like damaged road signs). Like EVITA, the
SARA framework also incorporates a risk matrix function that factors
in controllability, attack severity, and attack likelihood.

Behfarnia and Eslami (2018) proposed a method for quantitatively
assessing the risk of AVs. Instead of using attack graphs, they suggested
he use of defence graphs. Unlike attack graphs, the nodes in defence
raphs represent countermeasure methods. They devised a security
odel in which vulnerable components can be monitored through their

ecurity states. To calculate the likelihood and risk, they employed
wo methods: the Common Vulnerability Scoring System (CVSS) and
VITA. They conducted a case study on GPS spoofing to evaluate
heir model. This study allowed them to compare the system risk
hen implementing various anti-spoofing techniques on GPS, such as
uthentication, timing check, signal processing and amplitude/power
onitoring.

Karray et al. (2018) introduced a comprehensive model for
nalysing the security of AV networks. This model includes multiple

graph models: architecture graph, transformation graph, attack graph,
nd attack tree. They defined an architecture graph with four types of
odes: service, hardware, communication, and data. They proposed a
raph Transformations System (GTS), which was designed to capture
ll states during data and memory movements and changes. Using the
TS technique, the initial state data, and a set of rules, the authors
enerated a GTS for the entire network when a rule was applied.
he model is comprehensive, but it has limitations. Specifically, while
he GTS effectively illustrates data flows, its method of displaying the
tate is redundant and can be unwieldy. This could potentially affect
calability when applied to real-world vehicles with multiple systems.

Petho et al. (2021) introduced a method for analysing the security
ulnerability of in-vehicle network topology. They modelled the in-
ehicle network architecture using an un-directed weighted graph and
etermined the shortest path with Dijkstra’s algorithm. The security
ulnerability of in-vehicle networks in 15 different cars was evaluated.
heir study found that the topology of the vehicle can reduce the
ffectiveness of the attack, increasing security and decreasing vulner-
bility values. They also compared their method with other research
tudies that do not use graphs but analyse the vehicle’s topology
sing pentesting and statistics, concluding that their method yielded
omparable results.

Khalid Khan et al. (2022) proposed a comprehensive system model
to demonstrate the relationship between various security factors im-
acting a vehicle’s security. The model impressively considers a broad
ange of variables, including in-vehicle network communication, phys-
cal access, human factors, trust within the industry, and public per-
eption. They used a system dynamic model to show the relationships
etween elements, parameters, and factors, allowing users to analyse
ecurity in a complex context. The study also presents four archetypes
o illustrate the model using qualitative analysis, demonstrating the
mpact of different scenarios such as hacker capabilities, human aware-
ess, and regulatory laws. While the study is comprehensive, it remains
 conceptual model that requires deeper analysis.
In summary, the studies mentioned above use various techniques to

odel and assess the security of AV systems, using both qualitative
and quantitative methods. While the standard approach to AV risk
3 
assessment is generally broad, they use different terms and attributes to
etermine risk levels, typically relying on a risk matrix that considers
he impact and likelihood of a successful attack. However, most of
hese studies do not incorporate real-world vulnerabilities in their
nalysis and lack full coverage of critical elements, such as the threat
gent model, system model, attack model, defence model, and security
etrics. This makes practical application challenging. Our model, AV-
ARM, addresses these research gaps. It considers the system model,
ttack model, and defence model. Moreover, AV-HARM provides formal
efinitions, attacker goals, capabilities, and methods; a structured AV
etwork model; a graphical method for attack and defence modelling;
nd multi-layered security metrics to assess AV security.

Our model integrates CVSS for vulnerability assessment but goes
eyond individual vulnerability scoring and serves as a comprehen-
ive security framework for AV networks. Unlike studies that rely
olely on CVSS for system risk assessment, AV-HARM evaluates risk
cross the entire AV network. It considers a wide range of factors,
ncluding diverse threat scenarios, architectures, and defensive mea-
ures. For example, Behfarnia and Eslami (2018) and Jungebloud et al.

(2024) use CVSS to assess AV vulnerabilities. However, Behfarnia and
Eslami (2018) do not model the entire vehicle network or offer multi-
ayered risk metrics, limiting their evaluation to isolated vulnerabilities.

Jungebloud et al. (2024) apply CVSS in an in-vehicle network case
tudy but lack AV-specific security features such as safety impact, detec-
ion, mitigation events, and critical component identification through

layered metrics.
In contrast, AV-HARM provides a comprehensive security model

that includes essential elements such as safety, detection likelihood,
nd defence effectiveness, enabling a broader and more adaptable risk
ssessment tailored to AV systems.

In Table 1, we contrast our work with related studies using multiple
criteria, including the Threat Agent Model, System Model Description,
Attack Model Formalism, Defence Model Description, Metrics and Eval-
uation. The ‘‘Attacker factors’’ in the ‘‘Threat Agent Model’’ category
include time, expertise, knowledge, opportunity, and equipment.

2.2. Applications of HARM on other networks

The initial Hierarchical Attack Representation Model (HARM)
(Hong and Kim, 2012) was a two-layer security model designed to eval-
uate the cybersecurity of enterprise networks. This model integrates
oth attack trees and attack graphs to construct a comprehensive model
or assessing a network’s security risk. The attack graph represents all
ossible attack paths to the network, while the attack tree illustrates
otential attack methods. Due to its flexibility, the HARM model can be

applied in various domains, and numerous works have extended HARM
to cater to different network characteristics.

In 2017, Ge et al. (2017) proposed a framework for analysing the
security of Internet of Things (IoT) systems. This framework expanded
the original HARM model into three layers, accommodating formal
definitions specific to IoT systems and a set of security metrics. The
application of this model was illustrated in detail for three different
IoT scenarios: smart home, healthcare monitoring, and environmental
monitoring systems.

Enoch et al. (2021) introduced a security model for maritime vessel
etworks, called MV-HARM. This model, an extension of the original

HARM, includes definitions and adjustments tailored to vessel net-
orks. The model also employs the STRIDE threat model to categorize

he threats associated with each vulnerability and to compare different
ountermeasure methods for maritime vessel networks.

While AV-HARM shares its foundational structure with the earlier
HARM adaptations, it distinctively tailors to the specific challenges
of in-vehicle networks. Unlike its predecessors, AV-HARM identifies
known vulnerabilities, emerging threats, and safety attributes that are
crucial in the rapidly evolving automotive sector. Moreover, AV-HARM
enhances the traditional attack tree model by incorporating an attack
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Table 1
Comparison of different security analysis models.

Related work Threat agent
model

System model
description

Attack model
formalism

Defence model
description

Metrics Evaluation

Ruddle et al.
(EVITA) (Ruddle
et al., 2009)

Attacker
factors

System assets (only
mentioned)

Attack tree Missing Attack potential,
threat severity,
risk level,
safety severity

Risk analysis of 11
use cases

ETSI et al.
(TVRA) (ETSI
Technical
Committee ITS,
2017)

Attacker
factors

List of functional
assets

List of threats,
vulnerabilities,
consequences of
threats

List of possible
countermeasures

Risk metrics Missing

Islam et al.
(HEAVENS)
(Lautenbach et al.,
2021)

Attacker
factors

List of assets (only
mentioned)

Threat model
(STRIDE)

Missing Threat level,
impact assessment,
security risk

Evaluation based on
2 use cases

Monteuuis et al.
(SARA) (Monteuuis
et al., 2018)

Attacker
profile and
attacker
capability

Missing Threat models
(STRIDELC),
attack tree

Missing Attack potential, attack goal
severity, and risk

Evaluation based on
2 use cases

Behfarnia and
Eslami (2018)

EVITA Missing Bayesian defence
graphs

Missing Impact and likelihood of threats Case study with
GPS component

Karray et al. (2018) Missing Architecture graph Transformation
graph, attack graph,
and attack tree

Attack tree Security risk Missing

Petho et al. (2021) Missing IVN network
topology

Undirected weighted
graph

Missing Shortest path and Security level Analysed of 15
vehicles

Khalid Khan et al.
(2022)

Human
factors

Dynamic system
model

Missing Missing Missing System archetypes
in 4 cases

AV-HARM (Our
study)

Attacker
goals,
capabilities,
and methods

AV network
definition

Attack graphs and
attack trees

Attack
Countermeasure tree

Attack success probability, attack
impact, risk on multiple levels,
path-based metrics, and k-zero
day safety

Analysed of 2
vehicle models and
comparative analysis
countermeasure tree. This extra feature offers a way to evaluate the
efficacy and impact of different defence strategies. This comprehensive
and forward-thinking design makes AV-HARM especially effective in
protecting vehicle networks from both existing and future threats.

3. Proposed security model

In this section, we introduce the AV-HARM security model and
ssessment. We will cover the model’s workflow, attributes of AV

systems, a formal definition of the security model, metrics, and methods
o obtain the value for each security metric and element.

3.1. AV-HARM workflow description

As shown in Fig. 1, AV-HARM workflow contains four phases:

(1) Network Setup: The initial phase includes providing the in-vehicle
network architecture, defining the threats to the network, and iden-
tifying vulnerabilities needed for the threat actors to compromise the
system. This phase also outlines possible defence methods used in
the in-vehicle system. For known vulnerabilities, it is possible to use
vulnerability scanners and tools, such as Acunetix, OpenVAS, Nes-
sus or Metasploit framework, to identify potential risks, as some AV
components share similarities with computer networks. More details
on the in-vehicle network architecture in AV-HARM are presented in
Section 3.2.

(2) Security model: In this phase, the information about the in-vehicle
etwork and vulnerabilities from the previous phase is used to generate
he AV-HARM security model and visualize the attack graphs and
ttack trees. The security metrics at different system levels are also
 e

4 
Fig. 1. The workflow of AV-HARM.

automatically calculated in this phase. More details on the AV-HARM
model and security metrics are presented in Sections 3.3 and 3.4.

(3) Security analysis: In this phase, the security decision-makers can

valuate the metrics of the previous stage to conduct a system security
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risk analysis and determine the most effective and suitable defence
ethods within the system.

(4) Security Decision Making: In this phase, the security decision-
akers can revise the defence components within the Network Setup,

nd/or adjust the information on vulnerabilities and/or the network
rchitecture. The framework can be executed repeatedly until the goal
or system security and safety is met. This methodology facilitates
ngoing enhancement and evaluation of the efficacy of a range of

security strategies, as well as the risk posed by different cyber threats,
ulnerabilities and attack actions.

3.2. Attributes of the in-vehicle networks of an AV

In AV-HARM, an in-vehicle network of an AV is defined as follows:
An In-Vehicle Network 𝐼 𝑉 𝑁 is characterized by three major at-

tributes which are a finite set of Electronic Control Units 𝐸 𝐶 𝑈 , a
inite set of connecting buses that connect the ECUs 𝐵 𝑈 𝑆, and a
inite set of vulnerabilities 𝑉 . The details attributes of an 𝐼 𝑉 𝑁 =
(𝐸 𝐶 𝑈 , 𝐵 𝑈 𝑆 , 𝑉 𝑈 𝐿) are shown as follows:

Each electronic control unit 𝑒𝑐 𝑢 ∈ 𝐸 𝐶 𝑈 has a name 𝑒𝑐 𝑢𝑛𝑎𝑚𝑒; a type
𝑒𝑐 𝑢𝑡𝑦𝑝𝑒 ∈ {𝑑 𝑖𝑎𝑔 𝑐 𝑙 𝑖𝑒𝑛𝑡, 𝑑 𝑖𝑎𝑔 𝑠𝑒𝑟𝑣𝑒𝑟, 𝑔 𝑎𝑡𝑒𝑤𝑎𝑦, 𝑛𝑜𝑟𝑚𝑎𝑙}, where a 𝑑 𝑖𝑎𝑔 𝑐 𝑙 𝑖𝑒𝑛𝑡 is
n ECU that integrates with a diagnostic client which makes it possible
o send diagnostic requests and control to other ECUs, an 𝑑 𝑖𝑎𝑔 𝑠𝑒𝑟𝑣𝑒𝑟
s an ECU that integrates with a diagnostic server which primarily
eceives and responds to the requests and commands sent by the
 𝑖𝑎𝑔 𝑐 𝑙 𝑖𝑒𝑛𝑡, 𝑔 𝑎𝑡𝑒𝑤𝑎𝑦 ecu is the ecu present for the gateway function, and
𝑜𝑟𝑚𝑎𝑙 is the normal ecu which only has it owns automotive function
n a vehicle, respectively; a set of bus 𝑒𝑐 𝑢𝐵 𝑈 𝑆 ⊆ 𝐵 𝑈 𝑆 to which an 𝑒𝑐 𝑢 is
onnected; and a finite set of components 𝑒𝑐 𝑢𝐶 that comprises an 𝑒𝑐 𝑢.

Each component 𝑐 ∈ 𝑒𝑐 𝑢𝐶 has a name 𝑐𝑛𝑎𝑚𝑒, an operating system 𝑐𝑜𝑠,
 finite set of connected components 𝑐𝑐 𝑜𝑛𝑛𝑒𝑐 𝑡𝑖𝑜𝑛 that can communicate

with the component 𝑐, and a finite set of services 𝑐𝑆 that runs inside
the 𝑐𝑜𝑠.

Each service 𝑠 ∈ 𝑐𝑆 has a name 𝑠𝑛𝑎𝑚𝑒; a finite set of privileges
𝑠𝑝𝑟𝑖𝑣𝑖𝑙 𝑒𝑔 𝑒 that run inside the 𝑐𝑜𝑠, if an attacker successfully compromises
the service, they may gain these privileges; a finite set of connected ser-
vices 𝑠𝑐 𝑜𝑛𝑛𝑒𝑐 𝑡𝑖𝑜𝑛 that can communicate with service 𝑠; an attack surface
𝑠𝑎𝑡𝑡𝑎𝑐 𝑘𝑠𝑢𝑟𝑓 𝑎𝑐 𝑒 ∈ 𝑡𝑟𝑢𝑒, 𝑓 𝑎𝑙 𝑠𝑒 to show that this service has a connection to
the external network; and a finite set of vulnerabilities 𝑠𝑉 that is needed
to compromise the service.

Each vulnerability 𝑣 ∈ 𝑉 𝑈 𝐿 has a key 𝑣𝑘𝑒𝑦, a name 𝑣𝑛𝑎𝑚𝑒, a value
of the probability of attack success 𝑣𝑝𝑟𝑜𝑏; and a value of security impact
𝑣𝑖𝑚𝑝𝑎𝑐 𝑡, which is the impact of CIA if vulnerability 𝑣 is exploited.

Each connecting bus 𝑏𝑢𝑠 ∈ 𝐵 𝑈 𝑆 has a key 𝑏𝑢𝑠𝑘𝑒𝑦, a name 𝑏𝑢𝑠𝑛𝑎𝑚𝑒,
nd a protocol 𝑏𝑢𝑠𝑝𝑟𝑜𝑡𝑜𝑐 𝑜𝑙 ∈ {𝐶 𝐴𝑁 , 𝐿𝐼 𝑁 , 𝑀 𝑂 𝑆 𝑇 , 𝐹 𝑙 𝑒𝑥𝑅𝑎𝑦, 𝐸 𝑡ℎ𝑒𝑟𝑛𝑒𝑡}
hat run on the bus.

3.3. AV-HARM security model definition

AV-HARM is a security model with three layers. The upper layer
hows how attacks can move between the ECUs and their connections.

The middle layer breaks down the ECUs into smaller parts, illustrating
how an attacker might reach these components inside the ECUs. The
lower layer details vulnerabilities and their logical relationships. This
layer can include attack trees or attack countermeasure trees. Attack
trees are used when no countermeasures are applied to vulnerabilities.
However, when a defence method is implemented, Attack Countermea-
sure Trees (ACT) (Roy et al., 2010) are applied to evaluate security
isks by considering detection events and assessing the effectiveness of
itigation strategies for each attack exploiting a specific vulnerability.

Definition 1 (AV-HARM). The AV security model AV-HARM is de-
fined as five tuple 𝐴𝑉 − 𝐻 𝐴𝑅𝑀 = (𝑈 , 𝑀 , 𝐿, 𝐶𝑈→𝑀 , 𝐶𝐵→𝑀 ). Here: U
presents an upper layer which is an attack graph model; M presents
a middle layer which is an attack graph model; L represents a set
of attack countermeasure trees; 𝐶𝑈→𝑀 presents a mapping/connecting
between the upper layer and the middle layer; and 𝐶𝑀→𝐿 presents a

mapping/connecting between the middle layer and the lower layer. a

5 
Fig. 2. Attack tree and ACT.

Definition 2 (The Upper Layer). An upper layer of AV-HARM 𝑈 is an
attack graph that defined as two-tuple 𝑈 = (𝑁𝑢, 𝐸𝑢), where 𝑁𝑢 ∈ 𝐸 𝐶 𝑈
is a finite set of in-vehicle ECUs and 𝐸𝑢 ∈ 𝐵 𝑈 𝑆 is a set of connections
that connects the ECUs 𝐸𝑢 ⊆ 𝑁𝑢 ×𝑁𝑢.

Definition 3 (The Middle Layer). An middle layer of AV-HARM 𝑀 is
an attack graph defined as two-tuple 𝑀 = (𝑁𝑚, 𝐸𝑚) where 𝑁𝑚 is a
finite set of components and 𝐸𝑚 is a set of connections that connect
the components 𝐸𝑚 ⊆ 𝑁𝑚 ×𝑁𝑚.

Definition 4 (The Lower Layer). A lower layer of AV-HARM, denoted
by 𝐿 = {𝑎𝑡1, 𝑎𝑡2, 𝑎𝑡3,… , 𝑎𝑡𝑛}, comprises a set of attack trees where
each tree, 𝑎𝑡𝑖, is associated with a specific node 𝑁 𝑖

𝑚. Each attack tree
is defined by a five-tuple 𝐿 = {𝑉 , 𝐺 , 𝑐 , 𝑔 𝑡𝑝, 𝑟𝑜𝑜𝑡}, where: 𝑉 = 𝑐𝑆𝑉
represents a set of vulnerabilities targeting the root privilege of node
𝑁 𝑖

𝑚; 𝐺 is a set of logical gates including {𝐴𝑁 𝐷 , 𝑂 𝑅} used in 𝑎𝑡𝑖; 𝑐 is
a mapping function that assigns gates to vulnerabilities or other gates;
𝑔 𝑡𝑝 denotes gate types, with 𝑔 𝑡𝑝 ⊆ {𝐺 → {𝐴𝑁 𝐷 , 𝑂 𝑅}}; 𝑟𝑜𝑜𝑡 signifies the
highest privilege level compromising node 𝑁 𝑖

𝑚.

Definition 5 (The Attack Countermeasure Tree (ACT)). An ACT is linked
to a specific node 𝑁 𝑖

𝑚 in the middle layer and defined by a seven-tuple
𝐿 = {𝑉 , 𝐷 , 𝑀 𝐼 , 𝐺 , 𝑐 , 𝑔 𝑡𝑝, 𝑟𝑜𝑜𝑡}, where: 𝑉 is a set of vulnerabilities an
attacker might exploit; 𝐷 is a set of detection events designed to iden-
tify attacks exploiting vulnerabilities 𝑣𝑖 ∈ 𝑉 ; 𝑀 𝐼 comprises mitigation
methods to counter or prevent attacks exploiting vulnerabilities 𝑣𝑖 ∈ 𝑉 ;
𝐺 contains logical gates {𝐴𝑁 𝐷 , 𝑂 𝑅, 𝑁 𝑂 𝑇 } used in the ACT; 𝑐 includes
mappings such as 𝑐(𝑣𝑖) = 𝐴𝑁 𝐷(𝑣𝑖, 𝑂 𝑅(𝑁 𝑂 𝑇 (𝑑𝑖), 𝐴𝑁 𝐷(𝑑𝑖, 𝑚𝑖𝑖))) for a
pecific detection event 𝑑𝑖 ∈ 𝐷 and a corresponding mitigation method
𝑖𝑖 ∈ 𝑀 𝐼 ; 𝑔 𝑡𝑝 is a gate type subset, where 𝑔 𝑡𝑝 ⊆ {𝐺 → {𝐴𝑁 𝐷 , 𝑂 𝑅}};
nd 𝑟𝑜𝑜𝑡 represents the highest privilege level to compromise node 𝑁 𝑖

𝑚.
Fig. 2 illustrates the attack tree and ACT used in our analysis. Case

(a) shows an attack tree without detection or mitigation, while case (b)
displays an ACT where each vulnerability is linked to a detection event
and a corresponding mitigation method. Our model assumes a single
mitigation method for each vulnerability to simplify the analysis.

3.4. Security metrics

In this section, we detail the security metrics used for AV-HARM.
Similar to various AV security standards, our security metrics include
security impact, probability of attack success, and security risk. How-
ver, we provide well-defined metrics with a clear explanation and

framework to assign specific values to each metric. Our system includes
our security metrics: attack success probability, attack impact, security
isk, and k-zero score. The attack success probability, attack impact,
nd security risk are calculated across various hierarchical levels within
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Table 2
List of AV-HARM security metrics with notations and explanations.
Parameters Notations Explanations

Attack success probability
Vulnerability level 𝑝𝑟𝑜𝑏𝑣 Probability of a vulnerability is exploited after detection and defence

𝑝𝑟𝑜𝑏𝑝𝑟𝑒𝑣 Probability of a vulnerability is exploited before detection and defence
𝑝𝑟𝑜𝑏𝑑 𝑓𝑣 Effectiveness of defence against an attack exploiting the vulnerability
𝑝𝑟𝑜𝑏𝑑 𝑡𝑣 Probability of detecting an attack that exploits the vulnerability

Component level 𝑝𝑟𝑜𝑏𝑐 𝑜𝑚𝑝 Probability of component being compromised
ECU level 𝑝𝑟𝑜𝑏𝑒𝑐 𝑢 Probability of ECU is compromised
Attack path level 𝑝𝑟𝑜𝑏𝑎𝑝 Probability of successful attack through attack path
System level 𝑝𝑟𝑜𝑏𝑆 Probability of entire system is compromised
Attack impact
Vulnerability level 𝑖𝑚𝑝𝑣 Potential loss when vulnerability is compromised
Component level 𝑖𝑚𝑝𝑐 𝑜𝑚𝑝 Potential loss when component is compromised

𝑖𝑚𝑝𝑐 𝑖𝑎𝑐 𝑜𝑚𝑝 Potential loss of CIA when component is compromised
𝑖𝑚𝑝𝑠𝑐 𝑜𝑚𝑝 Potential loss of safety when component is compromised

ECU level 𝑖𝑚𝑝𝑒𝑐 𝑢 Potential loss when ECU is compromised
Attack path level 𝑖𝑚𝑝𝑎𝑝 Potential loss when an attack is successfully executed via the attack route
System level 𝑖𝑚𝑝𝑆 Potential loss when entire system is compromised
Security risk
Component level 𝑟𝑖𝑠𝑘𝑐 The security risk when component is compromised
ECU level 𝑟𝑖𝑠𝑘𝑒𝑐 𝑢 The security risk when ECU is compromised
Attack path level 𝑟𝑖𝑠𝑘𝑎𝑝 The security risk of attack through attack path
System level 𝑟𝑖𝑠𝑘𝑆 The security risk of entire system
Path-based metrics
Number of attack path 𝑁 𝐴𝑃 The total number of unique paths from an attacker to targets
Longest attack path length 𝐿𝐴𝑃 𝐿 The length of the longest single attack path
k-zero safety
System level 𝑘 The number of zero-days that are needed to compromise the entire system
c
t

a

i

AV-HARM, from the lower layers to the upper levels. These metrics
pply to different combinations of levels, such as the vulnerability level,
omponent level, ECU level, path level, and the entire system level,
epending on their relevance and applicability. Table 2 lists all the

metrics, notations, and explanations of AV-HARM’s security metrics.

3.4.1. Probability of successful attack
The attack success probability quantifies the likelihood of a threat

uccessfully compromising a target. Targets can range from a vulnera-
bility or a component to an ECU, an attack path, or an entire in-vehicle
network.

In the lower level of AV-HARM, the probability of a successful attack
t the root of an ACT is determined by the probability of exploiting
 vulnerability at the leaf node. To estimate the probability of a
ulnerability being exploited, it is possible to leverage the exploitability
etrics provided by the Common Vulnerability Scoring System (CVSS)
ase metric version 3.1 (FIRST.org Inc., 2019). These exploitability

metrics are derived from four attributes: Attack Vector (AV), Attack
Complexity (AC), Privileges Required (PR), and User Interaction (UI).

The base exploitability score from CVSS offers an initial estimation
of a vulnerability’s likelihood of being exploited. However, this estima-
tion may be further refined by considering the presence of detection
events and defence methods associated with the vulnerability. Using
the Attack-Countermeasure Tree (ACT) in Fig. 2(b), the overall prob-
ability is calculated as shown in Eq. (1). Here, 𝑝𝑟𝑜𝑏𝑝𝑟𝑒𝑣 represents the
pre-detection probability of a successful attack. Meanwhile, 𝑝𝑟𝑜𝑏𝑑 𝑡𝑣 and
𝑝𝑟𝑜𝑏𝑑 𝑓𝑣 represent the probability of detecting an attack event exploiting
the vulnerability and the effectiveness of the defence method applied
to the attack event, respectively. The equation demonstrates that both
detection and defence methods must be applied together to modify the
initial probability of exploitation. Without either, the initial probability
remains unchanged.

𝑝𝑟𝑜𝑏𝑣 = 𝑝𝑟𝑜𝑏𝑝𝑟𝑒𝑣 × (1 − 𝑝𝑟𝑜𝑏𝑑 𝑡𝑣 × 𝑝𝑟𝑜𝑏𝑑 𝑓𝑣 ) (1)

i

6 
Eqs. (2) and (3) illustrate the probability of a successful attack at
the root of an ACT and the component, respectively.

𝑝𝑟𝑜𝑏𝑟𝑜𝑜𝑡𝑖 =

⎧

⎪

⎪

⎨

⎪

⎪

⎩

1 − (
∏

𝑣∈𝑐(𝑔 𝑡𝑝𝑖)
(1 − 𝑝𝑟𝑜𝑏𝑣)) , 𝑔 𝑡𝑝𝑖∈𝐺

𝑐(𝑔 𝑡𝑝𝑖)=𝑂 𝑅
∏

𝑣∈𝑐(𝑔 𝑡𝑝𝑖)
𝑝𝑟𝑜𝑏𝑣 , 𝑔 𝑡𝑝𝑖∈𝐺

𝑐(𝑔 𝑡𝑝𝑖)=𝐴𝑁 𝐷
(2)

𝑝𝑟𝑜𝑏𝑐 𝑜𝑚𝑝𝑖 = 𝑝𝑟𝑜𝑏𝑟𝑜𝑜𝑡𝑖 (3)

Since the attack path and ECU in AV-HARM are composed of
omponents, their attack success probabilities are defined based on
he success probabilities of these components. Each node within an

attack path or ECU is treated as an independent entity to simplify the
nalysis, enabling a modular assessment of each component’s security.

This approach allows decision-makers to evaluate the system’s security
at a granular level. Given that an attacker must compromise every node
within the path to achieve their objective, the total success probability
for the attack path is modelled as the product of the probabilities
of compromising each node, reflecting a logical AND condition. The
calculation of these metrics is shown in Eqs. (4) and (5).

𝑝𝑟𝑜𝑏𝑎𝑝𝑖 =
∏

𝑐 𝑜𝑚𝑝∈𝑐 𝑎𝑝𝑖
𝑝𝑟𝑜𝑏𝑐 𝑜𝑚𝑝 (4)

𝑝𝑟𝑜𝑏𝑒𝑐 𝑢𝑖 =
∏

𝑐 𝑜𝑚𝑝∈𝑒𝑐 𝑢𝑖
𝑝𝑟𝑜𝑏𝑐 𝑜𝑚𝑝 (5)

The overall success probability of a network attack is calculated
based on the attack paths in AV-HARM’s middle layer, as depicted
n Eq. (6). This equation shows the probability of a successful attack

when the attacker can access the system via any of the attack paths.
Each attack path from the attacker to the destination is considered
independent.

𝑝𝑟𝑜𝑏𝑆 = max
𝑎𝑝∈𝑀𝐴𝑃

(𝑝𝑟𝑜𝑏𝑎𝑝) (6)

3.4.2. Attack impact
The attack impact metric denotes the potential effect on the system

f threat actors successfully compromise the target. Similar to the attack
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Table 3
Safety criteria estimation.

Safety criteria at component
(𝑖𝑚𝑝𝑠𝑐 𝑜𝑚𝑝𝑖 )

Description

None (0) No injuries

Minor (1) Light and moderates injuries

Significant (2) Severe and life-threatening injuries (survival
probable)

Severe (3) Life-threatening injuries (survival uncertain),
fatal injuries

Catastrophic (4) Life-threatening or fatal injuries for multiple
vehicles

success probability metrics, the risk metrics are calculated at various
evels. These include the node level, component level, ECU level, attack

path level, and system level.
At the root level, the impact metric is calculated based on the effect

of each vulnerability at the ACT’s leaf node as shown in Eq. (7). The
mpact of a vulnerability can be obtained from the CVSS base score ver-
ion 3.1, where it is determined based on its effect on confidentiality,
ntegrity, availability, and scope change, which refers to the possibility
f extending the scope to additional components.

𝑖𝑚𝑝𝑟𝑜𝑜𝑡𝑖 = max
𝑣∈𝑐(𝑔 𝑡𝑝𝑖)(𝑖𝑚𝑝𝑣) (7)

The typical impact metric at the root level considers the security
riad: Confidentiality, Integrity, and Availability. However, this CIA
riad does not fully capture the complexities of physical systems like
ehicles, where ‘‘Safety’’ is an equally important attribute. To assess

the impact of a cyber attack on vehicles, it is necessary to incorporate
the safety aspect into the evaluation process. Mapping the safety at-
tribute directly to vulnerabilities is challenging because compromising
one component may require multiple vulnerabilities combined using
logic gates. Therefore, successfully exploiting one vulnerability may
not affect the safety of the component(s). Our method estimates the
safety impact only at the component level. To estimate the component’s
safety level, we recommend using the definitions according to ISO
26262 (International Organisation for Standardisation (ISO), 2018) and
VITA (Ruddle et al., 2009) as shown in Table 3. These standards

rank safety based on the potential for severe injuries or vehicle damage
n worst-case scenarios to ensure a comprehensive evaluation of risk.
y considering the most severe possible outcomes, we capture the

maximum impact that a compromised component could have on the
vehicle and its occupants.

To calculate the entire impact of the component when it is compro-
ised, we combine a safety impact factor with the other CIA factors.
he weights 𝑤𝑐 𝑖𝑎 and 𝑤𝑠 reflect the relative importance of each term,
s illustrated in Eq. (9). When combining the CIA attributes with
he Safety attribute, we scale the impact on the CIA score, originally
anging from 0 to 6, to match the impact of the Safety score, which
anges from 0 to 4. This adjustment is achieved using Eq. (8).

𝑖𝑚𝑝𝑐 𝑖𝑎𝑐 𝑜𝑚𝑝𝑖 =
𝑖𝑚𝑝𝑟𝑜𝑜𝑡𝑖 × 4

6
(8)

𝑖𝑚𝑝𝑐 𝑜𝑚𝑝𝑖 = 𝑤𝑐 𝑖𝑎 × 𝑖𝑚𝑝𝑐 𝑖𝑎𝑐 𝑜𝑚𝑝𝑖 +𝑤𝑠 × 𝑖𝑚𝑝𝑠𝑐 𝑜𝑚𝑝𝑖 (9)

As the component is part of an ECU, we calculate the impact of
 cyber attack on the ECU as shown in Eq. (10). This is followed by
he cyber attack impact on the attack path and at the system level, as

depicted in Eqs. (11) and (12). Using the maximum operation in each
quation is to make sure the impact of the cyber attack on each level

ranges from 0 to 10.

𝑖𝑚𝑝𝑒𝑐 𝑢𝑖 = max
𝑐 𝑜𝑚𝑝∈𝑒𝑐 𝑢𝑖(𝑖𝑚𝑝𝑐 𝑜𝑚𝑝) (10)

𝑖𝑚𝑝𝑎𝑝𝑀 = max (𝑖𝑚𝑝𝑐 𝑜𝑚𝑝) (11)

𝑖 𝑐 𝑜𝑚𝑝∈𝑎𝑝𝑀𝑖

7 
𝑖𝑚𝑝𝑆 = max
𝑎𝑝𝑖∈𝑀

(𝑖𝑚𝑝𝑎𝑝𝑚 ) (12)

3.4.3. Security risk
The security risk metric quantifies the severity of the potential

mpact of a threat and the probability of its occurrence. We assess
he security risk of an AV network across four hierarchical levels: the
omponent level, the ECU level, the attack path level, and the entire
ystem level. At the component level, risk is quantified by the proba-
ility of attack success and the subsequent impact on the component,

as delineated in Eq. (13).

𝑟𝑖𝑠𝑘𝑐 𝑜𝑚𝑝𝑖 = 𝑝𝑟𝑜𝑏𝑐 𝑜𝑚𝑝𝑖 × 𝑖𝑚𝑝𝑐 𝑜𝑚𝑝𝑖 (13)

At the ECU level, the security risk is derived from the cumulative
risk of the individual components comprising the ECU, represented
in Eq. (14). Similarly, at the attack path level, it is the sum of the
security risks of components along the path, as shown in Eq. (15). Our
approach considers cumulative risk: the more components an attacker
must exploit, the greater the potential risk to the system. This is
because each component, whether deemed critical or not, contributes
to the overall security of the system. Compromising multiple compo-
nents accumulates vulnerabilities and potential impacts, resulting in a
compounded risk along the attack path.

𝑟𝑖𝑠𝑘𝑒𝑐 𝑢𝑖 =
∑

𝑐 𝑜𝑚𝑝∈𝑒𝑐 𝑢𝑖
𝑟𝑖𝑠𝑘𝑐 𝑜𝑚𝑝 (14)

𝑟𝑖𝑠𝑘𝑎𝑝𝑀 =
∑

𝑐 𝑜𝑚𝑝∈𝑎𝑝𝑀𝑖
𝑟𝑖𝑠𝑘𝑐 𝑜𝑚𝑝 (15)

The overall security risk of the AV network is characterized by combin-
ing the risk across all attack paths, from the threat to the attack goals.
This comprehensive network risk is shown in Eq. (16):

𝑟𝑖𝑠𝑘𝑆 =
∑

𝑎𝑝𝑀∈M
𝑟𝑖𝑠𝑘𝑎𝑝𝑀 (16)

3.4.4. Path-based metrics
In addition to security metrics at various levels, path-based metrics

uch as the total number of distinct attack paths and the lengths of these
aths are crucial for understanding the breadth and depth of potential
ttack routes through the system.

The Number of Attack Paths (𝑁 𝐴𝑃 ) quantifies the total number of
nique sequences that an attacker can use to successfully reach a target.
he metric is defined as in Eq. (17):

𝑁 𝐴𝑃 = |𝐴𝑃𝑀
| (17)

where 𝐴𝑃𝑀 denotes the set of all possible attack paths within the
middle layer of the model.

The Longest Attack Path Length (𝐿𝐴𝑃 𝐿) is a metric that determines
he maximum depth of attack required to reach a target. The longest

attack path length is computed as in Eq. (18):

𝐿𝐴𝑃 𝐿 = max
𝑎𝑝∈𝐴𝑃𝑀

|𝑎𝑝| (18)

3.4.5. k-zero score
While vehicle networks share similarities with computer networks,

dentifying and scanning vulnerabilities AV systems can be challenging
or several reasons: (1) Vehicles consist of various components from
ifferent original equipment manufacturers (OEMs), making it difficult
o assess and scan for all potential security vulnerabilities, (2) Many
V systems use proprietary software and protocols, restricting access to
ecessary information for vulnerability scanning, (3) Existing security
olutions cannot detect unknown vulnerabilities.

Defining vulnerabilities is crucial for assessing AV networks. How-
ever, the risk posed by unknown vulnerabilities remains unpredictable.
To measure this risk, we implement the concept of k-zero day, as
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Result: k-zero day safety
nput: Network model and (zero-day vulnerability in nodes),

Target components
Output: k-zero day safety
Procedure calculateK(networkModel, targetComponents):

Initialize an empty array to store the number of nodes on each
attack path: numberofnodearr = [];

Generate attack paths using the AV-HARM: drawAVHARM();
attackPaths = findAttackPath(Attacker, targetComponents);
if attackPaths.count > 0 then

foreach attackPath in attackPaths do
numberofnode = getNumberOfNodeOnPath();
numberofnodearr.push(numberofnode);

end
end
Determine the minimum number of nodes across all attack
paths: k = min(numberofnodearr);

eturn k
Algorithm 1: Calculate k-zero day safety for AV-HARM

proposed by Wang et al. (2014). This research aims to quantify the
security risk of network systems against the uncertainty of unknown
zero-day attacks by determining how many unknown vulnerabilities (k-
zero day number) would need to be exploited to compromise network
ssets. A larger k value indicates a more secure network. In AV-HARM,

we use this concept to determine how many k-zero days are required
to compromise attack goals in AV networks. This is particularly useful
when no known vulnerabilities are present, but the system’s architec-
ture still needs to be evaluated for potential zero-day vulnerabilities
that would be needed to compromise the system. It also helps in evalu-
ating the security of the system design under the assumption that each
component node has at least one potentially exploitable vulnerability.
The k value is defined by generating AV-HARM, identifying all attack
paths from the attacker to the attack goals, and finding the shortest
path that leads to a successful compromise attack goal. This represents
the minimum number of vulnerabilities that need to be exploited, also
known as k. The algorithm for calculating the k-zero day safety number
is shown in Algorithm 1.

We built a web application for visualizing and automatically cal-
culating security metrics. It is accessible via the link https://ziz0301.
github.io/AVHARM/index.html. This web application uses Javascript
nd the GoJS library for drawing attack graphs and trees. The applica-
ion accepts JSON file inputs that follow the in-vehicle network format
n Section 3.2. From the network input, the application automatically

generates attack graphs and trees, along with metric calculations.

4. Application of the AV-HARM to assess the AV networks

In this section, we further explore the AV-HARM framework in-
troduced previously by applying it to an example AV network. We
mplement AV-HARM on two vehicle models: the BMW i3 and the Tesla
odel S. We will discuss the system model, attack model, and defence
odel. Additionally, we will illustrate how to use the proposed security
etrics to evaluate and quantify the security of the AV system in each

ase.

4.1. Case study of a BMW i3 vehicle

4.1.1. System model
In-vehicle network architecture: The in-vehicle network of a

MW i3 is referenced based on a BMW car security report (Cai et al.,
2019; BMW, 2014; Jungebloud et al., 2024), as shown in Fig. 3. This
artial in-vehicle network is a heterogeneous system with various chips

and microprocessors running diverse operating systems and services.
8 
The car’s connectivity capabilities are supported by two Electronic
Control Units (ECUs): the Head Unit (HU) and the Telematic Communi-
cation Box (TCB), both connected to the Gateway (ZGM) using a KCAN
bus. These units enable the car to connect to external networks and
are the primary attack vectors for potential remote or physical attacks
on the car’s internal network. The HU and TCB are connected to the
Gateway (ZGM) using the KCAN bus.

The HU consists of two main components, both running the QNX
perating system: HU-Intel and HU-Jacinto. The HU-Intel is responsi-
le for the car’s infotainment system, including information display,
avigation, diagnostic functions, and network connections. For security
easons, the HU-Intel cannot directly send arbitrary CAN messages to
he ZGM. Instead, these messages must be sent to the ZGM through the
U-Jacinto.

Similar to the HU, the TCB also has two main components. The TCB-
ualcomm is responsible for all remote services to the manufacturer’s

erver, including emergency calls, tele-diagnostic, remote services, and
ver-the-Air (OTA) updates. The second component, TCB-FreeScale,
anages sending and receiving CAN messages and is directly connected

to the ZGM.
The ZGM connects to various CAN buses and a FlexRay bus. The

KCAN is solely for entertainment and basic functions, including the
CU HU, TCB, Frontal Light Electronics Right (FLER) for controlling

the vehicle’s left and right lights, and Body Domain Controller (BDC)
for managing other body functions like doors, windows, and wipers.
The PTCAN is for critical functions, such as the Electrical Digital
Motor Electronics (EDME) for throttle control, and the Electronic Power
Steering (EPS) for managing the vehicle’s steering.

Only ECUs on the same CAN bus can communicate with each other.
However, the ZGM can receive diagnostic messages via the Unified
Diagnostic Services (UDS) protocol from the diagnostic client (DC) in
HU-Intel and TCB-Qualcomm. This means they can send diagnostic
messages to any ECU with a diagnostic server (DS).

Threat and vulnerabilities information: We utilized known vul-
erabilities from a real vehicle’s security report (Cai et al., 2019) to

illustrate the information in this example. The details of each vulner-
ability are shown in Table 4. This includes notation, the CVE-ID, the
associated component, a description of the vulnerability, and the CVSS
score. When a vulnerability lacks a designated CVE-ID or a CVSS 3.1
score, we provide the corresponding CVSS vector used to compute the
score.

𝑝𝑟𝑜𝑏𝑣𝑝𝑟𝑒𝑖
=

𝑝𝑟𝑜𝑏𝑣𝐶 𝑉 𝑆 𝑆𝑖

3.9
(19)

The CVSS 3.1 framework measures exploitability on a scale from 0 to
3.9. To align these metrics with our probabilistic calculations, which
also incorporate logical AND/OR operations to find out the probability
of an attack’s success, a scaling adjustment to a 0 to 1 range is
necessary. We use Eq. (19) to scale it accordingly. A value of 0 indicates
that the vulnerability is difficult to exploit, whereas a value of 1 implies
 high certainty of exploitability.

4.1.2. Attack model
In this section, we describe the attack model, each focusing on spe-

cific attacker goals, attack vectors, attack surfaces, attacker capabilities
and methods.

Attacker Goal 1: Compromise the root privilege information sys-
tem, which is the HU-Intel and TCT-Qualcomm infotainment system.
There are two attack vectors to bypass the infotainment system. The
first attack vector is via physical access using USB. The attacker inserts
a USB containing a malicious update file for the navigation service.
They then use 𝑣𝐵3 to obtain root privileges on the Head Unit-Intel
HU-Intel) (Miller, 2019; Cai et al., 2019).

The second attack vector is via remote access by setting up a rogue
base station to access the cellular network of the infotainment unit.
From there, the attacker gains root privilege of TCB-Qualcomm using

https://ziz0301.github.io/AVHARM/index.html
https://ziz0301.github.io/AVHARM/index.html
https://ziz0301.github.io/AVHARM/index.html
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Fig. 3. In-vehicle network architecture of a BMW i3 vehicle.
Table 4
Vulnerabilities information within BMW i3 vehicle.

Notations CVE-ID Components Description CVSS 3.1

𝑣𝐵1 CVE-2012-3748 HU-Intel The browser runs an old version of
AppleWebKit/535.17. It exploits memory
corruption (CWE362) in the Webkit engine
(libwebkit-hbas-NBT.so) to gain a shell with
browser privilege

Base score: 7.7
CIA impact: 3.53, likelihood: 0.46
AV:N/AC:H/PR:L/UI:N/S:C/C:L/I:H/A:L

𝑣𝐵2 CVE-2018-9322 HU-Intel TOCTOU weakness (CWE367) in the diagnostic
service (/opt/sys/bin/NbtDiagHUHighApp)
leads to bash commands execution with
HU-Intel root privilege

Base score: 7.7
CIA impact: 3.53, likelihood: 0.46
AV:N/AC:H/PR:L/UI:N/S:C/C:L/I:H/A:L

𝑣𝐵3 CVE-2018-9312 HU-Intel Stack overflow weakness (CWE121) in the
navigation map update service (filename
decompression function)
(/opt/nav/asn/bin/appnavc) leads to code
execution with HU-Intel root privilege

Base score: 7.8
CIA impact: 3.93, likelihood: 0.46
AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

𝑣𝐵4 No CVE-ID HU-Jacinto Weak authentication on QNX OS allows an
attacker to log into HU-Jacinto without a
password

Base score: 8.2
CIA impact: 3.13, likelihood: 0.72
AV:A/AC:L/PR:N/UI:N/S:C/C:N/I:H/A:L

𝑣𝐵5 CVE-2018-9311 TCB-Qualcomm Vulnerability in the remote service
(TCB_Of_RemoteProcedureCallManager_Task)
allows the attacker to send malicious SMS
using a rogue base station

Base score: 9.8
CIA impact: 3.93, likelihood: 1
AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

𝑣𝐵6 CVE-2018-9318 TCB-Qualcomm OTA update vulnerability. The stack overflow
in the OTA_XML_VerifySignature function is
exploited to gain remote execution with
TCB-Qualcomm root privilege.

Base score: 9.8
CIA impact: 3.93, likelihood: 1
AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

𝑣𝐵7 No CVE-ID ECUs with
diagnostic server

The Security Access service of the UDS
protocol uses weak algorithms. This enables an
attacker to incorporate diagnostic functions and
manipulate updates on the ECU.

Base score: 9.0
CIA impact: 4, likelihood: 0.59
AV:A/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H
𝑣𝐵5 and 𝑣𝐵6. The attacker then exploits a vulnerability in the HU-
Intel’s browser using 𝑣𝐵1 to obtain a shell with browser privileges and
leverages a Time-of-Check to Time-of-Use (TOCTOU) vulnerability in
the diagnostic service for root access (Miller and Valasek, 2015; Cai
et al., 2019; Nie et al., 2017)

Attacker Goal 2: Gain control of the ECU on the same CAN bus as
the HU and TCB. Since the HU and TCB share the same KCAN bus with
the FLER and BDC, the attacker can extend their attack from HU-Intel
to HU-Jacinto. From there, they can send arbitrary CAN messages to
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the BDC and FLER. This attack vector presupposes that the attacker
has deciphered the structure CAN message for controlling the BDC and
FLER of this vehicle.

Attacker Goal 3: Control the ECU on a different CAN bus from the
HU-Intel and TCB-Qualcomm. The HU and TCB are connected to the
external network, and for security reasons, they are designed to only
connect to non-critical components. Critical components are connected
to different buses. Under normal circumstances, it is unrealistic for an
attacker to send regular CAN messages to control critical ECUs, such
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as brakes or steering. However, the possibility of over-the-air updates
nd remote diagnostics gives the HU and TCB the ability to send UDS
essages from the HU-Intel and TCB-Qualcomm to critical components

n the PTCAN bus. In this attack scenario, the attacker can send UDS
messages to manipulate the EDME and EPS, which are on the PTCAN
bus. This attack vector assumes that the attacker has deciphered the
structure of UDS messages to diagnose the brake and steering functions
of the vehicle.

4.1.3. Applying AV-HARM to calculate security metrics of BMWi3
We use the AV-HARM application to generate the model and visu-

alize the attack graphs of the upper layer and the middle layer and
the attack trees at the lower layer as shown in Fig. 4. By modelling
he vehicle architecture with the vulnerabilities information, we can
alculate there are 8 possible attack paths, including:

• 𝑎𝑝𝐵1 = 𝐴 → 𝐻 𝑈 − 𝐼 𝑛𝑡𝑒𝑙 → 𝐻 𝑈 − 𝐽 𝑎𝑐 𝑖𝑛𝑡𝑜 → 𝐵 𝐷 𝐶,
• 𝑎𝑝𝐵2 = 𝐴 → 𝐻 𝑈 − 𝐼 𝑛𝑡𝑒𝑙 → 𝐵 𝐷 𝐶,
• 𝑎𝑝𝐵3 = 𝐴 → 𝑇 𝐶 𝐵 −𝑄𝑢𝑎𝑙 → 𝐵 𝐷 𝐶,
• 𝑎𝑝𝐵4 = 𝐴 → 𝐻 𝑈 − 𝐼 𝑛𝑡𝑒𝑙 → 𝐻 𝑈 − 𝐽 𝑎𝑐 𝑖𝑛𝑡𝑜 → 𝐹 𝐿𝐸 𝑅,
• 𝑎𝑝𝐵5 = 𝐴 → 𝐻 𝑈 − 𝐼 𝑛𝑡𝑒𝑙 → 𝐸 𝐷 𝑀 𝐸,
• 𝑎𝑝𝐵6 = 𝐴 → 𝑇 𝐶 𝐵 −𝑄𝑢𝑎𝑙 → 𝐸 𝐷 𝑀 𝐸,
• 𝑎𝑝𝐵7 = 𝐴 → 𝐻 𝑈 − 𝐼 𝑛𝑡𝑒𝑙 → 𝐸 𝑃 𝑆,
• 𝑎𝑝𝐵8 = 𝐴 → 𝑇 𝐶 𝐵 −𝑄𝑢𝑎𝑙 → 𝐸 𝑃 𝑆.

Based on the metric in Section 3.4, we calculate the probability of
ttack success, the attack impact and attack risk on vulnerability level,
omponent level, ecu level, attack path level and system level. We will

detail the calculation of the probability of attack success and attack
impact on each component.

𝑝𝑟𝑜𝑏𝐻 𝑈−𝐼 𝑛𝑡𝑒𝑙 = 1 − [(1 − 𝑝𝑟𝑜𝑏𝑣𝐵3 ) × (1 − (𝑝𝑟𝑜𝑏𝑣𝐵1
× 𝑝𝑟𝑜𝑏𝑣𝐵2 ))]

= 1 − [(1 − 0.46) × (1 − (0.46 × 0, 46))]
= 0.57

𝑝𝑟𝑜𝑏𝐻 𝑈−𝐽 𝑎𝑐 𝑖𝑛𝑡𝑜 = 𝑝𝑟𝑜𝑏𝑣𝐵4 = 0.72
𝑝𝑟𝑜𝑏𝑇 𝐶 𝐵−𝑄𝑢𝑎𝑙 = 𝑝𝑟𝑜𝑏𝑣𝐵5 × 𝑝𝑟𝑜𝑏𝑣𝐵6 = 1 × 1 = 1

𝑝𝑟𝑜𝑏𝐵 𝐷 𝐶 = 𝑝𝑟𝑜𝑏𝐹 𝐿𝐸 𝑅 = 𝑝𝑟𝑜𝑏𝑣𝐵7 = 0.59
𝑝𝑟𝑜𝑏𝐸 𝐷 𝑀 𝐸 = 𝑝𝑟𝑜𝑏𝐸 𝑃 𝑆 = 𝑝𝑟𝑜𝑏𝑣𝐵7 = 0.59

For assessing the impact of an attack, we assign equal weight to
ecurity and safety in our calculations, setting both 𝑤𝑐 𝑖𝑎 and 𝑤𝑠 to
. Following the safety criteria estimation presented in Table 3, we

assign a safety impact value of 1 to HU-Intel, HU-Jacinto, TCB-Qual,
and FLER. This is because compromising these components may lead to
minor injuries, such as altering vehicle lighting or displaying incorrect
notifications or data on the HU or TCB unit. The BDC is assigned a
alue of 2 since if the door is open while the vehicle is in motion,
t could cause severe injuries. The safety impact of EDME and EPS is

given a value of 3, as issues with steering and throttle could lead to
ife-threatening injuries to the vehicle occupants or pedestrians.

𝑖𝑚𝑝𝐻 𝑈𝐼 𝑛𝑡𝑒𝑙 = 𝑤𝑐 𝑖𝑎 × 𝑖𝑚𝑝𝑐 𝑖𝑎𝐻 𝑈𝐼 𝑛𝑡𝑒𝑙 +𝑤𝑠 × 𝑖𝑚𝑝𝑠𝐻 𝑈𝐼 𝑛𝑡𝑒𝑙

= 1 × 3.93 + 1 × 1 = 4.93
𝑚𝑝𝐻 𝑈−𝐽 𝑎𝑐 𝑖𝑛𝑡𝑜 = 𝑤𝑐 𝑖𝑎 × 𝑖𝑚𝑝𝑐 𝑖𝑎𝐻 𝑈−𝐽 𝑎𝑐 𝑖𝑛𝑡𝑜

+ 𝑤𝑠 × 𝑖𝑚𝑝𝑠𝐻 𝑈−𝐽 𝑎𝑐 𝑖𝑛𝑡𝑜
= 1 × 3.13 + 1 × 1 = 4.13

𝑖𝑚𝑝𝑇 𝐶 𝐵−𝑄𝑢𝑎𝑙 = 𝑤𝑐 𝑖𝑎 × 𝑖𝑚𝑝𝑐 𝑖𝑎𝑇 𝐶 𝐵−𝑄𝑢𝑎𝑙

+ 𝑤𝑠 × 𝑖𝑚𝑝𝑠𝑇 𝐶 𝐵−𝑄𝑢𝑎𝑙

= 1 × 3.93 + 1 × 1 = 4.93
𝑖𝑚𝑝𝐵 𝐷 𝐶 = 𝑤𝑐 𝑖𝑎 × 𝑖𝑚𝑝𝑐 𝑖𝑎𝐵 𝐷 𝐶 +𝑤𝑠 × 𝑖𝑚𝑝𝑠𝐵 𝐷 𝐶

= 1 × 4 + 1 × 2 = 6
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𝑖𝑚𝑝𝐹 𝐿𝐸 𝑅 = 𝑤𝑐 𝑖𝑎 × 𝑖𝑚𝑝𝑐 𝑖𝑎𝐹 𝐿𝐸 𝑅 +𝑤𝑠 × 𝑖𝑚𝑝𝑠𝐹 𝐿𝐸 𝑅
= 1 × 3.93 + 1 × 1 = 4.93

𝑖𝑚𝑝𝐸 𝐷 𝑀 𝐸 = 𝑤𝑐 𝑖𝑎 × 𝑖𝑚𝑝𝑐 𝑖𝑎𝐸 𝐷 𝑀 𝐸 +𝑤𝑠 × 𝑖𝑚𝑝𝑠𝐸 𝐷 𝑀 𝐸
= 1 × 4 + 1 × 3 = 7

𝑖𝑚𝑝𝐸 𝑃 𝑆 = 𝑤𝑐 𝑖𝑎 × 𝑖𝑚𝑝𝑐 𝑖𝑎𝐸 𝑃 𝑆 +𝑤𝑠 × 𝑖𝑚𝑝𝑠𝐸 𝑃 𝑆
= 1 × 4 + 1 × 3 = 7

Next, we calculate the risk of each component using Eq. (13), which
considers both the probability of a successful attack and its impact.

𝑟𝑖𝑠𝑘𝐻 𝑈−𝐼 𝑛𝑡𝑒𝑙 = 𝑝𝑟𝑜𝑏𝐻 𝑈−𝐼 𝑛𝑡𝑒𝑙 × 𝑖𝑚𝑝𝐻 𝑈−𝐼 𝑛𝑡𝑒𝑙
= 0.57 × 4.93 = 2.81

𝑟𝑖𝑠𝑘𝐻 𝑈−𝐽 𝑎𝑐 𝑖𝑛𝑡𝑜 = 𝑝𝑟𝑜𝑏𝐻 𝑈−𝐽 𝑎𝑐 𝑖𝑛𝑡𝑜 × 𝑖𝑚𝑝𝐻 𝑈−𝐽 𝑎𝑐 𝑖𝑛𝑡𝑜
= 0.72 × 4.13 = 2.97

𝑟𝑖𝑠𝑘𝑇 𝐶 𝐵−𝑄𝑢𝑎𝑙 = 𝑝𝑟𝑜𝑏𝑇 𝐶 𝐵−𝑄𝑢𝑎𝑙 × 𝑖𝑚𝑝𝑇 𝐶 𝐵−𝑄𝑢𝑎𝑙

= 1 × 4.93 = 4.93
𝑟𝑖𝑠𝑘𝐵 𝐷 𝐶 = 𝑝𝑟𝑜𝑏𝐵 𝐷 𝐶 × 𝑖𝑚𝑝𝐵 𝐷 𝐶

= 0.59 × 6 = 3.54
𝑟𝑖𝑠𝑘𝐹 𝐿𝐸 𝑅 = 𝑝𝑟𝑜𝑏𝐹 𝐿𝐸 𝑅 × 𝑖𝑚𝑝𝐹 𝐿𝐸 𝑅

= 0.59 × 4.93 = 2.91
𝑟𝑖𝑠𝑘𝐸 𝐷 𝑀 𝐸 = 𝑝𝑟𝑜𝑏𝐸 𝐷 𝑀 𝐸 × 𝑖𝑚𝑝𝐸 𝐷 𝑀 𝐸

= 0.59 × 7 = 4.13
𝑟𝑖𝑠𝑘𝐸 𝑃 𝑆 = 𝑝𝑟𝑜𝑏𝐸 𝑃 𝑆 × 𝑖𝑚𝑝𝐸 𝑃 𝑆

= 0.59 × 7 = 4.13
The risk for each path and the overall system risk are calculated using
qs. (15) and (16)

𝑟𝑖𝑠𝑘𝑎𝑝𝐵1 = 𝑟𝑖𝑠𝑘𝐻 𝑈−𝐼 𝑛𝑡𝑒𝑙 + 𝑟𝑖𝑠𝑘𝐻 𝑈𝐽 𝑎𝑐 𝑖𝑛𝑡𝑜 + 𝑟𝑖𝑠𝑘𝐵 𝐷 𝐶
= 2.81 + 2.97 + 3.54 = 9.32

𝑖𝑠𝑘𝑎𝑝𝐵2 = 𝑟𝑖𝑠𝑘𝐻 𝑈−𝐼 𝑛𝑡𝑒𝑙 + 𝑟𝑖𝑠𝑘𝐵 𝐷 𝐶
= 2.81 + 3.54 = 6.35

𝑖𝑠𝑘𝑎𝑝𝐵3 = 𝑟𝑖𝑠𝑘𝑇 𝐶 𝐵𝑄𝑢𝑎𝑙 + 𝑟𝑖𝑠𝑘𝐵 𝐷 𝐶
= 4.93 + 3.54 = 8.47

𝑟𝑖𝑠𝑘𝑎𝑝𝐵4 = 𝑟𝑖𝑠𝑘𝐻 𝑈−𝐼 𝑛𝑡𝑒𝑙 + 𝑟𝑖𝑠𝑘𝐻 𝑈𝐽 𝑎𝑐 𝑖𝑛𝑡𝑜 + 𝑟𝑖𝑠𝑘𝐹 𝐿𝐸 𝑅
= 2.81 + 2.97 + 2.91 = 8.69

𝑟𝑖𝑠𝑘𝑎𝑝𝐵5 = 𝑟𝑖𝑠𝑘𝐻 𝑈−𝐼 𝑛𝑡𝑒𝑙 + 𝑟𝑖𝑠𝑘𝐸 𝐷 𝑀 𝐸
= 2.81 + 4.13 = 6.94

𝑖𝑠𝑘𝑎𝑝𝐵6 = 𝑟𝑖𝑠𝑘𝑇 𝐶 𝐵𝑄𝑢𝑎𝑙 + 𝑟𝑖𝑠𝑘𝐸 𝐷 𝑀 𝐸
= 4.93 + 4.13 = 9.06

𝑟𝑖𝑠𝑘𝑎𝑝𝐵7 = 𝑟𝑖𝑠𝑘𝐻 𝑈−𝐼 𝑛𝑡𝑒𝑙 + 𝑟𝑖𝑠𝑘𝐸 𝑃 𝑆
= 2.81 + 4.13 = 6.94

𝑟𝑖𝑠𝑘𝑎𝑝𝐵8 = 𝑟𝑖𝑠𝑘𝑇 𝐶 𝐵𝑄𝑢𝑎𝑙 + 𝑟𝑖𝑠𝑘𝐸 𝑃 𝑆
= 4.93 + 4.13 = 9.06

𝑟𝑖𝑠𝑘𝑆 = 𝑟𝑖𝑠𝑘𝑎𝑝𝐵1 + 𝑟𝑖𝑠𝑘𝑎𝑝𝐵2 + 𝑟𝑖𝑠𝑘𝑎𝑝𝐵3 + 𝑟𝑖𝑠𝑘𝑎𝑝𝐵4
+ 𝑟𝑖𝑠𝑘𝑎𝑝𝐵5 + 𝑟𝑖𝑠𝑘𝑎𝑝𝐵6 + 𝑟𝑖𝑠𝑘𝑎𝑝𝐵7 + 𝑟𝑖𝑠𝑘𝑎𝑝𝐵8
= 9.32 + 6.35 + 8.47 + 8.69 + 6.94 + 9.06
+ 6.94 + 9.06
= 64.83

The system risk for this network stands at 64.83, representing the risk
evel of the entire system. This value takes into account all possible
ttack paths an attacker could exploit to infiltrate the system. By assess-

ing the risk of each potential attack path, security decision-makers can
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Fig. 4. Attack paths in AV-HARM for the BMW i3 vehicle.

identify the most threatening ones and adopt appropriate mitigation
methods to diminish the risk or eliminate the attack path.

4.2. Case study of Tesla Model S vehicle

4.2.1. System model of a Tesla Model S vehicle
In-vehicle network architecture: The in-vehicle network of a

Tesla Model S is referenced based on a security report by Keen Security
Lab (Nie et al., 2017, 2018; Tencent Keen Security Lab, 2016), as
depicted in Fig. 5. Similar to the BMW system, this partial in-vehicle
network also consists of heterogeneous components running various
operating systems and services.

In this vehicle network, the infotainment system ECU can connect
to the external network via an embedded Wi-Fi SSID and be able to
connect to a Wi-Fi hotspot provided by Tesla. The infotainment system
includes three components: the Instrument Cluster (IC), the Central
Information Display (CID) and the Parrot Model. Among those, the
CID is running under the Linux kernel, which has services/software
such as Browser, AppArmor and IPtables. These three components are
connected via Automotive Ethernet.

To connect with the CAN bus domain, the infotainment system
interfaces with a gateway. This gateway operates on firmware run-
ning on the Freescale MPC5668G microcontroller. In the BMW vehicle
described earlier, the HU includes the HU-Jacinto component, which
is responsible for sending CAN messages to the gateway. However,
in Tesla vehicles, the infotainment system does not send CAN mes-
sages directly to the gateway; instead, it sends Ethernet messages. The
gateway in Tesla vehicles is programmed to handle these Ethernet
11 
messages, converting them into CAN messages for transmission to other
ECUs. Additionally, the gateway has the capability to send diagnostic
messages with various available functions.

The CAN bus network system comprises two buses: the BDY bus and
the PT bus. The BDY bus primarily controls the car’s body functions,
including the ECU that manages the trunk and door. Critical and safety
ECUs, such as the Electronic Stability Program (ESP) and Anti-Lock
Brake System (ABS), are connected to the PT bus.

Threat and vulnerabilities information: Table 5 shows the 5 vul-
nerabilities of the vehicle. Similar to the example of a BMW vehicle, the
table shows the CVE-ID, description and the attribute that contribute to
the CVSS scores.

4.2.2. Attack model of a Tesla Model S vehicle
In this section, we define the attack model, each focusing on specific

attacker goals, attack vectors, attack surfaces, attacker capabilities and
methods.

Attacker Goal 1: Compromise the infotainment system. The attacker
sets up a fake Wi-Fi hotspot for the CID components to connect to. From
this point, the attacker uses vulnerabilities 𝑣𝑇 1 and 𝑣𝑇 2 to gain shell
access with root privileges to the CID. The attacker then exploits vul-
nerability 𝑣3, a weak authentication vulnerability, to gain root access
to the IC and Parrot components.

Attacker Goal 2: Compromise the gateway ECU. The gateway has a
service used for sending diagnostic services and a backdoor to enable its
root shell. However, the security of the backdoor is weak, with a fixed
static password that can be discovered through reverse engineering,
also known as 𝑣𝑇 3.

Attacker Goal 3: Control the ECU on two different CAN buses:
BDY and PT CAN, from the gateway and infotainment system. From
the gateway, the attacker can send CAN messages to control the body
functions of the vehicle, such as opening doors and turning the lights on
and off. However, control over more critical functions is not possible,
even when the attacker has access to the gateway. This is because
some ECUs have implemented safety mechanisms to disable unsafe
messages and stop responding to those messages to prevent dangerous
operations. However, the attacker can use the diagnostic service from
the IC to send UDS messages, causing the ECUs to malfunction.

4.2.3. Apply AV-HARM and calculate security metrics
We use the AV-HARM application to generate the model and visu-

alize the attack graphs of the upper layer and the middle layer and
the attack trees at the lower layer, as shown in Fig. 6. By modelling
the vehicle architecture with the vulnerabilities information, we can
calculate there are 6 possible attack paths, including:

• 𝑎𝑝𝑇 1 = 𝐴 → 𝐶 𝐼 𝐷 → 𝐼 𝐶
• 𝑎𝑝𝑇 2 = 𝐴 → 𝐶 𝐼 𝐷 → 𝑃 𝑎𝑟𝑟𝑜𝑡
• 𝑎𝑝𝑇 3 = 𝐴 → 𝐶 𝐼 𝐷 → 𝐺 𝑊 → 𝐴𝐵 𝑆
• 𝑎𝑝𝑇 4 = 𝐴 → 𝐶 𝐼 𝐷 → 𝐺 𝑊 → 𝐸 𝑆 𝑃
• 𝑎𝑝𝑇 5 = 𝐴 → 𝐶 𝐼 𝐷 → 𝐺 𝑊 → 𝐿𝐼 𝐺 𝐻 𝑇
• 𝑎𝑝𝑇 6 = 𝐴 → 𝐶 𝐼 𝐷 → 𝐺 𝑊 → 𝑇 𝑅𝑈 𝑁 𝐾
Using the metric outlined in Section 3.4, we compute the likeli-

hood of a successful attack, the consequences of an attack, and the
overall risk of an attack at various levels — including vulnerability,
component, ECU, attack path, and system levels.

𝑝𝑟𝑜𝑏𝐶 𝐼 𝐷 = 𝑝𝑟𝑜𝑏𝑣𝑇 1 × 𝑝𝑟𝑜𝑏𝑣𝑇 2
= 0.46 × 0.72 = 0.33

𝑝𝑟𝑜𝑏𝐼 𝐶 = 𝑝𝑟𝑜𝑏𝑃 𝑎𝑟𝑟𝑜𝑡 = 𝑝𝑟𝑜𝑏𝑣𝑇 3 = 0.72
𝑝𝑟𝑜𝑏𝐺 𝑊 = 𝑝𝑟𝑜𝑏𝑣𝑇 4 = 0.33

𝑝𝑟𝑜𝑏𝐿𝐼 𝐺 𝐻 𝑇 = 𝑝𝑟𝑜𝑏𝑇 𝑅𝑈 𝑁 𝐾 = 𝑝𝑟𝑜𝑏𝑣𝑇 5 = 0.59

𝑝𝑟𝑜𝑏𝐴𝐵 𝑆 = 𝑝𝑟𝑜𝑏𝐸 𝑆 𝑃 = 𝑝𝑟𝑜𝑏𝑣𝑇 5 = 0.59
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Fig. 5. In-vehicle network architecture of a Tesla Model S vehicle.
Table 5
Vulnerabilities information within the Tesla Model S vehicle.

Notations CVE-ID Components Description CVSS 3.1

𝑣𝑇 1 CVE-2011-3928 CID The browser runs an old version of
AppleWebKit/535.17. It exploits memory corruption
(CWE362) in the Webkit engine
(libwebkit-hbas-NBT.so) to gain a shell with browser
privilege

Base score: 7.1
CIA impact: 2.47, likelihood: 0.72
AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L

𝑣𝑇 2 CVE-2013-6282 CID The Linux kernel lack of user input validation which
leads to bash command with root privilege in CID

Base score: 8.6
CIA impact: 4, likelihood: 0.46
AV:L/AC:L/PR:N/UI:R/S:C/C:H/I:H/A:H

𝑣𝑇 3 No CVE-ID IC and Parrot Weak authentication on IC and Parrot allows an
attacker to get root access without a password

Base score: 8.8
CIA impact: 3.53, likelihood: 0.72
AV:A/AC:L/PR:N/UI:N/S:C/C:L/I:H/A:L

𝑣𝑇 4 No CVE-ID Gateway Exist of a backdoor that opens a shell entry with fixed
security token in firmware

Base score: 8.0
CIA impact: 4, likelihood: 0.33
AV:A/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H

𝑣𝑇 5 No CVE-ID ECU with
diagnostic
server

The Security Access service of the UDS protocol uses
weak algorithms. This enables an attacker to
incorporate diagnostic functions and manipulate
updates on the ECU.

Base score: 9.0
CIA impact: 4, likelihood: 0.59
AV:A/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H
In the process of evaluating the consequences of a potential attack, both
security and safety are given equal weight in our calculations, with both
𝑤𝑐 𝑖𝑎 and 𝑤𝑠 set to 1. As per the safety criteria outlined in Table 3, we
assign a safety impact score of 1 to CID, IC, Parrot, TRUNK, and LIGHT,
as a compromise of these components could result in minor injuries
due to changes in vehicle lighting or inaccuracies in the infotainment
system. The gateway (GW) is given a value of 2 because if it becomes
inaccessible, it could lead to serious harm. The safety impact rating for
ABS and ESP is 3 since any compromise affecting steering and throttle
could result in life-threatening injuries to those in the vehicle or nearby
pedestrians.

𝑖𝑚𝑝𝐶 𝐼 𝐷 = 𝑤𝑐 𝑖𝑎 × 𝑖𝑚𝑝𝑐 𝑖𝑎𝐶 𝐼 𝐷 +𝑤𝑠 × 𝑖𝑚𝑝𝑠𝐶 𝐼 𝐷
= 1 × 4 + 1 × 1 = 5

𝑖𝑚𝑝𝐼 𝐶 = 𝑖𝑚𝑝𝑃 𝑎𝑟𝑟𝑜𝑡
= 𝑤 × 𝑖𝑚𝑝𝑐 𝑖𝑎 +𝑤 × 𝑖𝑚𝑝𝑠
𝑐 𝑖𝑎 𝐼 𝐶 𝑠 𝐼 𝐶
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= 1 × 3.53 + 1 × 1 = 4.53
𝑖𝑚𝑝𝐺 𝑊 = 𝑤𝑐 𝑖𝑎 × 𝑖𝑚𝑝𝑐 𝑖𝑎𝐺 𝑊 +𝑤𝑠 × 𝑖𝑚𝑝𝑠𝐺 𝑊

= 1 × 4 + 1 × 2 = 6
𝑖𝑚𝑝𝐿𝐼 𝐺 𝐻 𝑇 = 𝑖𝑚𝑝𝑇 𝑅𝑈 𝑁 𝐾

= 𝑤𝑐 𝑖𝑎 × 𝑖𝑚𝑝𝑐 𝑖𝑎𝐿𝐼 𝐺 𝐻 𝑇 +𝑤𝑠 × 𝑖𝑚𝑝𝑠𝐿𝐼 𝐺 𝐻 𝑇
= 1 × 3.93 + 1 × 1 = 4.93

𝑖𝑚𝑝𝐴𝐵 𝑆 = 𝑖𝑚𝑝𝐸 𝑆 𝑃
= 𝑤𝑐 𝑖𝑎 × 𝑖𝑚𝑝𝑐 𝑖𝑎𝐴𝐵 𝑆 +𝑤𝑠 × 𝑖𝑚𝑝𝑠𝐴𝐵 𝑆
= 4 + 3 = 7

Next, we calculate the risk of each component using Eq. (13), which
considers both the probability of a successful attack and its impact.

𝑟𝑖𝑠𝑘𝐶 𝐼 𝐷 = 𝑝𝑟𝑜𝑏𝐶 𝐼 𝐷 × 𝑖𝑚𝑝𝐶 𝐼 𝐷
= 0.33 × 5 = 1.65
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𝑟𝑖𝑠𝑘𝐼 𝐶 = 𝑟𝑖𝑠𝑘𝑃 𝑎𝑟𝑟𝑜𝑡 = 𝑝𝑟𝑜𝑏𝐼 𝐶 × 𝑖𝑚𝑝𝐼 𝐶
= 0.72 × 4.53 = 3.26

𝑟𝑖𝑠𝑘𝐺 𝑊 = 𝑝𝑟𝑜𝑏𝐼 𝐶 × 𝑖𝑚𝑝𝐼 𝐶
= 0.33 × 6 = 1.98

𝑟𝑖𝑠𝑘𝐿𝐼 𝐺 𝐻 𝑇 = 𝑟𝑖𝑠𝑘𝑇 𝑅𝑈 𝑁 𝐾 = 𝑝𝑟𝑜𝑏𝐿𝐼 𝐺 𝐻 𝑇 × 𝑖𝑚𝑝𝐿𝐼 𝐺 𝐻 𝑇
= 0.59 × 4.93 = 2.91

𝑟𝑖𝑠𝑘𝐴𝐵 𝑆 = 𝑟𝑖𝑠𝑘𝐸 𝑆 𝑃 = 𝑝𝑟𝑜𝑏𝐴𝐵 𝑆 × 𝑖𝑚𝑝𝐴𝐵 𝑆
= 0.59 × 7 = 4.13

The risk for each path and the overall system risk is calculated using
Eqs. (15) and (16)

𝑟𝑖𝑠𝑘𝑎𝑝𝑇 1 = 𝑟𝑖𝑠𝑘𝐶 𝐼 𝐷 + 𝑟𝑖𝑠𝑘𝐼 𝐶 = 1.65 + 3.26 = 4.91
𝑟𝑖𝑠𝑘𝑎𝑝𝑇 2 = 𝑟𝑖𝑠𝑘𝐶 𝐼 𝐷 + 𝑟𝑖𝑠𝑘𝑃 𝐴𝑅𝑅𝑂 𝑇 = 1.65 + 3.26 = 4.91
𝑟𝑖𝑠𝑘𝑎𝑝𝑇 3 = 𝑟𝑖𝑠𝑘𝐶 𝐼 𝐷 + 𝑟𝑖𝑠𝑘𝐺 𝑊 + 𝑟𝑖𝑠𝑘𝐴𝐵 𝑆

= 1.65 + 1.98 + 4.13 = 7.76
𝑟𝑖𝑠𝑘𝑎𝑝𝑇 4 = 𝑟𝑖𝑠𝑘𝐶 𝐼 𝐷 + 𝑟𝑖𝑠𝑘𝐺 𝑊 + 𝑟𝑖𝑠𝑘𝐸 𝑃 𝑆

= 1.65 + 1.98 + 4.13 = 7.76
𝑟𝑖𝑠𝑘𝑎𝑝𝑇 5 = 𝑟𝑖𝑠𝑘𝐶 𝐼 𝐷 + 𝑟𝑖𝑠𝑘𝐺 𝑊 + 𝑟𝑖𝑠𝑘𝐿𝐼 𝐺 𝐻 𝑇

= 1.65 + 1.98 + 2.91 = 6.54
𝑟𝑖𝑠𝑘𝑎𝑝𝑇 6 = 𝑟𝑖𝑠𝑘𝐶 𝐼 𝐷 + 𝑟𝑖𝑠𝑘𝐺 𝑊 + 𝑟𝑖𝑠𝑘𝑇 𝑅𝑈 𝑁 𝐾

= 1.65 + 1.98 + 2.91 = 6.54
𝑟𝑖𝑠𝑘𝑆 = 𝑟𝑖𝑠𝑘𝑎𝑝𝑇 1 + 𝑟𝑖𝑠𝑘𝑎𝑝𝑇 2 + 𝑟𝑖𝑠𝑘𝑎𝑝𝑇 3 + 𝑟𝑖𝑠𝑘𝑎𝑝𝑇 4

+ 𝑟𝑖𝑠𝑘𝑎𝑝𝑇 5 + 𝑟𝑖𝑠𝑘𝑎𝑝𝑇 6
= 4.91 + 4.91 + 7.76 + 7.76 + 6.54 + 6.54
= 38.42

The total risk for this network is quantified as 38.42, which reflects
the overall risk level of the system. This value considers every possible
attack route that an attacker could leverage to breach the system.
By evaluating the risk associated with each possible route of attack,
those in charge of security can identify the most dangerous ones and
implement suitable measures to reduce the risk or remove the attack
path completely.

4.3. Defence model

To minimize security risks in the vehicle system as outlined in the
two case studies, we utilize various defence methods on different com-
ponents. Some methods can eliminate vulnerabilities, while others can
only decrease the likelihood of successful exploitation, thus reducing
the overall system risk.

DM1 - Patch management: This method involves providing
patches for vulnerabilities in HU and TCB ECU. However, not all
vulnerabilities can be patched due to certain factors: (1) Vehicles
have complex systems, comprising diverse hardware, software, and
safety-critical components. Patching one software vulnerability requires
thorough testing to ensure it does not introduce new risks and main-
tains compatibility with other components. (2) The patching process
often requires user involvement. In cases where physical access is
needed to patch vulnerabilities, it could become costly or delayed.
In situations where the vehicle features OTA update capabilities, the
owner’s consent and participation are necessary, which can also lead
to delays. In this defence model, we will analyse how system security
changes when patches are applied to all software vulnerabilities versus
when patches are applied to a subset of known vulnerabilities.

DM2 - Access Control on ZGM: The central gateway in a vehicle
is crucial as all automotive messages must pass through it. It connects
different domains within the vehicle, allowing CAN and UDS messages
from the HU and TCB to reach the ECUs of various domains. Therefore,
implementing countermeasures at the Gateway ZGM can reduce the
13 
Fig. 6. Attack paths in AV-HARM for the Tesla Model S vehicle.

probability of a successful attack from the HU and TCB reaching
other ECUs. This method involves implementing access control in the
gateway, as shown in studies (Luo and Hu, 2018; Song et al., 2016). The
access control method can mitigate certain types of attacks, including
fuzzing and denial of service (DoS).

DM3 - Strong algorithm on UDS server: To reduce the likelihood
of successfully sending diagnostic messages to other ECUs via UDS
messages, the diagnostic service should apply robust Security Access
methods to the UDS server, as highlighted in studies (Thompson, 2022).
This mitigation method involves designing more robust cryptographic
algorithms for the UDS server.

In the following section, we will conduct an in-depth security eval-
uation of these various defence models, using two specific case studies:
the BMW i3 and the Tesla Model S.

5. Comparative analysis and security evaluation

In this section, we perform a comparative analysis of the sys-
tem models, attack scenarios, and defence strategies discussed in Sec-
tions 4.1 and 4.3, which are limited to the BMW i3 vehicle. This
analysis aims to (1) compare the security risks of AV networks under
various scenarios using the metrics from the previous section, and (2)
assess the effectiveness of the countermeasure methods.

5.1. Security analysis based on different system models

5.1.1. Effect of the number of diagnostic clients on the system security
In the case study scenario in Section 4.1, there are two diagnostic

clients in the system: HU-Intel and TCB-Qualcomm. This experiment
aims to analyse the impact of reducing the number of diagnostic
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Fig. 7. Effect of reducing diagnostic clients at HU and TCB on Longest APL, NAP and
ystem Risk.

clients on system risk, the number of attack paths (NAP), and at-
tack path length (APL). We evaluate four cases: (1) Baseline scenario
with two diagnostic clients (HU-Intel and TCB-Qualcomm); (2) No
iagnostic client in HU-Intel (No_diag_HU); (3) No diagnostic client
n TCB-Qualcomm (No_diag_TCB); (4) No diagnostic clients in both
U-Intel and TCB-Qualcomm (No_diag_HU_TCB).

The results are shown in Fig. 7. The length of the attack paths
remains consistent across all scenarios, suggesting that reducing the
number of diagnostic clients does not influence the depth of penetration
n attacker can achieve within the system. The attacker still needs
o bypass three components to reach Attack Goal 3, which involves
ontrolling the ECU behind the Gateway. However, the number of
ttack paths and system risk decreases when either the HU-Intel or
CB-Qualcomm diagnostic clients are removed. The removal of the
CB-Qualcomm diagnostic client has a slightly greater positive impact
n system risk compared to the HU-Intel, though it does not reduce
he number of attack paths. The most significant reduction is observed
hen both HU-Intel and TCB-Qualcomm are removed. This experiment

uggests that the presence of diagnostic clients in the system introduces
additional vulnerabilities, increasing both the number of attack paths
and the overall system risk. While the diagnostic client is necessary
for many features such as remote diagnostic and over-the-air updates,
careful management and potential reduction of these diagnostic clients
could enhance the security of the automotive system.

5.1.2. Effect of the number of diagnostic servers on the system security
In this experiment, we analyse the impact of the diagnostic server

on system risk and the number of attack paths. Specifically, we exam-
ine how system security changes with an increase in the number of
diagnostic servers in the CAN bus. Modern vehicles typically have up
to 100 ECUs (Electronic Control Units) to manage various automotive
system functions. However, for our case study, we consider a scenario
with only four ECUs: BDC and FLER in the KCAN bus, and EDME
and EPS in the PTCAN bus. The KCAN bus is for infotainment and
body control functions, while the PTCAN bus connects critical ECUs.
We will expand the number of ECUs with diagnostic server functions
across these two CAN buses. We assume that an attacker can always
connect to the diagnostic server from the diagnostic client due to weak
Security Access Service 𝑣𝐵7 algorithms. We assess five scenarios: (1) No
diagnostic server on either CAN bus (No_DS); (2) Baseline scenario with
two ECUs on both the KCAN bus and the PTCAN bus (Baseline); (3)
Increasing the ECUs on the KCAN bus to 30 (30_KCAN); (4) Increasing
14 
Fig. 8. Effect of the population of the Diagnostic Server on KCAN and PTCAN bus on
AP and system risk.

the ECUs on the PTCAN bus to 30 (30_PTCAN); and (5) Having 30 ECUs
on each CAN bus (30_KCAN_PTCAN).

The results are compared and summarized in Fig. 8. Fig. 8 yields
several key insights. First, adding more ECUs with diagnostic servers
on the KCAN bus poses a higher risk to the PTCAN bus. This impact on
system risk and attack paths is more substantial than similar increases
on the PTCAN bus, even when the PTCAN bus connects to critical ECUs.
While the plots indicate that KCAN shows a higher risk, this is primarily
because the system’s risk depends on the number of attack paths. This
does not imply that ECUs on the non-critical KCAN bus have a higher
inherent risk. Each ECU in KCAN has two distinct attack paths, while
PTCAN has only one. However, the plots do not indicate that KCAN’s
risk is double that of PTCAN, as PTCAN carries a higher overall risk
due to specific vulnerabilities and its critical role in the system. The
plots show that as the number of access nodes increases, both system
risk and attack paths rise proportionately. These results suggest that
system security can significantly depend on the number of ECUs with
a diagnostic server. Weak security access algorithms in the diagnos-
tic server can create significant security vulnerabilities if an attacker
can access the diagnostic client. Therefore, effectively managing and
implementing strong encryption algorithms in the diagnostic server is
essential for maintaining a secure automotive system.

5.2. Security analysis based on different attack models

5.2.1. Effect of the population of vulnerabilities on the system security
Our goal is to investigate the relationship between the number of

known vulnerabilities within the vehicle network, the attack path, and
system risks. To this end, we increased the number of vulnerabilities in
each component from the baseline scenario to 10. This approach allows
us to examine the system risks and attack paths across different scenar-
ios. We employed a script to filter out 706 vulnerabilities with available
CVSS 3.0 scores and randomly added 10 vulnerabilities, along with
their impact and probability based on CVSS 3.0, into every component.
These vulnerabilities were incorporated using OR gate logic.

Fig. 9 displays the results of our analysis. The chart reveals that
adding vulnerabilities to different components shows unique risk in-
crease trends. Vulnerabilities in the ZGM cause a sharp increase in
system risk because they create a large number of new attack paths
compared to the baseline scenario. Similarly, increasing vulnerabilities
in HU-Intel exhibit a significant risk increase. Other components, such
as the HU-Jacinto, show more gradual risk increases as vulnerabilities
are added. This is because, in the baseline scenario, the probability
of attack success and the impact of vulnerabilities in HU-Jacinto are
already high. Therefore, adding more vulnerabilities does not sig-
nificantly affect the overall system security risk. The system risk in
TCB-Qualcomm remains the same because the probabilities and impact
of attack success on TCB-Qualcomm are at their maximum in the
baseline scenario. This suggests that the effects of introducing new
vulnerabilities can vary greatly depending on the specific component
impacted, with certain components, such as the Gateway, posing a
much higher risk to system security.
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Fig. 9. Effect of the population of the vulnerability on System Risk.

Table 6
K-zero day safety and NAP for different distributions of zero-day vulnerabilities.

Distribution of zero-day vulnerabilities k-zero day safety NAP

No vulnerability – 0
In HU_Intel 1 1
In HU_Jacinto – 0
In TCB_Qualcomm 1 1
In all node 1 2

5.2.2. Effect of k-zero day safety on the system security
In this experiment, we assume that all the known vulnerabilities

have been patched, leaving the system with no known vulnerabilities.
We applied Algorithm 1 to determine the number of zero-day vulnera-
bilities required to compromise a network asset. The higher the value
of k, the more secure the system is considered to be. We also used AV-
HARM to calculate the number of attack paths (NAP) for each scenario.
For the experiment, we made the following assumptions: (1) Each node
has only one zero-day vulnerability that can fully compromise the root
privileges of the network; (2) The target node is the EPS unit. The
results are presented in Table 6. The table shows the k-zero day safety
nd the NAP for different distributions of zero-day vulnerabilities across

the system.
The results indicate that the system’s security is not robust. A single

zero-day vulnerability with root privilege can compromise the target
PS unit, which is Attack Goal 3, the critical one. This shows that it is
elatively easy for an unauthorized user to gain control of the critical
ystem. In this scenario, we focus on two components with the greatest
mpact on system vulnerability: the HU and TCB. A zero-day vulnera-

bility exists in either of these components, which can allow an attacker
o control the EPS unit. This is because both the HU and TCB have

built-in diagnostic client functions that allow them to send diagnostic
tasks to the ECUs on the critical PTCAN bus. Additionally, introducing
zero-day vulnerabilities across all nodes increases the number of attack
aths to two. However, the k-zero day safety remains constant at one,
howing that while the network becomes more vulnerable to multi-
ector attacks, the minimum effort required to compromise the target
tays the same.

5.3. Evaluation of different defence methods

This section evaluates the different defence methods outlined in
ection 4.3.

5.3.1. Effect of vulnerability patching and rank significant components and
ulnerabilities

As patching all vehicle software vulnerabilities may be impossible
ue to the high cost and dependency on the vehicle owner, we analyse
 l
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Fig. 10. Effect of patching vulnerabilities in different components on system risk, NAP,
and Longest APL.

to compare the effect of patching software vulnerabilities. From this
analysis, we aimed to rank the significant components and vulnerabili-
ties, identifying which are most critical and need to be addressed first.
To rank the significant components, we patched all vulnerabilities in
each component and compared how they affect System Risk, NAP, and
Attack Path Length.

Fig. 10 displays the effect of patching vulnerabilities on the metrics
ongest APL, NAP, and System Risk for different components. These
omponents include HU-Intel, HU-Jacinto, and TCB-Qualcomm. Prior

to applying the defence method, system risk was at its peak, partic-
ularly for TCB-Qualcomm. This implies that patching vulnerabilities
in TCB-Qualcomm could significantly reduce system risk. Comparing
NAP, patching vulnerabilities on HU-Intel and TCB-Qualcomm is more
effective, reducing the NAP from 8 to 3. The Longest APL metric shows

inor variations among the components, suggesting a more uniform
mpact across different components.

Based on System Risk, the components can be ranked in order
of significance as follows: (1) TCB-Qualcomm, (2) HU-Intel, and (3)
HU-Jacinto.

Similar to the previous part, this experiment involves patching soft-
are vulnerabilities. However, instead of patching all vulnerabilities in

each component, we patched each vulnerability separately to determine
which vulnerabilities were the most significant. We only patch the
vulnerabilities with determined CVE-ID including 𝑣𝐵1, 𝑣𝐵2, 𝑣𝐵3, 𝑣𝐵5 and
𝑣𝐵6.

Fig. 11 illustrates the impact of patching vulnerabilities on the
ongest APL, NAP, and System Risk metrics for various vulnerabilities.
hese include Baseline, 𝑣𝐵1, 𝑣𝐵2, 𝑣𝐵3, 𝑣𝐵5 and 𝑣𝐵6. The System Risk
etric is highest for the Baseline vulnerability and significantly lower

or the 𝑣𝐵5 and 𝑣𝐵6 vulnerability, suggesting that patching these two
ulnerabilities can substantially reduce system risk. The metric of NAP
nd APL does not change after patching a single vulnerability. This is
ecause each component has multiple vulnerabilities connected with
ND/OR logic; therefore, patching a single vulnerability may not re-
uce the NAP and APL. However, from the results of both system risks,
AP and APL, we can see that ranking vulnerabilities based on system

isk is more effective. From the result, we can rank the significant
ulnerability based on system risk as follows: (1) 𝑣𝐵5 and 𝑣𝐵6, (2) 𝑣𝐵3,
3) 𝑣𝐵1, (4) 𝑣𝐵2.

In general, these two experiments help identify which components
require priority in vulnerability patching and which vulnerabilities
re critical to address. This approach effectively mitigates security
isks, minimizes the number of attack paths, and manages attack path

engths.
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Fig. 11. Effect of patching individual vulnerabilities on NAP, Longest APL, and System
risk.

5.3.2. Effect of applying compensating defence controls
Not all system vulnerabilities can be fully patched. For instance,

vulnerability 𝑣𝐵7 arises from using weak algorithms in the UDS pro-
tocol, allowing an attacker to inject malicious messages into the ECU.
Patching alone may not fully eliminate this vulnerability. Therefore,
compensating defence controls should be applied. These controls are
defence mechanisms targeting specific parts of the system to meet secu-
ity requirements when it is not feasible to fully remove the vulnerabil-
ty. Similarly, defence models DM2 and DM3, described in Section 4.3,

cannot fully prevent attacks exploiting 𝑣𝐵7, but they can reduce the
probability of a successful attack. Using ACT and Eq. (1), we aim to
erform a sensitivity analysis of the effectiveness of mitigation methods
M2 and DM3 in this experiment. We assume that attacks can always
e detected, meaning the detection probability 𝑝𝑟𝑜𝑏𝑑 𝑡 is always 1. For

each defence method, we vary the effectiveness of the defences from
.2 to 1.0 to observe their impact on overall system risk.

In this experiment, we use ACT and Eq. (1) to perform a sensitivity
analysis of the effectiveness of mitigation methods DM2 and DM3. We
perate under the assumption that attacks can always be detected,
eaning the detection probability 𝑝𝑟𝑜𝑏𝑑 𝑡 is consistently 1. For each
efence method, we progressively alter the effectiveness of the defences

from 0.2 to 1.0 to observe their influence on the overall system risk.
or DM2, which applies access control to the ZGM, the ZGM will detect

CAN messages with incorrect CAN identification. From the HU-Jacinto,
an attacker can directly send a CAN message to control the BDC and
LER, as these ECUs are on the same CAN bus as the HU. Therefore, we

will adjust the probability of a successful attack on these ECUs based
n the effectiveness of the defences, ranging from 0.2 to 1.0.

DM3 involves using a strong algorithm on the UDS server. Since the
UDS server is integrated into the BDC, EDME, and EPS, applying DM3
will affect the attack success probability for these ECUs. If the defence

ethod’s effectiveness is 0 (baseline scenario), it means there is no de-
ence for the component. Conversely, if the effectiveness is 1, it means
he component is completely unreachable. Fig. 12 shows the result of
hat experiment. The system risk decreases linearly as the effectiveness

of the defence methods increases. Also, applying DM3 is more effective
than DM2 in reducing the system risk when applied individually.

6. Limitations and future work

In this paper, we introduce AV-HARM, a graph-based security model
designed to capture attack paths and evaluate security measures in
autonomous vehicles. The model’s effectiveness has been demonstrated
through use cases and comparative analyses. However, some areas
require further improvement and exploration.
16 
Fig. 12. Effect of applying compensating defence methods on system risk with the
increase of effectiveness of the defence method.

• Integration of Security and Safety Impacts: AV-HARM cur-
rently considers both the security and safety impacts of a vehicle,
treating these two attributes as independent. However, in reality,
the relationship between security and safety is often interdepen-
dent, as a single software vulnerability can simultaneously affect
both aspects. Our current model does not yet address the interplay
between these two impacts. Future work will focus on integrating
the safety attribute with security impacts, particularly under the
simulation of cyber-attacks, to provide a more comprehensive
analysis.

• Extension to Multiple Vehicles: At present, AV-HARM is de-
signed to analyse the security of a single vehicle. However, au-
tonomous vehicles often have components that enable commu-
nication between AVs. We have not yet considered the security
implications of interactions between multiple vehicles and how
the security compromise of one vehicle might impact others.
Future work will extend the model to analyse the security and
safety impacts across multiple vehicles during a cyber-attack.

• Dynamic Attacker Behaviour: Our current model does not ac-
count for attackers’ dynamic behaviours. Future research could
explore reinforcement learning approaches to model these be-
haviours. This would enable an analysis of attackers’ evolving
strategies and decision-making processes, such as their responses
to defence mechanisms or exploitation of various system vulner-
abilities. By incorporating a reinforcement learning component,
the model could simulate more realistic, dynamic attack paths,
which potentially improve the mitigation of security risks in AV
systems.

• Consideration of Vehicle Movement and Attack Timing: AV-
HARM does not currently account for the dynamics of vehicle
movement and the timing of attacks, which can significantly
influence the likelihood of successful attacks. The model presently
considers the attacker’s location relative to the vehicle’s system,
not the vehicle itself. In our future work, we will incorporate
factors such as the moving state of the vehicle and the attack
timing. For example, the proximity between a vehicle and an
attacker can critically affect the probability of success of certain
types of attacks, such as short-range attacks on Cellular, Wi-
Fi, and Bluetooth systems. Attack timing is also crucial, as it
determines when an attack can impact the vehicle’s safety. For
instance, the timing of an infotainment system exploit may differ
from the timing needed for injecting automotive messages to
control the vehicle physically.

• Validation and Verification: We used the actual vehicle ar-
chitecture of a BMW and a Tesla car, along with real-world
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vulnerabilities and attack methods, to validate our model. How-
ever, further verification through simulations or test beds is nec-
essary to enhance the reliability and robustness of AV-HARM.
Future work will involve implementing these additional valida-
tion steps to ensure the model’s effectiveness and accuracy in
diverse scenarios.

7. Conclusions

AV systems are susceptible to various types of cyber-attacks, such
as network attacks, protocol attacks, and sensor-based attacks. Current
defence methods often struggle to meet industry criteria, making secu-
ity modelling an effective proactive approach for identifying potential
ttack vectors and implementing effective security protections. Despite
his, there are gaps in the existing literature on AV security modelling,

including (1) the lack of incorporation of real-world vulnerabilities in
iterature-based analyses, (2) no previous work has evaluated the risk of
ero-day vulnerabilities in AV networks, and (3) a lack of clear methods
nd metrics for evaluating models.

In this paper, we have introduced a novel graphical model named
V-HARM to analyse the cybersecurity of AV systems. This model
ffectively identifies potential attack paths and associated risks within
ntegrated AV systems. We have outlined a comprehensive framework
or AV system security analysis, including formal definitions of both the
ystem and the model. Additionally, We have proposed specific metrics
o quantify the security and safety of AV systems at different levels,
onsidering both known vulnerabilities and potential future threats.

Our model integrates in-vehicle network architecture with a threat
odel for each vulnerable component, helping decision-makers identify
eak points and apply suitable mitigation strategies. We have illus-

trated the practical applications of AV-HARM through two case studies,
BMW and Tesla, showcasing its relevance to real-world scenarios. These
case studies cover a range of physical and remote attacks, including
USB-based attacks, cellular networks, software vulnerabilities, OS ker-
el exploits, and the injection of automotive messages to control the
ehicle, demonstrating the model’s versatility in addressing diverse
ehicle architectures and attack vectors.

Additionally, we have built a web application that automatically vi-
ualizes the attack model and calculates security metrics. Furthermore,
e have conducted comparative analyses on different system models,

attack models, and defence models to evaluate the risk in each case
and the effectiveness of varying defence methods. Our results can assist
security decision-makers in identifying the most vulnerable components
of AV systems and evaluating the effectiveness of different defence
methods that can be implemented.
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