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Secure Platooning Control of Automated Vehicles Under Cyber Attacks

Eman Mousavinejad®*, Ljubo Vlacic®

@School of Engineering and Built Environment, Griffith University

Abstract

This paper studies the problem of secure control of automated vehicles in a platoon-based driving pattern
over a vehicular ad-hoc network (VANET) subject to various cyber attacks. The platoon under consideration
is a convoy of a leader vehicle whose control input is unknown to its following vehicles and some follower
vehicles with uncertain heterogeneous engine time constants, bounded disturbance and noise. First, a local
estimator is developed for each follower vehicle so as to construct some confidence ellipsoidal estimation
region always enclosing vehicular true state regardless of uncertain heterogenous engine time constants,
bounded disturbance and noise. A convex optimization algorithm is proposed to find some optimal ellipsoidal
sets and recursively solve out gain matrices of the local estimators. Then, a scalable control protocol
employing the state estimates from its local and underlying neighboring estimators is designed to accomplish
secure platooning control. Under the derived design technique, the resulting closed-loop platooning tracking
errors are proven to remain in the vicinity of zero. Comparative studies are conducted to validate the efficacy
of the proposed control method on achieving the satisfactory platooning performance by handling different
attack strategies.

Keywords: Vehicle platooning, cyber attacks, secure control, set-membership estimation, vehicular ad-hoc

networks (VANETS).

1. Introduction

The ever-growing demand in mobility of human and freight in modern societies has stimulated signifi-
cant increase in the number of vehicles on the road and hence, exerted mounting pressure on the existing
transportation infrastructure. As a consequence, global concern has escalated over current transportation
systems due to road congestion and accidents, environmental pollution, and energy waste. As an effec-

tive intelligent transportation system (ITS) technology, vehicle platooning has been deemed as a promising
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means for enhancing the efficiency, safety, and reliability of road transportation. The central aim of vehicle
platooning is to cooperatively regulate a convoy of automated vehicles to generate and maintain desired
spacing policies and the same velocities (and/or accelerations) [I]. Modification of driving pattern into a
platoon-based scheme allows more vehicles to share the capacity of a road with less accelerating or decel-
erating which further results in improving the traffic throughput and driving comfort [2H5]. Besides, due
to the reduction of air resistance between successive vehicles, the vehicle platooning leads to a significant
reduction in energy consumption and exhaust emissions [6H9].

The advent of a specific subset of mobile ad-hoc network for vehicle-to-vehicle (V2V) communication,
namely vehicular-ad-hoc network (VANET), enables vehicles with wireless transceivers to exchange their
key motion information including position, velocity, and acceleration with other vehicles in the platoon via
various inter-vehicle communication topologies such as the bidirectional topology [111 [12], leader bidirectional
topology [13], leader predecessor-following topology [10], and so on. Despite offering convenience of adopting
different V2V communication topologies, the VANET technology faces security challenges as it may be
vulnerable to malicious attacks due to its open access environment. Failure to preserve security of data
transmitted over VANETSs may lead to poor performance of vehicle platooning or even cause fatal accidents
[14).

An adversary can deteriorate the performance of a communication network by compromising the security
properties of data via generally two main attack strategies [I5]: 1) denial-of-service (DoS) and 2) deception.
Over the past decade, numerous studies have investigated the security of vehicle platoon systems subject
to different cyber attack strategies. For instance, a distributed attack detection algorithm and a recovery
mechanism based on a set-membership estimation approach are proposed in [I6] to secure the vehicle platoon
system against DoS and deception attacks. In [I7], a real-time protocol is developed to detect and further
estimate the effect of DoS attacks on V2V communication channels. To detect radio jamming DoS attacks
on VANETS, a data-mining-based detection technique is developed in [I8]. A secure distributed adaptive
control algorithm for a platoon of vehicles connected via directed V2V communication subject to intermittent
DoS attacks is presented in [I9]. Various secure distributed estimation and control approaches are proposed
in [20H26] to cope with deception attacks on sensory data transmitted over V2V communication channels.
For example, in [2]], a residual signal is generated by a distributed adaptive sliding mode observer so as to
detect false data injection (FDI) attacks and further estimate the attack magnitude.

Although fruitful results are available in the literature for secure platooning control of vehicular systems,

some challenging issues still remain open. The first one is that a large proportion of existing results con-



centrate on a specific type of attack due to the scarcity of a unified attack framework for simultaneously
modeling different attack strategies, while demanding less prior knowledge of attacks. Typically, two attack
models that have been explored in the multi-vehicle system literature include: 1) stochastic models [27], 28]
requiring specific statistical properties of attack signals; and 2) switching system models [29] where the
attack occurrence frequency is often constrained. To ensure a certain level of security over unsafe VANETS,
the priori assumptions on modeling of attacks need to be satisfied so that the developed secure platooning
control approaches guarantee a safe driving condition. Therefore, how can one develop a secure platooning
control protocol which delivers a sufficient level of safe performance under different attack strategies with
less modeling knowledge of attack signals? The second issue is that a multitude of studies focus on designing
a platoon control protocol with direct use of full and accurate vehicular state [0, 13} 29} [30]. However,
acquiring the complete and exact state information of a vehicle moving in a realistic driving scenario is
quite difficult and may even be impossible [31]. Thus, it is not uncommon to access partial vehicular state
information which necessitates the requirement of a state estimation technique. It is noteworthy that the
design of a suitable state estimation technique generally pertains to available knowledge of the actual system
model, the noise/distrubance type and assumption [32]. For example, probabilistic state estimation strate-
gies, particularly Kalman filtering and its variants [33H37], are only accurate in a practical scenario where
statistical properties of noise/distrubance are well known and there exist small amount of dynamical uncer-
tainties. On the other hand, deterministic state estimation strategies such as H, estimation [38H40] only
preserve the worse-case performance of the resulting estimation error system. In vehicle platooning, however,
a platoon may consists of nonidentical vehicles with different parameters and their driving conditions can be
complex and varying. Hence, the vehicular uncertainties and empirically pre-specified statistical properties
of noise/disturbance jeopardize the state estimation performance and the results may not be always reliable.
Thus, how can one develop an effective platoon control protocol employing the vehicular state estimates
enclosed by a confidence region so as to ensure the inclusion of the vehicular true states while there exist
exogenous disturbance, parameter uncertainties, and measurement noise?

In this study, we aim to address the questions mentioned above. More specifically, we study the prob-
lem of secure platooning control of vehicular systems with uncertain dynamics due to the coexistence of
heterogenous engine time constants, an unknown leader control input, unknown-but-bounded (UBB) mea-
surement noise, and UBB exogenous disturbance. The novelty of this study lies on a unified set-membership
state estimator design and secure platooning controller design against various cyber attack strategies. The

proposed secure platooning control is capable of handling various V2V communication topologies which are



unsafe and may be compromised by different attack strategies. The main contributions of this paper are

threefold.

1. A general model of vehicle longitudinal dynamics is considered to incorporate the simultaneous presence
of heterogenous engine time constants, an unknown leader control input, UBB exogenous disturbance
inputs on each follower vehicle whose sensory outputs suffer from UBB measurement noise.

2. A local set-membership estimator is developed for each follower vehicle to provide some reliable con-
fidence region bounded by an ellipsoid. The confidence region contains all possible state estimates
while always guaranteing to enclose vehicular true states subject to bounded uncertainties resulting
from heterogenous engine time constants, UBB exogenous disturbance and measurement noise. The
only requirement is to gain knowledge of some hard bounds on the uncertain signals.

3. A scalable secure platooning control protocol is designed to combat a class of amplitude-bounded
attacks. Specifically, different attack strategies can be incorporated in a unified framework since only
the hard bounds of the attack signals are needed for the stability analysis of the proposed secure control
system rather than its design procedure. Furthermore, each follower vehicle only requires the state
estimates provided by its local estimator and those of its underlying neighbors so as to compute control
design parameters. Thus, the control design criterion is free of platoon scale. Under the theoretical
stability analysis of the proposed control protocol, it is proven that the closed-loop platoon tracking

errors are uniformly ultimately bounded.

Notations: The n-dimensional Euclidean space is denoted by R™. N represents the set of nonnegative
integers. || - || and || - || stand for the Euclidean norm and the Frobenius norm, respectively. The column
vector [z, 22 ... 2T]T is represented by col,{x;}. For a matrix M € R™*" g(M) and &(M) denote its

minimum and maximum singular values, respectively. ® denotes the Kronecker product. Dimensions of

matrices, if not specified, are assumed to be compatible.

2. Problem formulation

2.1. Vehicle longitudinal dynamics
Consider a vehicular platooning system including one leader numbered by 0 and N followers numbered by
i€ Vy =1{1,2,..., N}, where vehicles are traveling on a straight and flat road. The longitudinal dynamics

of vehicle i can be described by the widely employed linearized third-order model [12] [13] 41| [42] as

7 P (t) + i) = wi(t) + wi(t), (1)
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where the vehicle i’s position, velocity, and acceleration are denoted by p;(t) € R, p;(t) = v;(t) € R, and
pi(t) = a;(t) € R, respectively; 7; is the vehicle i’s engine time constant; and w;(t) € R™» denotes the UBB
exogenous disturbance input on vehicle .

To deal with the heterogenous parameter 7; in , we estimate the vehicle i’s engine time constant
with a fixed nominal value 7y, which is identical for all vehicle i € Vy411, and an estimation error Ar; as

7 = To + A7;. Thus, can be written as
Toai(t) = —a;(t) + ui(t) + wi(t) — ¢i(t), (2)

where ¢;(t) = A;a;(t), which is unknown but assumed to be bounded with a known bound as ||¢;(¢)|| < ¢,
¢np > 0. Such an assumption is mild as the real-time jerk a;(¢) of each vehicle during practical platooning
should not exceed certain limit in order to guarantee driving comfort.

Recalling (1)) and (2)), and denoting the stacked state vector of vehicle i as z;(t) = [p;(t), vi(t), a;(t)]T, the
continuous-time state-space dynamic model of vehicle i can be written as @;(t) = A.2;(t) + Be(u; (t) — i (t) +

01 0 0
w;(t)), where A, = {0 01 } and B = [ 9 } In this study, the sampled vehicular data are considered for

70
the analysis and design procedures. Thus, considering the sampling period as A > 0 along with a zero-order

hold mechanism, the discrete-time longitudinal dynamic model for each vehicle i € V41 is given by

1h 0 L
where x;(k) = [pi(k),vi(k),a;(k)]T € R with n, = 3, A = efeh = [0 1 hh}, B = [ et*ds B. =
00e 70

0
[ o, } , and w; (k) belongs to the specified ellipsoid as
l—e 70

Wi £ {wi(k) : wi ()W, Jwi(k) <1} (4)

where W; j, = ng > 0 is a time-varying matrix of compatible dimension.

Without loss of generality, we suppose wg(k) = 0 on the leader vehicle and its engine time constant 7
takes the nominal value as 79 = 79, and hence ¢g(k) = 0. However, the leading vehicle can take a time-
varying input ug(k), which is not accessible to any follower vehicle in the fleet. Furthermore, it is assumed

that ||ug(k)|| < upr with ups > 0, which is an unknown constant.
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Figure 1: Schematic of set-membership-estimator-based platooning control for vehicle ¢ € Vy over a VANET under cyber
attacks.

2.2. V2V communication modeling

Considering each vehicle as a node, the information exchange among the follower vehicles is considered to
be bidirectional and hence, its corresponding V2V communication topology can be depicted by an undirected
graph G = {Vn, &, A}, where Vi is an index set of N nodes specifying the follower set, £ C Vi x Vv describes
the edge set, and A = [a;;] € RV*V is the weighted adjacency matrix. An edge (i,j) € & indicates that
there exists a bidirectional link between the follower vehicles ¢ and j, which means vehicle ¢ can both receive
and send information from and to vehicle j. The adjacency element a;; denotes the coupling gain of the
V2V information link, which satisfies (i,7) € £ < a;; > 0 and otherwise a;; = 0. Self-loops are excluded,
ie., a; = 0 for all i € V. Graph G is connected if, for any 7,j € Vy, there exists a path from node i to
node j, where a path from node 4 to node j is a sequence of edges (%,¢1), (i1,%2), ..., (ip,j). The Laplacian
matrix of graph G is defined as £ =D — A € RV*N where D = diag{dy, ...,dy} is the degree matrix of G
with d; = Zjvzl a;j. Ny ={j € Vn :(i,j) € £} defines a set of nodes which are vehicle ¢’s neighbors.

The leader vehicle indexed by 0 receives no information from the follower vehicles and it can only send
its information to a subset of the follower vehicles. Let a;o > 0, i € Vy imply that vehicle ¢ is pinned to
the leader, that is, it can directly receive information from the leader vehicle otherwise a;g = 0. Denote

.A() = diag{alo, asp, - - - 7(INQ} and H =L+ .Ao.
Assumption 1. Graph G is connected and at least one of the follower vehicles is pinned to the leader.
Lemma 1. If Assumption [1}is satisfied, then trace(Ag) > 0 and H is a positive definite matrix.

The follower vehicle i € Vy in the platoon is equipped with onboard sensors which first collect the
real-time motion information of vehicle ¢ and then transmit it to the local set-membership estimator i so

as to estimate the complete vehicle ¢’s state vector as depicted in Fig. [1l The vehicle i’s state estimates are
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then shared via VANET with their associated neighboring vehicles defined by a prescribed topology. The

measurement output from the onboard sensor on the ith follower vehicle is given as

where y;(k) € R™, C € R and D € R are known matrices with compatible dimensions, and ¥;(k) is the

UBB measurement noise enclosed by the following ellipsoid:
Vi & {0a(k) : 97 (k)V; 3 0 (k) < 13, (6)

where V; ;, = VZTk > 0 represents a time-varying matrix of compatible dimension.

2.8. Local set-membership estimator

In the following, set-membership estimators are constructed for each vehicle in the platoon so as to
estimate their state vector information, i.e., position, velocity, and acceleration components. Specifically,

our interest is to design the local set-membership estimator ¢ € Vy of the form
2i(k +1) = AZi(k) + Bu;(k) + L; k(vi(k) — 9:(k)) (7)

for all k € N, where #;(k) € R™ is the estimate of vehicle ¢’s true state z;(k); §;(k) = CZ;(k) is the output
of the local estimator 4; and L; j is the time-varying gain matrix to be determined. Let &;(0) = #;¢ be the
given initial condition of estimator ¢. The initial state of vehicle 4, z;(0) = z; 0, is assumed to belong to a
given ellipsoid

Xy 2 {zio: (Tio — i'i,O)T‘Pl'Tol(xi,O — &) < 1} (8)

for all i € Vn, where P; g = PEO > ( is a known matrix representing the ellipsoid’s initial shape matrix.

Now, the concerned local set-membership state estimation problem can be defined as follows.

Definition 1. For vehicle i expressed by and in the presence of bounded parameter uncertainty
¢i(k), UBB exogenous disturbance w;(k), and UBB measurement noise 9;(k) , the set-membership state
estimation is said to be achievable if there exists a gain sequence L; j, in such a way as to confine the vehicle

i’s state x;(k 4+ 1) Vi € Vy, in a state estimation ellipsoid obtained by estimator ¢ as [43H45]

X 2{aik+1) el (k+ 1P ek +1) <1}, (9)
7



which always encloses the vehicle i’s true state for all k € N. e;(k+ 1) = z;(k+ 1) — Z;(k + 1) denotes
the local state estimation error at time k + 1, &;(k + 1) is the center of the state estimation ellipsoid Xli+1

calculated by estimator 7 in @, and P; 11 = ng 41 > 0 is its time-varying shape matrix.

2.4. A set-membership-estimator-based distributed platooning control law

Let p;(k), 9;(k), a;(k) be the estimates of vehicle i’s true state components p;(k), v;(k), and a;(k),
respectively, computed by the local set-membership estimator i. Further, denote po(k) = po(k), vo(k) =
vo(k), and ag(k) = ap(k). Using the state estimates of neighboring vehicles j € N;, which are fed into the

local estimator ¢, we are interested in the control protocol for each vehicle ¢ € Vy as

ui(k) = K Z aij (2 (k) — (k) — di ;) + aio(&i(k) — Zo(k) — dy), (10)

JEN;
where K is the control gain matrix to be designed; d; = [d; 0,0,0]7 with d; ¢ denoting the desired distance
between vehicle ¢ and the leader; d; ; = d; — d; is a vector with its first component representing the desired
distance between vehicle ¢ and vehicle j; by setting d; 0 = % - d, we consider a constant spacing policy, that
is djy1,;, = d > 0; Z,;(k) and Zo(k) are the state estimates of vehicle #’s underlying neighbors and the leading

vehicle specified by NV; and Ay, respectively, which may be tampered by an adversary.

2.5. Cyber attacks models

Given that a distinguished feature of the vehicular platooning system defines as the cooperative tasks
among vehicles, a crafty adversary may derive a benefit from such a fact to capture a subset of vehicles in the
platoon and manipulate their state estimates prior to being transmitted into their neighboring vehicles over
the VANET. For example, the VANET’’s normal functioning may be violated by an adversary by performing
DoS attacks which render vehicular data unavailable. Typically, this can be accomplished by flooding the
VANET with unnecessary information which results in channel congestion and hence, jamming the network.
Furthermore, an adversary may decide to compromise the confidentiality and integrality of vehicular data
through some deception attacks in an effort to manipulate the platooning system in to his/her desired
behavior. To perform such an attack, the adversary must also be capable of launching a disclosure attack so
as to accumulate necessary knowledge of vehicular data in a timely fashion. Two typical deception attacks
on VANETS that have attracted much attention are FDI attacks and replay attacks. In FDI attacks, an
adversary launches the disclosure attack and simultaneously adds the bogus information into the content of

the data transmitted over the VANET. Replay attacks, however, are implemented in two phases, where the
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adversary first records the exchanged data through the disclosure attack and then replays the recorded data
in such a way as to mislead the platoon with the outdated vehicular information.

To present a unified model of these various attack strategies tampering with the transmitted vehicular
state estimates over the wireless V2V communication, let V, = {i1,...,9p} € Vn41 be the set of vehicles
captured by the adversary and VS be the complement of that set, i.e., V¢ = Vn11 — V.. The state estimates

of the vehicles in the sets V, and VS can be modeled as

i‘z(k}) +w2(k), 1€V,
Zi(k) = (11)

2i(k), i€ Ve

where w;(k) € R" is an attack signal delicately designed by the adversary and assumed to be bounded
as ||w;(k)|| < war, where wys > 0 is an unknown constant. This is a mild assumption since a realistic
adversary has limited budget and energy to construct an attack signal. Note that the attack signal w;(k)
incorporates different attack strategies, namely, DoS, replay, and FDI attacks, as its special cases, which

will be exemplified in Section

2.6. Problem to be addressed

Define the platoon tracking error of each follower vehicle i € Vi as 6;(k) £ [6p5(k), 0ui(k), 0ai(k)] =
7;(k) — 20(k) — di o, where 0,;(k) = p;(k) — po(k) — di.0, 6vi(k) = vi(k) — vo(k), and 64i(k) = ai(k) — ao(k)
represent the position, velocity, and acceleration tracking errors, respectively. From the local set-membership

state estimation error at time k, it is easy to confirm that Z,;(k) = x;(k) — e;(k). Then, recalling and

, we have

8ilk +1) = A6i(k) + BEK Y ay;((8i(k) — 8;(k)) — (ei(k) — ej(k))) + aiodi(k) — k), (12)
JEN;

where (k) = >_.c v, @ij@; (k) + aiowo(k), which is bounded as [[€2; (k)| < €2 with an unknown constant

Qs > 0 since ||o; (k)| < @, Vi € Vg
The problem to be tackled in this paper can now be stated as: For a platooning system of N + 1
vehicles with their dynamics described by over a bidirectional V2V communication topology satisfying
Assumption [} the objectives are 1) to design a local set-membership estimator for each follower vehicle
i through computing an appropriate matrix sequence P; 11 and the state estimate &;(k + 1) so as to find

a confidence state estimation ellipsoid, X} 41, which always encloses the true state of vehicle 4; and 2) to

9



design a distributed platooning control protocol such that the platoon tracking error in is uniformly
ultimately bounded in the coexistence of heterogeneous engine time constant 7,, UBB exogenous disturbance

w;(k) € Wi, UBB measurement noise 9;(k) € Vi, unknown leader control input ug(k), and cyber attacks in

the form of .

3. Local set-membership estimator design

For each follower vehicle ¢ in the platoon, our interest lies in designing a local set-membership estimation
technique which computes some confidence ellipsoidal estimation sets enclosing the vehicular state based on
the measurement of the vehicle i’s onboard sensor. Thus, we next present Theorem 1 which outlines the

sufficient condition on the existence of the desired local estimator in the form of such that @ holds.

Theorem 1. For the vehicle i’s dynamic model in the form of (3) and (3) subject to ||¢;(k)|| < éur,
wi(k) € Wi, and 9;(k) € Vi, suppose that the vehicle i’s true state at time k is enclosed by its state
estimation ellipsoid Xi. Then, the current state of vehicle i, x;(k + 1), is guaranteed to reside in the state

estimation ellipsoid Xéﬂ if there exist matriz sequences P g1, Liy, and scalar sequences pt, (k) > 0,

m=1,...,4, such that the convex optimization problem
P IL;
min  trace(P; y4+1) subject to L 1 <0 (13)
P; g1, Li 1 1%, (k) * U, .
is solvable for all k € N and Vi € V, where
Hi,k = |:O (A — Li,kO)Ei,k B —Li,kD —Bi,
3
U, = diag{—1+ Y _ i, (k) + (k)3 —puk (k) L, , —pib (YW, = (R)Vi =iy () I, 3
m=1

Proof. Suppose that the follower vehicle i’s true state at time k, x;(k), is confined in X} and satisfies
(xi(k) — :i:,(k))TPZ_kl(xl(k) —&;(k)) < 1. Applying a Cholesky factorization, one can obtain P; ; = E,kEZTk

Defining «; (k) = El_kl(xz(k) — &;(k)), it is easy to verify that

o (k)ai(k) = (wi(k) — &:(k))T Py} (xi(k) — 23(k)) < 1. (14)

10



Thus there exists a vector «;(k) satisfying ||a;(k)|| < 1 such that
From , , and , the follower vehicle i’s state estimation error at time k + 1 can be calculated as

ei(k+1) = A(z;(k) — 2,(k)) — Boi(k) + Bw;(k) — L; 1 (C(zi(k) — (k) + D9;(k))

Denoting ¢;(k) = [1, af (k), w!'(k), 97 (k), ¢F(k)]", from (16), one has e;(k + 1) = II; x¢;(k). Thus,

the quadratic estimation error el (k + 1) i,_k1+1€i(k +1) in @) can be restated as
¢ (k) (T P Tk + @) (k) < 0, (17)

where ® = diag{—1,0,0,0,0}.

From , 7 @, and ||¢;(k)|| < ¢, we have the following constraints that (I (k)Yq ,¢i(k) > 0,
(k) Yo kCi(k) > 0, ¢ (k)Y3C(k) > 0, ¢F'(k)Tar(k) > 0, where Yy, = diag{1,—1I,,,0,0,0}, Tor =
diag{1,0, —W;kl, 0,0}, Y5, = diag{1,0,0, —Vi}l, 0}, Y4 = diag{¢?,,0,0,0,—1I,,}.

Applying S-procedure, holds if there exist positive scalar sequences p', (k), m = 1,...,4, such that
I Pl Wik + @ 4 i ()Y a ke + ph (k) Yok + iy (k) Tk + py (k) Lage < 0. (18)

Applying the Schur Complement, the inequality in is equivalent to the inequality in , which
does not guarantee an optimal ellipsoid. To obtain some optimal ellipsoids, an optimization problem is

introduced in ((13)). This completes the proof. O

Remark 1. By Theorem 1, the proposed local set-membership estimation problem can be converted into the
feasibility problem of a group of recursive linear matrix inequalities (RLMIs) in . By virtue of Theorem 1,
the gain matrix of estimator ¢, L; ;, can be recursively solved out and the optimal state estimation ellipsoids
X,ﬁ; 41 in @ can be determined so as to enclose the true state of vehicle ¢ in the presence of bounded
parameter uncertainty, UBB exogenous disturbance and measurement noise. Hence, Theorem 1 establishes
a design criterion for the desired local set-membership state estimator in and confidence state estimation

ellipsoids in @ Due to the linearity of the inequality in regarding the variables P} |, L; x, and p, (k),

11



m = 1,...,4, the optimization problem can be solved by some existing semidefinite programming at
each time step k. The interior-point algorithm usually has a polynomial-time complexity O(RM?3), where
R is the total row size of the RLMI and M is the total number of scalar decision variables of the
RLMI. Therefore, the computational complexity of the developed RLMI depends polynomially on the
dimensions of vehicles’ parameter variables including the number of states n,, the number of control inputs
N4, the number of exogenous disturbance inputs n,,, and the number of measurement outputs and noises

ny, and ny, respectively.

4. Stability analysis and control design

To facilitate the following analysis, let §(k) = coly{d;(k)}, e(k) = coly{ei(k)}, e(k) = coly{e;(k)},
Q(k) = coly {Qs(k)}, &i(k) = wi(k) — ug(k) — ¢3(k), and &(k) = coly{&(k)}. The compact form of the

platoon tracking error system can be obtained as
0(k+1)=(IN®A+H®BK)j(k) — (H® BK)e(k) — (In @ BK)Q(k) + (Iy @ B)E(k). (19)

According to Lemma [I| matrix H € R¥*N has N positive eigenvalues denoted by \;, i = 1,..., N,
which can be formed in sequence as 0 < A\; < Ay < ... < Ay. Also, a unitary matrix U can be found
such that U'HU = diag{\1, X, ..., An} 2 Jy. Letting §(k) = (U™ ® I,,,)d(k), e(k) = (U™ @ I,,, )e(k),
Qk) = (U '@ 1,,)0k), £(k) = (U @ I,,,)¢(k), one can restate as

S(k+1)=(In® A+ Jy @ BK)i(k) — (Jy ® BK)é(k) — (Iy ® BK)Q(k) + (In ® B)é(k).  (20)

According to [40], the stability analysis of the compact error system of N vehicles in is equivalent to

the stability analysis of the error system of single vehicle ¢ € V in the form of
di(k +1) = (A+ N\iBK)d;(k) — \iBKe&;(k) — BKQ;(k) + BE;(k) (21)

where ||&;(k)|| < e, |Q(k)]] < Qm, and ||&(k)|| < €ur with unknown constants e > 0, €, > 0, and
EM > 0.
Theorem 2. Suppose the vehicular platoon in (@ over a VANET communication topology satisfies As-

sumption [l For a given matriz K and a positive constant ), if there exist matrices Ps > 0 and Q such that
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Ai <0, i€Vy (22)

holds, where A; is a 2 x 2 symmetric block matriz with A1) = QT (A-1I,)+ (AT - 1,,)Q + \(QT BK +
KTBTQ), Ajo,1y = Ps — Q +nQT (A —1,,,) + n\iQT BK, and Ay(2.9) = Ps — n(Q + QT), then the tracking

error signal 0;(k) is uniformly ultimately bounded.

Proof. Considering the Lyapunov function candidate as V;(8;(k), k) = 07 (k) Psd;(k) and denoting Ad;(k) =
8;(k +1) — 6;(k), then one has that

AVi(6;(k), k) = 6F (k + 1) P56;(k 4 1) — 6] (k) Psdi(k) = 267 (k) PsAd; (k) + AST (k) PsAd; (k). (23)
From , one can easily verify that there exist a constant n > 0 and a matrix @ such that
2[0] (k) +nAd; (k)] QT [(A—I,,,)0;(k) — Ad; (k) + \;BK5;(k) — \; BK&;(k) — BKQ; (k) + B&; (k)] = 0. (24)

Adding the left-hand side of into the right-hand side of yields

AVi(6:(k), k) =267 (k) PsAdi(k) + AS] (k) PsAdi(k) + 2[5 (k) +nAd] (k)] QT [(A — Ln, )i (k) — Adi(k)+
NBEGS; (k)] —2X; [6] (k) + nAs] (k)| Q" BKe; (k) — 2[6] (k) + nAd] (k)| QT BKQ; (k)+

2[6; (k) + nAd; (k)] Q" BE (k).
(25)

Suppose that the true state of vehicle i is confined in its state estimation ellipsoid at time k, i.e.,
z;(k) € X}, which implies that x;(k) = ;(k) + E; rvi(k). Hence, one can conclude that e;(k) = E; o (k).
Further, we have [le;(k)]| = || Expi ()| < 1ok llas(R)ll. Since laall < 1, | Esell < 1okl and |[Esplle =

trace(E; kB I) = \/trace(P; ;) = enm, one can conclude that ||e;(k)|| < ens. Thus, ||&;(k)| < e

Denoting 0;(k) = [07 (k), A6F (k)] and A £ max;ey, {\;}, for the last three terms in (25 we have

— 20 [67 (k) + nAST (k)] QT BK e, (k) < 2A/T + 2(|6:(k) |6 (QT BK )ens
—2[67 (k) + nAST (k)] QT BKQi(k) < 2¢/1 + n2]|6;(k)[|6(QT BK)Qs (26)

2[67 (k) + A8 (k)] QT BE;(k) < 2¢/1+ n2[10:(k)||5(QT B)Ens.

13



Thus, we have

AVi(3i(k), k) < 07 (R)A:0:() + 23/ T P110: (k) | (5(QT BK) (Neas + Qar) +0(QTB)w ). (27)

Denoting g; = o(—A;), we further have

AVi(Bi(k), k) < el 0.0 + 20/ T+ 72 0,(0)]| (5(Q7 BE) Nens + Qar) + 5(QB)énr ). (28)
Then, AV;(6;(k), k) is negative as long as

21577 (2(QTBE)(Nens + Qar) + 5(QTB)én )
1% '

16:(R)I| >

(29)

Therefore, one has that AV;(d;(k), k) is negative outside the region defined by the bounds and hence,
[|6;]| is uniformly ultimately bounded. Thus, the tracking error signal d; in the closed-loop dynamics remains

uniformly ultimately bounded. This completes the proof. O

Remark 2. In light of Theorem 2, a sufficient condition is established so as to guarantee that the closed-loop
tracking error signal §;(k) is uniformly ultimately bounded. However, this theorem cannot be straightfor-
wardly employed to find out a solution for the control gain K since there exist the coupling terms Q7 BK
and its transpose in . Moreover, the LMI in depends on the eigenvalues of the graph matrix #,
which has a dimension of N x N. Hence, the computational complexity of solving such an LMI considerably
increases as the number of follower vehicles N in the platoon grows. In what follows, Theorem [3]is presented

to deal with the above-mentioned issues and provide a simple criterion for designing a distributed platoon

control protocol in the form of .

Theorem 3. For a given positive constant 1, the tracking error signal 6;(k) in the closed-loop error system

is uniformly ultimately bounded if there exist matrices Q and Ps > 0 such that
Ailnizx <0 and Agly,_5 <0 (30)

holds, where A = min;ey, {\;} and A; is a 2% 2 symmetric block matriz with /~\i(1,1) = (A—Inl,)@—i—QT(AT -
I,)+ M(BK +KTBT), Ajo.1) = Ps— Q+n(A—1,,,)Q+n\BK, and Ay(2.0) = Ps —1nQ —nQT. Moreover,

the control gain matriz K can be computed as K = KQ~!.
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Proof. From A;(5 ) in the inequality 7 it is clear that Ps — n(Q + Q') < 0, which indicates that the
matrix @ is nonsingular. Set Q = Q~1, Ps = QT P;Q, and K = KQ. Premultiplying and postmultiplying
the inequality in by diag{Q~7,Q"} and diag{Q ', Q~'}, respectively, one can obtain A; < 0 as shown
in . Since A; < 0 is convex with respect to A;, it is sufficient to verify A; <0for \; = Xand \; = A

This completes the proof. O

Before closing this section, by virtue of Theorems [I] and [3] Algorithm 1 is proposed to accomplish
the simultaneous platoon tracking control over the VANET communication subject to attacks and set-
membership estimation of the follower vehicles i € Vy's true states with heterogenous engine time constant

and in the presence of UBB exogenous disturbance and measurement noise.

Algorithm 1 State Estimation and Platoon Control Design

1: Given initial conditions z; o and Z;o. Choose suitable W; ., Vi, and P; o such that , (@, and
hold. Calculate E@o by Pi,O = Ei70E2-1:0. Set k = 0, Z‘Z(k?) = T;,0, i‘z(k) = .f?i,o, and Ei,k = Ei,O

2: For the considered V2V communication topology, compute the maximum and minimum eigenvalues of
the graph matrix H as A, A

3: For a given constant 7 > 0, solve Theorem |3| to obtain a control matrix gain (K). If Theorem [3| fails to

be feasible then modify 1 and redo Step 3; otherwise continue

4: Determine the simulation time tgy, seconds for all ¢ € V41

5. for k=0:tg,/h—1do

6: fort:=1: N do

7 for j=1:N do

8: Collect Z;(k) from each neighbor of vehicle ¢ as prescribed in N;

9: end for

10: Collect (k) from the leader vehicle over A

11: Calculate u; (k) in under K, 2,(k), Z,(k) from its neighbors, and Zy(k) from the leader vehicle

12: Solve the OP 1) in Theoremto obtain P; x41 and L; . From P; 41 = Ei7k+1EiT,k+1, compute

i, k+1

13: Compute the state estimation Z;(k + 1) by @ and denote it as the center of the estimation
ellipsoid X1§+1~ Form the estimation set as X; p+1 = &3(k + 1) + E; 410

14: Output {P; x+1} and {L; 1}, vehicle i’s state estimate &;(k) and the state estimation ellipsoidal
set {Xi,k+1}

15: end for

16: end for

5. Simulation results

To verify the effectiveness of the developed theoretical results for vehicle platooning, in this section, we
present various case studies to comprehensively conduct comparative analysis considering several V2V com-
munication topologies under different attack strategies. Specifically, we consider a platoon of one leader and

six follower vehicles with their heterogeneous engine time constants are taken as 7; = 79+ (—1)(0.05i% /(N +
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Figure 2: Various V2V communication topologies. (a) Bidirectional (BD); (b) Leader-two-bidirectional (LTBD); (c) Leader-
two-predecessor-bidirectional (LPBD); (d) Leader-bidirectional (LBD).

i?)), i € Vn, where 79 = 0.5 s. The vehicular platoon is set to have a desired spacing of di—1; =15 m
and other parameters are chosen as n = 1.05, ¢y = 0.15, C' = [1,0,0], and D = 0.2. The driving scenario
starts with pg = 100 m, vg = 5 m/s, ag = 0 m/ s? for the leader vehicle and zero initial tracking errors for
all followers. In subsequent simulation, we examine four different V2V communication topologies depicted
in Fig. [2l The graph G’s adjacency elements are chosen as a;; = 1 for (i,7) € £. Also, a;o = 1 if vehicle ¢
is pinned to the leader. Given a sampling period of h = 8 ms, the simulation will be run for ts;,, = 35 s or
4375 time steps.

Each follower vehicle in the platoon is subject to the UBB exogenous disturbance input derived from
w;(k) = 1.75(i% /(1 + i?)) sin(0.08k), i € Vy and the UBB measurement noises as 91 (k) = 0.2sin(0.0476k),
¥2(k) = 0.13sin(0.0467k), 93(k) = 0.12sin(0.0474k), 94(k) = 0.16sin(0.0469k), ¥5(k) = 0.15sin(0.0478k),
J6(k) = 0.11s8in(0.0472k). Choosing W, = 3.5 and V; = 0.5, one can easily confirm that w;(k) and
9;(k) are enclosed in the ellipsoidal sets and @, respectively. The initial state estimates of vehicles
i € Vy in the platoon are chosen as &1 = [86.6,5.2,0]7, 229 = [71.7,4.81,0]7, 230 = [56.4,4.89,0]T,
Fa40 = [41.8,4.45,0]7, &5 = [25.1,4.93,0]T, 26,0 = [10.5,4.12,0]T, which also represent the initial centers of
their state estimation ellipsoidal sets X} with their initial shape matrices are given by P; o = diag{5,2,1}.
Furthermore, the leader control input is given by wg(k) = 0.2h(k — 125) for 125 < k < 500; ug(k) = 0.6 for
k > 500 and k& < 1000; ug(k) = —0.2h(k — 1000) + 0.6 for 1000 < k < 1375; and ug(k) = 0 otherwise.

We consider that a malicious adversary chooses a set of vehicles as V, = {0, 2,4} so as to launch different
attack strategies as follows. 1) A DoS attack which blocks 20% of the exchanged state estimates of vehicle
i € V, over the VANET can be represented as w; (k) = —vZ;(k) with v = 0.2 during different time intervals
7DoS " 2) A replay attack tampering with 70% of the transmitted state estimates of vehicle i € V, can be
modeled as w@; (k) = v(#;(k — 7RP) — 2,(k)), where v = 0.7 and 78P > 0 represents different time windows
of recoding sequence of data from the state estimate Z;(k) starting from k.. Then the adversary replays

the collected data through VANET from k; over the same time window size. 3) To model an FDI attack,
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Figure 3: Vehicle i’s state trajectories and estimator i’s response over LBD-based V2V communication with no attack.
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Figure 4: Vehicle 4’s guaranteed state estimates with no attack.

an arbitrary bounded attack signal can be chosen as w;(k) = v[—1.8; —0.78; 0] sin(0.5k + 2)||, where ~y

describes different amplitudes of the FDI attack signal prescribed by the adversary.

5.1. Local set-membership estimator performance

First, we investigate the guaranteed state estimation performance of the local set-membership estimators
against the bounded uncertainties in follower vehicles’ engine time constants, UBB exogenous disturbances,
and UBB measurement noises. The V2V communication topology is considered as LBD as illustrated in
Fig.[2l When the VANET is free of attack, i.e., w@;(k) = 0, running Algorithm 1, we have the trajectories of
vehicle true state components and their estimates as illustrated in Fig. [3] which also demonstrates that the
expected platooning objectives are well satisfied. To verify the guaranteed state estimation performance, we
take vehicle 4 as an example. From Fig. [ one can clearly observe that the true state components of vehicle
4 are guaranteed to be confined in the derived bounding state estimation ellipsoid X’ ,f 1 at each time step k.
To quantitatively assess the performance of the local set-membership estimators for all follower vehicles, we
introduce a quadratic estimation error (QEE) on each estimator ¢ as an ellipsoidal estimation performance
index by & = e?(k:)PiTklei(k). From Fig. , it can be easily verified that & < 1 for all follower vehicles
1=1,2,...,6, which further indicates that the true states of these vehicles always reside in their bounding
ellipsoidal state estimation sets X,ﬁ 41 at each time step k.

We next consider the three following cases where there exist the DoS attacks with 7225 = 50 steps (400

ms) from k = 750, replay attacks with 7P = 375 steps (3 s), k, = 250, ky = 750, and FDI attacks with
17
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Table I: Bounds of ASE under various V2V communication topologies compromised by different attack strategies.

Topologies BD LTBD LPBD LBD

DoS - ASE bound (m) 2.0030 1.4754 0.4751  0.3688
Replay - ASE bound (m)  2.4286 2.2134  1.2340 1.0947
FDI - ASE bound (m) 4.8384  3.1605 0.7599  0.4817

~v =5 for 500 steps (4 s) from k = 750 on the exchanged state estimates of the vehicles in V,. Under these
three attack strategies, Figs. [Bb, Bk, verify that the true states of follower vehicles are confined in their
corresponding state estimation ellipsoids X} 41 since the QEEs remain in their specified bounds as &< 1.
It should be noted that, however, the local state estimators provide larger QEEs due to the impacts of these
attacks. In other words, the resilience of the local set-membership state estimators can be preserved under
the considered attack strategies, however, the performance of the local estimators are degraded compared

with Fig. Bl without attacks.

5.2. Various V2V communication topologies

In this section, we aim to test the developed platooning control approach over four various communication

DoS
Ta

topologies depicted in Fig. [2| subject to the various attack strategies as DoS attacks with = 25 steps

(200 ms) and v = 0.2, replay attacks with 72°P = 125 steps (1 s) and v = 0.7, and FDI attacks with

v = 1 and their other parameters are given the same as those in Section [5.1} To facilitate this, we define

an average spacing error (ASE) as easr(k) = (1/N) Zil\il(pi_l(k) —pi(k) — di—1:). Applying the design
procedure in Algorithm 1, ASEs over different topologies subject to the considered attack strategies are
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gathered in Fig.[f] Furthermore, Table[summarizes the maximum bounds on ASEs. From the comparative
results in Fig. [6] and Table [[, one can conclude that the platooning performance over the LBD topology is
superior to the others, while the BD topology turns in the worst platooning performance. Specifically, under
the presence of the attacks on the exchanged data from the leader vehicle i« = 0, and the follower vehicles i
= 2 and 4, the LBD topology enables all platoon members to be informed by the leader and hence, more
information is propagated among neighboring vehicles. However, this is not the case for the BD and LTBD
topologies where, at most, the first two vehicles can access the leader information, while the other members
are only dependent on their neighbors which may be tampered or not completely available due to the attacks.
Comparing the results between the LPBD and LBD topologies under the same attack strategies, one can
observe that the platoon performance over LPBD is slightly degraded. Such marginal degradation can be
due to the fact that the LPBD-based platoon allows transmission of more data among neighboring vehicles
and hence, more platoon members require data from vehicles 2 and 4, which may contain bogus information

or not be fully available under the presence of attacks.

5.8. Different attack settings

In this section, we study the impact of the three attack strategies with their different settings prescribed

by an adversary. This can be specified by various attack intervals for DoS and replay attacks, i.e., 7°°5 and

a
Tf“ep, and different amplitudes for FDI attacks, that is, 4. The V2V communication topology is chosen as
LBD. The proposed set-membership-based platooning control approach is tested through calculation of the
platoon’s ASEs considering the different settings for each attack, as demonstrated in Fig.[7] The maximum
bounds on ASEs under these scenarios are given in Table [, Unsurprisingly, smaller DoS and replay attacks
intervals and less FDI attack amplitude result in a faster convergence of ASE with a lower bound in all of
these scenarios, which also indicates better platooning performance.

Now, with the same attacks’ settings provided in Section the platooning performance of the devel-
oped secure set-membership-based control approach is assessed over the LBD topology. The true values
of vehicular state components and the spacing errors over time steps are depicted in Fig. During the
period of these attack strategies, it is clearly evident that the vehicle spacing grows comparatively large.
Furthermore, reaching the desired consensus among velocities and accelerations require a much longer time.
However, under the proposed secure set-membership-based control approach, the vehicle platoon over an

unsafe V2V communication topology can tolerate a certain level of unfavorable impacts of different attack

strategies with various settings, while delivering satisfactory platooning performance.

19



2 4 4
= rPoS=200ms || = rho=1s =1
E DoS = 350 || E rRr=2 £ : =3
— oS 500ms || — hter_ — _:
Z oo oo [| 2 Beon || E 2] 16
S E Y
(S S— —_ ¥ g D [ — a—
m = £3)
2 2 Z
-1 -2 -2
0 1000 2000 3000 4000 0 1000 2000 3000 4000 0 1000 2000 3000 4000
Time (k) Time (k) Time (k)
(a) (b) (c)
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Table II: ASE bounds for different settings of (a) DoS attack; (b) Replay attack; and (c) FDI attack over LBD communication
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6. Conclusion

The secure platooning control problem has been addressed for a fleet of automated vehicles over VANET

under different attack strategies. A local set-membership estimator has been developed to construct the

complete state estimates of each follower vehicle in the presence of uncertain heterogenous engine time

constants, UBB exogenous disturbance and measurement noise. The distributed control protocol of each

platoon member utilizes the vehicular state estimates computed by its local estimator and those of its

specified neighboring vehicles. Then, under different attack strategies, the vehicle platooning performance

over different bidirectional V2V communication topologies has been analyzed in the sense of uniformly

ultimately boundedness. Finally, the effectiveness of the proposed theoretical results has been evaluated

over several comprehensive case studies.
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