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ABSTRACT Energy market trading systems are undergoing rapid transformation due to an increasing
demand for renewable energy sources to be integrated into the power grid, coupled with the dynamic and
evolving needs of future energy customers. In the current energy trading system, which is based on mega
power generation, energy is traded by insecure means of communication based on mutual trust. In addition,
electricity from both renewable and non-renewable sources is mixed in the grid, impeding customers’ ability
to definitively track the source of energy dispatched to their premises. Although blockchain technology
has been studied for energy trading on a peer-to-peer microgrid trading, to our knowledge none of the
previous work focused on using blockchain for trading energy in a national wholesale energy market in
macrogrid. In this paper, we address security architectures required of the energy market trading system in
an Australian context, we propose a cryptocurrency token-based structure and a smart contract that provides
data confidentiality that verifies and audits transactional records. The proposed trading system architecture
not only enhances overall system security but provides additional capabilities in the operation of the scheme
so that sources of energy dispatched to customer premises are known. The energy market trading system we

propose also presents higher security compared to existing trading systems.

INDEX TERMS Data security, distributed computing, power systems security.

I. INTRODUCTION

Market trading systems are used by energy generators, retail-
ers and brokers to buy and sell electricity in the national
wholesale electricity market. Currently, energy market trad-
ing systems are undergoing rapid change because of the con-
tinuing injection of renewable and non-renewable sources of
energy into the macrogrid. A further factor concerns security
of the increasing volumes of transactional data being gen-
erated. As more data are collected from the various market
participants, it is imperative to provide data security because
a data breach could have implications for national energy
security.

In the Australian context, the Australian Energy Market
Operator (AEMO) operates alongside Australia Energy Reg-
ulators (AER) and the Australian Energy Market Commission
(AEMC). The AEMO predicts electricity demand nationwide
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and schedules electricity generators to meet that demand.
Through a physical (spot) trading market the AEMO facili-
tates an agreement to buy and sell a fixed amount of electricity
that is traded for immediate use. Through a contract trading
market, generators can also make an agreement with cus-
tomers or brokers (without AEMO involvement) that is traded
on a longer-term engagement. Once the agreement is made
by either of these trading markets, electricity is provisioned
to customers through the macrogrid network nationwide.
This research focus is on macrogrid rather than the micro-
grid peer-to-peer energy trading. The difference between
microgrid and macrogrid is that, microgrid is a group of
decentralized (localized) energy micro generators that act as
a single controllable or integrated entity with respect to the
grid. However, macrogrid is the traditional centralized grid
where large generators (power plants) dispatch electricity
through a national power transmission and distribution net-
work. Decentralized power generators in a microgrid mainly
focus on the local energy needs. They generate electricity in
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a small scale where prosumers (producers/consumers), small
businesses or communities generate electricity to meet their
energy demand. They function either by being integrated to
the grid, feeding the surplus energy generated, or in an iso-
lated stand-alone situation. However, the centralized power
generators, which mostly operate on fossil fuels, are inte-
grated to the grid system dispatching electricity nationwide.
Centralized power generators require a substantial invest-
ment in the plant operation and infrastructure setup, such
as a complex power transmission and distribution network
as well as power trading systems and operations. Electricity
generated from the power generators is provisioned to cus-
tomers through the transmission and distribution networks.
The transmission network transfers power from power gen-
eration facilities to large electric load centers (substations)
and interconnects states nationwide, while the distribution
network takes power from the substations and dispatches it
to customers. All electricity sales generated through the mega
generators are traded through the national electricity market
(NEM), which involves generators and retailers (through the
AEMO), entering into contract to sell and buy energy through
the transmission and distribution network in the macrogrid.

The energy market data transactions that trigger the pro-
vision of electricity from power generators to customers
are not protected in the current trading system. There is
no technological solution provided for data confidentiality
and integrity. Energy market participants trade energy using
insecure means of communication. Sometimes this is done
by voice over the phone, by Microsoft Office Excel®based
spreadsheet or through an instant messaging system. These
are time-consuming processes and are open to human error
that may result a breach of market data confidentiality, inten-
tionally or unintentionally. For example, traders should not
see each other’s bid until it becomes public. Their bids should
be kept confidential from each other and the public until
all pre-dispatch market information relevant to a specific
trading day becomes available to the general public, usually
after the end of the trading day. Any breach of such market
data confidentiality could have national security implica-
tions. As such, it is evident that guarding against improper
information modification or destruction is of vital concern.
Ensuring information non-repudiation and authenticity are
key concerns in electricity generation and trading.

The objective of this research is to address the afore-
mentioned challenges so that data collected for the use of
electricity trade in the national electricity wholesale market
are protected. Electricity trade in a wholesale market in the
macrogrid is a more complex scheme than that of peer-to-
peer energy trading in microgrid due to involving:

1) Different types of trading scheme in terms of spot and
contract trading for mega power generation macrogrid
energy trading.

2) The complexity of a mega power generation macro-
grid trading scheme as it involves various stakeholders
including energy generators, regulators, energy traders,
wholesalers, retailers, brokers and customers.
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3) The existence of operational dispatch and a five-minute
settlement rule, in particular, for mega power genera-
tion macrogrid trading.

4) The electricity supply from mega power generation
macrogrid includes non-renewable sources (coal or
gas) and renewable sources (wind, solar or hydro).
Mostly micro generation microgrids are based on
rooftop solar power systems, which operate in a
peer-to-peer trading scheme between prosumers and
customers.

A. SCOPE OF RESEARCH PROJECT

The scope of this research is focused on providing security for
transactional energy data when electricity in transmitted from
generators to customers through the distribution and trans-
mission network in a macrogrid. The ability of customers to
access transactional energy data about the type and amount of
energy dispatched to their premises is also within the scope
of this research. These are the principal goals of this project.
This project assumes that the types and amounts of energy the
generators actually put into the overall system are accurate.
Thus, the only focus of this research is the provision of data
security when electricity is delivered to customers through
the distribution and transmission network (rather than on
energy generation). The architecture for enhanced availability
and reliability of the energy market trading system in the
macrogrid itself is outside scope of this paper.

To achieve the required result, this research uses the appli-
cation of blockchain, such as a cryptocurrency token-based
structure, and a smart contract as methods to address the
transactional energy data security of such a system. A smart
contract is capable of self-executing and enforcing a contract
with terms of agreement between market participants to auto-
matically fulfill the terms of the agreement once conditions
are met, without the need for intermediaries. For instance,
in the case of physical energy market trading, a smart contract
can be used between generators and retailers and between
retailers and customers. It can also be used between gener-
ators and customers in the case of contract energy market
trading. The term ‘digital token’ is used in this paper for
convenience. However, in this context the so-called token
needs to be regarded as simply a transaction token and not
as equivalent to conventional money.

The main purpose of this project is to design a framework
for the trading system so that transactional data are auditable,
verifiable and trackable when needed after the trading period
is complete. This proposed system does not require real-time
processing of high-volume data.

B. RESEARCH QUESTIONS AND CONTRIBUTION
The research questions investigated and reported upon in this
paper may be stated as follows:

1) The current energy market trading scheme is based on
mutual human trust. Without that, how do we build
tamper-resistant security provisions into the trading
system which are auditable and verifiable?
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2) How can customers (energy consumers) be able to trace
what percent of energy dispatched to their premises is,
for example, from renewable sources?

The contribution of this paper is based on proposals for
a secure mechanism enabling mutual trust in the system
(a technological solution which is auditable and verifiable),
rather than being based on human trust when trading energy
through insecure means of trading systems or communica-
tions. In a fully trusted third-party (TTP) model, the AEMO
would have access to all transactional data, and also have
control. In our system we are removing some of the responsi-
bilities regarding the audit of sales and payment mechanisms
from the AEMO and transferring that responsibility instead
to secure cryptocurrency schemes with the support of smart
contracts that are capable of self-executing and enforcing a
contract. This means that all market participants trading in
the macrogrid can still fulfil their roles, as they currently do.

The key requirements of an energy market trading system,
that this research project is based upon, are as follows:

1) Energy market trading system must provide confiden-
tiality and integrity for energy trading. This is to sustain
continued energy supply and sales. For example, all
pre-dispatch energy market data relevant to a specific
trading day must not be available to the general public
before the end of that trading day.

2) Energy sources must be tracked during energy genera-
tion and energy dispatch so that renewable energies are
separately identified from non-renewables.

3) Customers should have access to energy data transac-
tion details so that the type of energy provisioned to
their premises is known.

To address the above-mentioned challenges and key
requirements, this paper provides a comprehensive review
of the existing energy market trading system process and its
security requirements in the Australian context, and makes
the following contributions:

1) The application of blockchain and authentication
mechanisms is proposed to protect transactional energy
market data and maintain the confidentiality and
integrity of information.

2) A new energy market trading system architecture is
proposed which enables the tracking and monitoring
of sources of energy (renewable versus non-renewable
energy).

Through these contributions the proposed system is capa-
ble of providing and maintaining accurate energy related
transactional data to support strategic planning and decision
making at a national level. It also enables the tracking of
customer energy consumption at different times of the day
to help energy demand and supply management as well as
pricing plans.

The importance of tracking sources of renewable energy in
this paper has three objectives:

1) From the regulator’s point of view (at the national

level), governments wish to note and promote the
development of renewable energy and be able to track
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progress towards achieving their renewable energy
target.

2) From the consumers’ point of view, customers have the
option to purchase renewable electricity directly from
their power supplier rather than installing solar panels
on their own premises. Some customers are also look-
ing for more sustainable energy options by sourcing
their electricity from renewables. So, it is essential to
demonstrate that their energy is indeed coming from
their stipulated source.

3) From organizations’ perspective, companies or orga-
nizations who embrace (wish to promote) renewable
energy need to certify the proportion of their electricity
that is being sources from renewables.

This research is based around the growing acknowl-
edgement that such a trading system is an essential part
of the national critical infrastructure involving reliable
electricity transmission and distribution. Moreover, cyber-
security, crucial to national security, itself has become
an essential protection paradigm for such a trading
system.

The target audience for this research includes academic
researchers as well as government, regulatory bodies, and
energy market participants.

C. PAPER STRUCTURE

The remaining sections of the paper are organized as fol-
lows. Section II presents the security requirements of the
energy market trading system, whilst Section III discusses
related work. In Section IV we look at the current Australian
energy market followed by section V which discusses the
system design of our proposed energy market trading system.
Section VI demonstrates the simulation design, followed by
system design analysis in Section VII. Conclusions are out-
lined in section VIIL.

Il. ENERGY MARKET TRADING SYSTEM SECURITY
REQUIREMENTS
In the energy sector, information is gathered from a variety
of sources, such as information generated from the physical
flow of electricity, information that the network traffic car-
ries about sensors, smart readers, customers and other infor-
mation that is recorded and stored for trading, compliance,
auditing and monitoring purposes.
The key security requirements the energy market trading
system must have are:
1) Confidentiality
All energy market data related to sensitive or confiden-
tial institutional trading information must be protected
from unauthorized disclosure. Unauthorized access to
organizational data may result in a significant financial
risk or loss.
2) Authentication
The identity of the market participants must be verified
before they start to trade energy in order to protect from
impersonation attacks.
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3) Integrity
Transactional energy market data must not be tampered
with while information is passed and communicated
between market participants during the trading period.

Information for energy sectors should not be modified
without authorization and the source of information should
be authenticated and time stamped. It is a requirement for
the energy market trading system to ensure that only autho-
rized market participants have access to accurate and com-
plete market information when required. Information sharing
should be restricted between market participants through var-
ious levels of security based on their function (role). If the
security of information is compromised, incorrect informa-
tion can be sent to the energy market. Accordingly, this can
cause market instability, which ultimately affects the energy
trade. The integrity of a trading system could have national
security implications. As such, it is evident that guarding
against improper information modification or destruction is
of vital concern. Ensuring information non-repudiation and
authenticity are key concerns in electricity generation and
trading.

Having a secure energy market trading system could enable
accurate energy prediction and pricing in real-time, as accu-
rate information is passed and communicated between all
market participants.

In this research, we assume that the physical protection
of critical infrastructure such as process control systems and
trading systems is already there. We assume that the genera-
tors and the market operators (such as the AEMO) have obli-
gations to provide physical security for critical infrastructure.
What we have provided is a mechanism that allows market
participants to trade energy in a secure manner which is not
usually provided by physical infrastructure security alone.
This will be discussed in more detail in section V. Our security
requirements take into consideration the above assumptions.

lIl. RELATED WORK

Providing a secure energy market trading system is what is
required for energy generators, energy market regulators and
customers, to buy and sell electricity in the energy market.
As discussed above, security has become a major challenge
in the existing trading system. The primary purpose of this
review is to ascertain if there is compelling evidence that
efforts exist towards the deployment of security mechanisms
for mega power generation macrogrid energy trading. The
scope of this review is limited to the application of distributed
blockchain technology in the area of security for the energy
market trade. Application of blockchain schemes in the areas
of grid management, carbon credits tracking, energy storage,
solar energy trading and electric vehicle charging are outside
the scope of this review.

In recent years, the study of blockchain application in the
energy sector has gained increasing interest both in academia
and industry. Several articles have been published that dis-
cuss and review blockchain based energy trading focus-
ing on peer-to-peer solar energy trading, renewable energy
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certificates (REC), grid management, carbon credits track-
ing, energy storage, etc. Recently 140 blockchain focused
papers have been reviewed on the application of blockchains
to the energy sector [1]. Part of this research outcome was
to map the potential and relevance of blockchain applica-
tions in some areas of the energy sector. The authors fur-
ther looked at the opportunities, challenges and limitations
of blockchain technology in a number of cases, including
peer-to-peer energy trading, electric vehicle charging, decen-
tralized energy market, etc. These provide a step forward
in identifying the areas where blockchain can be applied.
However, there is more investigative work required in order
to demonstrate any real benefits of blockchain technology in
the energy sector.

Authors in [2] also used blockchain technology to address
the security issues of energy trade in a smart grid. They
have developed a token-based energy trading system called
PriWatt. Through this system, the authors claim to be able
to trade energy securely in a smart grid on a peer-to-peer
network. A case study was used to provide evidence for
their research in measuring the performance and security
of the system. To reach a consensus in such a system they
applied a proof-of-work (PoW) mechanism. Multi-signature
and anonymous encrypted messaging structures have also
been used. In a similar concept, authors in [3] studied the
privacy of users in smart grid throughout the billing process
and reporting of energy transactions. Other literature [4]—[7]
claims to provide security and privacy solutions for a smart
grid through different mechanisms: using an authenticated
method of anonymous meter reading, the use of homomor-
phic encryption to secure data in transit and the use of privacy
crypto transaction proofs called zero-knowledge to prove the
fee of the electrical meter is correct without revealing other
transactional data of the customer. The focus of all the afore-
mentioned publications is on localized grids (microgrids),
which are different from our research. Our research focus is
on mega power generation energy market trading, such as a
macrogrid. Trading on macrogrid generation is complex as it
involves different types of trading schemes.

As to the research on application of blockchain based
cryptocurrency in the energy sector, there are a number of
researchers leaning towards privacy. Since the introduction
of “Bitcoin” in 2008 [7] numerous cryptocurrencies studies
exist. One of them that is believed to have stronger privacy
and anonymity guarantees is Zcash [8] and [13]. It uses
zero-knowledge proofs to allow validity of a transaction with-
out revealing any other information beyond validating iden-
tity. Zcash enables optional privacy features for transactions
so that sender and receiver addresses, and the amount of
money transacted, are private. The addresses beginning with
a “t” (t-addrs) are considered transparent and are like bitcoin
transactions. ““‘Shielded” transactions are used with addresses
beginning with a “z” (z-addrs), and these are fully anony-
mous. Zcash has been further studied in [8] and demonstrated
its privacy and anonymity features. It has been suggested that
Zcash provides strong anonymity and privacy for users that
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want to transact digital coins privately. On the other hand,
authors in [40] studied the necessary properties and secu-
rity requirements of Ring Confidential Transaction (RingCT)
for Monero that achieves anonymity on all three facets of
its transactions through ring signatures, stealth addresses,
and RingCT. Though Zcash and Moreno have been studied
by many scholars separately, no study has been conducted
to evidence their integration with the Ethereum blockchain
to provide privacy to Ethereum’s smart contract. They do
not provide smart contracts by themselves either. In most
well-known smart contracts, such as Ethereum, privacy is
not preserved by themselves, the sender and recipient of
each transaction and its data are public, making it easy for
competitors to see each other’s financial and confidential
data. However, there are other protocols, anonymous zero-
knowledge transactions efficient communication (AZTEC)
and Zether, that are studied by authors in [37], [38] that can be
used as a plug-in solution to the Ethereum blockchain to pre-
serve privacy and anonymity for Ethereum’s smart contract.
Authors in [39] also demonstrated when AZTEC protocol is
used with Ethereum’s smart contract then Ethereum’s public
ERC-20 token converts into a confidential AZTEC note form
to preserve its privacy.

There are also a number of papers [9]-[15] with studies on
privacy and anonymity, such as Zerocash and Zerocoin dig-
ital coin cryptocurrencies that aim at addressing the privacy
weakness of Bitcoin. Other digital coins [16]-[22] have also
been explored and demonstrated to provide better privacy and
anonymity properties compared to Bitcoin.

Recent work in [23] and [24] introduced the concept of
NRGecoin, a digital currency for renewable energy trading
based on the concept of a decentralized blockchain appli-
cation. Their experiment is based on a peer-to-peer trading
concept that prosumers (people with rooftop solar panels)
inject solar energy to a grid and trade using a digital coin.
The smart meter counts one NRGcoin for every 1-kilowatt
hour (KWh) of renewable energy the prosumer solar system
injects into the grid. In a similar manner, authors in [27]
extended a recently developed trading workflow called PETra
and proposed a design solution that addresses the anonymity
of the transactions both on the network communication and
distributed ledger layers. PETra uses digital tokens repre-
senting the quantity of energy generation and consump-
tion. They used a similar concept to that of Zcash. Once
information is processed by the blockchain network, pro-
sumers can trade by hiding their identity using anonymized
addresses.

In regard to authentication, there are numerous publica-
tions that focus on certificate-based authentication for user
verification. In [28] the authors propose a new public key
cryptography infrastructure (PKI) called Certcoin that lever-
ages the consistency offered by blockchain-based cryptocur-
rencies. They have demonstrated that this new PKI provides
a stronger identity retention guarantee than any PKI’s used
in practice. However, this concept lacks experimental results
to verify its practical application in a real-world scenario.
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TABLE 1. Distribution of energy market terms and participants.

Stakeholders Description

The AEMC sets rules for Australian
electricity marketing.

Australian Energy
Market Commission
(AEMC)

The AEMO predicts electricity demand
nationwide and schedule for electricity
generators to meet that demand. The
AEMO operates alongside the Australia
Energy Regulator (AER) and the
Australian Energy Market Commission
(AEMC).

The AER enforces compliance with the
national electricity laws and rules.

Australian Energy
Market Operator
(AEMO)

Australian Energy
Regulator (AER)

Brokers Brokers help customers and businesses to
attain the best deal for their electricity

needs from the generators.

Traders who sell a fixed amount of
electricity at a more stable price to secure
required levels of volume on a longer-term

Contract Traders

basis.

Customers Customers purchase electricity supplied by
generators through a transmission
network.

Exchange traded futures Electricity traded on registered exchanges.

Generators Owners of a power plant that generate and

sell electricity to retailers, brokers or
directly to customers.

The NEM is an interconnected electric
system in the wholesale market through
which generators and retailers trade
electricity.

National Electricity
Market (NEM)

Entities who own, operate, or control
electricity transmission networks.

Network Service
Providers (NSP)

Physical (spot) Traders Traders who sell electricity supplied to the

market for short-term trades.

Retailers Retailers buy wholesale electricity from
generators and sell to residential,

commercial and industrial customers.

Most recent research [28]—[36] has also focused on the
distributed PKI solution using blockchain, but has not
practically assessed the performance impact of this appli-
cation to the real-time requirement of energy trading.
However, much successful work has been done on decen-
tralized PKI’s in other areas where real-time is not a
requirement.

At the time of writing this paper, we have not found any
papers that primarily focus on security in the energy trading
system for a mega power generation macrogrid scheme. Most
of the research we identified on the energy sector was on
distributed blockchain applications in a peer-to-peer energy
trading scheme. This is in a localized microgrid energy gen-
eration system between prosumers and customers. However,
this research focus is to build security systems for the market
participants in mega power generation energy market trading
that involves complex trading scheme.
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FIGURE 1. Energy market participants relationship.

IV. AN OVERVIEW OF CURRENT AUSTRALIAN

ENERGY MARKET

The Australian energy sector has operated for more than
100 years, but it is just in the last 20 years that the industry
has started to reform [42]. Most of the restructuring consists
of reorganization of the electricity market and formalization
of electricity industry regulation. Historically, the electric-
ity sector was dominated by coal-fired power stations, but
in recent years renewables are growing at a rapid pace.
Presently, Australia generates 91 per cent of its electricity
from burning fossil fuels, of which 75 per cent is from coal
and 16 per cent from natural gas. Only nine per cent of
electricity is generated through renewables [43]. Renewables
are those energy sources coming mainly from hydropower,
wind, bioenergy and solar.

With the current energy market trading system, it is diffi-
cult to track the source of energy supplied to the customers to
determine the percentage of renewables energy. This is due
to a lack of an automated process to monitor transactional
energy data during generation, transmission and distribution
of electricity in real-time. For instance, having an automated
process on tracking sources of energy could help envisaging
the progress of Australia’s Renewable Energy Target (RET).
RET is a Federal Government policy designed to ensure that
at least 33,000 gigawatt-hours (GWh) of Australia’s electric-
ity comes from renewable sources by 2020 [41].

A. DESCRIPTION OF ENERGY MARKET TERMS AND
PARTICIPANTS
Energy market participants include generators, traders, retail-
ers, brokers, customers and those involved in the regulatory
and operational administration of the energy market. The
market participants enter into contracts, including the placing
of orders to trade, in one or more wholesale energy markets.
The electricity industry has many terms, abbreviations and
acronyms used for generation, transmission, distribution and
energy trade. Table 1 defines some of the terminology used
in this paper.
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Australian Energy Market
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Over the ‘

System Operator

|111=E7

Electrical Physical Connection

Australian Competition and
Consumer Commission (ACCC)

Energy Data Transaction

Energy market participants relations is shown in Fig. 1,
where electricity is generated (1) and recorded (2) at the
power station and transported over long distances (3) through
high and low voltage power lines before being distributed to
customers (4). The retailers (5) and/or brokers (6) through
the physical (7) and contract (8) market buy electricity at
a wholesale price on the NEM (9) and sell it to customers.
This wholesale and retail energy market is operated by
AEMO (10) and regulated by AER (11). The role of the
ACCC (12) is to enforce competition between energy market
participants.

B. ENERGY MARKET TYPES AND PARTICIPANTS

The Australian wholesale electricity market, the NEM,
is where generators sell electricity and retailers buy elec-
tricity. Retailers, who buy wholesale energy from generators
then resell electricity to businesses and customers (house-
holds). Brokers provide competitive wholesale market bro-
kerage services as they have market experience and access to
generators.

In the Australian energy market, generators make energy
offers to supply, and these are dispatched on a rolling five-
minute dispatch interval basis while financial settlements
(and the spot price) are based on a 30-minute trading interval.

Participants in national electricity market engage in energy
trade through physical (spot) market trading and/or contract
market trading. Generators, aside from the spot trading, sell a
volume of energy through the contract markets. The retailers
buy wholesale energy from the generators or through the
broker and sell to residential, commercial and industrial cus-
tomers. Fig. 2 shows the relationship between physical and
contract energy trading markets.

1) PHYSICAL (SPOT) TRADING MARKET

In the physical trading market, traders sell energy on a day to
day short-term basis as part of a process regulated by AEMO.
Traders submit their bids in the NEM.
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Customer/Retailers

Physical Trading

Over-the-counter (OTC) contracts

Future exchange

Broker

Financial Contracts

FIGURE 2. Current physical and contract trading market overview.

Fig. 3 shows interactions of key players in a physical (spot)
market. In the physical (spot) market:

1) AEMO/retailers forecast the demand of electricity on
how much energy to buy. Electricity demand is mea-
sured by metering supply to the network.

2) AEMO confirms supply of energy to retailers.

3) AEMO requests supply of energy from generators.

4) Generators (spot traders) are required to bid to supply
electricity in five-minute blocks, while the AEMO dis-
patches electricity every five minutes.

5) Generators confirm offer from AEMO.

6) AEMO settles the bid and dispatch electricity to
retailers.

7) Retailers sell electricity to customers.

8) Generators receive the spot price for the period that they
were dispatched (financial settlement).

The physical trading market is performed on a short-term
basis. However, electricity can also be sold on a longer-term
agreement through the contract trading market as described
below.

Order Send
Order accepted ﬂ

Physical
electricity
flow

FIGURE 3. Current physical (spot) trading market model.
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2) CONTRACT TRADING MARKET
Contract trading market is a trading market on a longer-term
basis to supply or procure electricity at a more stable price
and to secure certain levels of energy volumes. The supply or
procurement of electricity is done over a particular period at a
fixed price. The contracting market is done in two ways, over
the counter (OTC) contract and through the future exchange.
The OTC markets allow wholesale electricity market par-
ticipants to enter into a confidential contract between the two
parties, generator and retailer.

- S—

Order sent

Order sent

Contract
>
agreed

>
Bilateral agreement (fixed term)

FIGURE 4. Current over-the-counter (OTC) trading market model.

Fig. 4 shows interactions of key players in an OTC market.

In an OTC market:

1) Retailers or large customers request to buy electricity
on a longer-term basis.

2) Generators (contract traders) make a deal with brokers
or retailers, or directly to customers on a long-term
energy sale agreement.

3) Agreement is made on how much energy to supply
based on a long term contract.
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FIGURE 5. Current future exchange trading market model.

4) Generators dispatch electricity to customers through
the power transmission and distribution network.

5) Generators settle on a price based on mutual energy sale
agreement (financial settlement).

In a Futures exchange trading market, electricity futures
and options are traded on the exchange. Participants (licensed
brokers) buy and sell contracts on behalf of customers that
include generators, retailers, speculators such as hedge funds,
and banks and other financial intermediaries.

Fig. 5 shows interactions of key players in the Futures
exchange market.

In the Futures exchange market:

1) Electricity Futures are traded on future (registered)

exchanges.

2) Customers request to buy electricity.

3) Participants (licensed brokers) buy and sell contracts
on behalf of clients that include generators, retailers,
speculators such as hedge funds, and banks and other
financial intermediaries.

4) Brokers negotiate prices with generators through the
futures exchange mechanism and agreement is made
between the generators and brokers on the sale of
energy through the exchange market.

5) Generators dispatch electricity to customers through
brokers.

6) Generators settlement price is based on mutual energy
sale agreement (financial settlement).

Table 2 below summarizes the comparison between the

physical and contract trading markets.

TABLE 2. Layers of Blockchain technology.

Blockchain Layers Principal Components

Application layer Cryptographic currency

Contract layer Smart Contracts, Algorithmic mechanism

Distribution mechanism, smart contract, script
codes

Proof-of-work (PoW), Proof-of-stake (PoS),
Practical Byzantine fault tolerant (PBFT)

Incentive layer

Consensus layer

Network layer Peer-to-peer network, Propagation mechanisms

Data block, chain structure, time stamp, hash
function

Data layer
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C. CHALLENGES OF THE CURRENT ENERGY MARKET
TRADING SYSTEM

Energy market trading system is a trading system which
energy market participants use for the buying and selling of
electricity in the NEM.

In the current energy market trading system, transactional
energy data are only available to energy generators and
market participants for purposes of bidding for electricity.
In addition, data recorded in the system do not differentiate
the type (source) of energy generated (such as renewables
or non-renewables). Once electricity is generated and mixed
with the pool of electricity and dispatched through the trans-
mission and distribution network, the energy market trading
system cannot differentiate its sources. Similarly, customers
are not able to identify if the source of energy supplied to
them is from renewables or non-renewables. Energy market
traders do not have verifiable and auditable technology to
track and monitor sources of energy and this usually done
through a manual process, which is time consuming and open
to human error.

The current energy market trading system, which in some
organizations is based on a Microsoft Office Excel®based
trading mechanism, is also not providing the level of security
required to trade energy. Sensitive transactional energy data
are shared between energy market participants in a plain text
format and phone conversations, and security is based on
mutual human trust. There is no tamper resistant security
provision built into it.

Energy supply becomes more efficient and sustainable if
the sources of energy injected into the electricity macrogrid
provide secure data visibility starting from power generation
through the network to the end customers. In this regard,
it is imperative to enhance the existing energy market trading
system architecture to achieve this goal. The current energy
market trading system architecture is shown in Fig. 6.

Fig. 6 is described as follows:

1) Electricity is generated through various sources, such
as through burning fossil fuels (coal and natural gas),
hydro, wind and solar. Electricity flows through a
metered point at the power plant for a given period and
is measured in megawatt-hours.

2) Transactional energy data are generated from the phys-
ical flow of electricity that the network traffic carries
(such as data from sensors and smart readings). Infor-
mation is passed through the power meter to the power
recording system for use by the energy market trading
system.

3) Traders trade electricity generated (produced) to the
customers through physical (spot) trading or contract
trading mechanism.

4) Electricity is traded (by making bids) between genera-
tors and market operators, usually through spot trading.

5) Electricity is traded between generators/market oper-
ators and third-party intermediaries (retailers or bro-
kers), usually through contract markets.

6) Electricity is dispatched to customers.
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FIGURE 6. Current energy market trading architecture.

7) Electricity is provided (supplied) to customers.

8) Commercial (financial) transactions are settled via con-

ventional payment system.

In the current energy market trading system sources of
energy are not tagged or identified before they are mixed
with the pool of energy. This has become a challenge for
generators or AEMO to track and monitor sources of energy
dispatched to customers in real time. As a result, it is not
possible to know how much renewable energy is supplied to a
customer. Customers are also unable to track and monitor the
source and quantity of energy dispatched at their premises.
Based on the shortfalls of the existing system, this research
addresses issues of transactional data security and availability
(visibility). We are proposing the design of a security mech-
anism to enhance the existing energy market trading system
security. This will provide secure transactional energy data
and transactional energy data visibility to end customers. This
will be discussed in detail in our proposed solution below.

V. PROPOSED ENERGY MARKET TRADING SYSTEM AND
ASSUMPTIONS
Our proposed energy market trading system is a trusted token-
based trading system, which provides transactional data secu-
rity to energy market participants. This system offers tools to
help energy market participants to allow them to audit and
verify the energy transactional data. Through this system they
can verify actual energy generation, sales and payments.

In the proposed system design, it is assumed that power
generation (and type) matches what the generators claim they
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are generating. This verifies that information about the power
generation recorded by power metering and stored in power
recording and monitoring system is correct.

The core components of the proposed system are described
below followed by the solution design and architecture.

A. PROPOSED ENERGY MARKET TRADING SYSTEM
COMPONENTS

Blockchain technology is used in this solution as a method
to address the requirements of transactional data security
discussed in Section II of this paper.

The core system components of our proposed design are
cryptocurrency, smart contract and Public Key Infrastruc-
ture (PKI). The first two system components are part of the
blockchain network (as described in Table 2 below). The PKI
sits on the application layer of the Open Systems Intercon-
nection (OSI) model.

Below we discuss each of our core system components and
their application in this research.

1) BLOCKCHAIN TECHNOLOGY

Blockchain technology is a shared and distributed data struc-
ture (ledger) that is shared across a network. Its data structure
is formed by a time sequence of digital blocks of transactions
without a central control point. Blockchain is essentially an
irreversible digital ledger on which decentralized applications
can be built [26]. In a blockchain network there is no need for
a trusted third-party (TTP) to process a transaction as this is
replaced with a decentralized system. Each energy market
participant’s node in the blockchain network has a complete
copy of the ledger, so one or two nodes going offline will not
result in any data loss because each node owns a copy of the
ledger.

Depending on the environment and the type of node,
blockchain technology can be divided into three types,
public blockchain, private blockchain and consortium
blockchain. Each of these consists of six basic layers [1]
and [6], data layer, network layer, consensus layer, incen-
tive layer, contract layer and application layer, as listed
in Table 2.

In the public blockchain, anyone can participate in the con-
sensus process to write the data or block into it. Information is
publicly available for everyone to read. However, in private
blockchain, which this research is focused on, only autho-
rized users can generate blocks and all permissions are kept
centralized to an organization. In our case, authorized users
are AEMO (in the case of physical trading) and generators
(in the case of contract trading). Private blockchain is used
by these users who want to create their own currencies. In the
case of consortium blockchain it is controlled by a group of
members. It has pre-defined set of nodes. Some users have
write access and some, or all, read-only access.

The following subsections provide an overview of part of
a blockchain technology utilizing smart contracts, cryptocur-
rency and consensus mechanisms.
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a: SMART CONTRACT

A smart contract is a computer program that is capable
of self-executing or enforcing a contract with terms of
agreement between two or more energy market participants.
It automatically fulfills the terms of the agreement once con-
ditions are met without the need for intermediaries. For exam-
ple, a smart contract can be used to implement an escrow
that releases a fund after a cryptographic condition has been
fulfilled. Escrow is a legal concept in which a fund is held
by a trusted third party on behalf of two other parties that
are processing a transaction. The fund is on hold until con-
tractual obligations have been satisfied. In this case escrow
is done between two parties that are not trusting each other
and relaying on a TTP. This is a perfect use case for escrow
smart contracts that operate in a no mutual trust manner and
confidence in the contract.

There are different types of blockchain that provide smart
contracts. One of the well-known smart contracts is provided
by Ethereum. In our design proposal, we utilize the appli-
cation of private blockchain with smart contracts. This is
to allow energy trade between energy market participants
without requiring a TTP once they are authenticated to join
the blockchain network.

b: CONSENSUS MECHANISMS

In reaching consensus (agreement) in the blockchain tech-
nology, different consensus mechanisms may be used. PoW
and PoS are the most used methods of reaching consensus
in a permissionless public blockchain. In a permissioned
blockchain a PBFT algorithm is used.

PoW is the mechanism that leverages the computational
processing power to solve complex equations to confirm
transactions and produce new blocks to the chain. A new
block can only be created if the cryptographic hash value of
the block that was last recorded is known through solving
the complex equation. Random guesses must be made until
the accurate combination is achieved. However, in PoS there
is no competition required to determine the next transaction
block, as the block created is chosen by an algorithm based
on what the stake nodes have invested in the system, i.e. coin
ownership.

With PBFT, each blockchain node needs to know the iden-
tity of every other blockchain node in the network. Consensus
in the PBFT can be reached when the number of Byzantine
faults (malicious nodes) is less than one-third of the total
number of nodes. This is enabled by the fact that all honest
nodes agree on the state of the system at that specific time as
a result of their communication with each other.

PoS is an alternative consensus algorithm to PoW. PoS
saves more energy and is more efficient. In PoW, miners
(who create transactions) are required to solve a puzzle before
any of their blocks is accepted by others. To add a malicious
block, a computer more powerful than 51% of the network
would be needed, which is high in system cost. While in PoS,
it would be necessary for miners to have a high stake at the
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cryptocurrency to determine the next block. In order to add
a malicious block, one would have to own 51% of all the
cryptocurrency on the network.

In the PBFT algorithm, members of the blockchain are
partially trusted and it is high in transactional speed and low
in energy consumption and system cost. PBFT provides trans-
action finality without the need for multiple confirmations
once approved and as it is not computationally intensive,
a substantial reduction in power consumption is achievable.
Additionally, permissioned blockchains are private and are by
invitation with known identities, so trust between the parties
already exists.

In our case, the energy market participants who partici-
pate in a blockchain network to trade energy, operate under
known energy market identities. Those identities are authenti-
cated using a certificate-based authentication method (as dis-
cussed in Section 1.3 below) before their participation in the
blockchain network is allowed. For these reasons we consider
PBFT consensus algorithm to be the most suitable candidate
for our use as it meets our proposed system requirements due
to its high speed and low energy consumption.

¢: PUBLIC-KEY CRYPTOGRAPHY

Asymmetric-key cryptography is commonly referred to as
“public-key cryptography”. It uses a mathematically associ-
ated key pair — a public key and a private key, for encryption
and authentication purposes [25]. A digital certificate is used
to attest to the binding between a particular entity and its
public key by a trusted third party, known as a Certification
Authority (CA), under the Public Key Infrastructure (PKI)
scheme.

In our zero-trust proposed system model anyone attempt-
ing to access the trading system must be authenticated first.
Zero-trust security concept, which is applied to this research,
is centered on not trusting any internal or external market
participants of the network. In this research, we utilize the
application of a X.509 v3 digital certificate which contains
extension fields that allow additional fields to be added to
the certificate. The certificate itself is used for the authenti-
cation of the market participants to access the energy market
trading system and the additional attributes are used for the
authorization purposes to access the trading system. This
digital certificate allows us to verify that energy market par-
ticipants are authenticated before they attempt to access the
energy market trading system and their participation in the
blockchain network.

B. PROPOSED ENERGY MARKET TRADING SYSTEM
DESIGN AND ARCHITECTURE
Section A above discussed core components of our design
solution and demonstrated how these core components can
provide secure energy market transactional data through the
application of cryptocurrency, smart contracts and PKI. This
section elucidates the proposed architecture.

Our proposed trading system utilizes the application of
blockchain technology to replace the TTP trading model with
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adecentralized blockchain system model. PKI is also used for
market participants’ authentication before their permission to
join the blockchain network is allowed.

The proposed system provides the mechanism that allows
AEMO (in the case of physical trading) and generators (in the
case of contract trading) to audit what they have sold. The
proposed energy market trading system allows for auditing
through the escrow model and the recording of all sales.
Information provided to AEMO and to generator facilitates a
mechanism for payments and penalties. AEMO and genera-
tors, through this system, can verify actual energy generation,
sales and payments. The advantage of such a system is that
AEMO and generators do not have to manually monitor every
single transaction. The system is able to provide reliable
transactions and allows them to audit the system as required.

The information that this proposed system provides and the
mechanism we have through the escrow system can support
AEMO?’s role. This ensures that the energy and the infor-
mation in the system about the energy in fact correspond.
This means that all market participants still fulfil their roles
as they do currently. What we have proposed in this system
is a mechanism for mutual trust in the system, rather than
human trust when trading energy using a Microsoft Office
Excel®based trading mechanism, over the phone, email or
other means. In a fully trusted third-party model, AEMO (in
the case of physical trading) and generators (in the case of
contract trading) controls and manages energy data transac-
tions. The system is able to automate the auditing of sales
and facilitate payment process for both AEMO and generators
and transferring that responsibility to cryptocurrency with the
support of smart contracts. Double spending is also addressed
by tracking where the money goes, through the digital tokens
we create that represent electricity. Once energy data transac-
tion are validated, they become irreversible and data are saved
to blockchain.

1) ROLES AND RESPONSIBILITIES OF ACTORS IN OUR
BLOCKCHAIN SOLUTION

The four main roles in the blockchain network for the physical
trading model, as shown in Table 3, are AEMO, generator,
retailer (broker) and customer. In the case of the contract
trading model only the generators and customers are involved
in the blockchain network, as described in Table 4. All these
roles interact with the blockchain by creating transactions.
The actors can also provide PBFT consensus to support trust
between those that are involved in the blockchain transaction
process. Once the trading participants have been authenti-
cated to access the trading system, they have different roles
to play. In the blockchain solution as listed in Tables 4 and 5,
and illustrated in Fig. 7. Each participant has its own role(s)
and responsibilities when they interact with the blockchain.
How the smart contract is created and executed with the
support of an escrow is also described in Table 5 and the
process is shown in Fig. 8 and Fig. 10. When a digital token
is exchanged between energy market participants, the smart
contract acts an as escrow to ensure all parties get the result
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of the expected transaction before the actual financial trans-
action is made.

2) BLOCKCHAIN AND SMART CONTRACT DESIGN
SOLUTION

A blockchain interaction and sequence model of both the
physical and contract trading model is described below. These
models are derived based on the roles, responsibilities and

interactions of the market participants described in Table 3,
Table 4 and Table 5.

a: BLOCKCHAIN AND SMART CONTRACT DESIGN - FOR
PHYSICAL TRADING

Fig. 7 shows the proposed physical trading model with three
layers: actor and role, service and processes.

Actors and roles layer display blockchain node and market
participants’ accounts/roles. Services layer are for the actors
and roles to make transactions based on their permission
on the blockchain, while the processes layer looks at the
discovery of nodes in the network, checking on permissions
and consensus mechanisms, and block creation processes.

All the roles of the market participants in the physical
trading model interact with the blockchain network by cre-
ating transactions. They can also provide a PBFT consensus
mechanism to support trust between those involved in the
blockchain transaction process. Services such as create trans-
action, create contract, sell digital tokens, issue digital tokens,
send messages and smart contract are used by actors and
roles to interact with the blockchain to make transactions. The
proposed model also includes four processes: network dis-
covery, transaction, consensus and block creation processes.
The network discovery process acquires the Internet Proto-
col (IP) address of the participant node. If the system iden-
tifies and recognizes the IP address of the participant node
then the participant node is allowed to join the blockchain
network. Permissions will be checked on the transaction pro-
cess on who is permitted to create transactions, issue or sell
digital tokens, transfer funds etc. A consensus is reached by
each node when a new block has been distributed. In the block
creation process, when a new block is created, it will be linked
to the previous block. Every node on the network updates its
block-chain to reflect the change.

In the physical trading model AEMO requests a transac-
tion to issue digital tokens and schedule bids. Generators
make transactions which triggers the creation of a smart
contract that implements an escrow with retailers or brokers.
Transactions are broadcast to the blockchain network con-
sisting of market trader nodes that are involved in the market
transactions. These nodes communicate to reach a consensus
after the cryptocurrency and a smart contract processes are
completed. The new block is then added to the existing block,
which is a time-stamped series of immutable records of data.

Fig. 8 shows the trading interactions for the physical trad-
ing model between the trading participants. Fig. 7 indicates
the roles of participants with the involved services and pro-
cesses in the blockchain network.
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TABLE 3. Roles of market participants in the blockchain solution: the case of physical trading.

Entities
Name Roles Capabilities Action Taken Resources
AEMO Handles the day-to-day Predict electricity demand Issue digital tokens to generators Rules and
operations of the electricity Create transactions Schedule/award/reject bids regulations
market .
Receives money Send messages Make transactions
Audit transactions and payments Accept money from retailers (brokers)
Create digital tokens Pay money to generators
Issue digital tokens to generators Impose penalties to generators
Participate in the consensus mechanism
Generator Produces and sells electricity ~ Create transactions Make transactions Power
Receives money Receive digital tokens from AEMO Accept bids generators
Sell digital tokens to retailers/brokers Sell digital tokens
Submit bids to sell electricity Create smart contract with
Create contract brokers/retailers
Participate in the consensus mechanism
Retail/broker Buys electricity on behalf of ~ Create transactions Make transactions Retailing and
the customers Buy digital tokens from generators Sell tokens brokering
Pays money to AEMO Sell digital tokens to customers Create smart contract with customers
Receives money from Participate in the consensus mechanism
customers
Create contract
Customer Buys electricity Buy digital tokens from retail/broker Accept/reject contract Smart meter
Pays money to retailer/broker ~ Submit to buy electricity
TABLE 4. Roles of market participants in blockchain solution: the case of contract trading.
Entities
Name Roles Capabilities Action Taken Resources
Generator Produces and sells Create transactions Make transactions Power generators
electricity Create digital tokens Accept/reject bids
Receives money Sell digital token to customers Sell digital tokens
Submit bids to sell electricity Create smart contract with customers
Create contract
Customer Buys electricity Buy digital tokens from generator Accept/reject bids Smart meter

Pays money to generator

Submit to buy electricity

Accept/reject contract

TABLE 5. Interaction of market participants with blockchain solution.

Interaction

AEMO and generators

Generators and retailers

Retailer (broker) and

customers

AEMO and customer

issuing digital tokens.

selling/buying digital tokens.

AEMO interacts with generators on bidding, scheduling, supply and sale of energy, on payments and penalties, and on

Generators and retailers interact between each other when creating smart contracts and selling/buying digital tokens.

Retailers (brokers) interact with customers on energy supply, on creating a semi smart contract between them and

AEMO interacts with customers through the smart meter to verify the supply of energy to customers.
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FIGURE 7. A Model for our proposed blockchain network: The case of
physical trading.

There are separate cryptocurrencies (i.e. digital tokens) for
the different types of power source that enable the cryptocur-
rency scheme to make the required separate totals that main-
tain integrity without trusting the retailers (brokers). This is
to sum up and verify its integrity on how much renewable
energy the retailer (broker) bought from the generators. In this
manner, it can be checked if the sum of all the renewable
energy sold to customers exceeds the sum of the renewable
energy bought by retailers (brokers).

b: BLOCKCHAIN AND SMART CONTRACT DESIGN - FOR
CONTRACT TRADING

In the case of the contract trading, it is similar to the concept
of the physical trading. Fig. 9 shows the proposed model
with three layers: actor and role, service and processes for
contract trading. Actors and roles layer display blockchain
node and market participants’ accounts/roles. Services layer
are for the actors and roles to make transactions based on
their permission on the blockchain, while the processes layer
looks at the discovery of nodes in the network, checking on
permissions and consensus mechanisms, and block creation
processes.

The market participants including generators and cus-
tomers, interact with each other on the blockchain network.
The consensus mechanism of PBFT is also adopted in this
model to ensure that at least two-thirds of the nodes are
honest. Services displayed in Fig. 9, create transaction, create
contract, sell digital tokens, send messages and smart contract
are used by actors and roles to interact with the blockchain.
The model also includes four processes, which is similar to
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the concept of the physical trading model. In this model,
generators request a transaction to issue digital tokens and
schedule bids. A generator initiates a transaction which trig-
gers the establishment of a smart contract that implements
an escrow with customers. The transaction is distributed to a
blockchain network consisting generator and customer nodes
that are involved in the transaction. These nodes communi-
cate to establish consensus and verify with cryptocurrency
and a smart contact. The new block is then added to the
existing block, which is a time-stamped series of immutable
records of data.

Fig. 10 shows the trading interactions for the contract
trading model between the trading participants.

The key differences in the proposed design between the
physical and contract trading as shown in Table 6 are that
the design of the physical trading is more complex (as it
involves various stakeholders including energy generators,
regulators, energy traders, wholesalers, retailers, brokers and
customers that play a role in the blockchain system), and
the existence of operational dispatch and the five-minute
settlement rule. However, in the contract trading design,
only generators, retailers and customers are involved and
there is no five-minute settlement rule. As such, the design
consideration in terms of the number of nodes required
in the blockchain system that participate in the consen-
sus mechanism and the size of the system is different

Smart
contract

Smart
meter

Generator

‘ AEMO

‘ Customer ‘ Retailer

predictSchedule(qty)

requestSupply(ID, qty, pri¢e’
124

responseAcgept

requestl)emand|
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FIGURE 8. The proposed blockchain network that uses a smart contract
for physical trading.
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FIGURE 9. A Model for our proposed blockchain network: The case of contract trading.

TABLE 6. Differences between physical and contract trading design

requirements.

Capability Physical trading Contract trading

Settlement Short term electricity Long term electricity
sale in NEM (Sminutes  sale (contract on firm
settlement on spot price) price)

Operator AEMO Generator

Stakeholders Generator, Generator, retailer and
retailer/broker, AEMO, customer
customers and other
regulatory bodies

Contract type Between generator and  Between generator and

Digital token

Energy supply

AEMO on spot pricing
For tracking source of
energy

The balancing of energy
supply and demand (no
battery storage)

retailers on fixed pricing

For tracking source of
energy

The balancing of energy
supply and demand (no
battery storage)

between these two designs. The token structure and the
smart contract mechanisms also vary between these two

designs.
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c: DIGITAL TOKEN AND MARKET PARTICIPANTS
CONTRACT DESIGN
This section discusses the design concept of different types
of digital tokens and market participants’ contracts. In this
paper, digital tokens represent electricity generated from
different types of sources of energy including coal, hydro,
wind and solar. Three market participants involve in a
smart contract including, generator, retailer and customer.
The first two market participants’ smart contracts are for
the physical trading model and the third one is for the
contract trading model. Fig. 11 and 12 show our two
examples related to a digital token smart contract and
retailer smart contract written in Solidity programming lan-
guage to demonstrate the programing side of the proposed
smart contract. Solidity is a programming language used
for implementing smart contracts on various blockchain
platforms.
1) Digital token contracts
There are four digital token contracts including coal-
Token, hydroToken, windToken and solarToken. These
digital tokens are created for every five-minute trading
period.
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Smart Smart 1 // A basic coalToken contract using Ethereum blockchain example.
‘ meter ‘ ‘ Customer ‘ Generator contract 2 // The same applies for other type of tokens, such as hydroToken,
3 //windToken and solarToken
predictSchedule(qty) d 4 pragma solidity 10.5.1;
5 // The keyword "public" makes those variables easily readable from
e requestSupply(ID, qty, price) 6 //outside.
responseAccept 7 contract coalToken {
o i 8 string public symbol = "Coal";
subrr}Me 9 string public standard = "DApp Token v1.0";
< acceptBid 10 uint256 public totalSupply;
| 11 // Events allow light clients to react to changes efficiently.
s deploySmartconttact 12 //256-bit integer typically used to store token balances.
13 event Transfer(address indexed _from,
Owns 14 address indexed _to, uint256 _value);
15 event Approval(address indexed _generator,
Smart cqntract b/n generator & clhistomer 16 address indexed _retailer, uint256 _value);
17 //The first mapping object, balanceOf, will hold the token balance
tokenSell(type) 18 //of each owner account. The second mapping object, allowance, will
o buyUsingToken(type) 19 //include all of the accounts approved to withdraw from a given
20 //account together with the withdrawal sum allowed for each.
confirmationPayment(token) 21 mapping(address => uint256) public balanceOf;
sendInvoice 22 mapping(address => mapping(address uint256)) public allowance;
23 function coalToken (uint256 initialSupply) public {
requestDispatch 24 balanceOf] 1= _initialSupply;
. . 25 totalSupply = _initialSupply;
dispatchElectricity o 2% 1
confirmationDjispatch 27 //The transfer function transfers the value amount of the coalToken
28 //to retailer address _to. It requires the address of the retailer
29 //that is transferring the amount to and the number of tokens that is
makePayment(actual) X > N 5
30 //transferred. The visibility of the token transfer on the blockchain
Close 31 //can be public or private.
order 32 function transfer(address 70, uint256 value)
End of trading period 33 public returns (bool success) {
34 require(balanceOf] 1>=_value);
35 balanceOf] 1-=_value;
FIGURE 10. The proposed blockchain network that uses a smart contract 36 balanceOf]_to] +=_value;
for contract trading. 37  Transfer( , to, value);
38 return true;
39 }
1 //A basic retailer contract using Ethereum 2(]] func?ion approve(addreS§ i\pum/m ,uint256 value)
X public returns (bool success) {
2 //blockchain cxamplc. 42 allowance[ 1[_spender] = _value;
3 //The same applies for other contracts such as, 43 Approval( , _spender, _value);
4 //generator, AEMO and customer 44 retumn true;
S A i 45 }
5 pragma SOhdlty 0.5.1; 46 //Transfer tokens from generator address to the retailer address
6 contract retailerContract { 47  function transferFrom(address from, address ‘0, uint256 value)
7 //A mapping to track the retailer token balances 48 public returns (bool success) {
8 mapping(address => uint256) public balances; 4 require(_value <= balanceOf]_from]); }
K 50 require(_value <= allowance[_from][ D;
9 //a wallet where the funds will be sent whenever 5] balanceOf_from] = _value;
10 //an account (retailer) buys token 52 balanceOf]_to] += _value;
11 address payable wallet; 53 allowance(_from][ 1-= _value;
. 54 Transfer(_from, _to, _value);
12 constructor(address payable wallet) public { 55 return true;
13 wallet = wallet; 56 }
14 } 57}
15 //buyToken() function that increment the balances. FIGURE 12. Example of digital token smart contract program.
16 //Funds can be transferred to the wallet whenever
17 //the buyToken() function is called

18 function buyToken() public payable {

19 balances_[ _ 1+=1L digital tokens (coalToken, hydroToken, windToken and
20 //send digital token to the wallet

solarToken) to the generator that match what a genera-
21 wallet.transfer(msg. ); . .
» ! tor says they will generate as part of the bid process.
23} Retailers can request to buy digital token from the

generator. The payment by the retailer for the digital
token is held in the contract escrow. AEMO can transfer
the payment from the escrow account when the consen-
sus is reached through the PBFT mechanism that the
energy is supplied to the customer.

Contract between a retailer and a customer

FIGURE 11. Example of retailer smart contract program.

2) Contracts between the generator and retailer
Generator and retailer have their own blockchain 3)

address. These addresses are used to send and receive
digital tokens between them. AEMO initially issues
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Retailers have their own blockchain address, the same
as in the other contracts. These addresses are used to
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send and receive digital tokens between them. When
a retailer buys digital tokens from the generator they
acquire ownership of the bought token. Customers can
initiate a purchase request from retailers at any time.
The payment paid by the customers for the digital token
is held in contract escrow, where retailers can withdraw
the total escrow amount to their account when the
consensus is reached through the PBFT mechanism that
the energy is supplied to the customer. A successful
purchase of a digital token by a customer will add the
customer in the list who is receiving power and trigger
event.

4) Contract trading between a generator and a customer.

This contract is in regard to the contract trading model.
Generators have their own blockchain addresses and
the customers can be anyone from the public. As gen-
erators have the power digital token, customers can
initiate a buy request from generators at any time. The
payment paid by the customers for the digital token is
held in contract escrow, where generators can withdraw
the total escrow amount to their account when the
consensus is reached through the PBFT mechanism that
the energy has been supplied to the customer.
Smart contracts programs in Fig. 11 and Fig. 12 have
been verified using a Ganache Ethereum blockchain
testing environment. Ganache is a blockchain for
Ethereum platform that is used for deploying
blockchain and running tests.

d: AN OVERVIEW OF THE PROPOSED ARCHITECTURE
The proposed physical and contract trading smart contracts
architectures are shown in Fig. 13 and 14. The architec-
ture of the end state of our solution is shown in Fig. 15.
For physical trading, as shown in Fig. 13, AEMO have
special addresses (accounts) to allow them to create digital
tokens and they generate separate digital tokens for every
type of energy and timestamped every five minutes. AEMO
dispatches electricity every five minutes, so generators are
required to bid to supply electricity at five-minute intervals.
This also allows retailers to buy and sell electricity from
generators and for customers to buy electricity from retailers
using those digital tokens for transaction and payment veri-
fication purposes. AEMO forecasts on how much energy to
generate during a particular time slot and then create digital
tokens with unique identification numbers, date/time, the
energy volume and other relate information.

In the physical trading smart contract model, as shown
in Fig. 13, the proposed smart contract is performed as
follows:

1) AEMO, the operator of the national electricity mar-
ket, issues a digital token to the generator for each
source (type) of energy the generator produces.

2) The generator trades digital tokens to the retailer. The
retailer re-trades the digital tokens when selling elec-
tricity to the customer.
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FIGURE 13. Proposed physical trading smart contract architecture.
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FIGURE 14. Proposed architecture for contract trading with smart
contract.

3) The payment is held in escrow (smart contract) until all
obligations in the contract are fulfilled.

4) The retailer re-trades the digital token to the customer.
This allows the customer to buy electricity from the
retailer.

5) The payment is transferred to the retailer (in a mini
smart contract between retailers and customers).

6) Power is generated by the generator and consumed by
the customer.

7) The payment held in escrow is released after it is con-
firmed that electricity is dispatched to the customer.

8) Smart meter is checked and approved.

9) Smart contract is executed and added to the blockchain
network.

10) Money is transferred to generators through a conven-
tional payment system.
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FIGURE 15. Proposed architecture for a macrogrid energy trading system design.

In the case of contract trading, as shown in Fig. 14, gener-
ators can employ multiple accounts to generate digital tokens
to sell to brokers or directly to customers.

The process of the proposed smart contract includes:

1) Generators issue new digital tokens for each type of
energy source they generate.

2) Generators sell tokens to customers. This allows cus-
tomers to buy electricity from the generators based on
their demand.

3) Money is kept in escrow (smart contract) until electric-
ity is dispatched to customers.

4) Power is generated by the generators and consumed by
customers.

5) Escrow is released after it is confirmed that electricity
is consumed by the customer.

6) Smart meter is checked and issues approval.

7) Smart contract is executed and saved to the blockchain.

8) Money is transferred to generators through a conven-
tional payment system.

Fig. 15 shows an overview on the proposed architecture
for a macrogrid energy trading design. Energy market par-
ticipants operate under known energy market identities and
those identities are authenticated using a certificate-based
authentication method before they participate in the proposed
blockchain-based trade process model (3).

The operator (trader) in the blockchain network (3) fetches
data from power meter (2) to provide energy market transac-
tional data for market participants (5). With the use of digital
token and blockchain that increases transparency and allows
customers to verify the renewable energy dispatched to them
is not oversold. The electrical transmission and distribution
network (6) provides electricity from the power generation
stations to customers.

The above proposed design has no real-time requirement.
The main purpose of this project is to design a framework
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for the trading system so that transactional data are auditable,
verifiable and trackable when needed after the trading period
is complete. Payments from retailers and customers do not
occur instantaneously, as retailers and wholesale customers
disburse to AEMO on a weekly basis, and AEMO subse-
quently disburses to generators. The payment mechanism we
are proposing through the digital tokens assist AEMO to ver-
ify actual energy generation and sale before actual payment
is authorized.

VI. SIMULATION DESIGN
This section discusses the key assumptions used in develop-
ing the proof-of-concept design.

A. ESTIMATED VOLUME OF TRADING TRANSACTIONS IN
THE NATIONAL ELECTRICITY MARKETS
To assist in the assessment of a practical feasibility of the
proposed design and architecture we first estimated the max-
imum number of transactions (and the size of data) that could
be processed in the national wholesale electricity markets in
the five-minute dispatch periods. Generators who are regis-
tered in NEM make bids (offers) into the electricity market
to generate and sell electricity at various prices for each of
the five-minute dispatch periods in a day. Market participants
system submit and receive confirmations of five-minute bid
and offer data in five-minute blocks [48]. Currently there are
100 generators and 30 retailers that participate in the national
electricity market in Australia. Generators submit bids on a
daily basis with potentially many subsequent rebids with the
five-minute period. We assume that the maximum number of
transactions can occur is if:
1) All generators and retailers participate in the bid and
re-bid process in a five-minute trading period.
2) All generators and retailers access the dispatch and
trading data during the bid and re-bid process in a
five-minute trading period.
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Based on the above assumptions we summarize the maxi-
mum number of transactions and amount of data that could
be processed in the national wholesale electricity market
in Table 7.

TABLE 7. Number of transactions and amount of data in NEM.

Five-minutes Trading day
Maximum number of transactions 230 66,240
Maximum amount of data 26 megabyte 130 megabyte

B. SELECTED SIMULATION TOOL

To evaluate the feasibility of the proposed trading system this
research investigated numerous platforms. One of the plat-
form deems suitable for the proposed design and architecture
is the Kaleido’s enterprise blockchain platform [44]. Kaleido
can support the configuration of permissioned blockchain
based on the hyperledger fabric mechanism.

This simulation is based on the permissioned blockchain as
per the proposed design and architecture. Following are key
requirements to get the simulation system up and running..

1) Initiate a consortium account and location that the
blockchain network to be hosted. In our simulation a
group of energy market participants ‘‘market operator”
is initiated for the permissioned blockchain-based trad-
ing network.

2) Establish a new environment (a blockchain network
that the organizations will participate in), the type of
blockchain and the consensus algorithm to be used.
In our simulation we established a “energy trading”
permissioned blockchain network for a market partic-
ipants to participate in. We used the Istanbul Byzan-
tine Fault Tolerant (IBFT) consensus algorithm on the
hyperledger Besu technology as per our proposed con-
sensus mechanism.

3) Establish key market participant accounts in the
blockchain network that participate in energy market
trading processes and the assignment of a consensus
mechanism to the accounts. In our simulation platform
we set up four market participant accounts with gener-
ator, AEMO and retailer as signer role in the consensus
(they can propose and vote on blocks) and a customer
as a non signer role (not allowed to propose and vote
on blocks).

4) Import a smart contract to the respective market partic-
ipant accounts setup in step 3 above. In our simulation
platform we deployed smart contracts in the blockchain
network for use by market participant accounts during
the energy trading processes.

5) Establish digital tokens in the blockchain platform for
use by the market participant accounts. In our simu-
lation platform we deployed digital tokens for use by
market participant accounts during the energy trading
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processes. Tokens are used for auditing and verification
of sources of energy purposes.

VIl. PROPOSED SYSTEM DESIGN ANALYSIS
This section analyses and evaluates the proposed trading
system.

The main difference between the current energy market
trading system (Fig. 6) and the proposed energy market trad-
ing system (Fig. 13) is that in the current energy market
trading system, when electricity is generated, it is directly
transmitted and distributed to customers without tagging or
monitoring the sources of energy. This has limits on the
transparency and authenticity for energy market participants
to verify and audit energy transactional data for each source
of energy dispatched to customers. It is also difficult for
customers to know the percent of energy sources dispatched
to them. In the proposed energy trading system, the source of
energy is recorded and tagged prior to the electricity dispatch
to customers so that customers can verify the authenticity
of provisioning renewable energy. The other main difference
between the current and proposed energy trading systems is
that the current energy market trading system is not designed
to provide energy market transaction data. It is mainly based
on mutual human trust and trading is done through insecure
means of communication. This research proposes the use
of blockchain technology with a token-based cryptocurrency
and smart contract mechanism to achieve transactional data
confidentiality and integrity.

A. THE DESIGN MEETS THE SYSTEM REQUIREMENTS
This section contends that the proposed scheme meets the
three requirements mentioned previously in Section I.

1) REQUIREMENT 1: ENERGY MARKET TRADING SYSTEM
MUST PROVIDE THE CONFIDENTIALITY AND INTEGRITY FOR
ENERGY TRADING. THIS IS TO SUSTAIN CONTINUED
ENERGY SUPPLY AND SALES

In the proposed trading system, market participants’ identities
are authenticated using a certificate-based PKI authentica-
tion method before the participant is allowed to join in the
blockchain-based trading system. The ledgers in the proposed
blockchain technology are immutable and the energy mar-
ket transactional data cannot be edited or deleted unless an
agreement reached in a PBFT consensus method. During the
trading process on the transmission and distribution of energy,
all the energy transactional data are encrypted.

Our proposed blockchain solution is based on a per-
missioned blockchain which requires specific authorization
to read, access, and write information to it. Access is
restricted to authorized market participants and information
is encrypted to protect confidentiality. During the trading
period, those market participants interact in the permissioned
blockchain technology using their roles. Those roles have
been assigned specific permissions for each market partici-
pants and those permissions are checked on the blockchain
network during the transaction process to verify who is
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permitted to create transactions, issue or sell digital tokens
and/or transfer funds. This means that only authorized market
participants can access market related data during a particular
trading period until AEMO discloses the market information
after the trading process is completed. This ensures the con-
fidentiality and integrity of accessing trading data for each
trading process.

2) REQUIREMENT 2: ENERGY SOURCES MUST BE TRACKED
DURING ENERGY GENERATION AND ENERGY DISPATCH SO
THAT RENEWABLE ENERGIES ARE SEPARATELY IDENTIFIED
FROM NON-RENEWABLES

In the proposed design we introduced the metering systems
at the energy plant that are directly connected to each source
of energy (coal, hydro, wind, solar etc) to identify and tag
the source (type) of energy prior to energy transmission and
dispatch. That information is passed to blockchain technol-
ogy as shown in Fig. 15. Using token-based cryptocurrency
and a smart contract on the blockchain network enables the
tracking of those energy market transactions.

3) REQUIREMENT 3: CUSTOMERS SHOULD HAVE ACCESS
TO ENERGY DATA TRANSACTION DETAILS SO THAT THE
TYPE OF ENERGY PROVISIONED TO THEIR PREMISES IS
KNOWN

Customers buy a specific type of digital token that repre-
sent the source of energy. Digital tokens are traded using
cryptocurrency and the security properties of cryptocurrency
are assured. Generators and AEMO ensure that those digital
tokens are created appropriately. The blockchain network
records, stores, and tracks those sources of energy data. In this
manner customers are able to view their overall energy usage
and identify provisioning renewable energy. The automated
process on tracking sources of energy could help envisaging
the progress of Australia’s Renewable Energy Target (RET)
and customers to verify the authenticity of provisioning
renewable energy.

Below we discuss the feasibility of our proposed design
and architecture based on the volume and amount of data
transaction in NEM (as specified in Table 7 ), the blockchain
system simulation we setup in Section VI and the prior work
on performance of the permissioned blockchain.

a: AVAILABILITY

As demonstrated in the simulation setup, cloud-based
blockchain platforms are readily available that meet our pro-
posed design and architecture. The simulation platform we set
up is based on a free starter subscription and this demonstrates
the commitment of availability of the platform in a concept
stage leading to production deployment.

b: SCALABILITY

In the context of energy markets, scalability refers to the
ability for a system to handle increasing number of trans-
actions per second and the amount of data that is processed
through the system. The blockchain platform we assessed as a
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proof-of-concept is capable of sanctioning on-demand avail-
ability of computer system resources, pertaining primarily
with computing power and data storage.

¢: PERFORMANCE

Our proposed design and architecture propose a permissioned
blockchain. Performance on a permissioned blockchain, such
as the hyperledger fabric, is different from that of Bitcoin.
Hyperledger fabric has a concurrency controller that help
increase throughput when processing transactions. Recent
research [45] has also demonstrated the re-engineering of a
hyperledger fabric to increase transaction throughput from
300 to nearly 20,000 transactions per second. Similar work
has also been conducted in [46] and [47] to attest the
better performance of the permissioned blockchain based
on the hyperledger fabric than that of the permission less
blockchain.

B. COMPARISON BETWEEN CURRENT AND PROPOSED
TRADING SYSTEM

This section analyzes security functions provided from the
proposed trading system against the existing trading system,
as listed in Table 8.

TABLE 8. Comparison between current and proposed energy market
trading systems

Functionality

Current energy market
trading system

Proposed energy market
trading system

Confidentiality

Integrity

Authentication

Tracking and
monitoring

Data is transferred
between parties in a
plain text format

It requires human
mutual trust in the
trading process, which
can pose security risks
of unauthorized access
and/or disclosure of
trading data
intentionally and
unintentionally

No authentication
method exists

Manual process

Data is encrypted and
confidentiality
preserved

The ledgers that holds
trading transactions are
immutable unless
agreement reached in a
consensus method

Certificate-based
authentication method

Sources of energy are
recorded and tagged
Customer can identify
provisioning renewable
energy

The proposed solution is based on a mega power generation
macrogrid that involves numerous market participants and
regulatory bodies. It provides confidentiality and integrity for
energy trading data. However, the proposed trading system
also relies on other systems to collect data, such as the power
recording system, the supervisory control and data acqui-
sition (SCADA) and frequency control ancillary services
(FCAS). The protection of data from these systems and their
physical infrastructure security is also vital in maintaining
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confidentiality of energy transactional data from generation
to transmission and distribution of energy.

C. COMPARISON BETWEEN THE PROPOSED TRADING
SYSTEM IN THE NATIONAL ELECTRICITY MARKET AND
THE PEER-TO-PEER TRADING SYSTEM IN LOCAL MARKETS
The proposed blockchain based trading system in the national
electricity market is more complex than in local markets as
it involves various stakeholders including energy generators,
regulators, energy traders, wholesalers, retailers, brokers and
customers. All the aforementioned stakeholders have a role to
play in the blockchain system. The existence of operational
dispatch and a five-minute settlement rule also makes the
system design more complex. In the blockchain based peer-
to-peer trading system only prosumers (local energy genera-
tors) and customers are involved and there is no five-minute
settlement rule. As such, the design consideration in terms of
the number of nodes required in the blockchain system that
participate in the consensus mechanism and the size of the
system is different between these designs. The token structure
and the smart contract mechanisms also vary between these
designs. The digital token proposed in the national electricity
market represent transaction for auditing and verification
purposes while in the peer-to-peer the digital token represent
the actual financial currency. Electricity in peer-to-peer is
mainly generated from a rooftop solar energy and is traded
in microgrid while electricity in NEM is generated from
different sources of energy by mega generators and traded in
macrogrid. Table 9 compares the national electricity trading
markets and the peer-to-peer electricity trading markets.

TABLE 9. Comparison between national electricity trading markets and
peer-to-peer electricity trading markets.

National electricity Peer-to-peer electricity

Capability markets markets
Energy supplier ~ Macro generators (energy  Prosumers (energy
produced by powerplants) produced through solar
rooftop)
Electricity grid Macrogrid Microgrid

Commitment Short term spot price and ~ Short term electricity
long term fixed price sale (contract)
electricity sale

Operated by AEMO (physical trading) ~ Prosumers
and mega generators
(contract trading)

Stakeholders Generators, retailers, Prosumer, customer and
brokers, customers and retailer
government authorities

Contract type Between generator and Between prosumers and
AEMO in physical trading customers
Between generator and
retailers in contract trading

Digital token Represent transaction for ~ Represent financial

auditing and verifications
purposes

currency
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VIil. CONCLUSION AND FUTURE WORK

This research addressed required security architectures for
the energy trading system. A digital token-based struc-
ture supported by smart contracts is proposed to not only
enhance overall energy transactional data security but pro-
vide additional capabilities in the operation of the scheme
so that sources of energy dispatched to customer premises
are known. It clearly identifies the separate needs of the
electrical power distribution management and the associated
financial and payment systems needed to enable efficient
and timely operation of the structure. This proposed energy
market trading system architecture not only enhances the
security management of energy market trading but provides
incentives for prompt and efficient settlement. In addition,
potentially human operator error has been removed from the
system. In summary, the application of blockchain technol-
ogy in the mega power generation macrogrid energy trading,
investigated in this research, presents a higher transactional
data security compared to the existing trading system.

The design and architecture proposed for the permissioned
blockchain based trading system in this paper, supported by
experiment, is a model that can be used in real-world deploy-
ments for secure trading in a national wholesale electricity
market. The future work (with the support of a state-owned
power generator) is to develop a complete prototype to
demonstrate the feasibility of our proposed design and archi-
tecture. This paper forms a foundation for the creation of a
prototype for trusted national energy trading system. This
will form a base of future requests for research funding.
The proposed design and architecture will be developed as
a complete proof-of-concept which may be used when ten-
dering for supply and installation. It is suggested that the
government will issue the development and testing of this
proposal. Upon the successful bidder testing, this proposal
suggests that the government would issue tenders for the
production and installation of the proposed trading system.
This is based upon the successful experience in the energy
sector, in particular, the successful structure and deployment
of energy related network and systems over many years.
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