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Large-Scale Malicious Software Classi�cation with
Fuzzi�ed Features and Boosted Fuzzy Random
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Abstract—Classi�cation of malicious software, especially in a
very large dataset, is a challenging task for machine intelligence.
Malware can have highly diversi�ed features, each of which
has highly heterogeneous distributions. These factors increase
the dif�culties for traditional data analytic approaches to deal
with them. Although deep learning-based methods have reported
good classi�cation performance, the deep models usually lack
interpretability and are fragile under adversarial attacks. To
solve these problems, fuzzy systems have become a competitive
candidate in malware analysis. In this paper, a new fuzzy-based
approach is proposed for malware classi�cation. We focused on
portable executable �les in the Windows platform and analyzed
the distributions of static features and content-oriented features.
Fuzzi�cation was used to reduce the ubiquitous impact of noise
and outliers in a very large dataset. Finally, a novel boosted
classi�er consisted of fuzzy decision trees and support vector
machine is proposed to perform the malware classi�cation. By
using fuzzy decision trees, the inner structure of the classi�er can
be readily interpreted as discriminative rules, while the novel
boosting strategy provides state-of-the-art classi�cation perfor-
mance. Extensive experimental results showed that our method
signi�cantly outperformed several state-of-the-art classi�ers.

Index Terms—Malware classi�cation, fuzzy decision tree,
boosted random forest, computer security.

I. I NTRODUCTION

M ALICIOUS software is a concomitant threat of com-
puter systems. Although tremendous effort has been

devoted to developing security tools that protect electronic
devices, the malware industry still takes the prevenient position
and causes continual damage in commerce, privacy, and even
physical security. Nowadays, the diversity of malwares and
their speed of propagation grow even faster with the emergence
of modern communication technologies like smartphones, the
internet of things and cloud service. Variants of malwares
have in�ltrated into almost all available platforms to peek,
steal or destroy valuable information. As of February 2020,
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AV-Test Gmbh1 has collected over 1,024 million malwares,
of which 19 million were exposed within just the �rst two
months of 2020. The analysis of such diversi�ed malwares is
beyond the capability of current intelligent systems, and their
robustness, ef�ciency, and scalability to large datasets are some
of the major challenges. So far, techniques based on machine
learning has been recognized as a promising approach to
analyze and prevent malwares [1]–[3]. But when a vast number
of malware samples are provided online, whether current
paradigms scale well to very large collections of malwares
remains a questionable issue.

Machine learning models are mostly applied to two aspects
of malware analysis: (i) malware detection, which classi�es
between malicious and benign software, and (ii) malware
classi�cation, which classi�es between different families or
categories of malwares. The problem of malware detection
has attracted much research [4]–[6]. Reports on a series of
benchmark datasets have veri�ed the applicability of many
machine learning approaches such as deep learning [2], ran-
dom forest [5] and boosting [7]. However, the problem of
malware classi�cation turns out to be much more challenging.
Different categories of malwares have different functionalities
and invoke different level of alert from users, and they should
not be responded identically. To name a few, ransomware
that kidnaps computers and demands ransom occupies a tiny
portion of all malwares, yet it brings signi�cant loss for large
companies that have important data stored in their disks.
The attack of WannaCry (ransomware that robbed users for
bitcoin) that erupted since May 2017 has evaporated billions
of dollars [8]. Password stealer (PWS) is particularly harmful
for individual users since most users tend to use identical
or homogeneous password for their e-mail, social network
and banking accounts. The attack of PWS on one single
electronic device could bring a potentially much larger threat
to an individual's possessions, privacy, and security. Virus and
worms have recently aimed at high-performance computers
in colleges, universities, and companies to steal computing
resources for bitcoin mining. Therefore, malware classi�cation
can help to deploy different pertinent reaction strategies to bet-
ter protect different computer systems. Moreover, the classi�er
itself might provide information about the differences between
different categories of malwares as well as their forensics
information.

1https://www.av-test.org/en/statistics/malware/
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Hitherto, both traditional machine learning and deep learn-
ing models have been applied in malware analysis. Both meth-
ods have yielded high accuracy in malware detection, while the
results for malware classi�cation are relatively scarce. Many
of the studies on malware classi�cation stem from the Mi-
crosoft 2015 Kaggle competition [9], in which deep learning
methods based on the visual feature of malware obtained an
accuracy of 99.8%. Yet deep learning-based methods suffer
from several problems including (i) the complexity of the
model structure prevents interpretability and explainability, (ii)
the features extracted (especially visual feature) consume too
much memory and their validity remains vague, (iii) the model
can be attacked by gradient based adversarial methods as in
image classi�cation tasks [10]–[12]. Recently, fuzzy theory
has been incorporated into deep learning system to provide
interpretability and robustness [13]–[16]. A large family of
fuzzy decision-makers such as fuzzy clustering [17], [18],
fuzzy support vector machine [19] and fuzzy decision tree
[5], [20], have been proved to be effective in a range of data
analysis challenges. There have been some applications of
fuzzy systems to malware detection and classi�cation [4], [5],
[21], [22]. The fuzzy philosophy can be re�ected in the feature
extraction module and the classi�cation module, both of which
are indispensable elements in a malware analysis system, since
the raw input is usually a binary �le that cannot be processed
directly. For the feature extraction module, the extracted
numerical features can be fuzzi�ed into linguistic terms, such
fuzzi�cation provides an intuitive but computable description
of features. Meanwhile, the in�uence of noise in the data can
be minimized. For the classi�cation module, the parameters
can be fuzzi�ed into linguistically meaningful outputs from
which fuzzy rules can be formulated as decision boundaries
that make the decision-making more intuitive and robust.
By incorporating fuzzy sets, fuzzy rules and corresponding
modules, a system is able to yield comprehensible decision
boundaries while preserving its accuracy and robustness. Both
aspects are crucial for software security and information
forensics.

In this paper, we adopt fuzzy theory to extract and analyze
features, as well as to classify malwares. To evaluate the
scalability of a malware classi�cation method to big data,
the VirusShare dataset, which continuously collects malwares
from the web is used in this study. We �rstly extract fea-
tures from this very large collection of malwares by using
both analytic tools and linguistic statistics. By examining the
characteristics of the feature distribution, both the static and
content-oriented features are fuzzi�ed accordingly. Then a
fuzzy random forest and a support vector machine (SVM) are
designed to classify the static andn-gram features, respec-
tively. Finally, a set of extra fuzzy decision trees are employed
following the adaptive boosting strategy to further boost the
classi�cation accuracy and the generalization ability. The main
contributions of our work are three-fold:

1) A new static and content-oriented feature representation
are proposed for large-scale (over 200k samples) mali-
cious software classi�cation based on fuzzy partition and
fuzzy set theory.

2) A new malware classi�cation framework is proposed,
which consists of a fuzzy random forest and a SVM
to perform malware classi�cation based on the fuzzi�ed
static features and the fuzzi�edn-gram features, respec-
tively, followed by an adaptive boosting module using
fuzzy decision tree to generate the �nal classi�cation
result. Moreover, the fuzzy rules in the proposed clas-
si�cation approach are explainable.

3) Empirical results obtained using a very large dataset indi-
cated that fuzzy-based systems have comparable accuracy
and a number of advantages such as interpretability and
robustness.

This paper proceeds as follows. In Section II, the back-
ground and related works are reviewed. In Section III, the
proposed method is elaborated in detail with the explanation
of the motivations behind. Experimental results and discus-
sions are presented in Section IV, and Section V draws the
conclusion.

II. RELATED WORKS

A. Malware Classi�cation

Malware detection has long been a task of concern for
researchers. To detect whether a given executable is safe or
not is a relatively easy task for machine intelligence since
there are many available datasets of malwares such as VX-
Heaven, IoT, Ransomware [5], while the benign samples such
as DLLs are readily obtainable. In contrast, the reported works
on malware classi�cation are relatively fewer, because very
few datasets of malware are properly labeled for researchers to
perform classi�cation, let alone very large datasets. The most
widely referred to labeled dataset is Kaggle 2015 [9] with 10K
samples containing nine families and six categories (worm,
adware, backdoor, Trojan, TrojanDownloader and obfuscated
malware). Models with optimal performance in Kaggle almost
uniformly adopted deep learning [2], [23]. Microsoft sterilized
the dataset by erasing the PEheader of all the provided binary
�les. This disables the application of some static feature ex-
traction tools that parse the PEheader, and emphasizes features
that rely on statistics from the �le content. However, this
dataset can no longer be called comprehensive from today's
point of view. Online malware dataset such as the VirusShare
dataset provides over one million malware samples each year,
which includes over 10K families and thirty categories. To
research the classi�cation of a large volume of up-to-date
malwares, one has to fetch data from websites such as the
VirusShare dataset and label them manually.

Malware on different platforms or operating systems cannot
be handled under a uni�ed framework due to the following
reasons: (i) Anti-malware engines for different platforms main-
tain different collections of malware categories; (ii) Software
on different platforms have different code structure, leading to
distinctive features and statistics. So far, Windows and Android
have been the platforms that the majority of hackers, security
staff and researchers focused on.

In this paper, we focus on portable executable (PE) �les on
Windows operating system since their occurrence or diversity
is still dominating compared with other platforms such as
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Android and macOS. According to the AV-TEST statistics,
the ratio between the numbers of new malwares in Windows,
Android, and macOS in 2019 is roughly1 : 0:03 : 0:0007.

B. Feature Extraction for Malware Analysis

Feature extraction for malware analysis has been studied
by the computer security community as well as the machine
learning community. Malware classi�cation generally uses the
same set of features as in malware detection. Features from
malware can be grouped into three categories: dynamic, static,
and content-oriented features [1].

1) Dynamic Features:Dynamic features are obtained by
executing a program in a sandbox and recording its suspicious
behaviors. Some of the widely used dynamic features are
the sequence of API calls, that of the socket connections,
the list of interactive �les and the network traf�c statistics.
Several detection methods based on graph embedding or graph
similarity of dynamic features have been demonstrated to
be very effective [24]. However, the extraction of dynamic
features suffers from arbitrariness (testers have to manually
de�ne the set of malicious behaviors) and high cost (need to
build a sandbox that keeps the malware unaware and safely
executes hundreds of thousands of executables) [1].

2) Static Features:Static features are obtained by parsing
an executable �le instead of executing it. Representative pars-
ing tools includepefile, Peframe, disassembler software,
VirusTotal report 2, shell command lines, etc [1], [2]. For
example,pefile parses a �le with the correct PE format
into an object from which informative features can be read:
the size of imported/exported resources, the number and size
of sections, the list of linked DLLs and used APIs, information
about debugging and address, etc. A disassembler compiles a
binary �le to its assembly code that contains the sequence
or graph of operation which carries much information. Static
features have served as the input of backend analyzers since
the beginning of malware analysis owing to their easy acces-
sibility. According to [2], although researchers have claimed
to come up with more complex and intelligent ways of feature
extraction, static features remains to be the most discriminative
candidate. Even if deep learning models come into malware
analysis, the static features still play a central part in malware
analysis.

3) Content-Oriented Features:Apart from building a sand-
box or applying rule-based analysis, some models digest the
entire binary �le as input to analyze its content without parsing
it. By using an analogy between a binary �le and a multimedia
object such as a piece of text or image, deep learning models
can be straightforwardly applied. For example, by observing
the similarity between the classi�cation of malwares from
its binary representation and the classi�cation of an article
from its text, some linguistic models such asn-gram or
latent semantics analysis that are used in Natural Language
Processing (NLP) can be applied to malware classi�cation.
The ef�cacy of n-gram features in malware detection has
been extensively studied [25] and empirically veri�ed [2].
On the other hand, great advancement in computer vision

2https://www.virustotal.com/

suggests that compiling a binary �le into a grayscale image
can preserve the information and allow the use of computer
vision algorithms. Visualization of binary �le combined with
a convolution neural network yields good performance in
Kaggle and larger datasets [2], [23]. However, content-oriented
features sharply increase the size of the feature vector, where
some of them are unstable, fragile against adversarial attacks
[10], and are impossible to be understood or summarized into
formal knowledge.

C. Classi�ers for Malware Classi�cation

Many classi�ers have been applied to malware detection
or classi�cation, depending on the statistics of the extracted
features and the size of the dataset. Pai et al. [26] used clus-
tering, expectation maximization and hidden Markov models
for six-class classi�cation on a dataset with 11,000 samples.
Souri and Hosseini [1] provided a comprehensive review of the
application of many state-of-the-art classi�ers such as support
vector machine, naive Bayes classi�er, random forest, and
neural network in malware classi�cation.

With the recent success of deep learning models in many
applications, convolutional neural network (CNN) has also
been successfully applied to malware detection by interpreting
the binary �le of software as an image [27]–[30], while [23]
covered its performance in malware classi�cation. Although
the accuracy has turned out to be high according to [23], this
approach has not been widely adopted within the computer
security community for the following reasons: (i). To use
CNN, a software has to be transformed into an image, during
which process a lot of codes as well as information are lost.
The size of the digital image provides a trade-off between
accuracy and ef�ciency, whose optimal value is hard to de�ne.
(ii). CNN involves much more parameters than traditional
machine learning methods, making it harder to train or to
be deployed onto terminal devices. (iii). Traditional machine
learning models usually yield decision boundary or classi�ca-
tion rules that re�ects the relationship between the statistical
features of software. Traditionally, software engineers would
observe the API call and the dynamic behavior of a software
to determine whether it is benign or malicious. In contrast,
CNN models usually learn features that are hard to interpret
or to reason on.

Among various classi�ers, the decision tree is of special
interest by being simple to implement and straightforward
in interpretation. In 2012, Adobe released a Python script
that detects malware with only several hundreds of lines that
obtained 94% accuracy on 130,000 malwares and 16,000
benign �les. The model is simply an ensemble of four decision
trees(J48, J48Graft [31], PART, Ridor [32]) based on static
features extracted bypefile. Since most static features
consist of a continual spectrum of values, the node in the
decision tree is a crisp partition.

Besides traditional classi�ers, fuzzy systems have also
shown their advantages in malware analysis. Zhang et al. [22]
built a dynamic fuzzy system on traditional static features for
malware detection on a dataset with 604 samples. Dovom et
al. [5] used a fuzzy pattern tree with the graphical operational
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code features to classify 22,000 malwares. Both datasets in [5],
[22] are relatively small in scale. [4], [21], [33] explored the
application of the neuro-fuzzy approach with static features to
detect Android malware and to classify Windows malware,
during which a variational procedure is adopted to better
fuzzify the features. Although [33] reported the application of
the fuzzy system to a large dataset (ten repositories from Virus
Share, over 130K malware samples), the overall classi�cation
accuracy is relatively low compared with non-fuzzy methods
such as random forest. In summary, the previous works were
more about reporting the ef�cacy of applying fuzzy systems
to malware analysis rather than justifying the superiority of
such approach. In addition, the features extracted in the fuzzy
systems were con�ned to the static features.

Fuzzy rules, which has been widely applied in cybernetics
[34]–[36], malware detection [21] as well as classi�cation
[33], [37], [38], is one of the most representative fuzzy based
classi�ers. For a feature vectorx = ( x1; x2; � � � )T, a fuzzy rule
Rl indexed byl classi�es x into a classCl using:

Rl : IF (x I l;1 is F I l;1 ) and (x I l;2 is F I l;2 ) � � �

and (x I l;L l
is F I l;L l

)

THEN x belongs to classCl

with con�dence CFl ;

whereL l is the number of antecedents inRl , each member
in fI l;i gL l

i=1 identi�es a component ofx, x I l;i and a fuzzy set
F I l;i de�ned in the domain ofx I l;i . Formally, F l;i can be
embedded by a functional� I l;i that maps the domain ofx I l;i

to [0;1], and thus the fuzzy logic clause(x I l;i is F I l;i ) takes
value� I l;i (x I l;i ) rather than zero or unity as in Boolean logic.
Finally, the evidence provided byRl is a combination of allL l

antecedents, which is usually derived by a reduction operator
O:

EV(R l ; x) = CFl � O(
�

� I l;i (x I l;i )
	 L l

i=1 );

where O can be product, min, etc. Finally, a fuzzy rule-
based classi�er considers the results of allJ fuzzy rules
fEV(R l ; x); C l g

J
l =1 and yields a classi�cation result.

The problem with fuzzy rules is that they cannot grow
automatically. Usually, a basic set of rules is constructed �rst
and then interpolation is performed to better �t the observed
data [39]. On the other hand, the fuzzy version of a decision
tree can also use fuzzy partitions as input, yet they can grow
just as normal decision trees. This gives rise to a branch of
classi�ers known as a fuzzy decision tree [20], [40]–[42] that
incorporates fuzzy partition in the input.

III. T HE PROPOSEDMETHOD

The proposed malware classi�cation system consists of a
feature extraction module and a classi�cation module. The �rst
module extracts both the static and then-gram features from
an executable in binary form, and the latter module fuzzi�es
these attributes and classi�es the input into a malware category.

A. Feature Selection

When selecting the optimal combination of features for
malware classi�cation, convenience, ef�cacy, interpretability,

and robustness are the four key issues that need to be consid-
ered comprehensively. Dynamic features are excluded due to
their high cost in operating time and ambiguity in extraction.
Static features are adopted for their accessibility and high
discriminative power [1].

To deal with some cases where the static features are
unavailable due to the source of the data, content-oriented
features are also used. Speci�cally, then-gram features are
adopted as the content-oriented features because they are
concise, discriminative, readily applied in almost all classi�ers
and can be easily fuzzi�ed based on Hamming distance.
Features that can be fuzzi�ed, known as fuzzy features, are
of special interest due to their robustness against noise and
lower training variances [13].

For the above reasons, the static features and the content-
oriented n-gram features are adopted to classify different
various kinds of malwares. The detailed feature extraction
approaches are elaborated as follows.

1) Static Features:To extract static features, we follow
the work of [2], [33] and select a collection of attributes
readily provided by the Python librarypefile and Linux
commandssize andfile. Features from over 200K samples
downloaded from the VirusShare dataset3 are collected and
are denoted as raw features. Their statistics are listed as in
Table. I.

TABLE I
RAW STATIC FEATURES

Feature Type Range

Number_Of_Sections Integer [0,40]
Size_Of_Export Integer [0,10000+]

Size_Of_Resources Integer [0,2000000+]
Size_Of_Debug Integer f0,28,56,84,112� � �728g

Import_Address Integer [0,14000000+]
.text Integer [0,10000000+]
.data Integer [0,2300000+]
.bss Integer [0,1100000+]

.size Integer [0,20000000+]
Image_Version Integer [0,8000+]
Virtual_Size Integer [0,300000+]
.text/.size Float [0,1)
.data/.size Float [0,1)
.bss/.size Float [0,1)

From Table. I, it is observed that for a large dataset, the
values of some raw static features (or attributes) �uctuate
with a large variance. Hence, when applying classi�cation
algorithms such as the decision tree, it would be extremely
time-consuming to examine the exact partitions for the above
attributes. Moreover, the raw static features also suffer from
heavy noise and outliers that hinder normalization. This fact
can be observed in Fig. 1. When applying a linear, uniform
normalization onto the range of[0;1], (as shown in Fig. 1a),
almost all entries will fall into a small interval due to outliers.
By removing the top 2‰ entries with the largest values, such
severe data aggregation phenomenon still appears as shown in
Fig. 1b. This abnormality makes further partitions dif�cult for
the decision tree classi�er, while the weight-based classi�ers
are going to suffer from their normalizers.

3https://virusshare.com/
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(a) Uniform normalization. (b) Normalization with top 2‰ re-
moved.

Fig. 1. Data distribution ofSize_Of_Export.

In [4], [21], the fuzzy features rather than the raw features
were adopted to represent the static attributes to deal with the
above data distribution problem. The self-organizing mapping
(SOM) algorithm was adopted to cluster the static attributes
into �ve linguistic fuzzy sets:very small,small, middle,big,
very big. Such treatment is an orthodox preprocessing step
for fuzzy systems. Although it helps to reduce the impact
of noise and outliers, the clustering algorithm cannot suf�-
ciently explore the complicated underlying pattern behind the
static attributes from malwares. As shown in Fig. 2, the data
distributions of a static attribute vary greatly among different
malware classes and a �xed number of clusters is obviously
inappropriate to handle the data distributions of all the malware
classes.

Fig. 2. The distribution of a normalized attribute,Size_Of_Resources,
after removing top 1‰ entries. Each sample is added with a white Gaussian
noise so the number of samples of a cluster can be observed.

Moreover, it can be observed that many attribute values ag-
gregate around some speci�c values (the bars in Fig. 2). Taking
data noise into consideration, the fuzzy partition is adopted to
describe the data distribution of the raw static features. A fuzzy
partition F of an attribute with domainX is characterized by
a fuzzy membership function� F : X ! [0;1]. For x 2 X , x

is said to belong to one side of the partitionF with degree
� F (x) and to the other side with degree(1 � � F (x)). Since
both fuzzy rules [33] and decision tree [43], [44] yield good
performance in malware analysis, we hybridize the idea behind
these two methods by allowing fuzzy partitions of both types:
(i) less thanpartition x < c , which is the fuzzy version of the
ordinary partition for a continuous attribute:

� Halfspace
c;a (x) =

8
>><

>>:

1; x � c
a + c � x

a
; c < x < c + a

0; x � c + a

; (1)

(ii) equal topartition x = c, which is similar to a fuzzy logic
assertation for a discrete attribute:

� Interval
c;a (x) =

8
>>>>>><

>>>>>>:

0; x � c � a
a � c + x

a
; c � a < x � c

a + c � x
a

; c < x < c + a

0; x � c + a

: (2)

The intuitions behind (1) and (2) are better understood
by visualizing them as Fig. 3.� Halfspace fuzzi�es the idea of
partitioning the domain of a speci�c attribute in a decision
tree, while� Interval fuzzi�es the idea of selecting a value from
a discrete domain in splitting a node in a decision tree. Fuzzy
partitions also have a prominent advantage during searching
the thresholdc because they only require an approximate
rather than an exact value of the threshold and the ambiguity
can be handled by the fuzziness. Note that whena ! 0, (1)
and (2) degenerates gracefully into their crisp counterparts, a
crisp partition and a Dirac indicator.

1

0
Xc c + ac � a

� Halfspace

� Interval

Fig. 3. � Halfspaceand � Interval.

Remark: Only two parametersc and a are chosen to
parameterize the fuzzy partition in our method. Formally, the
shape of a fuzzy partition can be arbitrarily complex and
contain many more parameters. Some works focus on decou-
pling the correlation between features, adopting a variational
method or interpolation [21] to optimize the shape of the fuzzy
membership function. However, these are not the most crucial
variables on which this paper concentrates. So we ignore
them from comparison and interested readers can refer to the
references within to seek improvement from this perspective.

2) n-gram Features:The idea of usingn-gram to classify
malware stems from topic classi�cation or analysis of natural
language texts [45]. In a raw binary �le, a character is de�ned
as one byte and ann-gram word is a string consists of
n successive bytes. We choosen = 4 empirically in our
work, which balances the classi�cation performance and the
computational complexity.
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To extract4-gram features from the dataset, we �rst browse
the entire training set of binary �les and collect all appearing
words to form a dictionary. The topK 1 most frequent words
are kept. They are then sorted by their discriminative power
and the topK 2 words are adopted as keywords. The4-gram
feature vector of an executable is a vector withK 2 compo-
nents, each of which denotes whether or not one keyword
appears in it.

To be illustrative, the top 1,000 most frequent words are
treated as stop words and removed from the constructed
dictionary and K 1 is set to 100;000. The occurrence of
this set of frequent words extracted from a set of malwares
downloaded from the VirusShare dataset is shown in Fig. 4,
whose detail is presented in Section IV.

Fig. 4. The occurrence of top 100,000 frequent words.

Fig. 4 shows that the distribution of the frequency of4-gram
words follows the pattern of the frequency of words in natural
language, i.e. following Zipf's law [46], which is another piece
of evidence supporting using NLP models in malware analysis.

The discriminative power of a keywordw is measured by
the mutual information [47] with respect to all categoriesC:

I (w; C) = H jCj (Pr(C)) � Pr(w)H jCj (Pr(Cjw))

� (1 � Pr(w)) H jCj (Pr(Cj: w)) ;
(3)

whereH jCj is the entropy of an information source withjCj
types of signals, Pr(C) is the probability distribution of all
categories, Pr(Cj(:)w) is the conditional distribution of all
categories in the subset of malware samples with or without
w, and Pr(w) is the proportion of executables containingw,
whose values are approximated from the empirical distribution
in the training set.

In NLP, the semantic similarity between words is used in
many linguistic tasks [48], but such similarity between words
is usually hard to capture due to the complexity of natural
languages. Meanwhile, bitwise Hamming distance serves as a
natural metric of the morphological similarity between words.
Such similarity can be adopted to fuzzify the keywords for two
reasons: (i) if two words have a shorter Hamming distance then
they could be the same command with different addresses and
thus they might have the identical utility as signatures. In fact,
models that assume such similarities (e.g. the convolutional
neural network in which the pixelwise similarity is trans-
formed into contextual similarity) have achieved state-of-the-

art performance [2], [23]; (ii) unlike static features, content-
oriented features are known to be vulnerable facing adversarial
samples. Bitwise modi�cation can help a malware escape from
the detectoror classi�er [10]. Hence, a fuzzi�cation in word
matching can increase the cost of the attack and improve the
robustness of the model. To examine the degree of similarity
between informative words, we de�ne the average bitwise
distance within a collection of wordsW as (recall that each
word contains 32 bits):

d(W ) =
1

� jWj
2

�
X

w1 ;w 2 2W

1Tw1 � w2

32
; (4)

where � is bitwise exclusive or. For the collection of top
K 1 = 100; 000 frequent words, the average bitwise distance
given by (4) isd = 0:48. For the 10%, i.e.K 1

10 = 10; 000, most
informative words, the distance is reduced tod = 0:45, which
demonstrates that the more informative words are more similar
to each other. A statistical hypothesis testing is conducted to
statistically validate this observation.

Hypothesis test: The average bitwise distance between
more informative words is shortened.We assume the event
that two bits are identical is subject to a Bernouli distribution
Ber(�), whose mean is given by the empirical mean onK 1,
d = 0:48. The mean of the Bernouli distribution underlying
the more informative words isd0. The null hypothesis and the
alternative hypothesis are stated as follows:

H 0 : d0 � d;

H 1 : d0 < d:

To reject H 0, we construct an event with minuscule proba-
bility assumingH 0 holds. The empirical mean of the bitwise
distance among the most informative words,�d , is the average
of N =

� 10000
2

�
� 32 pairs. We drop the dependency between

them and approximating the distribution of�d using central
limit theorem, so roughly:

�d � N
�

d0;
d0(1 � d0)

N

�
:

AssumingH 0 then thep-value of �d taking valued� = 0:45 is
at most:

Z d�

�1
N

�
x

�
�
�
�d;

d(1 � d)
N

�
dx = �

0

@ d� � d
q

d(1�d)
N

1

A

� �(�2400) � 0:01:

(5)

So it is safe to rejectH 0 and conclude that within the set
of most informative words, the average Hamming distance is
shorter so we assume that applying clustering or fuzzi�cation
among the keywords can delete repeated patterns and incor-
porate more discriminative patterns.

Formally, we fuzzify the eventword w belongs to an
executablee from the crisp indicator (whose value ise's
component corresponding tow in its n-gram feature vector):

f (w; e) = max
w 0 appears ine

fI[w 0 = w]g; (6)
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where I[� � � ] is an indicator function whose value is one iff
the input statement is true, into:

f fuzzy(w; e) = max
w 0 appears ine

�
I[1T(w0 � w) � 2]

	
: (7)

To interprete from a fuzzy perspective, the generalization from
(6) to (7) is tantamount to generalizing the indicator of the
set containing only a single pointw in the hyperspace of all
possible words to a sphere with Hamming radius� 2.

In practice, we browse the list ofK 1 frequent words and
delete a word if its Hamming distance to a previous one
is less than three. Then the topK 2 informative words are
selected from this �ltered list. For an executable, its component
corresponding to keywordw in 4-gram feature vector is set to
one if there exists a word in this �le with no more than two
bits different fromw. This process is stated in Algo. 1.

Algorithm 1 n-gram feature extractor.
1: Input: Training set in binary formD, thresholdsK 1, K 2,

an executable in binary forme;
2: Initialize: Dictionary = fg, vece = 0;
3: for an executablee0 in D do
4: for a wordw in e0 do
5: ++Dictionary[w];
6: end for
7: end for
8: //Delete stop words.
9: Delete the top 1,000 words with the highest occurrence;

10: Save only the topK 1 most frequent words;
11: //Fuzzi�cation.
12: Delete similar words;
13: Sort Dictionary using mutual information, i.e.(3).
14: Save only topK 2 words with the highest mutual informa-

tion in Dictionary;
15: for a wordw0 in e do
16: for a wordw in Dictionary do
17: if 1T(w0 � w) � 2 then
18: vece(w) = 1;
19: end if
20: end for
21: end for
22: Output: vece.

B. The Classi�cation Method

Considering the characteristics of the static andn-gram
features of the malware, different classi�ers are designed
for each kind of features. For the static features, a fuzzy
random forest is proposed to exploit the fuzzy partitions of
the static features. For then-gram features with a very high
dimensionality, a multi-class support vector machine (SVM)
with the radical basis function (RBF) kernel is employed
as the classi�er. Then the baseline classi�cation result is
obtained by a weighted voting over the results of each fuzzy
decision tree and that of the SVM. Finally, a set of extra
fuzzy decision trees (referred to as Ada-Trees in Fig. 5)
are constructed following the adaptive boosting strategy to
improve the classi�cation accuracy and generalization ability.

Combining the baseline classi�cation results with those of the
Ada-Trees, the �nal classi�cation result can be derived. The
structure of the proposed classi�cation method is given in Fig.
5.

In the following formulation, we denote the collection of
categories asC = fC l g

L
l =1 , the collection of all attributes as

A = fA m gM
m=1 , eachAm has its possible values distribute

in domainXm . The collection of all training samples isX =
fx n gN

n=1 , where eachxn is a vector of lengthM with its m-th
componentxn;m 2 X m .

1) Fuzzy Random Forest:Based on the properties of the
static features discussed in the previous subsection, a fuzzy
random forest algorithm is proposed. The fuzzy decision tree
is selected as the unit classi�er, in which fuzzy partitions are
adopted for node splitting. The fuzzy random forest, which
is composed of a collection of fuzzy decision trees, has the
following advantages and thus is suitable for our large-scale
malware classi�cation task: (i) the decision tree, or random
forest were reported to have outstanding performance and scale
well with big data [49]; and (ii) decision trees explore the
feature space by conducting partitions, and thus the previous
observations about the fuzziness of data distributions in the
raw static features can be readily exploited.

To classify malwares using a fuzzy random forest based on
the static features, the following issues in de�ning the model
are required to be speci�ed: the fuzzy partitions, the structure
of the forest, the growing and pruning conditions, and the
setting of hyperparameters.

The fuzzy partition has been elaborated in the previous
subsection. In order to distinguish more than two classes and
to increase the classi�ers robustness against noise or missing
attributes, a set of decision trees with various sets of training
samples and candidate attributes are trained independently.

For each classC 2 C, a set of T fuzzy decision trees
fTreeC;t gT

t =1 are trained to determine whether an inputx
belongs toC or not. To train each binary decision tree TreeC;t ,
a subsetXC;t of X is randomly sampled such that instances
from C occupies approximately �fty percent inXC;t . To
achieve the greedy optimum in classifyingXC;t , TreeC;t grows
as an ordinary decision tree with two modi�cations: (i) the set
of candidate attributes is a randomly sampled subset ofA
for each node in TreeC;t , (ii) the ordinary crisp partition is
replaced by the fuzzy partition.

To seek the optimal fuzzy partition at nodev of TreeC;t

is to �nd the best con�guration ofc and a in (1) and (2)
which minimizes the classi�cation loss. Givenc and a, the
dataset at nodev, denoted byXC;t;v , is fuzzily partitioned
into two splitsP1 andP2. Eachx 2 XC;t;v belongs toP1 with
a membership value of� c;a (x) and toP2 with a membership
value of1� � c;a (x), where� can be either� Halfspaceor � Interval.
The fuzzy totality ofP1 or P2 is formulated as

N 1
C;t;v =

X

x2X C;t;v

� c;a (x); (8)

N 2
C;t;v =

X

x2X C;t;v

(1 � � c;a (x)) : (9)



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TFUZZ.2020.3016023, IEEE
Transactions on Fuzzy Systems

8

Dataset

Classi�er

Malware

Static
features
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Fig. 5. The structure of the classi�er for classC.

While the dominating class ofP1 or P2 is given as:

C1
C;t;v = arg max

C 0=C; :C

8
<

:

X

x2X C;t;v

� c;a (x) � I[x 2 C0]

9
=

;
; (10)

C2
C;t;v = arg max

C 0=C;:C

8
<

:

X

x2X C;t;v

(1 � � c;a (x)) � I[x 2 C0]

9
=

;
:

(11)
Hence the fuzzy number of mistaken samples in two partitions
are:

E 1
C;t;v =

X

x2X C;t;v

� c;a (x) � I[x =2 C1
C;t;v ]; (12)

E 2
C;t;v =

X

x2X C;t;v

(1 � � c;a (x)) � I[x =2 C2
C;t;v ]: (13)

The ef�cacy of partitionc; a is measured by a fuzzy version
of entropy following [50]:

EntropyC;t;v (c; a) = H2

 
E 1

C;t;v + E 2
C;t;v

N 1
C;t;v + N 2

C;t;v

!

= H2

 
E 1

C;t;v + E 2
C;t;v

jXC;t;v j

!

:

(14)

Fixing c anda, the nodev is splitted into two nodesv1, v2

with:
XC;t;v 1 = fx 2 XC;t;v j� c;a (x) > 0g; (15)

XC;t;v 2 = fx 2 XC;t;v j� c;a (x) < 1g: (16)

If v is a leaf node, then its inference result is

Cv = arg max
C 0=C;:C

8
<

:

X

x2X C;t;v

I[x 2 C0]

9
=

;
: (17)

To prevent over�tting, the depth of each fuzzy decision tree
is restricted by a thresholdT . The algorithms for constructing
a fuzzy decision tree is given in Algo. 2. Note that the �fth
line in Algo. 2 is done by a grid search, the space where no

Algorithm 2 Fuzzy decision tree.
1: Input: A malware categoryC, the tree indext, the set

of attributesA , the dataset for this tree�X, the maximal
depthT ;

2: Initialize: root=
� �X; 0

	
, storage structure: TreeC;t ;

3: De�ne: split(v =
�

X0; �
	

):
4: SampleA 0 from A;
5: cv ; av = arg max c2A2A 0;a

�
EntropyC;t (c; a)

	
follow-

ing (8)-(14) usingC; t; X0;
6: Savecv ; av into TreeC;t ;
7: ComputeX1 following (15);
8: ComputeX2 following (16);
9: return v1 = fX 1; � + 1g, v2 = fX 2; � + 1g;

10: end def
11: node list = [root];
12: next list = [];
13: for i = 1 to T do
14: next list = [];
15: for node in nodelist do
16: next list.append(split(node));
17: end for
18: node list = next list;
19: end for
20: Output: TreeC;t .

less than 99.5% data lie is cut uniformly into 1000 parts, and
a takes values inf0; 0:02� c;0:04� c; � � � ; 0:2 � cg.

To classify an instancex using one fuzzy decision tree
TreeC;t , x is passed through all paths in TreeC;t . This is the
fundamental difference between a fuzzy decision tree and an
ordinary decision tree. In an ordinary decision tree, a node is
passed to the leaf through one and only one path. However, in
a fuzzy decision tree, a node may go through multiple paths
from the de�nition in (15) and (16). The weight of one path
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v1; v2; � � � ; vH is calculated as:

weight(vH ; x) =
H �1Y

h=1

(� ch ;a h (x)) I[v h+1 corrseponds toP1 of vh ]

(1 � � ch ;a h (x)) I[v h+1 corrseponds toP2 of vh ];
(18)

wherevH is a leaf of TreeC;t . The inference result is derived
by a vote of all leaves of TreeC;t , i.e., x belongs toC with a
con�dence using (17), (18):

TreeC;t (x) =

P
v is a leaf of TreeC;t ;C v =C weight(v;x)
P

v is a leaf of TreeC;t
weight(v;x)

: (19)

And x belongs to:C with a con�dence(1 � TreeC;t (x; C)).
2) The Ensemble Module:Ensembling a collection of het-

erogeneous classi�ers is a challenging research problem in
itself [51]–[54]. Some of the ensembling schemes are majority
voting, weighted voting as out-of-bag (OOB) vote (the weight
of a classi�er depends on its performance on an unobserved
subset of training set) and dynamic voting (the weight of
a classi�er explicitly depends onx). In our approach, the
dynamic voting scheme, MWLFUS2 [20], is adopted for
ensembling the fuzzy decision trees. For each TreeC;t in a
binary classi�cation task (referred to as the classi�cation tree),
a more shallow error tree is trained to predict whether an
instance would be mistaken by TreeC;t . The training label of
a sample x for an error tree corresponding to TreeC;t is set to
one if TreeC;t correctly classi�es it and is zero otherwise. Then
the output of the error tree,wC;t (x), serves as the dynamic
weight for inference. For the SVM, a weight similar to the
form given by Adaboost is adopted aswSVM = 1

2 log
�

r
1�r

�
,

wherer is the classi�cation accuracy of SVM in the training
set. The baseline ensemble deduces thatx belongs toC with
a con�dence with (19):

Base(C;x) =
TX

t =1

wC;t (x) � TreeC;t (x) + wSVM � SVMC (x);

(20)
where SVMC (x) is the output of SVM using the one-versus-
all strategy.

3) The Adaptive Boost Module:Having equipped with a
binary classi�er for classC with T fuzzy decision trees
and a one-versus-all SVM, we continue to boost its ac-
curacy by adaptive boosting [55], [56] withQ extra trees
fAdaTreeC;q gQ

q=1 .
The weight of training samples is uniform before boosting.

To modify the weight of training samples for theq-th AdaTree,
we �rst compute the classi�cation accuracy of AdaTreeC;q �1

w.r.t. the weighted samples asrC;q �1 (the baseline classi�er
can be regarded as AdaTreeC; 0), let

� C;q �1 =
1
2

log
r C;q �1

1 � r C;q �1
: (21)

The weight of an examplex is �rstly multipled by a factor
expf� C;q �1 g if the previous classi�er fails to correctly clas-
sify it and is shrinked by the same factor otherwise. These
weights are then normalized as a probability distribution and a
sampling procedure generates the training set for AdaTreeC;q .
This process iterates forQ rounds.

Finally, all the jCj boosted binary classi�ers select the
classi�cation result ofx by incorporating (20) and extra ada-
boosting trees:

arg max
C 2C

(

Base(C;x) +
QX

q=1

1
2

log
�

r C;q

1 � r C;q

�
AdaTreeC;q (x)

)

:

IV. EXPERIMENTAL RESULTS AND ANALYSIS

A. Dataset and Preprocessing

Many established models were built and veri�ed on assorted
datasets which are manually collected and maintained. But to
actually examine a models ability to scale to actual big data
requires a much larger dataset consists of samples collected
on the �y.

Fig. 6. The ratio of ten classes in the �ltered Virus Share dataset.

We evaluate our model on a large-scale dataset, the
VirusShare dataset. The VirusShare dataset collects a set
of over 34 million assorted malwares across platforms like
Android, macOS and various Windows versions. Updated mal-
wares is uploaded to the VirusShare website, so the distribution
of different malware categories is timely and realistic. We
downloaded malwares from the 340th to the 373rd repository,
and the dataset contained two million malwares and consumed
0.97TB. Files other than PE were removed. To obtain the
ground truth of the classi�cation, we resorted to Virus Total,
which is an online malware analyzer. Virus Total takes the
uploaded �le or the unique MD5 code as inputs and returns
the classi�cation result of 72 anti-malware engines. Many
of the engines have different ways of analysis and return
diverse results. To simplify, we only parsed the outcome of the
Microsoft anti-malware engine as in [33], and the PE �les that
escaped from the detection of Microsoft engine were removed.
Finally, those classes with too few instances are deleted and the
following ten representative classes are examined, including
Virus, Backdoor, SoftwareBundler, PWS, Ransom, VirTool,
Trojan, TrojanSpy, PUA and TrojanDownloader. The resulting
220K malware samples constituted the labeled dataset and the
proportion of the ten classes is shown in Fig. 6.
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Fig. 7. Information gain of the most frequent words with respect to some malware categories.

The static features were collected usingpefile and linux
command line. The4-gram features were extracted using a
Python script.

B. Discriminative Power of the Fuzzyn-gram Features

Before presenting the classi�cation results and the com-
parisons, we brie�y illustrate the discriminative power of the
n-gram features. To the best of our knowledge, then-gram
features have not been formally analyzed in the malware
classi�cation scenario.

Given the 4-gram words with the highest frequency of
occurrence, their information gain w.r.t. the four major mal-
ware categories, Trojan, PWS, VirTool, and Ransom, i.e. the
mutual information between the existence of the word and the
binary classi�cation task between a category and the others,
e.g., Ransom vs. the other were computed and shown in
Fig. 7, where the 4-gram words are sorted according to their
frequency. We chose the top 50,000 most frequent words and
subsampled into 5,000 ones.

Some interesting conclusions can be drawn from Fig. 7:

1) The mutual information does not vary smoothly with
the frequency, instead, there are many clusters and sharp
cliffs in the graph.

2) The information gain of a word is different for different
classes. This re�ects a fact that some class is naturally
easier to be distinguished from the others (in Fig. 7, PWS)
using the4-gram features.

3) The discriminative powers of a word w.r.t. different
classes are positively correlated. For example, if a word
is unhelpful in distinguishing between Ransom and the
others then it is unlikely to provide information for dis-
criminating other categories as well. Therefore using (3)
instead of computing mutual information between each
category and its complementary categories is suf�cient.

As a result, we adopt (3) as the metric and select topK 2 =
10;000 keywords.

(a) Statistics from the 15th keyword.

(b) Statistics from the 17th keyword.

Fig. 8. The discriminative power of4-gram features.
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To delve into the discriminative power of a speci�c word,
we visualize the statistics of two words in Fig. 8. If a �le
contains the word corresponding to Fig. 8a then we can readily
conclude that it is a PWS. While if a �le contains the word
as in Fig. 8b then we suspect that it is very likely to be
a TrojanDownloader and less likely to be a Trojan, virus,
backdoor or a PUA and is unlikely to be of any other category.

Finally, to justify the ef�cacy of fuzzi�cation of words using
(7), we evaluate the classi�cation accuracies using SVM based
on the crisp word matching and the fuzzy word matching:

Fig. 9. Classi�cation accuracy of SVM with original and fuzzyn-gram
features.

It can be observed from Fig. 9 that fuzzyn-gram features
result in better classi�cation accuracy. This is since fuzzy
words grasp more discriminative patterns than original key-
words. The fuzzi�cation of words performs an aggregation
(here aggregation is done based on Hamming distance), such
aggregation, which akin to kernel smoothing, has the effect
of smoothing noise and statistical variation, thus improving
classi�cation performance.

C. Interpretability of the Proposed Fuzzy Random Forest

To examine the interpretability of the proposed classi�er,
we illustrate the functionality of one extracted rule from the
fuzzy random forest:

IF Number_Of_Sections � 8 and

Size_Of_Export � 1;000;000 approximatelyand

Size_Of_Debug � 0 and

.text � 400;000 approximately

THEN The input is not PWS.

The opeartion of the above rule above on a test set is visualized
in Fig. 10, the subset that satis�es the antecedents is marked in
red. It is clear that this rule correctly identi�es the properties
of PWS. Compared with the decision boundary of traditional
machine learning models, this sort of fuzzy rules captures the
statistical properties of different malware categories correctly
without going too deeply into trivial numerical differences
which potentially leads to over�tting. For example, a J48
decision tree for malware detection begins with one antecedent

Size_of_Export < 211, while its fuzzy counterpart reads
Size_of_Export < 200 with con�dence scorea, which
enables malwares withSize_of_Export slightly higher
than 211 to be further examined.

(a) Number_Of_Sections� 8. (b) Size_Of_Export � 1; 000;000.

(c) Size_Of_Debug� 0. (d) .text� 400;000.

Fig. 10. Fuzzy partitions of two representative nodes in the fuzzy forest. Each
sample is added with a white Gaussian noise so the number of samples of a
cluster can be observed.

Fig. 10a and Fig. 10c are instances of fuzzy logic node
where the partition of type (2) is adopted, while Fig. 10b and
Fig. 10d visualize instances of type (1).

D. Malware Classi�cation Results

For each of the ten classes, we trainedT = 11 independent
fuzzy decision trees. Each fuzzy decision tree grew until the
height of the tree exceedsT = 9. Each binary classi�cation
was then adaptively boosted withQ = 4 extra trees. There are
altogether 29,710 nodes in the forest.

We present the classi�cation accuracy obtained by the SVM
over n-gram features, the baseline classi�er which combines
the SVM with the fuzzy random forest, and the boosted
classi�er in Table. II as an ablation study. The corresponding
confusion matrices are shown in Fig.11.

TABLE II
CLASSIFICATION ACCURACY AT DIFFERENT STAGES OF THE MODEL.

Stage Accuracy
Number of
parameters

SVM(n-gram) 81.4% 0.12M
SVM+fuzzy random forest 85.8% 0.17M

SVM+fuzzy random+adaptive boosting 90.8% 0.19M

It can be observed from Fig. 11a that some classes can be
classi�ed well with solelyn-gram features. After incorporating
the static features (Fig. 11b) and boosting classi�ers (Fig.
11c), the overall accuracy is signi�cantly improved. Unlike
the decision boundary given by SVM, the fuzzy decision trees
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(a) SVM. (b) The baseline classi�er. (c) The boosted classi�er.

Fig. 11. The confusion matrices obtained by different stages in the classi�er. The malware categories are indexed by 1:TrojanDownloader, 2:SoftwareBundler,
3:Virus, 4:Trojan, 5:Ransom, 6:PWS, 7:TrojanSpy, 8:VirTool, 9:PUA, 10:Backdoor.

TABLE III
COMPARISION OF CLASSIFICATION ACCURACY, COMPLEXITY, AND VARIATION .

Model Ours Neuro-fuzzy [33] Arti�cial neural network Naive Bayes classi�er

Accuracy 90.8% 26.5% 80.2% 59.1%
Number of parameters 0.19M 0.078M 1.1M 0.11M

Standard deviation 2.56% 3.68% 3.32% 1.49%

Model Logistic regression CNN [23] Random forest

Accuracy 62.2% 90.7% 73.3%
Number of parameters 0.14M 2.53M 0.15M

Standard deviation 3.02% 1.54% 1.67%

yield a quantitative insight into the data that carries accessible
knowledge.

To comprehensively evaluate the proposed approach in
malware classi�cation, a number of well-known classi�ers
that can be easily applied to the extracted features have been
investigated, which include non-fuzzy random forest, naive
Bayes classi�er (using onlyn-gram features), arti�cial neural
network, logistic regression, and SVM. In addition, we also
compared with the state-of-the-art CNN-based malware clas-
si�er proposed in [23]. The CNN consists of 9 convolutional
layers, 3 pooling layers and 2 densely connected layers. The
image size of the visual feature is448 � 448. Finally, the
neuro-fuzzy approach [33] as an application of fuzzy system
for large scale malware classi�cation, is also compared. The
results are shown in Table. III.

It can be concluded that our approach signi�cantly out-
performed the traditional methods. Compared with traditional
machine learning models such as logistic regression, support
vector machine or deep learning models, our method based on
decision trees can be easily interpreted by human. The decision
boundary on the fuzzy features from the SVM, together with
the fuzzy rules provided by the fuzzy decision trees yields an
accessible set of malware discrimination knowledge (such as
the exemplary rule given before,) which is highly interpretable
for human.

The CNN model achieved similar accuracy as our method,
but with much more parameters. Moreover, considering that

the visual representation of malware lacks many properties of
real images such as spatial continuity between pixels, rescaling
the visual representation to reduce computational complexity
becomes infeasible.

As reported in the original paper, the neuro-fuzzy method
[33], which is a combination of simple neural network and
fuzzy system, performs poorly with this multi-category clas-
si�cation task. Although it decouples the correlation between
properties by optimizing the elliptic fuzzy patch [21] and trains
27 rules, it does not consider content-oriented information
and fails to �nely partition the feature space, therefore its
accuracy is relatively low. By properly accounting for statis-
tical variation and noise and linguistic impreciseness of the
extracted features using fuzzy theory, our method obtains trees
with fewer nodes compared with random forest. Finally, by
adopting a novel ensemble framework, we achieved state-of-
the-art results for malware classi�cation.

V. CONCLUSION

This paper studied the problem of large-scale malicious
software classi�cation. To achieve robust classi�cation per-
formance on large collections of malwares, fuzzy partition is
applied onto the extracted static features and fuzzy matching
is adopted for the linguistic features. We proposed a composite
classi�er constructed from an ensemble of support vector
machine and fuzzy random forest, adaptively boosted by fuzzy
decision trees. Our proposal is ef�cient, robust, and capable
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of yielding interpretable rules for identifying the malware
category. Comparison between other well-known classi�ers on
a dataset with over 200k samples from the the VirusShare
dataset showed the signi�cantly superior performance of the
proposed framework.

The experimental results shed light on the ef�cacy of ap-
plying fuzzy systems to large-scale malware classi�cation. Our
algorithm can achieve good classi�cation with interpretability,
an essential element of explainable AI. We are looking forward
to the applications of more complex and intelligent fuzzy
systems in malware analysis, particularly fuzzy systems that
can classify the interaction graph and other dynamic features.
In our future work, we will also explore ways to make our
classi�er more robust against subtle adversarial attacks such
as obfuscation and mutation attacks. The eminent threat of
cyber-attack means that it is necessary and urgent to study
the attack and defense mechanism in AI-based malware de-
tection/classi�cation systems.
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