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Abstract: Typically, secure channels are constructed from an authenticated key exchange (AKE) protocol,
which authenticates the communicating parties based on long-term public keys and establishes secret
session keys. In this paper we address the partial leakage of long-term secret keys of key exchange protocol
participants due to various side-channel attacks. Security models for two-party authenticated key exchange
protocols have been developed over time to provide security even when the adversary learns certain secret
values. This paper combines and extends the advances of security modelling for AKE protocols addressing
more granular partial leakage of long-term secrets of protocol participants. Further, we fix some flaws in
security proofs of previous leakage-resilient key exchange protocols.
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1 Introduction

With the development of side-channel attacks, a necessity arises to develop cryptosystems in a leakage-
resilient manner. Being one of the important cryptographic primitives, key exchange protocols were consid-
ered to be constructed in a leakage-resilient manner. Even though most of the current key exchange security
models like Bellare—Rogaway (BR) model [9], Canetti—Krawczyk (CK) model [13], extended Canetti—Krawczyk
(eCK) model [31] address different adversarial capabilities, they do not address the partial leakage of long-
term secret parameters due to the side-channel attacks. Those do not suffice for analyzing the security of
existing key exchange protocols in a leaky environment. In order to address leakage resilience of key exchange
protocols, it is necessary to construct key exchange security models which allow the adversary to obtain par-
tial leakage of secret parameters of protocol participants. The ultimate goal is to come up with a security
model which addresses strong leakage features, with no additional restrictions than existing strong security
models such as eCK. Then construct leakage-resilient key exchange protocols, which are proven secure in the
new security model. This way it is possible to construct strong key exchange protocols, which are resilient to
side-channel attacks.

Our contribution. This paper combines and extends results from few of the previous papers on leakage-
resilient key exchange [4, 6, 7, 37], and fix some flaws in security proofs. We will discuss in detail about
(1) various leakage models which could possibly be incorporated with security models/games to address
side-channel attacks, (2) practical interpretation of various leakage security models for key exchange,
(3) leakage-resilient protocol constructions and fix some flows in their security proofs, and (4) compare
and contrast previous security models and key exchange protocols.

*Corresponding author: Janaka Alawatugoda, Department of Computer Engineering, University of Peradeniya, Peradeniya,
Sri Lanka, e-mail: janaka@ce.pdn.ac.lk
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1.1 Side-channel attacks and countermeasures

The revolutionary idea of side-channel attacks was first introduced by Kocher [29] by presenting timing
attacks on Diffie-Hellman, RSA, DSS and other implementations. Although the cryptographic schemes are
designed in such a way that they are hard to break computationally, leaking information from the imple-
mented system may give sufficient power to the adversary to break the system by recovering the secret param-
eters such as secret keys. There are various kinds of side channels available such as timing information
[11, 29], electromagnetic radiation [23], leaking information about power consumption [34]. Since it is very
difficult to fully stop the information leakage from cryptosystems, side-channel attacks become a huge threat
for the security of cryptosystems.

Side-channel attacks can be mounted locally (local attacks) or remotely (remote attacks) from the tar-
geted system. Local attacks need some kind of physical access to the target system or proximity. For instance,
side-channel attacks such as power analysis attacks, EM-emission based attacks, cold boot attacks need phys-
ical access to the targeted system or proximity to capture the leakage. Alternatively, remote attacks can be
mounted from a long distance. For instance, the side-channel attacks such as timing attacks can be mounted
from remotely, as the adversary can measure response time or ciphertext lengths from a distance system.

For considering the countermeasures of side-channel attacks, there are mainly two approaches. One is
a hardware based approach where the focus is to design hardware that minimizes the leakage of secret infor-
mation. Bernstein has proposed ideas to design CPUs which provides protection against timing attacks on
cache memory, as well as many ideas to mask leaking timing information by software based AES implementa-
tions [11]. Besides this there are other software based countermeasures which are mostly focusing on masking
the leaking information. Alawatugoda, Jayasinghe and Ragel [5] have presented three methods for masking
leaking timing information: injecting some randomness to the leaking cache-timing information, dedicating
cache portions to fetch data from different memory portions and pre-fetching from the memory before the
algorithm accesses the required memory portions and hence inject random timing information and change
the cache access pattern respectively. Obviously, those types of countermeasures protect systems only against
some specific attacks that are known at the moment. Those countermeasures are known as ad-hoc solutions.

Above we discussed a few known side-channel attacks and possible countermeasures against them.
There may be many unknown side-channel attacks as well. Therefore, it is important to defend against both
known and unknown side-channel attacks.

1.2 Leakage-resilient cryptography

As discussed above side-channels leak some amount of information about the secret parameters to the
adversary. The basic idea of leakage-resilient cryptography is, even though some leaking information is vis-
ible to the adversary, the security of the cryptographic scheme remains. Trying to stop the leakage is nearly
impossible because electronic devices have their physical limitations.

Even though a cryptographic scheme may be proven secure in a strong security model which does not
address leakage attacks, it is not possible to say anything about the security of the cryptographic scheme
in an environment where the adversary is capable of obtaining leakage information. In order to analyze the
leakage resiliency of cryptographic schemes, we need to construct security models where the adversary is
given capability of obtaining leakage information.

Different leakage models have been introduced to capture side-channel attacks. They provide leakage
based information to the adversary under different constraints. In order to achieve leakage resilience in a par-
ticular leakage model, the scheme should be proven secure even when the adversary is capable of accessing
leakage information in that particular leakage model.

Continuous leakage model. In the pioneering work of Micali and Reyzin [35], a general framework was in-
troduced to model the leakage that occurs when computation takes place on secret parameters. This frame-
work relies on the assumption that “only computation leaks information”. Further, Micali and Reyzin men-
tioned that leakage only occurs from the secret memory portions which are actively involved in computations,
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and the amount of leakage per occurrence is less than the size of the corresponding secret memory portion,
hence bounded by a leakage parameter A. The adversary is allowed to obtain leakage from an arbitrarily
large number of computations, hence the overall leakage amount is unbounded and it can be larger than
the size of the secret key. This leakage model addresses side-channel attacks such as timing attacks, power
analysis attacks and EM emission based attacks, which obtain leakage of secret values whenever computa-
tions take place on them. This model is suitable to analyze stateful leakage-resilient cryptographic schemes
[20, 39], where at the end of each ith execution round a new secret key state sk;,; is computed using the
current secret key state sk;. This key state sk;,; is going to be used as the secret parameter of the next exe-
cution round i + 1. Before the ith round an attacker chooses (adaptively) a leakage function f; and after the
execution of the round, it receives f;(sk;), under the constrain that |f;(sk;)| < A.

Bounded leakage model. Inspired by “cold boot” attacks, Akavia, Goldwasser and Vaikuntanathan con-
structed a general framework to model memory attacks [3]. The adversary can adaptively choose an efficiently
computable arbitrary leakage function f; and send it to the leakage oracle. The leakage oracle gives f;(sk) to
the adversary where sk is the secret key. The only restriction comes here is that Y |f;(sk)| < A, where A is the
leakage parameter, which is smaller than the size of sk. This model is suitable to analyze stateless leakage-
resilient cryptographic schemes which are not using new secret states for each round.

After-the-fact leakage. Leakage which happens after the challenge is given to the adversary is considered as
after-the-fact leakage. In security experiments for public-key cryptosystems, the challenge to the adversary is,
given a ciphertext, distinguish the corresponding plaintext. In key exchange security models, the challenge
to the adversary is to identify the real session key of a chosen session from a random session key [9, 13, 31].
In leakage models for public-key cryptosystems, after-the-fact leakage is the leakage which happens after
the challenge ciphertext is given whereas in leakage-resilient key exchange security models, after-the-fact
leakage is the leakage which happens after the session key is established.

Earlier leakage models only consider the leakage which happens before the challenge is given (before-
the-fact leakage). Hence the adversary is not allowed to obtain leakage after the challenge is given. Recent
leakage models facilitate more granular leakage by allowing the adversary to issue leakage functions, and
obtain leakage even after the challenge is given, either under the bounded or continuous leakage assumptions
as explained above.

For leakage-resilient public-key encryption there are three properties which may be important differen-
tiators for the different models. One is whether the model allows access to decryption of chosen ciphertexts
before (CCA1) and after (CCA2) the challenge is known. The second is whether the leakage allowed to the
adversary is continuous or bounded. The third is whether the leakage is allowed only before the challenge
ciphertext is known or also after the fact.

In earlier models, such as that of Naor and Segev [38], it was expected that although the adversary is
given access to the decryption oracle (CCA2), the adversary cannot be allowed to obtain leakage after the
challenge ciphertext is given. This is because the adversary can encode the decryption algorithm and chal-
lenge ciphertext with the leakage function and by revealing a few bits of the decrypted value of the challenge
ciphertext trivially win the challenge. Subsequently, Halevi and Lin [22] introduced after-the-fact leakage-
resilient semantic security (CPLA2) on public-key cryptosystems, in the bounded leakage model. In their
security experiment, the adversary is not allowed to access the decryption oracle. Dziembowski and Faust [19]
defined an adaptively-chosen ciphertext after-the-fact leakage (CCLA2) in which the adversary is allowed to
access the decryption oracle adaptively and obtain leakage information even after the challenge ciphertext
is given. Furthermore, they allow continuous leakage, so the total leakage amount is unbounded.

2 Key exchange security models

In 1976, Diffie and Hellman introduced a key exchange primitive [16], which enables two parties to exchange
a secret key (session key) by communicating over a public channel. Many key exchange protocols have been
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created based on the Diffie-Hellman key exchange primitive [17, 24, 32]. In these key exchange protocols,
different types of keys may be used to compute session keys: long-term secret keys are the static secrets belong
to the protocol participants which are often used to add authentication to the session key, ephemeral keys are
the session specific secrets belong to protocol participants which are used to add freshness to the session key.

In order to analyze the security of key exchange protocols, a formal methodology is needed. Therefore,
key exchange security models have been created. A security model is a formal security statement of cer-
tain security features. Generally, security models are designed to reflect real world adversarial capabilities,
addressing the known attack scenarios. At the same time, it is natural to design security models with theo-
retical adversaries which have more capabilities than real world adversaries, because that way it is possible
to address more powerful attacks which may exist in the future.

The Bellare-Rogaway models (BR93 [9], BR95 [10]), the Canetti-Krawczyk (CK) model [13], and the
extended Canetti—Krawczyk (eCK) model [31] are a few of such security models, and protocol designers use
them to analyze the security of key exchange protocols. Among the other models the eCK model is clearly
defined to capture most of the demanding security features of key exchange protocols, and thus widely used
as a strong security model to analyze the security of key exchange protocols. We choose the eCK model for
detailed discussion, because the eCK model is used as the base of the leakage security models which are
discussed in this paper.

2.1 Extended Canetti-Krawczyk model (eCK) [31]

Parties and long-term keys. Let U = {Uy, ..., Un,} be a set of Np parties. Each party U;, where i € [1, Np],
has a pair of long-term public and secret keys, (pky, , sky,). Each party U; owns at most Ns number of protocol
sessions.

Sessions. Each party may run multiple instances of the protocol concurrently or sequentially; we use the term
principal to refer a party involved in a protocol instance, and the term session to identify a protocol instance
at a principal. The notation H?,’V represents the sth session at the owner principal U, with intended partner
principal V. The principal which sends the first protocol message of a session is the initiator of the session,
and the principal which responds to the first protocol message is the responder of the session. A session
Hf},v enters an accepted state when it computes a session key. Note that a session may terminate without
ever entering into the accepted state. The information of whether a session has terminated with or without
acceptance is public.

Partnering. Legitimate execution of a key exchange protocol between two principals U and V makes two
partnering sessions owned by U and V respectively. Two sessions H%’V and HSL;,’V, are said to be partners if
all of the following hold:

(1) Both HSU’V and HSL;,’V, have computed session keys.

(2) Messages sent from IIj; ,, and messages received by HSL;,’V, are identical.

(3) Messages sent from the session Hg/,w and messages received by IIj; ,, are identical.

(4) U =Vand V' =U.

(5) Exactly one of U and V is the initiator and the other is the responder.

The protocol is correct if two partner sessions compute identical session keys.

Adversarial powers. The adversary A is a probabilistic polynomial time algorithm in the security param-
eter k that has the control over the whole network. Note that A interacts with set of sessions which represent
protocol instances, and A can adaptively ask the following queries:

e Send(U, V, s, m) query: This query allows A to run the protocol. It sends the message m to the session
[13,v as coming from the session ]_[Sf,’, ps and g,y will return to A the next message according to the
protocol conversation so far or decision on whether to accept or reject the session. The adversary A can
also use this query to initiate a new protocol instance with blank m. This query captures capabilities of
active adversary, who can initiate sessions and modify or delay protocol messages.
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o SessionKeyReveal(U, V, s) query: If a session ]'[f,’v has accepted and holds a session key, then A gets the
session key of ]—ISU,V. A session can only accept a session key once. This query captures the known key
attacks.

o EphemeralKeyReveal(U, V, s) query: This query gives all the ephemeral keys (per session randomness) of
the session []{;  to A.

o Corrupt(U) query: A gets all the long-term secrets of the principal U. But this query does not reveal any
session keys to A. This query captures the key compromise impersonation (KCI) attacks, unknown key
share (UKS) attacks and forward secrecy.

o Test(U, s) query: Once a session H%,V has accepted and holds a session key, A can attempt to distinguish
it from a random key. When A asks this query, the session H%’V first chooses a random bit b € {0, 1} and
if b = 1, the actual session key is returned to A, otherwise a random session key is chosen uniformly at
random from the same session key distribution, and is returned to .A. This query is only allowed to be
asked once.

Freshness. A session Hi},v is fresh if and only if all of the following hold:
(1) Session Hf},v and its partner (if it exists) ]_[?,:U have not been asked the SessionKeyReveal query.
(2) If the partner ]_[Sf,', y exists, none of the following combinations have been asked:
(a) Corrupt(U) and EphemeralKeyReveal(U, V, s).
(b) Corrupt(V)and EphemeralKeyReveal(V, U, s').
(3) If the partner H?/’, y does not exist, none of the following combinations have been asked:
(a) Corrupt(V).
(b) Corrupt(U) and EphemeralKeyReveal(U, V, s).

Security game. Proceed as follows:

« Stage 0: The challenger generates the keys using the security parameter k.

o Stage 1: A is executed and may ask any of Send, SessionKeyReveal, EphemeralKeyReveal and Corrupt
queries to any session at will.

o Stage 2: At some point A chooses a fresh session and asks the Test query.

» Stage 3: A may continue asking Send, SessionKeyReveal, EphemeralKeyReveal and Corrupt queries. The
only condition is that A cannot violate the freshness of the test session.

. Stage 4: At some point A outputs the bit b’ € {0, 1} which is its guess of the value b on the test session.
Awinsif b’ = b.

Definition of security. Let Succy be the event that the adversary A wins the eCK game.

Definition 2.1. A protocol (77) is said to be secure in the eCK model if there is no PPT adversary .A who can win
the eCK game with non-negligible advantage in the security parameter k. The advantage of an adversary A is
defined as AdveX(A) = |2 Pr(Succ) — 1].

2.2 eCK-secure key exchange protocols

The initial effort of constructing the eCK-secure key exchange protocols is combining the long-term secret
key and the ephemeral secret key using a random oracle function [8] to obtain a pseudo-ephemeral value.
This trick was first introduced by LaMacchia, Lauter and Mityagin [31] in their protocol named NAXOS, and
now it is widely known as the NAXOS trick. A “pseudo”-ephemeral key esk is computed as the random ora-
cle function of the long-term key Isk and the actual ephemeral key esk: esk — H(esk, 1sk). The value esk is
never stored, and thus in the eCK model the adversary must learn both esk and Isk in order to be able to com-
pute esk. Note, however, that in the NAXOS protocol, the initiator must compute esk = H(esk, 1sk) twice: once
when sending its Diffie-Hellman ephemeral public key ggST(, and once when computing the Diffie-Hellman
shared secrets from the received values. This is to avoid storing a single value that, when compromised,
can be used to compute the session key. There are some key exchange protocols created using the NAXOS
trick [31, 40].
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Recently, some researchers worked on constructing eCK-secure key exchange protocols without NAXOS
trick [7, 28, 36, 41]. The motivation for such research can be explained as follows: The eCK model addresses
the leakage of the ephemeral secret key. It is unnatural to assume that the ephemeral secret key is leaked,
while the exponent of the ephemeral public key (e.g., the pseudo-ephemeral value in the NAXOS proto-
col) remains safe, without leaking. Therefore, it seems that there is an unnatural and indirect assumption
of a leakage-free exponentiation computation or leakage-free random source, in the eCK-security proof of
the NAXOS-style key exchange protocols. Therefore, eliminating the NAXOS trick and still preserving the eCK
security would be more realistic.

Table 1 shows the key exchange protocol P1 (see [7]), which is a Diffie-Hellman-type, NAXOS-free and
eCK-secure key exchange protocol. The reason to present this protocol is that, it is used as a building block
for a leakage-resilient key exchange protocol which is presented in Section 4. Let k be the security param-
eter and group G be generated using a group generation algorithm which takes k as an input, where G is
a group of prime order g with generator g. Here a and A are the long-term secret and public keys of Alice,
while x and X are the ephemeral secret and public keys of Alice. After exchanging the public values both
principals compute a Diffie-Hellman-type shared secret, and then compute the session key using a random
oracle H.

Alice (initiator) Bob (responder)
aiZ;,Af—g” bfiZZ,BHQb
XiZ;,XHgX Alice,X y(iz*,y(_gy
Bob,Y
oo
7y — B%, Z; « B Z) — Ab, Z) — XP
Z3<—YH,Z4<—YX Z;«—AV,ZZ<—XV
K «— H(Z1, 22, Z3, Z4, Alice, X, Bob, Y) K — H(ZQ,Z;,Z;,ZL,AIICE,X, Bob, Y)

K is the session key

Table 1: Concrete construction of Protocol P1.

In order to compute the session key, Protocol P1 combines four components (Z; « B%, Z3 « Y9,
Zy «— Y*, Z, « BX) using the random oracle function H. These four components cannot be recovered by
the attacker without both the ephemeral and long-term secret keys of at least one protocol principal.

2.3 eCK-type leakage security models: Moriyama—Okamoto model

Earlier key exchange security models, such as the Bellare-Rogaway [9], Canetti—Krawczyk [13], and extended
Canetti-Krawczyk (eCK) [31] models, aim to capture security against an adversary who can fully compromise
some, but not all secret keys. For example, in the eCK model, a session key should be secure even if the
adversary has compromised either the long-term or ephemeral key at the client, and either the long-term or
ephemeral key at the server, but not all of the values at one party. This is not a very granular form of leakage,
and thus is not fully suitable for modelling side-channel attacks.

Moriyama and Okamoto have presented a suitable security model to capture leakage, and a proven secure
protocol in that model [37]. The security model introduced by Moriyama and Okamoto is based on the eCK
model. The Moriyama—-Okamoto model allows the adversary to obtain leakage of a long-term secret key sk,
of a protocol principal U, by issuing adaptively-chosen arbitrary leakage functions f; and specifying the
identity of the protocol principal U. Hence, in addition to the adversarial powers in the eCK model, the
Moriyama—Okamoto model provides:

e StaticKeylLeakage(f, U) query: From this query the adversary obtains f;(sk), where sk denotes the long-

term secret key of the principal U.
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Further, it is important to study the constraints in the Moriyama—-Okamoto model. We can identify the follow-

ing two main limitations in the Moriyama—Okamoto model:

(1) The adversary is allowed to obtain leakage from long-term secrets of protocol participants; this leakage
amount is bounded by some parameter A (in terms of bits).

(2) The model does not allow the adversary to obtain leakage after the test session is activated.

Since the Moriyama—Okamoto model is restricted to the bounded leakage, it can only address the side-
channel attacks such as cold boot attacks (to some extent), which happen due to the leakage of bounded
amount of information from the secret memory. The Moriyama—Okamoto model allows the adversary to reveal
either the long-term secret key or the ephemeral secret key of the target session (same as in the eCK model).
Additionally, the Moriyama—Okamoto model allows bounded amount of leakage of the long-term secret key
with the ephemeral secret key reveal from the target session. Thus the Moriyama—-Okamoto model addresses
the cold boot attacks to some extent by addressing following situations: the attacker reveals either of the
following:

(1) the long-term secret key,
(2) the ephemeral secret key,
(3) the ephemeral secret key and part of the long-term secret key of the target session.

Differently, side-channel attacks which happen due to the continuous leakage of secret keys, such as tim-
ing attacks or power analysis attacks, cannot be modelled using the Moriyama—Okamoto model, because the
Moriyama—-Okamoto model does not address continuous leakage of the long-term secret keys, which happens
whenever computations use the long-term secret keys. Further, restricting the leakage to occur only before
the target session is activated is not a natural restriction. Therefore, although the Moriyama—Okamoto model
addresses side-channel attacks for some extent, there is some gap between the Moriyama—Okamoto model
and real world side-channel attacks.

Those two limitations are considered when defining the freshness of a session in the Moriyama—Okamoto
model.

Moriyama—Okamoto freshness. A session ]"[f,,v is A-leakage fresh if the following conditions hold:

« [lp,v is afresh session in the sense of the eCK model.

«  Before the adversary activates the session []j; y, the total amount of leakage that the adversary obtains
from each partner principal of the session ]‘[?LV: U and V, is bounded by the leakage parameter A.

o After the session ]'H],V is activated, no leakage is allowed from the partner principals of the session ]'[?,’V.

Apart from the freshness condition, partnering and the security game are the same as in the eCK model.

3 Continuous after-the-fact leakage in restricted-eCK model

3.1 Continuous after-the-fact leakage (CAFL) model

In the CAFL model [4], the adversary is allowed to adaptively obtain partial leakage on the long-term secret
keys even after the test session is activated, as well as reveal session keys, long-term keys, and ephemeral keys.

Modelling leakage. This key exchange security model considers continuous leakage of the long-term secret
keys of protocol principals, because long-term secret keys are not one-time secrets, but they last for multi-
ple protocol sessions. Leakage of long-term secret key from one session affects the security of another session
which uses the same long-term secret key. By considering side-channel attacks which can be mounted against
key exchange protocols, the most realistic way to obtain the leakage information of long-term secret keys is
from the protocol computations which use long-term secret keys. Hence, following the premise “only compu-
tation leaks information” [35], the leakage is modelled to occur where computation takes place using secret
keys. By issuing a Send query, the adversary will get a protocol message which is computed according to the
normal protocol computations. Therefore, the instance of a Send query would be the appropriate instance to
address the leakage which occurs due to a computation which uses a long-term secret key. Thus, sending an
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adversary-chosen leakage function, f, with the Send query would reflect the premise “only computation leaks
information”. The leakage function f is an efficiently computable, adaptive leakage function.

Further, the amount of leakage of a secret key is bounded by a leakage parameter A, per computation.
The adversary is allowed to obtain leakage from many computations continuously. Hence, the overall leakage
amount is unbounded.

Adversarial powers. The adversary (a probabilistic algorithm) controls all interaction and communication
between parties. In particular, the adversary initiates sessions at parties and delivers protocol messages;
it can create, change, delete, or reorder messages. The adversary can also compromise certain short-term and
long-term secrets. Notably, whenever the party performs an operation using its long-term key, the adversary
obtains some leakage information about the long-term key. The following query allows the adversary A to
run the protocol, modelling normal communication:

e Send(U, V, s, m, f) query: The session H?J,V’ computes the next protocol message according to the protocol
specification on receipt of m, and sends it to the adversary A, along with the leakage f(sky) as described
in Section 3.1. The adversary A can also use this query to activate a new protocol instance as an initiator
with blank m.

The following queries allow the adversary A to compromise certain session specific ephemeral secrets and

long-term secrets from the protocol principals:

o SessionKeyReveal(U, V, s) query: A is given the session key of the session HSU,V if the session H{,,V isin
the accepted state.

e EphemeralKeyReveal(U, V, s) query: A is given the ephemeral keys of the session wa.

e Corrupt(U) query: A is given the long-term secrets of the principal U. This query does not reveal any
session keys or ephemeral keys to A.

Remark 3.1 (Corrupt query vs leakage queries). By issuing a Corrupt query, the adversary gets the party’s
entire long-term secret key. Separately, by issuing leakage queries (using leakage function f embedded with
the Send query) the adversary gets A-bounded amount of leakage information about the long-term secret key.
It may seem paradoxical to consider Corrupt and leakage queries at the same time. But there are good reasons
to consider both.

o Anon-leakage version of CAFL model (Send query without f) addresses KCI attacks, because the adversary
is allowed to corrupt the owner of the test session before the activation of the test session. In the CAFL
model, we allow the adversary to obtain leakage from the partner of the test session, in addition to allow-
ing the adversary to corrupt the owner of the test session.

o A non-leakage version of CAFL model (Send query without f) addresses partial weak forward secrecy,
because the adversary is allowed to corrupt either of the protocol principals, but not both, after the test
session is activated. In the CAFL model, we allow the adversary to obtain leakage from the uncorrupted
principal, in addition to allowing the adversary to corrupt one of the protocol principals.

Hence, the CAFL model allows the adversary to obtain more information than a non-leakage version of the

CAFL model.

Defining security. In this part we give formal definitions for partner sessions, freshness of a session and
security in the CAFL model.

Definition 3.2 (Partner sessions in CAFL model). Asin the eCK model, two sessions Hfj,v and Hi,’,’v, are said
to be partners if all of the following hold:

(1) wa and Hg,’v, have computed session keys. ,

(2) Sent messages from wa (= received messages) to I17;, .

(3) Sent messages from the session Hg',v' (= received messages) to Hﬁw.

(4) U=Vand V' =U.

(5) If U is the initiator, then V is the responder, or vice versa.

A protocol is correct if two partner sessions compute identical session keys in the presence of a passive
adversary (an adversary that can only listen to the communications, but cannot directly tamper with them).
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We now define what it means for a session to be A-CAFL-fresh in the CAFL model.

Definition 3.3 (A-CAFL-freshness). Let A be the leakage bound per occurrence. A session HSU,V is said to be
A-CAFL-fresh if and only if:
(1) Session H?},v or its partner Hsf,', y (if it exists) has not been asked a SessionkKeyReveal.
(2) If the partner H?," v €xists, none of the following combinations have been asked:
(a) Corrupt(U) and Corrupt(V).
(b) Corrupt(U) and EphemeralKeyReveal(U, V, s).
(c) Corrupt(V)and EphemeralKeyReveal(V, U, s').
(d) EphemeralkeyReveal(U, V, s) and EphemeralkeyReveal(V, U, s’).
(3) If the partner 1'[?," v does not exist, none of the following combinations have been asked:
(a) Corrupt(V).
(b) EphemeralKeyReveal(U, V,s).
(4) For each Send(U, -, -, -, f) query, the output of f is at most A bits.
(5) Foreach Ssend(V,-,-,-, f) query, the output of f is at most A bits.

Limitations of A-CAFL-freshness. When the adversary asks Corrupt and EphemeralKeyReveal queries,
there are two Corrupt--EphemeralKeyReveal query combinations which trivially expose the session key
of a session, in a scenario that a partner to that particular session exists:

(i) Corrupt(U) and EphemeralKeyReveal(U, V, s).

(ii) Corrupt(V)and EphemeralKeyReveal(V, U, s').

As in the other models we have compared with [31, 37] CAFL does not allow above combinations in the
freshness condition, as they trivially expose the session key of sessions Hi,’ v and H?,” y- Differently, in the other
models we have compared with, there are four Corrupt--EphemeralKeyReveal query combinations which do
not trivially expose the session key a session, in a scenario that a partner to that particular session exists:

(i) Corrupt(U) and Corrupt(V).

(ii) Corrupt(U) and EphemeralKeyReveal(V, U, s).

(iii) Corrupt(V) and EphemeralKeyReveal(U, V, s').

(iv) EphemeralkeyReveal(V, U, s) and EphemeralKeyReveal(U, V, s').

All the models we consider [31, 37] allow above combinations in the freshness condition, whereas the CAFL
model does not allow the query combinations (1) and (4) in the freshness condition.

When the adversary asks EphemeralKeyReveal and Corrupt queries, there are two query combinations
which trivially expose the session key of a session, in a scenario that a partner to that particular session does
not exist:

(i) Corrupt(V).

(ii) Corrupt(U) and EphemeralKeyReveal(U, V, s).

As in the other models we have compared with [31, 37] the CAFL does not allow above combinations in the

freshness condition, as they trivially expose the session key of sessions I, |, and H‘“{," y- By weakening that

condition, the CAFL model does not allow following two query combinations in the freshness condition when

a partner to the test session does not exist:

(i) Corrupt(V).

(ii) EphemeralKeyReveal(U, V, s) (instead of the queries EphemeralKeyReveal(U, V, s) and Corrupt(U) as in
other models).

Thus, the freshness of a non-leakage variant of the CAFL model (without conditions (4) and (5)) is weaker
than the eCK-freshness definition, because of the restriction enforced in conditions (2) (a) and (2) (d). Differ-
ently, the A-CAFL-freshness allows partial leakage of the long-term secret key of a protocol principal, even
when the partner principal is corrupted or EphemeralKeyReveal query is asked to the partner session. In
some sense that is stronger than the eCK-freshness definition, because according to the eCK-freshness, once
EphemeralKeyReveal query have been asked to a session, revealing the long-term secret key of the partner is
not allowed. Hence, although the freshness of a non-leakage variant of the CAFL model is weaker than the
eCK-freshness in some sense, A-CAFL-freshness achieved an improvement over eCK-freshness by means of
partial leakage of long-term secrets.
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We explain why the additional restrictions are introduced (restriction enforced in conditions (2) (a)
and (2) (d)) to the freshness condition of the CAFL model, more than in the freshness condition of the eCK
model as follows: Their aim was to construct a simple leakage-resilient two-pass key exchange protocol,
using a leakage-resilient public-key encryption scheme, in which each of the principals randomly chooses
its ephemeral secret key, encrypts it with the public key of the intended partner principal, and sends the
encrypted message to the intended partner principal. Defining eCK-style freshness makes it impossible to
prove the security of the simple two-pass key exchange protocol, because corrupting both principals to the
target session or revealing the ephemeral key from both sessions to the target session will trivially expose the
session key. Therefore, additional restrictions are enforced to the A-CAFL-freshness condition, but allow the
partial leakage of long-term secret keys, as the aim is to model the side-channel attacks.

Security of a key exchange protocol in the CAFL model is defined using the a security game (similar to
the security game in the eCK model), which is played by a probabilistic polynomial time adversary A against
the protocol challenger. Succ 4 is the event that A wins the security game. The security is defined as follows:

Definition 3.4 (A-CAFL-security). A protocol 7 is said to be A-CAFL-secure if there is no probabilistic polyno-
mial time algorithm A that can win the security game with non-negligible advantage. The advantage of an
adversary A is defined as Advf,'CAFL(A) = |2 Pr(Succy) - 1|.

Practical interpretation of security of CAFL model. We review the relationship between the CAFL model and

real world attack scenarios.

» Active adversarial capabilities: Send queries address the powers of an active adversary who can con-
trol the message flow over the network. In the previous security models, this property is addressed by
introducing the send query.

o Side-channel attacks: Leakage functions are embedded with the Send query. Thus, assuming that the
leakage happens when computations take place in principals, a wide variety of side-channel attacks,
such as timing attacks, EM emission based attacks, power analysis attacks, which are based on contin-
uous leakage of long-term secrets, are addressed. This property is not addressed in the earlier security
models such as the BR models, the CK model, the eCK model and the Moriyama—Okamoto model.

o Cold boot attacks: The CAFL model allows the adversary to reveal either the long-term secret key
(Corrupt query) or the ephemeral secret key (EphemeralKeyReveal query) of the target session (same as
in the eCK model and the Moriyama—Okamoto model). Thus these queries address the cold boot attacks
to some extent, where the cold boot attacks reveal either (i) the long-term secret key or (ii) the ephemeral
secret key of the target session. Note that the Moriyama—Okamoto model addresses the cold boot attacks
by additionally covering the situation, where the attacker reveals (iii) the ephemeral secret key and part
of the long-term secret key of the target session. Thus, the Moriyama—Okamoto model is more suitable to
model cold boot attacks.

o Malware attacks: EphemeralKeyReveal queries cover the malware attacks which steal stored ephemeral
keys, given that the long-term keys may be securely stored separately from the ephemeral keys in places
such as smart cards or hardware security modules. Separately, Corrupt queries address malware attacks
which steal the long-term secret keys of protocol principals. In the previous security models, this property
is addressed by introducing the ephemeral-key reveal, session-state reveal and corrupt queries.

o Weak random number generators: Due to weak random number generators, the adversary may cor-
rectly determine the produced random number. EphemeralKeyReveal query addresses situations where
the adversary can get the ephemeral secrets. In the previous security models, this property is addressed
by introducing the ephemeral-key reveal query or the session-state reveal query.

o Known key attacks: SessionKeyReveal query covers the attacks which can be mounted by knowing past
session keys. In the previous security models, this property is addressed by introducing the session key
reveal query.

« Key compromise impersonation attacks: A-CAFL-freshness allows the adversary to corrupt the owner
of the test session before the activation of the test session. Hence, the CAFL model security protects
against the key compromise impersonation attacks. In the eCK model and the Moriyama—Okamoto
model, this property is addressed by introducing the long-term key reveal query to the owner of the target
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session, before the session is completed. Earlier models such as the BR models and the CK model do
not allow the adversary to reveal the long-term secret key of the owner of the target session before it is
expired, and hence do not address this property.

o Partial weak forward secrecy: 1-CAFL-freshness allows the adversary to corrupt either of the protocol
principals, after the test session is activated. Hence, the CAFL model addresses partial weak forward
secrecy. The eCK model and the Moriyama—Okamoto model allow the adversary to reveal the long-term
secret keys of both protocol principals of the target session after the target session is activated, as long as
the adversary is passive. Hence they address weak forward secrecy. The CK model allows the adversary
to reveal the long-term secret keys of both protocol principals of the target session, after the session is
expired but regardless of whether the adversary is passive or active. Therefore, the CK model address
perfect forward secrecy.

3.2 Constructing CAFL-secure key exchange protocols

Table 2 shows the generic construction of protocol 771, which is CAFL-secure. The protocol 771 is a key agree-
ment protocol, in which each of the principals randomly chooses its ephemeral secret key, encrypts it with
the public key of the intended partner principal, and sends the encrypted message to the intended partner
principal. After exchanging the ephemeral secrets both principals compute the session key with ephemeral
secrets, identities of the two principals and the protocol message sequence, using a pseudo-random func-
tion. Updating the secret keys of protocol principals is an essential ingredient in achieving CAFL security.
For this generic protocol construction, the underlying public-key encryption scheme is chosen to be a con-
tinuous leakage-resilient public-key encryption scheme, which updates the secret key after each decryption
operation. This public-key encryption scheme is used to achieve the continuous leakage resiliency of the key
exchange protocol.

The generic CAFL-secure protocol construction that is initially presented in [4] is vulnerable against
active adversary. In the following we explain the reason: In that protocol construction, the inputs to the
key derivation function KDF contain the two ephemeral values, r4 and rg, and the identities of the initia-
tor and the responder, A and B, respectively: KDF(r4 | rg, 1, k, A || B). Assume that the target session is
in A. If the adversary corrupts A, decrypts the protocol message from Cg, then re-encrypt the correspond-
ing plaintext again using pk,, that makes a different plaintext C},, due to probabilistic encryption. Then if
the adversary sends Cg to A, instead of Cp, and executes the rest of the protocol, it results that A’s session
and B’s session are not matching, because the message Cg computed by B is different from the message C )’3
received by A, but compute the same session key. Thus, the adversary can issue SessionKeyReveal query
to the session at B and thus trivially learn the session key of the target session. Cremers [15] showed that
such attacks can be avoided by using the session identifier in the key derivation step together with other

A (initiator) B (responder)
Initial setup
ska, pky — KG(1K) skg, pkg — KG(1%)
Protocol execution
ra — {0, 1} rg — {0, 1}
Ca < Enc(pkg, ra) Aca, (sk, ra) < Dec(skg, Ca)
skg « skj
(sky, rg) < Dec(ska, Cg) L Cp « Enc(pky, rp)
ska — sk
K — PRF(ra, Al Call Bl Cp) K « PRF(ra, Al Call B |l Cp)
®PRF(rg, Al Call Bl Cp) ®PRF(rg, Al Call B |l Cp)

K is the session key

Table 2: Generic CAFL-secure protocol construction: Protocol r1.
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shared secrets. In this paper we re-design the protocol accordingly to ensure that mismatching sessions do
not compute same session keys. Thus, the session key is derived using a pseudo-random function (two calls to
the PRF) as K <« PRF(r4,A | C4 | B || CB) ® PRF(rg, A | C4 || B | Cg) such that it contains the session iden-
tifier A | C4 || B || Cp as an input to the pseudo-random function.

Here we use a multiple-call pseudo-random function PRF, instead of a key derivation function KDF, to
ensure that the adversary chosen r4 or rg, can be used in the session key derivation, when the presence of an
active adversary. Since the input o = r4 || rp to the KDF should be uniformly random in the security definition
of the KDF, using adversary chosen r4 or rp in the ¢ of KDF input is not allowed.

Protocol construction. In Table 2, we show the construction of protocol 71 with the fixture to the mentioned
problem. Here KG, Enc and Dec are the key generation, encryption and decryption algorithms of the under-
lying adaptively chosen ciphertext after-the-fact leakage (CCLA2) secure public-key cryptosystem PKE (Sec-
tion C.3.2), and PRF is a pseudo-random function (Section C.2.2) which generates the session key of length k.

Security proof of Protocol m1 in the CAFL model.

Theorem 3.5. The protocol ml is A-CAFL-secure, whenever the underlying public-key cryptosystem PKE is
CCLA2-secure and PRF is a pseudo-random function.

Let U ={U1,...,Un,} be a set of Np parties. Each party U; owns at most Ns number of protocol ses-
sions. Let A be any PPT adversary against the key exchange protocol n1. Then the advantage of A against
the CAFL-security of Protocol m1, Ad n'fAFL, is

AdVA AL (4) < NZN2 (AdVSER? (D) + Advpre(B)),

where B, D are efficient algorithms constructed using the adversary A, against the underlying pseudo-random
function, PRF, and the public-key cryptosystem, PKE, respectively.

The detailed proof of this theorem is in Appendix A.

Leakage tolerance of the CAFL-secure protocol m1. In the created protocol, a principal simply encrypts
a randomly-chosen ephemeral key using a CCLA2-secure public key encryption scheme, and sends it to the
partner principal. Therefore, the leakage tolerance is exactly same as the leakage tolerance of the underlying
CCLA2-secure public key encryption scheme.

Dziembowski and Faust [19] constructed a CCLA2-secure public-key cryptosystem, where the secret key
sk = (x1,Xx2) € (Z;)2 is split into two parts £, sk such that £g & (zz)" at random and rgx < (Z;;)"Xz hold-
ing £ - rsk = sk, where n is the statistical security parameter. They proved their public-key cryptosystem is
CCLA2-secure for A = 0.15 - n-log g — 1. So if we consider n = 20 and log(g — 1) to be 1024, we can allow
A = 3072 bits of leakage, from each split per occurrence. Considering only the most expensive computations,
the computation cost of Enc and Dec is five exponentiations for each.

4 After-the-fact leakage in eCK model

4.1 Bounded/continuous after-the-fact leakage eCK model

The continuous after-the-fact leakage key exchange security model (CAFL) mentioned in Section 3 enforces
more restrictions to the freshness definition, more than in the eCK model [31] or Moriyama—QOkamoto
model [37]: it does not allow to reveal the ephemeral keys of both principals as to corrupt both protocol
principals of the target session, etc. So there is a necessity to accommodate a reasonable security model
which addresses more granular leakage and at the same time does not enforce more restrictions than cur-
rently existing key exchange security models.

In this section, we present a generic leakage-security model for key exchange protocols [6], which can be
instantiated as a bounded leakage variant as well as a continuous leakage variant.
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This after-the-fact leakage eCK (( - )AFL-eCK) model can be instantiated in two different ways which leads
to two security models. Namely, bounded after-the-fact leakage eCK (BAFL-eCK) model and continuous after-
the-fact leakage eCK (CAFL-eCK) model. The BAFL-eCK model allows the adversary to obtain a bounded
amount of leakage of the long-term secret keys of the protocol principals, as well as reveal session keys, long-
term secret keys and ephemeral keys. Differently, the CAFL-eCK model allows the adversary to continuously
obtain arbitrarily large amount of leakage of the long-term secret keys of the protocol principals, enforcing
the restriction that the amount of leakage per observation is bounded.

In both instantiations of the (- )AFL-eCK model the partnering definition and the adversarial powers are
same. The freshness conditions differ according to the leakage allowed. So it is possible to define the partner-
ing and adversarial powers in the (-)AFL-eCK model and define the freshness separately in each BAFL-eCK
and CAFL-eCK models.

Modelling leakage. A tuple of 7 adaptively chosen efficiently computable leakage functions

f=(fyy, f25, - fj)

are introduced; the size n of the tuple is protocol-specific, and j indicates the jth leakage occurrence. A key
exchange protocol may use more than one cryptographic primitive and each primitive uses a distinct secret
key or secret state (in signature schemes). Hence, it is needed to address the leakage of secret keys or secret
states from each of those primitives. Also, some cryptographic primitives which have been used to construct
a key exchange protocol may be stateful cryptographic primitives. The execution of a stateful cryptographic
primitive is split into a number of sequential stages and each of these stages uses one part of the secret key. The
tuple of leakage functions f = (f1j, f2j, . . . , frj) leaks information from the secret key of each of the underlying
primitives or each split of the secret keys at occurrence j. There exists a leakage parameter A = (A1, ..., Az),
where each A; bounds the leakage for the corresponding primitive as key split.

Adversarial powers. The adversary A is a probabilistic polynomial time (PPT) algorithm that controls the

whole network. Note that A interacts with a set of sessions which represent protocol instances. The following

query allows the adversary A to run the protocol:

o Send(U,V, s, m,f)query: The session HSU’ v» computes the next protocol message according to the protocol
specification and sends it to the adversary A, along with the leakage f(sky). The adversary A can also
use this query to activate a new protocol instance as an initiator with blank m.

The following set of queries allow the adversary .A to compromise certain session specific ephemeral secrets

and long-term secrets from the protocol principals:

o SessionKeyReveal(U, V, s) query: A is given the session key of the session HSU,V.

+ EphemeralKeyReveal(U, V, s) query: A is given the ephemeral keys (per-session randomness) of I, ;.

o Corrupt(U) query: A is given the long-term secrets of the principal U. This query does not reveal any
session keys or ephemeral keys to A.

Once the session HfLV has accepted a session key, the adversary A attempt to distinguish it from a random

session key by asking the following query. The Test query is used to formalize the notion of the semantic

security of a key exchange protocol:

o Test(U, s) query: When A asks the Test query, the challenger first chooses a random bit b & {0, 1} and
if b = 1, then the actual session key is returned to A, otherwise a random string chosen from the same
session key space is returned to A. This query is only allowed to be asked once across all sessions.

Remark 4.1 (Corrupt query vs leakage queries). By issuing a Corrupt query, the adversary gets the party’s
entire long-term secret key. Separately, by issuing leakage queries (using a tuple leakage function f embed-
ded with the Send query) the adversary gets respectively A-bounded leakage information about the long-term
secret key(s). It may seem paradoxical to consider Corrupt and leakage queries at the same time. But there is
a good reason to consider both.

The eCK model addresses KCI attacks, because the adversary is allowed to corrupt the owner of the test
session before the activation of the test session. In the (- )AFL-eCK model, we allow the adversary to obtain
leakage from the partner of the test session, in addition to allowing the adversary to corrupt the owner of the
test session.
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Hence, the (-)AFL-eCK model allows the adversary to obtain more information than the eCK model.
Moreover, none of the existing security models such as BR, CK, CKymqy, eCK allow a Send query with a tuple
leakage function f. Hence, we can see that (- )AFL-eCK allows the adversary to obtain leakage information
which none of the existing security models allow.

Bounded after-the-fact leakage-eCK model. In the BAFL-eCK model the total amount of leakage of each
secret key of the underlying cryptographic primitives or each split of the secret key of the underlying stateful
cryptographic primitives are bounded by leakage parameters. The leakage parameters are primitive-specific.

If the total leakage bound of the ith cryptographic primitive (or the total leakage bound of the ith state of
the stateful cryptographic primitive) is A; and the leakage function f;; outputs leakage bits of the secret key
of the ith cryptographic primitive (or leakage bits of the ith split of the secret key), then for leakage resilience
of ith cryptographic primitive (or the stateful cryptographic primitive), we need that };; |fij(si)| < A;.

Definition 4.2 (A-BAFL-eCK-freshness). Let A = (A4, ..., A7) be a vector of 7 elements (same size as f in the
Send query). A session IIy; , is said to be A-BAFL-eCK-fresh if and only if all of the following conditions
hold:
(1) Session Hi/,v or its partner H?,:U (if it exists) has not been asked a SessionKeyReveal.
(2) If the partner Hf/', y €xists, none of the following combinations have been asked:
(a) Corrupt(U) and EphemeralKeyReveal(U, V, s).
(b) Corrupt(V) and EphemeralkeyReveal(V, U, s').
(3) If the partner H?,', y does not exist, none of the following combinations have been asked:
(@) Corrupt(V).
(b) Corrupt(U) and EphemeralKeyReveal(U, V, s).
(4) Forall send(U, -, -, -, f) queries, 2 fij(skupl < Ai.
(5) Forall send(V,-,-,-,f) queries, Z]- Ifij(sky)| < A;.

Continuous after-the-fact leakage-eCK model. In the CAFL-eCK model, continuous leakage of each secret
key of the underlying cryptographic primitives or each split of the secret key of the underlying stateful crypto-
graphic primitives is allowed. The only restriction is that the amount of leakage per occurrence is bounded
by leakage parameters. The leakage parameters are primitive-specific.

If the leakage bound of the ith cryptographic primitive is A; per leakage occurrence and the leakage func-
tion f;; outputs leakage bits of the secret key of the ith cryptographic primitive, then for leakage resilience
of the ith cryptographic primitive we need that |fjj(sk;)| < A;, per leakage occurrence. If the leakage bound of
the ith state of the stateful cryptographic primitive is A; per leakage occurrence and the leakage function fj;
outputs leakage bits of the ith split of the secret key, then for leakage resilience of the stateful cryptographic
primitive we need that |fjj(sk;)| < A;, per leakage occurrence.

Definition 4.3 (A-CAFL-eCK-freshness). Let A = (A4, ..., Aj) be a vector of f elements (same size as f in the
Send query). A session H?LV is said to be A-CAFL-eCK-fresh if and only if conditions (1)—(3) of Definition 4.2
and all of the following hold:

(4) For each Send(U, -, -, -, f) query, the size of the output of |f;j(sky;)| < A;.

(5) Foreach Send(V,-, -, -, f) query, the size of the output of |f;j(sky;)| < A;.

Defining security. In this part we give formal definitions for partner sessions and security in the (- )AFL-eCK
model.

Definition 4.4 (Partner sessions in (-)AFL-eCK model). Two sessions HSU,V and H%",v' are said to be partners
if all of the following hold:

(1) Both Iy, and HZ’,’V, have computed session keys.

(2) Messages sent from Hi},v and messages received by HSl',V' are identical.

(3) Messages sent from the session H%’,’V, and messages received by H?,,V are identical.

(4) U =Vand V' = U.

(5) Exactly one of U and V is the initiator and the other is the responder.

The protocol is said to be correct if two partner sessions compute and accept identical session keys.
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Security of a key exchange protocol in the A-BAFL-eCK model is defined using the a security game (similar to
the security game in the eCK model). If we consider A-BAFL-eCK-freshness, the security game is BAFL-eCK,
otherwise if we consider A-CAFL-eCK-freshness, it is CAFL-eCK security game.

Let Succ 4 be the event that the adversary A wins the security game. The security is defined as follows:

Definition 4.5 (A-(- )AFL-eCK-security). A protocol 77is said to be A-(-)AFL-eCK-secure if there is no PPT algo-
rithm A that can win the A-(-)AFL-eCK security game with non-negligible advantage. The advantage of an
adversary A is defined as Advﬁ* ' )AFL'ECK(A) = |2 Pr(Succy) - 1|.

Practical interpretation of security of AFL-eCK model. The (-)AFL-eCK model addresses the real world attack

scenarios which were discussed in Section 3.1, with the following differences.

o Cold boot attacks: The (-)AFL-eCK model allows the adversary to reveal either the long-term secret
key (Corrupt query) or the ephemeral secret key (EphemeralKeyReveal query) of the target session. The
bounded leakage instantiation of the (- )AFL-eCK model, the BAFL-eCK model, allows bounded amount
of leakage of the long-term secret key with the ephemeral key reveal. Thus these queries address the cold
boot attacks to some extent, where the cold boot attacks reveal either (i) the long-term secret key, (ii) the
ephemeral secret key, or (iii) the ephemeral secret key and part of the long-term secret key of a protocol
principal, which is same as in the Moriyama—Okamoto model. The improvement of the BAFL-eCK model
is that it allows the adversary to obtain the partial leakage of long-term secret key even after the test
session is established, which is not allowed in the Moriyama—Okamoto model.

o Weak forward secrecy: (- )AFL-eCK-freshness allows the adversary to corrupt both of the protocol prin-
cipals of the target session, after the test session is activated, as long as the adversary is passive. Hence,
the (- )AFL-eCK model addresses weak forward secrecy, as for the eCK model and the Moriyama—Okamoto
model.

o eCK security: The (-)AFL-eCK model is a leakage-resilient version of the eCK model [31], hence the
(-)AFL-eCK model captures all possible attacks from ephemeral and long-term key compromises. More
precisely, in sessions where the adversary does not modify the communication between parties (passive
sessions), the adversary is allowed to reveal both ephemeral secrets, both long-term secrets, or one of
each from two different parties, whereas in sessions where the adversary may forge the communication
of one of the parties (active sessions), the adversary is allowed to reveal the long-term or ephemeral key
of the other party.

The main reason to introduce a generic-style security model, the (- )AFL-eCK model, and then present two
instantiations (BAFL-eCK model and CAFL-eCK model) is to offer more flexibility to construct leakage-resilient
key exchange protocols. The (- )AFL-eCK model gives a reasonable security framework for key exchange pro-
tocols capturing a wide range of practical attacks including side-channel attacks. The only difference between
the two instantiations is the leakage allowance (bounded or continuous). If we need to implement a key
exchange protocol which is resilient to cold boot attacks, we use the BAFL-eCK model as the security frame-
work, whereas if we need to implement a key exchange protocol which is secure against continuous-leakage
side-channel attacks such as timing, power analysis and EM radiation, we use the CAFL-eCK model as the
security framework.

4.2 Constructing (-)AFL-eCK-secure key exchange protocol

The motivation of LaMacchia, Lauter and Mityagin [31] in designing the eCK model was that an adversary
should have to compromise both the long-term and ephemeral secret keys of a party in order to recover the
session key. In their NAXOS protocol, the main way this is accomplished is using what is now called the
NAXOS trick.

Leakage-resilient NAXOS trick [6]. Moving to the leakage-resilient setting requires rethinking the NAXOS
trick. In the model “only computation leaks information”, we must consider leakage at any place the long-term
secret key is used. Thus, some kind of leakage-resilient NAXOS trick is needed. As noted above, the initiator
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must not store the pseudo-ephemeral value, esk, and instead must apply the NAXOS trick twice for each
session. The hash function H is replaced with a new leakage-resilient NAXOS trick to compute the pseudo-
ephemeral value. The requirement is, given the long-term secret key and a particular ephemeral key, the
NAXOS trick should always compute the same pseudo-ephemeral value such that without knowing both the
long-term and ephemeral keys the adversary is unable to compute the pseudo-ephemeral value. Moreover,
the NAXOS trick computation should be resilient to the leakage of the long-term secret key, which happens
even after the test session is activated.

A leakage-resilient NAXOS trick is achieved by using the decryption function of a CPLA2-secure public-
key cryptosystem [22]. Since decryption is deterministic, given the long-term secret key and a randomly
chosen ciphertext, it will output the corresponding plaintext. So one can randomly choose an ephemeral key
and use it as the ciphertext to the decryption function, and obtain the corresponding plaintext (output of the
decryption function) as the pseudo-ephemeral value. Without knowing both the long-term and ephemeral
keys, it is infeasible to compute the pseudo-ephemeral value. Thus, a leakage-resilient NAXOS trick can be
achieved and the pseudo-ephemeral value can be computed. Further, bounded or continuous leakage-resilient
key exchange protocol can be constructed, if the underlying public-key cryptosystem is bounded or continu-
ous leakage-resilient.

Pair generation indistinguishability [6]. Using a decryption algorithm of a CPLA2-secure public-key crypto-
system does not work for our requirement unless the public-key cryptosystem has a special property: any
randomly chosen ciphertext should be decrypted without rejection. A randomly chosen ciphertext can be
rejected with a significant probability if NIZK proofs have been used for CPLA2-secure public-key crypto-
systems. In NIZK proofs, the party which creates a ciphertext should provide a proof of knowledge of the
plaintext, and the party which decrypts the ciphertext first verifies the proof, then only if the proofis correct it
decrypts the ciphertext, otherwise rejects. Use of a CPLA2-secure public-key cryptosystem without the special
property would allow the adversary to break the protocol with a significant probability whenever a randomly
chosen ciphertext is rejected. The special property is defined as pair generation indistinguishability.

Definition 4.6 (Pair generation indistinguishability). Let PKE = (KeyGen, Enc, Dec) be a public-key crypto-
system. For (p, s) < KeyGen(1%), let D(lp S) and Dgp’s) be two distributions such that

D(lp’s) = {(m, c):m & M, c & Enc(p, m)} and D(zp’s) = {(m, c):c & C, m « Dec(s, c)},

where M is the message space and C is the ciphertext space. For € > 0, the public-key cryptosystem PKE is
e-pair-generation-indistinguishable (e-PG-IND) if for all (p, s) & KeyGen(1¥), SD(D?®, D¥*)) < e.

Recall that the statistical distance, SD, between two distributions X and Y over a domain U is defined as

SD(X, V) = = Y [Pr[X = u] - Pr[Y = u]|.
2 uelU

The notion of pair generation indistinguishability shares some resemblance with the pseudo-random
decapsulation notion introduced by Abdalla, Catalano and Fiore [2], where the notion was needed for the
construction of verifiable random functions from identity-based key encapsulation schemes. They presented
a methodology to construct verifiable random functions (VRFs) from a class of identity based key encapsu-
lation mechanisms (IB-KEM) that is called VRF suitable. An IB-KEM is VRF suitable if it provides a unique
decryption (i.e. given a ciphertext C produced with respect to an identity ID, all the secret keys correspond-
ing to identity ID’, decrypt to the same value, even if ID = ID’) and it satisfies an additional property called
pseudo-random decapsulation. Pseudo-random decapsulation means that if one decrypts a ciphertext C,
produced with respect to an identity ID, using the decryption key corresponding to any other identity ID' the
resulting value looks random to a polynomially bounded observer. Both the pair generation indistinguishabil-
ity and the pseudo-random decapsulation notions are similar, except that the pseudo-random decapsulation
is in the identity-based setting whereas the pair generation indistinguishability is in the public key setting.

We show a 0-PG-IND public-key cryptosystem available in the literature. Naor and Segev [38] described
the framework of a hash proof system [14] as a key-encapsulation mechanism using the notion of Kiltz,
Pietrzak, Stam and Yung [27]. Let K be the symmetric key space, let C be the valid ciphertext space and let M be
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the message space. Both K and C are of the same size and elements of M are p-bit strings. The leakage-resilient
public-key cryptosystem of Naor and Segev encrypts an arbitrary message m & Mas (P, c, seed), where
c & C with the corresponding witness w (of the fact that ¢ is indeed a valid ciphertext from C), seed & {0, 1}
isarandom seed and ¥ = Ext(Pub(p, ¢, w), seed)®m. Here Ext : Kx {0, 1}! — {0, 1}* is a public average-case
strong extractor function [18], p is the public key and Pub is the deterministic public evaluation function of
the underlying key-encapsulation mechanism. Pub receives as input a public key p, a valid ciphertext c € C
and the corresponding witness w, and outputs an encapsulated key in K. Whenever a random (¥, c, seed)
is sampled, the decryption, m «— ¥ & Ext(Priv(s, c), seed) corresponds to a random m € M. Priv is a private
evaluation algorithm of the underlying key-encapsulation mechanism, receives as input the secret key s (of
the public key p) and a valid ciphertext ¢, and outputs an encapsulated key in K. Thus, the leakage-resilient
public-key cryptosystem of Naor and Segev is 0-PG-IND. The generic CPLA2-secure public-key cryptosystem
of Halevi and Lin [22] can be instantiated using the leakage-resilient public-key cryptosystem of Naor and
Segev. Hence, instantiation of the generic CPLA2-secure public-key cryptosystem of Halevi and Lin is also
0-PG-IND.

Authenticating protocol messages. After computing the pseudo-ephemeral value by the NAXOS trick, a prin-
cipal computes a Diffie-Hellman exponentiation and sends it to the other protocol principal. If that value is
sent alone, the protocol is not secure because there is no authentication for the protocol messages, and hence
an attacker can simply replace the original protocol message with its own value. In order to prevent this, it
is necessary to provide authenticity to the protocol messages. There are unforgeable against chosen message
leakage (UFCMLA) secure signature schemes available in the literature [12, 21, 26, 33], which can be used
to sign the protocol messages and provide authenticity. Further, the key exchange protocol is bounded or
continuous leakage-resilient if the underlying signature scheme is bounded or continuous leakage-resilient.

Weakening the (-)AFL-eCK model. The EphemeralKeyReveal query of the (-)AFL-eCK model allows the
adversary to learn the randomness used in the session, including the randomness used in signing. Full leak-
age of the randomness is not allowed in leakage-resilient signature schemes. We notice that Alawatugoda,
Stebila and Boyd [6] missed this fact. In order to use available leakage-resilient signature schemes in the pro-
tocol instantiation, we will assume that the EphemeralKeyReveal query will not reveal the randomness used
to compute the signature. Therefore, in this generic protocol construction, the security model we consider
is slightly weaker than the actual (- )AFL-eCK model, as it does not reveal the randomness used for signing
with the EphemeralKeyReveal query. We name the weaker model as w( - )AFL-eCK model.

We found that the generic protocol construction of [6] is vulnerable against active adversary. In the
following we explain the reason: In that protocol construction, the inputs to the key derivation function con-
tain the Diffie-Hellman shared secret, and the identities of the initiator and the responder, A and B, respec-
tively: KDF(g™®, 1, k, A | B). Assume that the target session is in B. If the adversary corrupts B and gets
the signing key of B, re-sign the protocol message Xz computing the new signature o7, that makes a differ-
ent signature from o, due to probabilistic signing algorithm. Then if the adversary sends B, A, Xp, 0 to B,
instead of B, A, Xp, 0, and executes the rest of the protocol, it results that A’s session and B’s session are
not matching, because the message B, A, Xp, 0p computed by B is different from the message B, A, Xp, 0)’3
received by A, but compute the same session key. Thus, the adversary can issue SessionKeyReveal query
to the session at A and thus trivially learn the session key of the target session. Cremers [15] showed that
such attacks can be avoided by using the session identifier in the key derivation step together with other
shared secrets. Thus, in this paper we re-design the protocol accordingly to ensure that mismatching ses-
sions do not compute same session keys. Thus, the session key is derived using a pseudo-random function as
K «— PRF(ms, A | X4 |l 04 | B | Xg | o) such that it contains the session identifier A | X4 || 04 | B|| XB || 08
as an input to the pseudo-random function. The shared secret ms is derived as ms « I(DF(X?, 1,k,1). The
o input to the KDF is the Diffie-Hellman shared secret value X% anditis a uniformly random element of the
group, and therefore we can use KDF in the simulation without any problem.

Protocol construction. In Table 3, we show the construction of protocol 7 with the fixture to the mentioned
problem. Here KeyGen, Enc and Dec are the key generation, encryption and decryption algorithms of the
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A (initiator) B (responder)
Initial setup
ska, vka < KG(15) skg, vks <& KG(1K)
Sa, PA i3 KeyGen(1K) S8, PB & KeyGen (1K)
Protocol execution
ra S¢ If Vfy(vka, Xa, 0a) = “true” {
Ta < Dec(sa, ra) rg <& C
Xa— g™ g < Dec(sg, ra)

A,B,Xp,04 A
AN XB — grB

o5 < Sign(sks, (B, A, Xg))

oa & sign(ska, (A, B, Xa))
I B,A,Xg,08
BAXe.08

1-1If Vfy(vks, (B, A, Xg), 05) = “true” {

Ta < Dec(sa, ra)

ms —KDF(XZ, 1, k, 1) ms —KDF(X}Z, 1, k, 1)

K — PRF(ms,A || Xa Il o4 || B Il X5 Il 08) K — PRF(ms,A || Xa ll o4 || B Il X5 Il 08)
} }

K is the session key

Table 3: Generic w( - )AFL-eCK-secure protocol construction: Protocol .

underlying CPLA2-secure (Section C.3.3), e-PG-IND-public-key cryptosystem PKE with ciphertext space C.
Moreover, we choose the message space M of the underlying public-key encryption scheme PKE to be equal
to Zj. Furthermore, KG, Sign and Vfy are the key generation, signature generation and signature verifica-
tion algorithms of the underlying leakage-resilient signature scheme SIG (Section C.3.4). The protocol 7 is
a Diffie-Hellman-type [16] key agreement protocol, where G is a group of prime order g with generator g.
After exchanging the public values both principals compute a Diffie-Hellman-type shared secret value,
KDF is a secure key derivation function (Section C.2.1) which generates a shared secret key (ms) using the
Diffie-Hellman-type shared secret key, and PRF is a pseudo-random function (Section C.2.2) that is used to
compute the session key using that shared key, ms, and the protocol message sequence. The computations
which leak information are underlined.

Remark 4.7. In Table 3, let C be the ciphertext space: in a setting like in [38], the random r values are not
just chosen from C, but from C= {0, 1}* x C x {0, 1}!, which gives random r & C in the form (¥, c, seed).

Security proof of Protocol m in the w(-)AFL-eCK model. We prove the security of the generic protocol
in the w(-)AFL-eCK model. If the underlying primitives are secure in the bounded or continuous leak-
age model, the protocol 7 is BAFL-eCK-secure or CAFL-eCK-secure, respectively (with the restriction that
EphemeralKeyReveal query does not reveal the randomness used in the signature computation).

Theorem 4.8. The protocol  is Advﬁ'w( DAFLeCK_cocure whenever the underlying public-key cryptosystem PKE

is CPLA2-secure and e-PG-IND, the key derivation function KDF is secure with respect to a uniformly random
source key material, the signature scheme SIG is UFCMLA-secure, PRF is a pseudo-random function, the DDH
and the ODH [1] assumptions hold.
LetU ={Uy, ..., Un,} be aset of Np parties. Each party U; owns at most Ns number of protocol sessions.
Let A be any PPT adversary against Protocol m. Then the advantage of A against A-w( - )AFL-eCK-security of
A-w(-)AFL-eCK .
protocol i, Advy , 1S

AdVAOATLCE 4y & max| N2N2[ (AdVERH(€) + Advior(B) + Advere()) + 3]

r 1
NZNZ | (Advp2(€) + Advkpr(B) + Adverp(d) + 2Adviy** (D) + 2€) + 7 ]

N2N2 [ (AdvORH(R) + Advpre(d) + 2AdVERER (D) + 2€) + %] , NpAdngFGCMLA(E)],
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where B, C, D, &, J, R are efficient algorithms constructed using the adversary A, against the underlying key
derivation function, KDF, DDH problem, public-key cryptosystem, PKE, the signature scheme, SIG, pseudo-
random function, PRF, and Oracle Diffie—Hellman problem respectively. The PKE is e-PG-IND.

The detailed proof of this theorem is in Appendix B.

Leakage tolerance of the w( - )AFL-eCK-secure protocol m: wBAFL-eCK-secure instantiation. In the presented
protocol, a principal uses a decryption function of a CPLA2-secure e-PG-IND-public-key cryptosystem to com-
pute the NAXOS value in a leakage-resilient manner and sets the Diffie-Hellman exponent as the decrypted
message. Then the principal uses a UFCMLA-secure signature scheme to authenticate the message. There-
fore, the leakage tolerance from the secret key used to compute the NAXOS value is exactly the same as the
leakage tolerance of the underlying CPLA2-secure public key encryption scheme, and the leakage tolerance
from the secret key used to compute the signature is exactly same as the leakage tolerance of the underlying
UFCMLA-secure signature scheme.

Halevi and Lin [22] constructed a generic CPLA2-secure public-key cryptosystem which is secure against
bounded leakage and also satisfies pair generation indistinguishability. It can be instantiated with the DDH-
based leakage-resilient public-key encryption scheme of Naor and Segev [38] with decryption cost of four
exponentiations, and for a key length k the leakage is bounded by (1 - 0(1))k. Katz and Vaikuntanathan [26]
constructed a UFCMLA-secure signature scheme in the bounded leakage model, where a signature can be
generated with cost of two exponentiations, and verified with cost of four exponentiations (with a simple NIZK
proof). The signature scheme of Katz and Vaikuntanathan contains signing and verification operations based
on NIZK protocols. For a key length k, the signature scheme tolerates leakage of (1 — k!) - k, for any constant
t < 1. Hence, this protocol can be instantiated with the above mentioned leakage-resilient signature scheme
and the public-key encryption scheme, and achieve leakage tolerance according to the leakage parameters
specified in the above mentioned cryptographic constructions.

4.3 Concrete CAFL-eCK-secure key exchange protocol [7]

In Section 4.2 we presented a generic construction for a protocol which is proven secure in the w(-)AFL-eCK
security model. However, when it comes to a concrete construction, the presented generic protocol can only
be instantiated in a way that is secure in the bounded version of the security model and the model we con-
sidered is slightly weaker than the desired (- )AFL-eCK model. Up to now there are no suitable cryptographic
primitives which can be used to instantiate the generic protocol in the continuous leakage variant of the
security model, as well as in the desired (-)AFL-eCK model. Now we present a concrete protocol construc-
tion [7] which is proven secure in the continuous leakage instantiation of the (-)AFL-eCK model, namely
the CAFL-eCK model. Moreover, this construction does not require a weaker variant of the model for the
security proof.

Observe that moving to the leakage-resilient setting of the eCK-style secure key exchange requires re-
thinking the NAXOS trick. We have presented a generic construction of a weak after-the-fact leakage eCK
(w(-)AFL-eCK)-secure key exchange protocol in Section 4.2, which uses a leakage-resilient NAXOS trick. The
leakage-resilient NAXOS trick is obtained using a decryption function of an after-the-fact leakage-resilient
public key encryption scheme. A concrete construction of a wBAFL-eCK-secure protocol is possible since there
exists a bounded after-the-fact leakage-resilient public key encryption scheme which can be used to obtain
the required leakage-resilient NAXOS trick, but it is not currently possible to construct a CAFL-eCK-secure
protocol since there is currently no continuous after-the-fact leakage-resilient public-key encryption scheme
available. Therefore, an attempt to construct a CAFL-eCK-secure key exchange protocol using the leakage-
resilient NAXOS approach is not possible at this stage.

In Section 2.2 we presented a eCK-secure protocol construction [7], which does not use the NAXOS trick,
namely Protocol P1. The protocol P1 is based on Diffie-Hellman key exchange, which requires exponentia-
tion computations. Moving to the leakage-resilient setting requires rethinking the exponentiation computa-
tion in a leakage-resilient manner. Since there exist leakage-resilient encoding schemes and leakage-resilient
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refreshing protocols for them (Definitions C.5 and C.9), the aim is to compute the required exponentiations
in a leakage-resilient manner using the available leakage-resilient storage and refreshing schemes.

Leakage-resilient construction of Protocol P2. Protocol P1 is an eCK-secure key exchange protocol. The eCK
model considers an environment where partial information leakage does not take place. By following the
concept that only computation leaks information, it is assumed that the leakage of long-term secret keys
happens when computations are performed using them. Then, instead of the non-leakage eCK model which
is used for the security proof of Protocol P1, the CAFL-eCK model is used, which additionally allows the
adversary to obtain continuous leakage of long-term secret keys.

The idea is to perform the computations which use long-term secret keys (exponentiation operations)
in such a way that the resulting leakage from the long-term secrets should not leak sufficient information to
reveal them to the adversary. To overcome that challenge, a leakage-resilient storage scheme and a leakage-
resilient refreshing protocol are used, and the architecture of Protocol P1 is modified in such a way that the
secret keys s are encoded into two portions sy, Sg, exponentiations are computed using two portions sy, Sg
instead of directly using s, and the two portions sy, sg are being refreshed continuously.

Obtaining leakage resiliency by encoding secrets. In this setting a secret s is encoded using an Encode
function of a leakage-resilient storage scheme A = (Encode, Decode). Therefore, the secret s is encoded as
(sr, Sr) < Encode(s). The leakage-resilient storage scheme randomly chooses s; and then computes sg such
that sy - sg = s. A tuple leakage parameter A = (11, A,) is defined as follows: A-limited adversary A sends
a leakage function f = (fi;, f>j) and obtains at most A1, A, amount of leakage from each of the two encodings
of the secret s, respectively: f1j(s;) and f>j(sg).

As mentioned in Definition C.9, the leakage-resilient storage scheme can continuously refresh the encod-
ings of the secret. Therefore, after executing the refreshing protocol it outputs new random-looking encodings
of the same secret. So for the A-limited adversary again the situation is as before. Thus, refreshing the encod-
ings will help to obtain leakage resilience over a number of protocol executions.

The computation of exponentiations is also split into two parts. Let G be a group of prime order g with
generator g. Let s & Z; be a long-term secret key and let E = g¢ be a received ephemeral value. Then the
value Z needs to be computed as Z «— ES. In the leakage-resilient setting, in the initial setup the secret key
isencoded as sy, Sg « Encode%’;(s). So thevector s; = (Sg1, ..., SL,) and the vector sg = (Sr1, ..., Sry) are
such that

S =S11SR1t+ -+ SLnSRn-
Then the computation of ES can be performed as two component-wise computations as follows: compute the
intermediate vector

T « ESt = (E51, ..., EStn)
and then compute the element

7 — TSR — EsLlsRlEstst .,_ESLrer — ESL15R1+'“+SLn5Rn — ES_

Protocol construction. Using the above ideas, by encoding the secret using a leakage-resilient storage
scheme, and refreshing the encoded secret using a refreshing protocol, it is possible to hide the secret
from a A-limited adversary. Further, it is possible to successfully compute the exponentiation using the
encoded secrets. A CAFL-eCK-secure key exchange protocol is constructed, using an eCK-secure key exchange
protocol as an underlying primitive.

Let A" ! (EncodeZ* , Decode ) be the leakage-resilient storage scheme which is used to encode secret
keys and let Refresh be the (¢, /1 e) secure leakage-resilient refreshing protocol of A

As we can see, the obvious way of key generation (initial setup) in a protocol prmcrpal of this protocol isas
follows: First pick a & Z;as the long-term secret key, then encode the secret key as (a® I a R) — EncodeZ; (a),
then compute the long- term public key A = g? using the two encodings (a? I a R), and finally erase a from the
memory. The potential threat to that key generation mechanism is that even though the long-term secret key a
is erased from the memory, it might not be properly erased and can be leaked to the adversary during the key
generation. In order to avoid such a vulnerability, two values a% & z, ag & (Z;)”X1 are picked at ran-
dom and use them as the encodings of the long-term secret key a of a protocol principal. As explained earlier,
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Alice (initiator) Bob (responder)
Initial setup
af & @y, af & @z by & ()", by & )™
a' — g, A — (") b’ — g%, B — (b)%
Protocol execution
x«iZ;,Xng Alice,X yiz*’y(_gy
Bob,Y
Piuihll
d a/,; b b/;a
T« B,Z; T, T3 <A L,Zl<—T3.
: )
7, «— BX ' T4<—Xb/L,Z'2<—T4R
i J
Ty YO, 75 — TyR Z A
Z, — YX Zz — X/
(a’L“, a’R“) — Refresh’z”f(a’L, ak) (b’L”, b”l) « Refresh; 1(b’ b’)
q
K — H(Z1, 273,73, Z4, Alice, X, Bob, Y) K — H(Z},2,, 25, 4,Al|ce,X, Bob, ¥)

K is the session key

Table 4: Concrete construction of Protocol P2.

a?, a% are used to compute the corresponding long-term public key A in two steps as a’ « g“(L) and A — a'%
Thus, it is possible to avoid exposing the un-encoded secret key a at any point of time in the key generation
and hence avoid leaking directly from a at the key generation step. Further, the random vector a% is multi-
plied with the random vector a% such that a = a% a%, which will give a random integer a in the group Zj.
Therefore, this approach is same as picking a & Z; at first and then encode, but in the reverse order. Dunng
the protocol execution both a® L a® r are contmuously refreshed and refreshed encodings a I a, g are used to
exponentiation computations.

Table 4 shows Protocol P2 of [7]. Leakage of a long-term secret key does not happen directly from the long-
term secret key itself, but from the two encodings of the long-term secret key (the leakage function f = (fy;, f5;)
directs to the each individual encoding). During the exponentiation computations and the refreshing opera-
tion collectively at most A = (A1, A,) leakage is allowed to the adversary from each of the two portions inde-
pendently. Then the two portions of the encoded long-term secret key are refreshed and in the next protocol
session another A-bounded leakage is allowed. Thus, continuous leakage is allowed.

Security proof of Protocol P2 in the CAFL-eCK model.

Theorem 4.9 ([7]). If the underlying refreshing protocol Refresh" . is the (¢, A, €)-secure leakage-resilient
refreshing protocol of the leakage-resilient storage scheme A and the underlying key exchange protocol P1 is
the eCK-secure key exchange protocol, then Protocol P2 is A- CAFL eCK-secure.

Let A be any PPT adversary against the key exchange protocol P2. Then the advantage of A against the
CAFL-eCK-security of Protocol P2, Advp CAFL ek s

Leakage tolerance of Protocol P2. The order of the group G is q. Let m = 1 in the leakage-resilient storage
scheme A Accordmg to Lemma C.8, if m < 5, then the leakage parameter for the leakage-resilient storage
scheme is AA = (0.3nlog g, 0.3nlog q). Let n = 21; then we have A, = (6.3 log g, 6.3 log q) bits. According to
Theorem C.11, if & < nand n > 16, the refreshing protocol Refresh . ! of the leakage-resilient storage scheme
Az* is tolerant to (contmuous) leakage up to Arefresh = =2 = (3.15 log g, 3.15 log q) hits, per occurrence.
When a secret key s (of size log g bits) of Protocol P2 is encoded into two parts, the left part s; will
be n-log g = 211log q bits and the right part sz will be n- 1 -log g = 21 log g bits. For a tuple leakage func-
tion f = (f1, f»;) (each leakage function f;.) for each of the two parts s; and sg), there exists a tuple leak-
age bound A = (A, A) for each leakage function f.) such that A = 3.15 log g bits, per occurrence, which is
3:151089 1004 = 15 % of the size of a part. The overall leakage amount is unbounded since continuous

21logq
leakage is allowed.




236 —— ). Alawatugoda, On the leakage-resilient key exchange DE GRUYTER

5 Comparison of key exchange security models and protocols

In this paper, we have presented two security models for key exchange protocols, addressing more granular
partial leakage of long-term secret keys, namely the continuous after-the-fact leakage model (CAFL) and the
after-the-fact leakage eCK model ((- )AFL-eCK) (and the w( - )AFL-eCK) model). Further, we presented generic
protocol constructions for each of the CAFL and w( - )AFL-eCK) models and a concrete protocol construction
for the continuous leakage variant of the (- )AFL-eCK model, the CAFL-eCK model.

5.1 Comparison of security models

Table 5 summarizes the adversarial powers of the two instantiations of the (- )AFL-eCK model and the CAFL
model, in comparison with the adversarial powers of the eCK model [31] and the Moriyama-Okamoto (MO)
model [37]. There are four Corrupt—EphemeralKeyReveal query combinations which do not trivially expose
the session key. In the column “Combinations” of Table 5, we mention how many of them are allowed in the
corresponding security model. We discussed query combinations in detail in Section 3.1. The * indicates that
the w( - )AFL-eCK model does not allow the EphemeralKeyReveal query to reveal the randomness used in the
underlying signature scheme. The eCK model is a non-leakage security model and Moriyama and Okamoto
have constructed a leakage security model based on eCK model. The Moriyama—Okamoto model allows
bounded leakage, only before the target session is established. The CAFL model allows continuous leakage
even after the target session is established, while enforcing additional restrictions to the eCK-style freshness
condition. Therefore, the strength of the CAFL model is not directly comparable with eCK or Moriyama—
Okamoto models, but the CAFL model clearly allows more granular partial leakage. The (- )AFL-eCK releases
the additional restrictions to the freshness condition which had been introduced in the CAFL model. Thus,
the two instantiations of the (- )AFL-eCK model, namely the BAFL-eCK and CAFL-eCK models, are stronger
than the eCK, the Moriyama—Okamoto and the CAFL models.

Security model Combinations Leakage model After-the-fact
eCK[31] 44 No No
MOI[37] 414 Bounded No
CAFL (Section 3) 2/4 Continuous Yes
(-)AFL-eCK (Section 4) 414 Bounded/Continuous  Yes
w(-)AFL-eCK (Section 4) 4*/4 Bounded/Continuous  Yes

Table 5: Key exchange security models with reveal queries and leakage allowed.

5.2 Comparison of key exchange protocols

Table 6 compares Protocol 711 of Section 3, Protocol m of Section 4 and Protocol P2 of Section 4, with the
NAXOS protocol [31] and the Moriyama—Okamoto protocol [37].

The NAXOS protocol is the first concrete protocol which is proven secure in the eCK model. Being
an eCK-secure protocol, NAXOS does not provide any security guarantee for side-channel attacks. The
Moriyama-Okamoto protocol is the first concrete protocol which is proven secure in a leakage security
model, namely the Moriyama—Okamoto model. The Moriyama—Okamoto protocol is resistant to a bounded
amount of leakage of long-term secret keys only before the target session is activated. We presented a generic
CAFL-secure protocol, which can be instantiated using any suitable leakage-resilient public-key encryption
scheme, in a way that it is secure against continuous leakage of long-term secret keys even after the target
session is activated. Then we presented a generic w( - )AFL-eCK-secure protocol in a way that it is possible to
instantiate a WBAFL-eCK or wCAFL-eCK-secure key exchange protocol using any suitable leakage-resilient
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Protocol Security model Assumptions Construction
NAXOS [31] eCK GDH, RO Concrete
MO [37] MO DDH, HPS, PRF, (A, €)-Ext Concrete

ml of Section3  CAFL CCLA2-secure PKE, PRF, Generic

m of Section 4 w(-)AFL-eCK DDH, ODH, €-PG-IND and CPLA2-secure PKE, secure KDF, PRF  Generic

P2 of Section 4  CAFL-eCK GDH, RO Concrete

Table 6: Comparison of key exchange protocols.

Protocol Initiator cost Responder cost  Security model
NAXOS [31] 4 Exp 4Exp eCK

MO [37] 8 Exp 8Exp MO

m1 of Section 3 instantiation 10 Exp 10Exp  CAFL

m of Section 4 instantiation 12 Exp 12 Exp  wBAFL-eCK

P2 protocol of Section 4 6 Exp 6 Exp  CAFL-eCK

Table 7: Security and efficiency comparison of key exchange protocols.

public-key encryption scheme and a leakage-resilient signature scheme. Since there are currently no suitable
leakage-resilient public-key encryption schemes to instantiate the continuous leakage-resilient variant of
the generic protocol, we presented a concrete CAFL-eCK-secure protocol, namely Protocol P2, using leakage-
resilient storage schemes. Protocol P2 is proven secure in the strongest leakage-security model for key
exchange, guaranteeing the eCK-style security as well as tolerance against continuous leakage of long-term
secret keys even after the target session is activated.

The generic CAFL-secure protocol of Section 3 can be instantiated with the CCLA2-secure public-key
encryption scheme of Dziembowski and Faust [19], whereas the generic w( - )AFL-eCK-secure protocol of Sec-
tion 4 can be instantiated as a wBAFL-eCK-secure protocol using the CPLA2-secure pair generation indistin-
guishable public-key encryption scheme of Halevi and Lin [22] and the UFCMLA-secure signature scheme
of Katz and Vaikuntanathan [26]. Table 7 compares these protocol instantiations and Protocol P2 with the
NAXOS protocol [31] and the Moriyama—Okamoto (MO) protocol [37], in terms of computation cost and the
security model.

A Proof of Theorem 3.5

Proof. Assume that the adversary A can win the challenge against Protocol 71 challenger with advantage
Advﬁ}CAFL(A). We split the proofinto two cases: partner to the test session exists and partner to the test session
does not exist.

Case 1: Partner to the test session exists

In this case we consider three subcases as follows:

(1) Adversary corrupts the owner of the test session, but does not corrupt the peer.
(2) Adversary corrupts the peer of the test session, but does not corrupt the owner.
(3) Adversary corrupts neither the owner nor the partner of the test session

Case 1.1: Adversary corrupts the owner of the test session, but does not corrupt the peer

In this case we consider the situation that .A corrupts the owner of the test session but not the partner.
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Game 1. This game is the original game. When the Test query is asked, the Game 1 challenger chooses
a random bit b & {0, 1}. If b = 1, the real session key is given to A, otherwise a random value chosen from
the same session key space is given.

Game 2. Same as Game 1 with the following exception: Before A begins, two distinct random principals
U*, V* < {U,...,Uy,} are chosen and two random numbers s*, t* « {1, ..., Ns} are chosen, where Np
is the number of protocol principals and N is the number of sessions on a principal. The session Hﬂ*’v* is
chosen as the target session and the session Hﬁ, - is chosen as the partner to the target session. If the test
session is not the session HSL;*’V* or the partner to the session is not Hﬁ, y+» the Game 2 challenger aborts
the game.

Game 3. Same as Game 2 with the following exception: The Game 3 challenger chooses a random value
& o, 13k,
o Ifthe test session is on the initiator, the challenger computes the session key in the test session

K — PRE(r', U* || Cy~ || V* || Cv+) @ PRE(ry-, U* || Cy- || V* || Cy-).

o If the test session is on the responder, the challenger computes the session key in the test session
K « PRF(ry+, V* | Cy» | U* | Cy») ® PRE(r', V* | Cy- || U* || Cy-).

The session key is computed in the same way in the partner to the test session.

Game 4. Same as Game 3 with the following exception: In the Test query, in the target session, the Game 4
challenger randomly chooses K & {0, 1}¥ and sends it to the adversary A as the answer to the Test query.
In sessions at V* which has the same incoming message to V* as in the target session, the session key is
randomly chosen as K <& {0, 1}k,

Differences between games. In this part the adversary’s advantage of distinguishing each game from the pre-
vious game is investigated. Here Advgame x(A) denotes the advantage of the adversary A of winning Game x.
Game 1 is the original game. Hence,

AdvVGame 1(A) = Ad n-lc,ég“e 1.1(‘A)‘

Game 1 and Game 2. The probability of Game 2 to be halted due to incorrect choice of the test session

is1- W Unless the incorrect choice happens, Game 2 is identical to Game 1. Hence,
piVs

1
Advgame 2(A) = FNSZAdVGame 1(A).

Game 2 and Game 3. We introduce an algorithm D which is constructed using the adversary A. If A can
distinguish the difference between Game 2 and Game 3, then D can be used against the CCLA2 challenger of
the underlying public-key cryptosystem, PKE. The algorithm D uses the public key of the CCLA2 challenger
as the public key of the protocol principal V* and generates public/secret key pairs for all other protocol
principals; D runs a copy of A and interacts with A such that A is interacting with either Game 2 or Game 3.
Further, D picks two random strings r(’), r’1 — {0, 1}* and passes them to the CCLA2 challenger. From the
CCLA2 challenger, D receives a challenge ciphertext C such that C < Enc(pky., r'), where r’ = r6 orr' = r’l.
The following describes the algorithm’s procedure of answering queries:
o Send(U, V, s, m, f) query:
- U=U*V=V*s=s":
* If U* is the initiator, D sends the ciphertext C to A as the first message of the test session. Upon
receiving the second protocol message computes the session key

K < PRE(r}, U™ | Cy | V* || Cy+) ® PRE(ry-, U* || Cy- || V* || Cv).

*  If U* is the responder, upon receiving the first protocol message sends C to .A, and computes the
session key

K < PRE(ry, V* || Cy- | U* || Cy+) ® PRE(ry-, V* || Cy- | U* || Cy).
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- U=U*V=V*s#s*: Executes the protocol normally.

- U=U*V+ V*: Executes the protocol normally.

- U=v*

*  If this is the initiator and it is the first message, then executes the protocol normally.

*  If this is the initiator and the second protocol message, or the responder:
If C has come as the incoming message, uses r as the decryption of the incoming message.
To obtain the corresponding leakage, D first encrypts r} using pky., gets that ciphertext
and access the leakage oracle of CCLA2 challenger with the ciphertext of r}.
Else uses the decryption oracle to decrypt incoming messages.

- U,V + U* or V*: Executes the protocol normally.

For all other leakage queries f(sky+), D obtains the leakage accessing the leakage oracle of the CCLA2
challenger, whereas for all the other leakage queries, D can compute the leakage by its own, because
D knows all other secret keys.

o SessionKeyReveal(U, V, s) query: SessionKeyReveal query is not allowed to the target session or the
partner of the target session. Then D can compute all the session keys by executing the protocol:

—  For sessions involving the principal V*, and the incoming message to V* is the same message which

has come to V* in the target session, uses r} as the decryption.

—  For other sessions involving the principal V*, D can decrypt the incoming messages to V* by using

the decryption oracle.

—  Otherwise, D can decrypt all the other incoming messages to protocol principals by its own.

Then compute the session key using the PRF.

o EphemeralKeyReveal(U, V, s) query: For all EphemeralKeyReveal queries allowed in the freshness condi-
tion, D can answer correctly, because D has the ephemeral keys.

o Corrupt(U) query: Except for V*, the algorithm D can answer all other Corrupt queries. In this case we
consider the situation in which the adversary is not allowed to corrupt the partner principal of the target
session, so in fact, D can answer all legitimate Corrupt queries.

o Test(U,V,s) query: Answers with the K which is computed at the Send query when U = U*, V = V¥,
s=s".

If ] is the decryption of C in the target session, the simulation constructed by D is identical to Game 2
whereas if rj, is the decryption of C, the simulation constructed by D is identical to Game 3. If A can dis-
tinguish the difference between Game 2 and Game 3, then D can distinguish whether C « Enc(pky-, rp)
or C «— Enc(pky., r}).

The algorithm D plays the CCLA2 game against the public-key cryptosystem PKE according to Defini-
tion C.12 since D does not ask the decryption of the challenge ciphertext C. Hence,

[AdVGame 2(A) — AdVgame 3(A)| < AdV%%EAZ (D).

Game 3 and Game 4. If A can distinguish the difference between Game 3 and Game 4, then A can be used
as a subroutine of an algorithm B, which is used to distinguish whether the session key value K is computed
using the real PRF with a hidden key, or using a random function. The adversary A is given a K such that
it is computed using the PRF or randomly chosen from the session key space. The following describes the
algorithm’s procedure of answering queries:

o Send(U, V, s, m, f) query:

- U=U"V=V*"s=s"
* If U* is the initiator, upon receiving the second protocol message computes the session key

K « Oracle™"(U* || Cy- | V* || Cy-) ® PRE(ry-, U* || Cy- | V" || Cy-).
* If U* is the responder, upon receiving the first protocol message computes the session key
K « Oracle™"(U* || Cy- | V* || Cy-) @ PRE(ry-, U* || Cy- | V* || Cy-).

- U=U*,V=V"s+s": Executes the protocol normally.
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- U=U*,V # V*: Executes the protocol normally.
- U=V*
*  If this is the initiator and it is the first message, then executes the protocol normally.
*  If this is the initiator and the second protocol message, or the responder:
If the same message that came to VV* in the test session has come as the incoming message,
computes the session key using the OraclePRF,
Otherwise, executes the protocol normally.

- U,V + U* or V*: Executes the protocol normally.

For all leakage queries, B can compute the leakage by its own, because B knows all the secret keys.

o SessionKeyReveal(U, V, s) query: SessionKeyReveal query is not allowed to the target session or its part-
ner. Then B can compute all the session keys by executing the protocol.

- For sessions involving the principal V*, and the incoming message to V* is the same message which

has come to V* in the target session, B uses Oracle’™ to compute the session key.

- For all other sessions, B computes the session key by using the PRF.

e EphemeralKeyReveal(U, V, s) query: B can answer all EphemeralKeyReveal queries, which are allowed
by the freshness condition, because B has the ephemeral keys.

o Corrupt(U) query: Except for V*, the algorithm B can answer all other Corrupt queries. In this case we
consider the situation in which the adversary is not allowed to corrupt the partner principal of the target
session, so in fact, B can answer all legitimate Corrupt queries.

o Test(U,V,s) query: Answers with the K which is computed at the Send query when U = U*, V = V*,
s=s".

If the oracle is using the real PRF with a hidden key, the simulation is identical to Game 3, whereas if the
oracle is using a random function, the simulation constructed is identical to Game 4. If A can distinguish the
difference between Game 3 and Game 4, then A can be used as a subroutine of an algorithm B, which is used
to distinguish whether the PRF challenger is real or random. Hence,

[AdVGame 3(A) — AdVGame 4(A)| < Advprr(B).

Semantic security of the session key in Game 4. Since the session key K of HS*,,’V* is chosen randomly and
independently from all other values, A does not have any advantage in Game 4. Hence,

Advgame 4(A) = 0.
Combining the results above, we find

AdV R | 1 (A) < NENZ(AdvEgg™ (D) + Advpge(B)).

Case 1.2: Adversary corrupts the peer of the test session, but does not corrupt the owner

In this case we consider the situation that A corrupts the partner of the test session but not the owner. The
proof structure and games are similar to the previous case. The differences in this case is that the algorithm D
uses the public key of the CCLA2 challenger as the public key of the protocol principal U* (difference between
Game 2 and Game 3), and Oracle™ ¥ is used when the incoming message to U* in the test session is used as
the incoming message to U* in any other sessions (Game 3 and Game 4 analysis). We find

Advy ek | 5(A) < NENZ(Advpgg™ (D) + Advpge(B)).

Case 1.3: Adversary corrupts neither the owner nor the partner of the test session

In this case we consider the situation that A corrupts neither the owner nor the partner of the test session.
So D can set the public key of the CCLA2 challenger as the public key of either U* or VV*. The proof structure
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and games are similar to the previous case. We consider two subcases under this case as follows:

o (@) Adversary does not ask EphemeralKeyReveal(V*, U*, t*): Simulation and analysis of this case is sim-
ilar to Case 1.2, because here D can set the public key of the CCLA2 challenger as the public key of the
protocol principal U* and proceed with the simulation as in Case 1.2 (only difference is that here the
adversary does not corrupt the partner principal of the test session, as in Case 1.2, but rest of the simu-
lation is same as in Case 1.2). Thus,

AdVEAE o (A) < NANZ(AVEREM (D) + Advpge(B)).

o (b) Adversary does not ask EphemeralKeyReveal(U*, V*, s*): Simulation and analysis of this case is sim-
ilar to Case 1.1, because here D can set the public key of the CCLA2 challenger as the public key of the
protocol principal V* and proceed with the simulation as in Case 1.1 (only difference is that here the
adversary does not corrupt the owner of the test session, as in Case 1.1, but rest of the simulation is same
asin Case 1.1). Thus,

Ad nlc,égsLe 13m0 < N3NZ(AdVEGE* (D) + Advprs(B)).

Case 2: Partner to the test session does not exist

Game 1. This game is the original game. When the Test query is asked, the Game 1 challenger chooses
arandom bit b < {0, 1}. If b = 1, the real session key is given to A, otherwise a random value chosen from
the same session key space is given.

Game 2. Same as Game 1 with the following exception: Before A begins, two distinct random principals
U*, V* «{Uy,..., Uy,}arechosen and arandom number s* « {1, ..., Ng}is chosen, where Np is the num-
ber of protocol principals and N is the number of sessions on a principal. The session HS**’V,, is chosen as
the target session. If the test session is not the session Hf;* .v-» the Game 2 challenger aborts the game.

Game 3. Same as Game 2 with the following exception: the Game 3 challenger chooses a random value
&0, 13k
« Ifthe test session is on the initiator, the challenger computes the session key in the test session

K — PRE(r', U* | Cy- | V* || Cy+) @ PRE(ry+, U* | Cy+ | V* || Cy+).

o Ifthe test session is on the responder, the challenger computes the session key in the test session
K « PRF(ry+, V* | Cy- | U* | Cy-) @ PRE(r", V* | Cy- | U* || Cy-).

The session key is computed in the same way in the partner to the test session.

Game 4. Same as Game 3 with the following exception: In the Test query, in the target session the Game 4
challenger randomly chooses K & {0, 1}¥ and sends it to the adversary A as the answer to the Test query. In
sessions at V* which has a same incoming message to V* as in the target session, the session key is randomly
chosenas K & {0, 1}X.

Differences between games. Game 1 is the original game. Hence,

AdVgame 1(A) = AdviAEL o (A).

m1,Case 2

Game 1 and Game 2. The probability of Game 2 to be halted due to incorrect choice of the test session
is1- ﬁ Unless the incorrect choice happens, Game 2 is identical to Game 1. Hence,
piVs

1
Adv A)= ——Adv A).
Game 2 ( ) NP2 Ns Game 1( )

Game 2 and Game 3. We introduce an algorithm D which is constructed using the adversary A. If A can
distinguish the difference between Game 2 and Game 3, then D can be used against the CCLA2 challenger
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of underlying public-key cryptosystem, PKE. The algorithm D uses the public key of the CCLA2 challenger
as the public key of the protocol principal V* and generates public/secret key pairs for all other protocol
principals; D runs a copy of A and interacts with A such that it is interacting with either Game 2 or Game 3.
Further, D picks two random strings rg, r’1 — {0, 1}¥ and passes them to the CCLA2 challenger. From the
CCLA2 challenger, D receives a challenge ciphertext C such that C « Enc(pky-, r'), where r' = rg orr' = r’l.
The following describes the procedure of answering queries:
o Send(U, V,s,m,f)query:
- U=U*V=V*ands=s":
*  If U* is the initiator, D sends the ciphertext C to A as the first message of the test session. Upon
receiving the second protocol message computes the session key

K < PRE(r}, U || Cy | V* || Cy+) ® PRE(ry-, U* || Cy- || V* || Cv).

*  If U* is the responder, upon receiving the first protocol message sends C to .A, and computes the
session key

K — PRE(r}, V* | Cy- | U* | Cy-) ® PRE(ry-, V* || Cy- | U* || Cye).

-  U=U*V=V*s+s*: Executes protocol normally.

- U=U*V # V*: Executes the protocol normally.

- U=Vv*

*  If this is the initiator and it is the first message, then executes the protocol normally.

*  If this is the initiator and the second protocol message, or the responder:
If C has come as the incoming message, uses r} as the decryption of the incoming message.
To obtain the corresponding leakage, D first encrypts r} using pky., gets that ciphertext
and access the leakage oracle of CCLA2 challenger with the ciphertext of r/.
Else uses the decryption oracle to decrypt incoming messages.

- U,V + U* or V*: Executes the protocol normally.

For all other leakage queries f(sky-), D obtains the leakage accessing the leakage oracle, whereas
for all other leakage D can compute the leakage by its own because D knows all other secret keys.

o SessionKeyReveal(U, V, s) query: SessionKeyReveal query is not allowed to the target session or its part-
ner:

—  Forsessions involving the principal V*, and the incoming message to V* is the same message which

has come to V* in the target session, uses r} as the decryption.

—  For other sessions involving the principal V*, D can decrypt the incoming messages to VV* by using

the decryption oracle.

- Otherwise, D can decrypt all the other incoming messages to protocol principals by its own.

Then compute the session key using the PRF.

e EphemeralKeyReveal(U, V, s) query: For all EphemeralKeyReveal queries allowed in the freshness condi-
tion, D can answer correctly, because D has the ephemeral keys.

o Corrupt(U) query: Except for V*, the algorithm D can answer all other Corrupt queries. In this case we
consider the situation in which the adversary is not allowed to corrupt the partner principal of the target
session, so in fact, D can answer all Corrupt queries.

o Test(U, V, s) query: To compute the answer to the Test(U*, V*, s*) query, the algorithm D uses r’1 as the
decryption of the ciphertext C and computes the session key using the r’1 value as the ephemeral key of
the principal U*.

If | is the decryption of C coming to, V* in the test session, the simulation constructed by D is identical
to Game 2 whereas if r{, is the decryption of C, the simulation constructed by D is identical to Game 3. If A can
distinguish the difference between Game 2 and Game 3, then D can distinguish whether C « Enc(pky-, ry)
or C «— Enc(pky-, ).

The algorithm D plays the CCLA2 game against the public-key cryptosystem PKE according to Defini-
tion C.12 since D does not ask the decryption of the challenge ciphertext C. Hence,

|AdVGame 2(A) — AdVgame 3(A)] < Advegk (D).
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Game 3 and Game 4. If A can distinguish the difference between Game 3 and Game 4, then A can be used

as a subroutine of an algorithm B, which is used to distinguish whether the session key value K is computed

K is computed using the real PRF with a hidden key, or using a random function. The adversary A is given

a K such that it is computed using the PRF or randomly chosen from the session key space. The following

describes the algorithm’s procedure of answering queries:

o Send(U, V, s, m, f) query:

- U=U*V=V*ands =s":

* If U* is the initiator, upon receiving the second protocol message computes the session key
K — Oracle™ (U* || Cy- | V* | Cy-) ® PRE(ry-, U* | Cy- || V* || Cy-).

* If U* is the responder, upon receiving the first protocol message computes the session key
K « Oracle™ (U* | Cy- || V* | Cy-) ® PRE(ry-, U* | Cy- | V* || Cy-).

- U=U*V=V*s+s*: Executes protocol normally.

- U=U*V+ V*: Executes the protocol normally.

- U=V*

*  If this is the initiator and it is the first message, then executes the protocol normally.

*  If this is the initiator and the second protocol message, or the responder:
If the same message that came to V* in the test session has come as the incoming message,
computes the session key using the OraclePRF,
Otherwise, executes the protocol normally.

- U,V + U* or V*: Executes the protocol normally.

For all leakage queries, B can compute the leakage by its own, because B knows all the secret keys.

o SessionKeyReveal(U, V, s) query: SessionKeyReveal query is not allowed to the target session or its part-
ner.

- Forsessions involving the principal V*, and the incoming message to V* is the same message which

has come to V* in the target session, B uses Oracle’™ to compute the session key.

- For all other sessions, B computes the session key by using the PRF.

e EphemeralKeyReveal(U, V, s) query: B can answer all EphemeralKeyReveal queries B which are allowed
in the freshness condition, because B has the ephemeral keys.

o Corrupt(U) query: Except for V*, the algorithm B can answer all other Corrupt queries. In this case we
consider the situation in which the adversary is not allowed to corrupt the partner principal of the target
session, so in fact, B can answer all Corrupt queries.

o Test(U,V,s) query: Answers with the K computed in Send query when U = U*, V = V* and s = s*.

If the oracle is using the real PRF with a hidden key, the simulation is identical to Game 3, whereas if the
oracle is using a random function, the simulation constructed is identical to Game 4. If A can distinguish the
difference between Game 3 and Game 4, then .A can be used as a subroutine of an algorithm B, which is used
to distinguish whether the PRF challenger is real or random. Hence,

[AdVGame 3(A) — AdVgame 4(A)| < Advprp(B).

Semantic security of the session key in Game 4. Since the session key K of Hs**’V* is chosen randomly and
independently from all other values, A does not have any advantage in Game 4. Hence,

Advgame 4(A) = 0.
Combining the results above, we find

AdVAISAEL  (A) < NAN(AdVEGEA? (D) + Advprr(B)).

1,Case 2

Combine Case 1 and Case 2

According to the analysis we can see the adversary A’s advantage of winning against Protocol 71 challenger
is

AdVAATE(A) < NZN2 (AdVEGER (D) + Advpge(B)). O
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B Proof of Theorem 4.9

Proof. The proof is split into two main cases: when the partner to the test session exists, and when it
does not.

Case 1: A partner session to the test session exists

In this case, the adversary is allowed to corrupt both principals or reveal ephemeral keys from both sessions.
We assume that the adversary A can win the A-w( - )AFL-eCK challenge against Protocol 7 with advantage
AdvAWIAFLCK 1y We split this case into four subcases as follows:

(1) Adversary corrupts both the owner and partner principals to the test session.

(2) Adversary corrupts neither owner or nor partner principal to the test session.

(3) Adversary corrupts the owner to the test session, but does not corrupt the partner to the test session.

(4) Adversary corrupts the partner to the test session, but does not corrupt the owner to the test session.

Case 1.1: Adversary corrupts both the owner and partner principals to the test session

Game 1. This game is the original game. When the Test query is asked, the Game 1 challenger chooses
a random bit b & {0, 1}. If b = 1, the real session key is given to A, otherwise a random value chosen from
the same session key space is given. This is the original game. Hence,

Advgame 1(A) = AdyA W AFL-eCK .

m,Case 1.1

Game 2. Abort the simulation if there exists two sessions outputting the same ephemeral public keys (same
X = g¥values). Since the ephemeral keys are coming from Z;, the total number of ephemeral keys are g. The
total number of sessions in the simulation is Np?Ng2, because Np is the number of protocol principals and
each protocol principal owns Ny number of sessions. Hence,

Np?N,?
|AdVGame 1(A) — AdVgame 2(A)] < % .
Game 3. Before A begins, two distinct random principals U*, V* & {U1, ..., Uy,} are chosen and two
random numbers s*, t* & {1, ..., Ng}arechosen, where Np is the number of protocol principals and Ny is the

number of sessions on a principal. The session I3 :,V* is chosen as the target session and the session Hg*,u*
is chosen as the partner to the target session. If the test session is not the session HSZ,V* or partner to the
session is not Hﬁ;*’U* , the Game 3 challenger aborts the game. Unless the incorrect choice happens, Game 3
is identical to Game 2. Hence,

1
Advgame3(A) = FNSZAdVGame 2(A).
Game 4. The Game 4 challenger randomly chooses z & Z; and computes the session key of the target session
and its partner session, using the KDF and the PRF as ms «— KDF(g?, 1, k, 1) and
K «— PRF(ms, U* | Xy~ | oy | V* || Xy- || ov+)
when U* is the initiator or
K « PRF(ms, V* | Xy- || oy~ | U* || Xy- || ou~)

when U* is the responder.

We construct an algorithm € against the DDH challenge, using the adversary A. The DDH challenger
sends values (X = g*, Y = g¥, Z = g%) such that either z = xy or z & 7., as the inputs to the algorithm C. It
uses the value X as the ephemeral public key of U* and Y as the ephemeral public key of V* in the test session,
and computes the session key using Z as the input to the KDF in the session key derivation process.
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If @’s input is a Diffie-Hellman triple, the simulation constructed by C is identical to Game 3, otherwise
it is identical to Game 4. If A can distinguish whether g% = g¥¥ or not, then € can answer the DDH chal-
lenge. Note that EphemeralKeyReveal(U*, V*, s*) or EphemeralKeyReveal(V*, U*, t*) is prohibited since the
adversary corrupts both the owner and the partner to the test session. The algorithm € can answer all the
adversarial queries allowed in this case, because it has all the long-term and ephemeral secret keys of the
allowed queries. Hence,

|AQVGame 3(A) — AdVgame 4(A)] < Advpg (C).

Game 5. The Game 5 challenger randomly chooses ms & {0, 1}¥ and computes the session key of the target
session and its partner session, using the PRF as

K « PRF(ms, U* || Xy« | oy« | V* || Xy || ov+)
when U* is the initiator or
K « PRF(ms, V* || Xy« || oy~ | U* || Xy- || ou+)

when U* is the responder.

We construct an algorithm B against a KDF challenger, using the adversary .A. The KDF challenger sends
a ms value which is either generated using the KDF or randomly chosen. It uses the received ms value to
compute the session key of the target session using the PRF.

If ms is computed using the KDF, the simulation constructed by B is identical to Game 4, otherwise it is
identical to Game 5. If A can distinguish the difference between Game 4 and Game 5, then A can be used as
a subroutine of an algorithm B, which is used to distinguish whether the ms value is computed using KDF or
randomly chosen. The algorithm B can answer all the adversarial queries allowed in this case, because it has
all the long-term and ephemeral secret keys of the allowed queries. Hence,

[AdVGame 4(A) — AdVgame 5(A)| < Advipr(B).

Game 6. The Game 6 challenger randomly chooses K & {0, 1}k as session key of the target session and its
partner session.

We construct an algorithm J against an Oracle” ™, using the adversary A. The Oracle™™" sends a K value
which is either generated using the PRF with a hidden key, or a random function. J uses the received K as the
session key of the target session.

If K is generated using the PRF with a hidden key, the simulation constructed by g is identical to Game 5,
otherwise it is identical to Game 6. If A can distinguish the difference between Game 5 and Game 6, then A
can be used as a subroutine of an algorithm J, which is used to distinguish whether the Oracle®®F is real or
a random function. The algorithm J can answer all the adversarial queries allowed in this case, because it
has all the long-term and ephemeral secret keys of the allowed queries. Hence,

|[AdvGame 5(A) — AdVgame 6(A)| < Advprr(d).

PRF PRF

Semantic security of the session key in Game 6. Since the session key K of Hi;*’v* is chosen randomly and
independently from all other values, A does not have any advantage in Game 6. Hence,

Advgame 6(A) = 0.
We find

-w(- ; 1
AdvAWORFLCK ) < N2N2 [(Advgg‘*(e) + Advkpr(B) + Advere(9)) + 5].

Case 1.2: Adversary corrupts neither owner or nor partner principal to the test session

Game 1. This game is the original game. When the Test query is asked, the Game 1 challenger chooses
a random bit b & {0, 1}. If b = 1, the real session key is given to A, otherwise a random value chosen from
the same session key space is given. This is the original game. Hence,

AdVame 1(A) = Advh SCATLeCK 1)

m,Case 1.2
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Game 2. Abort the simulation if there exists two sessions outputting the same ephemeral public keys (same
X = g* values). Since the ephemeral keys are coming from Z}, the total number of ephemeral keys are g. The
total number of sessions in the simulation is Np?Ns2, because Np is the number of protocol principals and
each protocol principal owns Ny number of sessions. Hence,

Np?Ng?
|AdVGame 1 (A) ~ AdVgame 2(A)] < ——.
Game 3. Before A begins, two distinct random principals U*, V* & {U1, ..., Un,} are chosen and two
random numbers s*, t* & {1, ..., N} are chosen, where Np is the number of protocol principals and Ny is

the number of sessions on a principal. The session HSZ’V* is chosen as the target session and the session
Hﬁ;*’U* is chosen as the partner to the target session. If the test session is not the session Hs**,v* or partner
to the session is not Hﬁ, y-» the Game 3 challenger aborts the game. Unless the incorrect choice happens,
Game 3 is identical to Game 2. Hence,

1
Adv A) = ——=Adv A).
Game 3 ( ) NPZNSZ Game 2( )

Game 4. The Game 4 challenger randomly chooses a pseudo-ephemeral value ry- & 7., and computes the
ephemeral key ry- & Enc(py-, ry-), in the target session.

We introduce an algorithm & which is constructed using the adversary A, against the e-pair-generation
indistinguishability challenger (e-PG). It receives a pair (ry+, ry+) such that 7y = Dec(sy-, ry-) and uses ry-
as the ephemeral key of U* and 7y~ as the pseudo-ephemeral key of U* in the target session.

If arandom ephemeral key ry- & 7 is chosen first and the pseudo-ephemeral value 7= < Dec(sy-, ry+)
is computed, then the simulation constructed by J is identical to Game 3. Otherwise if a random pseudo-
ephemeral value 7y~ & Zy is chosen first and the ephemeral key ry- & Enc(py-, ry-) is computed, then
the simulation constructed by ¥ is identical to Game 4. If A can distinguish the difference between Game 3
and Game 4, then F can distinguish whether a message/ciphertext pair (m, c) belongs to the distribution
D1 or D, (e-pair-generation indistinguishability challenge). The algorithm JF can answer all the adversarial
queries allowed in this case, because it has all the long-term and ephemeral secret keys of the allowed queries.

Hence,
|[AdVGame 3(A) — AdVgame 4(A)| < €.

Game 5. The Game 5 challenger randomly chooses a pseudo-ephemeral value rA;; & Z;, and uses it as the

pseudo-ephemeral value of U* in the target session.

We introduce an algorithm D which is constructed using the adversary A, against the CPLA2 challenger.
The algorithm D uses the public-key of the CPLA2 challenger as the public key of the protocol principal
U* and generates public/secret key pairs for all other protocol principals; D generates signing/verification
key pairs for every protocol principal. The algorithm D picks two random strings rg, 1 & {0, 1}* and passes
them to the CPLA2 challenger. From the CPLA2 challenger, D receives a challenge ciphertext C; such that
Cy & Enc(py-, r9), where rg = rg or rg = r1. The following describes the procedure of answering queries:

e Send(U,V,s,m,f) query: When U = U*, V = V* and s = s*, then D takes r; as r’U*, computes g’b* and
computes its signature using the signing key sky-. Then D creates the protocol message and sends it
to A with the leakage f(sy+), where the leakage f(sy-+) is obtained by accessing the leakage oracle of the
CPLA2 challenger.

For all other Send queries, D can execute the protocol normally, because D has all the public keys and

can compute protocol messages accordingly. Except U*, D can compute the leakage by its own; for U*,

D accesses the leakage oracle to obtain the leakage.

o SessionKeyReveal(U, V, s) query: The algorithm D will abort if the query SessionKeyReveal(U*, V*, s*)
or SessionKeyReveal(V*, U*, t*)is asked. Then D can easily compute the answers using the correspond-
ing pseudo-ephemeral keys for other SessionKeyReveal queries.

e EphemeralKeyReveal(U, V, s) query: For the EphemeralKeyReveal(U*, V*, s*) query, D uses C; as the
answer. For all other EphemeralKeyReveal queries D will answer with the corresponding ephemeral-key
which is computed by encrypting a pseudo-ephemeral value with the secret key of the corresponding
principal.
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o Corrupt(U) query: Except for U* and V*, the algorithm D can answer all other Corrupt queries. In this
case we consider the situation in which the adversary corrupts neither owner or nor partner principal to
the test session, so these exceptions will not occur.

o Test(U, s) query: The algorithm D will abort the game if the adversary issues a Test query other than
Test(U*, s*). To compute the answer to the Test(U*, s*) query, the algorithm D computes:

— If U* is the initiator, computes

ms < I<DF(XrU: s L, k’ J—)’ K PRF(mS, U* " XU* " oy " V* ” XV* " O-V*)’

where rF; =r.
— If U* is the responder, computes

ms — KDF(X\%, L,k, 1), K < PRE(ms, V* | Xy- | ov- | U" || Xu- | ou-).

Then using K answers the Test query.

If 6 = 1, then r; isthe decryption of C; and the simulation constructed by D is identical to Game 4 whereas
if @ = 0, then rq is the decryption of C; and the simulation constructed by D is identical to Game 5. If A can
distinguish the difference between Game 4 and Game 5, then D can be used against a CPLA2 challenger.
Hence,

|AdVGame 4 (A) — AdVGame 5 (A)| < Advpyg™? (D).

Game 6. The Game 6 challenger randomly chooses a pseudo-ephemeral value ry- & 7., and computes the
ephemeral key ry- & Enc(py-, rv-) in the partner to the target session.

We introduce an algorithm F which is constructed using the adversary A, against the e-pair-generation
indistinguishability challenger (e-PG). The algorithm F receives a pair (ry-, v+ ) such that 7y = Dec(sy+, ry+)
and uses ry- as the ephemeral key of V* and ry- as the pseudo-ephemeral key of V*.

Ifarandom ephemeral key ry- & Zyis chosen first and the pseudo-ephemeral value ry- «— Dec(sy+, ry+)
is computed, then the simulation constructed by ¥ is identical to Game 5. Otherwise if a random pseudo-
ephemeral value ry~ & Z,’; is chosen first and the ephemeral key ry- & Enc(py-, ry~) is computed, then the
simulation constructed by ¥ is identical to Game 6. If A can distinguish the difference between Game 5 and
Game 6, then J can distinguish whether a message/ciphertext pair (m, c) belongs to the distribution D or D,
(e-pair-generation indistinguishability challenge). The algorithm F can answer all the adversarial queries
allowed in this case, because it has all the long-term and ephemeral secret keys of the allowed queries. Hence,

[AdVGame 5(A) — AdVgame 6(A)| < €.

Game 7. The Game 7 challenger randomly chooses a pseudo-ephemeral value ;7 & Zy, and uses it as the

pseudo-ephemeral value of V* in the partner to the target session.

We introduce an algorithm D which is constructed using the adversary A, against the CPLA2 challenger.
The algorithm D uses the public-key of the CPLA2 challenger as the public key of the protocol principal V*
and generates public/secret key pairs for all other protocol principals. It generates signing/verification key
pairs for every protocol principal. The algorithm D picks two random strings rg, r’1 & {0, 1}* and passes
them to the CPLA2 challenger. From the CPLA2 challenger, D receives a challenge ciphertext C, such that
c, & Enc(py-, rp), where ry = rg, or ry = r}. The following describes the procedure of answering queries:

o Send(U, V, s, m,f) query: When U = V*, V = U* and s = t*, then D takes r’1 as r§,t, computes g’§/* and
computes its signature using the signing key sky-. Then D creates the protocol message and sends it
to A with the leakage f(sy-), where the leakage f(sy-) is obtained by accessing the leakage oracle of the
CPLA2 challenger.

For all other Send queries, D can execute the protocol normally, because D has all the public keys and

can compute protocol messages accordingly. Except V*, D can compute the leakage by its own; for V*,

D accesses the leakage oracle to obtain the leakage.

o SessionKeyReveal(U, V, s) query: The algorithm D will abort if the query SessionKeyReveal(U*, V*,s*)
or SessionKeyReveal(V*, U*, t*) is asked. It can easily compute the answers using the corresponding
pseudo-ephemeral keys for other SessionKeyReveal queries.



248 —— . Alawatugoda, On the leakage-resilient key exchange DE GRUYTER

o EphemeralKeyReveal(U, V, s) query: For the EphemeralKeyReveal(V*, U*, t*) query, D uses C, as the
answer. For all other EphemeralKeyReveal queries D will answer with the corresponding ephemeral-key
which is computed by encrypting a pseudo-ephemeral value with the secret key of the corresponding
principal.

o Corrupt(U) query: Except for U* and V*, the algorithm D can answer all other Corrupt queries. In this
case we consider the situation in which the adversary corrupts neither owner or nor partner principal to
the test session, so these exceptions will not occur.

o Test(U, s) query: The algorithm D will abort the game if the adversary issues a Test query other than
Test(U*, s*). To compute the answer to the Test(U*, s*) query, the algorithm D computes:

— If U* is the initiator, computes

ms — KDF(X"", 1,k, 1), K — PRE(ms, U* | Xg- I op- | V* || Xv- || o).

— If U* is the responder,
ms « KDF(XE}’: ,L,k, 1), K« PRF(ms, V* || Xy- | ov- | U* || Xu- || 00°).
Then using K answers the Test query.
If6 = 1, thenr} is the decryption of C; and the simulation constructed by D is identical to Game 6 whereas
if 6 = 0, then r{, is the decryption of C, and the simulation constructed by D is identical to Game 7. If A can
distinguish the difference between Game 6 and Game 7, then D can be used against a CPLA2 challenger.

Hence,
|AdVGame 6(A) — AdVgame 7(A)| < Advigs 2(D).

Game 8. The Game 8 challenger randomly chooses z & Z; and computes the session key of the target session
and its partner session, using the KDF and the PRF as ms < KDF(g?, 1, k, 1) and

K — PRF(ms, U* || Xy~ | oy | V* | Xy+ || ov+)
when U* is the initiator or
K — PRF(ms, V* | Xy- || ov- | U* || Xy~ || ou~)

when U* is the responder.

We construct an algorithm € against the DDH challenge, using the adversary A. The DDH challenger
sends values (X = g%, Y = g¥, Z = g%) such that either z = xy or z & 7., as the inputs to the algorithm C. The
algorithm € uses the value X as the ephemeral public key of U* and Y as the ephemeral public key of V* in
the test session, and computes the session key using Z as the input to the KDF in the session key derivation
process.

If ©’s input is a Diffie-Hellman triple, the simulation constructed by C is identical to Game 7, otherwise
it is identical to Game 8. If A can distinguish whether g% = g* or not, then € can answer the DDH challenge.
The algorithm € can answer all the adversarial queries allowed in this case, because it has all the long-term
and ephemeral secret keys of the allowed queries. In this case EphemeralKeyReveal query is not allowed to
the target session and its partner. Hence,

|AdVGame 7(A) — AdVGame s(A)| < Advp 2 (€).

Game 9. The Game 9 challenger randomly chooses ms & {0, 1}¥ and computes the session key of the target
session and its partner session, using the PRF as

K — PRF(ms, U* | Xy- | oy- | V* || Xy || ov+)
when U* is the initiator or
K « PRF(ms, V* || Xy- | oy« | U* || Xu+ || ou+)

when U* is the responder.
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We construct an algorithm B against a KDF challenger, using the adversary A. The KDF challenger sends
a ms value which is either generated using the KDF or randomly chosen. Then B uses the received ms value
to compute the session key of the target session using the PRF.

If ms is computed using the KDF, the simulation constructed by B is identical to Game 8, otherwise it is
identical to Game 9. If A can distinguish the difference between Game 8 and Game 9, then A can be used as
a subroutine of an algorithm B, which is used to distinguish whether the ms value is computed using KDF or
randomly chosen. The algorithm B can answer all the adversarial queries allowed in this case, because it has
all the long-term and ephemeral secret keys of the allowed queries. Hence,

[AdVGame 8(A) — AdVgame 9(A)| < Advipr(B).

Game 10. The Game 10 challenger randomly chooses K & {0, 1}k as session key of the target session and its
partner session.

We construct an algorithm J against an Oracle™ ™", using the adversary A. The Oracle’™ sends a K value
which is either generated using the PRF with a hidden key, or a random function. J uses the received K as the
session key of the target session.

If K is generated using the PRF with a hidden key, the simulation constructed by J is identical to Game 9,
otherwise it is identical to Game 10. If A can distinguish the difference between Game 9 and Game 10, then
A can be used as a subroutine of an algorithm J, which is used to distinguish whether the Oracle™" is real
or a random function. The algorithm J can answer all the adversarial queries allowed in this case, because it
has all the long-term and ephemeral secret keys of the allowed queries. Hence,

|AdVGame 9(A) — AdVgame 10(A)| < Advprr(d).

PRF PRF

Semantic security of the session key in Game 10. Since the session key K of Hi,** v+ is chosen randomly and
independently from all other values, A does not have any advantage in Game 10. Hence,

Advgame 10(A) = 0.
We find

(AFL 1
AdVy SO () < NENZ [ (AdvRF(©) + Advicor(B) + Advere(d) + 2AdVEEE (D) + 2¢) + 5]'

Case 1.3: Adversary corrupts the partner, but not the owner to the test session

Game 1. This game is the original game. When the Test query is asked, the Game 1 challenger chooses
arandom bit b & {0, 1}. If b = 1, the real session key is given to A, otherwise a random value chosen from
the same session key space is given. This is the original game. Hence,

AdVame 1(A) = AdvA WATLeCK gy

m,Case 1.3

Game 2. Abort the simulation if there exists two sessions outputting the same ephemeral public keys (same
X = g* values). Since the ephemeral keys are coming from Z7, the total number of ephemeral keys are g. The
total number of sessions in the simulation is Np2Ns2, because Np is the number of protocol principals and
each protocol principal owns Ny number of sessions. Hence,

Np?N?
[AdVGame 1(A) — Advgame 2(A)] < —_—
Game 3. Before A begins, two distinct random principals U*, V* & {Ui1, ..., Uy,} are chosen and two
random numbers s*, t* & {1, ..., N} are chosen, where Np is the number of protocol principals and Nj is

the number of sessions on a principal. The session H‘“i;,"v* is chosen as the target session and the session
Hﬁ, y- is chosen as the partner to the target session. If the test session is not the session HSL;’V* or partner
to the session is not Hﬁ;*’U*, the Game 3 challenger aborts the game. Unless the incorrect choice happens,
Game 3 is identical to Game 2. Hence,

1
Advame3(A) = FNSZAdVGame 2(A).



250 — . Alawatugoda, On the leakage-resilient key exchange DE GRUYTER

Game 4. The Game 4 challenger randomly chooses a pseudo-ephemeral value 7y~ & 7., and computes the
ephemeral key ry- & Enc(py-, ry-) in the target session.

We introduce an algorithm J which is constructed using the adversary A, against the e-pair-generation
indistinguishability challenger (e-PG). The algorithm JF receives a pair (ry-, rg-) such that 7g- = Dec(sy-, ry+)
and uses ry- as the ephemeral key of U* and 7y~ as the pseudo-ephemeral key of U* in the target session.

Ifarandom ephemeral key ry- & Z is chosen first and the pseudo-ephemeral value ry- < Dec(sy-, ry+)
is computed, then the simulation constructed by ¥ is identical to Game 3. Otherwise if a random pseudo-
ephemeral value 7y~ & Zy is chosen first and the ephemeral key ry- & Enc(py-, ry-) is computed, then
the simulation constructed by ¥ is identical to Game 4. If A can distinguish the difference between Game 3
and Game 4, then ¥ can distinguish whether a message/ciphertext pair (m, c) belongs to the distribution D,
or D, (e-pair-generation indistinguishability challenge). F can answer all the adversarial queries allowed in
this case, because it has all the long-term and ephemeral secret keys of the allowed queries. Hence,

|[AdvGame 3(A) — AdVgame 4(A)| < €.

Game 5. The Game 5 challenger randomly chooses a pseudo-ephemeral value ;; & Z;, and uses it as the

pseudo-ephemeral value of U* in the target session.

We introduce an algorithm D which is constructed using the adversary A, against the CPLA2 challenger.
The algorithm D uses the public-key of the CPLA2 challenger as the public key of the protocol principal
U* and generates public/secret key pairs for all other protocol principals. It generates signing/verification
key pairs for every protocol principal. The algorithm D picks two random strings rg, 1 & {0, 1}¥ and passes
them to the CPLA2 challenger. From the CPLA2 challenger, D receives a challenge ciphertext C; such that
C1 & Enc(py-, rg), where rg = rg or rg = r1. The following describes the procedure ofinswering queries:

e Send(U,V,s,m,f) query: When U = U*, V = V* and s = s*, then D takes r; as r'U*, computes g’b* and
computes its signature using the signing key sky-. Then D creates the protocol message and sends it
to A with the leakage f(sy-), where the leakage f(sy-) is obtained by accessing the leakage oracle of the
CPLA2 challenger.

For all other Send queries, D can execute the protocol normally, because D has all the public keys and

can compute protocol messages accordingly. Except U*, D can compute the leakage by its own; for U*,

D accesses the leakage oracle to obtain the leakage.

o SessionKeyReveal(U, V, s) query: The algorithm D will abort if the query SessionKeyReveal(U*, V*, s*)
or SessionKeyReveal(V*, U*, t*)is asked. Then D can easily compute the answers using the correspond-
ing pseudo-ephemeral keys for other SessionKeyReveal queries.

o EphemeralKeyReveal(U, V, s) query: For the EphemeralKeyReveal(U*, V*, s*) query, D uses C; as the
answer. For all other EphemeralKeyReveal queries D will answer with the corresponding ephemeral-key
which is computed by encrypting a pseudo-ephemeral value with the secret key of the corresponding
principal.

o Corrupt(U) query: Except for U*, the algorithm D can answer all other Corrupt queries. In this case we
consider the situation in which the adversary does not corrupt the partner to the test session, so these
exceptions will not occur.

o Test(U, s) query: The algorithm D will abort the game if the adversary issues a Test query other than
Test(U*, s*). To compute the answer to the Test(U*, s*) query, the algorithm D computes:

— If U* is the initiator, computes

ms «— KDF(Xr”: ,L1,k, 1), K< PRF(ms,U" | Xy~ | oy | V* || Xv= || op=).
— If U* is the responder, computes
ms « KDF(X:,”I,L, k,1), K« PRF(ms, V* || Xy« | ov- | U* | Xy- || oy-).

Then using K answers the Test query.
If 6 = 1, then r; is the decryption of C; and the simulation constructed by D is identical to Game 4 whereas
if 6 = 0, then rq is the decryption of C; and the simulation constructed by D is identical to Game 5. If A can
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distinguish the difference between Game 4 and Game 5, then D can be used against a CPLA2 challenger.
Hence,
|AdVGame 4(A) ~ AdVGame 5 (A)] < Advigg (D).

Game 6. The Game 6 challenger randomly chooses z & Z; and computes the session key of the target session
and its partner session, using the KDF and the PRF as ms « KDF(g?, L, k, 1) and

K — PRF(ms, U* || Xy~ | oy | V* || Xy- || ov+)
when U* is the initiator or
K — PRF(ms, V* | Xy- || ov- | U* || Xy~ || ou+)

when U* is the responder.

We construct an algorithm € against the DDH challenge, using the adversary A. The DDH challenger
sends values (X = g¥, Y = g¥, Z = g%) such that either z = xy or z & 7}, as the inputs to the algorithm C. The
algorithm € uses the value X as the ephemeral public key of U* and Y as the ephemeral public key of V* in
the test session, and computes the session key using Z as the input to the KDF in the session key derivation
process.

If @’s input is a Diffie-Hellman triple, the simulation constructed by C is identical to Game 5, otherwise
itis identical to Game 6. If A can distinguish whether g% = g*¥ or not, then € can answer the DDH challenge.
The algorithm € can answer all the adversarial queries allowed in this case, because it has all the long-term
and ephemeral secret keys of the allowed queries. Hence,

|AdVGame 5(A) — AdVgame 6 (A)] < Advp o (C).

Game 7. The Game 7 challenger randomly chooses ms s {0, 1}* and computes the session key of the target
session and its partner session, using the PRF as

K — PRF(ms, U* || Xy- | oy | V* || Xy- || ov+)
when U* is the initiator or
K « PRF(ms, V* | Xy+ | oy | U* || Xy- |l oy+)

when U* is the responder.

We construct an algorithm B against a KDF challenger, using the adversary A. The KDF challenger sends
a ms value which is either generated using the KDF or randomly chosen. It uses the received ms value to
compute the session key of the target session using the PRF.

If ms is computed using the KDF, the simulation constructed by B is identical to Game 6, otherwise it is
identical to Game 7. If A can distinguish the difference between Game 6 and Game 7, then A can be used as
a subroutine of an algorithm B, which is used to distinguish whether the ms value is computed using KDF or
randomly chosen. The algorithm B can answer all the adversarial queries allowed in this case, because it has
all the long-term and ephemeral secret keys of the allowed queries. Hence,

[AdVGame 6(A) — AdVgame 7(A)| < Advkpr(B).

Game 8. The Game 8 challenger randomly chooses K S {0, 1}* as session key of the target session and its
partner session.

We construct an algorithm J against an Oracle™ ™", using the adversary A. The Oracle"™ sends a K value
which is either generated using the PRF with a hidden key, or a random function. The algorithm J uses the
received K as the session key of the target session.

If K is generated using the PRF with a hidden key, the simulation constructed by J is identical to Game 7,
otherwise it is identical to Game 8. If A can distinguish the difference between Game 7 and Game 8, then
A can be used as a subroutine of an algorithm J, which is used to distinguish whether the Oracle™" is real
or a random function. J can answer all the adversarial queries allowed in this case, because it has all the
long-term and ephemeral secret keys of the allowed queries. Hence,

PRF PRF

|[AdvGame 7(A) — AdVgame 8(A)| < Advprr(d).
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Semantic security of the session key in Game 8. Since the session key K of H?;,,’V* is chosen randomly and
independently from all other values, A does not have any advantage in Game 8. Hence,

Advgame g(A) = 0.

We find

(AFL 1
AdVy SO () < NENZ [ (AdvERF(©) + Advior(B) + Advere(d) + AVERE™(D) + €) + 5]'

Case 1.4: Adversary corrupts the owner, but not the partner to the test session

Game 1. This game is the original game. When the Test query is asked, the Game 1 challenger chooses
a random bit b & {0, 1}. If b = 1, the real session key is given to A, otherwise a random value chosen from
the same session key space is given. This is the original game. Hence,

AdVgame 1(4) = Advh BOARLCK (),

m,Case 1.4

Game 2. Abort the simulation if there exists two sessions outputting the same ephemeral public keys (same
X = g* values). Since the ephemeral keys are coming from Z}, the total number of ephemeral keys are g. The
total number of sessions in the simulation is Np?>Ng2, because Np is the number of protocol principals and
each protocol principal owns Ny number of sessions. Hence,

Np?Ng?
|AdVGame 1 (A) ~ AdVgame 2(A)] < ~—.
Game 3. Before A begins, two distinct random principals U*, V* & {U1, ..., Un,} are chosen and two
random numbers s*, t* & {1, ..., Ng} are chosen, where Np is the number of protocol principals and Ny is

the number of sessions on a principal. The session H?}‘*’V* is chosen as the target session and the session
Hﬁ;,‘,U,, is chosen as the partner to the target session. If the test session is not the session H?}}’V* or partner
to the session is not Hﬁ, y-» the Game 3 challenger aborts the game. Unless the incorrect choice happens,
Game 3 is identical to Game 2. Hence,

1
Advcame3(A) = FNSZ Advgame 2(A).

Game 4. The Game 4 challenger randomly chooses a pseudo-ephemeral value ry- & 7., and computes the
ephemeral key ry- & Enc(py-, ry-), in the partner to the target session.

We introduce an algorithm & which is constructed using the adversary .A, against the e-pair-generation
indistinguishability challenger (e-PG). The algorithm F receives a pair (ry«, ry~) such that 7y~ = Dec(sy+, ry+)
and uses ry+ as the ephemeral key of V* and 7y~ as the pseudo-ephemeral key of V* in the partner to the
target session.

Ifarandom ephemeral key ry- & Zyis chosen first and the pseudo-ephemeral value 7y~ «— Dec(sy+, ry+)
is computed, then the simulation constructed by ¥ is identical to Game 3. Otherwise if a random pseudo-
ephemeral value 7y~ & Zy is chosen first and the ephemeral key ry- & Enc(py-, ry-) is computed, then
the simulation constructed by  is identical to Game 4. If A can distinguish the difference between Game 3
and Game 4, then F can distinguish whether a message/ciphertext pair (m, ¢) belongs to the distribution D
or D, (e-pair-generation indistinguishability challenge). F can answer all the adversarial queries allowed in
this case, because it has all the long-term and ephemeral secret keys of the allowed queries. Hence,

|AdVGame 3(A) — AdVgame 4(A)| < €.

Game 5. The Game 5 challenger randomly chooses a pseudo-ephemeral value rA;,d & Zj, and uses it as the
pseudo-ephemeral value of V* in the partner to the target session.

We introduce an algorithm D which is constructed using the adversary A, against the CPLA2 challenger.
The algorithm D uses the public-key of the CPLA2 challenger as the public key of the protocol principal V*
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and generates public/secret key pairs for all other protocol principals. It generates signing/verification key
pairs for every protocol principal. The algorithm D picks two random strings g, r} & {0, 1}¥ and passes
them to the CPLA2 challenger. From the CPLA2 challenger, D receives a challenge ciphertext C, such that
c, & Enc(py-, rp), where ry = r;, or ry = ry. The following describes the procedure of answering queries:

Send(U, V, s, m, f) query: When U = V*, V = U* and s = t*, then D takes r’1 as r{,*, computes g’@* and
computes its signature using the signing key sky-. Then D creates the protocol message and sends it
to A with the leakage f(sy-), where the leakage f(sy-) is obtained by accessing the leakage oracle of the
CPLA2 challenger.

For all other Send queries, D can execute the protocol normally, because D has all the public keys and
can compute protocol messages accordingly. Except V*, D can compute the leakage by its own; for V*,
D accesses the leakage oracle to obtain the leakage.

SessionKeyReveal(U, V, s) query: The algorithm D will abort if the query SessionKeyReveal(U*, V*, s*)
or SessionKeyReveal(V*, U*, t*)is asked. Then D can easily compute the answers using the correspond-
ing pseudo-ephemeral keys for other SessionKeyReveal queries.

EphemeralKeyReveal(U, V, s) query: For the EphemeralKeyReveal(V*, U*, t*) query, D uses C, as the
answer. For all other EphemeralKeyReveal queries D will answer with the corresponding ephemeral-key
which is computed by encrypting a pseudo-ephemeral value with the secret key of the corresponding
principal.

Corrupt(U) query: Except for U* and V*, the algorithm D can answer all other Corrupt queries. In this
case we consider the situation in which the adversary does not corrupt the partner principal to the test
session, so these exceptions will not occur.

Test(U, s) query: The algorithm D will abort the game if the adversary issues a Test query other than
Test(U*, s*). To compute the answer to the Test(U*, s*) query, the algorithm D computes:

— If U* is the initiator, computes

ms — KDF(X,", 1,k, 1), K — PRF(ms, U* | Xy- || op- | V* | Xy- | ov-),

where ;’; =r.
— If U* is the responder, computes

ms — KDF(X,"., 1,k, 1), K — PRF(ms, V* | Xy- || oy~ | U* | Xy- || o).

Then using K answers the Test query.
If6 = 1, thenr} is the decryption of C; and the simulation constructed by D is identical to Game 4 whereas

if @ = 0, then r{, is the decryption of C, and the simulation constructed by D is identical to Game 5. If A can
distinguish the difference between Game 4 and Game 5, then D can be used against a CPLA2 challenger.
Hence,

IAdVGame 4(A) — AdVame 5(A)] < AdVRE*2(D).

Game 6. The Game 6 challenger randomly chooses z & Z; and computes the session key of the target session
and its partner session, using the KDF and the PRF as ms «— KDF(g?, L, k, L) and

K «— PRF(ms, U* | Xy- [ oy+ | V* || Xv- || ov-)

when U* is the initiator or

K — PRF(ms, V* || Xy- || ov- | U" || Xy- || 0u-)

when U* is the responder.

We construct an algorithm € against the DDH challenge, using the adversary .A. The DDH challenger

sends values (X = g¥, Y = g%, Z = g%) such that either z = xy or z Sz , as the inputs to the algorithm €. The
algorithm € uses the value X as the ephemeral public key of U* and Y as the ephemeral public key of V* in
the test session, and computes the session key using Z as the input to the KDF in the session key derivation
process.
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If ©’s input is a Diffie-Hellman triple, the simulation constructed by C is identical to Game 5, otherwise
it is identical to Game 6. If A can distinguish whether g% = g* or not, then € can answer the DDH challenge.
The algorithm € can answer all the adversarial queries allowed in this case, because it has all the long-term
and ephemeral secret keys of the allowed queries. Hence,

|AdVGame 5(A) — AdVGame 6 (A)| < Advp s (€).

Game 7. The Game 7 challenger randomly chooses ms & {0, 1}¥ and computes the session key of the target
session and its partner session, using the PRF as

K — PRF(ms, U* | Xy- | oy- | V* || Xy || oy+)
when U* is the initiator or
K — PRF(ms, V* | Xy- | ov- | U" || Xy || ou+)

when U* is the responder.

We construct an algorithm B against a KDF challenger, using the adversary A. The KDF challenger sends
a ms value which is either generated using the KDF or randomly chosen. The algorithm B uses the received
ms value to compute the session key of the target session using the PRF.

If ms is computed using the KDF, the simulation constructed by B is identical to Game 6, otherwise it is
identical to Game 7. If A can distinguish the difference between Game 6 and Game 7, then A can be used as
a subroutine of an algorithm B, which is used to distinguish whether the ms value is computed using KDF
or randomly chosen. B can answer all the adversarial queries allowed in this case, because it has all the
long-term and ephemeral secret keys of the allowed queries. Hence,

|AdVGame 6(A) — AdVgame 7(A)| < Advgpr(B).

Game 8. The Game 8 challenger randomly chooses K & {0, 1}¥ as session key of the target session and its
partner session.

We construct an algorithm J against an Oracle” ™, using the adversary A. The Oracle” ™ sends a K value
which is either generated using the PRF with a hidden key, or a random function. The algorithm g uses the
received K as the session key of the target session.

If K is generated using the PRF with a hidden key, the simulation constructed by J is identical to Game 7,
otherwise it is identical to Game 8. If A can distinguish the difference between Game 7 and Game 8, then A
can be used as a subroutine of an algorithm g, which is used to distinguish whether the Oracle®™®¥ is real or
a random function. The algorithm J can answer all the adversarial queries allowed in this case, because it
has all the long-term and ephemeral secret keys of the allowed queries. Hence,

PRF PRF

[AdVGame 7(A) — AdVgame 8(A)| < Advprr(d).

Semantic security of the session key in Game 8. Since the session key K of Hi};,w is chosen randomly and
independently from all other values, A does not have any advantage in Game 8. Hence,

Advgame g(A) = 0.
We find

- . - 1
AVY ST (A) < NEN2[ (AdVERF(©) + Advicor(B) + Advere(9) + AVERE(D) + €) + 5]'

Case 2: A partner session to the test session does not exist

When the partner session does not exist, the owner of the test session shares the session key with the active
adversary. In this situation adversary is not allowed to corrupt the intended partner principal to the test
session. We split this case into two subcases as follows:

(1) Test session is at the responder.

(2) Test session is at the initiator.
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Case 2.1: Test session is at the responder

Let V* be the initiator and let U* be the responder. Let Xy- be the ephemeral public key of U*, and let Xy-

be the ephemeral public key of VV*, in the target session. In this case there are three subcases, which address

the three different situations occur when the challenger interacts with the adversary. We will analyze the

adversaries advantage in winning the w( - JAFL-eCK challenge in following three different cases:

(@) Thereisno session at peer V* with Xy-: Here the adversary tries to compute the protocol message from V*
to U*, by its own.

(b) There exists a session at V* with Xy- and Xy (but oy~ computed by U* is different from the oy received
to V* with the protocol message, in the target session): For instance the adversary corrupts U*, re-sign
the protocol message from U* to V*, executes the protocol and makes a non-matching session at V*.
Then, tries to reveal the session key of that non-matching session at V*, and win the game.

(c) There exists a session at V* with Xy and X};. # Xy-: Here the adversary, changes the message from U*
to V* such that there is no matching session at V*.

Case 2.1 (a): There is no session at V* with Xy-

Assume that the adversary A asks a Send query to some fresh session such that it accepts, but the signature
used in the query is not generated by a legitimate party.

Game 1. This game is the original game. Hence,

AdVame 1(4) = Advy 2l 5 e ().

m,Case 2.1 (a

Game 2. Before A begins, the Game 2 challenger guesses the identity, V*, of the partner principal to the
test session and if the guess is incorrect it aborts the game. The probability of Game 2 to be aborted due
to incorrect guess of the partner principal to the test session is 1 — Nip Unless the incorrect guess happens,
Game 2 is identical to Game 1. Hence,

1
AdvGame 2(A) = N_AdVGame 1(A).
P

The algorithm €& sets the verification key of the signature scheme challenger to the principal V*. The
owner principal accepts the message coming from the intended partner, because the owner computes
Viy(vky«, Xy-, oy+) is “true”. But the principal V* is not corrupted and the message Xy~ is not signed
by the principal V*, because there is no partner to the test session. Hence,

AdVGame 2(A) = Advgig A (€).

We find

A-w(-)AFL-eCK UFCMLA
Advﬂ,évase 2.1(;) (A) = NPAdVSIG (€).

Case 2.1 (b): There exists a session at V* with Xy- and Xy- (but oy: computed by V* is different from the
oy- received to U* with the protocol message)

Game 1. This game is the original game. When the Test query is asked, the Game 1 challenger chooses
arandom bit b & {0, 1}.1f b = 1, the real session key is given to A, otherwise a random value chosen from the
same session key space is given. This is the original game. Hence,

AdVGame 1(A) = Advﬁ:ngs.e)gillii)CK (A).

Game 2. Abort the simulation if there exists two sessions outputting the same ephemeral public keys (same
X = g* values). Since the ephemeral keys are coming from Z}, the total number of ephemeral keys are q. The
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total number of sessions in the simulation is Np? N2, because Np is the number of protocol principals and
each protocol principal owns Ny number of sessions. Hence,

Np?Ng?
|AdVGame 1(A) — AdVgame 2(A)] < —_—
Game 3. Before A begins, two distinct random principals U*, V* & {U1, ..., Uy,} are chosen as the owner
and the peer, and two random numbers s*, t* & {1, ..., Ng} are chosen, where Np is the number of pro-

tocol principals and N; is the number of sessions on a principal. The session HSZ’V,‘ is chosen as the tar-
get session and the session Hﬁ, y- is chosen as the almost partner session to the target session. If the test
session is not the session Hi;*,v*’ the Game 3 challenger aborts the game. Unless the incorrect choice hap-
pens, Game 3 is identical to Game 2. Hence,

1
Adv A) = ——=Adv A).
Game 3 ( ) szst Game 2( )

The almost partner session is the session, which communicates with the target session but due to adver-
saries interaction it does not preserve the partnering conditions.

Game 4. The Game 4 challenger randomly chooses a pseudo-ephemeral value 7y~ %] 7, and computes the
ephemeral key ry- & Enc(py-, ry~) in the target session.

We introduce an algorithm F which is constructed using the adversary A, against the e-pair-generation
indistinguishability challenger (e-PG). The algorithm JF receives a pair (ry-, ry-) such that 7g- = Dec(sy-, ry+)
and uses ry- as the ephemeral key of U* and ry~ as the pseudo-ephemeral key of U* in the target session.

Ifarandom ephemeral key ry- & Zyis chosen first and the pseudo-ephemeral value 7+ < Dec(sy-, ry«)
is computed, then the simulation constructed by ¥ is identical to Game 3. Otherwise if a random pseudo-
ephemeral value 7y~ & Zj is chosen first and the ephemeral key ry- & Enc(py-, ry-) is computed, then
the simulation constructed by J is identical to Game 4. If A can distinguish the difference between Game 3
and Game 4, then F can distinguish whether a message/ciphertext pair (m, ¢) belongs to the distribution
D or D, (e-pair-generation indistinguishability challenge). The algorithm F can answer all the adversarial
queries allowed in this case, because it has all the long-term and ephemeral secret keys of the allowed queries.
Hence,

|AdVGame 3(A) — AdVgame 4(A)| < €.

Game 5. The Game 5 challenger randomly chooses a pseudo-ephemeral value ;; & Z;, and uses it as the

pseudo-ephemeral value of U* in the target session.

We introduce an algorithm D which is constructed using the adversary A, against the CPLA2 challenger.
The algorithm D uses the public-key of the CPLA2 challenger as the public key of the protocol principal
U* and generates public/secret key pairs for all other protocol principals. It generates signing/verification
key pairs for every protocol principal. The algorithm D picks two random strings rg, 1 & {0, 1}¥ and passes
them to the CPLA2 challenger. From the CPLA2 challenger, D receives a challenge ciphertext C; such that
C1 & Enc(py-, rg), where rg = rg or rg = r1. The following describes the procedure oEnswering queries:

e Send(U,V,s,m,f) query: When U = U*, V = V* and s = s*, then D takes r; as r’U*, computes g’b* and
computes its signature using the signing key sky-. Then D creates the protocol message and sends it
to A with the leakage f(sy-), where the leakage f(sy-) is obtained by accessing the leakage oracle of the
CPLA2 challenger.

For all other Send queries, D can execute the protocol normally, because D has all the public keys and

can compute protocol messages accordingly. Except U*, D can compute the leakage by its own; for U*,

D accesses the leakage oracle to obtain the leakage.

o SessionKeyReveal(U, V, s) query: The algorithm D will abort if the query SessionKeyReveal(U*, V*, s*)
or SessionKeyReveal(V*, U*, t*)is asked. Then D can easily compute the answers using the correspond-
ing pseudo-ephemeral keys for other SessionKeyReveal queries.

o EphemeralKeyReveal(U, V, s) query: For the EphemeralKeyReveal(U*, V*, s*) query, D uses C; as the
answer. For all other EphemeralKeyReveal queries D will answer with the corresponding ephemeral-key
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which is computed by encrypting a pseudo-ephemeral value with the secret key of the corresponding
principal.

o Corrupt(U) query: The algorithm D can answer all the Corrupt queries allowed in the freshness condi-
tion.

o Test(U, s) query: The algorithm D will abort the game if the adversary issues a Test query other than
Test(U*, s*). To compute the answer to the Test(U*, s*) query, the algorithm D computes:
— If U* is the initiator, computes

ms — KDF(X\Y', 1, k, 1), K < PRF(ms, U* | Xy || ag- | V* | Xy~ || ov+),

where ;;7 =r1, when U* is the initiator.
— If U* is the responder, computes

ms — KDF(X\%, L,k, 1), K < PRE(ms, V* | Xy- | ov- | U" | Xu- | ou-).

Then using K answers the Test query.

If 6 = 1, then r; isthe decryption of C; and the simulation constructed by D is identical to Game 4 whereas
if @ = 0, then rq is the decryption of C; and the simulation constructed by D is identical to Game 5. If A can
distinguish the difference between Game 4 and Game 5, then D can be used against a CPLA2 challenger.
Hence,

|AdVGame 4 (A) — AdVGame 5 (A)| < Advpyg™? (D).

Game 6. The Game 6 challenger randomly chooses a pseudo-ephemeral value 7+ & 7., and computes the
ephemeral key ry- & Enc(py-, ry+) in the almost partner session.

We introduce an algorithm F which is constructed using the adversary A, against the e-pair-generation
indistinguishability challenger (e-PG). The algorithm F receives a pair (ry+, v+ ) such that 7y = Dec(sy+, ry+)
and uses ry- as the ephemeral key of V* and ry+ as the pseudo-ephemeral key of V* in the almost partner
session.

Ifarandom ephemeral key ry- & Zyis chosen first and the pseudo-ephemeral value 7y» «— Dec(Sy+, ry«)
is computed, then the simulation constructed by & is identical to Game 5. Otherwise if a random pseudo-
ephemeral value 7y~ & Zj is chosen first and the ephemeral key ry- & Enc(py-, ry-) is computed, then
the simulation constructed by  is identical to Game 6. If A can distinguish the difference between Game 5
and Game 6, then F can distinguish whether a message/ciphertext pair (m, c) belongs to the distribution D
or D, (e-pair-generation indistinguishability challenge). F can answer all the adversarial queries allowed in
this case, because it has all the long-term and ephemeral secret keys of the allowed queries. Hence,

[AdVGame 5(A) — AdVgame 6(A)| < €.

Game 7. The Game 7 challenger randomly chooses a pseudo-ephemeral value r?,# & Z3, and uses it as the

pseudo-ephemeral value of V* in the almost partner session.

We introduce an algorithm D which is constructed using the adversary A, against the CPLA2 challenger.
The algorithm D uses the public-key of the CPLA2 challenger as the public key of the protocol principal V*
and generates public/secret key pairs for all other protocol principals. It generates signing/verification key
pairs for every protocol principal. The algorithm D picks two random strings r(, r} & {0, 1}* and passes
them to the CPLA2 challenger. From the CPLA2 challenger, D receives a challenge ciphertext C, such that
c, & Enc(py-, rp), where ry = r;, or ry = r}. The following describes the procedure of answering queries:

« Send(U, V,s,m,f) query: When U = V*, V = U* and s = t*, then D takes r} as rj,., computes g'v* and
computes its signature using the signing key sky-. Then D creates the protocol message and sends it
to A with the leakage f(sy-), where the leakage f(sy-) is obtained by accessing the leakage oracle of
the CPLA2 challenger.

For all other Send queries, D can execute the protocol normally, because D has all the public keys and

can compute protocol messages accordingly. Except V*, D can compute the leakage by its own; for V*,

D accesses the leakage oracle to obtain the leakage.
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o SessionKeyReveal(U, V, s) query: The algorithm D will abort if the query SessionKeyReveal(U*, V*, s*)
or SessionKeyReveal(V*, U*, t*)is asked. Then D can easily compute the answers using the correspond-
ing pseudo-ephemeral keys for other SessionKeyReveal queries.

e EphemeralKeyReveal(U, V, s) query: For the EphemeralKeyReveal(V*, U*, t*) query, D uses C, as the
answer. For all other EphemeralKeyReveal queries D will answer with the corresponding ephemeral-key
which is computed by encrypting a pseudo-ephemeral value with the secret key of the corresponding
principal.

o Corrupt(U) query: The algorithm D can answer all the Corrupt queries allowed in the freshness condi-
tion.

o Test(U, s) query: The algorithm D will abort the game if the adversary issues a Test query other than
Test(U*, s*). To compute the answer to the Test(U*, s*) query, the algorithm D computes:

— If U* is the initiator, computes

ms — KDF(X,"', 1, k, 1), K < PRF(ms, U* || Xy- | ou- | V* | Xv- || ov+),

where ;’; =r.
— If U* is the responder, computes

ms — KDF(X/"., 1, k, 1), K < PRE(ms, V* | Xy- || ov- | U* || Xu- | o).

Then using K answers the Test query.

If6 = 1, thenr} is the decryption of C, and the simulation constructed by D is identical to Game 6 whereas
if 6 = 0, then r is the decryption of C, and the simulation constructed by D is identical to Game 7. If A can
distinguish the difference between Game 6 and Game 7, then D can be used against a CPLA2 challenger.
Hence,

|AdVGame 6 (A) — AdVGame 7(A)] < Advp™* (D).

Game 8. The Game 8 challenger randomly chooses z & Z; and computes the session key of the target
session, using the KDF and the PRF as ms « KDF(g?, 1, k, 1) and

K — PRF(ms, U* || Xy« | oy« | V* || Xy | ov+)
when U* is the initiator or
K « PRF(ms, V* || Xy- | oy« | U* || Xu+ || ou+)

when U* is the responder.

We construct an algorithm € against the DDH challenge, using the adversary A. The DDH challenger
sends values (X = g¥, Y = g%, Z = g%) such that either z = xy or z & 7}, as the inputs to the algorithm €. The
algorithm € uses the value X as the ephemeral public key of U* and Y as the ephemeral public key of V* in
the test session, and computes the session key using Z as the input to the KDF in the session key derivation
process. In this game, for the almost partner session, the value Z is used as the Diffie-Hellman shared secret.

If ©’s input is a Diffie-Hellman triple, the simulation constructed by C is identical to Game 7, otherwise
it is identical to Game 8. If A can distinguish whether g% = g* or not, then € can answer the DDH challenge.
The algorithm € can answer all the adversarial queries allowed in this case, because it has all the long-term
and ephemeral secret keys of the allowed queries. Hence,

|AdVGame 7(A) — AdVGame s(A)| < Advp 2 (€).

Game 9. The Game 9 challenger randomly chooses ms & {0, 1}¥ and computes the session key of the target
session, using the PRF as
K « PRF(ms, U* || Xy- || oy | V* || Xv- || ov+)

when U* is the initiator or
K — PRF(ms, V* | Xy- | ov- || U" || Xy- || ou)

when U* is the responder.
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We construct an algorithm B against a KDF challenger, using the adversary A. The KDF challenger sends
a ms value which is either generated using the KDF or randomly chosen. The algorithm B uses the received
ms value to compute the session key of the target session using the PRF. In this game, for the almost partner
session, the value ms is used as the shared value derived using the KDF.

If ms is computed using the KDF, the simulation constructed by B is identical to Game 8, otherwise it is
identical to Game 9. If A can distinguish the difference between Game 8 and Game 9, then A can be used as
a subroutine of an algorithm B, which is used to distinguish whether the ms value is computed using KDF or
randomly chosen. The algorithm B can answer all the adversarial queries allowed in this case, because it has
all the long-term and ephemeral secret keys of the allowed queries. Hence,

|[AdVGame 8(A) — AdVGame 9(A)| < Advipr(B).

Game 10. The Game 10 challenger randomly chooses K S {0, 1}k as session key of the target session.

We construct an algorithm J against an Oracle’™™, using the adversary A. The Oracle™® sends a K value
which is either generated using the PRF with a hidden key, or a random function. The algorithm J uses the
received K as the session key of the target session.

If K is generated using the PRF with a hidden key, the simulation constructed by J is identical to Game 9,
otherwise it is identical to Game 10. If A can distinguish the difference between Game 9 and Game 10, then
A can be used as a subroutine of an algorithm g, which is used to distinguish whether the Oracle™¥ is real
or a random function. The algorithm J can answer all the adversarial queries allowed in this case, because it
has all the long-term and ephemeral secret keys of the allowed queries. Hence,

|AdVGame 9(A) — AdVgame 10(A)| < Advprr(d).

Semantic security of the session key in Game 10. Since the session key K of Hg*’v* is chosen randomly and
independently from all other values, A does not have any advantage in Game 10. Hence,

Advgame 10(A) = 0.
We find

(AL 1
AdVY SN () < NENZ [ (AdvRF(©) + Advicor(B) + Advere(d) + 2AdVERE2(D) + 2¢€) + 5]'

Case 2.1 (c): There exists a session at V* with Xy and Xl'l* + Xy-

Game 1. This game is the original game. When the Test query is asked, the Game 1 challenger chooses
arandom bit b & {0, 1}. If b = 1, the real session key is given to A, otherwise a random value chosen from
the same session key space is given. This is the original game. Hence,

AdVGame 1(A) = Advjy WOATLK (1)

Game 2. Abort the simulation if there exists two sessions outputting the same ephemeral public keys (same
X = g* values). Since the ephemeral keys are coming from Z}, the total number of ephemeral keys are q. The
total number of sessions in the simulation is Np?Ns2, because Np is the number of protocol principals and
each protocol principal owns Ny number of sessions. Hence,

Np?Ng?
[AdVGame 1(A) — Advgame 2(A)| < _—
Game 3. Before A begins, two distinct random principals U*, V* & {Ui, ..., Un,} are chosen as the owner
and the peer, and two random numbers s*, t* & {1, ..., N} are chosen, where Np is the number of protocol

principals and N is the number of sessions on a principal. The session Hg*,v* is chosen as the target session
and the session HtV**,U* is chosen as the almost partner session to the target session. If the test session is not
the session HSU*,,’V*, the Game 3 challenger aborts the game. Unless the incorrect choice happens, Game 3 is
identical to Game 2. Hence,

1
AdvGame3(A) = FNSZAdVGame 2(A).
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Game 4. The Game 4 challenger randomly chooses a pseudo-ephemeral value 7y~ & 7., and computes the
ephemeral key ry- & Enc(py-, ry-) in the target session.

We introduce an algorithm J which is constructed using the adversary A, against the e-pair-generation
indistinguishability challenger (e-PG). The algorithm JF receives a pair (ry-, rg-) such that 7g- = Dec(sy-, ry+)
and uses ry- as the ephemeral key of U* and 7y~ as the pseudo-ephemeral key of U* in the target session.

Ifarandom ephemeral key ry- & Z is chosen first and the pseudo-ephemeral value ry- < Dec(sy-, ry+)
is computed, then the simulation constructed by ¥ is identical to Game 3. Otherwise if a random pseudo-
ephemeral value 7y~ & Zy is chosen first and the ephemeral key ry- & Enc(py-, ry-) is computed, then
the simulation constructed by ¥ is identical to Game 4. If A can distinguish the difference between Game 3
and Game 4, then F can distinguish whether a message/ciphertext pair (m, c) belongs to the distribution
D1 or D, (e-pair-generation indistinguishability challenge). The algorithm JF can answer all the adversarial
queries allowed in this case, because it has all the long-term and ephemeral secret keys of the allowed queries.
Hence,

|AdVGame 3(A) — AdVgame 4(A)| < €.

Game 5. The Game 5 challenger randomly chooses a pseudo-ephemeral value ;’UV & Zj, and uses it as the

pseudo-ephemeral value of U* in the target session.

We introduce an algorithm D which is constructed using the adversary A, against the CPLA2 challenger.
The algorithm D uses the public-key of the CPLA2 challenger as the public key of the protocol principal
U* and generates public/secret key pairs for all other protocol principals. It generates signing/verification
key pairs for every protocol principal. The algorithm D picks two random strings ro, 1 & {0, 1}* and passes
them to the CPLA2 challenger. From the CPLA2 challenger, D receives a challenge ciphertext C; such that
C1 & Enc(py-, rg), where ryg = rg or rg = r1. The following describes the procedure ofjldnswering queries:

o Send(U, V, s, m,f) query: When U = U*, V = V* and s = s*, then D takes r; as r’U*, computes g’;/* and
computes its signature using the signing key sky-. Then D creates the protocol message and sends it
to A with the leakage f(sy-), where the leakage f(sy-) is obtained by accessing the leakage oracle of the
CPLA2 challenger.

For all other Send queries, D can execute the protocol normally, because D has all the public keys and

can compute protocol messages accordingly. Except U*, D can compute the leakage by its own; for U*,

D accesses the leakage oracle to obtain the leakage.

e SessionKeyReveal(U, V, s) query: The algorithm D will abort if the query SessionKeyReveal(U*, V*, s*)
or SessionKeyReveal(V*, U*, t*)is asked. Then D can easily compute the answers using the correspond-
ing pseudo-ephemeral keys for other SessionKeyReveal queries.

e EphemeralKeyReveal(U, V, s) query: For the EphemeralKeyReveal(U*, V*, s*) query, D uses C; as the
answer. For all other EphemeralKeyReveal queries D will answer with the corresponding ephemeral-key
which is computed by encrypting a pseudo-ephemeral value with the secret key of the corresponding
principal.

o Corrupt(U) query: The algorithm D can answer all the Corrupt queries allowed in the freshness condi-
tion.

o Test(U, s) query: The algorithm D will abort the game if the adversary issues a Test query other than
Test(U*, s*). To compute the answer to the Test(U*, s*) query, the algorithm D computes:

— If U* is the initiator, computes

ms — KDF(X\%, 1,k, 1), K — PRE(ms, U* | Xy- | oy | V* || Xy+ || o),

where rp’; =r.
— If U* is the responder, computes

ms — KDF(X,%, 1, k, 1), K « PRE(ms, V* | Xy- | ov- | U* | Xu- || ou+).

Then using K answers the Test query.
If 6 = 1, then r; is the decryption of C; and the simulation constructed by D is identical to Game 4 whereas
if 6 = 0, then r is the decryption of C; and the simulation constructed by D is identical to Game 5. If A can
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distinguish the difference between Game 4 and Game 5, then D can be used against a CPLA2 challenger.
Hence,
|AdVGame 4(A) ~ AdVGame 5 (A)] < Advigg (D).

Game 6. The Game 6 challenger randomly chooses a pseudo-ephemeral value ry- & 7., and computes the
ephemeral key ry- & Enc(py-, ry+) in the almost partner session.

We introduce an algorithm F which is constructed using the adversary A, against the e-pair-generation
indistinguishability challenger (e-PG). It receives a pair (ry+, ) such that 7y~ = Dec(sy+, ry+) and uses ry-
as the ephemeral key of V* and 7y~ as the pseudo-ephemeral key of V* in the almost partner session.

Ifarandom ephemeral key ry- & Zyis chosen first and the pseudo-ephemeral value ry- «— Dec(sy+, ry+)
is computed, then the simulation constructed by ¥ is identical to Game 5. Otherwise if a random pseudo-
ephemeral value ry~ & Z,’; is chosen first and the ephemeral key ry- & Enc(py-, ry~) is computed, then the
simulation constructed by ¥ is identical to Game 6. If A can distinguish the difference between Game 5 and
Game 6, then J can distinguish whether a message/ciphertext pair (m, c) belongs to the distribution D or D,
(e-pair-generation indistinguishability challenge). The algorithm F can answer all the adversarial queries
allowed in this case, because it has all the long-term and ephemeral secret keys of the allowed queries. Hence,

[AdVGame 5(A) — AdVgame 6(A)| < €.

Game 7. The Game 7 challenger randomly chooses a pseudo-ephemeral value rp{‘,d & Zj, and uses it as the

pseudo-ephemeral value of V* in the almost partner session.

We introduce an algorithm D which is constructed using the adversary A, against the CPLA2 challenger.
The algorithm D uses the public-key of the CPLA2 challenger as the public key of the protocol principal V*
and generates public/secret key pairs for all other protocol principals. It generates signing/verification key
pairs for every protocol principal. The algorithm D picks two random strings r(,, r} & {0, 1}¥ and passes
them to the CPLA2 challenger. From the CPLA2 challenger, D receives a challenge ciphertext C, such that
¢, & Encpy-, ry), where rp = r or rp = . The following describes the procedure of answering queries:

o Send(U,V,s,m,f) query: When U = V*, V = U* and s = t*, then D takes r’1 as r§,*, computes g"V* and
computes its signature using the signing key sky-. Then D creates the protocol message and sends it
to A with the leakage f(sy+), where the leakage f(sy+) is obtained by accessing the leakage oracle of the
CPLA2 challenger.

For all other Send queries, D can execute the protocol normally, because D has all the public keys and

can compute protocol messages accordingly. Except V*, D can compute the leakage by its own; for V*,

D accesses the leakage oracle to obtain the leakage.

o SessionKeyReveal(U, V, s) query: The algorithm D will abort if the query SessionKeyReveal(U*, V*, s*)
or SessionKeyReveal(V*, U*, t*) query is asked. Then D can easily compute the answers using the cor-
responding pseudo-ephemeral keys for other SessionKeyReveal queries.

o EphemeralKeyReveal(U, V, s) query: For the EphemeralKeyReveal(V*, U*, t*) query, D uses C, as the
answer. For all other EphemeralKeyReveal queries D will answer with the corresponding ephemeral-key
which is computed by encrypting a pseudo-ephemeral value with the secret key of the corresponding
principal.

o Corrupt(U) query: The algorithm D can answer all the Corrupt queries allowed in the freshness condi-
tion.

o Test(U, s) query: The algorithm D will abort the game if the adversary issues a Test query other than
Test(U*, s*). To compute the answer to the Test(U*, s*) query, the algorithm D computes:

— If U* is the initiator, computes

ms — KDF(X"., 1, k, 1), K « PRE(ms, U* | Xy- || ou- | V* || Xy- | ov+),

where ;; =r.
— If U* is the responder, computes

ms — KDF(X,"., 1,k, 1), K — PRE(ms, V* | Xy- || oy~ | U* | Xy- || o).

Then using K answers the Test query.
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If6 = 1, thenr} is the decryption of C, and the simulation constructed by D is identical to Game 6 whereas
if 6 = 0, then r is the decryption of C, and the simulation constructed by D is identical to Game 7. If A can
distinguish the difference between Game 6 and Game 7, then D can be used against a CPLA2 challenger.
Hence,

|AdVGame 6 (A) — AdVGame 7(A)] < Adv™* (D).

Game 8. The Game 8 challenger randomly chooses ms & {0, 1}* and computes the session key of the target
session, using the PRF as
K «— PRF(ms, U* | Xy~ | oy | V* || Xy- || ov+)

when U* is the initiator or
K — PRF(ms, V* | Xy- | oy- || U | Xy- || ou)

when U* is the responder.

We construct an algorithm R against the ODH challenge, using the adversary A. The ODH challenge being
for group G with prime order g, generator g and function KDF(-, L, k, - ). The ODH challenger sends values
(X =g",Y=g",2) such that either Z — KDF(g", 1,k, 1) or Z & {o, 1}k, as the inputs to the algorithm XR.
The algorithm R uses the value X as the ephemeral public key of U* and Y as the ephemeral public key of
V* in the test session, and computes the session key using Z as the ms value, which is the input to the PRF,
in the session key derivation process. In this game, for the almost partner session (a session at V* with Xy
and X};. # Xy-), the ODH oracle O°PH is used to compute the ms value. For all the other honest sessions,
simulator knows the ephemeral keys and can compute the shared Diffie-Hellman value and compute the
session key normally.

If R’s input is Z = KDF(g", 1, k, 1), the simulation constructed by R is identical to Game 7, otherwise it
is identical to Game 8. Hence,

|AdVGame 7(A) — AdVGame 8(A)| < AAVRDE . 1 1 1).4.6(R)-

Game 9. The Game 9 challenger randomly chooses K & {0, 1}k as session key of the target session.

We construct an algorithm J against an Oracle™ ¥, using the adversary A. The Oracle™ sends a K value
which is either generated using the PRF with a hidden key, or a random function. J uses the received K as the
session key of the target session.

If K is generated using the PRF with a hidden key, the simulation constructed by J is identical to Game 8,
otherwise it is identical to Game 9. If A can distinguish the difference between Game 8 and Game 9, then A
can be used as a subroutine of an algorithm g, which is used to distinguish whether the Oracle®™®¥ is real or
a random function. The algorithm J can answer all the adversarial queries allowed in this case, because it
has all the long-term and ephemeral secret keys of the allowed queries. Hence,

[AdVGame 8(A) — AdVgame 9(A)| < Advprr(d).

Semantic security of the session key in Game 9. Since the session key K of Hi;,,’v* is chosen randomly and
independently from all other values, A does not have any advantage in Game 9. Hence,

AdvGame 9(A) = 0.

We find
-w(- : 1
AQVAEATEN(4) < NENZ| (AVOR () + Advewe(3) + 2AdVERE'2(D) + 2€) + . |

Therefore, in Case 2.1,
(AL 1
AdvAHOAFLECK () max[l\i},]\is2 [(AdvggH(G) + Advipr(B) + Advpre(d) + 2AdvEREAZ(D) + 2¢€) + 5],
1
NENZ | (AdVER () + Advere(9) + 2AdVERE'2(D) + 2€) + 5]’

NpAdVEEMA ()]
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Case 2.2: Test session is at the initiator

Let U* be the initiator and let V* be the responder. Let Xy be the ephemeral public key of U*, and let Xy-
be the ephemeral public key of VV*, in the target session. In this case there are three subcases, which address
the three different situations occur when the challenger interacts with the adversary, which are same as to
Case 2.1:
(a) Thereis no session at V* with Xy-.
(b) There exists a session at V* with Xy« and Xy (but oy~ computed by U* is different from the oy received
to V* with the protocol message, in the target session).
(c) There exists a session at V* with Xy- and Xb* + Xy-.
This is almost the same as Case 2.1. The difference is that in this case the initiator is the owner of the test
session. Similar to Case 2.1, here we obtain

n Case 2.2

AdyAWOIAFLCK gy max[N2N2 [(AdvDDH(e) + Advgpp(B) + Advprp(d) + 2Advige 2 (D) + 2€) + %]
N2N? [(AdeDH(ﬂz) + Advpre(d) + 2AdvEREA2(D) 1 2¢) + %]

Np AdVUFCMLA( 8)] )

Combining Case 1 and Case 2
According to the analysis we can obtain
AdvAWORFLeCK 4y max[N2N2 [(AdvDDH(e) + Advipr(B) + Advpge(9)) + ;]
N2N? [(AdvDDH(e) + Advipr(B) + Advpre(d) + 2AdvEELA2(D) 4 2¢) + 3]
N2N? [(AdeDH(fR) + Advpre(9) + 2AdvEEEA2(D) + 2¢) + %]
NpAdngFGCMLA(S)] ,

as desired. O

C Preliminaries

Here we describe several background concepts that help to understand the paper.

C.1 Computational assumptions
C.1.1 Gap Diffie-Hellman (GDH) assumption

Let k be the security parameter, let G be a group generation algorithm and let (G, g, g) — §(1%), where g is
the generator and g is the order of §. Given a random instance (g, g%, gb) fora, b € Z4, the GDH problem is
to find g% given an oracle O that solves the decisional Diffie-Hellman problem in G.
It is said that the GDH assumption holds in G if for all PPT algorithms A, the probability of solving the
GDH problem given as
Prgo(A) = Pr(A(G, g, 4,0, 8% g") = g*)

is negligible for a given security parameter k.
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C.1.2 Oracle Diffie—Hellman (ODH) assumption [1]

Let G, g, g be as described above, and let H be an arbitrary efficiently computable function. A PPT adversary
R is interacting with the Oracle Diffie—Hellman challenger, which is defined using the following game:

e uvd Z,. O%H gracle
. Zo— H(g"v), z; & {0, 1}k, o IfX=g" return L.
. & {0, 1}. e Else return H(X").

e b —RO™(g4, g%, Zp).
e Rwinsif b’ = b.

It is said that the ODH assumption holds in G if for all PPT algorithms R, the advantage of winning the ODH
challenge is negligible in k.

C.2 Cryptographic tools
C.2.1 Key derivation functions

We review the definitions of key derivation functions by Krawczyk [30]. Secure and efficient key derivation
functions are available in the literature, for example based on HMAC [30].

Definition C.1 (Key derivation function). Let k be the security parameter. A key derivation function KDF is an
efficient algorithm that accepts as input four arguments: a value o sampled from a source of keying material Z,
a length value ¢ and two additional arguments, a salt value r defined over a set of possible salt values and
a context variable c, both of which are optional i.e., can be set to a null. The KDF output is a string of ¢ bits.

Definition C.2 (Source of key material). A source of keying material £ is a two-valued (o, k) probability distri-
bution generated by an efficient probabilistic algorithm, where ¢ is the secret source key material to be input
to the KDF and « is some public knowledge about o or its distribution.

Definition C.3 (Security of key derivation function with respect to a source of key material). A key derivation

function KDF is said to be secure with respect to a source of key material Z if no feasible attacker B can win

the following distinguishing game with probability significantly better than % In other words the advantage

Advgpr(B) of winning the following game is negligible in k:

(1) (o,x) & 2(1%). (Both the probability distribution as well as the generating algorithm have been referred
toX.)

(2) A salt value r is chosen at random from the set of possible salt values defined by KDF (r may be set to
a constant or a null value if so defined by KDF).

(3) The attacker B is provided with x and r.

(4) The attacker B chooses arbitrary value € and c.

(5) Abith & {0, 1}is chosen at random. If b = 0, the attacker B is provided with the output of KDF(o, r, ¢, ¢);
else B is given a random string of € bits.

(6) The attacker B outputs a bit b’ « {0, 1}; B wins if b’ = b.

C.2.2 Pseudo-random functions
In the following we will review the security definition of pseudo-random function according to Katz and
Lindell [25].

Definition C.4 (Pseudo-random functions). Let F: {0, 1}* x {0, 1}* — {0, 1}* be an efficient, length-preserv-
ing, keyed function. We call F a pseudo-random function if for all PPT distinguishers J, there is a negligible
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function negl such that
[Pr[gF*ey)(1%) = 1] - Pr[gfma()(1%) = 1] < negl(k)|,

where the first probability is taken over uniform choice of key € {0, 1} and the randomness of J, and the
second probability is taken over uniform choice of f;ng and randomness of 7, and J is not given a key “key”.

C.3 Leakage-resilient primitives
C.3.1 Leakage-resilient storage

We review the definitions of leakage-resilient storage according to Dziembowski and Faust [19]. The idea
behind their construction is to split the storage of elements into two parts using a randomized encoding func-
tion. As long as leakage is limited from each of its two parts, no adversary can learn useful information about
an encoded element. The key observation of Dziembowski and Faust is then to show how such encodings
can be refreshed in a leakage-resilient way so that the new parts can be re-used. To construct a continuous
leakage-resilient primitive the relevant secrets are split, used separately, and then refreshed between any
two usages.

Definition C.5 (Dziembowski-Faust leakage-resilient storage scheme). Forany m, n € N, the storage scheme
A%’Zm = (Encode%", Decode;’;m)

efficiently stores elements s € (Z;)™, where:
«  Encode}."(s): st & (Z;)", then sg — (Z;)™™ such that s - sg = s and outputs (sr, Sg).
q

«  Decodey."(sg, Sg): outputs sy, - Sg.
q

In the model we expect an adversary to see the results of a leakage function applied to s; and sg. This may
happen each time computation occurs.

Definition C.6 (A-limited adversary). If the amount of leakage obtained by the adversary from each of s
and sp is limited to A = (A1, A;) bits in total, respectively, the adversary is known as a A-limited adversary.

Definition C.7 ((A,, €1)-secure leakage-resilient storage scheme). The scheme A = (Encode, Decode) is said
tobe (A), €1)-secure leakage-resilient if for any sg, 51 & M and any A, -limited adversary C, the leakage from
Encode(sg) = (Sor, Sog) and Encode(s1) = (s11, S1g) are statistically e€;-close. For an adversary-chosen leak-
age function f = (f1, f>), and a secret s such that Encode(s) = (sr, Sg), the leakage is denoted as (f1(sr), f2(Sg))-

Lemma C.8 ([19]). Suppose that m < 5. Then
A%’Zm = (Encode%", Decode;’;m)
is (A, negl(n))-secure for some negligible function negl and A = (0.3 - nlog g, 0.3 - nlog q).

The encoding function can be used to design different leakage-resilient schemes with bounded leakage.
The next step is to define how to refresh the encoding so that a continuous leakage is also possible to
defend against.

Definition C.9 (Refreshing of leakage-resilient storage [19]). Let (L', R') « Refresh%"(L, R) be a refreshing
protocol that works as follows:
o Input: (L, R)such that L € (Z;)" andR € (Z{’;)"xm.
o Refreshing R:
(1) A & (Z;)"\{(0")} and B — non-singular (Z;)™™ such that A - B = (0™).
(2) M « fullrank (Z3)™" such that L - M = A.
(3) X—M-BandR' — R+X.
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e Refreshing L:
(1) 4 & (z;)"\{(0")} and B — full rank (Z)™™ such that 4 - B = (0™).
(2) M — non-singular (Z;)™" such that M- R’ = B.
B) Y—A-MandL' —« L+Y.

e Output: (L', R").

Let A = (Encode, Decode) bea (A,, €1)-secure leakage-resilient storage scheme and let Refresh be a refreshing
protocol. We consider the following experiment Exp, which runs Refresh for £ rounds and lets the adversary
obtain leakage in each round. For the refreshing protocol Refresh, a Agefresh-limited adversary B, € € N and
s& M, we denote the following experiment by EXp gefresh, p) (B, S, £):

(1) For a secret s, the initial encoding is generated as (s‘z, sg) «— Encode(s).

(2) Forj =1 to ¢run B against the jth round of the refreshing protocol.

(3) Return whatever B outputs.

We require that the adversary B outputs a single bit b € {0, 1} upon performing the experiment Exp using
s& {so, s1} € M. Now we define leakage-resilient security of a refreshing protocol.

Definition C.10 ((£, Agefresh, €2)-secure leakage-resilient refreshing protocol). For a (A,, €1)-secure leakage-
resilient storage scheme A = (Encode, Decode) with message space M, Refresh is called (¢, ARrefresh, €2)-S€cure
leakage-resilient if for every Agefresh-limited adversary B and any two secrets sg, S1 € M, the statistical dis-
tance between EXP (gefresh,n) (B> S0, €) and EXPgeresh,a) (B, S1, €) is bounded by ¢,.

Theorem C.11 ([19]). Let % <n,n > 16 and ¢ € N. Let n, m and Z;, be such that A" is (A, €)-secure leakage-
reszllentstorage scheme (Deﬁnltlons C.5and C.7). Then the refreshmg protocol Refresh" '™ (Definition C.9) is an
q

(e, 4 3, € "-secure leakage-resilient refreshing protocol for AZ (Definition C.10) with

€ =2ep3p™e+mp ™).

C.3.2 Adaptively chosen ciphertext after-the-fact leakage secure (CCLA2) public-key cryptosystems

Dziembowski and Faust [19] constructed an adaptively chosen ciphertext after-the-fact leakage-resilient
public-key cryptosystem, which is secure against continuous leakage.

Definition C.12 (Security against adaptively chosen ciphertext after-the-fact leakage attacks (CCLA2)). This
is a modification of the IND-CCA2 security notion. Let k € N be the security parameter, let A be the leakage
parameter and let f; be arbitrary, efficiently computable adaptive leakage functions. Let PKE = (KG, Enc, Dec)
be a public-key encryption scheme. We define Advg%::Az (D) as the advantage of any PPT adversary D, winning
the following game:

(1) (sk, pk) & KG(15). Decryption oracle

(2) (mo, my, state) — DPectkfi)(pk) such that o Dec(sk, c, f;) — (sk', m), where m is the corre-
Img| = |m4]. sponding plaintext of the ciphertext ¢ and sk’ is

33) b & {0, 1}. the update of the secret key sk.

(4) C « Enc(pk, mp). « Compute f;(sk) whenever |f;(sk)| < A.

(5) b' & DPecsckf)(C, state). « Update the secret state sk to sk’.

(6) Output b’. The adversary D wins if b’ = b. o Return (m, fi(sk)) to A.

We say that PKE is CCLA2-secure if Advpgs 2 (D) is negligible in k.

C.3.3 After-the-fact leakage-resilient semantically secure (CPLA2) public-key cryptosystems

Splitting the secret key into arbitrarily number of parts is known as the split-state model. The leakage is
allowed from the splits of the secret key independently. The secret key is split into an arbitrary number 7 of
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partssuchthats = (s1, ..., sp). The tuple leakage function f = (f;, . . ., f5;) is an adversary chosen efficiently
computable adaptive tuple leakage function, which consists of fn arbitrary leakage functions, and j indi-
cates the jth leakage occurrence. Each leakage function fj; leaks fij(s;) from each s; split of the secret key
individually.

Halevi and Lin [22] constructed an after-the-fact leakage-resilient semantically secure public-key crypto-
system, which is secure against bounded leakage in the split-state model. It can be instantiated with the
DDH-based leakage-resilient public-key cryptosystem of Naor and Segev [38].

Definition C.13 (After-the-fact leakage-resilient semantic security (CPLA2)). This scheme is a modification
of the IND-CPA security notion. Let k € IN be the security parameter and let A = (Apre, Apost) be a tuple of two
vectors, where Apre = (Apre, s - - - » Apre,) is the leakage bound vector before the challenge ciphertext is issued,
and Apost = (Apost, » - - - » Apost;) i the leakage bound vector after the challenge ciphertext is issued. Let f be
the leakage function as described above. Let PKE = (KG, Enc, Dec) be a public-key cryptosystem, we define
AdVICJEILEA2 (D) as the advantage of any probabilistic polynomial time (PPT) adversary D, winning the following
game:

(1) (s,p) & KeyGen(1¥).

(2) (mg, my) — DO (p) such that [mo| = |my|fori =1, ..., i, Leak(f) returns fij(s;) if ¥; fij(si)| < Apre,-
3) b <& (o, 1}.

(4) C & Enc(pk, mp).

(5) b' — DD C)fori=1,...,n, Leak(f) returns f;;(s;) if Y Ifii(sil < Apost, -

(6) Dwinsifb’ = b.

We say that PKE is CPLA2-secure if Advsgg > (D) is negligible in k.

C.3.4 Unforgeability against chosen message leakage secure UFCMLA signature schemes

Katz and Vaikuntanathan [26] constructed an unforgeability against chosen message leakage attacks secure
signature scheme in bounded leakage model. This scheme contains signing and verification operations based
on NIZK proofs.

Definition C.14 (Unforgeability against chosen message leakage attacks). This scheme is a modification of
the UFCMA security notion. Let k € IN be the security parameter, let A be the leakage parameter and let f; be
arbitrary efficiently computable adaptive leakage functions. Let SIG = (KG, Sign, Vfy) be a signature scheme.
We define AdngFGCMLA(S) as the advantage of any PPT adversary &£, winning the following game:

@ r& o, 1% OUFCMLA (m, f;)
) (sk, vk) & KG(1K, ), st — r. . rndo, 1)
(3) (m*, 0*) — 9 ) (vk). « o & Sign(sk, m, 7).
(4) IfVEy(vk, m*, 0*) = “true” and m* is not been e Stestur;.
signed previously, then & wins. « Compute y « fi(st) whenever Y ; [fi(st)| < A.

e Return(o,y)to&.

We say that SIG is UFCMLA-secure if Advoi M-A(€) is negligible in k.

If we think about the split-state setting for the UFCMLA security notion, above notion is same as the case
where 71 = 1, because the signing key sk has not been split.
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