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Abstract—The recent years have witnessed the significant de-
velopment of visual forgery techniques and their malicious appli-
cations such as spreading of fake news and rumours, defamation
or blackmailing of politicians and celebrities, manipulation of
election result in political warfare. The manipulated contents
have reached to such sophisticated level that human cannot tell
apart whether a given content is real or fake. To deal with
this serious threat, a rich body of visual forensic techniques has
been proposed for detecting forged video and images. However,
existing techniques either rely solely on engineered features or
require a complex deep learning model to extract the underlying
patterns. In this paper, we propose a novel end-to-end visual
forensic framework that can incorporate different modalities to
efficiently classify real and forged contents. The model employs
both the original content and its frequency domain analysis to
fully exploit the richness of the image latent patterns. They are
forwarded into two separated EfficientNet, a light yet efficient
neural network architecture specialized for image classification,
for pattern extraction. Then, we design a late-fusion mechanism
to fuse the learnt features in original and frequency domain based
on the importance of the underlying information. Our experimen-
tal results show that our proposed technique outperforms other
state-of-the-art forensic approaches in many datasets and being
robust to various visual forgery techniques.

Index Terms—visual forensic, visual forgery, fake image detec-
tion

I. INTRODUCTION

Forged facial visual content including images and videos
has seen the significant improvement in quality with the
development of advanced forgery techniques using sophisti-
cated neural network architecture along with large amount of
training data. The quality of these forged contents has reached
to such level that even people with ideal vision in good lighting
condition cannot tell apart whether the given content is real
or fake [1]. Furthermore, the direct usage of deep learning
based forgery techniques as a blackbox with the support of
pretrained model significantly simplifies the creation of facial
forgeries [2]. For example, a person without expert knowledge
can produce a forged facial image using several images or
one short video [3] of the target person. The high quality and
straightforward usage of facial forgery techniques leads to the
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emerge of various malicious applications such as fake news
and rumours for click-baits, defaming and impersonation of
celebrities and politicians, fraud transactions and activities [4]—
[12].

Given the dangerous threat of visual forgery, there is a
plethora of emerging studies on visual forensics. Traditional
techniques rely on handcrafted features to detect anomaly
patterns of visual contents such as frequency analysis, head
pose, facial details (a.k.a artifacts) [13]-[16]. Despite the
simplicity yet effectiveness of such techniques, they often
focus on a single or limited number of features. Thus, their
performance is unstable and susceptible to several type of
attacks, especially the graphic-based forgery techniques (e.g.
FaceSwap [17], [18], 3D-Morphable face model [19]) which
prioritize the maintenance of facial features. Also, the design
of such techniques require a considerable workload of experts
in handcrafting the features. For example, Visual-Artifacts [14]
needs the tailoring of three different features for each type of
common attacks such as Deepfake [20] and Face2Face [3].

Recently, the advance of modern deep neural network and
its usage in visual forgery techniques also leads to the emerge
of deep learning forensic approach. These techniques leverage
deep neural models to automatically extract latent features that
go beyond human perception to classify real and forged visual
contents. These techniques vary in the network architectures,
such as Mesonet [21], GAN-fingerprint [22], Capsule [2] and
Xception [23]. However, in overall, existing deep learning
forensic techniques require a sophisticated model to efficiently
learn the underlying patterns. For example, the state-of-the-art
Xception model contains around 21 millions parameters. Also,
these techniques fail to utilize the expert knowledge features.

To address the challenges above, in this work we propose a
novel end-to-end visual forensic framework. Our main idea is
to go beyond the existing forensic methods by simultaneously
analyze the input content (image or video frame) in both
original and frequency domain. Our framework then utilizes
two separated EfficientNet, a state-of-the-art neural network
model that balances the complexity of the architecture and



the efficiency in pattern extraction. The learnt features from
original and frequency domain are then unified by a late-
fusion mechanism which considers the importance of the
underlying information. The salient contributions of our work
are summarized as follows:

« We propose Efficient-Frequency, an end-to-end neural
network based visual forensic framework that investigates
at the same time the visual content in original and fre-
quency domain. We are the first to integrate handcrafted
features into a neural network based forensic model. This
enables us to incorporate rich information available in
visual contents regardless of its modality.

« We utilize the Discrete Fourier Transformation to learn
the frequency-domain representation of the input visual
contents in an unsupervised and automatic manner. Then
our proposed model employs two separated EfficientNet
[24] to capture the underlying patterns in original contents
and their frequency-based representation. Our work is
the pioneer to use this simple yet powerful network
architecture in visual forensic.

e We design a late-fusion mechanism to combine learnt
features based on the importance of the information type
to the visual contents. This makes our model adaptive to
various forged datasets as well as forgery techniques.

o We evaluate our model in several experiments several
collected real-world datasets and synthesized datasets
using different visual forgery techniques. The empirical
result shows that our framework not only achieves better
results compared to baseline techniques but also exhibits
robustness to various type of visual forgeries.

The rest of the paper is organised as follows. Section II
introduces the related works and the formal problem for-
mulation. Section III presents the details of the proposed
visual forensic model, including the overview and its main
components. The experimental setup and results are provided
in Section IV while Section V concludes the paper.

II. RELATED WORK

We here introduce briefly the relevant works, including the
typical visual forgery and visual forensic techniques.

A. Visual Forgery Techniques

The visual forgery techniques often manipulate the vi-
sual content by injecting false information into an original
image, such as the identity of the person or his emotion.
The forgery techniques can be organized into two categories,
namely graphic-based techniques and neural network based
techniques [25]-[32].

The graphic-based techniques often leverage handcrafted
features such as landmark points of human face to swap the
face of the target person into the source image, following by
a color adjustment step. For example, FaceSwap-2D [17] first
performs the histogram matching of the input images, then
employs the system of landmark points in two-dimensional
setting to fit the face of the target person into the source image.
FaceSwap-3D [18] goes beyond Faceswap-2D by leveraging

the landmark points in three-dimensional setting instead. 3D
Morphable Model (3DMM) [19] also learns the shape and the
texture of the person face in three-dimensional scale, but uses
a nonlinear mapping to project the 3D face to 2D plane learnt
by a encoder-decoder deep neural network.

On the other hand, the neural network based technique
leverages advanced neural network architectures (e.g. genera-
tive adversarial network (GAN) [33], variational autoencoder
(VAE) [34]) to produce high quality forged visual contents. For
instance, Deepfakes [20] leverages the autoencoder network to
replace the face of person in the original image by the target
person. The recent Deepfake variants such as Faceswap-GAN
[35] inspires from GAN model to treat the decoder-encoder
network as a generator and add two discriminator to enhance
the quality of generated contents. ReenactGAN [36] is another
GAN-based model that aims to transfer the facial movement
and expression of the target person into the source image using
facial contours aware latent space. StarGAN [37] is a GAN-
based model that generate the forged contents by modifying
the attributes (e.g. hair color, gender, facial expression) of the
person in the original image.

B. Visual Forensic Techniques

As the rival of visual forgery techniques, the visual foren-
sic techniques aim to detect the manipulated contents. The
forensic techniques can also be organized into two categories:
the traditional techniques and the neural network based tech-
niques [38], [39].

The traditional techniques often rely on the engineered
features (e.g. frequency analysis, head pose, facial details) to
detect the anomaly patterns of the forged contents. Frequency
domain-based detector (FDBD) [13] exploits the frequency
characteristics of the input image to discover anomaly patterns.
Visual-Artifacts [14] relies on several visual artifacts (e.g.
eyes, teeth, facial contours) that appears in the forged con-
tents generated by common facial forgery techniques such as
DeepFake and FaceSwap. Head pose-based detector (HPBD)
[15] focuses on the unstable head pose of the forged facial
contents.

The neural network based techniques adopt the advanced
neural network architectures to automatically extract the im-
portant hidden features which helps to distinguish the real
and fake images. Mesonet [21] analyzes the contents at a
mesoscopic level using a simple neural network with small
number of layers. Capsule [2] leverages the “capsule” archi-
tecture [40] with expectation maximization routing algorithm
to better capture the anomaly patterns in forged images and
videos. XceptionNet [23] utilizes the Inception network [41]
to extract the underlying features that helps to distinguish
between fake and real images. GAN-fingerprint [22] detects
the forged contents by finding the fingerprint of GAN [33],
the key architecture at the heart of state-of-the-art forgery
techniques such as DeepFake and StarGAN. Our work goes
beyond the existing techniques by integrating the engineered
feature (frequency analysis) along with original image into a
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Fig. 1: Overview of Efficient-Frequency framework

neural network model that minimizes the complexity while
guarantees the efficiency of the anomaly pattern extraction.

III. EFFICIENT-FREQUENCY FORENSIC FRAMEWORK

Figure 1 depicts the overview of our framework. First,
the face is detected from the input images or video frames
using face detection module. The extracted face image then
is analyzed in the frequency domain using Fourier Transform.
The original image and its frequency-domain representation
then are forwarded into two separated EfficientNet models to
learn the underlying features. The learnt features are combined
by a late-fusion mechanism which considers the importance of
the information, then forwarded to a fully connected layer and
the common cross entropy loss for binary classification.

Face Detection. We use Multi-task Cascaded Convolutional
Networks (MTCNN) [42] to detect face from given images
or video frames. The framework pipeline contains three main
steps. In the first step, the given image is rescaled to a range of
different sizes (a.k.a image pyramid), then a shallow fully con-
volutional network (so called P-Net) is employed to produce
the candidate windows. In the second step, a more complex
CNN model namely R-Net is adopted to refine the window
candidates and keep only the high potential ones. In the last
step, a powerful CNN model namely O-Net further refines the
candidates and locates the facial landmarks positions. Between
the steps, non-maximum suppression (NMS) is used to filter
the candidate bounding boxes. The detailed implementation of
P-Net, R-Net and O-Net can be found in [42].

Frequency Analysis. We utilize the Discrete Fourier Trans-
form (DFT) to obtain the frequency-domain presentation of the
input image. The presentation can be considered as a spectral
decomposition of the image that indicates the distribution of its
energy over a range of frequencies given the spatial resolution.
For 2-dimensional image data of size M x N, the Fourier
Transform can be computed as:

N—-1M-1

_i2x _i2x
X1 = E E T,m-€ Nkn o= lm (D)

n=0 m=0

where X, is value at position (k,l) in spectrum image
and x,,,, is value at position (n,m) in original image. It is

worth noting that the obtained representation inherits the same
dimensionality from the input signal, which is 2-dimensional
for image. Therefore, an azimuthal averaging [43] is applied
to flatten the representation into 1-dimensional form. The
transformation can be considered as a compression where
similar frequency components are gathered and averaged into
a feature vector. The compression helps to significantly reduce
the amount of features with the minimized loss of information,
results in a more robust representation of the input image.

Efficient Net. Our model employs EfficientNet [24], a con-
volutional network architecture that performs better pattern
extraction while guarantees the efficiency of the model. The
concept of the model is designed using a multi-objective neural
architecture search that optimizes the two mentioned criteria,
accuracy and efficiency. Our model leverages the original
EfficientNet variant, namely EfficientNet-BO, as this variant
can capture better facial detail information comparing to other
scaled-up variants such as EfficientNet-B1, where the details
can be washed out due to over deep architecture. The detailed
implementation of EfficientNet is shown in Figure 2.
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Fig. 2: EfficientNet architecture

The network starts with a convolutional layer of the size
3 x 3, which performs lightweight filtering. Then, the network



continues with multiple stacked mobile inverted bottleneck
(MBConv) layers [44]. The MBConv layer is the main building
block of the EfficientNet, which contains a point-wise (1x1)
convolution, a depth-wise convolution and a spatially-filtered
feature map. Instead of standard convolution, MBConv uses
a depth-wise separable layer to reduce computational cost
while guarantees the quality of pattern extraction. The last
layer of a MBConv block is a spatially-filtered feature map
which projects information from previous layer back to a low-
dimensional subspace using another point-wise convolution.
The low-dimensional subspace helps to preserve the essential
information while reduces the complexity of the model. For
each MBConv block, a residual connection is added to aid
gradient flow during backpropagation. After the stacked MB-
Conv layers, the output feature is flatten into 1-dimensional
vector using a fully connected layer at the end of the network.

Late-fusion mechanism. As discussed, we use two separated
EfficientNet to extract the patterns from original image and its
frequency-domain representation, results in two 1-dimensional
feature vector X, and X, respectively. We here combine the
learnt features using following mechanism:

X = 0(a.X,, (1 —a).Xy) )

where « is the learnable parameter that balances the im-
portance between original and frequency-aware patterns; and
© is the aggregate function. For our work, we choose ©
as concatenation over other common functions such as sum
operator to avoid the information loss.

Loss Function. To train the whole network, we utilize binary
cross entropy loss. This is a common loss function for binary
classification problem, which is well-suited for our forgery
detection problem. The loss function is computed as follows:

N

L=—N;yi-logyi+(1—yi)-log (1—9) O

where N is the number of images in the training set; ¢; is the
label of the i-th training image which is 1 for forged image
and O for genuine image; y; = o(X;) is the scalar output of
the model computed by the sigmoid function ¢ applying to
the unified learnt feature X; of the i-th training sample.

IV. EXPERIMENTS

In this section, we conduct experiments with the aim of
answering the following research questions:
(RQ1) Does our model outperform other forensic methods on
real-world forged datasets?
(RQ2) How does our model performs against different types
of facial forgery techniques?
(RQ3) How important is each design choice of our model?

A. Experimental Setting

Datasets. We employ the following datasets to assess the
performance of visual forensic techniques:

o Deepfake-in-the-wild [45]. The Deepfake-in-the-wild
dataset contains 7,314 face sequences extracted from 707
deepfake videos collected from the internet.

e Celeb-DF [46]. The Celeb-DF dataset is contains 590 real
short interview videos and 5,639 DeepFake videos.

« DFDC [47]. The DFDC dataset contains 5,244 videos
with diverse background, lighting and head poses.

o UADFV [15]. This dataset contains 49 real short videos
11.14 seconds average length and 49 DeepFake videos.

e DF-TIMIT [48]. The DF-TIMIT dataset contains 430
original videos and forged video generated using GAN-
based face-swapping algorithm.

o FaceForensics++ [1]. The dataset includes 1,000 real
YouTube videos and forged videos generated by
Face2Face, FaceSwap, DeepFakes, Neural Textures

Baselines. We compare the performance of our framework
with the following representative baselines in the literature:

o SpectrumlD [13] investigates the frequency characteris-
tics to discover anomaly patterns of forged contents.

o Visual-Artifacts [14] exploits anomaly patterns (e.g. eyes,
facial contours) that often appear in the forged contents.

e HPBD [15] detects forged facial contents based on the
unstable head pose.

o Mesonet [21] analyzes the contents at a mesoscopic level
using a simplified convolution neural network.

o Capsule [2] leverages the “capsule” architecture [40] to
capture the anomaly patterns in forged contents.

o XceptionNet [23] utilizes the Inception network [41] to
extract the underlying features to detect forged contents.

o GAN-fingerprint [22] detects the forged contents by find-
ing the fingerprint of GAN [33].

On the other hand, we also evaluate the performance of the

forensic techniques against following forgery techniques:

o FaceSwap-2D [17] employs the 2-D landmark points to
inject the face of the target person into the source image.

e FaceSwap-3D [18] uses the 3-D landmark points to swap
the face of the input images.

o 3DMM [19] learns the shape and the texture of the input
faces in 3-D setting using a nonlinear mapping.

o Deepfakes [20] leverages the autoencoder network, en-
hanced by GAN to impersonate the target person.

e ReenactGAN [36] transfers the facial movement and
expression of the target person into the source image.

e StarGAN [37] is a GAN-based model that is able to
modify the facial attributes (e.g. hair color, gender).

o Monkey-Net [49] is a GAN-based model that can inject
the action of target person into the source image.

Reproducibility environment. The model is implemented in
Python v3.6 using the Keras v2.2.4 API. The Keras API is
a high-level neural networks API focusing on enabling fast
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TABLE II: Ablation test result on real-world datasets
. . FaceForensics++
df_in_the_wild | Celeb-DF | UADFV ar T TS o Tl DE-TIMIT | DFDC
Efficient-Frequency-1 0.72 0.95 0.94 097 | 094 | 097 | 0.83 | 0.81 1 0.81
Efficient-Frequency-2 0.64 0.69 0.5 0.59 | 0.59 0.6 0.62 | 0.57 0.99 0.58
Full model 0.79 0.97 0.95 0.99 | 0.99 | 0.99 | 098 | 0.94 1 0.81
TABLE III: Ablation test result on visual forgery techniques
Deepfake | 3DMM | FaceSwap-2D | FaceSwap-3D | MonkeyNet | ReenactGAN | StarGAN
Efficient-Frequency-1 0.91 0.95 0.95 0.94 0.95 0.95 0.95
Efficient-Frequency-2 0.95 0.95 0.78 0.82 0.97 0.95 0.95
Full model 0.98 0.99 0.99 0.99 0.99 0.99 0.99

experimentation. The techniques are trained and tested on 2
x GPU GeForce GTX 2080Ti, CPU AMD Ryzen Threadrip-
per 1900X 8-Core Processor and 64 GB RAM. Results are
averaged over 10 runs to avoid the randomness.

B. End-to-end comparison on real-world datasets

We answer (RQ1) by comparing the performance of our
proposed technique and other baselines on various real-world
datasets. The experimental results are shown in Figure 3.
In overall, our technique outperforms other techniques on
all the datasets except UADFV comparing to other forensic
techniques. Our technique achieves around 0.8 of accuracy
for two challenging datasets df_in_the_wild and DFDC; and
greater than 0.9 of accuracy for the rest 8 datasets. Among
the baselines, Xception performs the best and even performs

equally to our technique in some dataset such as Celeb-
DF and DF-TIMIT, the datasets that focuses on DeepFake
forgery technique. GAN-fingerprint shows considerable results
overall and outperforms other techniques on UADFV dataset,
a small dataset using GAN-based forgery technique. Mesonet
shows similar level of performance to GAN-fingerprint, while
Capsule gives slightly better result. The traditional techniques
such as Spectrum1D, HPBD and Visual-Artifacts perform not
as good as the above neural network based techniques, with
the accuracy of just around 0.7.

When it comes to the processing speed and model size, the
experiment results are shown in Table I. Our proposed tech-
nique is one of the fastest techiques along with Capsule and
XceptionNet, with less than 30 seconds per 10,000 images. On
the other hand, the processing speed of traditional techniques



such as HPBD and Visual-Artifacts are much slower, with
2,400 and 9,100 seconds of processing time per 10,000 images.
This is because these techniques require a large amount of time
to extract the engineered features from the input images. For
model size, our model uses significant less parameters than
other neural network based model such as XceptionNet and
GAN-fingerprint while achieves better accuracy.

C. End-to-end comparison against forgery techniques

We answer (RQ2) by comparing the performance of our
proposed technique and other baselines against different type
of forgery techniques. The experimental results are shown
in Figure 4. It can be seen that our technique Efficient-
Frequency performs the best among all forensic techniques.
Efficient-Frequency achieves greater than 0.95 of accuracy
against all type of forgery. For the baselines, in general, the
neural network based techniques such as Xception, Capsule,
Mesonet and GAN-fingerprint perform better than traditional
techniques such as Spectrum1D, HPBD and Visual-Artifacts.
XceptionNet performs slightly behind our technique, achieves
greater than 90% of accuracy against all forgery techniques.
The performance of Capsule is quite similar to XceptionNet,
while GAN-fingerprint work surprisingly well even for non
GAN-based techniques, thanks to the in-depth analysis on
both image and model levels. Mesonet performs consider-
ably inferior comparing to the above neural network based
techniques. For traditional techniques, it is interesting that
Visual-Artifacts, HPBD and Spectrum1D performs better on
sophisticated neural network based visual forgery techniques
such as Deepfake and StarGAN than the traditional techniques.

D. Ablation Test

We evaluate the design choices of our model by comparing
it with various variants (RQ3):
o Efficient-Frequency-1: uses only the original image and
removes the frequency-domain representation.
o Efficient-Frequency-2: uses only the frequency-domain
representation and discards the original image.

Table II and table III compares the performance of the
variants and the full model on forged datasets and against
visual forgery techniques. It can be seen from the tables that
the full model outperforms the variants on all the datasets and
against all forgery type, which confirms the efficiency of the
simultaneous usage of both original image and its frequency
analysis attribute information.

V. CONCLUSION

We propose a novel visual forensic framework that aims to
detect the forged facial visual contents including images and
videos. The key idea of the framework is to analyze simultane-
ously the raw content and its frequency-domain representation
using two separated EfficientNet, a neural network architecture
that well balances between accuracy and efficiency. The learnt
features then are combined using a late-fusion mechanism,
which considers the importance of the underlying information.
Extensive experiments reveal that our proposed technique not

only outperforms other state-of-the-art forensic approaches
in many real-world forged datasets but also show significant
robustness against different visual forgery techniques.
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